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Part 5: Communication requirements
for functions and device models
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The text of this standard is based on the following documents:

FDIS Report on voting
57/641/FDIS 57/649/RVD

Full information on the voting for the approval of this standard can be found in the report on
voting indicated in the above table.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.
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The content of this part of IEC 61850 is based on existing or emerging standards and
applications. In particular the approach to formulate the requirements is based upon

CIGRE Technical Report, Ref. No. 180, Communication requirements in terms of data flow
within substations. CE/SC 34 03, 2001, 112 pp. Ref. No. 180

K.P. Brand, Communication requirements in terms of data flow within substations — Results of
WG34.03 and standardization within IEC, Electra 173, 77-85 (1997)

IEEE-SA TR 1550-2003: /EEE-SA Technical Report on Utility Communications Architecture
(UCATM), Version 2.0, Part4: UCA Generic Object Models for Substation and Feeder
Equipment (GOMSFE).

and sysfems in substations.

IEC 61§50 consists of the following parts, under the general title Com un/cwetworks

Part 1: Introduction and overview

Part 2: | Glossary 1

Part 3: General requirements

Part 4: System and project management
Part 5:

Part 6: stations
related to IEDs 2

Part 7-1): inciples
and models

Part 7-2: Abstract
communication s

Part 7-3: Basic commurficatio D6 Common
data classes

Part 7-4: Basic com npatible
Iogic@

Part 8-1; Specificvce SO/IEC

Part 9-1|: jon—sérvice mapping (SCSM) — Sampled values ovegr serial

op point to point link

Part 9-2; ifi m u2n1ation service mapping (SCSM) — Sampled valugs over

Part 10;

This publiedtion has been drafted in accordance with the ISO/IEC Directives, Part 2.

The committee has decided that the contents of this publication will remain unchanged until 2005.
At this date, the publication will be

* reconfirmed;

* withdrawn;

+ replaced by a revised edition, or
*+ amended.

1 To be published.

2 Under consideration.
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INTRODUCTION

The IEC 61850 series is intended to provide interoperability between all devices in
substations. Communication between these devices has to fulfil a lot of requirements imposed
by all the functions to be performed in substations. Depending on the philosophy both of the
vendor and of the user and on the state-of-the-art in technology, the allocation of functions to
devices and control levels is not commonly fixed. This results in different requirements for the
different communication interfaces within the substation. The IEC 61850 series shall support
any allocation of functions.

The IEC 61850 series should have a long lifetime but be able to follow the fast changes in
communication technology by both its technical approach and its document structure. Figure 1
shows fhe relationship of this part of the IEC 61850 series to subsequént paxts of [the IEC
61850 deries. The IEC 61850 series has been organized so that cha
require ja significant rewriting of another part, i.e. the parts are basg

requirements in this part of the IEC 61850 series; the derived

subseql

general fom any
implem fined in
some d

This pa bns and
device 1

The mo objects,
data se pet, set,
report, 850-7-x with a clear interface to
implemgntation. To use the benefits o icati echnology, in the IEC 6185( series,
no new |OSI stacks are define 2 apping on existing stacks is givep in IEC
61850-8-x and IEC 618 \ i iguration language (IEC 61850-6) and a
standarglized conforman esti S t the IEC 61850 series. Figure 1 shpws the
general|structure of th ; ) G 61850 series, as well as the relative pogition of

IEC 61850-5 wi i

NOTE Tp keep the layg
requiremgnts, terms

EC 81850 series which does not mix application and implementation
& objects, etc. are normally not used in this part of the IEC 61850

series (requirements). 3 (modeling), IEC 61850-8-x and IEC 61850-9-x (specific comnmunication
service mpping)deri i a ation requirements such as PICOMs are normally not used.
IEC 61850-10
Conformance
testing
IEC 61850-6

Substation configuration
language

IEC 61850-8-x
IEC 61850-9-x
Specific communication

Service mappmg

IEC 61850-7-4
Compatible logical node and
data object adressing

IEC 61850-7-3
Common data classes and
attributes

IEC 61850-7-2
Abstract communication
service interface (ACSI)

IEC 61850-7-1
Communication reference
model

IEC 61850-5
Communication requirements
for functions and device
models

IEC 1903/03

Figure 1 — Relative position of this part of the IEC 61850 series
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COMMUNICATION NETWORKS AND SYSTEMS
IN SUBSTATIONS -

Part 5: Communication requirements
for functions and device models

1 Scope

This part of IEC 61850 applies to Substation Automation Systems (SAS). It standardizes

the communication between intelligent electronic devices (IEDs) and (the related|system
requirements.

The spdcifications of this part refer to the communication requireme n onk being
performgd in the substation automation system and to device . pns and
their communication requirements are identified

The description of the functions is not used to sta identify
communication requirements between technical sery¥ices and ¢ mmuni-
cation requirements between Intelligent Electronic DeVicés wi e basic
goal is interoperability for all interactiong

Standardizing functions and their impl his part
of IEC 1850 Therefore, a single phiI ocating—functions to devices cannot be
assume ation of
function Hefined.
The exghanged data a el ire ¢ i . initipns are
supplenmented by informative da a i i i i ionkg.
Intelligeint elect ; ound in
other installatio s. USi i I:ices in
these plants also i [ of this
part of |

2 Noi

The foll cument.
For dat¢d re edition
of the rq

IEC 60042-8, Instrument transforimers — Part 8. Electronic current iransformers

IEC 60870-4, Telecontrol equipment and systems — Part 4: Performance requirements

IEC 61346 (all parts), Industrial systems, installations and equipment and industrial products —

Structuring principles and reference designations
IEC 61850-2, Communication networks and system in substations — Part 2: Glossary 3

IEC 62053-22, Electricity metering equipment (a.c.) — Particular Requirements —
Static meters for active energy (classes 0,2 S and 0,5 S)

3 To be published.

Part 22:
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IEEE Std C37.2:1996, IEEE Standard Electrical Power System Device Function Numbers and
Contact Designations

NOTE Informative references are found in the Bibliography.
3 Terms and definitions

For the purpose of this part of IEC 61850, the following terms and definitions as well as those
given in IEC 61850-24, apply.

3.1

function

task whjch is performed by the substation automation system. Generally( a fu consists
of subp initipn, only
logical ifh other
function ned in
logical 1

3.2

distriby

function bhysical
devices tributed
function nctional ‘steps to be pdrformed
until the or onhe related commgnication
link, the] ggradation, if applicaple.

3.3

system

set of |nteracting entities i n” functionality. Its backbone is some
commuiication mechanis

3.3.1

logical ystem@

communicating ( i Nof all application functions performing somg overall
task sud 2 P

3.3.2

physicd

interactip : Vi hosting these functions and the interconnecting physical
commuifi he boundary of a system is given by its logical or physical
interfaces. areindustrial systems, management systems, information systems, and

3.3.3

substation automation system

system which operates, protects, monitors, etc. the substation, i.e. the primary system.
For this purpose, it uses fully numerical technology and serial communication links
(communication system).

3.3.4

primary system
common term for all power system equipment and switchgear

4 To be published.


https://iecnorm.com/api/?name=4898aa8843ef4f3639f936df743c4a5a

61850-5 O IEC:2003(E) -1 -

3.3.5

secondary system

interaction set of all components and systems in the substation for operation, protection,
monitoring, etc, i.e. the primary system. In case of full application of numerical technology,
the secondary system is synonymous with the substation automation system.

3.3.6
communication system
interconnected set of all communication links

3.4
device

mechanfsm or piece of equipment designed o serve a purpose or per, orm\x’r;qion, for
prepet]

examplg a breaker, relay, or substation computer. Communication pelavant ties are
describgd in a proper device related model.

3.4.1
intelligént electronic device

is any (levice incorporating one or more processors wit
data/co , digital
relays, pecified
logical ity i s. If’not stated ofherwise
intellige iition providing for example time
tags. This adds the requirement of a % A ; clocks
if applicpble.

or send

3.4.2
physic3l device
equivalent to an intelligen bries
3.5
Logical|Node
e
smallesi part of
within 3
defined
primary
or remo

function
h object
not the
ile. local

3.6
connecti
the linkg

3.6.1
logical connection
communication link between logical nodes

3.6.2
physical connection
communication link between physical devices

3.7

interchangeability

the possibility to replace a device from the same vendor, or from different vendors, utilizing
the same communication interface and as a minimum, providing the same functionality, and
with no impact on the rest of the system. If differences in functionality are accepted, the
exchange may also require some changes somewhere in the system. Interchangeability
requires standardization of functions and, in a strong sense, of devices also. Both such
requirements are outside the scope of the IEC 61850 series.
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3.8

interoperability

ability of two or more intelligent electronic devices from the same vendor, or different vendors,
to exchange information and use that information for correct co-operation. Interoperability is
a prerequisite of interchangeability.

3.9

PICOM

Piece of Information for COMmunication describing an information transfer on a given logical
connection with given communication attributes between two logical nodes. It also contains
the information to be transmitted and, in addition, requirement attributes such as
performance. It does not represent the actual structure and format for data that is exchanged

over the—eommunication—retwork—Fhis—information—s—found—in—the palt/rE(\ 64850-8 and
IEC 61850-9. The assumed logical point-to-point connection describes source.ang sink of
Sy h

this infgrmation transfer but does not prescribe the communicatio erefore,
multicagt and broadcast procedures are not excluded.

NOTE The PICOM approach was adopted from CIGRE working group 340
Report, Ref.No.180) and allows for performance requirements also.

[Technical

3.10

bay

closely fonnected subparts of the substation W|th spme ity. bles are
the swi e buscoupler| with its
circuit ansformer with its| related
switchgear between the two busbars{represe&nti g€ levels, the diamefer (see
definition) in a 1% breaker arrangement, “\irtt ‘ M ring arrangements (breaker and
adjacenf isolators), etc. These subparts 9 \prise a device to be protected such as
a transformer or a line end. The copntrol e Switchgear in such a subpart hgs some
common restrictions like inte S el|/<defined operation sequencg¢s. The
identification of such suk s I8 i iptenance purposes (what parts |/may be
switchedl off at the same time wi g i ion) or for
extensign plans (what/hs dded i e called

hd “bay
ol level
exist in

“bays” pnd are ;
protectipn”. The(f:?
below the overall statit

any subptation; i.eth

3.1
diameter
applies
two busg
switchesg
operatid

een the
, parthing
both for

3.12
level functions
functions related to some control levels of the substation automation system

3.121

bay level functions

functions using mainly the data of one bay and acting mainly on the primary equipment of one
bay. The definition of bay level functions considers some kind of a meaningful substructure in
the primary substation (see 3.10) configuration and, related to this substructure, some local
functionality or autonomy in the secondary system (substation automation). Examples for
such functions are line protection or bay control. These functions communicate via the logical
interface 3 within the bay level and via the logical interfaces 4 and 5 to the process level, i.e.
with any kind of remote I/Os or intelligent sensors and actuators. Interfaces 4 and 5 may be
hardwired also but hardwired interfaces are beyond the scope of the IEC 61850 series.
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3.12.2
process level functions
all functions interfacing to the process, i.e. basically binary and analogue 1/O functio

ns such

as data acquisition (including sampling) and issuing of commands. These functions

communicate via the logical interfaces 4 and 5 to the bay level.

3.12.3
station level functions

refer to the substation as a whole. There are two classes of station level functions; i.e.

process related station level functions and Interface related station level functions

3.12.4

process$ related station Tevel functions
functionfs using the data of more than one bay or of the complete subs
primary|equipment of more than one bay or of the complete subsfati
functionjs are station-wide interlocking, automatic sequencers or<b
functionfs communicate mainly via the logical interface 8.

3.12.5

interfade related station level functions
functions representing the interface of the SAS to
Maching Interface), to a remote control center TC

j on the
of such
These

(Human
remote
. These

engineering workplace for monitoring and mainte
functionls communicate via the logical j
interfacé 7 and the remote control N c . i wérld. Logically, the
differenge if the HMI is local or remots S g substation at least
interfacgé for the SAS at the boundary©of the substation exists. The same applies
the TCl|and TMI. These virtual inteffac aynDbe_reglised in some implementa
proxy servers. %

4 Abbreviations

logical
is no
virtual
oth for
ions as

GPS Q (tire source)
HMI

110 K acts or channels (depending on context)
IED

IF

LAN

LC

LN Logical Node

MMS Manufacturing Message Specification

NCC Network Control Center

(O] Open System Interconnection

PC Physical Connection

PD Physical Device

PICOM Piece of Information for COMmunication
SAS Substation Automation System

TCI TeleControl Interface (for example, to NCC)

TMI TeleMonitoring Interface (for example, to engineers workplace)
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5 Substation automation system functions

5.1 Introduction

The fun

ctions of a substation automation system (SAS) refer to tasks, which have to be

performed in the substation. These are functions to control, monitor and protect the equip-

ment of the substation and its feeders. In addition, there exist functions, which are needed to
maintain the SAS, i.e. for system configuration, communication management or software
management.

5.2 Logical allocation of functions and interfaces

The fungtio of a substatiom auto o) Hifferent
levels (gtation, bay/unit, or process). Thes ation of
Figure 4 together with the logical interfaces 1 to 10.
a) Progess level functions are all functions interfacing to t g ynctions
communicate via the logical interfaces 4 and 5 to the bay le
b) Bayl|level functions (see bay definition in Clause 3) arg tions i data of
one| bay and acting mainly on the primary equipm . inctions
communicate via the logical interface 3 within the bay leve ' rfaces 4
and|5 to the process level, i.e. with any kind ) ; ors and
actuators. Interfaces 4 and 5 may also be ha beyond
the $cope of the IEC 61850 series.
c) Thefe are two classes of station le
1) Process related station level fu han one
iay or of the complete substatjon and acting bre than
ne bay or of the gomplete substa These via the
lpgical interface 8
2) [Interface relatep { 5l funstfons are/functions representing the interface of the
$AS to the loca ! agman Machine Interface), to a remotg control
enter T orrto the remote engineering for monitoning and
mainten terface). These functions communicate|via the

I
f

e bay level and via the logical interface 7 jJand the

NOTE 1 oteCtion (teleprotection) is outside the scope of this part of IHC 61850.
Since thsg exchanged over this interface as within the substation, the future use of the
IEC 6185

NOTE 2 otelegntrol interface to the network control center (IF10) is outside the scope of thiis part of
IEC 61850: stanpdards are IEC 60570-5-101 and IEC 60570-5-104. To reduce the effolts for the
gateway alignment would be very convenient. Since partly the same data are gxchanged
between the cont s as between the substation and the NCC, a coordination with the related| standard
IEC 6087pD-6, (TASE2)\js fecommended. The standard should be used for a future seamless comnuunication
structure frond the process level to the network control center. Since the use of interface 7 and the interfa¢e 10 may
be overlappihg—a-co-ordination-of-the-standards—forboth-interfaces-istrecommended-

NOTE 3 Process level and bay level functions in particular may be found integrated in a single device without

a physica

| separation. This does not change the logical structure but the physical implementation (see 5.3).
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The me

IF1:
IF2:

IF3:
IF4:

IF5:
IF6:
IF7:
IF8:

IF9:
IF10:

I Technical services

@

STATION LEVEL FCT A FCT B
/\
/ 9 \
BAY/UNIT LEVEL
PROT CONTR CONTR PROT

PROCESS LEVEL. | Fomme procsss mercely |

g

=O=—"—  HV Equipment

Figure 2 — Levels and logica

hning of the interfaces

cT anc@
bay leve

nvéen bay and station level
substation (level) and a remote engineer’s workplace
exchange between the bays especially for fast functions {

exchange between substation (devices) and a remote contro

o490\

\UULDIUU lIIC SLUPYT UI LIIID pdll UI II_\J UTOJU)

gide the

ess and

uch as

center

The devices of a substation automation system may be installed physically on different

functional levels (station, bay, and process).

Figure 2.

This refers to the physical interpretation of

NOTE 4 The distribution of the functions in a communication environment may occur through the use of wide area
network, local area network, and process bus technologies. The functions are not constrained to be deployed
within/over any single communication technology.

1) Process level devices are typically remote process interfaces such as 1/Os,

sensors and actuators connected by a process bus as indicated in Figure 2.

2) Bay level devices consist of control, protection or monitoring units per bay.

intelligent

3) Station level devices consist of the station computer with a database, the operator’s
workplace, interfaces for remote communication, etc.
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5.3 The physical allocation of functions and interfaces

Despite of the similarity of logical and physical levels there is no unique way for mapping the
logical function structure to the physical device structure. The mapping is dependent on avail-
ability and performance requirements, cost constraints, the state of the art in technology, etc.

The station computer may act as a client only with the basic HMI, TCI and TMI functions.
All other station level functions may be distributed completely over the bay level devices. In
this case, the interface 8 is the backbone of the system. On the other side, all station wide
functions such as interlocking etc. may reside in the station computer acting now both as
client and server. In this case, the interface 1 and 6 take over the complete functionality of
interface 8. Many other solutions are possible.

The bay level functions may be implemented in dedicated bay level d
control unit, without or with redundancy) or in combined protection
may be| moved physically down to the process level supported<by\t
functions.

If there |are no serial interfaces 4 and 5, the process leve

bay level devices. The realization of the serial interfaces™4_a
devices|only or intelligent sensors and actuators, whi i
on process level already.

tionality

The logjcal interfaces may be imple Two or
more may also be combined into a
interfacés may be combined and

requirements for these physical interf

and deVices.

ve_of more physical LANs. The
the allocation of functions tp levels

5.4 Thhe role of interfa

Not all [nterfaces have poth the

retrofit pf existi and in
the futufe.

The numbering type of
interfac

The intq
Often, i
both th

e easy definition of the two important LANs or bus gqystems:
, 8 are combined with the station/interbay bus since it donnects
the bay level and the different bay level IEDS with each other.
Interfacgs 4-an areycombined with the process bus, which connects the bay level |with the
process| l€vel’and the different process level IEDs with each other. Very often, the |process
bus is restricted to one single bay only If the process bus is extended to other bayd, it may

also take over the role of interface 8, at least for raw data.

Interface 7 is dedicated for external communication with a remote monitoring center. It could
also be realized by a direct interface to the station/interbay bus. Interface 2, dedicated to
communication with a remote protection device and interface 10, dedicated to remote control
are outside the scope of this part of IEC 61850 (see also NOTE 1 and NOTE 2 of 5.2).

According to the function allocation, the message types of Clause 13 based on com-
munication performance requirements may be assigned to the different interfaces. The free
allocation of functions means that such an assignment may not be common for all substation
automation systems.
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6 Goal and requirements

6.1 Interoperability

The goal of the IEC 61850 series is to provide interoperability between the IEDs from different
suppliers or, more precisely, between functions to be performed in a substation but residing in
equipment (physical devices) from different suppliers. Interchangeability is outside the scope

of IEC 61850. Interchangeability needs in addition to the interoperability according to IEC

61850 also standardized functionality (see 3.1).

Interoperability for devices from different suppliers has the following aspects:

a) the dewvi )7

b) the devices shall understand the information provided by other devigé ;

c) the i tributed
fungtions)

Since t e static

and dynamic requirements shall be fulfilled to provide interg

6.2 Static design requirements

The goal of interoperability for any conﬂguratlo : s in i i 5, which

are not pompletely independent from ea ¢

a) Thelfree allocation of functions to d ion; i.e.
communications must be able to permi | It does
not mean that all devices must support

b) The| functions of the/ st ati 3 ~ (SAS) and their communication
behavior shall be i i i i.e. with no reference [to any
implementation in |E

¢) The|function RSS(i s far as necessary for the identification of the
information

d) The| interaction by the
logig¢al interf bhysical
interfaces or

e) The but the
IEC open also for communication requirements arising from future
fung

6.3 Dynamic tion requirements

The go‘_l of |nfnrnpnrab!!!t\l for on\l rlafa nvr\hango rncnll’c ITal +ha ‘Fnllr\unng rnq ||rnmnn|' Wh|Ch

are not completely independent from each other:

a) The IEC 61850 series shall define generic information to be communicated and generic
communication behavior of the functions to support planned and future functional

exte

nsions of the substation automation system. Extension rules shall be given.

b) The information transfer data shall be defined with all related attributes (see PICOMs).

c) The exchanged data shall carry all attributes for an unambiguous understanding of
the receiver.

d) The acceptable overall transfer time of exchanged data shall be defined and guaranteed
in any situation.


https://iecnorm.com/api/?name=4898aa8843ef4f3639f936df743c4a5a

-18 - 61850-5 O IEC:2003(E)

6.4 Response behavior requirements

Since interoperability is also claimed for a proper running of functions, the reaction of the
application in the receiving node has to be considered.

a) The reaction of the receiving node has to fit into the overall requirement of the distributed
function to be performed.

b) The basic behavior of the functions in any degraded case, i.e. in case of erroneous
messages, lost data by communication interrupts, resource limitations, out of range data,
etc. has to be specified. This is important if the overall task cannot be closed successfully,
for example if the remote node does not respond or react in a proper way.

pe of the
f proper

ified and
of this
e inter-
sition of

ices from
s (IEC 61850-7-x).
stacks shall be |defined

properties and the system design and
o verify that the communication ehavior
with the interoperability specificption of

IEC 61 be applied on a device to check that the
commu ication iOR( i formed with a complementary device. Also the pass
criteria have to bevwelNdefi ‘ nce tests may involve the use of various simulators
to repre S e ion and of the communication network.

Definitid 3 ests will be given in IEC 61850-10.5

7 Rul

To get ication requirements in a substation, an identification of all fungtions is
necessgry_The function description considers the LN and PICOM approach and copsists of
three steps:

a) Function description including the decomposition into LNs.

b) Logical node description including the exchanged PICOMs.

c) PICOM description including the attributes.

Any identification of functions in substations will be incomplete, but the assumption is made

that the identified functions cover in a very representative way all communication require-
ments in substations.

5 Under consideration.
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71 Function description
The function description, given in Annex G, provides the following information

a) Task of the function.

b) Starting criteria for the function.
¢) Result or impact of the function.
d) Performance of the function.

e) Function decomposition.

NOTE This point describes how functions are decomposed using LNs and how many decomposition sets typically

exist. This information is very important since the communication is based on interacting LNs.

f) Intefaction with other functions.

7.2 Logical Node description

The Logical Node description — given later in the body of this ¢
provides$ the following information:
a) grodping according to their most common application-area
b) shoit textual description of the functionality;

c) IEEE device function number if applicable
logi¢al nodes only);

d) abb

e) rela
desg¢ription (see Annex G);

7.3 PICOM descrip

The PIJQOM description
a) semjantics;

b) logid

c) perf
d) type

Differen; categories of functions are identified. Some functions may belong not onl
given c -

the following Subclauses; the function description is given in Annex G.

8.1 System support functions

a) Network management.
b) Time synchronization.

c) Physical device self-checking.

8.2 System configuration or maintenance functions

a) Node identification.
b) Software management.

c) Configuration management.

0

series —

related

function

y to the
listed in
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d) Operative mode control of Logical Nodes.
e) Setting.

f) Test mode.

g) System security management.

8.3 Operational or control functions

a) Access security management.
b) Control.
c) Operational use of spontaneous change of indications.

d) Synghronous switching (point-on-wave switching).
e) Parameter set switching.

f) Alarm management.

g) Event (management and) recording.

h) Data retrieval.

i) Disturbance/fault record retrieval.

8.4 Llocal process automation functions

a) Protection function (generic).
b) Disthnce protection (example of protectioh fux
c) Baylinterlocking.

d) Meagsuring, metering apd powe

8.5 Distributed autpx

a) Stat on-wid@
b) Distfibuted sy

Load+restoration-

f) Voltage and reactive power control.
g) Infeed switchover and transformer change.
h) Automatic switching sequences.

9 The logical node concept

9.1 Logical nodes and logical connections

To fulfill all the requirements stated above, especially the free distribution and allocation of
functions, all functions are decomposed into logical nodes (LN) that may reside in one or
more physical devices. There are some data to be communicated which refer not to any
function but to the physical device itself such as nameplate information or the result of device
self-supervision. Therefore, a logical node “device” is needed and will be introduced as LLNO.
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The LNs are linked by logical connections (LC) for a dedicated exchange of data in between.
Therefore, the IEC 61850 series shall define the communication between these LNs.

This approach is shown in Figure 3. The logical nodes (LN) are both allocated to functions (F)
and physical devices (PD). The logical nodes are linked by logical connections (LC), the
devices by physical connections (PC). Any logical node is part of a physical device; any
logical connection is part of a physical connection. The logical node “device” dedicated for
any physical device is displayed as LNO (in the four letter code introduced in Figure 3 for all
logical nodes, LLNO).

Since it is impossible to define all functions for present and future use, or their distribution
and interaction, it is very important to specify and standardize the inter;cz@n between the

logical fjodes in a generic way. \

IEC 1905/03

See 9.1 for an explanati

4

igure 3 — The logical node and link concept

9.2 Theémeed fora formal system description

The static structure of the communication system describes where the data are potentially
coming from (sending LN) and going to (receiving LN). This structure has to be engineered or
negotiated during the set-up phase of the system. Opening and closing communication
channels dynamically at run time will always refer to the given static structure. To control the
free allocation and to create interoperable systems, a strong formal device and system
description for communication engineering shall be provided. Such a formal description
(substation configuration language) is defined in IEC 61850-66.

6 Under consideration.
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9.3 Requirements for logical node behavior

Each receiving LN shall know what data are needed for performing its task; i.e. it shall be able
to check if the delivered data are complete and valid and of the proper quality. In real-time
systems such as substation automation, the most important validity criterion is the age of the
data. The sending LN may set most quality attributes. The decision that data are “old” is
the genuine task of the receiving LN. Missing or incomplete information is covered since in
this case, no data with an acceptable age are available. Therefore, the requirements for
communication providing interoperability between distributed LNs are reduced to the
standardization of the data to be available or needed and the assignment of validity (quality)
attributes in an appropriate data model as defined in IEC 61850-7-x.

The reduiremenis mentioned above imply that the sending LN is alsq@ the~sourcd of the
primary|data, i.e. it keeps the most up-to-date values of these data, a at the hecelving LN
is procgssing these data for some related functionality. In case of mjrcored data ta base
image ¢f the process, proxy server, etc.) these mirrored data shall\b a upﬁo-date
(“valid”))as needed by the function using these data.

In case [of corrupted or lost data, the receiving LN cannot pe in '\ way, butimay be
in a degraded mode. Therefore, the behavior of the LN both™in_the degrad¢d mode
has to pe well defined, but the degradation behavi ioh, has to be designed

individuplly depending on the function and is beyond the W rt of IEC 61850. The
other LNs of the distributed function and the sy S d about
this degradation by a standardized A ality attributes, [so that
necessgry actions are taken. If there® €,’a request for sending valid
data cquld also be sent out (retry). behavior of the didtributed
functionfs cannot be standardized at all

Examplés of data based i ~ the different interlocking algorithms (for
examplg vhi
set (the|position indicat

Since the Lo in a consist¢nt and
comprehensive way, t i used in

the detdiled modeljfg

94 E
In Figur

a) syng

b) dist]z

c) ovelcufrent protection.

The functions are decomposed into logical nodes listed in Figure 4, the allocated physical
devices are described by numbers

—_

) Station computer.

N

) Synchronized switching device.

w

) Distance protection unit with integrated overcurrent function.

N

) Bay control unit.

O

) Current instrument transformer.

(©2)

) Voltage instrument transformer.
7) Busbar voltage instrument transformer.

The logical node “device” (LLNOQ) as contained in any physical device is not shown.
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[ -Functions-------=====---- ]
Logical Synchronised | | Distance ||Overcurrent
Nodes CB switching | | protection| |protection
HMI X X
Sy.Switch. | X

O/C¢ Prot.

Digt.Prot. X

X\

See 9.4 f¢r explanations.

Brgaker X X S N&
Bay CT X \}xﬁ\

Bay VT X X (] ] \>
BB{VT X (| Q {/ G 7

ontent of the information and

its identification as needed

IEC 190p/03

03 (according to CIGRE Technical Report, Ref.N0.180)
exchanged between LNs. The components or aftributes

by the

b) Type, desshibing the structure of the data, i.e. if it is an analog or a binary valug, if it is

c)

driven, on request).

class),

the datamtegrlty and the method or cause of transmission (for example perlodlc event

d) Logical connection, containing the logical source (sending logical node) and the logical
sink (destination or receiving logical node).

NOTE PICOMs describe exchanged information (“content”) and communication requirements (“attributes”). The
“bits on the wire” are found in the mappings, i.e. in IEC 61850-8-x and IEC 61850-9-x.
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10.1 Attributes of PICOMS

There are three types of attributes defined by their purpose.

10.1.1 PICOM attributes to be covered by any message

e Value: value of the information itself if applicable.
« Name: for identification of the data.

« Source: the LN where the signal comes from.
 Sink: the LN where the signal goes to.

e Timetag: absotutetimetoidentify theageof thedataif-appticable.
e Priofity of transmission: to be used for: \

- LN input queues (if more than on

- LN input and output (re-tra case of
intermediate LNs.
« Time requirements: cycle time or overall trans e validityl with

help of the time tag.

NOTE T : metimes,
multicast |and broadcast messages may be more conve matter of
implementation.

10.1.2 | PICOM attributes to be covered
e Valpe for transmission (see 10.1.1)):
. Attiibutes for transmig

e Acquracy:

e Tad informatiin:
. Typge:

, event, status, command, etc.
igh, normal, low.

the importance of the transmitted information for checks and
retransmissions (details formulated as requirements, gee
Clause 14).

10.1.3 | RICOM at

. ValueTor transmission/configuration: (see 10.T.T): test or default value 1T applicable.

ibutes to be used for data flow calculations only

e Attributes for transmission/configuration: (see 10.1.1).

e Format: value type of the signal: I, Ul, R, B, BS, BCD, etc.
. Length: the length: i bit, j byte, k word.
e  State of operation: reference to scenarios.

NOTE Format and length are a matter of implementation and not a requirement. For data flow calculations,
assumptions about these two attributes have to be made.
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10.2 PICOMs and data models

The information exchange described by PICOMs is based on data which are provided by LNs.
Very often, these data are defined in a data model for the source (see for example IEC 81850-
7-4). The result is that in the data model, there shall exist at least one data (status and
values) or one data change (event) per PICOM.

11 List of logical nodes

Most of the functions consist of a minimum of three logical nodes, i.e. the LN with the core
functionality itself, the process interface LN and the HMI (Human-Machine Interface) LN
meaning i i remote

process|interface are allocated to another physical device (in the exa igure 5,
the physical “Protection device”).

If we cd o tionality
only. TH i ¥ .0% (puiblished
as CIGH 8S 3 i tions in
the IEC e scope
of the | hall be
based ¢ on the
Logical

Protection
function

process
interface

IEC 1907/03

Figure 5 — Protection function consisting of 3 logical nodes

The 3 logical nodes (IHMI = operator interface, P..=protection, XCBR=circuit breaker to be
tripped) residing in 3 physical devices (station computer, protection device and remote
process interface). The abbreviations for LN designation are the same as those introduced in
the tables of Clause 11.
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Table columns of Clause 11

Logical Node

IEC 61850

IEEE C37.2-1996

displays a short description of the task of the LN for common
understanding. For full understanding the data to be exchanged have to
be considered also.

means abbreviations/acronyms with a systematic syntax used by the
IEC 61850 series

means device function numbers and contact designations used in IEEE
if applicable

Descrigtion or comments displays the description of the IEEE device if mgplicable

or/and qther descriptive text.

Note that the reference to the IEEE device number does not '%s, but

rather ifs core functionality (see definition of LN and Figure &) part of

IEC 61850.

11.1 Lpgical Nodes for protection functions

11.1.1 | Protection ()

N\ A
Logical[Node IE ,}%E Dé\sBriptl n or comments
850, < C37.2-
M9os N\ <N\
Transiept earthfault protection PT Transient earth faults happen if there is
>1 fault to ground (isolation breakdown) in
compensated networks. The fault disappears
5 very fast since there is not sufficiengt current
to feed it. No trip happens but the fault
direction/location has to be detectgd to repair
the faulted part. At least the degradation of
the impacted line/cable is reported
Zero spgeed and@rs eed PZSU 14 An underspeed device is a device that
protectipn functions when the speed of a machine falls
A below a pre-determined value.

Distance protection y’b|s 21 A distance relay is a relay that fungtions
when the circuit admittance, impedpnce, or
reactance increases or decreases peyond a
predetermined value.

The change of the impedance seen by PDIS
is caused by a fault. The impedance
characteristic is a closed line set i the
complex impedance plane. The reach of the
distance protection is normally splif into
different zones (for example 1 to 4 |forward
and 1 backward) represented by dedicated
characteristics.

Volt per Hz protection PVPH 24 Voltage per Hertz relay is a relay that
functions when the ratio of voltage to
frequency exceeds a preset value. The relay
may have an instantaneous or a time
characteristic.

(Time) Undervoltage protection PTUV 27 An undervoltage relay is a relay which
operates when its input voltage is less than a
predetermined value.

Directional power/reverse power PDPR 32 A directional power relay is a relay which

protection operates on a predetermined value of power
flow in a given direction, or upon reverse
power flow such as that resulting from the
motoring of a generator upon loss of its
prime mover.
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Logical Node IEC IEEE Description or comments
61850 C37.2-
1996

Directional earth fault protection PWDE 32 This directional power relay is a relay which

for compensated networks based operates on a predetermined value of earth

on wattmetric principle fault power flow in a given direction in
compensated networks.
Depending on protection philosophy and
quality of current transducers, it is used as a
fault indication only or also for tripping (see
Annex J).

Undercurrent/underpower PUCP 37 Undercurrent or underpower relay is a relay

protection that functions when the current or power flow
decreases betow= Vlcdctw\mincu' alue.

Loss of ffield/Underexcitation PUEX 40 on a given

protectipn Mmachine

e of

entin an
v field
wer.

Reversg phase or phase balance |PPBR 46 Lrrent

current protection the

hase
urrents
d or contain negativgd phase-
(\ se mponents above a given amount

Phase gdequence or phase-balance |PPBV J ase-gequence or phase-balance|voltage

voltage protection relay’is a relay that functions upon|a pre-
determined value of polyphase volthge in the

>jesired phase sequence or when the
5 polyphase voltages are unbalanced, or when
the negative phase-sequence voltage
N exceeds a given amount.
Motor sfart-up protectipn ) \48,/49, By supervising the motor start-up, {his
51, 66 protection prevents any overload of the
motor.

Therma OVGI’|Oad¥/I’ t \/ IT 49 Machine or transformer thermal relpy is a
relay that functions when the température of
a machine armature winding or other load-
carrying winding or element of a machine or
power transformer exceeds a predgtermined
value.

Rotor trﬁrﬁa@/ewa pr\o\%ection PROL [49R See above (49)

Stator t*eﬁx&lo\erk\a\d\p,%tection PSOL 498 See above (49)

Instantgneods Went orrate |PIOC 50 Instantaneous overcurrent or rate-df-rise

of rise drotection relay is a relay that functions instafptaneously
on an excessive value of current of on an
excessive rate of current rise.

AC time overcurrent protection PTOC 51 AC time overcurrent relay is a relay when the
AC input current exceeds a predetermined
value, and in which the input current and
operating time are inversely related through
a substantial portion of the performance
range.

Voltage controlled/dependent PVOC 51V See above (PTOC/51), with voltage

time overcurrent protection control/dependency.

Power factor protection PPFR 55 Power factor relay is a relay that operates
when the power factor in an AC circuit rises
above or falls below a predetermined value.

(Time) Overvoltage protection PTOV 59 Overvoltage relay is a relay which operates
when its input voltage is more than a
predetermined value.

DC overvoltage protection PDOV 59DC See above (PTOV/59).
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Logical Node IEC IEEE Description or comments
61850 C37.2-
1996
Voltage or current balance PVCB 60 Voltage or current balance relay is a relay
protection that operates on a given difference on
voltage, or current input or output, of two
circuits.
Earth fault protection/Ground PHIZ 64 Ground detector relay is a relay that operates
detection on failure of machine or other apparatus
insulation to ground.
Rotor earth fault protection PREF 64R See above (PHIZ/64).
Stator earth fault protection PSEF 64S See above (PHIZ/64).
Interturf fault protection PITF 64W See above (PH|z/64().
AC direg¢tional overcurrent PDOC 67 AC directional b relay
protectipn that functions’o AC
overcurrent lowikg Y &d
directiop.
Directiohal earth fault protection | PDEF 67N See absve (Fms\&. \/
DC timd overcurrent protection PDCO 76 lay is\a relay thaf functions
rery i DZ circuit exgeeds a
Phase gngle or out-of-step PPAM 78 Mring or out-of-sfep

protectipn

\Qltage nd current.

rofectiveNelay is a relay that funcfions at a
prermin d phase angle betwegn two

voltages|or'between two currents of between

Frequerncy protection

PF

Frequency relay is a relay that resgonds to
he frequency of an electric quantity,
operating when the frequency or cljange of
frequency exceeds or is less than 3
predetermined value.

Q]

Differenial protection

572

Differential protective relay is a prgtective
relay that functions on a percentagp or phase
angle or other quantitative differen¢e of two
currents or some other electrical qyantities.

Phase domparison pfotection (/4

PPDF  [87P See above (PDIF/87).

Differenftial line p(ot\e\c\ﬁgn'\ B].DF 87L See above (PDIF/87).

Restricted egrth.fau(t b{oTthi&\ PNDF  [87N See above (PDIF/87).

Differenttial transformgr-protestion |PTDF 87T See above (PDIF/87): Special for
transformers are inrush currents with
dominant third harmonic which havg to be
considered by the differential transformer
protection.

Busbar protection” > PBDF 87B See above (PPDF/87): the complexity of the
busbar node with changing topologly up to a
split into two or more nodes needs special
means such as a dynamic busbar image. It
has to be considered that at least a second
busbar protection algorithm exists which is
based on the direction comparison of the
fault direction in all feeders.

Motor differential protectiond PMDF 87M See above (PDIF/87)

Generator differential protection3 PGDF 87G See above (PDIF/87)
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The logical node differential line protection (PLDF) is used for the communication within the station. The
communication between the two relays of two stations (Interface 2) is beyond the scope of the IEC 61850
series.

The decentralized busbar protection consists in addition to the central decision making instance of the PBDF
of an instance per bay with appropriate preprocessing and trip output.

Both the motor protection and the generator protection are no simple functions to be each represented by
a single LN, but a set of related LNs. The most important component is the differential LN mentioned here.

A” mal PIUtUbt;UII LI"‘IID hGVU [=} bUIIIIIIuII;bat;UII otluut\.uc do DhUVVII ;II r;yul
HMI on remote level 1
SEART/PICK-UP ~ m
TRIP < [@
MBASURED VALUE (2) < [
FAULT INFORMATION ~ M
M
Other functions, mainly
on|the
same level Logical nod
TRIGGER o “Protection’

BLOCK
UNBLOCK

Cifcuit breaker 1
SWITCHGEAR POSITION L [
VT, CT f m
3ph VOLTAGE m
3ph CURRENT

Circuit breaker
1w - TRIPTOCB

IEC | 1908/03
Figu 35i icationylinks of a logical node of main protection|type
Data frg - gear XCBR, current transformer TCTR, voltage
transfor [
Data to i ne level referring to interface 3 and/or 8
Data to icaNnodes\such as THMI on the station level referring to interface 1
11.1.2 s for protection related functions
Logical|node IEC IEEE Description or comments
61850 C37.2-
1996
Disturbance recording RDRE Acquisition functions for voltage and
(bay/process level: acquisition) current waveforms from the power process
(CTs, VTs), and for position indications of
binary inputs. Calculated values such as
power and calculated binary signals may
also be recorded by this function if
applicable.
Disturbance recording (station RDRS The disturbance recording evaluation is
level: evaluation) needed as a server for HMI on station
level (or even on a higher level) or for
calculation of combined disturbance
records.
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Logical node

IEC
61850

IEEE
C37.2-

1996

Description or comments

Automatic reclosing

RREC

79

AC closing relay is a relay that controls
the automatic reclosing and locking out of
an AC circuit interrupter (IEEE C37.2-
1996).

After any successful protection trip, the
automatic reclosing tries 1 to 3 times to
reclose the open breaker again with
different time delays assuming a transient
fault.

Breaker failure

RBRF

50BF

Instantaneous overcurrent or rate-of-rise
rpln\/ isa rpln\/ that functions

ivewdlue of
urrent

|nstantaneous|y on an exce

}is not
akers

In case of a

cleared er ore, neighbon
have tQ be tr

T

Carrier pr pilot wire protection

RCPW

85

p|| t\¥e re elve}v/layl

5 a
by a
er-
ihg

Fault logator

AN

N\

cator’calculates from th
rmation (for examplel the

W

\(unctlon the location of the fault inlkm

Synchrqcheck/synchronizing or
synchronism check

QAN

%

Sy onizing or synchronism-chegk
device is a device that operates wHen two
C circuits are within the desired limits of
frequency, phase-angle and voltagg, to
permit or to cause the paralleling of these
two circuits (IEEE C37.2-1996).

To avoid stress for the switching dgvice
and the network, closing of the cirduit
breaker is allowed by the synchrocheck
only, if the differences of voltage,
frequency and phase angle are wit
certain limits.

n

RPSB

Power swmg&\

78

Phase-angle measuring or out-of-siep

protective relay is a relay that funcfions at
a predetermined phase angle betwgen two
voltages or between two currents or

between voltage and current.

" A de fadto ¢
distancd
scope of thellEC 6

ce which establishes an analog connection between two relays (for example
tection) in two adjacent substations. If this connection is not serial, it is beyonld the
ries, if it is serial it belongs to interface 2, which is also beyond the scope of the
IEC 61850\series. The Tnvolved picoms all refer to the related protection Ins, for example PLDF and PDIS.
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Logical Node IEC Description or comments
61850

Alarm handling (creation of group |[CALH For the communication, there is no difference between

alarms and group events) alarms and events if a time tag is added to any data
transmitted.
If several events or alarms have to be combined to
group alarms, a separate, configurable function is
needed. The related LN may be used to calculate new
data out of individual data from different logical nodes.
Remote acknowledgement with different\priority|and
authority shall be possible.
The definition and handlin larms_isfan.engiheering
issue.

Switch ¢ontroller CSWiI The switch control L nales i erations

Controlg any switchgear, i.e. the from the operators §nd fro 't

. . checks the auth

devices|described by XCBR and supervises the’co alarm

XSWI in case of an imprope . |t asks
for releaseés from in
autoreglosure, etenif.a

Point-on-wave breaker controller CPOW The p int-_ n-fave breakersgnfroller LN providds all

Control$ a circuit breaker with
point-or]-wave switching capability

fufichiona o.clese orhopen a circuit breaker af a
ini i.e2 a certain point of the|voltage
rted by a request either|from
mparing the voltages of both
eaker in the same way as thee

ncRroecheck function (LN RSYN) it tries to cloge the

at an absolute minimum (preferablg zero)
lowest stress for switchgear and line. [This
lies if one of the voltages is zero. For opening,
the point of minimum stress is calculated referripg to
current wave. The selection command activdtes the
voltage selection. It calculates the point of minihum
stress and issues a closing or opening (dependipg on
the intended command) execute command with pn
absolute time referring to the requested point-on-wave.
For these calculations, the conditions in all threq
phases are considered. If switching per phase ig
applicable, three execution times are provided.

Interlocki
- at s
and/or
- atb

X7

Interlocking may be totally centralized or totally
decentralized. Since the interlocking rules are bpsically
the same on bay and station level and based on|all
related position indications, the different interlogking
LNs may be seen as instances of the same LN dlass
Interlocking (IL).

1) Interlocking of switchgear at bay level

Al nteriocking rules referring to a bay are included in
this LN. Releases or blockings of requested commands
are issued. In the case of status changes affecting
interlocking, blocking commands are issued.

2) Interlocking of switchgear at station level

All interlocking rules referring to the station are
included in this LN. Releases or blockings of requested
commands are issued. Information with the LN bay
interlocking is exchanged.
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Logical node IEC Description or comments
61850
Operator interface IHMI 1) Front-panel operator interface at bay level
- control local at bay level to be used for configuration, etc. and local control.
- control at station level 2) Local operator interface at station level
to be used as workplace for the station operator.
The role of the different HMI is not fixed for most of the
functions and is defined in the engineering phase.
Remote control interface or ITCI Telecontrol interface to be used for remote control from
telecontrol interface higher control level.
Basically, the TCI will communicate the ta as
the station level HMI or a sub
The role of the different in r most
of the functions and is d >
phase.
Remote|monitoring interface or IT™MI Telemonitoring interface

telemon|itoring interface

information a
control.

r most
of the funcfions and} i ing

Archiving

mhi ng to\ be kl\g)d i d-term

mplete

In case of seamless communication, some oft
outside wprld, they may be proxy servers or als any ki

remote interfases may exist only virtually. Depending on|the
of teway

Automatic qu\m\y

11.2.3
Logical|Node Descrlptlon or comments
6 5

Automatic tap chép@ 0| W Automatic function to keep the voltage of a bushar
within a specific range using tap changers. This|node
operates the tap changer automatically according to
given setpoints or by direct operator commands
(manual mode).

Automatic voltage \eﬁ&tr \/ AVCO Automatic function to keep the voltage of a bushar
within a specific range independently of the megns
used.

Reactive con ARCO Automatic function to keep the reactive power flpw in a
substation within a specific range using capacitqrs
and/or reactances.

Earth fauttmeutratizer controt ANCR The grounding of the transformer star point influences

(control of Petersen coil) the short circuit in a network. This grounding is
dynamically determined by a Petersen coil (LN ENF)
controlled by ENFC.

Zero-voltage tripping AZVT If a line connected to a substation is without voltage

longer than a predefined time, the line is switched off
automatically. In contrast to the PTUV which has
settable deviation from the nominal voltage, AZVT is a
binary function only (voltage/no voltage).
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Logical Node IEC Description or comments
61850
Automatic process control GAPC Several functions are sequences. They are collected in

(a generic, programmable LN for
sequences, unknown functions,
etc. )

the LN type Generic Automatic Process Control
(GAPC). This is a generic node for all undefined
functions. These sequences may be implemented with
standard PLC languages. The data access and
exchange is entirely the same as for all other LNs.
Examples are

1) Load shedding

To shed in a very selective way parts of the consumers
to avoid the collapse of the network in overload
situations. This load-shedding function may not be
restricted only on frequency criteria-such as PFRQ but

N

include actual power balance, et¢.

2) Infeed transfer switching
trial

as the

to all

€ ence of
esllting in a busbar chande of a

former, if applicable.

| cirduits connected to a busbar after de¢tecting
conditions (black-out) and to closelthe
me brgakers following certain pre-defined rulgs.

N

11.2.4 Meteriqé\agd easufemen

Logical|Node C
/\<\ \/ 0

Description or comments

Measurlng
- for opgrativ rpos

To acquire values from CTs and VTs and calculgte
measurands such as r.m.s. values for current arjd
voltage or power flows out of the acquired voltage and
current samples. These values are normally used for
operational purposes such as power flow superyision
and management, screen displays, state estimation,
etc. The requested accuracy for these functions|has to
be provided.

NOTE The measuring procedures in the protegtion
devices are part of the dedicated protection alggrithm

represented by the logical nodes Pxyz. Protection
algorithms such as any function are outside the scope
of the IEC 61850 series. Therefore, the LN Mxyz shall
not be used as input for Pxyz. Fault related data such
as fault peak value, etc. are always provided by the
LNs of type Pxyz and not by LNs of type Mxyz.

Metering
- for commercial purpose

MMTR

To acquire values from CTs and VTs and calculate the
energy (integrated values) out of the acquired voltage
and current samples. Metering is normally also used for
billing and has to provide the requested accuracy.

A dedicated instance of this LN may take the energy
values from external meters for example by pulses
instead directly from CTs and VTs.
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Logical Node IEC Description or comments
61850
Sequences and imbalances MsaQl To acquire values from CTs and VTs and to calculate
- for example for stability purpose the sequences and imbalances in a three/multi-phase
power system.
Harmonics and interharmonics MHAI To acquire values from CTs and VTs and to calculate
- for example for power quality harmonics, interharmonics and related values in the
purpose power system mainly used for determining power
quality.

11.3 Plhysical device

11.3.1 | Common identification and behavior
Logical|Node IEC Description or omﬁrégts

61850 §\ N \\)
Logical hode device LLNO i he

Hed

b all
tc.), if

b any
a

It may be|convenient for modelm

substructiires, but this is not a r q ireme

in IEC 6185

d\ Wdube\rhqe/éf such nodes for example for devi

(]

11.4 System ag@@e%%

Logical|Node

Description or comments

Genera securlty%ph\\yon

/G’SAL

Containing logs about security violations.

groupin
XCBR in 11.5.1).

11.5.1 Switching devices and substation parts
Logical Node IEC IEEE Description or comments
61850 C37.2-
1996
The LN “circuit breaker” covers all | XCBR 52 An AC circuit breaker is a device that is

kinds of circuit breakers, i.e.

switches able to interrupt short

circuits

e without point-on-wave
switching capability

e with point-on-wave switching
capability

used to close and interrupt an AC power
circuit under normal conditions or to
interrupt this circuit under fault or
emergency conditions (IEEE C37.2-1996).

If there is a single-phase breaker, this LN
has an instance per phase. These three
instances may be allocated to three
physical devices mounted in the
switchgear.
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Logical Node IEC IEEE Description or comments
61850 C37.2-
1996
The LN “switch” covers all kinds of | XSWI 89 Line switch is a switch used as a
switching devices not able to 52 disconnecting, load-interrupter, or isolating

switch short circuits

« load breakers

e disconnectors

« earthing switches

¢ high-speed earthing switches

switch on an AC or DC power circuit (IEEE
C37.2-1996).

If there is a single-phase switch, this LN
has an instance per phase. These three
instances may be allocated to three phys-
ical devices mounted in the switchgear.

These LNs rnnrnennf the mentioned cmnfhhmn devices and related onnlnmaﬁanh their entire
inputs, )utputs and communication relevant behawor in the SAS.
11.5.2 | LN for monitoring by sensors x
Logical|Node IEC IEEE Descyip n orcomments
61850 C37.2-
1996
Insulatipn medium supervision SIMS um, for
as
nsity,
Monitorjng and diagnostics SARC GIS
for arcs ted Switchgear) regardipg arcs
or fault arcs.
Monitoring and diagnostics for S LN to supervise the gas volumes of GIS
partial discharge }Gas Insulated Switchgear) regardipg
signatures of partial discharges.

These

relevan{ behavior in th AS

L Ns represent the m\\(oned e sors wiph” their entire inputs and communication

11.5.3 Instru@tr nsforfuer
Logical|Node Description or comments
850

Current(transformer “TCTR There is one instance per phase. These three/fqur
instances may be allocated to different physical|devices
mounted in the instrument transformer per phasg.

Voltageftran m TVTR There is one instance per phase. These three/fgur
instances may be allocated to different physical|devices
mounted in the instrument transformer per phasg.

These LNs' represent the mentioned instrument transformers with all its data andl related

settings (if applicable), and communication relevant behavior in the SAS.

11.5.4 Power transformers

Function IEC Description or comments
61850

Power transformer YPTR Connects the voltage levels of the power system in
different configurations (4, Y, two/three windings).

Tap changer YLTC Device allocated to YPRT allowing changing taps of the
winding for voltage regulation.

Earth fault neutralizer (Petersen YEFN Variable inductance (plunge core coil) allowing

coil) adaptive grounding of transformer star point to
minimize the ground fault current.

Power shunt YPSH To bypass the resistor of a resistive grounded

transformer star point for fault handling.
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These LNs represent the mentioned power transformers and related equipment with all its
data and related settings (if applicable), and communication relevant behavior in the SAS.

11.5.5 Further power system equipment

Function IEC Description or comments
61850
Auxiliary network ZAXN Generic node for information exchange with auxiliary
networks (power supplies).
Battery ZBAT Provides data about battery status and for control of
the charging/de-charging cycles.
Bushing ZBSH Provides properties and supervision of bushings as
used for transformers or GIS-line connections.
Power dable ZCAB Supervised power system elepfeqt.
Capacitpr bank ZCAP Controls reactive power fl
Converter ZCON Frequency conversiop.incl A&‘Qb@n%\m\\/
Generafor ZGEN Generic node for |n{<<rma%n§\xc¥»€ng wﬁ&generators.
Gas isolated Line (GIL) ZGIL Mixture of dat(\»\s\wls\sQRc ahd SPDC.
Power dverhead line ZLIN SUperv.mX
Motor ZMOT Generl/ no(d’e7for Ngrw exchange with mofors.

Reactor ZREA c(ﬁt\k,pe)a/tlv;i\;{owN

Rotating reactive component ZQR\S\ 4 c}m@s re&ctiv&pLMow:

tors.

Surge afrestor ZS>§ éegs\n node Yor infdrmation exchange with surge

(Thyristpr controlled) frequency ZTF ? WVersion including AC/DC convers|on.
converter

Thyrist<t controlled react\\\( Z\Fﬂ\\\c)ony@!reactive power flow.
componient

These INs rept related
settings| (if applicab ities like
generatprs are outsic rface to
Substat ingle LN
only. If ore details, these have to be covered by apprppriated
PICOM{ F\generic LNs such as GGIO.
11.5.6
Functign \> IEC Description or comments

61850
Generic [1O GGIO Qutputs such as analog outputs, auxiliary relayd, etc.

not covered by the above-mentioned switchgear related
LNs are sometimes needed. In addition, there are
additional 1/QO's representing devices not predefined
such as horn, bell, target value etc. There are input and
outputs from non-defined auxiliary devices also. For all
these I/O's, the Generic Logical Node GIO is used to
represent a generic primary or auxiliary device (type
Xeo Yoo, Z.).
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11.6 LNs related to system services
Function IEC Description or comments
61850

Time master STIM LN to provide the time to the system (setting and
synchronization).

System supervision SSYS LN to start, collect and process all data for system
supervision.

Test generator GTES LN to start tests by using process signals, but avoiding
any impact on the process (blocking of process
outputs).

System functions such as time synchronization and system supervision are reguirements from

the sufstation automation system and have to be supported by th

Depend
the app
therefor

12 Th

121 B
12.11

The fre
structur
figures

interact

12.1.2

These |

other functions sugh a
station-yide volco

and C may appeaiva

12.1.3

These |

functionis
combing

control

in one $i

CSWI t

ng on the selected stack, these support functions may be prov,
lication. The test generator (GTES) depends on the fun
e declared as a generic logical node.

e application of LN (informative)

asic principles
Free allocation of LNs

b allocation of functions or K
. The levels below are mentione

~1.e. not only the station level IHMI
kKing (CILO), alarm and event handling
most common prefix is |, but others su

nel.control processor functionality. The most common prefixes are P, C an

series.
b| below
and is

bn level
. All the
ility and

but all
CALH),
ch as A

otection
fore, for
vith the
ogether
and the
H A but

others such-as X-may alsoappear

12.1.4

Process/switchgear level

These logical nodes represent the power (primary) system, i.e. the power system world as
seen from the secondary system via the 1/Os. They may contain some simple functionality
such as device-related supervision as well as blocking. In case of intelligent 1/Os, logical
nodes from the bay level may move also down to the process level. The most common

prefixes

are X, Y and Z.
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LN for IHMI CALH [ IHMI ciLo
station level
H Human Alarm Interlocking
functions Machine Handler (on
Interface station level)

Generic_
Automatic

LN for Process

baylevel | GAPC | onvol CsSWI CILO ATCC

N - a generic node

functions for all non /
pre-defined Circuit Interlocking Automatic
functions Breaker (on Tap Chagger

Controller bay level) (GQQOHEI'
A

LN for Generic

process !gptut atmd

- Outpu

Images - a generic node

(process for all non

equipment) | GGIO | pre-cetnea XCBR| |xswi (YLYC
process devices

Figure 7 — Decomposition of fu

examples

for generic aut

Circuit Breaker

Isol

N

p Chanhger

IEC 1909/43

gracting LNs on different levels:

A4
LN for IWI IRTI IRMI IHMI IARC IHMI
statiorKlev y .
fungction Rem Remote Human Archiving
elecontrol Monitoring Machine (on
Inyerface Interface Interface station level)
y/ \
A
Generic_
Automatic
for Process
Control
:)ay ovel GAPC | & generic node P... MMTR MMXU
unction for all non Protection Metering Measuring
pre-defined e.g. PDIS for for
functions Di R Op
Protection / \ \/
LN for Generic
process Input and
images Qutput
- a generic node
(process for all non
equipment) GGIO pre-defined TVTR TCTR TVTR TCTR
process devices
Voltage and Current Instrument Transformers
IEC 1910/03

Figure 8 — Decomposition of functions into interacting LN on different levels:
examples for generic function with telecontrol interface, protection function
and measuring/metering function
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12.3 Additional examples

Single line Physical device bay controller

® (

Fault location

Fault happened

Disturbance
record

RMS demand

xtegnal inforr%\

LN for IHMI
station’level
functio 4

Interlocking
A Af, AU, Ad reason
\ /2ommand \
o S v [|Response
bay leve /| RREC| [RSYN|Z]cswi| T ciLo

unctio 7'y | f T y y
\AR Command / /

Gy for\/ \ / Command

process Response

images 1 \U / U $ ~/ _Position

(process

equipment) TCTR TVTR TCTR XCBR XSWI
Current and Voltage Transformers Circuit Breaker and Isolator

IEC 1912/03

Figure 10 — Example for interaction of LNs for switchgear control, interlocking,
synchrocheck, autoreclosure and protection
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Sequence of messages
for point-on-wave
switching

Interface 6
! IHMI I

61850-5 O IEC:2003(E)

SELECT breaker for point-of-wave Operation
activate remote voltage source (for closing).
The local current or voltage source

may be active anyway.

CONFIRM selection.
EXECUTE and start CPOW.

SEND voltages or currents.

IR

RELEASE timed command for operation.

][=] 4
| — |
[ cswi cPow | A
Local | . A p ote
bay = Interface 8 I:;l N y
5 1
L= A\
Interface 5 Interface 4 terfqce
|
TCTR for opening
XCBR TVTR for closing TR
Circuit Breaker Local Instrument Transformer emot: ltag® Transform

Figure 11 — Example for se
for a complex function such a

LN for
station le
function

5(local and remote)
Hing — Sequence view

CSWI used for 3 phase switching

CPOW used for 1 phase switching

{ \ Circuit
/ Y Breaker )
Y Controller Interlocking
B
Pxyz [><> ,R(REC RSYN » cswi [«—| cIiLO
N A
7
'
4
Command / Local
per Breaker 7 1 CPOW N Position
CEesS 7 P L 4 '...'
Level 7’ - ‘Aly -
/7 / ” [ CER Circuit
/7 [ X Breaker
7 P \ \ \" Instance Q0
' - Command
Py 2z
> — perPhase
: ........... . V4 e Instances :. ..........
H - Phase 0 = Local VT \
- Phase A 1, (TVTR) or
Phase B Local CT Circuit Breaker
TVTR Phase C T_TR (TCTR) XCBR per phase i.e.
QO0_A,Q0_B,Q0_C

Remote Voltage Transformer

Local Instrument Transformer

Circuit Breaker

IEC 1914/03

Figure 12 — Example for functional interacting of LNs (local and remote)

for a complex function such as point-

on-wave switching — Architecture view
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The pro
current
operatid

LN for IHMI
station level
functions Human
Machine
Interface
Automatic
Tap Changer Controller
LN for )
baylevee  |PTOV| [PTUV| [PI0C|——] ATCC [ MMXU | Vearuing
functions | \
Protection functions —
N\
LN for
process
images
(process
equipmenty | TVTR| |TVTR| | TCTR| YLTC VTR | WCTR
Voltage and Current Transformers Tap Changer Voltage Curkent TWers

n are issued by |

or voltage regulatign

Qr over- and under-voltage amnd over-
ed quantities. Settings and|manual

LN f_o@ IHMI
station leve - <
function , \
’
7’
/ \
\
7 \
\
AN
) CSWI|----| CILO
h)
Protection Circuit \\ Interlocking
Breaker (on
Controller \ bay level)
\
1L N-£, AY
=IN-TOf Y
process Currents \ o
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Figure 14 — Circuit breaker controllable per phase (one instance of XCBR
per phase) and instrument transformers with measuring units per phase
(one instance of TCTR or TVTR per phase)
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12.4 Remarks on mode

All the modeling for i sed in/IEC 61850-7-x. The following SuHclauses
illustrat¢ some impor, OQIN elationship between this part of IEC 61850 and
IEC 61850-7-x.

12.4.1

The LN i | he common functionality for all implementations, l.e. they
represe i of object modeling. In a real implementation, the LNs appear as
individupls cation, individual data to be exchanged), i.e. they represent LN
instancd ct modeling. LN instances from the same LN class may appear in
devices

12.4.2 | Requirements and modeling

The communication requirements described in this part of IEC 61850 are independent from
any modeling. To reach the goal of interoperability, a proper modeling as a basis for the
implementation of this part of IEC 61850 is requested and described in IEC 61850-7-x.

12.4.3 LN and modeling

The logical nodes in this part of IEC 61850 are defined by the requirements only. If a client-
server model is used for the modeling, some of the interface LNs such as IHMI, ITCI, and
ITMI may appear as clients only and, therefore, have no data objects. As result, they have no
modelling requirements.

The introduction of additional structures such as logical devices (see IEC 61850-7-x) which
are composed of logical nodes is not an application requirement, but may be helpful for the
modeling. Since the requirements in this part of IEC 61850 refer neither to a specific device
allocation nor to a specific function implementation, no requirements for a physical device
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model are specified. Any physical device modelling including additional data objects is,
therefore, also a matter of IEC 61850-7-x.

Splitting and combining of logical nodes in IEC 61850-7-x for more convenient modeling do
not impact the requirements of this part of IEC 61850.

13 Message performance requirements

13.1 Introduction

The communlcatlon between LNs |s descrlbed by thousands of |nd|V|duaI PICOMs Never-

theless, v y PICOMs
descr|b| t|cal com nication
requirer] ation of
PICOMg would both allow the obtention of a comprehensive overvie §ts and
support|of a strong modeling and definition of the requested co ' e.

In a firgt step, all PICOMs from as many LNs as possibtesarg | ¥i ated to
a PICOM type using a common purpose and having comm i S. ¢ s found
in B.2.

The resplting PICOM types with its most |mporta Ise B.3.
The broad range of transfer time req L1:ctions.
Since Mhigher time requirements a ay be
condens

Essential for a proper running of functi ¢ irements of
the sup i ange. In
the con fined in
13.4.

To define time tdgs s Sic requirements for the description of tijne have
to be clpar. These fe« i bnts are
system system
support

In 13.7, iputes is
structur Suggestions to typical applications and ipterface
allocatic

The intrpduction™and uUse of message types are described in 13.5, the introduction angd use of
performpice classes are described in 13.6.

System performance requirements shall also be tested, for example with system simulators.
Its testing will be properly addressed in IEC 61850-107.

13.2 Basic time requirements

As |IEC 61850 series compatible devices from multiple vendors become distributed not only in
the substation but also around the power system, a common format for time tagging done
by these devices shall be used. Specific requirements for the time model and format are
as follows:

7 Under consideration.
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a) Accuracy - depending on the application, different time accuracy is required.
Requirements are defined below.

b) The time stamp shall to be based on an existing time standard (UTC is generally accepted
as the base time standard).

c) The time model shall to be able to track leap seconds and provide enough information to
allow the user to perform delta time calculation for paired events crossing the leap second
boundary.

d) The time stamp model shall contain sufficient information for the client to be able to
compute a date and time without additional information such as the number of leap
seconds from the beginning of time.

e) The timestamp information shall be easily derived from commercially available time
soulces (for example GPS).

f) The|overall time model shall include information to allow computatign of o

g) Theltime model shall allow for half-hour offsets for local time.

h) Theltime model shall indicate whether daylight saving is in gffect 0

i) Thelformat shall last at least 100 years.

i) Theltimestamp format shall be compact and easily

These | jevices.

Therefo

13.3 H

There a dure:

e If an Location

clock.
No s

 Ifan inaryinput, the delay of the debouncing prpcedure

of t he event time shall be locally corrected

13.4 Transfer time definition

g of an analogue input, the delay of the [filtering
0 be considered. The event time shall bg locally

mnresults in the requirement that the time tag of the trapsmitted

\ ¥ be as accurate as possible and needs no correctiop at the
is at\least valid in the scope of the IEC 61850 series since gny time
ga ding. debouyncing and filtering is defined a local issue outside the scope of the

When the transfer time is specified below, this means the complete transmission of a
message including necessary handling at both ends. The time counts from the moment the
sender puts the data content on top of its transmission stack up to the moment the receiver
extracts the data from its transmission stack.
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The time requirement is applicable

Figure 1
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by rout
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the phy

commchation processo

13.5 T,

As men
LNs is

required
allowed

moment engding on the activity both in the substation and on the system|

The main, differe

informa
and sin

Transfertime r=1, + ¢, + 1,
¢ >
< fa b I >
fi Communi- Communi- S
= cation cation BlLa
processor processor
L

Physical device PD1 Physic v % M

rs and othemdevi
ion of the tra i

sical dev@a

munication requirements in terms of PICOMs
nunication links within a Substation Automation Sys

between PICOMs and message types are that PICOMs

ated in
located
s of the
ne used
ng and
g, since
urers.

between
em are

length,
hry from

refer to

ionransfer based strictly on one single dedicated functionality, and include

source

K. The message types are based on a grouping of the performance related

PICOM

attributes and, therefore, define the performance requirements to be supported. Since the
performance requirements are defined per message, they are independent of the size of the

substati

136 T

on. Scenarios with multiple messages for substations are given in Clause 14.

he introduction and use of performance classes

To allow for different requirements of the substations, some message types are also
subdivided into performance classes. There are two independent groups of performance
classes, one for control and protection, another one for metering and power quality
applications. Since the performance classes are defined according to the functionality
needed, they are independent from the size of the substation.
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Within a specific substation, all communication links do not necessarily need to support the
same performance class. Station level communications and process level communications
may be selected independently of each other and within the process level, different
performance classes can be used for communications in different bays, depending on the
number and rating of equipment located in each bay.

13.6.1 Control and protection

Performance class P1 applies typically to a distribution bay or to bays where low requirements
otherwise can be accepted.

Performance class P2 applies typically to a transmission bay or if not oth/r\se specified by
the customer.

Performlance class P3 applies typically to a transmission ba
synchropizing feature and breaker differential.

ith top\\pexfoarmance

13.6.2 | Metering and power quality

Performlance class M1 refers to revenue metering with
and 0.2|(IEC 60044-8) and up to the 5™ harmonic.

(IEC 64053-22)

class 0.2 (IEC 64053-22)

13.71

This type of message| typica i 9 binary code containing data, comgand or
simple |message,f i “Reclose order”, “Start”, “Stop”, [‘Block”,
“Unblock”, “Tng’@ igns. The
recelvmg IED wil\#opfi ceipt of
hge has
rmance
otection
a cycle.

Therefore, 10 ms is defined.

b) For Performance Class P2/3, the total transmission time shall be below the order of
a quarter of a cycle. Therefore, 3 ms is defined.

13.7.1.2 Type 1B “Others”

All other fast messages are important for the interaction of the automation system with the
process but have less demanding requirements compared to the trip.

a) For Performance Class P1, the total transmission time shall be less than or equal to
100 ms.

b) For Performance Class P2/3, the total transmission time shall be in the order of one cycle.
Therefore, 20 ms is defined)

NOTE These messages are typical for interfaces IF3, IF5, and IF8.
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13.7.2 Type 2 - Medium speed messages

These are messages, as defined in 13.7.1, where the time at which the message originated is
important but where the transmission time is less critical. It is expected that IEDs will have
their own clocks. The message shall include a time-tag set by the sender, and the receiver
will normally react after an internal time delay, which then will be calculated from the time
given in the time-tag. Normal “state” information also belongs to this type of message.

This type may alternatively include a single measurand, such as a r.m.s. value calculated
from type 4 signals.

The total transmission time shall be less than 100 ms.

NOTE These messages are typical for interfaces IF3, IF8, and IF9.

13.7.3 | Type 3 — Low speed messages

This tyge includes complex messages that may require belng time>tagged: i should
be used for slow speed auto-control functions, transmisgi ading or
changinlg set-point values and general presentatlon of syste § ime-tag is
require ~ i tagged
alarms pnd events for normal alarm/event handling i such as
temperdture also belong to this type, but some automatic fungctio d some
dedicated values (for example pressure) of ¢ S i request

message type 2.

The totg

NOTE T
IF1, IF3, |F4, IF5, IF6, IF5, IF7

er setting:

13.7.4 | Type 4 - Ra
This message @
transformers indepénde

The dat
with dat

qtrument

rleaved

NOTE T

le 1 — Raw data for protection and control

Data type | Class Transmission time Resolution Rate
sy (Bits) (Samptests)

defined by trip time Amplitude Frequency

Voltage P1 10,0 13 480

Current 13

Voltage P2 3,0 16 960

Current 16

Voltage P3 3,0 16 1920

Current 18

For convenience, the resolution is given in bits.
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Table 2 — Raw data for metering

61850-5 O IEC:2003(E)

Data type | Class Accuracy classes Resolution Rate
and harmonics (Bits) (Samples/s)
Amplitude Frequency
Voltage M1 | Class 0.5 (IEC 62053-22) 12 1 500
Current Class 0.2 (IEC 60044-8) 14
Up to 5™ harmonic
Voltage M2 | Class 0.2 (IEC 62053-22) 14 4 000
Current Class 0.1 (IEC 60044-8) 16
Up to 13" harmonic
Voltage M3 | Class 0.1 16 12 000
Current (not defined by IEC) 18 A
Up to 40™ harmonic A~

For convgnience, the resolution is given in bits.

13.7.5

Type 5 — File transfer functions

This type of message is used to transfer large files 4f data

purposgs, settings, etc. Data must be split into blocks

commuIication network activities. Typically, the bit Ig

to or greater than 5

Transfef times are not critical there aré no_spg
or greater than 1000 ms.

equal tg
For rem
needs s
NOTE I

near the {

13.7.6

This tyq
Dependjng of the
classes i

The ac
implem
order of magh
IEC 61850-9-shall

12 bits.

scuracy are required.

in this Subclause are functional requirements. Its up
ple, the time synchronizing of the clocks in IEDs has to
de better than requested by the functional requirements. IEC 61850-8 and
ine, how the time synchronization mechanism is implemented.

ng of events or sampling accuracy of raw data)

rmation
br other
e equal

bnts are

access
pe 7.

4, etc. In
hre stored

e SAS.
Hifferent

to the
be one

No direct requirements for the synchronization messages are defined except for the resulting
time accuracy in the whole system.

13.7.6.1 Standard IED synchronizing for control and protection events
Time performance Accuracy (ms) Purpose
class
T1 + 1 | Time tagging of events
T2 + 0,1 | Time tagging of zero crossings and of data for the distributed

synchrocheck. Time tags to support point on wave switching.

NOTE These messages are typical for nearly all interfaces because of the system-wide synchronization: IF1, IF3,
IF4, IF5, IF6, IF5, IF8, and IF9. The time performance class needed depends strongly on the supported
functionality. For synchronizing of digital instrument transformers and Type 4 messages, see 13.7.6.2.
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13.7.6.2 Standard IED synchronizing for instrument transformers

The requested time accuracy results from the referenced performance classes (column 3)
introduced above. To give some indications on the related power system values, columns 4,5
and 6 have been added.

Time performance Accuracy (us) Reference Phase angle (‘) | Phase angle (‘) | Fault location
class 50 Hz 60 Hz (m)
T3 + 25 P1 27 32 7 500
T4 +4 P2 M1 4 5 1200
T5 + 1 P3 M2/3 1 1 300
NOTE T or IF8.
13.7.7
This tyq 3 pte HMI
function / i rface 7
(externg i Re X is bpsed on
Type 3,
These ¢ S down to
the swit & [ ed to messages requesting
type 1 p
NOTE T
14 Re
Integrity i certain
accepta B8 0-4 are
i 5 3 jatro | safety
Il have
a lower
ntegrity
otecting
mands.

The use of these measures is beyond the scope of this part of IEC 61850, but the required
data integrity shall be considered in modeling the services (IEC 61850-7-2, for example SBO)
and defining the mapping (IEC 61850-8-x, 61850-9-x, for example coding)

15 System performance requirements

15.1 Introduction

To ensure that the transmission times specified in Clause 13 are met under any operating
conditions and contingencies in the substation, the dynamic performance must be considered
and studied in the planning stage.
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IEC 61850-1 defines main types of substations with examples of typical functionality levels.
A number of possible bus structures are also presented, the actual communication bus
structure must be selected on the base of requirements and desired performance class, as
specified in Clause 13.

The contents of this Clause are methods to prove that the dynamic performance requirements
will be met for a given substation, considering the fact that substations in different countries
have different layouts as well as allocation of functions. Due to the various substation layouts,
different protection schemes and control functions, each substation project must be evaluated
separately.

Two approaches for such calculations are available. One is based on the PICOM model; the
other orfe is a simulation of CAN performance.

15.2 (alculation methods

15.2.1 | The PICOM method

Accordipg to the classification in IEC 61850-1, four diffefent [ type$ haye been
chosen |for a process of calculating dynamic scenarios. Th | od and|sample
calculatjons are presented in I.1.

The calculation method uses a common database y finctions, associated infgrmation
elemenfs and algorithms. Basically, fyr 2 ‘infor ation have been |isted in
the CIGRE Technical Report Ref. . by |TEC technical commjitee 57
working| groups during the standardization pro ical devices are used to build up

the fundtional model for each scenario an agg ga ion of logical nodes and ass$ociated
PICOMg is used to define each phy3| al ( e database for the calculations ¢ontains
about 100 logical node ave been identified for supstation
communication. PICO mance requirements, logical node
assignment, and state j@f opse

The datp flow o i ' etworks can be calculated under different states
of operption of i \ abnormal and emergency states. The
interfacgs can be cgmbi i j yays, dependlng on how the actual network |s used.
Both prgcess and s are gonsidered. They can be looked at combined, separately
or exclus

This calculat K 2 i . No overhead for framing,
messagp_stri afc. is\included. When selecting an actual physical network, the oyjerhead

caused |by Nosen~stack must be considered and added to the data rates given by the
original |calcufation.

The PICOM model does not automatically consider messages sent aver Interfacel? (tele-
protection signaling), since Interface 2 is beyond the scope of this part of IEC 61850. It is
however conceivable to add an IED to for example a radio frame and use the substation bus
for communication between the protective devices and the radio links. In such cases, this data
flow must be added into the calculation. For example in protection schemes where distance
protections are set to overreach with remote end blocking, the resulting burst of
communication over interface 2, caused by a fault on one of the lines, will far exceed any
other source of data flow.

This method is useful in determining total data rates. For the determination of the overall
transfer times, a LAN simulation program or equivalent must be used.
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15.2.2 LAN simulation method

Once the physical network is chosen and a communication stack is selected, a LAN
simulation program can be used to verify the design. Such a program will consider all
overhead, message structures, addressing, multicasting, collisions etc.

A LAN simulation program will give average and maximum delay times as output, and the
results can be directly verified against the required overall transfer time from Clause 13.

An example using this procedure, for an Ethernet bus and three sigma delay times, is
described in 1.2.

15.3 (alculation results

When results of calculations of different substations are compa
differenf complexity might yield similar busloads, while almost similé C
different loading figures. The reason is that actual requirements_or pxotection andl control
functionls, as well as the allocation of logical nodes to physical i
the resylts.

The PIGOM analysis for all substations shows com
to 1200 kBytes with a process samples and a loading

The LAN gubstation T2-2 shows that
all critic i ! s than 4 ms using special brjoadcast
messag network, either a 10 Mbit/s
switche > used for the substation LAN. The
simulati e thip gommands were delivered qver the
substatipn LAN.

15.4 Summary

In most will add
betweer ticeable
differen i S,/Sl most physical devices attached send constant data

streams

The mq proper
assignm t of the
commuipi ts. The

PICOM

When setting up the LAN simulation model, great care must be taken to ensure g proper
configuj:ﬁ%—ekﬁwﬁagﬁﬁ%&#%—ase—m%ﬁ—a—%ﬁﬁpmw—mu%e PICOM

model assumes that all messages are sent as single data objects. Multicast messages can be
taken into account, but not messages with multiple data objects. Combining data objects into
object oriented or multi-command messages in a suitable way can result in a noticeable
reduction of the total traffic. This will be clearly shown when LAN simulation studies are
performed.

When defining the actual network and stacks, it is equally important to combine data objects
in such a way that the traffic is minimized.

The main result of the calculations and studies should be to ensure that the requirements on
transmission times, stated in Clause 13, can be kept for various message types. A LAN
simulation program can verify this.
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16 Additional requirements for the data model

61850-5 O IEC

:2003(E)

For interoperability, a data model shall describe the syntax and semantics of exchanged data

16.1 Requirements for the addressing of logical nodes

Since communications take place between logical nodes, which are not specifically allocated
to devices, each logical node (LN) shall be addressable by itself (requirement).

For the logical addressing scheme, a hierarchical name structure and an object data
dictionary specialized for electrical substations such as the IEC 61346 series shall be used.

16.2 FJequirements for the data model

The dat

Self-deqd

the lang
of the s

For an

operatof

able for

A model shall support the following features:

uage of the operator). The presentatio
cope of the IEC 61850 series.

unambiguous machine-maching
interference, the data (PICOlv
machines.

d attrlbutes shall also be und

61850 3

for data exchange

mittable

frgmework

eries.

ional in
| is out

without
brstand-
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Annex A
(informative)

Logical nodes and related PICOMs

The PICOMs are defined from the source point of view. For compact description, PICOMs
common to a lot of protection LNs are combined in PICOM groups.

A.1  PICOM groups
Table A.1 — PICOM groups <<
A OX
Gro PICOM name Source | Sink 1 S}\%\ w Si>k 4 | Sink 5
up N
Fault har{dling with start (P_fh_1) P... \ \ A4
Star indication P... <CAL\H\\ \>TCI
Trip [indication P/\% N |HM ITCl  |RBRF
Trip|command Ff (7 XC%Q \/
Sett|ngs ( R\// MI ITCI ITMI
Faulf information N O feob ) Jirei ITM™I
<Dgpending on function/some examples g@;g> RN —
Fault harldling without start (P_fh_2) ( . . \>
Triplindication . CALH IHMI ITCI RBRF
Trip|command N \(/\\ \3 ?‘P/ XCBR
Settings [ P... IHMI ITCI ITMI
Fault informatigfi \_ 0 ) P... IHMI  [ITCI IT™I
<Dgpending OM i e exqmples givep> P...
Fault har{dling with}ﬂ’t\{t;?:\i}t\r;}’jé) 3 P...
Trigger indi}a\tio\\ P... CALH IHMI ITCI
Trigger < \ \ \ > P... P... R... A... Cj.
Settiigs \ \\ \ P... IHMI ITCI ITMI
Faulti?fmqa}}m \\/ P... HMI  [ITCI IT™I
<Dg pendingNncﬁbn/some examples given> P...
A.2 Logical node list
Table A.2 — Logical node list
LN PICOM name Source | Sink 1 Sink 2 | Sink 3 | Sink 4 | Sink 5
Transient earth fault protection PTEF
P_fh_3 PTEF CALH IHMI ITCI P.R... |A...C...
<fault signature> PTEF
Zero speed and underspeed protection PZSU
P_fh 1 PZSU CALH IHMI ITCI RBRF |XCBR
<Rotor locked> PZSU CALH IHMI ITCI RBRF |XCBR
<Underspeed> PZSU CALH IHMI ITCI RBRF |XCBR
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Distance protection PDIS
P_fh_1 PDIS CALH IHMI ITCI RBRF |XCBR
<Fault impedance Z> PDIS
Operated PDIS RREC
Trigger PDIS RDRE RFLO
V per Hz protection PVPH
P_fh_ 1 PVPH CALH IHMI ITCI RBRF |XCBR
Undervoltage protection PTUV
P_fh_ 1 PTUV CALH IHMI ITCI RBRF |XCBR
<mihimum voltage> PTUV (
Directionial power /reverse power protection PDPR /\< N\
P 1 PDPR  |CALH IHM ?KQ/\ R\nﬁ?F XCBR
<power direction> PDPR /\ \ M|
Directionjal earth fault wattmetric protection PWDE \ \
P_fR 1 PWDE QCAD>I\\ h?m\ }TCI XCBR
~N
<fajlt direction> PWDE \
Undercuirent/underpower protection . IﬁUle 7 \/
P_fR 1 A BMP/ C}LH IHMI ITCI RBRF |XCBR
<~
<minimum current> \ \ UCP\ )
<mipimum power> A PL}GI\:’
Loss of fleld/underexcitation protection ( (\ EX>
P_fR 1 /\ /\\ \ PYEX CALH IHMI ITCI RBRF |XCBR
<Figld value> N A\ \PUEX
Reverse phase or phase l{ala\xge@qent\géte\cti% PPBR
P 1 (\ > 2 \\/ PPBR |CALH |iHMi [iTci |RBRF |xcBR
<phase sequen}e/> ~ > PPBR
<nejgative pha%ég}mkené\comnenb} PPBR
Phase sequencNIt\\ge\o{o\le\ctio\\ PPBV
P_fR 1 \ \ PPBV CALH IHMI ITCI RBRF |XCBR
<ph§e\saq&n§\ \ PPBV
Motor std rt-}pﬂ&cti}w PMSU
P_fR 1 PMSU CALH IHMI ITCI ZMOT |XCBR
<Rgstart inhibited> PMSU
<Restart inhibition time> PMSU
Overload protection, thermal protection PTTR
P_fh_1 PTTR CALH IHMI ITCI RBRF |XCBR
<Actual temperature> PTTR
<Integrated current> PTTR
Rotor thermal overload protection PROL
P_fh_1 PROL CALH IHMI ITCI RBRF |XCBR
<Actual temperature> PROL
<Integrated current> PROL
Stator thermal overload protection PSOL
P_fh_1 PSOL CALH IHMI ITCI RBRF |XCBR
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<Actual temperature> PROL
<Integrated current> PROL

Instantaneous overcurrent or rate of rise protection PlOC
P_fh_1 PIOC CALH IHMI ITCI RBRF |XCBR
<peak current> PIOC
<rise of current> PIOC

AC time overcurrent relay same holds for PTOC
P_fh_1 PTOC CALH IHMI ITCI RBRF |XCBR
<peak current> PTOC

Voltage dontrolled/dependent time overcurrent protection [PVOC (
P 1 PVOC  |CALH /ﬁ@ N\ T7GI~NRBRF  |XCBR
<pefk current> PVOC \ \

Power fattor protection PPFR /\ \ M
P fH 1 PPFR  cALN  [IAMRS\[iron/” |rBRF  [xcBR
<power factor> PPFR N \ \

Overvoltage protection PYOV \
K FﬁTO\( 7 CAL iy |itcr |RBRF [xcBR
<ma@ximum voltage> A B%V/ \

DC overvoltage protection \ \ DOV\ 7 )
P 1 /X PE\)Q\V cAalH  |[iHmi |itcr |RBRF |xcBR

Voltage gr current balance protection ( CB>
P 1 /\ /\\ \ hgc\g CALH |iHmi i1 |RBRF |xcBR
<V(dltage difference> S?’(/CB

Earth faullt protect.on/gro[.m \o\ \ PHIZ
P 1 (\ > 2 \\/ PHIZ  |cALH |iHmi {itci |RBRF |xcBR
<Zgro current> /\ > PHIZ

Rotor eafth fault "\ D PREF
P_fR 1 \ \\ PREF CALH IHMI ITCI RBRF |XCBR
<Zgro cu%{enb \ PREF

Stator eaém Eu\\ \ \ PSEF
P_fR \ PSEF CALH IHMI ITCI RBRF |XCBR
<Zdro current> ) PSEF

Interturn|fault PITF
P_fh 1 PITF CALH IHMI ITCI RBRF |XCBR
<Zero current> PITF

AC directional overcurrent protection PDOC
P_fh_1 PDOC CALH IHMI ITCI RBRF |XCBR
<peak current> PDOC
<direction> PDOC

Directional earth fault protection PDEF
P_fh_1 PDEF CALH IHMI ITCI RBRF |XCBR
<peak current> PDEF
<direction> PDEF
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DC time overcurrent PDCO
P_fh_1 PDCO CALH IHMI ITCI RBRF |XCBR
<peak current> PDCO
Phase angle or out of step (trip) protection PPAM
P_fh_1 PPAM CALH IHMI ITCI RBRF |XCBR
<phase angle> PPAM
Frequency protection PFRQ
P_fh_1 PFRQ CALH IHMI ITCI RBRF |XCBR
<Frequency> PFRQ
<CHange of rate> PFRQ (
Resforation release PFRQ GAPC /\< N\
Shefiding request PFRQ  |GAPC \ \
Different{al protection (see below) PDIF /\ \ M|
Phase comparison protection PPDF \ \
P_fR 1 PPDF N CA}H\\ h?Ml\ }TCI RBRF |XCBR
~N
<phjase angle difference> PPDF \
Line diffdrential protection PR lﬁLDI{ 7 N
e A Bbﬁ: / CALH NiHmi {itci |RBRF |xcBR
<Cyrrent difference> \ \ LDF\ 7 )
Opelated /X PI)&E RREC
Trigger ( ~ DF> RDRE
Restricted earth fault protect}p{'l\ /\\ \ ND}-/
P 2 A\ S%IDF CALH |iHmi i1 |RBRF |xcBR
<Cyrrent difference> 1 \ PNDF
Transformer d|ffer{/t§$pl§tect|org \\/ PTDF
P_fR 2 ~ > PTDF CALH IHMI ITCI RBRF |XCBR
<c{rrent differ D PTDF
Busbar protect/on\\ \\ PBDF
P_fR 2 \ \ PBDF CALH IHMI ITCI RBRF |XCBR
<Ca{e%&@‘e\re¥e{ \ PBDF
<Fdultetzonk Wiokmattert> PBDF
Motor dlfferentlal\r&Qg}o PMDF
P_fR 2 PMDF CALH IHMI ITCI RBRF |XCBR
<Start-up current> PMDF
<Violating value> PMDF
Generator differential protection PGDF
P_fh_2 PGDF CALH IHMI ITCI RBRF |XCBR
<Current difference> PGDF CALH IHMI ITCI RBRF |XCBR
<maximum voltage> PDOV
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Disturbance recording (acquisition at bay/process level) |RDRE

Fault record RDRE RDRS

<time and date of rec.> RDRE

<Cause of rec.> RDRE

<waveform data> RDRE

<current phase 1> RDRE

<current phase 2> RDRE

<cuprertphase3 RBRE 7

<voJtage phase 1> RDRE /\\

<voJtage phase 2> RDRE /\

<vo|tage phase 3> RDRE \ N

<Event data> RDRE \ AN )

<seltings> RORE (] \ \‘

<pdrameters last fault> RI}RE\ \ \

<paframeters last fault -1> I{DR% )

<pdrameters last fault -2> B\Wé/ /\

Rechrder faulty < < h @DRE\ m&_kj\/ HMI  [ITcl |RDRS

Recprder memory full X RBRE QAJZA IHMI ITCI RIDRS

Rec¢rder operated ( L R{DRE\ CALH RDRS

Trigger \ \ \ F@u&/ RDRE

Settfngs NN >~ \BBRE |HMI  [Tci  [RDRs
Disturbampce recording (e\{a\hgtio at sta(i}n\lev}t)\\J RDRS

Datd and time > RDRS  |RDRE

Fauf record \_/ A\ N RDRS  [IARC

<tinpe and date}yf\r<%> \/\ RDRS

<Cduse of rec.g\ \ \/ RDRS

<W3 vefor@ da’a«\ \ S RDRS

<cup/eh1\Qha\se§<\ \ RDRS

<curr\ent\gr%§\ZX\) RDRS

<cufrent pN> RDRS

<vo|tage phase 1> RDRS

<voltage phase 2> RDRS

<voltage phase 3> RDRS

<Event data> RDRS

<settings> RDRS

<parameters last fault> RDRS

<parameters last fault -1> RDRS

<parameters last fault -2> RDRS

Settings RDRS IHMI ITCI RDRE
Automatic reclosing RREC

Alarms RREC CALH

Events RREC CALH

Bay auto reclose status RREC IHMI ITCI
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Commands to circuit breaker directly or via CPOW RREC XCBR CPOW
<Close to circuit breaker> RREC
Sync request RREC RSYN
Command to circuit breaker with controlled switching RREC CSwi
<Close to circuit breaker> RREC
Settings RREC IHMI ITCI
Breaker failure RBRF
Fault information RBRF IHMI ITCI
Trip indication RBRF CALH IHMI ITCI
Trip[command RBRF XCBR (
Sett|ngs RBRF  |IHMI 'Ié\\
Carrier of pilot wire protection RCPW \ \
p ] 3 PMDF CAW\N\///\ re\ [PlR... |a.c..
Fault locator function RFLO \ \
Faulft location RFLO QJQMI \ I\Rﬁ\
Settfngs R;(o ﬂ—{m\‘ ITC\}\
Synchrogheck . I&SYI{ 7 y \/
In synchronism indication A RMN/ C\Q)WI UM [iITcl [RREC |eAPC
Sett|ngs \ \ SYN\ mjl\/ll) ITCI
Power swing blocking A RPSB
P_fR 3 ( (N DF> CALH IHMI ITCI Pl.R... |A...C...
Alarm Handling /\ /\\ \ b@l}l/
Fungtion supervision A\ SE{ALH IHMI  [ITCI SSYS
Alarfns (sum) [ \ CALH [HMI  [iTCI
Alarfn indicatigh N » NN eatn e Jirc
Alarpn list update /\ ~ > CALH IHMI ITCI
Alarpns (list) /\ CALH IARC
Ackr owled)qe\\ \\ CALH IHMI ITCI
Eveft indisation N CALH  [HMI  [iTCI
Eve @ (s\um\\)\ \‘ \ CALH  [HMI  [ITCI
Eveft lisbupdal® \ CALH M1 [iTCI
Events (histmst\)) CALH IARC
Sett|ngs CALH IHMI ITCI
Switch controller (command handling at bay level) CSWi
Commands to switch directly or via CPOW if applicable |CSWI X... XCBR XSWi |CPOW
<switch ON> CSWiI
<switch OFF> CSWiI
Function supervision CSWI CALH IHMI ITCI
Indications cswi SSYS
Events/Position change CsSwi CALH IHMI ITCI
Position indications CSWiI IHMI ITCI
No-operation information CSwi IHMI ITCI
Releases CSWiI IHMI ITCI
Request CSWI CILO
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Sync request CSWwWI RSYN

Settings CSWI IHMI ITCI
Point on wave breaker controller cPOW

Commands to breaker directly CcPOW XCBR

<Breaker ON> CPOW

<Breaker OFF> CPOW

Function supervision CPOW CALH IHMI ITCI

Indications CPOW SSYS

Events/Position change CPOW CALH IHMI ITCI

Position indications CPOW IHMI ITCI (

No-dperation information CPOW  [IHMI 'Ié\\

Reldases crow fimi ity X

Sett|ngs cPow [N\ [iRe1 '\ M
Interlock|ng CiLO \ \

Eveffts cio Neatw) [ [ycr  [s§vs

Indidations CWo E@W\‘ m\ ciLo) |[s$vs

Relgases . UL(ILO§ 7 EISVV\ TSUAS)

Reqpest A §% / (C\E\)LO)

SwitEhgear position \ \ ILO\ (CILd)

Sett|ngs /X CI\LQ THMI  [ITCI (CILO)
Operator|interface at device or station level g\sa r ITHMI
remote cpntrol interface (mathh some re rictigs) \ }‘T{:

Ackfowledge R \\ \( ~ Wﬁm CALH

Con{mands [ (NN ~—|nmi [esio  [earc

Commands tomg%r and %rﬁgrm&i\ > IHMI CSwi ATCC

Exgmples \ IHMI

<Sitch ON> AN N IHMI

<Syjitch OFF> \ IHMI

<ta cha@erhﬂ% \ > IHMI

<taChangsy DRWNS \ IHMI

Indidations Y\ N\ M [catH it [imi it [ssys

Sett|ngs (forc figur}tion/operation to all LN if applic.) [IHMI P... A... C... .. A

Settings (for configuration/operation to all LN if applic.) |IHMI G... M... L... Tl X...

Settings (for configuration/operation to all LN if applic.) |IHMI Y... Z... S...

Examples IHMI

<Date and time> IHMI

<Mode of operation> IHMI

<In service> IHMI

<Reclose release> IHMI

<parameters for CB> IHMI

<parameters for disconnects> IHMI

<parameters for tap changer > IHMI

<parameters for current data acquisition> IHMI

<:>
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Remote monitoring interface ITMI
Acknowledge ITMI CALH IHMI
Commands (if applicable/no operation of switchgear) ITMI GGIO GAPC ATCC
Settings (for configuration/operation to all LN if applic.) |ITMI P... A... C... I...
Settings (for configuration/operation to all LN if applic.) |ITMI G... M... L... T...
Settings (for configuration/operation to all LN if applic.) |ITMI Y... Z... S...
Archiving IARC
Events IARC IHMI ITCI
Function supervision IARC IHMI ITCI
Indigations IARC IHMI ITCI ( SSYQ
Storpd values/records IARC  [iHmi [iTel ' frwi-\JRDRs

<digturbance records> IARC \ \

<sttistics> IARC AN\ N\ M

Settfngs IARC ),QM\ T ™,

Automatic tap changer control ATCC N \ \

Commands A/‘PéC > \

<tap changer UP> A&TC(\§7 \:L'}G\ \/

<tap changer DOWN> A @*C/C/ Y\L\TC

Switkhgear operation \ \ TCC\ Eéw)

Fundtion supervision /X AT\&Q cAlH  |iemi [iTc
<status M-Process not 0.k.> ( (N0 A CC>

<status peripherals units pot g k. >/\\ \ :&T}C},{

<stafus sub-units> \l Sﬁ(TCC

<power supply voltag[a> \ ATCC

<spontaneou<€u}1§r Qerflow>2 \\/ ATCC
>
N

<paallel operah‘o/n(e(r}&{

Opetration supe{zﬁs\i\o\\ > ATCC CALH IHMI ITCI

<undervo|}agg>\ \\ ATCC

<overvo|t<age> \ ) ATCC

<ovfreuireny RN\ ATCC
\

Mode owa n ATCC IHMI ITCI
<logal operatio ) ATCC
<reote’operation> ATCC
<manual operation> ATCC
<automatic operation> ATCC
<single operation> ATCC
<parallel operation> ATCC
Settings ATCC IHMI ITCI
<local operation> ATCC
<remote operation> ATCC
<manual operation> ATCC
<automatic operation> ATCC
<undervoltage limit> ATCC

<overvoltage limit> ATCC
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<overcurrent limit> ATCC
<selected setpoint> ATCC
<selected line comp.> ATCC

Automatic voltage control AVCO
Commands AVCC
<tap changer UP> AVCC YLTC
<tap changer DOWN> AVCC YLTC
Function supervision AVCO CALH IHMI ITCI
Mode of operation AVCO CALH IHMI ITCI
Sett{ngs AVCO IHMI ITCI (

Reactive|control ARCO < N\

A\
Fundtion supervision ARCO  |CALH |H\Q I\FQI\
Modp of operation ARCO  [cAL™[umi\ OJ(TeI\ [2RRe [zTCR
Settfngs ARCO ),QM\ ITOR
Switphgear operation ARCO QCSWW\\ \

Earth faullt neutralizer (Petersen coil) control ANCR > \
Commands A&NC@ 7 \/
<pldnge core UP> A &MR/ YEBFN
<pldnge core DOWN> \ \ NCR\ YEFD‘

Fundtion supervision /X Af\k\R cAlH  |ivmi [iTc

Modg of operation ( (N A CR> CALH IHMI ITCI

Settfngs /L /\\ \ M@{ IHMI  [ITCI
Zero volthge tripping 1 \ AZVT

|P_fr_2 (\ > 2 \\/ PGDF |cALH |iHmi i1 |RBRF |xcBR
Automatilc process Mgﬁ}\@\ne\ric,\p{o%}aqm}ble) GAPC

|Exa nples belo > GAPC

Load shddding \ \\ GAPC
Fundtion S perM \ ) GAPC [IHMI  [ITCI
MoMoinm \ GAPC  [IHMI ITCI
Ope atW\tlo}r\ GAPC IHMI ITCI
Switphgear owy GAPC CSWI
Sett{ngs GAPC IHMI ITCI

Infeed transfer switching GAPC
Function supervision GAPC IHMI ITCI
Operation indication GAPC IHMI ITCI
Switchgear operation GAPC CSwI
Settings GAPC IHMI ITCI

Transformer change GAPC
Function supervision GAPC IHMI ITCI
Operation indication GAPC IHMI ITCI
Switchgear operation GAPC CSwi
Settings GAPC IHMI ITCI
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Busbar change GAPC

Function supervision GAPC CALH IHMI ITCI

Operation indication GAPC CALH IHMI ITCI

Switchgear operation GAPC CSwi

Switchgear position GAPC IHMI ITCI

Commands GAPC CSWwI

Settings GAPC IHMI ITCI
Automatic clearing and voltage restoration GAPC

Function supervision GAPC CALH IHMI ITCI

Operation indication GAPC IHMI ITCI (

Switphgear operation GAPC IHMI Ilé N\

Syng request aapc  [rsyn  \ X

Indidations GAPC M\ [iRel '\ M

Commands GAPC }:‘\S\h\ \

Sett|ngs GAPC QJQMI \ I\Rﬁ\

/ SN

Measuring (acquisition and calculation) . IQIMXQ 7 R \/

Fundtion supervision A NWL/ C)\LH HMI  [ITCl

Integrated totals \ \ MXO\ m/RC) IHMI ITCI

<energy (quadrant 1)> A MD#X\U

<energy (quadrant I1)> ( XLB

<energy (quadrant II1)> /\ /\\ \ W%

<enlergy (quadrant IV SM/MXU

<mgx power (quadrar[t )] \ MMXU

<max power (@eﬁ’ﬁanQIP 2 \\/ MMXU

<mgx power (qu\eé?ﬁw\h}?\ ~ > MMXU

<max power (W}R{IV\P\ MMXU

Metgring vak.Qs\ \\ MMXU IHMI ITCI

Sett[ngs \ ) MMXU IHMI ITCI MMXU
Metering éc}ui{\\iow calkglation) MMTR

Fun tion\sqgeﬁisio\\ MMTR CALH IHMI ITCI

Integrated to&\) MMTR IARC IHMI ITCI

<energy’/(quadrant I)> MMTR

<energy (quadrant I1)> MMTR

<energy (quadrant Ill)> MMTR

<energy (quadrant IV)> MMTR

<max power (quadrant I)> MMTR

<max power (quadrant I1)> MMTR

<max power (quadrant Il1)> MMTR

<max power (quadrant IV)> MMTR

Metering values MMTR IHMI ITCI

Settings MMTR IHMI ITCI

Reports MMTR IHMI ITCI
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Sequences and imbalances Msal

Function supervision MSaQl CALH IHMI ITCI

Calculated values MSaQl IARC IHMI ITCI
Harmonics and interharmonics MHAI

Function supervision MHAI CALH IHMI ITCI

Calculated values MHAI IARC IHMI ITCI
Logical nede-device LLNG 7

ID-dpta LLNO IHMI ITQ’\\ J_T\MI

<id¢ntifiers/...> LLNO "\

Sett|ngs LLNO IHMI W{CI ITM\ NA

<copfiguration> LLNO \ \ \ )
General gecurity application G§KE\ N \

Evefts Esay (AN Niamy  fiter i

Diagnostic data (\M/ /HQ/II ITCI IT™MI

N\
O LM

Circuit breaker > X\&QR \/

Fundtion supervision ( . XCBP{\ CALH [HMI  [iTc

<p0Pition/bIocking for clow \ \ >\C§R/

<polsition/b|ocking for ope%@gx( >~/ YQ;ZI)BR

<Adto reclosure Iockc{lh\ (\ \J XCBR

<main circuitgjé‘m:q> \ > > XCBR

<main circuit W/gx\ \ XCBR

<aukiliary circui}/ﬁa&m> \/\ XCBR

<aukiliary circt}i\wa\\ni > \/ XCBR

<operatir€m§@\ l%\ala\{k S XCBR

<op \Qedi{\n v>skrn|ng XCBR

<po\\lkal\'\\>\) XCBR

<pojwer suﬁw\wam®> XCBR

Events XCBR CALH IHMI ITCI

Position indication XCBR CSWwI IHMI ITCI

<position/CB ON> XCBR

<position/CB OFF> XCBR

<position/CB INTERMED> XCBR

s-t-diagram XCBR CSWwI IHMI ITCI

Status indications XCBR XCBR IHMI ITCI

<Local mode> XCBR

<Remote mode> XCBR

<opening time> XCBR

<closing time> XCBR

<general lockout> XCBR

Measurands/counter values XCBR TCPT
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<position/operations counter, perm> XCBR

<position/operations counter, resetable> XCBR

<various data> XCBR

Diagnostic data XCBR CSwi IHMI ITCI
ID-data XCBR CsSwi IHMI ITCI
<identifiers/...> XCBR

<.../manufacturer id> XCBR

<.../HV bay-id> XCBR

<.../address> XCBR

<...]hardware version> XCBR (
<...Jfirmware version> XCBR /\< N\
<...]software version> XCBR \ \
<nameplate/... XCBR /\ \ M|
<...JRated Voltage> XCBR \ \

<...JRated lightning impulse withstand voltage> XCBR N \ \

<...JRated short duration power frequency withstand X/ZgR > >

voltgge> m

<...]JRated frequency> (\W/

<...JRated normal current> < < N\ @CBRQ

&C?

<...]Rated short time withstand current> %@@R

<...]JRated breaking-current> F X\CB}{\
\ B8R

<...JRated duty cycle>

<...JAuxiliary Voltage> \ ( \ V\>52'>BR

Settfngs I\ T O\ N~_|xcBr  feswi i [iTe
Disconnectorlearth/s’\\\tcljrl\ X 3 Xswi

Fungtion super isi \ \ \ XSWI CALH IHMI ITCI

Evefts A AL Xswi  |cALH  [HMi [iTCl

Poskion indicatign \ D4 XSWI  [HMI  [ITCI

<p0|5|t|on<6N \ \ XSWI

<popifion OFFry N \ xswi

<po|s\moqlh‘r§RM§B>\) XSWI

s-t-diagram \ XSWI IHMI ITCI

Settings XSWI IHMI ITCI

Insulation medium supervision, for example GIS-SF6-Mon. [SIMS

Function supervision SIMS CALH IHMI ICTI
Alarms SIMS CALH IHMI ICTI
<low pressure 3 alarm> SIMS

Events SIMS IHMI ICTI

<over pressure> SIMS

<low pressure 1 warning> SIMS

<low pressure 2 warning> SIMS

Diagnostic data SIMS IHMI ICTI

Settings SIMS IHMI ICTI
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GIS-ARC-monitoring SARC
Function supervision SARC CALH IHMI ITCI
Alarms SARC CALH IHMI ITCI
<alarm ARC occurred> SARC
Events SARC CALH IHMI ITCI
Diagnostic data SARC IHMI ITCI
Settings SARC CSDA IHMI ITCI
GIS-PD-menitering SRBC. 7
Fungtion supervision SPDC CALH IHyH’\\ lQTI
Evefts SPDC  [CALH AWK [IGTIN:
<wdrning PD occurred> SPDC \
Diagnostic data SPDC IHl\fr\ TSR \ )
Settfngs sppC |H\m\\ ‘?QI\I‘
NN
Current transformer (CT) '(CT% )
Prodess value (current sample) (\Tw/ X- R .. M ..
Settfngs < < h @CTR\ *H—!{/IIj\/ITCI
Voltage tfansformer (VT) TwWR N
Prodess value (voltage sample) ( L WTR P... R .. M ..
Settngs \ \ WW IHMI ITCI
NAN( ~ W
Power transformer l (\ \J YPTR
Fundtion superyiSiqn \ > > YPTR  |CALH [HMI  [iTCI
Evefts N AN YPTR  [cALH  [HMI [iTCl
Sett|ngs /\\ \/\ YPTR ATCC IHMI ITCI
Tap chanlger \ \ \/ YLTC
Fungtion épm \ S YLTC CALH IHMI ITCI
Eve ué\\ \\ \ YLTC  [CALH [IHMI  [iTCI
Tap c%n{er\r%to\w YLTC ATCC
Tap [positienBCD) YLTC ATCC IHMI ITCI
Sett|nds YLTC ATCC IHMI ITCI
Earth fault neutralizer (Petersen coil) YEFN
Function supervision YEFN CALH IHMI ITCI
Events YEFN CALH IHMI ITCI
Coil changer motor running YEFN GAPC
Coil position YEFN IHMI ITCI ITCI
Settings YEFN GAPC IHMI ITCI
Power shunt YPSH
Function supervision YPSH CALH IHMI ITCI
Events YPSH CALH IHMI ITCI
Shunt switch running YPSH
Shunt position YPSH GAPC IHMI ITCI
Settings YPSH GAPC IHMI ITCI
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Auxiliary network ZAXN
Battery ZBAT
Bushing ZBSH
HV cable ZCAB
Capacitor bank ZCAP
Converter ZCON
Generator ZGEN
Gas isolated line (GIL) ZGIL
Power overhead line ZLIN
Motor ZMOT (
Reactor ZREA Ré&
Rotating reactive component ZRRC \ \
Surge arfestor ZSAR /\ \ M|
Thyristor controlled frequency converter ZTCF \ \
Thyristor controlled reactive component ZTCR N \ \
~N
N
Generic general 1/0 . (‘QGIC§7 p N
Alarfns A Jesio/<chtn Sinm itcl
Events \ \ GIO\ EKLQ IHMI ITCI
Aux| device supervision PN edl0 [eAPC  [cALH  [arco [afcc

Indidations ( ~ |o> IHMI ITCI

Stathis EGI0  [SsYs

Settfngs ZaN /\\ \ églb/ IHMI  [ITCI
N

—

SA_C
Time symchronizat{/ \ognt}gzl cloce \\/ STIM

Opefation |nd|ca}/ STIM LLNO

Timg STIM All if
appli-

cable
System supgr\hﬁion \ \ \/ SSYS

Evefits \\ \ ssys M1 [iTC CALH

Fun tiorwrv sio\ ssYs [IHMI  [iITCI

Indidatiofs )~ N\ ssys [Hmi [itci [ssvs

Faildre SSYS CALH IHMI ITCI
Restart unit operation SSYS CALH IHMI ITCI
Stop unit operation SSYS CALH IHMI ITCI
Unit buffer overflow SSYS CALH IHMI ITCI
Urgent error SSYS CALH IHMI ITCI
Test generator GTES
Test message GTES All if
applic-

able



https://iecnorm.com/api/?name=4898aa8843ef4f3639f936df743c4a5a

61850-5 O IEC:2003(E) - 67 -

Annex B
(informative)

PICOM identification and message classification

B.1 Introduction

The communication between LNs is described by the exchange of thousands of individual
PICOMs. Nevertheless there are a Iot of S|m|Iar|t|es between these PICOMs for example all

ore, a
irements

commu |cat|on requrrements as descnbed by the PICOM attrr tes
classifigation of PICOMs would result both in a comprehensive overvj

and in [the support of a strong modeling and definition of the fe¢ Sication
performpance.
In a firg ed to a

PICOM esult is found in

B.2.

The res are given in B.3. The
broad ra ods of the functiong. Since
the higher ones always cover lower<{reqii n nsed in
figures 1

Essential for a proper running of function irements of
the sup i bnge. In
the con $ clearly
defined|i

In 13.7, butes is
structur

are alsg

The intr

perform
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Table B.1 - Identification and type allocation of PICOMs — Part 1

PICOM TYPE ID? 1 (5 |6 (7 |10({10|12({12|22({24|9 (10|17 (19|16 (13|18 {12|10({10|10 (10|11 {26 |10
19 17 10 1 1
PICOM £ =
T S —_ o
8l s 2 2 2 § 2 .
9| ¢ 2 6 <| 5| & 8 | ® c
of o 8| 5 ol | % |9 Esl8 |85 |E
o ol ¥ c| o] € 2 g hd 2l T e g
S EEEEE A EREREEEEN R ERE:
212l 8l e 5 & o | ElL 8l sl 8l | E g2 SxE s 5 2
2| 8 2| 5 2 22 5 5 8 8 S =’§~'~“’\-§==3
g?g:I-EE%UEuB;og/\&'S ENE| g g
LOGICAL NODE 55333%3-?-%%38‘”35§x 'ge\g\ﬁ‘_vﬁs
Ol Zlujw| o F O F| F| o] | | E| E| pRO\WN\QNL g €| < <
P... (Protedtion) x Ix Ix [x Ix Ix Ix [x N
RDRE (Didturbance X |x X |X [Xx </\ y
recording af bay level ) \\
RDRS (Didturbance X [ X
recording af station / \\
level) /_\ \
RREC (Aufomatic X p X X X
reclosure) ( \/7/ /\ \§
N|
RBRF (Brdaker failure) X X < X X R \’ j\
RCPW (Cqrrier or pilot l N /
wire relay)
RFLO (Fajit locator) X | X ( X
RSYN (Syfhchrocheck) \x X
RPSB (Poer swing < \)
blocking) [\ y’
N 4 N—1"
CALH (Aldrm /\ X X | X X | X
handling) \
CSWI (switch X
controller) \/ \
CILO (Inteflocking) /\ N X
ATCC (Tap changer X
controller) IN—
|HM|(Humanma ine X X [ X X
interface) < \A >
\
ITCI (Teleqgntro X x |x X
interface)
ITMI (Tele nonno}m\‘ 2 |x X X
interface)
IARC (Archiving) X | X X | X
AVCO (voltag X X_IX
Control)
ARCO (Reactive X X
control)
ANCR (Earth fault
neutralizer control)
AZVT (Zero voltage X | X [ X | X [X |[X |[X [X
tripping)
GAPC (Automatic X X | X

process control)

2 PICOM TYPE ID gives a rough classification of all requested PICOM according to their attributes.
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Table B.2 — Identification and type allocation of PICOMs — Part 2

PICOM TYPE ID® 10(10|10 {11 10|27 (28|10 (10|21{21|10|16(17|12(14|14| 4 |4 | 6 |9 |25

25

24

11|11 12 12

PICOM

ated totals

qrts

LOGICAL NODE

Event indication

Group event

Event list update

Event list archive

Event

Date|and time
Syndhronization (clock)
Recdgrder faulty

Fundtion supervision
Command to switchgear
Command to aux. devices
Indidations

Position indications
No-ojperation information
Relepses

Reqyest to ITL

Archjived data

s-t-diagram

counter values

diagnostic data

ID data

P... (Protegtion)

)“Reqt est to SYNC
o

/)Vlete d values
R

RDRE (Digturbance X

recording af bay level)

AN

RDRS (Didturbance X X
recording af station
level)

7./

RREC (Aufomatic X X [ X /

reclosure)

RBRF (Brdaker failure) (

RCPW (c{rrier or pilot

wire relay)

2
N
SONS )/\

RFLO (Fajit locator)

(AL
N

RSYN (Syhchrocheck)

RPSB (Poer swing \
blocking) Y

CALH (Algqrm X [ X X X
handling)

x|
co et INAR T R

CILO (Inteflocking)

ATCC (Tap changer

controller)

IHMI (humfn machine
interface)

/
><( ><(7
X

<

<

<

<

ITCI (Teledontrol
interface)

ITMI (Telegfonitoxing
interface)

IARC (Archiving)

AVCO (Vojtage

control)

VA AVEEIRS

ARCO (Reélactive X—%

control)

ANCR (Earth fault

neutralizer control)

AZVT (zero voltage
tripping)

GAPC (Automatic X | X X | X X | X

process control)

2 PICOM TYPE ID gives a rough classification of all requested PICOM according to their attributes.
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Table B.3 — Identification and type allocation of PICOMs - Part 3

PICOM TYPE ID®

5

6

7

10

10

12

12

22

24

9

10

17

19

16

13|18

-
N

10 (10

10

26

19

17

11

11

PICOM

LOGICAL NODE

Cturrent/voltage

Non-electric process

Fault information

Fault info (long)

Start indication

Trip indication

Operated

Trigger

Tip command

Settings

Fault record

Recorder memory full

In| service

Mpde of operation

Status

S{ation interlocking

Alarm indication

Alarm list update

Alarm list

Acknowledgement

Alarm

MMXU (Mg¢asuring)

Z'kanch ronism detected | ©

>
/éroup alarm

MMTR (mdtering)

MsaQl (Sequences ...)

Z /7( Fiyise failure detected

MHAI (Harmonics ...)

X X [X X

N

b

LLNO (Device super-
vision and
identificatigdn)

/ / > )'< External conditions

(x%

GSAL (Geheral

security application)

L/

XCBR (Cincuit breaker)

{

XSWI (Disgonnector)

<

SIMS (Insyglation

medium sugervision)

PN

SARC (Ar¢ detection)

(L2 Y

SPDC (pattial

discharge)

TCTR (Cugrent

transformer|

TVTR (volfage

transformer

)

/

YPTR (Poyer

transformerj

YLTC (Tagd changer)

YEFN (Earth fault neu-
traliser, Petersen coil)

YPSH (Power shupti\_

A4

ZGEN (Ge 1eratog\

ZTCF (Thm
controlled dandens

ZCON (cohpver

ZMOT (Motor)

Sz

ZS AR (Sufge drrestor)
ZTCR (Th]?stor

x

XX XX | XX

XXX X | X |X

controlled reactor)

XX XX | X |X

ZRRC (Rot.contr.reac.)

ZCAP (Capacitor bank)

ZREA (Reactor)

ZCAB (Cable mon.)

ZGIL (Gas isolated line)

ZLIN (Power OH line)

ZBAT (Battery)

ZAXN (Auxiliary

network)

XX XXX

GGIO (Generic 110)

X X XX XX XXX

X X XXX XX XX

X[ X XXX X XXX

STIM (Time master)

SSYS (system

Supervision)

XXX | XXX XXX XX

x

GTES (Test generator)

2 PICOM TYPE ID gives a rough classification of all requested PICOM according to their attributes.
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Table B.4 — Identification and type allocation of PICOMs — Part 4

PICOM TYPE ID® 1010|10|11|10|27|28|10|10|21|21|10|16 |17 |12|14 (14| 4 |4 |6 |9

11|11 12 12

PICOM

LOGICAL NODE

Event indication

Grclup event

Ev4nt list update

Ev4nt list archive

Eant

Datp and time
Synchronization (clock)
Redorder faulty
Furlction supervision
Command to switchgear
Commmand to aux.
Indications

Posgition indications
No-pperation information
Relpases

Reduest to ITL

Archived data

‘4ﬁrqgrated totals

< B,e/ports

MMXU (Mgasuring)

A

MMTR (mdtering)

< X
L-1/N\Reduest to SYNC

MSQI (seduences ...)

<UL
)‘) Metgred values

XXX X
%

AN
o4
e

MHAI (Harmonics ...)

LLNO (Devfice super- X 2\ N i

vision and identification

GSAL (Geheral X

security application)

L
A
N

XCBR (Cincuit breaker) X X

XSWI (Disgonnector) X

x

SIMS (Insyglation X X

medium sugervision)

SLF
ar
<

SARC (Ar¢ detection) X

SPDC (Pattial X
Discharge)

)><><

TCTR (Cufrent /\ /\\ 3

transformer|

transformer

)

TVTR (volfage [\ N ‘\ )
X

YPTR (Pow.transf.3ph)

% X

YLTC (Tag changer)

YEFN (Eanth fault \’\ KN

neutr., Petefsen coil)

YPSH (Poyer shunt)

1/

ZGEN (Ge 1erator)/\

</x’
x
x

ZTCF (Cornverter)

ZCON (Com \

I
ZMOT (Moko N\

ZS AR (Sufge arreston)

VAN =AU D>

ZTCR (Thyistor

controlled reactor)

Diagnostic data

Counter values
ID data

s-t-diagram

ZRRC (Ro}.comtr.reac.)

ZCAP (Capacitor bank)

ZREA (Reactor)

ZCAB (cable mon.)

XX XX P X [X|X

ZGIL (Gas isolated
line)

ZLIN (Power OH line) [X |X X X

ZBAT (Battery) X X

ZAXN (Aux. network) X X X X

GGIO (Generic 1/0) X X [ X [ X [ X [ X [X [X

STIM (Time master) X X

SSYS (system. X X X

Sunervision)

GTES (Test generator)

2 PICOM TYPE ID gives a rough classification of all requested PICOM according to their attributes.
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B.3 Table of PICOM types

The PICOM types appearing by the decomposition of Logical Nodes into PICOMs according to

the PICOM Table are summarized in the following Table with their range of attributes:

Table B.5 — PICOM types — Part 1

PICOM Meaning of Type Number of value Size of Transfer time®
TYPE PICOM and mode attributes combined | value (responselcycle) e
ID its value attribute' - range ?I:tll;li?:zte « range S
- typical figures « typical figure 28
=2
giveén in ms
1 Process value Value 1t0 8 16 42
(sample) Cyclic 1,2,3,5 /\1 0,1; %‘(\2 5
2 Process value Value 1t08 16 *Y0 2°
(r.m.s.) Cyclic ,2,3,5 <\§§? 1005500
R 0
3 Measured value Value 1 to 64, 6 \ 1 000 3
(calculated) such as | cyclic 4,6, 64 100:,500: 1 000
energy Request /-
4 Metered value Value 1to 512 16 \% 000 3
(calculated) such as | Cyclic 1,512 « 100: 500: 1000
energy Request N
5 Process value (non- | Value to 8 1\6_/ * 1000 to 5000 3¢
electrical) such as Cyclic 1 « 1000:5 000
temperature '
6 Report (calculated) File 1024 « 1000 to 5 000 5
such as energy list ’\Reque/s«t\ « 1.000: 5 000
7 Fault value VM ) ~ 16 * 1000 to 5000 3
(calculated) sucfnas equest 1 * 1000; 5 000
fault distance Q
8 Mixed fadlt imfo Fi \) 512 « 1000 to 5 000 5
(calculated) Rejuest + 1 .000; 5 000
extensive /\ A
9 Mixed fau Fi 1 20 000 « 5000 5
(calculatéd) sichnas equest 20 0000
distugbanc
recgrdin
10 ventalarm S\ Evwefit 1to0 16 1 + 100 to 1 000 3°
9 Sponta- 1 « 100; 500; 1000
neous
11 Eventtglarm File 1 128 » 100 to 1 000 5
list/group Sponta- 1024 « 100: 500: 1000
neous
Roai. £3
Reguest
12 Trigger (calculated) | Event 1 1 » 10 to 1 000 1
for example for Sponta- « 10: 50; 100;
start of another neous 1000
function
13 Complex block or Event 1 16 « 10 to 100 1
release (calculated) | sponta- «10: 100
neous
14 Request Event 1 1 * 10 to 100 2
(calculated) Sponta- « 10: 100
for synchrocheck, neous
interlocking, etc. Request
15 Fast broadcast Event 1 1 o1 1
Message, for Sponta- o1
example for neous
block/release

See notes to Table B.6.
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Table B.6 — PICOM types — Part 2

PICOM Meaning of Type Number of value Size of Transfer time®
TYPE PICOM and mode attributes combined | value (responselcycle) ®
ID its value attribute' - range attribute - range §,,
- typical figures in bits - typical figure -
. . =2
given in ms
16 Process state Status 1 1 * 1to 100 2°
Request « 1;10; 20; 50; 100
Cyclic
17 Calculated state Status 1 1 « 1to 100 2°
Request * 1;10; 20; 50; 100
18 External condition Status 1 1 o 1 ter1TOQ 2°
Request « 1410; 20:50: M0
Cyclic [EAN
19 Mode of operation Status 1 1 *\0 to 400 3
Request 16 \10\100
Cyclic /\
20 Process state Event 1 1 \ N t 10\/ 1
changed Sponta- \ a1
neous

21 Command cmd. 1,5 > [\ 164000 7'
Sponta- *« } 2;5;10; 50;
neous A\ /F X 00: 1 000

22 ||Trip Cmd. A o1 1
Sponta-
neous

23 || set point Value 1 16— « 100 to 1 000 3
Sponta- « 100; 1 000
neous (\

24 ID Data, setting ile 1 \> 1024 « 1000 to 5 000 5
Spoxta- « 1 000; 5 000

eous
(Reguest

25 [|Diagnosyi€ data Fil 1 \) 1024 « 5000 5
Spenta+
eou
/\ gagues

N
N
.

10 to 1 000 3
10; 100; 1 000

26 Acknowledge Yy mg\/
operater onauto, Spuanta-
Noeou

/
.

27 te gnd time'\ Vat(e 1 32 100 to 1 000 3
1 Cyclic 100; 1 000
Request

28 Syncw Cmd. 1 1 0,1t0 10 6
“pulse” Cycl. « 0,1;0,5; 1;2; 5; 110

By basicdefinition. a PICOM consists of one data element (value only). Some of these basic data elements may
be combined if this makes sense from the application point of view.

Without a time tag; not a requirement but some idea about the net data and input for data flow calculations are
necessary.

See 12.2 for a definition.
According to 12.5.

Accuracy 25 ps or less.

In future, some values regarding power quality may be of message type 1a.

Special values such as pressure may need message type 2.

Alarms and events as seen from the alarm and event handling, automatics may need message class 2.
For some fast functions, message type 1 may be requested.

The command message created as type 7 by the operator may be propagate at lower levels faster, for example
according to type 1 on the process bus such as a trip.
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Annex C
(informative)

Communication optimization

To reduce the load on the communication system whilst retaining full flexibility, the following
principles should be considered:

Appropriate use of spontaneous transfers and cyclically polling between the logical nodes to
reduce the load, instead of cyclically asking for the value. Note that these that spontaneous
transferf are seen from the user layer, and that Tower layers may have t askﬁ«xnfc rmation

cyclically.
phase anﬁ short

Transm|t a long (comprehensive) data description in the initia
identifiers in the operative phase.

S
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Annex D
(informative)

Rules for function definition

To identify the communication requirements in terms of the LN and PICOM approach, the

function

definition consists of three steps:

1) function description including the decomposition into LNs;

2) logical node description including the exchanged PICOMs;

3) PIC

D.1 FKunction description

DM description including the attributes.

D.1.1 Task of the function

For eag¢h function a description is given to understa

automafion system independently of its distribution info L B ould also
the cont

D.1.2

There i

* a human operator starts this functionvia an

< another function sends a request (typic

» a status change in th&prosegs trigy

This st

D.1.3

Any fun
breaker

This reqult or

D.1.4

This se
and ap
time, th

lication paint of view. Therefore, total requested response is the sum of the

the supstation

specify

perator.

system
starting
time in

b.jnternal processing time, the overall transfer time per PICOM, and the delay

the rel

PPN | H Y £ Tl dlo ot 4l alat 4 £ i
(CyU MTULTSS T Talccy LILLLES LA ~Z= L BS) arat UIc PUTT —Uatla aarrs1Tci e

on the

communication link has to be shorter than this figure. Additional performance criteria for
example include the accuracy needed for the synchronization.

D.1.5

Function decomposition

This section describes how the function may be decomposed in LNs and how many

decomp

D.1.6

osition sets typically exist.

Interaction with other functions

Data may be exchanged with other functions. These data and their importance for the function
under consideration should be stated.
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D.2 Logical Node description

D.2.1 Introduction

For each LN, a description is given to understand its task within the overall function.

Especially, the context needed for the execution of the LN should be specified.

D.2.2 Starting criteria

The starting criteria and other inputs of the LN from a communication point of view should be

identified.

D.2.3 Input and outputs by PICOMs

The inp
with all f

Inputs n
supervigi
etc.

The me

a) Datg
des

b) The

c) The|receiving LN ha
deliyered data are cox pI
the jquality of the i \
tagged, if the co

(imglicit time in
of tHe data s
D.2.4 i

Other L
the recei
the reagti

D.2.5 Performance

PICOMs

events,
‘mation,

ork are

thin the

k if the

be time

ime slots

quality

COM. If

The performance requirements for the communication in substations are based on the

performance attributes of the PICOMs.
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Annex E
(informative)

Interaction of functions and logical nodes

The interaction between functions is described by the interaction of the related LNs.

There are basically two types of interaction between LNs.

1) Informative interactions: the exchanged data provide some information. The exchanged
data 7S ' i ) re, the
nctions

2) hey are

ctions.

S
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Annex F
(informative)

Categories of functions

Different categories of functions are identified. Some functions may belong not only to the
given category: their category allocation is only a convention.

F.1 System support functions

These 1antions are used to manage the system itself. They have no~di impacy on the
process| These support the whole system. These functions grformed
continugusly in the background of the system. Their goal is a §n with
synchronized nodes. Examples include:
¢« network management.
e time|synchronization.

* nodg self-checking.

F.2 $ystem configuration or

These f
and chd
system.

the system. They include the setting
configuration information ffom the
configuration or set-up phasge of the
substati or other major changes will alsq call up
these f Yhe response time of system configuration
or mainfenance functions élated communication does not haye to be

- i gle). Examples include:

.
(@]
o
=]
=y

‘o
o
o
Q

o
Q
(]
=
<
V)
=
o
S5
O]
>
o
=
(]
—_
=
0]
<
QL
@]
=
(@]
o
3
=

«Q
C
=
V)
=
o
S
o
V)
—-
Q

N—"

pranagement.

F.3 Operational or control functions

These functions are needed for the normal operation of the substation every day. In these
functions, an HMI either local or remote is included. These HMIs are used to present process
or system information to an operator or to allow him to control the process by commands. The
response times of the operational functions and, therefore, of the related communication do
not have to be much faster than one second (human time scale). Examples include:

e access control and identification.

e operative mode control.

e control for example of switches (commands and back-indications).

« management of spontaneous change of indications.

e parameter set switching (subset of setting).
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« alarm management.

¢ event management.

¢ data

retrieval.

+ disturbance recorder/fault data retrieval.

¢ log management.

F.4 Local process automation functions

These functlons operate d|rectly on the process W|th process and system data without the

the pro
access
e main

e som
func]

* J|oca

* metegring functions.

F.5

These f
the ope

damage
substati
especia
versions

* intefflocking.

e distn

F.6

These f

tess interface LN and the HMI (Human-Machine Interfacej
o the function. Examples include:
protection functions.

e protection related functions (others belong to
fions).

automatic functions.

for people

on and »

ly for th ication, these functions are listed here. T
always be ation function. Examples include:

ss automation functions

LinCtiohs arevautomatic functions acting with process and system data directl

nse, but
vhich is
there is
human

rational

ase) by
ence of
o avoid

whole

jon calls

he local

on the

process

without the interference of the operator. They are characterized by the allo

ation of

LNs to different devices for example to the bay control or protection units of all bays. —
Examples include:

* breaker failure.

e auto

matic protection adaptation.

e voltage and reactive power control.

* |oad

shedding and restoration.

* infeed and transformer change.

e auto

matic switching sequences.
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Annex G
(informative)

Functions

G.1 System support functions

G.1.1
G.1.1.1

Network management

Task

2003(E)

Network

communication network is composed out of nodes.

The bas
be detd
manage
broadcd
system

G.1.1.2

e« Set
¢ Ope

« Addition of a physical or_logical nod

management is needed to configure and maintain the com

ic task is the node identification. Both the addition and
cted. All nodes have allocated identification and

may request the identification of the logical ng

Starting criteria

ip or restart of the system.

rator request from an HMI.

« Calllby a configuratiohhmahager.

G.1.1.3 Resul

All nodgs are id led s i Q a system. The actual status of all physical
(LNO) and logical ngdes\is * . Zctual status and the data traffic for all phys
logical ll wn. Degraded nodes and links are detected a
impact e resources of the communication network are
shared. uppQqrted by the means of the network. The system is a

G.1.1.4

DependLng on th

perform

ifferent performance requirements for the communication,

devices
cal and
nd their
broperly
reliable

Hifferent

nee levels for the network management function are allowed. The range

bf these

levels is between 1 ms and 1 min.

To reach a very high availability, the node identification times should be very short. They
should be same as the self-check times. Depending on the function of interest, they will be in
the order of seconds or minutes.

G.1.1.5

Decomposition

IHMI, ITCI, ITMI, LLNO, any other LN, system supervision SSYS.

G.1.1.6

Interaction

Physical device self-checking, configuration management, operative mode control of LN,
alarm management, event management.
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G.1.2 Time synchronization
G.1.21 Task

Time synchronization is used for the synchronization of the devices within the system. One LN
with a precision time source acts as the time master. A second LN of the same type may be
defined to act as a backup time master. The time is normally provided by an external source
(radio or satellite clock).

Time synchronization consists of two subtasks:

o Setting of absolute time in the distributed nodes by the time master or via MMI. This task
is done by mapping the time from the user layer to the application laver.

e Continuous synchronization of the clocks in the distributed nodes.
efficjency, this task is preferentially done by means already provig
(somewhere between application and link layer).

ed high
ol stack

Therefofe, the time synchronization method should standardize

G.1.2.2 Starting criteria

System|start-up, continuous clock messages, change

G.1.2.3 Result

The time in all devices of the system is

G.1.2.4 Performance

For the| accuracy of timé€ part of

IEC 61850.

NOTE 1 |These are func
the clockg in IEDs @
NOTE 2 |These figur ¢

the IEDs provide this p

pnizing of
bNnts.

lsm within

G.1.2.5

Externa

G.1.2.6 Interaction

No direct interaction, but time synchronization is important for functions such as synchronized
switching, event management, distributed synchrocheck or sampling of CT/VT data.

G.1.3 Physical device self-checking
G.1.3.1 Task

The self-check detects if a physical device is fully operational, partially operational or not
operational. More detailed information is proprietary and available via generic services.

If a human operator or a system supervision function requests a self-check from a device, a
link should be established to the LN, which is related to common device properties (LNO).
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If a human operator or a system supervision function wants to be spontaneously informed
about changes of self-check information, he has to establish a link to this device common LNO
and subscribe this self-check information.

The LN common for the physical device performs a self-check at device level at regular
intervals.

G.1.3.2 Starting criteria

System start-up, event driven status messages, request by HMI or system supervision
function.

G.1.3.3 Result

Self-chgck information of this is an output provided to the user reque on.
G.1.34 Performance
To reach a very high availability, the self-check times sho j on the

function| of interest, they will be in the order of seconds o

G.1.3.5 Decomposition

IHMI, IT|ICI, ITMI, LLNO, SSYS, CALH.

G.1.3.6 Interaction

NetworH management.
System

G.1.4
G.1.4.1
The fun

e Dow
* Upld
e Get
e Acti

The reduesting human operator or system supervision function should be informed of the
result of its request (accepted or failed). There is no back-up procedure in case of failure.

Software to be loaded is considered as a single file from the communication point of view.
Software identification is manufacturer-specific and considered as a string.

The operational performances of the device may be reduced during software downloading and
should be specified by the manufacturer.

Starting the software and reading its status are part of another function (“Operative mode
control of LN”).
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G.1.4.2 Starting criteria

The starting criterion is a request. It is motivated for example, by the download of a new
release which adds functions or fixes bugs and/or extends the functionality.

G.1.4.3 Result

The device will be ready for the execution of the new software.

G.1.4.4 Performance

Software download should be less than 5 min.

G.1.4.5 Decomposition

IHMI, IT|ICI, ITMI, LLNO, any other LN, SSYS.

G.1.4.6 Interaction

Configufation management, operative mode control of

G.1.5 Configuration management
G.1.5.1 Task

A devig 0 _cdustomize and co-ordinate its

behavio

The fungtion is used to:

¢ Download a databsa

¢« Upldgad a datgbase ice
* Getthe list o ined or_a‘device, their identification and their status

—

e Cha

e« Acti

The red or system supervision function should be informed of the
result of re.

Each ds
identifichtion_is m

idered as a single file from the communication point of view. Djatabase
cturer-specific and considered as a string.

The status of a database is:

* Loaded.
* Ready to be executed.

« Executed.

The database is first loaded. A second step is to make it ready to be executed. When entering
into the executing step, the previous executed database, if any, it replaced by the new one.
The previous one enters in the ready to execute state. It may then be uploaded.

Operational performances of the device should not be affected during software downloading
and when changing the executed database from one to another. The continuity of service has
to be maintained. If operational performances are affected, it should be specified in detail by
the manufacturer.
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The starting criterion is a request. It is motivated by the download of a new database adding

function

G.1.5.3

s, fixing bugs or substation extension/modification.

Result

The device will be use the new database.

G.1.54 Performance

Database download should be less than 5 min. Switching between two databases should be

less thap——in-

G.1.5.5 Decomposition

IHMI, IT|CI, ITMI, LLNO, any other LN, SSYS.

G.1.5.6 Interaction

NetworH management, software management, operatiye ieval.

G.1.6 Operative mode control of Logical Node

G.1.6.1 Task

The opé¢ Qrized operator to start and sfop any

logical igr of the

system.

The sta

¢ Not |existent iqn takes
placg at all,

e Stopgped. The LN ing the
function of the ace in gither direction. Only LN supervision information that is
needed to \

e Star gtriction.
Full

e Mairn ith some
resti b, etc.).
The
— foftortimiteddataexchange, butwith-imdicatiomrof teststatus;

Logical links are only permitted with LNs that are started or in maintenance modes.

blocking of the monitoring direction to avoid unnecessary alarms,
blocking of both communication directions during local tests of the LN function.

The operator is able to:

¢ Get

e Subscribe to the status of one or more LN supported by equipment.

the list and status of the LN supported by equipment.

e Start a LN when stopped.

« Stop a LN when started.

blocking of control direction to avoid outputs to the process during testing, etc.,
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« Force a LN into maintenance when started.

¢ Resume a LN when in maintenance.

NOTE This function is only permitted after completion of the security check function (authorization). It defines
some specific operator request codes.

G.1.6.2 Starting criteria

Operator request, for example for initialization of a device or reconfiguration of the system.

G.1.6.3 Result

The deVjice will be running.

G.1.6.4 Performance

Less than 1 s.

G.1.6.5 Decomposition

IHMI, IT|CI, ITMI, LLNO, any other LN.

G.1.6.6 Interaction

NetworH management, software managem anagement.

G.1.7 Setting

G.1.71 Task

The sel;ting function a € o.read)/ and to change one or more parpmeters
affecting the behavior pf the

The chgnges o g achivevafter the operator has read back what has been

sent, cpnfirmed hig
consistg

application has then successfully performed a
5. This allows changing multiple interrelated parpmeters

without
Dependjn he implementation of the application, the operator |may be
obliged the application into maintenance mode during the changg of the

settings ries does not specify the cases where this should be dIne, but
permits lication to answer that a given setting change needs to be ‘frozgn’ first.

To avoidSsetting conflicts in the case where several operators attempt to simultgneously
change the—settings—efatN—a-changesession-hasto-be-epenredwith-the EN-ferehdnges to
be made, and only one change session can be open at a time. Multiple reading, however, is
allowed.

An application on a LN may have several possible parameter sets, but only one active set. It
is possible to switch any of the defined sets in the active state. How many sets are possible
respectively defined, is implementation dependent, but should be shown as an application
parameter. Switching of the active set does not need a change session; it is a single
operation step, so that no problem with multiple access occurs. But parameter set switching
should be blocked, if a change session is open.

The function does not specify the list of parameters that can be set, but only the way of doing it.

Change of settings should be protected by a password per LN. Use of passwords for reading
or switching of active set is optional (customer requirement).
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Previous setting values of an LN should be stored, and a return to previous values should be
possible, if either the application consistency check refuses the new values, or if after some
time the new values prove to be insufficient. It is recommended to archive more than only the
last released parameter set for possible reuse/fall back (for example the three last ones).

NOTE It is not prescribed where these sets are to be archived. Common sense would store the last released set
on the LN, and all others on the operator HMI side.

G.1.7.2 Starting criteria

A human operator starts the setting function.

Switching of active parameter sets can be started by a human operator, or/by\some automatic
functionfbased on change of state.

G.1.7.3 Result

The pogsible results are:

. inforlmation for the human operator about existing all LN
appljcations;

» changed settings for some LN applications;

« changed active parameter set for some LN appli

G.1.7.4 Performance

The cor d allow\{es of read values within 1 s, |sending

value s

sistens peck on a confirmed new spt, or a
switchin conds,Mdepending on the application| and its
implemgntation. Performa l,.the/ahoveé mentioned values are average| values,
not wor

G.1.7.5

IHMI, IT]

G.1.7.6

Automaji
function
simultar
interact

uch as ‘automatic protection adaptation’ may trigger the
set switching, which should be interlocked |against
tting by the operator. Since setting refers to any LN, thefe is an

G.1.8 Test mode

G.1.8.1 Task
The test mode function allows the local or remote operator to check any function of the

system also using process signals but avoiding any impact on the process (blocking of
process outputs) at any time.

G.1.8.2 Starting criteria

Operator request.

G.1.8.3 Result

Positive or negative test results provide information to the operator on what functions or parts
of the system are in proper operation.
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G.1.8.4 Performance

Test sequence depending on the functionality to be tested. Test analysis should be within the
human operator response time (about 1 s). Detailed evaluation may take much more time.

G.1.8.5 Decomposition

IHMI, ITCI, ITMI, LLNO, GTES, any other LN.

G.1.8.6 Interaction

Access security management, alarm management, event management, and operative mode
control.

G.1.9 System security management
G.1.9.1 Task

security

The sygtem security management function allows the contre] an
- ion monitors and

of the gystem against unauthorized access and loss of 4
provides all activities regarding security violations.

G.1.9.2 Starting criteria

System|start.

G.1.9.3 Result
All acquired data are logg i i hta may

result i immediate blocking & i ss. The
operato[ or system supervisor isli

G.1.9.4 Per@
The seturity superyisi

breachg

case of
ould be

G.1.9.5

IHMI, IT]

G.1.9.6

Networl |||a||ayc|||cnt, access ocuuﬁt‘y |||a||aycn|c||t, atarm |||a||ayc|||cnt, atrd event
management.

G.2 Operational or control functions

G.2.1 Access security management
G.2.11 Task

The human access to functions or the related LNs, especially to operational functions, has to
be controlled by a set of rules. The access security management in between the different LNs,
i.e. for automatic functions, is handled during the system configuration by the function node
identification. The access security management as described here is related to HMI type of
users only.
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The set of rules defines:
¢ Authentication

The accessed LN is responsible for ensuring that the user has the authority to use the LN
application. The LN should support authentication. In certain circumstances (for example
sensitive information retrieval or high security control), an encryption procedure may be used
in conjunction with authentication. The user authentication process allows the LN to
differentiate between users (for example substation operators, administrators, maintenance
staff, etc) and then allows the LN to model different access rights for these users.

er o] a pre-
lemented using

within

¢ Access control

Access [confrol is to provide the capability to resfrict an authenticafed
determiped set of services and object attributes. Access control iS\i
privileggs:

*« A create privilege allows the user to create certain classe
the gpecific LN.

* A dglete privilege allows the user to delete application gbjects\withi ific LN.

* A vipw privilege allows the user to acquire detail cerni N object
and fthe object definition.

« A sdt/write privilege allows the user to set att
« Ags

« An gxecute privilege allows the user\o e

Each LN
of accegs rights may be defi

[he sets

 The|type of action troNof the progess, cohtrol of the system, maintenancg of the
system, etc.

e« The
« The

¢« The
cust

| etc.

Hifferent

Access ution of

conflicti

G.2.1.2

* Loglinof an operator, selection of an action in the user node.

¢ Authentication is performed at the time when the user is linked to the LN.

e Access control is validated at the time of access to an object or service.

G.2.1.3 Result

Authentication is reported with either a positive response or a negative response to the user.
A negative response will cause all subsequent object or service access requests to be
rejected with a ‘not authenticated’ error code.

Access control to an object or service, after successful authentication, is reported with either
a positive response or a negative response to the user. A negative response will include an
error code to indicate the reason for access denial.
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G.21.4 Performance

Not critical to the security management, but should meet the demands of the LN application.

G.21.5 Decomposition

IHMI, ITCI, ITMI, LLNO, any other LN.

G.2.1.6 Interaction

All functions with operator access.

G.2.2 Control

G.2.21 Task

The control function allows an operator or an automatic function to opers ipment

such as| switchgear or transformer and any auxiliary equipmery ' control

is appligd to a controlled item.

The control function is used to:

e open or close a breaker, disconnector or earthi

* raisg or lower a transformer tap;

e setto On or Off a LV equipment.

The conftrol function may optionally incfude a “S frol may

be validjand to eventually lock a resoukce.

Control |is subject to e if the

control |is issued. Thi include

(optiongl per contrql):

e Control unity on).

e Inteflock valigit able or
disa [nterlock
violation sta

* Synghrochec Nidity. W y some
elecfirotethnjcs \

e Time validi - issuing
the |control nto the
netwaork

Locked status. A controlled item may be under lock status when the substation is partly in
maintenance mode. This prohibits any control on a breaker if an operator is performing
some repair on the line for example. Note that locking an item is an example of control.

Control privilege. This is needed if an operator expects to control an item to check his
privileges.

Substation and bay mode status. The substation should be in remote mode to enable
remote control (i.e. from SCADA) and in local mode to enable control issued inside the
substation. The bay mode should be in remote mode to enable control from the station
level or remote control level (SCADA).

State of the controlled item. The control should lead the controlled item into an authorized
state (for example, it is impossible to open an open disconnector). When the controlled
item is in an unknown state (for example, double point status have the same value), this
filter is optionally suppressed.
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Control is cancelled if one of these filters is not verified or if a cancel order is received from
the control point.

G.2.2.2 Starting criteria

Request from a human operator or from an automatic function.

G.2.2.3 Result

Changes in the process by changed status of the process (primary equipment).

G.2.2.4 Performance

Dependlng on the controlled object under consideration.

Dependjng on the starting criteria, i.e. about <1 s for a humanR operator,< 00>ms for
automaltics.

G.2.2.5 Decomposition

IHMI, ITICI, GAPC, CSWI, XCBR, XSWI, (GGIO).

G.2.2.6 Interaction

Access [security management, manags ange of indications, gynchro-
nized sy i k distributed synchrochgck.

G.2.3 Operational use
G.2.31 Task

To monjtor all spontal
this information | f

indications) in the substation and to|provide
information.

G.2.3.2 Starti

Change e[ equipment, for example position change of a circuit brgaker

G.2.3.3

Information~ is change provided to all functions which need this information.

G.2.3.4

Depends on the source of this change and the use of the information about this change.
Detection < 1 ms, transmission < 1 s for a human operator, < 100 ms for automatic functions.

G.2.3.5 Decomposition

CALH, CILO, IHMI, ITCI, ITMI, all other LNs related to primary equipment (X..., Y..., Z...)
including GGIO

G.2.3.6 Interaction

Control, alarm management, event management, bay level interlocking, station-wide
interlocking.
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G.2.4 Synchronized switching (point-on-wave switching)
G.2.41 Task

The synchronized switching function allows closing or opening of the circuit breaker on a
dedicated “instant in time” with a very high accuracy to limit the transient switching stress
both for the breaker and the object to be energized e.g. for the line. Since waves mean the
sinusoidal currents and voltages, the dedicated “instant in time” refers to a “dedicated point
on wave”. Therefore, synchronized switching is synonymous with point-on-wave switching.

G.2411 Closing

The contacts of the breaker should be closed at the instant of equal potentialon both sides to
avoid o minimize strokes in between. Therefore, the time-dependent potentials Xsamgles with

ontgdct. This
mini-
tance
rom the
ion, the
on level
ided by
racy for
wavefo reconstruction. This is a belected
commuiication implementation (bus/stack
G.2.4.1)2 Opening
The cornjtact separation of k 3 current
zero with a jitter of 1 p
The infd rmation@
G.2.4.1)
Since this i avior is
monitor of the
function
G.2.4.2
Selectign.gf/breaker for synchronized switching.

G.2.4.3 Result
In case of closing: the circuit breaker has been closed at point of wave accurate <0,1 ms

In case of opening: the circuit breaker has been opened at point of wave accurate <1 ms

G.24.4 Performance

Command sequence steps <1 s.

Accuracy for closing time in relation to the wave <0,1 ms.
Closing time < 500 ms depending on the type of breaker.

Time synchronization for the used samples <50 ps.
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Decomposition

IHMI, ITCI, CSWI, XCBR, TCTR, TVTR (local and remote).

G.2.4.6

Interaction

:2003(E)

Control, bay level interlocking, station wide interlocking, automatic switching sequences.

G.2.5
G.2.5.1

An appl
is possi

Parameter set switching

Task
cationon a LN may have several pnccihln parameter sets, but nn.kll‘rmn active set. It
ble to switch any of the defined sets in the active state. How many set bossible
respectively defined, is implementation dependent, but should be skow plication

parame

operatign step, so that no problem with multiple access occurs. Switching shouwld
blocked] i ion i

The pa
mainte
with ch

reduces| the consistency checks requested.

All othef

er. Switching of the active set does not need a change

nging operating conditions. The restriction

features are the same as for

single
ver be

htion or
to cope
hstically

G.2.6 Alarm management

G.2.6.1 Task

The alaf to clear
alarms.|Several opera Qusly haye access to this function. The algrms are
presented in alarm list(s) able.

An alarm is ge en into
considefation by the r of the
substati i fle value may be invalid, unexpected, out of limit, etc.
The dat e piece of equipment or calculated with data com|ng from
several |pi group alarms)

The staf

« The the value of the data that has generated the alarm (one or more|data).

¢« The

The alarm will remain if the cause has disappeared, until the operator has acknowledged and

cleared

the alarm. If alarms are sent to different places, the request for single or

acknowledgements has to be defined.

An alarm has several attributes that should be displayed to the operator:

* Location/source of the alarm.

¢« Cau
e Alar

se of the alarm.

m acknowledged or not.

e Urgency and gravity of the alarm.

e Aud

ible alarms (if applicable).

multiple
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G.2.6.2 Starting criteria

Status changes from “normal” to “alert” or “emergency”, status changes from “alert” to
“emergency”.

G.2.6.3 Result

Inform the local or remote operator of a critical situation in the primary or secondary system.
Acknowledgement of the alarm.

G.2.6.4 Performance

The neelded performance for alarm detection depends on the functio
informafion to the operator and acknowledgement confirmation h
human ¢perator time scale (1 s).

sideration. The
e within the

G.2.6.5 Decomposition

IHMI, IT|ICI, ITMI, CALH, any other LN.

G.2.6.6 Interaction

Physical device self-checking, event

G.2.7 Event management (SER)
G.2.71 Task

To confinually collect a
actions |and changes ip
and timf information.| A

anges from equipment, operator| control
ronologically record the events with date
i.e. typically plant, protection and| control

equipment. The axchi di 3 f events in event lists would typically be |done in
workplages at 4 ; etection™ahd time tagging would typically be dong at bay
level or|below. Neveftf : also event buffering and maybe also display of events
at bay level and a Qr’station level, for example for operator actions

The cor ' if applicable, be different for different operator plages. The
events i éd and selected according to their attributes (source| cause,
time, etg’).

Whethef re polled from the higher level device or sent automatically (event
driven) ppAo.the r level device depends on the implementation of communicatior. In any
case, the\events should be locally stored and retrievable on request if the communication
comes back after some downtime.

This function provides all features of a Sequence of Event Recorder (SER).

G.2.7.2 Starting criteria

e Continuous scanning (for example from station level workstation).
* Change of state.

* Request (for example after a communication outage).

G.2.7.3 Result

The event database will be updated with the event, including the identification, the date and
the time. If applicable, the events are printed.


https://iecnorm.com/api/?name=4898aa8843ef4f3639f936df743c4a5a

- 94 - 61850-5 O IEC:2003(E)

G.2.7.4 Performance

Events have to be time tagged at the source with an accuracy of 1 ms for process data. Some
data may have a lower accuracy, for example operator actions are often time tagged with
reference to the human operator time scale (1 s).

G.2.7.5 Decomposition

IHMI, ITCI, ITMI, CALH, any other LN.

G.2.7.6 Interaction
Slnce rnnrl\l all I Ne mavy ha cntirenc ~Af Ayantc all fiinctinne intaraaf~aaith +h
Cary—art— =Sy e—S ot eeS—o—ev e tST——ar—uhetHoh HHEeHAGEt At

management function.

e event

G.2.8 Data retrieval of configuration data and settings

G.2.8.1 Task

To get data from one LN, to another dedicated LN which €equ . The requesting
IED would typically be located at the station level and i : N of an
IED plaped at bay level. Typical data would be configuration.data and relay settinjgs. The

typical feasons for retrieving the data will be for the|purpgses*of displa) nd bulk
storage|such data. Relay settings may, howev & display,
editing and changing the original settings\of t

G.2.8.2 Starting criteria

e Opefator request from station level.
e Autd

G.2.8.3

Data is
be stordd.

G.2.8.4

G.2.8.5

IHMI, ITICKITMI, LLINO, all other settable LNs

G.2.8.6 Interaction

Configuration management.

G.2.9 Disturbance/fault record retrieval
G.2.9.1 Task

To get a disturbance/fault record held in the LN of an IED to the dedicated LN which
requested the data. The requesting IED would typically be located at the station level and the
record typically stored in the LN of an IED placed at bay level. The normal reasons for
retrieving a record will be for the purpose of display and bulk storage of fault data.
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G.2.9.2

Starting criteria

— 05 —

e Operator request from station level,

e Autopoll from station level

G.2.9.3

Result

The record is received by the requesting LN. The record will be in the form of a file or files,
which may be stored.

G.2.9.4

Performance

The pe
record §

G.2.9.5

IHMI, 1
X..., Y.

G.2.9.6

Protecti

G.2.10

Functiop covered by event manageme;

hould upload within § s.

Decomposition

.., Z...) including GGIO.

Interaction

Log management

G.3 lLocal process au

G.31
G.3.1.1

The tas
(voltage
applicah
bounda
(cable,
protecti
protecti

If a pr

formance or speed of uploading will depend on the size of t

bn function, management of spontaneou

switchgear, etc.). The behavior of any protection function,

ptection function is listed as a local process automation function. it

~1f the actual value exceeds a predefined first bou
ion goes into an alert state (alarm, start, pickup). If a

), a trip is issued which switches off the protecte

file.\wﬁle fault

Cl, ITMI, RDRE, RDRS, IARC, TVTR, TCTR, all s Yelated\{o~Rrim uipment

tchgear
ndary (if
second
i object
i.e. the
by the

perates

independently from other functions or communication links. In the case of a remote process
interface (1/0) separated by a process bus, these parts also have to be in proper operation.

G.3.1.2

Starting criteria

The monitoring part of the function operates if the function is started.

The function issues a start (pickup) signal in the case of an alert situation (boundary crossing
1) and a trip in the case of an emergency situation (boundary crossing 2).

G.3.1.3

Result

The endangered object is in a safe mode, i.e. switched off normally.
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G.3.1.4 Performance
Depending on the type of protection function, the requested performance for fault detection
and tripping is between 10 ms and 100 ms. These internal requirements of the protection

function itself evolve into communication requirements in the case of a process bus
transferring the trip command.

G.3.1.5 Decomposition

IHMI, ITCI, ITMI, P..., TCTR, TVTR, XCBR, other primary equipment related LNs.

owotection

G.3.1.6 Interaction

Alarm management, event management, disturbance/fault record retri
functionls, automatic protection adaptation, reverse blocking.

al,

G.3.2 Distance protection (example of a protection function
G.3.21 Task

The ling distance protection function is related to the p

It monitprs the line impedance using voltage and ¢t i ance protectign starts
and trips if changes in the line impe ' actance exceed al certain
predefined limit. It has different zon Rpeé is given at least|as fault
impedance (or admittance, reactance) whi be cohverted in the geographical distance
to the fdult location.

G.3.2.2 Starting criteria

The mo

The fun crosses
bounda y 2).
G.3.2.3

The ling i kers.
G.3.2.4

Continu to a few
thousan current

sampleg should be < 25 pus. The response time (tripping time) should be in the order|of 5 ms
to 20 ms. These internal requirements of the protection function itself evolve to commu-
nication requirements in the case of a process bus transferring the trip command.

G.3.2.5 Decomposition

IHMI, ITCI, ITMI, PDIS, TCTR, TVTR, XCBR, other primary equipment related LNs.

G.3.2.6 Interaction

Alarm management, event management, disturbance/fault record retrieval, other protection
functions, and automatic protection adaptation.
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G.3.3 Bay interlocking
G.3.31 Task

According to interlocking rules, commands to the switchgear are supervised and in the case
of a possible malfunction or danger, blocked by the bay level interlocking function.

Interlocking rules are implemented in the bay unit and always checked before the switchgear
is operated. As an example, the circuit breaker cannot be closed if the grounding disconnector
at the feeder side is in the ‘on’ position.

For test purposes, the interlocking rules can be changed or set out of operation by the HMI
online.

G.3.3.2 Starting criteria

%chgear
ipn, the

The recalculation of interlocking conditions starts by any positic
(circuit | breaker, isolator, grounding switch). Depending
recalculption may start not before switchgear selection.

G.3.3.3 Result

Releasq or blocking of the intended switching
interlocking reason may also be supplied_ to the

o

Q

G.3.3.4 Performance

8 to be transmitted with an|l overall
fe interlocking is beyond the gcope of

All typegls of selection, release or blgckin
transfer|time of about 10
this par{ of IEC 61850, b

G.3.3.5 Decompos

IHMI, 1T]Cl, cm@w

G.3.3.6

Control,

G.4

G.4.1 Station- interlocking

G.41.1 Task

The interlocking function is solved here in a distributed way, including the reservation
principle for intended switching operations.

The communication needed between the distributed units providing together station-wide
interlocking is by preference solved using a general bay to bay communication with no special
adaptation.

The following general requirements to the implementation concept should be fulfilled as far as
possible:

« Command handling performance should be sufficiently high, i.e. response time below 1 s
from the moment a command is given by the operator until the switch starts to move.
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« Interlocking safety should be sufficiently high, i.e. no permanent or temporary node failure
should lead to a dangerous command, and the probability of (spontaneous) undetected
state changes during the command handling time should be sufficiently low.

« Engineering effort for configuration and handling of possible fault situations should be low.

« The solution should be flexible so that special conditions can be fulfilled, for example two
commands executing at the same time.

e Standard communication messages according to the data dictionary should be used. No
application level programs for the communication network with special messages should
be necessary.

G.4.1.2 __ Starting criteria

Position change of a switching device or request of the command functj

G.4.1.3 Result
Releasq or block of all switching devices or of the switching
G.4.1.4 Performance

e Blocking and release 10 ms.

* Reseérvation 100 ms.

« Recalculation < 1 s.

G.4.1.5 Decomposition

IHMI, IT|ICI, CILO, CSWI, if applicable.

G.4.1.6 Interactio

bay Ievrl

Control,

G.4.2

G.4.21

The fun istni d synchfocheck allows the release of the “Close” command in @ proper
time wi hersTthe differences of the voltages on both sides of the open bregker are
within ah acteptable\range regarding amplitude, frequency and phase.

For this| purpose, the local/bay voltage has to be compared with a remote voltage from the
busbar i i ion, the

proper remote VT has to be selected. This information may be provided by the station level or
already known at the bay level.

The high accuracy needed for comparison of the voltage sample could be provided by
synchronized sampling or by asynchronous samples time tagged with the same accuracy for
waveform reconstruction. This is a matter of function implementation and the selected
communication implementation (bus/stack). By definition, at least the remote voltage is
delivered via a serial bus (for example interface 9).

The functionality of the voltage comparison part with all related requirements is the same as
that of the closing part of the “Synchronized switching” function. The conventional (non-
distributed) “Synchrocheck” function has the same functionality, but needs no serial
communication, as it gets all voltages hardwired.
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Starting criteria

n of the circuit breaker for closing may be used for start. If this function is
continuously running, no start is needed.

Result

Time window for “close release” of the selected circuit breaker.

G.4.2.4

« Rele

Performance

ase calculation < 1 s.

. Timi synchronization for samples < 50 ps.

e Tim

G.4.2.5

IHMI, ITICI, RSYN, TVTR (local and remote).

G.4.2.6

Control,

Distribu

G.4.3
G.4.3.1

becaus
adjacen
purpose
the faul
a prese

If a bre{ker gets a trip si

G.4.3.2

The proj

G.4.3.3

The fau

synchronization for zero crossing time tag 0,1 ms.

Decomposition

Breaker failure

Interaction
automatic switching sequences.
ed process automation function &

Task

of an interna
breake a
, the br r.fa

ot open
rs. The
For this
vises if
rs after

tis-Cleared by the adjacent breakers.

G.4.34

Performance

Fast detection of the trip signal and the fault current and very fast reset in the case of a
disappearing fault current. Delay settable < 100 ms. The trip transfer time should be in the

order of

G.4.3.5

5 ms.

Decomposition

IHMI, ITCI, ITMI, P..., RBRF, TCTR, CSWI.

G.4.3.6

Interaction

Protection.


https://iecnorm.com/api/?name=4898aa8843ef4f3639f936df743c4a5a

-100 - 61850-5 O IEC:2003(E)

G.4.4 Automatic protection adaptation (generic)
G.4.41 Task

The protection specialist may change the protection parameters (settings) if needed by static
or slow predictable power system reconfiguration.

If the conditions for protection change dynamically during operation, the parameters of the
protection may be changed by local or remote functions. Very often complete pre-tested sets
of parameters are changed rather than single parameters.

G.4.4.2 Starting criteria

Changep in conditions are detected and communicated by some other fyrg¢tions.

G.4.4.3 Result

The protection function is adapted to the changed power systen

G.4.4.4 Performance

Dependjng on the considered function and the ratg ) ditions in the¢ power
network], the change command has to be communi ¢ d 100 ms.

G.4.4.5 Decomposition

IHMI, ITICL, ITMI, P...

G.4.4.6 Interaction

Protecti

G.4.5 ple, for automatic protection adaptdtion)

G.4.5.1

When 4 i i ork, the fault current flows between the source [and the
fault location;

The reverse’blocking function is a distributed function that eliminates a fault in a minimum and
constant time, wherever it occurs in a radial electric network. It offers a full tripping
discrimination and a substantial reduction in delayed tripping of the circuit breaker located
nearest to the source (the first upstream protection/breaker). It concerns phase overcurrent
and earth fault protections of different types: definite time (DT) and IDMT (standard inverse
time SIT, very inverse time VIT and extremely inverse time EIT).

G.4.5.2 Starting criteria
When a protection is triggered by an overcurrent

— it sends a blocking signal to the upstream protections;

— it trips (opens) its associated circuit breaker if it does not receive a blocking signal issued
by a downstream protection.
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G.4.5.3 Result

Only the first upstream protection has tripped its associated breaker in a minimum time.

G.4.5.4 Performance

Depending on the applied time delay based fault discrimination scheme, the block command
has to be communicated within 5 ms (transfer time).

G.4.5.5 Decomposition

IHMI, ITCI, ITMI, P... (more than one).

G.4.5.6 Interaction

Protectipn, automatic protection adaptation.

G.4.6 Load shedding
Task

G.4.6.1

To shed

G.4.6.2

The po levels):

f<f,.
The ded

The pov

G.4.6.3

The loa
at its no

Cy stays

G.4.6.4
f, dfidt n

G.4.6.5

IHMI, ITICKITMI, GAPC, PERQ, MMXU, CSWI, XCBR, XSWI, (GGIO)

G.4.6.6 Interaction

Control, protection (frequency), automatic switching sequences.

G.4.7 Load restoration
G.4.71 Task

Restore the local grid (busbar) after a tripping of one or more feeders. The complete busbar
has maybe been tripped by the busbar protection. The reconnection of feeders and
consumers is made in a proper sequence according to some predefined priority and/or
according to the network conditions.
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G.4.7.2 Starting criteria

Disappearance of the fault condition or manually from the HMI.

G.4.7.3 Result

All feeders and consumers are reconnected and the power delivery is restored.

G.4.7.4 Performance

Within the human operator time or switchgear time scale, i.e. <1 s per switching step.

G.4.7.5 Decomposition

IHMI, IT|ICI, ITMI, GAPC, CSWI, XCBR, XSWI.

G.4.7.6 Interaction

Control ) distributed synchrocheck, automatic switching seq e

G.4.8 Voltage and reactive power control
G.4.8.1 Task

The vol{age on a busbar in the power

ner taps

and on the amount of reactive power to and the
reactivel power, the voltage is kept at ifsh I range.
The control is made by changing the (tap or by stepwise switching of capacitor or
reactor panks. Very often, ction in

the subsgtation under cons

G.4.8.2 Starting ¢

reactive| current isMabove

G.4.8.3

The vol
range. 1

G.4.8.4

Deviatigns of f i ints/'For more than one transformer, the cifculating

defined

Rapid detection, but'response limited by the switching mechanism.

G.4.8.5 Decomposition
IHMI, ITCI, ATCC, ARCO, TVTR, (TCTR), YLTC, YPTR.

G.4.8.6 Interaction task

Control, protection (transformer differential, over-/undervoltage)


https://iecnorm.com/api/?name=4898aa8843ef4f3639f936df743c4a5a

61850-5 O IEC:2003(E) - 103 -

G.4.9 Infeed switchover and transformer change
G.4.9.1 Task

a) Busbars with multiple infeed possibilities have to be switched over to another infeed in the
case where the main infeed is disturbed or lost. The switchover has to take place bump
less in such a way that no problems regarding the synchronization of lines and loads (for
example motors) appear.

b) In case of parallel transformers, the load of an overloaded, endangered or faulted
transformer has to be switched over to a healthy, parallel running transformer. The
switchover has to take place bump less in such a way that no problems regarding

ncludes

per control of the tap position of the transformer.

G.4.9.2 Starting criteria

a) Distyrbance or loss of an infeeding line.

b) Overloaded, endangered or faulted transformer.

G.4.9.3 Result

Uninterjupted (if applicable) power flow b A i pansformer.

G.4.9.4 Performance

<100 ms.

G.4.9.5 Decomposition

IHMI, ITCI, PTUV.(inf&
CSWI, ,

G.4.9.6

ansformer), TVTR, TCTR, YPTR, GAPC| RSYN,

Control,
sequen

voltage and reactive power control, automatic switching

G.4.10
G.4.10.1

To cha ate ¢ . vitching
operatlons is also needed. This function faC|I|tates the task of the operator especially in
complex substations, avoids unnecessary switching and may also be used for automatics.

G.4.10.2 Starting criteria

Request from a human operator or from an automatic function.

G.4.10.3 Result

Changes in the process by changed status of the process (primary equipment).
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G.4.10.4 Performance
Depends on the controlled objects under consideration.

Depends on the starting criteria, i.e. about <1 s for a human operator, <100 ms for
automatics.

G.4.10.5 Decomposition

IHMI, ITCI, GAPC, CSWI, XCBR, XSWI.

G.4.10.6—Interaction

Access | security management, control, bay level interlocking, station' wide~hteflocking,

distribufed synchrocheck.
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Annex H
(informative)

Results from the function description

H.1 Function-function interaction

Table H.1 — Function-function interaction — Part 1

FUNCTION
FUNCTION - > ol v |
< o o 5 3
E 4 c| 4 EA
[3] ol ©
2 El s o & 3 2 o
-~ [=
£l g8 E | g £ ZNS EERRE
ol 2| = c £ © g ® [\ © dh 8 | =
E|G|% |5 |5 |58 \i s | 8|5
o N ] 3 [
ol =| o w (=] €l o \ 2 2 » €| €
b g o o g c| S \T\ = =] - ol ©
sl 215 | & ° S ] o o«
slclo | |8 |2l E 3 €19/ » | s| &<
I HEERN - SN ERLEE
x[Slw |5 |8 |52 = o 9@ | E| E @
5| 218|138 |are \g\\e\w\m’\ 284 8 |gl<2
S| ol » [] 2 P — ot - | \® |l ® = d| & £l g
S|E|Z |2 |5 /&2 T8l 2 5|sf |95 828
Z|F|la |2 |o (|00 | a\]F|&] ol |d|a |<|mE
Network nanagement o x  |x O\ ©AY TN x |x
Time synchronization - - -/ )- ( -) A 1- - |- x ||- - |x
Physical |[device self-checking X |-No \ X
Node ideptification - o)
Software|management - ( EIRNEEES X
Configuration management X \ K X
Operativé mode control of LM/ ’x\\ X \5 o
Setting . \l - IO \\/ - (o] - - - - - - -
Test mode | (I~ W4 ) X x |x
System security mapagement e N NC - - - - |- e - |- - - |-
Access slecurity ménag\pm%n < o N / - - |- - - o] - |- - - |-
Control Ne B X o X
Managenjent of spon}qﬁgous\iha}.qe ~ N X |o
Synchrorlized swit&iné\ X o X [x
Parametdr set §)mtgh\}qg\ - - ]- - - - |- - - - - |- -llo |- -
Alarm mg nage‘pent X |- |x - - - - - - - - - o |-
Event mayébe\m\a\nt/lqg n“lana\geme\rﬁ - - - - - - - - - - - - - |o
Data retr{eval \ \ > - X
Distu rbaqlcelf}uu reco rh\re?ﬁéval - X
Protection functiﬁl\) - X |x
(generic)[examples
Bay levellinterlocking -
Station wide interlocking -
Distributed synchrocheck X
Breaker failure -
Automatic protection -
adaptation/examples
Reverse blocking function -
Load shedding - X
Load restoration - X
Voltage and reactive power control - X
Infeed switchover and transformer - X
change
Automatic switching sequences - X X

Key:

o Identical function (diagonal of the interaction matrix).

x Dedicated function interaction.
- Common service interaction.
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