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INTERNATIONAL ELECTROTECHNICAL COMMISSION

APPLICATION INTEGRATION AT ELECTRIC UTILITIES -
SYSTEM INTERFACES FOR DISTRIBUTION MANAGEMENT -

Part 900: Guidance for implementation of IEC 61968-9

FOREWORD

he International Electrotechnical Commission (IEC) is a worldwide organization for standardizatienncomp
| national electrotechnical committees (IEC National Committees). The object of IEC_.is to prg

is end and in addition to other activities, IEC publishes International Standards, Technical Specifica
bchnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter~referred to as
Liblication(s)”). Their preparation is entrusted to technical committees; any IEC Natiofal‘€ommittee inter
the subject dealt with may participate in this preparatory work. International,))governmental and
bvernmental organizations liaising with the IEC also participate in this preparation. IEC collaborates cl
th the International Organization for Standardization (ISO) in accordance.with conditions determing
jreement between the two organizations.

he formal decisions or agreements of IEC on technical matters express,as nearly as possible, an interna
nsensus of opinion on the relevant subjects since each technical/committee has representation fro
terested IEC National Committees.

C Publications have the form of recommendations for international use and are accepted by IEC Na
pmmittees in that sense. While all reasonable efforts are made to ensure that the technical content o
Lblications is accurate, IEC cannot be held responsible <for ‘the way in which they are used or fo
isinterpretation by any end user.

order to promote international uniformity, IEC Natiohal Committees undertake to apply IEC Publica
Bnsparently to the maximum extent possible in their national and regional publications. Any diverg
btween any IEC Publication and the correspondinginational or regional publication shall be clearly indica
e latter.

C itself does not provide any attestation oficonformity. Independent certification bodies provide confd
sessment services and, in some areas,-access to IEC marks of conformity. IEC is not responsible fo
brvices carried out by independent certification bodies.

| users should ensure that they have\the latest edition of this publication.

p liability shall attach to IEC or (its'directors, employees, servants or agents including individual expert
embers of its technical committees and IEC National Committees for any personal injury, property dama|
her damage of any nature whatsoever, whether direct or indirect, or for costs (including legal fees
penses arising out of {the* publication, use of, or reliance upon, this IEC Publication or any othe
Liblications.

tention is drawn to the Normative references cited in this publication. Use of the referenced publicatig
dispensable forttheCorrect application of this publication.

tention is dfawn to the possibility that some of the elements of this IEC Publication may be the subjq
htent rightS.\EC shall not be held responsible for identifying any or all such patent rights.

main fask of IEC technical committees is to prepare International Standards. Howev
hical committee may propose the publication of a technical report when it has collg
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IEC TR 61968-900, which is a technical report, has been prepared by IEC technical

com

The

mittee 57: Power systems management and associated information exchange.
text of this technical report is based on the following documents:

Enquiry draft Report on voting

57/1579/DTR 57/1616/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table.
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This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

A list of all parts in the IEC 61968 series, published under the general title Application
integration at electric utilities — System interfaces for distribution management, can be found
on the IEC website.

The present technical report refers to some ambiguities occurring essentially in IEC 61968-9

and IEC 61968-100 (labelled here as “Warnings”).

These issues are being addressed in

Working Group 14 of IEC technical committee 57 and will be resolved in the forthcoming new
editions of IEC 61968-9 and IEC 61968-100.

The
the

committee has decided that the contents of this publication will remain unchanged
stability date indicated on the IEC web site under "http://webstore.iec.ch" in(the

relafed to the specific publication. At this date, the publication will be

A bi

1

\!

i

A

g

econfirmed,
vithdrawn,
eplaced by a revised edition, or

mended.

ingual version of this publication may be issued at a later-date.

until
data

IMPORTANT - The 'colour inside' logo on the cover page of this publication indicallLes

that it contains colours which are considered to be useful for the cor
ungerstanding of its contents. Users should\therefore print this document usin

co

our printer.

ct
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INTRODUCTION
General
This technical report is intended to help users to interpret IEC 61968-9:2013.

IEC 61968-9 provides a uniform means for performing meter read and control operations over
a distributed network.

The most recent version of IEC 61968-9 was published in 2013 and is the second edition.
This|technical report therefore concentrates on this edition.

Althpugh this technical report concentrates on IEC 61968-9, a portion of this_depend$ on
another standard, IEC 61968-100:2013.

The|purpose of IEC 61968-9 is to allow heterogeneous components, passibly producef by
different vendors, to interoperate with one another. Such components)typically incluge a
custpmer information system (CIS), an outage management system+(OMS), a meter pata
man@agement system (MDMS) and a head-end system (HES).

The|messages that are exchanged between the various components are XML documents.
IEC[61968-9 defines how these messages are expressed, according to the semantics of the
opefljations supported by this standard.

For pxample, a MDMS might instruct a HES to read the forward bulk energy usage from g set
of meters and return the corresponding values:back to the MDMS. Alternatively, the HES
might be instructed to perform some control opérations on a meter — for instance, disconnect
the power, reset the readings of that meterand then reestablish the power again. In poth
casqgs, |IEC 61968-9 defines the precise way in which the appropriate request and resppnse
mespages are formulated.

While IEC 61968-9 defines the varnious data items from which the request and response
mespages are constructed, it isLless prescriptive about the corresponding message floyvs —
that|is, how a complete message exchange looks. This document provides examples of typical
mespage exchange patterns.

In other words, IEC 61968-9 is informative rather than normative (mandatory) when it cgmes
to describing use cases and message patterns.

IEC 61968-9-d0es not prescribe the means by which such messages are transmitted from
component\te’component. However, it may be assumed that components communicate |with
one jJanother either by means of web services (SOAP messages) or over a message bus s$uch
as JMS/or equivalent.

IEC 61968-9 XML schema definition files

IEC 61968-9 defines many different types of XML message according to the kind of data that
are to be transmitted. These message types are referred to as profiles. For example, one
such profile corresponds to a meter read request message and another to the corresponding
response message.

Annexes H and | of IEC 61968-9:2013 contain listings of various XML schema definition
(XSD) files, one for each profile supported by the standard. These constrain the formats of the
various allowable XML messages and can be used both to generate sent messages as well as
to validate received messages. XSD validation is often a first step in ensuring that received
messages are at least syntactically correct, although it does not guarantee that the
information in the various fields is always appropriate with regard to the application.
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A paper or PDF listing is not a particularly practical way of accessing these XSD documents.
However, they are also available in electronic form from the UCAIUG website 1.

Such XSD files may be conveniently examined using a graphical editor such as XML Spy
which is a commercial product from Altova GmbH?2. Open-source tools such as Eclipse3 offer
similar functionality.

Conventions used in this technical report

The examples used in this technical report generally refer to MDMS and HES systems. These

nam . S or
client and server could just as equally well have been chosen.

XMUY fragments and examples, the names of files and other literal text are shownin“a fixed-
width font.

XML

mandatory elements and the dotted lines represent optional elementsPlease see the
Spy|documentation4 for explanations of the other symbols used.

o (lause 3 of this technical report describes the basics of IEC 61968-100 as they rela
IEC 61968-9.

Clause 4 describes more details concerning IEC 61968-100, especially as to what these

hessages may be augmented by implementation-specific messages.

schemas are depicted using screen shots taken from XML Spy. Theysalid lines represent

A sign like this denotes a warning. There are a few areas where special ¢
needs to be taken with IEC 61968-9.

this technical report is organized

ave to do with formulating, request and response messages and how notification
rrors are communicated.. This clause also describes how the standard IEC 61968-9 s

XML

e to

s of
bt of

Llause 5 describes how meters and other objects are named in the IEC 61968-9 world

Clauses 6 and_7_ respectively describe how meter read operations and meter coptrol
perations are carried out.

Clause “\9-/discusses some of the less frequently used message exchange patterns,
pecifically how to schedule actions for execution at some future time and how to cancel

(
(
q
Clause 8 shows how a MDMS or HES may be configured with provisioning information
(
{hem Should the need arise.

http://iectc57.ucaiug.org/WG14/Part9/Shared%20Documents/Part%209%202Ed/IEC-Part9-
Profiles-2nd-Edition%?20FDIS.zip

http://www.altova.com - XML Spy is the trade name of a product supplied by Altova GmbH. This
information is given for the convenience of users of this document and does not constitute an endorsement by
the IEC of the product named. Equivalent products may be used if they can be shown to lead to the same
results.

http://www.eclipse.org — Eclipse is the trade name of a product supplied by the Eclipse Foundation. This
information is given for the convenience of users of this document and does not constitute an endorsement by
the IEC of the product named. Equivalent products may be used if they can be shown to lead to the same
results.

http://www.altova.com/documents/XMLSpyTutorial.pdf



http://iectc57.ucaiug.org/WG14/Part9/Shared%20Documents/Part%209%202Ed/IEC-Part9-Profiles-2nd-Edition%20FDIS.zip
http://iectc57.ucaiug.org/WG14/Part9/Shared%20Documents/Part%209%202Ed/IEC-Part9-Profiles-2nd-Edition%20FDIS.zip
http://www.altova.com/documents/XMLSpyTutorial.pdf
http://www.eclipse.org/
http://www.altova.com/documents/XMLSpyTutorial.pdf
https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e
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Clause 10 provides some details concerning transmitting IEC 61968-9 messages over
SOAP (web services) or JMS transports.

Clause 11 is a detailed reference of the various fields that are used within IEC 61968-9
messages.
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APPLICATION INTEGRATION AT ELECTRIC UTILITIES -
SYSTEM INTERFACES FOR DISTRIBUTION MANAGEMENT -

Part 900: Guidance for implementation of IEC 61968-9

1 Scope

This| part of IEC 61968-9, which is a technical report, is a reference document and, as sugh, is
not @always suitable for someone new to the world of meter reading and control. In particulfr, it
assymes significant domain knowledge.

This| technical report is a companion document to the official standard. It is written fron] the
viewpoint of a software developer or systems integrator who is tasked; Wwith implementing
IEC|61968-9. It is not intended as a complete description of this standard. For full defails,
pleaise refer to IEC 61968-9.

To get the most from this technical report, the user should have.a good understanding of XML
techpologies, in particular of XML schema definitions and of web/services.

This| technical report contains informative recommendations which may be used to guide
implementations of IEC 61968-9 and IEC 61968-100.-t{does not attempt to be exhaustive. In
particular, it focuses on the most common IEC 61968-9 interfaces and assumes the usegr is
using web services or JMS as the underlying transport mechanism. If the user is using qther
systems or the transport services are sométhing other than web services or JMS,| the
recommendations in this technical report maytbe less relevant but perhaps still useful.

2 Normative references

The[following documents, in whole*or in part, are normatively referenced in this document|and
are |ndispensable for its application. For dated references, only the edition cited applies| For
undated references, the ( latest edition of the referenced document (including |any
amendments) applies.

IEC61968-9:2013, Application integration at electric utilities — System interfaces| for
distibution management — Part 9: Interfaces for meter reading and control

IEC |61968-100:2013, Application integration at electric utilities — System interfaceg for
distiqibution.management — Part 100: Implementation profiles

3 IEC 61968-100 basics

3.1 General

The IEC 61968-100 standard is shared across the other IEC 61968 standards, not just
IEC 61968-9. In broad terms, whereas IEC 61968-9 is concerned with the contents of the
various messages, |[EC 61968-100 is more concerned with the construction of the messages
and the transport of messages between systems.

An important part of IEC 61968-100 is the Message.xsd schema definition fileS5. This
describes a message header which forms part of every IEC 61968-9 message. This is

5 http://iectc57.ucaiug.org/WG14/part100/Shared%20Documents/Common%20Message/Message.xsd
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https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e

- 14 - IEC TR 61968-900:2015 © IEC 2015

described in further detail in Subclause 3.4. The Message.xsd file also describes the entire
message envelope — in other words, the overall format of an IEC 61968-9 message including
header and other message parts.

IEC 61968-100 also comprises a “generic WSDL” file6é which further defines how messages
are formulated and exchanged when using web services as the transport mechanism. This is
described in detail in Subclause 10.2.2.

Before continuing, it should be emphasized that this technical report describes IEC 61968-100
as it speC|f|caIIy relates to IEC 61968 9. In general however the pr|nC|pIes descr|bed here
are

3.2 | IEC 61968-100 message exchange patterns

IEC 61968-9 does not completely specify the message exchange patterns — that.is, how g set
of messages together form a conversation in which one system requests data from anqther
and [these are then returned. Such message exchange patterns instead fall-Under the remit of
IEC[61968-100.

A detailed discussion of all the possible message exchange pattetns is beyond the scope of
this [technical report. However, with regard to implementation of 1EC 61968-9, there are| two
brogd kinds of message exchange into which all use cases fall,

4 Request and response messages. This is the glassic request-response paradigm.
For example, a MDMS system may make an onédemand meter read request to a HES.
When the HES has obtained the necessary.data, it returns these back to the MPMS
along with some indication of success or<otherwise of the overall request. Qther
examples might be for a request to be made to the HES to disconnect the power|to a
customer or for the meter to be reset to an initial state (if the customer has just moved
into a new apartment, say). In these\latter examples, the response reflects the sucgess
or failure of the request.

The IEC 61968 series of standards are flexible in defining how a complete
conversation may be carried, out. For instance, a single request for some meter data
may result in several corresponding response messages being generated. This jmay
happen, say, if the meter read requests are for future data. It may also occur if the
amount of data being requested is too large to fit into a single response, in which ¢ase
a series of response messages would be returned that represent the complete meter
data delivered in.chunks.

4 Unsolicitedevent messages. These are made when one entity sends data to anqther
without anvinitial request having been made. For example, a HES might notify a MDMS
when a'meter is disconnected. Alternatively, the HES may be configured to read a set
of meters at certain times and to report their values without an explicit request
message being sent.

In another example a typlcal conversat|on may begin W|th a request for an actign to

C Se Ce S othing
more than th|s request appears to be acceptable FlnaIIy, onIy when the appllcat|ons
carries out the action at some later time is an unsolicited event message sent to the
original requestor to confirm whether the action has succeeded or not.

3.3 IEC 61968-100 message types
3.31 General

IEC 61968-100 defines four kinds of message: request messages, response messages, event
messages and fault messages. In IEC parlance these message kinds are termed stereotypes.

6 nhttp://iectc57.ucaiug.org/WG14/part100/Shared%20Documents/IEC%2061968-
100%202nd%20Edition/Generic%20WSDL%20-%202nd%20Edition/IEC61968-100-Generic.wsdl
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Request messages are used for sending queries or commands. For example, a
request message might be sent from a MDMS to a HES to instruct the latter to obtain a

set of meter readings according to meter identification and other criteria.

Response messages are used for returning the corresponding data or st

atus

information. Once it has acquired the required data, for example, the HES sends these

back to the MDMS in one or more response messages.

Response messages are also used to indicate whether a given request succeeded or

whether there were any failures in carrying it out.

Response messages may also be used for sending simple acknowledgements in the

context of web services as described in Subclause 10.2.2.

Any
mes
disti

3.3.2

Req
mes

Event messages are used for sending unsolicited data — that is, asynchronous.da
status information. For instance, such messages may be sent to notify a.MDM
other entity of an asynchronous event such as a power outage to a meter.

As noted above, event messages may also be used to send meter readings accor
to a pre-configured schedule. For example, a HES might maintain its.own schedu

aor
S or
ding
e of

meter interrogations and push these data to a MDMS at regular.intervals throughout

the day.

An event message that results from a previous request js termed a conseque
event message.

Fault messages are used for sending notifications of errors that are so severe tha
receiving system can perform no meaningful processing. These typically occur w
the context of requests made over web services —or instance, as a result of dete

ntial

[ the
ithin
ction

of a SOAP fault. More general error notifications — requests that are incomplete or

reference non-existent meters and such Jike/ — are instead made in a resp
message. This document does not address.fault messages any further.

IEC 61968-9 message, whether it is a request message, response message or e

sage, is composed as an XML document. These different message types
hguished by the top-level element in the XML document. This must always be one of
<RequestMessage>, <ResponseMessageé> or <EventMessage> accordingly.

p

Request messages

bnse

vent
are

lest messages are structured as illustrated in Figure 1. This is an example of a simple
sage that is sent from.a"MDMS to a HES to request a meter read.
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>

</

<Verb>get</Verb>

<Noun>MeterReadings</Noun>
<Timestamp>2012-10-02T14:16:09Z</Timestamp>
<MessageID>f4cef283-9a3d-40f3-a3b2-482a6088ad80</MessageID>
<CorrelationID>facbl2la-b46e-4deb-8188-68a4cbde6746</CorrelationID>
<Comment>simple meter read request</Comment>

Header>

<Request>

</R9

At th
to
corr

Wit
ele
have

remainder of the message.

Of ¢
com
get
requ
<Hed
in 3.

The

GetMeterReadings—mims=""http—7/7FTecch/ €57 /29t GetMteterReadings#H' s
<EndDevice>
<Names>
<name>meterl</name>
</Names>
</EndDevice>
<TimeSchedule>
<scheduleInterval>
<end>2013-07-25T09:40:00Z</end>
<start>2013-07-25T09:35:00Z</start>
</scheduleInterval>
</TimeSchedule>
</GetMeterReadings>
Request>
questMessage>

Figure 1 — Example message for a simple meter read request

e outermost level there is a <RequestMessage> element which, in this example, bel
the http://iec.ch/TC57/2011/schema/message namespace. This names
psponds to IEC 61968-100.

ent. All IEC 61968-100 messages — and by implication all IEC 61968-9 messages —
such a message header(which instructs the receiving system how to interpret

articular importancé. are the <Header><Verb> and <Header><Noun> subelements.

and MeterReadings respectively and thus identify this message as being a meter
est. This is\described further in Subclause 3.4. (The other subelements inside

4.5 and(3)4.6).

infor

in the <RequestMessage> element there is a message header enclosed in a <Hea;Ler~>

bNgs
hace

ust
the

The

bination of verb @nd noun identify the purpose of the message. Here they have values

read
the

der> — <Timestamp>, <MessagelD>, <CorrelationID> and <Comment> — are explained

the

<RequestMessage> element also contains a <Request> element. This contains
mation associated with the request — in this example, a <GetMeterReadir

gs>

subelement. Other kinds of request — a meter control operation, for example — would contain

diffe

rent information (profiles) within the <Request> element.

The <GetMeterReadings> element contains the qualifying criteria necessary for making the
meter read request. In this case, it specifies a single meter identifier and a time range. In
practice, such meter read requests are often much more complicated and contain many more
parameters to qualify the precise data being requested — for example, the specific kind of

data

, a set of time ranges, data that meet certain quality constraints or other criteria.

The <GetMeterReadings> element belongs to a different XML namespace — in this example,
http://iec.ch/TC57/2011/GetMeterReadings#. The schema definition that determines the

form

ulation of the <GetMeterReadings> element is defined by IEC 61968-9.
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3.3.3 Response messages

A response message is generated as a result of a previous request message. Response
messages are structured as illustrated by the example in Figure 2.

<ResponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>reply</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-03T13:08:15Z</Timestamp>
Mnc::\gnTn cadddac@.c335 . 4323.230h2 . a7c48130c02Q I/MnccngnTn
<CorrelationID>facbl2la-b46e-4deb-8188-68a4cbde6746</CorrelationID>
<Comment>response to a simple meter read request</Comment>
</Header>
<Reply>
<Result>OK</Result>
<Error>
<code>0.0</code>
<level>INFORM</level>
</Error>
</IReply>
<Playload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<Meter>
<Names>
<name>meterl</name>
</Names>
</Meter>
<Readings>
<timeStamp>2013-07-25T09:38:0872</timeStamp>
<value>3.1415926</value>
<ReadingType ref="0.0.0.11.1.12.0.0.0.0.0.0.0.0.3.72.0"/>
</Readings>
</MeterReading>
</MeterReadings>
</IPayload>
</RgsponseMessage>

Figure 2 — Example response message to a simple meter read request

As ghown in thistexample, a response message contains a <ResponseMessage> elemept at
the fop level.

Just| like~the request message of Figure 1, a response message also contains a <Headler>
elenrent (3.4). In turn this contains <Header><Verb> and <Header><Noun> subelements.

The <Header><Verb> element is always reply for a response message (3.4.2).

The <Header><Noun> subelement in the response message always matches that of the
original request and denotes the kind of message being sent. In this example, the value of
MeterReadings denotes that this is a reply to a previous meter readings request.

A response message contains an indication of whether a particular request succeeded or
failed and this is included in the <Reply> element. It may be the case that the returned data
are spread over several messages in which case this is also indicated. This is described in
Subclauses 4.3 to 4.7.
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Besides the <Header> and <Reply> elements, the response message also contains a
<Payload> element. It is this <Payload> element that contains the actual data being returned
as a result of the request — that is, assuming that the request succeeded at least partially.
Because the data in the <Payload> element depend on the nature of the reply, the
Message.xsd schema definition allows a <Payload> element to hold any kind of data — meter
data or whatever is appropriate for the reply.

The <Header><Noun> element specifies the format of the data being sent and this matches
the XML schema definition for the <Payload> data. In the example above, the
<Header><Noun> is MeterReadlngs and this corresponds to the namespace of the data within

the FPayIoad> . fa is
confgined within a <MeterRead1ngs> subelement within the <Payload> There is a single
metér reading containing a time-stamp, value and reading type. The latter describes| the

predise kind of data measured by the value.

3.3.4 Unsolicited event messages

An Unsolicited event message is similar to a response message in thatnit’is used to send data
from one system to another. However, unlike a response message, anevent message is [sent
autognomously and not necessarily as the result of some previous réquest message.

Another difference to response messages is that the noun_ i the message header need not
matc¢h that of the original request, if any.

The|verb in the message header must be in the past tense and belong to one of thq set
cangeled, closed, changed, created, deleted or‘executed.

An gxample of an unsolicited event message is as shown in Figure 3:

<EvegntMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>created</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-13T14301:32Z</Timestamp>
<MessageID>df8596fc-816¢c~42f8-aldf-2alb3499f33b</MessageID>
<CorrelationID>ee25e536-2bd4-42c4-947f-0dbf10bel879</CorrelationID>
<Comment>unsolicited+event message containing meter data</Comment>
</[Header>
<Payload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<Meter>
<Names>
<name>meterl</name>
</Names>
</Meter>
<Readings>
<timeStamp>2013-10-13T14:00:00Z</timeStamp>
<value>2.71828</value>
<ReadingType ref="0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0"/>
</Readings>
</MeterReading>
</MeterReadings>
</Payload>
</EventMessage>

Figure 3 — Example unsolicited event message

This message is an example of an unsolicited meter read. Another example might be an
unsolicited meter event notification in which HES recognizes that a meter has suffered a


http://iec.ch/TC57/2011/MeterReadings
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power loss and so notifies the MDMS accordingly. The latter case is described more fully in
Subclause 6.6.

An event message contains an <EventMessage> as the top-level element.

<Header> and <Payload> elements but no <Reply> element.

3.4

IEC 61968-100 message content

3.41 General

As

oted prpvinllcly IEC 61968-100 includes the Message xsd XM| schema definition file

It contains

This

top-level element is a <RequestMessage>, <ReplyMessage> or <EventMessage>.

insta
may
althg
subeé

Simi

bein

file specifies the overall structure of an IEC 61968 message according to whether

nce, Figure 4 shows that a <RequestMessage> must contain a <Header> subelement
optionally also contain <Request> or <Payload> subelements. Sirictly spea

lements are present.

Figure 4 — RequestMessage definition according to Message.xsd

g returned as the result of a previous request message.

the
For
and

ing,

ugh both are technically optional, in practice at least one of the <ReqUest> or <Payl¢ad>

larly a response message_has the structure depicted in Figure 5. In this case the <Reply>
element contains status orn(error information and the <Payload> element contains the

data

1
—_—

IEC

Figure 5 — ResponseMessage definition according to Message.xsd

In the case of an event message, only the payload and header are sent as shown in Figure 6.
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EventMeszage I:}—|—| —e— -
Event messane s --+ Payload |

[ P

Figure 6 — EventMessage definition according to Message.xsd

3.4.2 Verb and noun elements in the message header

An |EC 61968-9 message must always contain at least a message header with element
<Header>.

The|<Header> must contain at least both <Verb> and <Noun> subelements. As noted abpove,
the |definition of this message header is covered by I|IEC 61968-100 rather than by
IEC |61968-9.

cloge, create, delete, execute, get for request messages, reply for response messages
and|canceled, closed, changed, created, deleted or executed for event messages. These
verbis are always in lower-case.

The|verb contained in the message header must belong to one of the set cancel, chatnge,

For meter reading and control operations, the noun belongs to one of the set MeterReadigs,
EndbeviceControls or EndDeviceEvents. Nouns for operations other than meter reading
and [control are also possible — for instance, for HES provisioning or configuration. In the ¢ase
of rgsponse messages, the noun is the sameg as that in the original request.

The|combination of verb and noun_determines how the message is to be interpreted.| For
instgnce, a message with a _xgHeader><Verb> of get and a <Header><Nouny of
Metg¢rReadings is interpreted .by 'a MDMS or HES as a request for obtaining meter fead
values (either by addressing:the end devices directly or possibly from a database of stpred
readings).

3.4.3 Get requests

A get verb in the miessage header denotes a query request. The associated informatiop for
spegifying thequery is included in the message <Request> element.

For pxample, the associated data for a meter read request — the meter identifiers, the timgs of
est for the meter data, the kind of meter data being requested and so on — ar¢ all

contained-ira<Regue FetMeterReading S+ R3S HSH-ate-a—HA g8

For requests made with a <Verb> of get, the name of the subelement within the <Request>
section of the message is the name as that of the noun prepended with Get. For example, a
<Verb> of get and a <Noun> of MeterReadings imply that the name of the subelement is
<GetMeterReadings>.
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IEC 61968-9 and IEC 61968-100 are ambiguous and open to interpretation
as to whether the Get prefix is required — in this case, whether a get
request should use a <GetMeterReadings> subelement (along with the
GetMeterReadings.xsd schema definition file) or whether it suffices to use
a  <MeterReadings> subelement instead (together with the
MeterReadings.xsd schema definition file). However, the conventional
understanding is that the former is correct and not the latter. Similar
considerations apply to other requests made with a get verb.

The GetXxx XSD schema definition files may disappear in future edition$ of
IEC 61968-9 and IEC 61968-100.

3.4.4 Other requests

Verhs other than get denote that an action is being requested or that information is bjeing
returned as the result of some previous message. For instance,a control message may be
senf|to cause a switch to be set or a configuration item to be updated. For such requests| the
assqciated information is carried in the <Payload> section of/the’message.

For requests made with a <Verb> other than get, the mame of the subelement within the
<Payload> section is the same as that of the <Noua>,*For example, if the <Verb> is r¢ply
and [the <Noun> is MeterReadings, then the name{of the subelement within the <Paylgad>
sectjon is also <MeterReadings>.

3.4.% The CorrelationIlD element

Besides the mandatory <Verb> and <Noun> elements, the IEC 61968-100 header may [also
contpin a <CorrelationID> element.

This| is useful when a request/response message pattern is being used. When one sygtem
sends a request or command)to another and sets this element to some value, the expectation
is that the responding system will set this element to the same value as that in the original
request message. In_this' way, the requesting system can match received responses tq the
original requests.

A similar congideration applies for consequential event messages. The <Correlatioe|||ID>
element in such a message corresponds to that in the request that causes the consequential
event message to be generated.

The cerrelationtb>—elementshould-be-uniqueacrossmessages-beingexchanged-between
systems. One way of ensuring this is to define this as a 128-bit universally unique identifier
(UUID).

3.4.6 Other elements in the message header
Other optional elements that may be set in the message header include the following:

e <Revision> The profile-specific sections of a message within the <Request> and
<Payload> elements are qualified by namespaces. These namespaces specify the
versions of the relevant XSD schema definitions. For those cases where non-standard
changes are required, the <Revision> element is to be interpreted as a minor version
level referring to the payload or request data. The values assigned to this field are
non-normative and have meaning only within the local organization.
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cted in Figure 7. Look at the XML fragments in Figure 1 and Figure 2 to see some sa
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<Timestamp> This element indicates when the message was produced.

<ReplyAddress> If present, this forces any response messages to be sent to the
specified address.

<AckRequired> If this has the value true, an explicit acknowledgement message is
sent by the recipient system as soon as it receives a request. This element is ignored
if web services are being used as the transport mechanism because then an
acknowledgement message is sent regardless. This is described further in 10.2.2.

<MessageID> This is a string which can be used to identify the message. This together
with the <Timestamp> are useful for tracing or logging messages as they are

<Comment> This element may contain any free text — for example, “This is_éxa
1%

ple

<Property> This is a set of name/value pairs that may be used toccustomizel the
system behaviour in ways going beyond that defined by the IEC. This is/generally lised
to provide some implementation-specific functionality that goes beyend the standand.

Using the <Property> element may impair interoperability. See, for examp
the warning in 4.7.3.

e,

The Message.xsd XSD schema definition-file

ple
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Figure 7 — Subelements allowed inside a <Header> element

4 Request and response messages in detail

4.1 General

There are a few items of note that pertain to IEC 61968-100 request and response messages
in general.

4.2 Several potential response messages for each request message

A single request message may cause several response messages to be generated. That is,
unlike most messaging paradigms such as a remote procedure call mechanism where there is
a strict one to one correlation between requests and responses, IEC 61968-100 allows itself
more flexibility.
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Although IEC 61968-100 allows for an indication of when the last of several response
messages is sent (see 4.7.2), in practice this may not always be possible. Hence it may be
difficult for an implementing system to know when it can clear up relevant state information. In
general an implementation must rely on generous timeouts before it can safely remove state
information.

As noted in 3.4.5, a response message may contain a <CorrelationID> element in the
message header, thus allowing for the requesting system to match response messages with
the original request.

4.3 —Respoense-messages—containastatus-indication

It is| expected that a response message contains an indication of the overall success or
otherwise of the request. This is contained in the <Reply> element.

If ng errors are encountered in attempting to evaluate the request, this <Reply> element |s as
shown in Figure 8:

<Reply>
<Result>0K</Result>
<Hrror>

<code>0.0</code>
</I[Error>

</Reply>

Figure 8 — Example of a success indication in a Reply element

The|request may also fail partially or completely-in which case the <Reply> element confains
the ¢orresponding details. An example of a p@rtial failure is if the request refers to some hon-
exisient meters. An example of a compléte failure is if the request cannot be parsed, is
misding crucial information or if none of:the specified meters exist. This is explained further in
4.5.

If the response data extend over.more than one message, the <Reply> element also shows
this.

4.4 | Response messages containing data and error notifications

According to the Méssage.xsd schema shown in Figure 5, a response message may contain
datal, informational.conditions and error indications or any arrangement of these.

The|data,_if\present, are placed in the <Payload> element. The informational conditions|and
errof indications, if any, are in the <Reply> element. IEC 61968-100 allows the informational
conditiens and error indications and response data to be sent in one or over seyeral
messages mwitatever compination suits the Tesponder best:

In the case of a reply to a meter readings request, therefore, the <Payload> contains the
meter read values. The <Reply> element contains error notifications such as the fact that the
request may have mentioned a non-existent meter or that the requested data could not be
returned for some other reason.

4.5 Specific error indications in the response messages

Error indications are denoted by the inclusion of a <Reply> element where the
<Reply><Error><code> subelement has a value other than 0.0, 0.1, 0.2 or 0.3. (These are
defined in Annex B of IEC 61968-9:2013 as the response codes for error free or partial
success).
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The fields of the XML schema corresponding to the <Reply><Error> element are shown in
Figure 10.

The <Reply><Error><code> subelement is instead expected to have one of the values
defined in Annex B of IEC 61968-9:2013. Table B.10 of IEC 61968-9:2013 contains a list of
common values.

The <Reply><Error><level> subelement is optional but, if present, must be one of INFORM,
WARNING, FATAL or CATASTROPHIC. A value of FATAL does not necessarily mean that the
whole request has failed or even that some irrevocable problem pertaining to the entire
requestitas occurredttmeans oty trat thrat partof the Tequest—="forimstance pertaimitgyto a
single meter — cannot be answered. For instance, a particular meter mentioned in theréguest
may|not exist.

(A particular error code may correspond to an INFORM level in some cases and to a FATAL
leve| in others.)

The|<Reply><Error><ID> element indicates to which end point or 'other object the érror
notification pertains, possibly also including the name type and name“type authority elemients
of the request. These are placed in idType= and idAuthority= attfibutes respectively.

The[<Reply><Error><ID> element may also include a kind= attribute which is expectgd to
have one of the values name, transaction or uuid.~lt also includes an objectType=
attribute. For the case of a meter that cannot be read; the kind= attribute is name and the
objectType= attribute is Meter or UsagePoint according to how the request was formulgted
(6.3)2). These attributes are shown diagrammatically. in Figure 11.

An gxample of such an error indication is as shown in Figure 9:

<Reply>
<Hrror>

<code>2.4</code>

<level>FATAL</level>

<reason>no such meten</reason>

<ID kind="name" objectType="Meter">meterl</ID>

</I[Error>

<Hrror>

<code>2.12</code>

<level>FATALx/level>

<reason>ipvalid usagepoint</reason>

<ID kind='""name" objectType="UsagePoint">up2</ID>
</IError>

</Reply>

This example is, however, incomplete. The reason for this and the meaning of the
<Reply><Result> element are explained in Subclause 4.6.
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Figure 11 — Subelements allowed inside a <Reply><Error><ID> element

4.6 —Tmplicit indication of success

By convention, <Reply><Error> elements are returned in a response message only for those
cases where errors are deemed to have occurred. The successful cases are usually not
explicitly listed although the standard does not proscribe this.

This implies that, in the case of a multi-message response being sent, a client (receiving)
system can determine the successful cases only when all the response messages have been
received.
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4.7 General error indications in the response messages
4.71 General

As previously noted, besides the data being returned along with any possible error
notifications, every response message is expected to contain an indication of the overall
success or otherwise of the request. The response message may also indicate whether this is
the only message being sent or if it is one of several response messages caused by a single
request. In the latter case it may also indicate whether it is the last the series of responses or
whether further messages are to be expected.

The [indication of overall SUCCESS or failure an € indication of whether further messageg are
to bg expected are placed in the <Reply><Result> element, of which there must besexactly
one |joccurrence, together with one or more separate <Reply><Error> elements. Forexanyple,

in Figure 12 the <Reply> element signifies the success of the request.

<Reply>
<Result>0K</Result>
<Hrror>

<code>0.0</code>
</I[Error>

</Reply>

Figure 12 — Example of overall indication of success in a Reply element

Because of the necessity of including these)* additional <Reply><Result> |and
<Reply><Error> elements, the XML fragment shewn in Figure 9 should actually readl as
shown in Figure 13.

<Reply>
<Result>FAILED</Result>
<Hrror>
<code>0.0</code>
</I[Error>
<Hrror>
<code>2.4</code>
<level>FATAL</level>
<reason>no such metér</reason>
<ID kind="name" _oObjectType="Meter">meterl</ID>
</IError>
<Hrror>
<code>2.12</code>
<level>FATAL</level>
<reasoh>invalid usagepoint</reason>
<ID(kind="name" objectType="UsagePoint">up2</ID>
</|Ereor>
</R ply

Figure 13 — Example of error indications in a Reply element (corrected)

In the above example the <Reply><Result> element takes the value FAILED rather than OK.
This is because of the fatal error notifications as explained below.

4.7.2 Setting the <Reply><Result> element
The rules for setting the <Reply><Result> element are as follows:
o |f the entire response to request message is being provided in a single response

message and the response message contains no fatal errors, then set
<Reply><Result> to OK. Also include a single <Reply><Error><code> element with
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value 0.0 as shown in Figure 12. This code is defined by Annex B of IEC 61968-
9:2013 as meaning “error free success”.

Such a message may also contain informational (non-fatal) conditions. For each
informational condition being reported, include a <Reply><Error> element and set the
<Reply><Error><code>, <Reply><Error><ID> and other associated
<Reply><Error> structure attributes appropriately as described above.

Otherwise, if the entire response to the request message is being returned in a single
message and the response message contains at least one fatal error then set
<Reply><Result> to FAILED.

fatal error or informational condition being reported, include a <Reply><Error>
element and set the <Reply><Error><code>, <Reply><Error><ID> dnd Qqther
associated <Reply><Error> structure attributes as described above.

Otherwise set the <Reply><Result> element to PARTIAL. This indicates that| the
responding system is sending multiple response messages to the requést messaggd.

Such messages may contain a mixture of data items and error notifications.

There must be at least one <Reply><Error><code> element 6f0.1 or 0.2. Thesqg are
defined in Annex B of IEC 61968-9:2013 as the codes for “partial success (additional
results conveyed in separate messages)” and “partial success (no further resulls to
follow)” respectively.

If the responding system cannot determine which\is the last message in a set of
response messages, then all messages in, the set are to be sent with a
<Reply><Error><code> of 0.1.

Also include a <Reply><Error> element' and set the <Reply><Error><code>,
<Reply><Error><ID> and other associatéed <Reply><Error> structure attributeg (as
described above) for each fatal error oriinformational condition being reported.

Multiple response messages

oted previously, it is possible for‘a single request to cause multiple response messages
b generated. As described in“4.7.2, a responding system sets the <Reply><Resul{> to
[IAL and the <Reply><Error><code> element to either ©.2 or 0.1, depending on

her this is the last mesSage in the sequence or not.

It might:*appear that the <Reply><Result> and <Reply><Error><code>
elements should suffice for a client (receiving) system to detect when it has
obtained all messages belonging to a multiple message response. Howeyer,
this is true only if the underlying transport mechanism guarantees that
messages are received in the same order in which they are transmitted and
this may not always be the case. Unfortunately IEC 61968-9 and IEC 619 8-
100 provide no normative means for a client to detect when it has received all
messages belonging to a multiple message response. It is left to fthe

4.8

implementer to devise his own scheme. One possible way is to use the
<Header><Properties> element to include a sequence number and a “last
message” flag.

Multiple <Request>, <Reply> and <Payload> elements

The Message.xsd schema definition file allows a single message to contain more than one
subelement within each <Request>, <Reply> or <Payload> element.

In the case of a request message, multiple subelements within the <Request> element are
treated as independent requests. That is, it is treated as though the various requests had
been sent in separate messages. Similarly, a reply message or event message containing
multiple subelements inside the <Reply> or <Payload> elements is considered as several
independent replies or payload data bundled within the same message.
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Bundling several response payloads into one message may give rise

to

ambiguity when trying to match these to the applicable <Request> element.

Implementation-specific messages

An IEC 61968-9 message may be formulated in ways that go beyond the standard. Such a

mes

This|may happen as follows.

In b
ther

Impl
nam

elements within the same message. In such a case, only those elements’ that
the verb and noun combination in the message header have any meaning accordin
IEC 61968-9 (Subclause 3.4.2).

in the same message but their semantics are then undefined,

4 Second, a <Noun> element in the message header may. also take on a value

recognized by the IEC. Such a message is legal according to the XSD sch

to be similarly unconstrained because the setlof verbs is defined as a
enumeration type rather than as a simple string).

pth cases, the meaning ascribed to such meSsages is implementation specific. Ur
b are overwhelmingly good reasons, their usage is not recommended.

ementation specific payloads should)in” any case use an organization-specific
lespace in order to ensure there is no confusion and to emphasize that a non-stan

extension is being used.

5.1
IEC

The naming of objects

General

61968-9 enforcesya consistent scheme for naming objects such as meters and g

hardware devices.

5.2

Cledrly a-meter read request must be able to specify the meters to which the request pertai

The
This|
and

Namingdmeters

Fage 1S vatid—according 1o the XMt —schema defimition but its—semantics are undefiped.

4 First, as noted above, a message may contain several <Request> or <Payﬂ>ad>

atch
g to

Elements that do not match the given verb and noun combination may also be incljyided

not
ema

validation but its semantics are not defined. (It is no{‘possible for the <Verb> elemment

XSD

less

XML
dard

ther

receiving systems.

For example, as noted in Subclauses 6.3 and 6.5, a meter read request and read response
specifies the meters of interest in the <EndDevice>, <EndDeviceGroup>, <UsagePoint> and
<UsagePointGroup> elements. Each one of these elements has a similar schema definition

asd

epicted in Figure 14.
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Figure 14 — EndDevice definition

According to this schema definition, an EndDevice, for instance, may be specified either as a
<mRID> (master resource identifier) element or as a <Names><name> element. IEC 61968-9
states that a mRID must be provided as a 128-bit universally unique identifier or UUID. In
other words, a mRID may not be just a simple meter identifier or serial number. (This
generally renders the use of mRIDs as meter identifiers somewhat impractical. There may
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however be an asset management system or some other system which effectively owns the
meters and can assign these mRIDs).

Alternatively, the meter identifier must be specified in an <EndDevice><Names><name>
element. If this name is not unique, an optional <EndDevice><Names><NameType><name>
element may also be specified to resolve any possible ambiguity. If this still results in a
potential conflict, a <EndDevice><Names><NameType><NameTypeAuthority><name> element
may also be specified.

In general, a given EndDevice or other object may be known by several names.

Whi¢hever way the names are specified in a request message, the sending and recejving
systems must clearly agree on a common and unequivocal scheme for identifying meters.

An lJexample of an EndDevice a meter read request specified using cNameType |[and
NameTypeAuthority is shown in Figure 15. In this example the given meteris known by| two
namies.

<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/messagel>
<Header>

<Verb>get</Verb>

<Noun>MeterReadings</Noun>

<Timestamp>2012-10-02T14:16:09Z</Timestamp>

<MessageID>db511lebc-0047-4174-bace-6e5e2557af88</MessageID>

<CorrelationID>dc2d7edf-5228-48a2-8fcl-6697eacc5f8f</CorrelationID>

</Header>

<Request>
<GetMeterReadings xmlns="http://iec.ch/TC57/2011/GetMeterReadings#">
<EndDevice>
<Names>
<name>serial-number-2718281828</name>
<NameType>
<name>serialld</name>
<NameTypeAuthority>
<name>Electrie Utility ABC</name>
</NameTypeAuthority>
</NameTypex
</Names>
<Names>
<naméx»sérial-number-5772156649</name>
<NameType>
<name>alternativeSerialId</name>
<NameTypeAuthority>
<name>Electric Utility ABC</name>
</NameTypeAuthority>
</NameType>
</Names>
</EndDevice>
</GetMeterReadings>
</Request>
</RequestMessage>

Figure 15 — Example of a Meter Read Request with NameType and NameTypeAuthority

5.3 EndDeviceGroups, UsagePoints and UsagePointGroups

Besides specifying meter devices as a <mRID> or as an <EndDevice>, a meter read or control
request may also be defined in terms of an EndDeviceGroup, UsagePoint or
UsagePointGroup. These share similar structures as shown in Figure 14.
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e An <EndDevice> corresponds to an actual piece of hardware such as a meter.

e An <EndDeviceGroup> is a means for a GetMeterReadings request to refer to a
predefined — that is, named — set of end devices. A meter reading request in which an

<EndDeviceGroup> is specified refers to all the end devices in that group.
e A <UsagePoint> means the location where one or more end devices exist.

e A <UsagePointGroup> denotes a set of usage points.

Naming of other objects

ReaflingType values, ReadingQualities, EndDeviceEvents and EndDeviceControls are @mgong
the kinds of object that can be associated with a mnemonic name. This is describedAurther in
Subg¢lause 6.5.7.

5.5 | Provisioning and interrogating a system

Clayse 8 describes how a HES or MDMS system may be configured with additijonal
EndPevices or UsagePoints. The corresponding message ~types (profiles) | are

EndPeviceConfig and UsagePointConfig respectively. Similarly, a system may be interrogpted

aboyit the EndDevices and UsagePoints it knows about using “GetEndDeviceConfig [and
GetlsagePointConfig messages.
For | EndDeviceGroups and UsagePointGroups, the carresponding message types| are
EndpPeviceGroups, GetEndDeviceGroups, UsagePointGroups and GetUsagePointGroups.
6 Meter read requests and responses
6.1 | General
The|IEC 61968-9 specification allows for several kinds of meter read requests to a HES or
MDWNS. These various, overlapping use cases are as follows:

4 For a historical meter read request, the HES returns whatever data it may have in its

database of stored meter values.

period of time.\\For instance, report the instantaneous forward energy

some other reading was made or when a certain event occurred.

4 An interval read is™a set of measurements at regular intervals over some defined

kWh

measurements every ten minutes for the period of midday to midnight of the preVious

day.

4 A load profile read request is an interval read where the units of measuremen{ are
relatedyto energy consumption.

4 Arcoincident read request is a request for data not at an explicit time but rather when

An on-demand meter read instructs the HES 10 refurn the requesied values available
for a given meter by directly asking the meter. This forces the meter data to be
obtained from the meter rather than from its internal database of stored meter values.

An unsolicited meter read is made without any explicit request having been made.
Instead the metering system initiates the read by itself.

This clause describes how the different message exchange patterns look (6.2). It then
describes how the contents of the various request (6.3) and reply messages (6.4) are
formulated. On-demand meter read requests are a special case (6.4). Unsolicited meter read
messages are also discussed (6.6).
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6.2 Message exchange patterns
6.2.1 General

There are three common message exchange patterns relating to how a request for meter data
and the corresponding response are made. These are as follows:

o Request message with a single response message. This is the simplest case. It is
described in 6.2.2.

e Request message with multiple response messages. See 6.2.3.

d-See-6-6-

The|first two of these message exchange patterns are similar to one another. In both cgses,
the MDMS sends a meter read request to a HES. The HES then validates tHis teqliest.
Assliming that the request message supplies sufficient information to proces$ ‘the request
along with valid meter identifiers, the HES then goes to the AMI network’ to read| the
corrgsponding values for the meters in question. As these data are received; the HES sénds
one jor more reply(MeterReadings) response messages back to the MDMS!

(Thg convention reply (MeterReadings) is used to classify the message according to the verb
and [noun in the header.)

Thege two cases may be further subdivided according to whether an on-demand meter read is
being made or not. The main difference between an on-demand and other kinds of meter fead
requests lies in the way the requests are formulated. That'is, the message exchange patterns
are [the same but the details of the request messages are different. This is explaingd in
Sub¢lause 6.4.

6.2.2 Request message with a single response message

Therelevant sequence diagram is showniin Figure 16.

The|corresponding steps are as follews:

) The MDMS sends a get(MeterReadings) request to the HES. The details of how| this
request is put togetherrare explained in Subclause 6.3.

2) The HES validates-the request. If the request cannot be processed at all — ejther
because essenijal information is missing or the request specifies only invalid or hon-
existent meter-identifiers — then it sends a reply(MeterReadings) response message to
the MDMS .with the <Reply><Result> element set to FAILED along with| the
appropriate details (4.7). At this point processing of this request then stops.

) Otherwise, for those meters that it does know about, the HES sends the appropfiate
commands over the AMI network to instruct the meters to provide the requested
information. Depending on the exact request, this may happen straight away ¢r at

some time in the future

4) The meters carry out these requests and return information back to the HES.

5) The HES consolidates all the meter responses into a single reply(MeterReadings)
message which it then sends back to the MDMS. If the latter contains no fatal errors,
the <Reply><Result> element is set to 0K (4.3). Otherwise this element is set to
FAILED (4.5).

The essence of this message exchange pattern is that one request generates a single
response message. The latter may contain meter data, error notifications or a combination of
both (4.4).
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reply(MeterReadings, <I3e[5ly><Result>=FAlLED)

[all meter reads succeeded]
|
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Figure 16 — Message exchange pattern for a meter read request
with a single response message

6.2.3 Request message with multiple response messages

The difference between this message exchange pattern and that outlined in 6.2.2 is that, for
this case, a request may cause several response messages to be generated.

The relevant sequence diagram is shown in Figure 17.
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steps are as follows:

1) The MDMS sends a get(MeterReadings) request to the HES. The details of this

request are explained in Subclause 6.3.

2) The HES validates the request. As in the previous case, it may be that no processing

can be performed at all in which case it sends a reply(MeterReadings) response
message with the <Reply><Result> element set to FAILED along with the appropriate
details (4.7). At this point processing of this request stops.

3) Otherwise, the HES then sends a reply(MeterReadings) back to the MDMS. This may

Alth
Sub
can
Alte
SO p

contain a list of meter-ids for which the HES is unable to provide information, if any

LA 7\

\“I'. 4 } BU\JGUDU thU : :ES c)\pcbta tU Dclld fulthcl |cp:y(rv':ctcl P\Uadillyb) I'Copy pNSe
messages it sets <Reply><Result> element set to PARTIAL (4.7.3).
}) For those meters that it does know about, the HES sends the appropriate commﬁnds
over the AMI network to instruct the meters to provide the requested information.

Depending on the exact request, this may happen straight away or at sgme time in the
future.

) The meters carry out these requests and return information back to\the HES.

6) The HES sends one or more reply(MeterReadings) responsé{messages back tg the

MDMS. Again, these have their <Reply><Result> elements set to PARTIAL.|The
<Reply><Error><code> element has the value 0.1 for all' messages except the|last
for which this element is given a value of 0.2 (4.7.3).

bugh this is a slightly more complicated message exchange pattern than that outlingd in
Clause 6.2.2, it possibly allows for a simpler implementation inside the HES. The latter
return data back to the MDMS as soon .as./they are received from the melers.
natively, the HES can consolidate data and:error notifications into larger messagegq if it
refers.
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sd Meter read request (| )/
MDMS HES Meter N
T T T
| | |
I I I
I I I
| | |
: : HES validates request :
| get(MeterReadings) - | |
= |
L I
e |
— - |
[]d—l I
|
|
T
alt |
[request isinval|d|or specifies all invalid (non-existent) meters] :
|
I
I
|
HES sends reply message with list of non-existent meters (if applicable) :
|
P ’ !
. 1
- [
- I
L I
reply(MeterReadings, <Resllt><Reply>=FAILED |
| < reply(MeterReading gs, <Resllt><Reply>=FAILED) | |
- - I
............ :.{'
[request is valid gnd specifies at least some valid (existing) meters] | :
| | |
| | |
I I I
| |
: Reply message contains list of non-existent meteryif any :
| ” |
| Pis | |
I L-° I I
| L | |
I reply(MeterReadings, <Result><Reply>=PARTIAL) | :
o< = |
| I |
| ! |
loopllp | | |
P | | |
[over metdrs] | |
| | |
| | |
I I I
I I I
: : HES issues command across AMI network :
| 1| to read one or more meters | Read meters
| | |
I | ' I
| | | | -
! Reply messages\eontain mixture of meter data 1 . .- J/
: and list of meters,which failed to read correctly. .
| !
! \
| /
| l\ < ___________________
f H
I | |
| I
Iﬂ'éeﬂ y(MeterReadings, <Reply><Resuli>=PARTIAL) | !
|
I an I
I I I

Figure 17 — Message exchange pattern for a meter read request

with multiple response messages

6.3 GetMeterReadings request

6.3.1

A get(MeterReadings) request message is sent to a HES to instruct the HES to respond with

General

the requested meter read data.

IEC
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The verb and the noun in the message header are get and MeterReadings respectively. The
data in the <Request> element describes what data are to be returned to the requesting
system.

The <Request> element is expected to contain one or more <GetMeterReadings>
subelements. In graphical terms each <GetMeterReadings> element has a schema definition
as shown in Figure 18.

The following subelements specify the meters to which the request pertains:
o ErdBevd Fhi . e retridtrat—toaieat— " F hich
data are being requested.

4 <EndDeviceGroup> This specifies the identities of the meters by their gfoup
identifiers.

4 <UsagePoint> This specifies the usage points of the meters.

4 <UsagePointGroup> This specifies the usage points by their group\identifiers.

These subelements all share the same kind of naming structure, as explained in Clause 5

The| following subelements specify filtering criteria againstowhich the returned data| are
matg¢hed:

4 <ReadingType> This specifies the kind of meter. data being requested. See Subclause
6.3.3.

4 <ReadingQuality> This specifies that only{meter reading values that match ceftain
quality constraints should be returned (6.3.4).

4 <TimeSchedule> This specifies the(period of interest for which data are being
requested (6.3.5).

4 <MeterReadings> This is useddor making a coincident meter read request. As npted
above, a coincident meter reading is one whose time is specified when another reading
was made or event has taker’ place.

4 <TransformerTank> This specifies a meter/transformer relationship, if any. It uspally
refers to the meter's upstream service transformer secondary winding. [This
relationship is useful for outage and line-loss (theft) analysis.

The| remainder of this clause discusses the various subelements that may appear jn a
<GefMeterReadings> request. These are covered in more detail in 11.2.2.

| See the warnings in Subclause 3.4.3 concerning the use of| a
~ <GetMeterReadings> element rather than <MeterReadings> to hold the

+ Aot
rcyucott udaila.
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m:GetMeterReadings

=
"N

== m:MeterBeadings [
- =T

i 0.

'L--. Im: Headlngﬂuallty

\

GetMeterReadings :}—|—| —--—:E|--: ________________:
: """"'""""""""""2'7'\
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Pl m UsagePolnt - |

=
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Figure 18 — GetMeterReadings definition according to GetMeterReadings.xsd

6.3.2 Naming of-meters

The| GetMeterReadings request specifies the meters of interest in the <EndDevifce>,
<EanDeviceGr'oup>, <UsagePoint> and <UsagePointGroup> elements. Each one of these
elements has a similar schema definition as noted in Clause 5.

In almost all cases a GetMeterReadings request will coniain at least one such meter
identification.

6.3.3 The ReadingType element

The optional <ReadingType> element specifies the kind of data that is being asked for in a
GetMeterReadings request — for example, forward active energy measured in kWh or 15-
minute interval volt-hours for phase A.

The ReadingType has a schema definition as shown in Figure 19. In schema definition terms,
a <ReadingType> element looks similar to an <EndDevice> or other element used for
identifying a meter. There is a <ReadingType><Names><name> element, optionally qualified by
a <ReadingType><Names><NameType><name> element which in turn may itself be qualified by


https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e

-40 - IEC TR 61968-900:2015 © IEC 2015

a <ReadingType><Names><NameType><NameTypeAuthority><name> element. In practice,
however, these <NameType> and <NameTypeAuthority> elements are generally not used.

The <ReadingType><Name><name> element contains a string that identifies the kind of data
being requested. All ReadingType strings share a similar eighteen-part dotted string in which
the individual subparts have their own independent meanings.

For example, the ReadingType string 0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0 is the
encoding for bulk forward active energy. (Bulk is a synonym for cumulative. Forward active
energy is a measure of the useful rather than reactive electrical energy). The precise
meammgs—attributedtothesesubparts—are describedmAmmex Cof TEEC61968=9201t3Tjable
C.29 of IEC 61968-9:2013 lists commonly used ReadingType strings.

The|third part of such a ReadingType string is the time attribute. In this example;~@.'meanjs no
time| attribute is specified. However, other values such as 1 for ten minutes are.possible.[The
presence of a non-zero time attribute denotes an interval or load profile request.

independent of the time attribute. For instance, a time period of 11 ‘means daily, 13 m¢ans
monfthly and so on. The time attribute and time period of interest.may be combined to progluce
relafively  complicated ReadingType  specifications. For example, the string
11.8.1.4.1.1.12.0.0.0.0.0.0.0.0.3.72.0 means daily<maximum 10 minute delta data
forwjard secondary metered data in kWh.

The|first part of a ReadingType string is the time period of interest ‘which is some%hing
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m:name

m.name

m:Hame

ReadingType [H

IEC

Figure 19 — <GetMeterReading><ReadingType> definition

6.3.4 The ReadingQuality element

The|optional <ReadingQuality> element is used to specify that meter readings that n'1atch
only cerfain quality constrainis are wanted.

The corresponding XML schema definition is shown in Figure 20. Just as for a ReadingType,
a ReadingQuality may be specified as a Name, optionally qualified by <NameType> and
<NameTypeAuthority> elements. And just as for a ReadingType, these <NameType> and
<NameTypeAuthority> elements are unused in practice.

A <ReadingQuality><Name><name> element contains a three part string such as 1.0.0 (data
is valid) or 3.7.0 (data was manually edited). Annex D of IEC 61968-9 describes how these
ReadingQuality strings are formulated and Table D.15 contains a list of common values.
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4 miNameTypeAuthority E—{|~=— 3

ame

m:ReadingQualityType [ == -i

ReadingQuality [}

IEC

Figure 20 — <GetMeterReading><ReadingQuality> definition

6.3.5 The TimeSchedule element

The optional <TimeSchedule> element specifies the time period of interest for which a meter
read request is being made. A request containing such a TimeSchedule can be used, for
example, to request historical meter data from a MDMS or HES.
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The corresponding XML schema definition is shown in Figure 21. A TimeSchedule contains a
<scheduleInterval> subelement which in turn contains <start> and <end> subelements. In
common with other time-related elements that may appear in IEC 61968-9 messages, these
are expected to be formatted according to the W3C dateTime format?.

In general a <TimeSchedule> element will always be specified in a meter read request.
Without such an element, the HES will return all data for the specified meter(s), appropriately
constrained according to the <ReadingType> and <ReadingQuality> elements.

L
L

P

Lo 4 mfStart .

R,

Figure 21 — <GetMeterReadings><TimeSchedule> definition

IEC 61968-9 provides no normative means for requesting the last knqwn
meter read value|

6.3.6 Specifying multiple constraints in a request message

The| previous examples show that a request message may ask for meter data that is
congtrained aceording to meter identity, reading type, reading quality and time schedule.
Othgr filter.constraints are also possible such as specifying coincident meter reads.

The| GetMeterReadings.xsd schema definition file allows a request message to specify
multipte—constraints—so—the singte—request-may—specify—severat-meter—identifiers;—several
reading types and so on. The question then arises, what are the semantics of a message
where several such filtering criteria are defined?

The answer is that, when several top-level constraints are specified in a request — and these
all refer to different kinds of criteria (meter id, time of interest, reading type, reading quality
and so on) — then these constraints are to be interpreted by a logical “AND” operation over
the various filters. For example, if a request specifies a certain meter identifier, reading type
and time schedule, this means that only those meter readings matching all the specified
criteria should be returned. If the request specifies a meter identifier and time schedule but no

7  http://www.w3.0org/TR/xmlIschemal1-2/#dateTime.
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reading type, then again all the available data matching this filter should be returned — that is,
all data for that meter at the specified time regardless of reading type.

If a request specifies several criteria belonging to the same kind — for instance, several meter
identifiers or several reading types, these are interpreted by a logical “OR” operation. For
instance, a request specifying several meter identifiers and a single reading type means a
request to return the specified data for all those meters and that reading type.

If a request specifies combinations of the various filtering criteria — say, several meter
|dent|f|ers several readlng types and several readlng quallty codes — this is mterpreted as a
, - = if a
req est specmes meters M1 M2 and M3 and readlng types T1 and T2 and readmg qua ities
Q1 and Q2, it may expect to receive data corresponding to (M1, T1, Q1), (M2, T1, Q1), (M3,
T1, @1), (M1, T2, Q1) and all other possible twelve combinations. This is known as fthe cross-
product rule.

Thefe is no means for a single GetMeterReadings element to specify a.tequest for single
compinations of the different filtering criteria — for example, only (M1, T4;"Q1) and (M3] T2,
Q1)] If such data are desired, then there are two possibilities to specify*such a request. |One
way|is to send two independent request messages. A second way is to combine seyeral
GetMeterReadings elements into the same <Request> element in‘a single message (see #.8).
Thesge are then interpreted as if they belonged to separate requests.

The|following two examples illustrate this point. Figure 22 shows a request for the foryvard
actiye energy and forward reactive energy over two_fmeters which corresponds to four data
valugs in the response message (assuming each meter/ReadingType combination yields| just
one [data point).
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message"
<Header>

</

<Verb>get</Verb>

<Noun>MeterReadings</Noun>
<Timestamp>2012-10-02T14:16:09Z</Timestamp>
<MessageID>d1d5c311-1e9f-401b-b4b9-7e73d25de404</MessageID>
<CorrelationID>d8b6c828-e5f6-443e-b872-805bade3b2d8</CorrelationID>
Header>

<Request>

<GetMeterReadings xmlns="http://iec.ch/TC57/2011/GetMeterReadings#">

</R9g
Fig

In H
Rea

EIIdUtViLE
<Names>
<name>meterl</name>
</Names>
</EndDevice>
<EndDevice>
<Names>
<name>meter2</name>
</Names>
</EndDevice>
<ReadingType>
<Names>
<name>0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0</pame>
</Names>
</ReadingType>
<ReadingType>
<Names>
<name>0.0.0.1.1.1.12.0.0.0.0.0.0.0+0.3.73.0</name>
</Names>
</ReadingType>
<TimeSchedule>
<scheduleInterval>
<end>2013-07-25T09:40:00Z</8nd>
<start>2013-07-25T09:40:00Z</start>
</scheduleInterval>
</TimeSchedule>
</GetMeterReadings>
Request>
questMessage>

HingType from meter2.

ure 22 — Example-of a request message for two ReadingType codes over two mef

igure 23¢the request is for data for one ReadingType from meter1 and a diffe

ers

rent
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message"
<Header>
<Verb>get</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-02T14:16:09Z</Timestamp>
<MessageID>c6d2cb99-0b0c-4532-adl6-a28c7cabdcbe</MessageID>
<CorrelationID>cca4968f-9163-4c8e-8fb6-e43a79a74do6</CorrelationID>
</Header>
<Request>
<GetMeterReadings xmlns="http://iec.ch/TC57/2011/GetMeterReadings#">
EII\jDGViLC
<Names>
<name>meterl</name>
</Names>
</EndDevice>
<ReadingType>
<Names>
<name>0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0</name>
</Names>
</ReadingType>
<TimeSchedule>
<scheduleInterval>
<end>2013-07-25T09:40:00Z</end>
<start>2013-07-25T09:40:00Z</start>
</scheduleInterval>
</TimeSchedule>
</GetMeterReadings>
<GetMeterReadings xmlns="http://iec.ch/T€57/2011/GetMeterReadings#">
<EndDevice>
<Names>
<name>meter2</name>
</Names>
</EndDevice>
<ReadingType>
<Names>
<name>0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.73.0</name>
</Names>
</ReadingType>
<TimeSchedule>
<schedulelInteéerval>
<end>2013+-07-25T09:40:00Z</end>
<start>2013-07-25T09:40:00Z</start>
</scheduleInterval>
</TimeSchedule>
</GetMeterReadings>
</|IRequest>
</RegquestMessage>

Figure 23 — Example of a request message for two meter/ReadingType combinations

6.3.7 Coincident meter reads

A coincident meter read is one where the read is specified not for a particular time but rather
when some other meter read or event happens. For example, a common business process is
for a meter reading to be obtained when a meter is installed. Similarly, when a meter is
disconnected, it is common practice to capture a final read coincident with the disconnection
event.

Coincident meter reads are explained in Subclause 5.3.3 of IEC 61968-9:2013.
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On-demand meter reads

6.4.1 General

As noted above, an on-demand meter read is used for when the HES is being explicitly
instructed to read data from the meter. The HES is thereby forced to disregard any data that it

may

already have in its internal data store.

The message pattern for this use case is similar to the “Request Message with a Multiple
Response Messages” described in 6.2.3. The differences lie in the way in which the request is

formulated.
The|relevant message exchange pattern for a simple on-demand meter read request-message
is shown in Figure 24. This is similar to the example in Figure 22 except for the ‘folloying
diffegrences:

4 The header verb is create instead of get.

4 The MeterReadings profile is used rather than GetMeterReadings. (A schematic

An €

The
mes

credted(MeterReadings) message is shown in Figure 34.

If fo
the

diagram of the MeterReadings profile is shown in Figure 27.)

The information needed for making the request is carfied within the <Paylpad>

element rather than a <Request> element.
The meter identfiers are specified within <Meter><Namés><name> subelements.

In the common case no <TimeSchedule> element is specified. However,

if a

<TimeSchedule> element is provided, this should refer to a future time in which calse a

meter read is scheduled for that time. See als0+9.2.

xample of a create(MeterReadings) messageris shown in Figure 25.

requested data are returned as a sequence of consequential created(MeterReadi
sages rather than as reply(MeterReadings) messages. An example of suc

whateever reason the meter. read fails, a reply(MeterReadings) message is sent bac
equestor with an appropriate error code.

ngs)

k to
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sd On-demand meter read request/

MDMS HES

*

Meter

create(MeterReadings)

o~

HES validates request

.
.

alt

[request isinvali

[request is validland specifies all valid (existing) meters]
|

or specifies all invalid (non-existent) meters]

| _reply(MeterReadings, <Replyz<ResunS<FAILED) _ __|

HES sends reply message with list of
non-existent meters (if applicable)

alt |

[request spe:cifies some invalid meters]

! reply(MeterReadings, <Reply><Result>=FAHLED) el

\

Reply message contains list of non-
existent meters

alt

[meter rxl;ading suceeeded]

| created(MeterReadings)

|
|
|
|
|
| RN |
| | |
| | |
[ [ [
| | |
| | |
loop /| | |
| | |
[over meters] .
3 HES issues command atross the AMI | | e s
: network to read one or more meters. :. :
I T I H
| H N - '
I /
| ’
|
I C
|
N N S
| <
|
g
|

IEC

Figure 24 — Message exchange pattern for an on-demand meter read
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message"
<Header>

<Verb>create</Verb>

<Noun>MeterReadings</Noun>
<Timestamp>2012-10-02T14:16:09Z</Timestamp>
<MessageID>b21b0c12-9bd5-4f1d-80ca-09ad39e@d34b</MessagelID>
<CorrelationID>b97779c1-cP94-406b-8e85-0f8169fav6d2</CorrelationID>

</Header>
<Payload>

<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<Meter>

</R9

6.4.

An @
the

Rea
enel

The
accd

If th

Names
<name>meterl</name>
</Names>
</Meter>
<Meter>
<Names>
<name>meter2</name>
</Names>
</Meter>
<ReadingType>
<Names>
<name>0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0</name>
</Names>
</ReadingType>
<ReadingType>
<Names>
<name>0.0.0.1.1.1.12.0.0.0.0.0.0.0.0{373.0</name>
</Names>
</ReadingType>
</MeterReadings>
Payload>
questMessage>

Figure 25 — Example of an-on-demand meter read request message

p Pinging a meter
n-demand meter read may also be used to “ping” a meter — that is, to determine whg

HingType of 0.0,0:90.0.1.11.0.0.0.0.0.0.0.0.0.109.0 (electricitySecondaryMet
gization status).

responsexmessage contains a <MeterReading><Readings><value> element of 1
rding toswhether the meter is energized or not.

e.meter cannot be reached or is not responding, an appropriate error code wil

ther

meter is supplied with grid-side power. For this purpose, the request message specifies a

ered

or 0

retu

6.5

ned in ihe <Reply><Error><code> element. See also 4.5.

MeterReadings response

6.5.1 General

Regardless of how the meter read request is constructed, a response message containing
meter read data always follows the same outline.

The verb and the noun in the message header are reply and MeterReadings respectively.

As noted in Subclause 4.2, a single request message may cause several response messages
to be issued. This is particularly relevant for meter read requests. First, the request may cover
a wide time range possible including times extending into the future. Clearly such a request
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can be fully answered only when the time in question has been reached. Second, a request
may cause the response to be large and so this must be split up over several response
messages. A complete MeterReadings response is shown in Figure 26.

<ResponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>reply</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-03T13:08:15Z</Timestamp>
<MessageID>9528a597-f87a-42a0-a991-4e7699dd5f1d</MessageID>
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</Header>
<Reply>
<Result>0K</Result>
<Error>
<code>0.0</code>
<level>INFORM</level>
<reason>single response message</reason>
</Error>
</IReply>
<Payload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<Meter>
<Names>
<name>meterl</name>
</Names>
</Meter>
<Readings>
<timeStamp>2012-07-24T09:38:00Z%/timeStamp>
<value>3.1415926</value>
<ReadingQualities>
<ReadingQualityType ref=’1.0.0"/>
</ReadingQualities>
<ReadingType ref="0.06.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0"/>
</Readings>
<Readings>
<timeStamp>2012=07-24T09:38:00Z</timeStamp>
<value>0.31415926</value>
<ReadingQualities>
<ReadingQualityType ref="1.0.0"/>
</ReadingQualities>
<R€adingType ref="0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.73.0"/>
</Readings>
</MeterReading>
</MeterReadings>
</lpayload>
</ResponseMessage>

Figure 26 — Example of a response to a meter read request

In this example the complete response message contains several individual readings. Each
reading in turn contains a reading type qualification to indicate what kind of data is being
returned. Each reading also contains a reading quality. Both the reading types and reading
qualities are encoded as ref= attributes rather than as subelements.

The overall structure of a MeterReadings response is shown in Figure 27. According to this
XSD schema definition, a <MeterReadings> element permits <EndDeviceEventType>,
<MeterReading>, <ReadingQualityType> and <ReadingType> subelements. Of these, the
<MeterReading> element contains the actual meter data. The others are used to provide
mnemonic names for the various quantities as described in 6.5.7.
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See Subclause 11.2.3 for a detailed description of the various subelements that

within a <MeterReadings> element.

m:MeterReadings _|

P- —i m:EndDeviceEveniType _

' >

6.5.2

The

______________________________________

|
|
|
|
|
|
[ |
||
||
- ||
R | |

etermegngs B (e | mMeterReading Bl e | |
| e —— e

||

||

||

||

||

|

|

|

|

|

|

N 7
Bl
L'
=
mI
{r

i
'
'
'
'
'
'
'
1
1
1
1
1
1
1
'
k
'
1

=
B

____________________

'r—«: m:ReadingQuality Type

_______________________ v
R 7 iniaiaiaiaiait ottt -

Figure 27-= MeterReadings definition according to MeterReadings.xsd

The <MeterReading><Meter> element

<MeterReading> element contains a <Meter> subelement that indicates the partic

may appear

ular

devige.for which data are being returned. As shown in Figure 28, a meter contains the same

<Nam
<Nam

es><name> element and possibly also <Names><NameType><name>
es><NameType><NameTypeAuthority><name> elements.

and
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- m:name

IEC

Figure 28 — <MeterReadings><Meter> definition

6.5.3 The <MeterReading><Readings> element

A sipgle meter read response may encode several indiyvidual data points. Each data point
corrgsponds to a separate <Readings> subelement within the <MeterReading> element.|The
releyant XSD schema definition is shown in Figure 29.

t- 4= m:reportedDateTime ;

r--i=|'n:sc-ur|:e !

-4 m:ReadingQualities [1]

| iy S Sy By Sy Sy S B, Ly

z

0.=

—! m:ReadingType

IEC
Figure 29 — <MeterReadings><Reading> definition

The <value> of the element is the value read from the meter. It is qualified according to the
<timeStamp> and other elements.
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6.5.4 The <MeterReading><Readings><ReadingQualities> element

The XSD schema definition for the ReadingQualitities field is shown in Figure 30. As noted
previously and as illustrated in Figure 26, a ref= XML attribute is used to encode these
values.

See Annex D of IEC 61968-9:2013 for a description of how these 4-part strings are
constructed.

A given meter reading may have several reading qualities associated with it. These reading

quawmﬂwmmmw_given
reading event.

[Fhaavc:linglﬁtualit\‘r Tt "

= sttributes

~-ReadingQualityType FF 7-----==-==-==<==--1
|

Figure 30 — <MeterReading><ReadingQuality> definition

6.5.% The <MeterReading><Readings><ReadingType> element

The|ReadingType field denotes the kind)of data associated with a particular meter reading. A
given meter reading may have only*one reading type. As noted previously, a ref= XML
attribute is used to encode these values.

See|annex C of the |IEC 61968-9 standard for a description of how these 18-part stringq are
congtructed.

6.5.6 The <MeterReading><Readings><IntervalBlocks> elements

The|IntervalBlocks field contains a set of meter readings. It provides a more economic me¢ans
of fgrmulatingia reply when all these meter readings share the same ReadingType.

6.5.7 The EndDeviceType, ReadingQualityType and ReadingType elements

The intention of the <MeterReadings><EndDeviceType>, <MeterReadings>
<ReadingQualityType> and <MeterReadings><ReadingType> elements is to allow
alternative names for end device types, reading types and reading qualities to be provided.

For example, as described in 6.5.5, a ReadingType must be specified as an 18-position
dotted string. The <MeterReadings><ReadingType> allows a more mnemonic name to be
defined in terms of the various subelements and which may then be used elsewhere in the
response using the ref= attribute notation.

Similar  possibilities  for  defining alternative names also apply to the
<MeterReadings><EndDeviceType>, <MeterReadings><ReadingQualityType> elements.
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For example, the response message shown in Figure 26 could be more legibly reformulated
as shown in Figure 32.

The ability to associate a name with a <EndDeviceType>,
<ReadingQualityType> and <ReadingType> element applies only to a
MeterReadings response. There is no similar functionality available when
making a GetMeterReadings request.

- - 4= m:reportedDateTime ;
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Figure 31 — <MeterReadings><IntervalBlock> definition
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<ResponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>reply</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-03T13:08:15Z</Timestamp>
<MessageID>8c3b4110-91eb-4fa8-9cab-106518bele54</MessagelID>
<CorrelationID>8dfc122f-6a00-4522-85a3-5d181f7285c8</CorrelationID>
</Header>
<Reply>
<Result>0OK</Result>
<Error>

LU\:I.C 8.6 /ILUdC
<level>INFORM</level>
<reason>single response message</reason>
</Error>
</IReply>
<Playload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<Meter>
<Names>
<name>meterl</name>
</Names>
</Meter>
<Readings>
<timeStamp>2012-07-24T09:38:00Z</timeStamp>
<value>3.1415926</value>
<ReadingQualities>
<ReadingQualityType ref="enddevice, valid data"/>
</ReadingQualities>
<ReadingType ref="bulk real fonward kWh electricity"/>
</Readings>
<Readings>
<timeStamp>2012-07-24T09:38:00Z</timeStamp>
<value>0.31415926</value>
<ReadingQualities>
<ReadingQualityType ref="enddevice, valid data"/>
</ReadingQualities>
<ReadingType ref="bulk reactive forward kWh electricity"/>
</Readings>
</MeterReading>
<ReadingQualityType>
<categony=0</category>
<subCategory>0</subCategory>
<sy'stemId>1</systemId>
<Names>
<name>enddevice, valid data</name>
</Names>

</ReadingQualityType>

<ReadingType>
<accumulation>l</accumulation>
<aggregate>0</aggregate>
<commodity>1</commodity>
<consumptionTier>0</consumptionTier>
<cpp>0</cpp>
<currency>0</currency>
<flowDirection>1</flowDirection>
<macroPeriod>@</macroPeriod>
<measurementKind>12</measurementKind>
<measurementPeriod>0</measurementPeriod>
<multiplier>3</multiplier>
<phases>0</phases>
<tou>0</tou>


https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e

- 56 - IEC TR 61968-900:2015 © IEC 2015

<unit>72</unit>

<argument>
<denominator>0</denominator>
<numerator>0</numerator>

</argument>

<interharmonic>
<denominator>0</denominator>
<numerator>0</numerator>

</interharmonic>

<Names>
<name>bulk real forward kWh electricity</name>

</R9

6.6

/NaMc>
</ReadingType>
<ReadingType>
<accumulation>1</accumulation>
<aggregate>0</aggregate>
<commodity>1</commodity>
<consumptionTier>0</consumptionTier>
<cpp>0</cpp>
<currency>0</currency>
<flowDirection>1</flowDirection>
<macroPeriod>0</macroPeriod>
<measurementKind>12</measurementKind>
<measurementPeriod>0</measurementPeriod>
<multiplier>3</multiplier>
<phases>0</phases>
<tou>0</tou>
<unit>73</unit>
<argument>
<denominator>0</denominator>
<numerator>0</numerator>
</argument>
<interharmonic>
<denominator>0</denominator>
<numerator>0</numerator>
</interharmonic>
<Names>
<name>bulk reactive forward kWh electricity</name>
</Names>
</ReadingType>
</MeterReadings>
Payload>
sponseMessage>

Figure 32 — Example of a meter read response with named
ReadingType and ReadingQuality elements

Unsolicited meter reads

6.6.1 General

A HES may also send unsolicited meter reads to a MDMS. Such meter reads are typically
configured during the installation of a HES so that at certain defined times it reads the latest
meter values from the AMI network and sends these to the MDMS.

6.6.2 Message exchange pattern

The

sequence diagram for this message exchange pattern in shown in Figure 33.
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sd Unsolicited meter read/

MDMS HES Meter -

HES issues command
across the AMI network
to read one or more
meters

'
'
'
'

loop /

Read meters

created(MeterReadings)

._E______________________ —_————— - ——

e

An (
of M
as s

<Eveg
<H

<P

Figure 33 — Message exchange pattern for a set of unsolicted meter reads

nsolicited meter reading message contains a header with a verb of created and a poun

bterReadings. The meter readings aresent inside the <Payload> section of the mes
hown in Figure 34.

ntMessage xmlns="http://iec,ch/TC57/2011/schema/message">
eader>
<Verb>created</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-13T14:01:32Z</Timestamp>
<MessageID>d1d5c311-1e9f-401b-b4b9-7e73d25ded404</MessagelD>
Header>
ayload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<Meter>
<Names>
<name>meterl</name>

/Names

bage

</
</Ev

</Meter>
<Readings>
<timeStamp>2012-10-13T14:00:00Z</timeStamp>
<value>2.71828</value>
<ReadingType ref="0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0"/>
</Readings>
</MeterReading>
</MeterReadings>
Payload>
entMessage>

Figure 34 — Example of an unsolicited meter read message

The <Payload> element contains one or more <MeterReadings> subelements. In turn these
contain further subelements whose meanings have been described in 6.5.
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The XML schema validation does not enforce the inclusion of a time zone in
each timestamp. However, in order to avoid potential misinterpretation, it is

strongly recommended that each timestamp include a time zone.

6.6.3 Missing reads

When a MDMS or HES is configured to publish a given set of data on a periodic basis, but is

una
valu
are
but

<Eve
<H

<P

</EV

B is missing but other data is present to describe the reading. In the example below;.t
bne is missing.

ntMessage xmlns="http://iec.ch/TC57/2011/schema/message">
eader>
<Verb>created</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-13T14:01:32Z</Timestamp>
<MessageID>84b59555-8e43-4dc5-80e4-7640a8ec69ab</MessagelID>
Header>
ayload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<Meter>
<Names>
<name>meterl</name>
</Names>
</Meter>
<Readings>
<timeStamp>2012-10-13T14:00:00Z</timeStamp>
<value>2.71828</value>
<ReadingType ref="90.0,0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0"/>
<!--bulkQuantity forward electricitySecondaryMetered energy (kWh)-->
</Readings>
<Readings>
<timeStamp>2012-10-13T14:00:00Z</timeStamp>
<!--The <value> element is absent -->
<ReadingType ref="0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.73.0"/>
<!--bulkQuantity forward electricitySecondaryMetered energy (kVArh)-->
</Readings>
</MeterReading>
</MeterReadings>
Payload>
entMeSsage>

the
here

wo readings being published. Both are assigned to the same dateTime reading-fimestamp

Ei 35— teofaisst ot btshed

The example in Figure 35 shows the <value> element being omitted. Other systems may
choose to publish an empty element, <value/>.

The publisher is not saying much about the missing read at this point. It may be possible to

reco

ver the missing read if the publisher is asked for it specifically as a historical reading.

The publisher may be more specific about the missing reading. Perhaps the publisher knows
that this reading is lost forever. It can say so with a ReadingQuality in the message. The
example below shows a series of readings being published. They all have a common
timestamp but the publisher knows that one of the readings is a known missing (and
unrecoverable) reading.
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<EventMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>created</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-13T14:01:32Z</Timestamp>
<MessageID>831e841d-2890-4f17-bf63-0al6c4f35178</MessagelID>
</Header>
<Payload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">
<MeterReading>
<Meter>

Names
<name>meterl</name>
</Names>
</Meter>
<Readings>
<value>123.45678</value>
<ReadingQualities>
<ReadingQualityType ref="2.2.32"/>
<!--Outage during interval-->
</ReadingQualities>
<ReadingQualities>
<ReadingQualityType ref="2.4.2"/>
<!--Partial interval-->
</ReadingQualities>
<ReadingType ref="0.0.7.4.1.1.12.0.0.0.0.0.0.0.0.3.72.0"/>
<!--sixtyMinute deltaData forward electricitySecondaryMetered energy (kWh)-->
</Readings>
<Readings>
<ReadingQualities>
<ReadingQualityType ref="2.2.32"/>
<!-- Outage during intervak-:>
</ReadingQualities>
<ReadingQualities>
<ReadingQualityType ref="2.5.259"/>
<!-- KnownMissingRé&ad-->
</ReadingQualities>
<ReadingType ref="'0.0.0.6.0.1.54.0.0.0.0.0.0.0.0.0.29.0"/>
<!-- indicating-electricitySecondaryMetered voltage-rms (V)-->
</Readings>
<valuesIntefval>
<end>20125-10-13T14:00:00Z</end>
</valuesInterval>
</MeterReading>
</MetenrReadings>
</IPay load>
</EVentMessage>

The example in Figure 36 describes a scenario where, at the top of the hour a series of
readings were to be taken by the meter and published. Unfortunately an outage occurred
during the process. The outage had the effect of shortening the measurement of an interval,
but a scheduled read at the end of the interval was lost and can no longer be recovered.

6.6.4 Unsolicited MeterReads together with EndDeviceEvents

The <MeterReading> element may incorporate optional <EndDeviceEvents> and
<Readings> subelements. These allow alarms to be published asynchronously as well as
meter readings. There is also an EndDeviceEvent.xsd profile file which can be used to
publish stand-alone events as a separate and unrelated activity. Publication of stand-alone
asynchronous events is described in 7.5.
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Figure 37 shows an example of a message with both a meter reading and an event.

<EventMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>created</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2013-06-26T17:35:00Z</Timestamp>
<MessageID>23bbf080-bd7d-4897-a93f-815c8b56bc6d</MessageID>
</Header>
<Payload>
<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">

Motaonl dinc
rrecePreaaIhs

<EndDeviceEvents>
<createdDateTime>2013-06-26T17:30:46Z</createdDateTime>
<EndDeviceEventType ref="3.26.131.223"/>
<!-- electricMeter.power.phaseAVoltage.sagStarted -->
</EndDeviceEvents>
<Meter>
<Names>
<name>meterl</name>
</Names>
</Meter>
<Readings>
<timeStamp>2012-06-26T17:30:47Z</timeStamp>
<value>100.2</value>
<ReadingType ref="0.0.0.6.0.1.54.0.0.0.0,.0.,06.0.128.0.29.0"/>
<!-- indicating electricitySecondaryMeteted voltage-rms phaseA (V)-->
</Readings>
</MeterReading>
</MeterReadings>
</IPayload>
</EVentMessage>

Figure 37 — Example of a message showing both an event and a reading

6.7 | More about timestamps and’interval data
6.7. General

Thefe are several opportunities within the schema to present timestamp data.

The| <timeStamp>(ng€ar the <value> should be used when each timestamp is diffefent.
However, if a series of Readings all share the same timestamp, this timestamp may be placed
in the <MeterReading><valuesInterval><end> element.

Figure 38 shows the <valuesInterval><start> and <valuesInterval><end> elements
with|n¢he’<MeterReading> element.
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6.7

————————————
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4 m:ReadingQualifies

et R |

Figure 38 — Reading Timestamps

.2 Interval data

Thefe are two types of interval data.\One type measures “delta data” over a timespan.

oth
typ

hour

the
tim

er type takes a snapshot of anCindicating” value at a specific point in time. Delta da
igally measured in the meter/so that at the end of the interval (for instance, the top o

intenval. For example~a request or reply specifying a timespan of “<start>2013
13T14:00:00Z</start>" and “<end>2013-10-13T15:00:00Z<end>" describes en

col

lgcted starting‘just after the instant of 14:00 and ending at 15:00 including the instant.

(An fintervalMike this could be written in ISO_31-11 bracket notation 8 in which parenth
are psedto indicate a timestamp exclusive of the instant, and square brackets inclusive o
instant/In this example, the interval would look like (14:00 15:00].)

The
la is
the

) a dial reading is takensand the difference between the last sample (taken at the end of
last interval) is calculated and stored as the delta. This implies that the spedified
estamp would be exclusive of the start of the interval, and inclusive of the end of the

10-
ergy

bses
f the

Delta data may be collected at the meter with a measuring period built into the measurement.
If so, this period should appear as attribute #3 in the ReadingType string. When this is the
case, it is not required to send both the <start> and <end> tags in every message. The
missing tag can be calculated. Given that only one tag is needed, and that the <end> tag is

the

absolute timestamp, then only the <end> tag need be supplied in this situation.

The other type of reading which might be periodically sampled is snapshot data. These are
typically “indicating” values. If these are to be published along with a mix of other data types,
and a common <valuesInterval> timestamp is provided for all of the readings, and only an

8

http://en.wikipedia.org/wiki/ISO_31-11
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<end> tag is supplied, then this <end> tag could be said to apply to the indicating value just
as it would to a delta data value.

If there is any ambiguity surrounding the timespans involved or the moment at which the
reading was taken, then the <MeterReading><Readings><timestamp> element should be
used liberally. When a timestamp is supplied in the
<MeterReading><Readings><timestamp> element, and a different timestamp supplied in
<MeterReading><valuesInterval><end>, the question arises which takes precedence? This
is a contradiction and should not happen, but if it does, the timestamp closest to the value —
that is, the <MeterReading><Readings><timestamp> — takes precedence over what the
glob f i

6.7. The interval block

A system may publish interval data under the <IntervalBlocks> element(or~a serigs of
ordinary <Readings> elements. The organization of the <IntervalBlocks> element proyides
an gptimization where a common <ReadingType> may be pulled out andystated once \]or a
long|series of <intervalReadings>.

This| optimization may be useful when the system publishes a seftiés of intervals of the same
type|l which span a considerable amount of time. It is probably Jess useful when the system
publishes a number of readings with different <ReadingTypeS/and a common timestamp.

6.7.4 Raw data

The[<IntervalBlocks> elements are unique in that they allow raw data from the meter tp be
expressed along with a pending unit of measure. This is achieved by means of| the
<PemdingCalculation> subelements.

This|is useful in situations where delta data is transported and concerns arise over the logs of
integrity because of rounding errors.. By defering the mathematical operations until the data
reaghes the MDMS, roundoff errors-within the HES can be avoided.

(It mnight be argued that with.proper use of anchor readings, cumulative roundoff error gould
be gvoided within the HES and the transport of raw data is unnecessary.)

Figure 39 shows ap~example message that illustrates usage of the <IntervalBlog¢ks>
elenpents.
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ntMessage xmlns="http://iec.ch/TC57/2011/schema/message">

<Header>

</

<Verb>created</Verb>

<Noun>MeterReadings</Noun>
<Timestamp>2013-06-26T17:35:00Z</Timestamp>
<MessageID>23bbf080-bd7d-4897-a93f-815c8b56bc6d</MessageID>
<CorrelationID>8c776dc7-83d1-4032-a2c5-6c4clfo6cf97</CorrelationID>
Header>

<Payload>

<MeterReadings xmlns="http://iec.ch/TC57/2011/MeterReadings#">

(kWh

(cou

</EV

The
used
occl

I“itlLCI Rcd\jills
<IntervalBlocks>
<IntervalReadings>
<value>12345</value>
<timePeriod>
<end>2001-12-17T09:00:00Z</end>
<start>2001-12-17T08:00:00Z</start>
</timePeriod>
</IntervalReadings>
<PendingCalculation>
<scalarDenominator>10000</scalarDenominator>
<scalarNumerator>18</scalarNumerator>
<ReadingType ref="0.0.7.4.1.1.12.0.0.0.0.0.90.0.0.3.72.0"/>

<!--sixtyMinute deltaData forward elecdtricitySecondaryMetered en
)-->
</PendingCalculation>
<ReadingType ref="0.0.7.4.1.1.12.0.0{00.0.0.0.0.3.111.0"/>
<l--sixtyMinute deltaData forwanrd electricitySecondaryMetered en
nt)-->
</IntervalBlocks>
<Meter>
<Names>
<name>meterl</name>
</Names>
</Meter>
</MeterReading>
</MeterReadings>
Payload>
entMessage>
Figure 39 — Example use of IntervalBlocks
transport©firaw data is not recommended but nevertheless supported. It should onl

in situyations where systems cannot otherwise avoid cumulative round off error
rring.inthe transport of delta data.

Ergy
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eter control requests and responses

General

Meter control requests are used, among other things, to instruct the meter to reset itself, to
connect the power or to disconnect the power.

A typical example of the usage of such requests is when someone moves into an apartment.
The meter first needs to be read so that a final bill can be produced for the old tenant. It is

then

reset before the new tenant moves in.

Power disconnection may happen, for instance, as a last resort if accounts are not settled.
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Message exchange pattern

From an IEC 61968-9 perspective, the message exchange patterns in these cases are all
similar to one another and are depicted in Figure 40.

The steps are as follows:

1)

The MDMS first sends a create(EndDeviceControls) message to the HES. This

specifies a set of meter identifiers along with an EndDeviceControl code.

An

EndDeviceControl code is a four-position string that specifies the operation to be

carried out. For example, the string 3.8.0.214 means “reset the meter’. Meters

B
T
~

A sgt of common EndDeviceControls and their.corresponding EndDeviceEvents is show
Table 1.

Tahle 1 — Common EndDeviceControls*and their corresponding EndDeviceEvent co

identified just as Tor meter read requests as described In 9.2 and b.5.2.

are
The

EndDeviceControls code and the meter identifier are contained in the mess$age

<Payload> as shown in 7.2.

The HES checks the request message and sends a .carfespon
reply(EndDeviceControls) message back to the MDMS. This indicates” whether
request looks acceptable or whether any errors have been detected?¥or example
request may specify meter identifiers that do not exist.

ding
the
the

The HES then endeavors to carry out the requests by sending the appropfiate

commands over the AMI network. When a meter receives@-command, it attemp
obey it and then sends a notification of success or otherwise back to the HES.

The HES in turn notifies the MDMS by sending one or/more created(EndDeviceEve
messages. An EndDeviceEvents payload containsca“set of meter identifiers togg
with an EndDeviceEvent code. The latter is a four-position string that signifies
some event or state change has taken place{ For example, the string 3.8.0
denotes that the meter has been successfully)reset.

s to

nts)
ther
that
215

nin

Hes

Operation EndDeviceControls code Expected EndDeviceEvent codq

success case failure casel

Renmpote demand reset 3.8.0.214 3.8.0.215 3.8.0.65

Remote meter disconnect 3.31.0.23 3.31.0.68 3.31.0.84

Renmote meter connect 3.31.0.18 3.31.0.42 3.31.0.67

for

A I:jt of comman:-EndDeviceEvents and an explanation of how these four-position strings
ed may—~be found in Annex E of IEC 61968-9:2013. A similar listing of com

are
mon

EndPeviceControls and an explanation of how these are constructed may be found in Apnex

F of IEC.61968-9:2013.
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sd Meter control request

MDMS HES Meter &

. HES validates request
create(EndDeviceControls) - message

[fequest isinvgli

or specifies all invalid (non-existent) meters]

N

HES sends reply messageg
with list of non-existent
meters (if applicable)

[fequest is validjand specifies at least one valid (existing) meters]

£y

[request specifies some invalid meters]
|

Reply*message contains

list of non-existent
meters

HES issues command Meter carries out control

across the AMI network

operation

' \ [ '
o

HES issues consequential

to control one or more
meters

event message

—_———————eee - —_ - - - e e

t
o
o
—_———— e e == |- A

created(End'Device Events)

IEC

Figure 40 — Message exchange pattern for a meter control operation
7.3 Create(EndDeviceControls) message

7.31 General

A simple create(EndDeviceControls) message that specifies a single meter might look as
shown in Figure 41:
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>create</Verb>
<Noun>EndDeviceControls</Noun>
<Timestamp>2013-10-14T11:31:55Z</Timestamp>
<ReplyAddress>http://localhost:8090/foobar</ReplyAddress>
<MessageID>7c3bd408-c6df-4943-9ee7-38a326b83cca</MessagelID>
<CorrelationID>7c843d20-b47a-444a-90b3-3a23b6c52eae</CorrelationID>
</Header>
<Payload>
<EndDeviceControls xmlns="http://iec.ch/TC57/2011/EndDeviceControls#">
EIIdDCViLCLUIItI Ul
<EndDeviceControlType ref="3.8.0.214"/>
<EndDevices>
<Names>
<name>M1001</name>
</Names>
</EndDevices>
</EndDeviceControl>
</EndDeviceControls>
</IPayload>
</RequestMessage>

Figure 41 — Example of a create(EndDeviceControls) ' message for one meter

A slightly more complicated example in which two meters @re specified is shown in Figure|42:

<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>create</Verb>
<Noun>EndDeviceControls</Noun>
<Timestamp>2013-10-14T11:31:55Z</Timestamp>
<ReplyAddress>http://localhost;:8090/foobar</ReplyAddress>
<MessageID>7fb01d8b-383e-4642-877b-3ddc3ad4lcdcb</MessageID>
<CorrelationID>806454a3-8eecb-46b5-a296-e0e2e3c9d8ea</CorrelationID>
</Header>
<Payload>
<EndDeviceControls xmlns="http://iec.ch/TC57/2011/EndDeviceControls#">
<EndDeviceControl>
<EndDeviceControlType ref="3.8.0.214"/>
<EndDevicgs>
<NameS§»
<fName>M1001</name>
</Names>
</-EndDevices>
<EndDevices>
<Names>
<name>M1002</name>
</Names>
</EndDevices>
</EndDeviceControl>
</EndDeviceControls>
</Payload>
</RequestMessage>

Figure 42 — Example of a create(EndDeviceControls) message for two meters

7.3.2 EndDeviceControls element

An <EndDeviceControls> element consists of zero or more <EndDeviceControl>
subelements followed by zero or more <EndDeviceControlType> subelements. This is shown
in Figure 43.


https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e

IEC TR 61968-900:2015 © IEC 2015 - 67 -

IEC
Figure 43 — EndDeviceControls definition

The| <EndDeviceControls><EndDeviceControl> subelement contains at least
<EngDeviceControlType> which in turn contains a ref= attribbte. It also cont
<EndiDevices>, <EndDeviceGroups>, <UsagePoints> and <Usage€PointGroups> elem
whigh denote the respective devices. This is depicted in Figure 44.

an
ains
ents



https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e

- 68 - IEC TR 61968-900:2015 © IEC 2015

’—{ m:PanDemandResponse

m:PanDisplay i

I—{ m:EndDeviceControlType

IEC
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v-+4 m:EndDeviceGroups

''''''''''''''''''''''''''''''''''''''' gl

I

IEC
Figure 44 — EndDeviceControl definition

The subelement may be used| for
assqciating=a mnemonic name with an <EndDeviceControlType>, just as can be done {
Met

or a
rReadings response as described in 6.5.7. The corresponding XSD schema is shown in
Figure 45.

<EndDeviceControls><EndDeviceControlType>
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[EndDevioeCantmlType [%]—(—'H—:EI—

--4=nusubDonmn1E
!
_______________ b

]
=l

IEC

Figure 45 — EndDeviceControlType definition

Reply(EndDeviceControls) message

ply message~corresponding to the create(EndDeviceControls) messages of Figure 4

shown in Figure 46.

<Re
<

ponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
eader>

JAV]

VAL IClJJ._y / VCT U
<Noun>EndDeviceControls</Noun>
<Timestamp>2013-10-14T11:31:57Z</Timestamp>
<MessageID>6de7556b-b370-4040-9be5-1ce75838c6ad4</MessageID>
<CorrelationID>806454a3-8ecb-46b5-a296-e0e2e3c9d8ea</CorrelationID>

</Header>
<Reply>

<Result>0K</Result>
<Error>
<code>0.0</code>
<level>INFORM</level>
</Error>

</Reply>
</ResponseMessage>

Figure 46 — Example of a reply(EndDeviceControls) message

2 is
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7.5 Created(EndDeviceEvents) message
7.51 General

Once the command has been sent over the AMI network to the meters and these have
executed the commands, the HES responds back to the MDMS with a
created(EndDeviceEvents) message as shown in Figure 47:

<EventMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>created</Verb>
Noun>FndDeviceFvents</Noun
<Timestamp>2013-10-14T11:31:57Z</Timestamp>
<MessageID>6de7556b-b370-4040-9be5-1ce75838c6ad</MessagelID>
<CorrelationID>806454a3-8ecb-46b5-a296-e@e2e3c9d8ea</CorrelationID>
</Header>
<Payload>
<EndDeviceEvents xmlns="http://iec.ch/TC57/2011/EndDeviceEvents#)>
<EndDeviceEvent>
<createdDateTime>2013-10-14T11:31:57Z</createdDateTime>
<EndDeviceEventType ref="3.8.0.215"/>
<UsagePoint>
<Names>
<name>M1001</name>
</Names>
</UsagePoint>
</EndDeviceEvent>
<EndDeviceEvent>
<createdDateTime>2013-10-14T11:31:572</createdDateTime>
<EndDeviceEventType ref="3.8.0.215?/>
<UsagePoint>
<Names>
<name>M1002</name>
</Names>
</UsagePoint>
</EndDeviceEvent>
</EndDeviceEvents>
</IPayload>
</EVentMessage>

Figure 47\~ Example of a created(EndDeviceEvents) message

7.5.2 EndDeviceEvents element

An {EndDeviceEvents> element consists of zero or more <EndDeviceEvent> subelements
followed by-zero or more <EndDeviceEventType> subelements. This is shown in Figure 48.

|nﬂEndEe~meE~ents

1
Ve LRyt

EndDevheEuents[:}%%}*ahJ:}% 0= |
R il

| '--i m:EndDeviceEventType - |

|
-4 i EndDeviceEvent [}] :

Figure 48 — EndDeviceEvents definition
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The  <EndDeviceEvents><EndDeviceEvent> subelement contains at least an
<EndDeviceEventType> which in turn contains a ref= attribute. It also contains <Names> and

<UsagePoints> subelements which denote the respective devices. This is shown in
Figure 49.

IEC
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F-+ m:EndDeviceEventDetails

_____________________________________________ Sl

The

mne

and [EndDeviceControls profiles asdescribed in 6.5.7 and 7.3.2.

Figure 50 depicts the _structure of the <EndDeviceEvents><EndDeviceEventTy

sub

-4 mi:Names [
|

[ it i, oy

IEC

Figure 49 — EndDeviceEvent definition

<EndDeviceEvents><EndDeviceEvéntType> subelement may be used for associati

ng a

onic name with an <EndDeviceEkventType>, just as can be done for a MeterReadings

lement.

pe>
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Figure 50 — EndDeviceEventType definition

7.6 | Unsolicited EndDeviceEvents Messages

7.6. General

An unsolicited created(EndDeviceEvents) message may be sent from a HES to a MDMS to
inform the latter of some unexpected event. For example, the HES may notify the MDMS of a
power outage.

Table 2 shows a list of common EndDeviceEvents. Further examples are to be found in Annex
E of IEC 61968-9:2013.
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Table 2 - Common EndDeviceEvent codes for unsolicited messages

Operation EndDeviceEvent code
Power outage 3.26.0.85
Tamper violation 3.12.0.257
High temperature alert 3.35.0.40
Low voltage alarm 3.26.38.150
High voltage alarm 3.26.38.93

7.6.t Message exchange pattern
i

In diagrammatic terms the message exchange pattern is as shown in Figure 51:

sd Unsolicited EndDevice event/

MDMS HES Meter

Meter détegts some
unySual event

created(EndDeviceEvents)

T
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
I
lT'\
I
I

IEC

Figure 51 —~Message exchange pattern for an unsolicted EndDevice event

7.7 Premisés_area networks

7.7. General

From«the perspective of IEC 61968-9, a premises area network (PAN) comprises a s¢t of
devices aftached to a meter. Such PAN devices typically include home displays, thermostats,
relays and so on. The meter acts as a gateway between the AMI network and the PAN
devices.

See Subclause 5.9 of IEC 61968-9:2013 for a full discussion of PAN networks.

7.7.2 Message exchange pattern

Before any command can be sent to a PAN device it must first be attached to — or paired with
— the meter. The pairing procedure and the subsequent control operations on the PAN device
are defined in the same way as other meter control messages.

That is, the sequence of events s initiated by the MDMS sending a
create(EndDeviceControls) message to the HES. The HES sends a corresponding command
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over the AMI network to the meter which then responds with a reply(EndDeviceControls)
message. The meter then issues the requisite command over the PAN network to the PAN
device. The PAN device responds back to the meter which in turn sends a reponse message
back to the HES. The latter then sends a created(EndDeviceEvents) message to the MDMS.

The major difference therefore between PAN operations and other meter control operations
lies in the choice of EndDeviceControls and EndDeviceEvents codes. The relevant codes are
listed in Tables F.3 and E.24 of IEC 61968-9:2013 respectively.

Another difference between PAN operations and other meter control operatlons is that the
Endpe A

disp

7.7.

The
End

3.16.73.298 assuming an electricity meter. The expected EndDeviceEvents code forn

Sucd

This|

3 Pairing the Meter and PAN device

Dev1ceContr‘ol><pr‘1ce51gna1> element aIIows prlce |nformat|on to be mcorporc
larly, the <EndDeviceControl><PANDisplay> elements allows for text messages t

pairing operation is accomplished by sending a “PAN (pairing window o
DeviceControls message to the meter. The corresponding EndDeviceControls cod

ess case is 3.10.73.39.

message should specify two EndDevices, one ,of owhich (the PAN device) has

<En
the

<EndDeviceControls><EndDeviceControl><EndbDevices><installCode>
<EndiDeviceControls><EndDeviceControl><EndDevices><electronicAddress><mac>

ele

Onc
End
and

8

8.1

DeviceControls><EndDeviceControl><EndDeyi€es><isPan> element set to true
ther (the meter) omits this element or setsits’ value to false. For the former,

ents must typically also be set.

b the pairing operation has been accomplished, a “PAN pairing window cl

expected EndDeviceEvents codes are 3.10.73.299 and 3.10.73.16 respectively.

Configuration and provisioning

General

cust
con

IEC

A MFMS or a HES may be configured with information concerning entities such as me

mers, customer accounts, service suppliers, usage points and so on. They can als
gured with*information defining the relationships or associations among such entities.

61968-9 defines several kinds of configuration according to the kind of entity b

the
ted.
D be

ayed on home PAN device. Finally the <EndDeviceControl><PANDemandRespomse>
element allows for dynamic load-control information to be sent to a PAN device¢

pen”
e is
the

the
and
the
and

pse”

DeviceControls message can be-sent to the meter. The corresponding EndDeviceConfrols

ters,
D be

eing

or

proy
dele

The

isioned__ 1t also defines how this r‘nnfigllrztinn information can be added, r‘hnngp

ted.

different kinds of configuration information are shown in Table 3.


https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e

IEC

TR 61968-900:2015 © IEC 2015 -77 -

Table 3 — Config Profiles

Profile (XSD) See Clause

MeterConfig 8.3,11.4.2
ComModuleConfig 11.4.3
ServicelLocationConfig 11.4.4
ServiceCategoryConfig 11.4.5
ServiceSupplierConfig 11.4.6
UsagePointLocationConfig 11.4.7
UsajgePointConfig 11.4.8
CusftomerConfig 11.4.9
CustomerAccountConfig 11.4.10
CusftomerAgreementConfig 11.4091
PrigingStructureConfig 14.4.12
MagdterDatalLinkageConfig (manage associations between objects) 8.4,11.4.13
ObjectNamesConfig (change the identifiers of objects) 11.4.15

These Config profiles are used to add, delete or modify «<the’ corresponding configuration
infoimation. For instance, to provision a HES with a new meter, a message is sent formulated
accqrding to the MeterConfig profile. Similary, to informma HES of the existence of a|new
custpmer, the CustomerConfig profile is used.

8.2 | Message exchange pattern

The[message exchange patterns are the same in all cases. To add configuration data |to a
HES or other system, for example, a request message containing a header with a cr¢ate

verb| is sent. The configuration data is;-contained within the message <Payload> elenpent.
Oncg the operation has been carried ‘out, the response message is returned with a vefb of
reply and an indication of the success or otherwise of the request in the message <Reply>
elenent.

Reqpests to delete or modify existing configuration data function similarly except thaf the
header verbs are delete.and change respectively.

Depgending on the‘scenario, a given create, change, or delete request may cause seyeral
reply messages:to be generated. For example, a single create message can be issudd to
instantiate multiple Meters. In this case, the responding system can send a single feply
mespage _for’ all Meters or multiple reply messages with the reply data with |just
acknowledgements for one or more Meters in each message.

Figure 5Z 1llustrates an example message exchange pattern for the case when a meter is

being provisioned into the system. The same general message pattern is also used for nouns
other than MeterConfig. Similarly, the verbs change and delete may be used instead of
create for when the stored configuration information is being updated or removed.
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sd Configuration

Cls MDMS HES

D

MDMS validates request

create(MeterConfig) o

alt

[request isinvalid]

[request is valid]

HES carries out
configuration command

create(MeterConfig)

reply(MeterConfig, <Reply><Result>=0K)

L reply(MeterConfig, <Reply><Resulz=OK)__|

IEC
Figure 52 — Message exchange pattern for a create(MeterConfig) message
8.3 | Meter configuration

8.3. Genhneral

Figure/53-shows the various parameters that can be passed in a MeterConfig request.
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i : m:ComFunction

I bmmmmmmmm e — - - ]
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:--: m:ConnectDisconnectFunction

r

-+ m:SimpleEndDeviceFunction

___________________________________________________ hy Sy
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|
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e
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Figure 53 — MeterConfig definition
11.4.2 for a detailed description of the various fields in’such a message.

p Create(MeterConfig) message

example shown in Figure 54 is taken fromy¥ Annex L of IEC 61968-9:2013. It shoy
ple request message for the provisioning.of two meters.

uestMessage xmlns="http://iec.ch/TC57/2011/schema/message">

eader>

<Verb>create</Verb>

<Noun>MeterConfig</NounX

<Timestamp>2012-01-17T09:30:47Z</Timestamp>

<Source>CIS</Source>

<AckRequired>true</AckRequired>

<MessageID>8B3EF3E8-C61C-4C91-BEFO-A1775570656A</MessageID>

<CorrelationID>8B3EF3E8-C61C-4C91-BEFO-A1775570656A</CorrelationID>

Header>

ayload>

<MeterC€onfig xmlns="http://iec.ch/TC57/2011/MeterConfig#">
<@omFunction>

<mRID>14470EB8-F28F-433E-9A34-D61C845FD976</mRID>

VS

direction>biDirectional I/rl-i rection

<technology>cellular</technology>
</ComFunction>
<Meter>
<mRID>B95ED625-2EDB-437F-977C-6E2991EE61CB</mRID>
<amrSystem>AmrSystemName</amrSystem>
<formNumber>2S</formNumber>
<ConfigurationEvents>
<createdDateTime>
2001-12-17T09:30:47Z</createdDateTime>
<effectiveDateTime>
2001-12-19T700:00:00Z</effectiveDateTime>
</ConfigurationEvents>
<electronicAddress>
<mac>00:24:E8:A7:69:E7</mac>
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</electronicAddress>
<ComFunction ref="14470EB8-F28F-433E-9A34-D61C845FD976" />
<EndDeviceInfo>
<isSolidState>true</isSolidState>
<phaseCount>1</phaseCount>
<capability>
<autonomousDst>true</autonomousDst>
<communication>true</communication>
<connectDisconnect>false</connectDisconnect>
<electricMetering>true</electricMetering>
<metrology>true</metrology>
UIIRCHUCDtRCdd tl uc /IUIIRCun)tRCdd
</capability>
</EndDeviceInfo>
<Names>
<name>A47129</name>
<NameType>
<name>MeterBadgeNumber</name>
<NameTypeAuthority>
<name>UtilityXYZ</name>
</NameTypeAuthority>
</NameType>
</Names>
</Meter>
<Meter>
<mRID>EDO4579E-FFOF-418E-92AC-B8BBE5721870</mRID>
<amrSystem>AmrSystemName</amrSystem>
<formNumber>2S</formNumber>
<ConfigurationEvents>
<createdDateTime>2001-12-17T09:30347Z</createdDateTime>
<effectiveDateTime>2001-12-19T00;00:00Z</effectiveDateTime>
</ConfigurationEvents>
<electronicAddress>
<mac>00:24:E8:B7:79:E7</mac>
</electronicAddress>
<ComFunction ref="14470EB8-F28F-433E-9A34-D61C845FD976" />
<EndDeviceInfo>
<isSolidState>true</isSolidState>
<phaseCount>1</phaseCount>
<capability>
<autonomousDst>true</autonomousDst>
<communication>true</communication>
<cenhectDisconnect>false</connectDisconnect>
LelectricMetering>true</electricMetering>
<metrology>true</metrology>
<onRequestRead>true</onRequestRead>
</capability>
</EndDeviceInfo>
<Names>
<name>C57129</name>
<NameType>
<name>MeterBadgeNumber</name>
<NameTypeAuthority>
<name>UtilityXYZ</name>
</NameTypeAuthority>
</NameType>
</Names>
</Meter>
</MeterConfig>
</Payload>
</RequestMessage>

Figure 54 — Example of a create(MeterConfig) message
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8.3.3 Reply(MeterConfig) message, success case

Assuming that the provisioning succeeds, the response message looks as shown in Figure 55:

<ResponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>reply</Verb>
<Noun>MeterConfig</Noun>
<Timestamp>2012-01-17T09:33:47Z</Timestamp>
<Source>MDMS</Source>
MessagaelIDx5624858B.0365.48 8 46A9NRE B</MassagalD
<CorrelationID>8B3EF3E8-C61C-4C91-BEFO-A1775570656A</CorrelationID>
</Header>
<Reply>
<Result>OK</Result>
<Error>
<code>0.0</code>
</Error>
</IReply>
</RgsponseMessage>

Figure 55 — Example of a reply(MeterConfig) message, success case

8.3.4 Reply(MeterConfig) message, failure case

In the error case, the response message is as shown in Figure 56:

<RegponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>reply</Verb>
<Noun>MeterConfig</Noun>
<Timestamp>2012-01-17T09:33:47Z</Timestamp>
<Source>MDMS</Source>
<MessageID>5624858B-9365-482E-8335-746A9A06F3FB</MessageID>
<CorrelationID>8B3EF3E8-C61C-4C91-BEFO-A1775570656A</CorrelationID>
</Header>
<Reply>
<Error>
<code>2.4</codé>
<level>FATAL<{/Yevel>
<details>Meter ID already exists</details>
<ID idType="MeterBadgeNumber" idAuthority="UtilityXYzZ"
kind="name" objectType="Meter">C57129</1ID>
</Error>
</IReply>
</RgspanseMessage>

Figure 56 — Example of a reply(MeterConfig) message, failure case

8.4 Master data linkage
8.4.1 General

It is often necessary to establish an association between previously defined configuration
entities. For example, a given meter may be associated with a particular usage point.
Alternatively, a customer may be associated with a customer account or with a customer
agreement.

Such bindings may sometimes be achieved by defining the appropriate fields in a
UsagePointConfig profile. A more general way, however, of defining an association between
different configuration entities is by means of the MasterDatalLinkage profile.
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The diagram shown in Figure 57 and taken from Subclause 5.10.2 of IEC 61968-9:2013
illustrates which associations may be made with the UsagePointConfig or
CustomerAgreementConfig profiles and which should be established using the
MasterDatalLinkage profile

EndDevice

CustomerAgreement

ComModule

Transformer

Tank 1

1 {Retailer)

EF1LV

| Customer

IEC
Figure 57 — MasterDataLinkageConfig Relationships

A MasterDataLinkage request contains a header with a verb of create and a noup of
MasterDatalLinkage. The request element contains a MasterDatalinkage profile whose
elements referdd previously defined configuration entities.

8.4.2 Create(MasterDataLinkage) message

The exXampte message STOW I Figure 58 Shows a MasterDatatinkage request beimng used to
set up an association between a usage point and a meter (line D in Figure 57):
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message">

<Header>
<Verb>create</Verb>
<Noun>MasterDatalLinkageConfig</Noun>
<Timestamp>2012-01-17T10:00:47Z</Timestamp>
<AckRequired>true</AckRequired>
<MessageID>F47F3703-D16A-4D3C-901A-553E1E26EAQ3</MessageID>
<CorrelationID>F47F3703-D16A-4D3C-901A-553E1E26EAQ3</CorrelationID>

</Header>

<Payload>

l“ld) .LCI DdeLill;\dsCLUll ris
xmlns="http://iec.ch/TC57/2011/MasterDatalLinkageConfig#">
<ConfigurationEvent>
<createdDateTime>2012-01-17T10:00:47</createdDateTime>
<effectiveDateTime>2012-12-15T10:30:47</effectiveDateTime>
</ConfigurationEvent>
<Meter>
<Names>
<name>A47129</name>
<NameType>
<name>MeterBadgeNumber</name>
<NameTypeAuthority>
<name>UtilityXYZ</name>
</NameTypeAuthority>
</NameType>
</Names>
</Meter>
<UsagePoint>
<Names>
<name>UP124179</name>
<NameType>
<name>ServiceDeliveryPointID</name>
<NameTypeAuthority>
<name>UtilityXYZ</name>
</NameTypeAuthoritys
</NameType>
</Names>
</UsagePoint>
</MasterDatalinkageConfig>
</IPayload>
</RequestMessage>

Figure 58 — Example of a create(MasterDataLinkageConfig) message

8.5 | OperationSets
8.5. General

An <OperationSet> is used to group several configuration control operations into a single
transaction.

An OperationSet request contains a message header whose verb is execute and whose noun
is OperationSet.

If the <OperationSet><enforceTransactionallntegrity> element is true, then either all
the operations succeed or they all fail. It is not possible for only some of them to succeed.

If the <OperationSet><enforceMsgSequence> element is true, then the operations are
carried out strictly in the order defined by the <OperationSet><Operation><operationId>
elements.
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8.5.2 OperationSet request message

The <PaylLoad> element contains an <OperationSet> element which in turn contains a set of
<Operation> subelements. Each one of these may be thought of as its own self-contained
payload. It contains a <noun>,<verb> and associated data.

The example given in Figure 59, taken from L.2.29 of IEC 61968-9:2013, makes this clear.
This OperationSet first creates a Meter, then creates a UsagePoint, and then links the Meter
and the UsagePoint, thereby reflecting the sequence of events that constitute a meter
installation. In essence, it performs the same functions as several of the previous use cases,
but does so in a single message and as a single transaction

<RequestMessage
xmlns="http://iec.ch/TC57/2011/schema/message"
xmlns:m="http://iec.ch/TC57/2011/MeterConfig#"
xmlns:up="http://iec.ch/TC57/2011/UsagePointConfig#"
xmlns:mdlc="http://iec.ch/TC57/2011/MasterDatalLinkageConfig#"
xmlns:xsi="http://www.w3.0rg/2001/XMLSchema-instance"
xsi:schemalLocation="http://iec.ch/TC57/2011/schema/message, Message.xsd">
<Header>
<Verb>execute</Verb>
<Noun>OperationSet</Noun>
<Timestamp>2012-12-20T09:30:47Z</Timestamp>
<Source>CIS</Source>
<AckRequired>true</AckRequired>
<MessageID>D921A053-80C1-4DB6-960E-2603127B7B92</MessageID>
<CorrelationID>D921A053-80C1-4DB6-960E-2603127B7B92</CorrelationID>
</Header>
<Payload>
<OperationSet>
<enforceMsgSequence>true</enforceMsgSequence>
<enforceTransactionalIntegrity>true</enforceTransactionalIntegrity>
<Operation>
<operationId>1</operationId>
<noun>MeterConfig</noun>
<verb>create</verb>
<mdlc:MeterConfig>
<mdlc:Meter>
<mdlc:formNumber>2S</mdlc:formNumber>
<mdlc:ConfigurationEvents>
<mdlcicreatedDateTime>2012-12-20T09:30:47Z</mdlc:createdDateTime>
<mdleseffectiveDateTime>2012-12-21T00:00:00Z</mdlc:effectiveDateTime>
<mdlc:Names>
<mdlc:name>C34531</mdlc:name>
<mdlc:NameType>
<mdlc:name>MeterBadgeNumber</mdlc:name>
mdlc: I\I:mnTypnAn‘i-hnh-i +y
<mdlc:name>UtilityXYZ</mdlc:name>
</mdlc:NameTypeAuthority>
</mdlc:NameType>
</mdlc:Names>
</mdlc:ConfigurationEvents>
</mdlc:Meter>
</mdlc:MeterConfig>
</Operation>
<Operation>
<operationId>2</operationId>
<noun>UsagePointConfig</noun>
<verb>create</verb>
<up:UsagePointConfig>
<up:UsagePoint>
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<up:amiBillingReady>amiCapable</up:amiBillingReady>

<up:connectionState>connected</up:connectionState>

<up:isSdp>true</up:isSdp>

<up:isVirtual>false</up:isVirtual>

<up:phaseCode>B</up:phaseCode>

<up:readCycle>ReadCyclel</up:readCycle>

<up:ConfigurationEvents>
<up:createdDateTime>2012-12-20T09:30:47Z</up:createdDateTime>
<up:effectiveDateTime>2012-12-21T00:00:00Z</up:effectiveDateTime>

</up:ConfigurationEvents>

<up:Names>

P ||aﬂTE‘7U'P‘4'3‘63‘9<7"U'p'.—H'a'I11c
<up:NameType>
<up:name>ServiceDeliveryPointID</up:name>
<up:NameTypeAuthority>
<up:name>UtilityXYZ</up:name>
</up:NameTypeAuthority>
</up:NameType>
</up:Names>
</up:UsagePoint>
</up:UsagePointConfig>
</Operation>
<Operation>
<operationId>3</operationId>
<noun>MasterDatalLinkageConfig</noun>
<verb>create</verb>
<mdlc:MasterDatalLinkageConfig>
<mdlc:ConfigurationEvent>
<mdlc:createdDateTime>2012-12-17709:30:47Z</mdlc:createdDateTime>
<mdlc:effectiveDateTime>2012-12-21700:00:00Z</mdlc:effectiveDateTime>
</mdlc:ConfigurationEvent>
<mdlc:Meter>
<mdlc:Names>
<mdlc:name>C34531</md¥¢:name>
<mdlc:NameType>
<mdlc:name>MeterBadgeNumber</mdlc:name>
<mdlc:NameTypeAuthority>
<mdlc:name>UtilityXYZ</mdlc:name>
</mdlc:NaméTypeAuthority>
</mdlc:NameType>
</mdlc:Names>
</mdlc:Meter>
<mdle¢:UsagePoint>
<mdlc:Names>
<mdlc:name>UP43639</mdlc:name>
<mdlc:NameType>
<mdlc:name>ServiceDeliveryPointID</mdlc:name>
<mdlc:NameTypeAuthority>

<mdlc:name>UtilityXYZ</mdlc:name>
</mdlc:NameTypeAuthority>
</mdlc:NameType>
</mdlc:Names>
</mdlc:UsagePoint>
</mdlc:MasterDatalinkageConfig>
</Operation>
</OperationSet>
</Payload>
</RequestMessage>

Figure 59 — Example of an execute(OperationSet) message
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8.5.3 OperationSet Response Message

The corresponding reply in the success case is shown in Figure 60:

<ResponseMessage xmlns = "http://iec.ch/TC57/2011/schema/message">
<Header>

<Verb>reply</Verb>

<Noun>OperationSet</Noun>

<Timestamp>2012-12-20T09:30:49Z</Timestamp>

<Source>MDMS</Source>

Me goID-AS 7. 060 -/ 4.-8 . 212V AG Me golD

<CorrelationID>D921A053-80C1-4DB6-960E-2603127B7B92</CorrelationID>
</Header>
<Reply>
<Result>0K</Result>
<Error>
<code>0.0</code>
</Error>
</IReply>
</RgsponseMessage>

Figure 60 — Example of a reply(OperationSet) message, success case

Or this in the error case, as shown in Figure 61:
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<ResponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>reply</Verb>
<Noun>OperationSet</Noun>
<Timestamp>2012-12-20T09:30:49Z</Timestamp>
<Source>MDMS</Source>
<MessageID>929BFC21-06FA-4D7E-94FE-C58B3C94EFAC</MessagelD>
<CorrelationID>D921A053-80C1-4DB6-960E-2603127B7B92</CorrelationID>
</Header>
<Reply>
Resutt>FATtEb</Resutt
<Error>
<code>2.12</code>
<level>FATAL</level>
<details>UsagePoint ID already exists</details>
<ID idType="ServiceDeliveryPointID"
idAuthority="UtilityXYZ" objectType="UsagePoint">UP43639</ID>
<operationId>2</operationId>
</Error>
<Error>
<code>5.9</code>
<level>FATAL</level>
<details>
Transaction aborted to maintain transactionali integrity
</details>
<ID idType="MeterBadgeNumber"
idAuthority="UtilityXYZ" objectType=/Meter">C34531</ID>
<operationId>1</operationId>
</Error>
<Error>
<code>5.9</code>
<level>FATAL</level>
<details>
Transaction aborted to maintain transactional integrity
</details>
<ID idType="ServiceDeliveryPointID"
idAuthority="UtilityXYZ" objectType="UsagePoint">UP43639</ID>
<operationId>3</operationId>
</Error>
</IReply>
</RegsponseMessages

Figure 61 — Example of a reply(OperationSet) message, failure case

9 Bcheduling actions for future execution

9.1 —General

This clause covers how a meter read may be arranged for subsequent execution. It then goes
on to discuss how this and other scheduled actions may be cancelled.

9.2 Scheduling a meter read
9.2.1 General

IEC 61968-9 allows for two ways in which a meter read may be be scheduled for execution at
some future time.
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The first way is to make a get(MeterReadings) request in which the <TimeSchedule>
<scheduleInterval><start> element specifies the desired time of execution, as described

in 6.

3.5.

A second way is to issue a create(MeterReadSchedule) message. This also allows for a meter
read schedule to be defined on a periodic basis rather than as a one-off request. The
requested periods may be either regular or irregular.

9.2.2 Message exchange pattern
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sd Scheduling a Meter Read /

MDMS HES Meter =

HES validates request

create(MeterReadSchediile)

alt

[request isinvalid dr gpecifies all invalid (non-existent) meters]

<_rep|y(MeterReadScheduIe, <Reply><Result>=FAILED)

[request is valid and,specifies at least some valid meters]

reply(MeterReadSchedule, <Reply><Result>=0K)

loop /

At the scheduled times,
the HES issues a meter

read command across
the AMI network to one
or more meters.

Read meters

created(MeterReadings)

T s SR

IEC

Figure 62 — Message exchange pattern for scheduling a set of meter reads

9.2.3 MeterReadSchedule element

The overall format of a create(MeterReadSchedule) message is depicted in Figure 63.
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Figure 63(= MeterReadSchedule definition

Thelformat of the TimeSchedule portion of a MeterReadSchedule is shown in Figure 64.
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Figure 64 — MeterReadSchedule.TimeSchedule definition

9.3 Create(MeterReadSchedule) message
9.3.1 General

Figure 65 gives an example of a create(MeterReadSchedule) message. The request is for a
specific meter and ReadingType. The schedule request specifies a meter read every day
within the given <scheduleInterval>. The <recurrencePeriod> is measured in seconds.
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>create</Verb>
<Noun>MeterReadSchedule</Noun>
<Timestamp>2014-04-03T13:08:15Z</Timestamp>
<MessageID>2e661819-703f-44e6-a564-82fe86e7211c</MessagelID>
<CorrelationID>337887b5-f5d3-40d1-adbe-ee3d39bb64f8</CorrelationID>
</Header>
<Payload xmlns="http://iec.ch/TC57/2011/MeterReadSchedule#">
<MeterReadSchedule>
<EndDevice>

REn L

MR TD7
<Names>
<name>meterl</name>
</Names>
</EndDevice>
<ReadingType>
<Names>
<name>0.0.0.1.1.1.12.0.0.0.0.0.0.0.0.3.72.0</name>
</Names>
</ReadingType>
<TimeSchedule>
<recurrencePeriod>81400</recurrencePeriod>
<scheduleInterval>
<end>2014-12-01T700:00:00Z</end>
<start>2014-12-01T00:00:00Z</start>
</scheduleInterval>
</TimeSchedule>
</MeterReadSchedule>
</IPayload>
</RequestMessage>

Figure 65 — Example of a meter read schedule request

9.3.2 Reply(MeterReadSchedule)*message

The| example given in Figure 66 shows a response message to a

preyious

credte(MeterReadSchedule)-'message. The <Reply><ID> element contains a transactign id

whoge purpose is explained-in 9.4.

<RegponseMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>

<Verb>reply</Verb>

<Noun>MeterReadingSchedule</Noun>

<Timestamp>2014-04-03T13:08:15Z</Timestamp>

<MessageID>28e74832-4e90-49c1-9e10-7eb3141b0fcc</MessageID>

<€orrelationID>337887b5-f5d3-40d1-adbe-ee3d39bb64f8</CorrelationID>

</Header>
<Reply>
<Result>0K</Result>
<Error>
<code>0.0</code>
<level>INFORM</level>

</Error>
<ID kind="transaction">6949128301</ID>
</Reply>
</ResponseMessage>

Figure 66 — Example of a response to a meter read schedule request
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9.4 Cancelling a request
9.4.1 General

IEC 61968-100 allows for a request to be cancelled before the time for it to start executing
has been reached. For example, a scheduled meter read may be cancelled at any time before
the specified read time.

The relevant passages in IEC 61968-100:2013 are to be found in Subclauses 6.2.4 and 6.3.3
of that document. These define two main ways in which a cancellation may be made.

Firs{, if a requestor sends a message such as a create(MeterReadSchedule) message [to a
HES, for example, the latter may reply with a <Reply><ID> element. This contains| the
transaction id of the request. The requestor may then cancel the scheduled meter fead
opefjation by sending a subsequent cancel(MeterReadSchedule) message thaf(includeq the
samg transaction id in the <Request><ID> element.

Altefnatively, the requestor may send a create(MeterReadSchedule) message to the HES|and
itself define the transaction id in the <Request><ID> element. This same transaction id |may
then| be used in a subsequent cancel(MeterReadSchedule)¢)message, again in| the
<Request><ID> element. Unfortunately, this puts an imposition 6n.the HES in that it then| has
to map the transaction id to its own internally generated id and, in the general case, this |may
not be straightforward to implement.

which of these possibilities is the _normative way of making a cancellajion
request. Until this is clarified inta_subsequent edition of these standards, it is
recommend to use the first of the methods presented here.

The current IEC 61968-9 and IEC 651968-100 standards do not make cl{aar
t

Cancellations are inherently problematic in that it may be impossible to |tell
whether a given,(cancellation request has succeeded or not. If [the
cancellation is for a request whose action is to take place in the futurg or
which defines:an idempotent operation such as a meter read, then therT is
generally no.problem. However, if the cancellation request is for an operafion
that has, already started and has some effect on the meter itself 4 a
create(EndDeviceControls) message, for instance — it may not always|be
possible to determine which meters has been so affected. Network timing

issues can also complicate the picture.

As @ general’rule, therefore, cancellations are not to be undertaken lightly. The effe¢t of
makjng such a cancellation request is often unpredictable and may leave the overall system in
an undefined state.

9.4.2 Cancel(MeterReadSchedule) request

Figure 67 shows an example of a request for canceling a previous
create(MeterReadSchedule) message. The verb is cancel and the noun s
MeterReadingSchedule. The <Request><ID> element contains the transaction id that was
returned in the previous reply(MeterReadSchedule) message.
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<RequestMessage xmlns="http://iec.ch/TC57/2011/schema/message">
<Header>
<Verb>cancel</Verb>
<Noun>MeterReadingSchedule</Noun>
<Timestamp>2014-04-03T13:08:15Z</Timestamp>
<MessageID>27d4e0d1-9c07-4a4d-a5cc-266e802d7457</MessagelD>
<CorrelationID>337887b5-f5d3-40d1-a@be-ee3d39bb64f8</CorrelationID>
</Header>
<Request>
<ID kind="transaction">6949128301</ID>

</

Request>

</R qucnt”c:)asc

10 [Transporting IEC 61968-9 messages

10.1

Figure 67 — Example of a meter read schedule cancel message

General

IEC|61968-100 mandates how the various messages may be transported from system to

system. The current version of this standard deals with web services-and JMS transports.

10.2

10.2.

One
turn

For

as depicted in Figure 68.

<sOodq

<S§
<S§

Transporting over SOAP
1 General

of the most common means of transporting messages is to use web services whig
rely on the SOAP protocol.

nstance, the request message shown in Figure 1 may be embedded in a SOAP mes;

penv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns="http://iec.ch/TC57/2011/schema/message"
xmlns:gmr="http://iec.ch/T€57/2011/GetMeterReadings#">
oapenv:Header/>
oapenv:Body>
<RequestMessage>
<Header>
<Verb>getk/Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-02T14:16:09Z</Timestamp>
<MelsslageID>f1f06eb7-fla6-463d-b88b-e7474a70631b</MessageID>
<€orrelationID>10c411ab-b84b-4f13-afd8-f5129f720bc6</CorrelationID>
< /Header>

h in

bage

<Request>

</
</so

<gmr:GetMeterReadings>
<gmr:EndDevice>
<gmr:Names>
<gmr:name>meterl</gmr:name>
</gmr:Names>
</gmr:EndDevice>
</gmr:GetMeterReadings>
</Request>
</RequestMessage>
soapenv:Body>
apenv:Envelope>

Figure 68 — Example of a simple meter read request imbedded in a SOAP message
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The SOAP body contains the IEC 61968-9 message together with the IEC 61968-100 header.

IEC 61968-100 does not mandate what kind of additional information may be conveyed inside
the SOAP message header. This might, for example, include authorization information.

10.2.2 Generic WSDL

The “generic WSDL” file forms part of IEC 61968-100. It determines at the outermost level
how the various SOAP request and response messages are formulated. As mentioned above,
the top-level element of an IEC 61968 message must be one of <RequestMessage>,
<Re ag a 3 S e-genericWSDI .

The|generic WSDL determines how a web services implementation should respond.'whengver
a request, reply or event message is received. In WSDL parlance all messages are defined as
synghronous calls even if the message semantics are asynchronous from an\HEC 619p68-9
persjpective. (This is out of necessity because web services run over HFITP which |is a
synghronous protocol).

In other words, when a server receives a request message over a webyservices interface|it is
expgcted to respond straightaway with an acknowledgement. This,acknowledgement is a fleply
simpgly to say “lI got your message”. A distinct reply containing the requested data or
appfopriate error notifications will be returned at some later point.

Similarly, when a server sends the requested data or érror notifications back to the dlient
system, again over a web services interface, it expects the client to respond straight gway
with|an acknowledgement.

From a messaging perspective, therefore, both:'the request originator (client) and resppnse
originator (server) must be prepared to send-and receive SOAP messages.

10.2.3 Simple acknowledgement messages

The [form of a simple acknowledgerment message is shown in Figure 69. It contains a mesgage
header in the <Header> elementland also a <Reply> element. The <Header><Verb> is always
reply. The <Header><Noup>\and <Header><CorrelationID> elements are the same ag the
corrgsponding elements in the original request.

The| <Reply> contains a <Result> subelement with value 0K and an <Error><code>
subglement with yalue 0.3. The latter is defined as meaning “simple acknowledgement”.
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<soapenv:Envelope
xmlns:soapenv="http://schemas.xmlsoap.org/soap/envelope/"
xmlns="http://iec.ch/TC57/2011/schema/message">
<soapenv:Header/>
<soapenv:Body>
<ResponseMessage>
<Header>
<Verb>reply</Verb>
<Noun>MeterReadings</Noun>
<Timestamp>2012-10-03T13:08:17Z</Timestamp>

a0l 722 2 Jda7 AL W, W alo W P 1 W, % | P A V) T

M In O D
MeSSageTITD>0a 3077 o J0+7 ~F1ToC - JaJe- o5 To0a7 075007 "MeSSageTr

<CorrelationID>10c411ab-b84b-4f13-afd8-f5129f720bc6</CorrelationID>
</Header>
<Reply>
<Result>0K</Result>
<Error>
<code>0.3</code>
<reason>simple ack</reason>
</Error>
</Reply>
</ResponseMessage>
</|soapenv:Body>
</sdapenv:Envelope>

Figure 69 — Example of a simple acknowledgement message

10.2.4 Example message flow

An pxample of how messages are sent and\received according to the generic W
spegification is shown in Figure 70. This corresponds to the first two messages show
Figure 17 — that is, a get(MeterReadings)(message and its simple acknowledgement i

SDL
n in
eply

followed by a reply(MeterReadings) message going in the opposite direction and its siple

acknowledgement reply.
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sd Simple acknowledgements /

MDMS HES
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get(MeterReadings)

HES validates message

reply(MeterReadings)

./ reply(MeterReadings)

i -

Simple acknowledgement messageﬁ

IEC

Figure 70 — Message exchange pattern showing the simple acknowledgement messgges

Elsgwhere in-this document the presence or absence of simple acknowledgement messages
is ignored.~Fhey are clearly important for proper systems integration. However, they dq not
form pantof IEC 61968-9 itself.

10.3—Transporting over JMS
10.3.1 General

IEC 61968-100:2013 explains in detail the usage of JMS as a transport. Of particular
relevance are Subclauses 5 and 8.4.

Here an example is provided showing how to configure a JMS to allow an AMI system to
publish outage notifications to interested subscribers as described in 7.6.

Subscriptions are made by means of a request to the JMS system for one or more topics. The
system administrator must previously have configured and authorized the subscribers for the
service being requested. The AMI system then publishes information to the JMS topics and
these are picked up by the subscribers.
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In the case of outage notifications, these are created(EndDeviceEvent) messages. These
notifications are wrapped inside a javax.jms.ObjectMessage interface.

10.3.2 Explicit acknowledgements

When using JMS as the transport, generally no explicit acknowledgement message is sent.

This

is in contrast to using web services with the generic WSDL when a simple

acknowledgement message is sent as described in 10.2.2.

When using JMS however, an acknowledgement message can be explicitly requested. The

mes

10.3.3 JMS property details

Tab

e 4 lists some example values of the various properties that must be definediwhen sefting
up a JMS-based transport.

Table 4 — JMS properties

Property Value

Topjc Name AutonomousOutageDetectionTopic
JNDI Name jms/topic/AutonomousOutageDetectionTopic

Topjc Connection Name AutonomousOutageDetectionTopicConnFactory
Factory JNDI Name jms/AutonomousOutageDetectionTopicConnFactory
Clignt ID (for durable subscriber) <Any Client ld>
Timp To Live (TTL) 1 hour
User <As per,s€rver configuration>
Paspword <Asper server configuration>

A subscriber should use client id(while establishing the connection to the topic. The UMS
server uses this to identify the subscriber and can send any messages that might have been

publjshed on the topic while thessubscriber was not running.

The[Time To Live (TTL)%s the maximum time for which an unconsumed message on the {opic

will exist inside the JMS system and can be picked up by the subscribers.

10.3.4 Process\details

To registerwith a JMS system and to subscribe to one or more topics, the following courge of

actigns is' required:

Prior to the data consumer (subscriber) presenting a subscription request, the sy$tem

administrator must configure the data consumer to have subscription privileges for the
respective JMS topics.

The subscriber presents its credentials to the subscription manager via the designated
URL.

The subscriber’s credentials are authenticated using the LDAP or a similar mechanism.
The subscriber’s authorizations are confirmed by the AMI system.

If the authentication and authorization checks out, a subscription is formed and a URL
which indicates the place to pick up data is supplied to the data consumer.

On the data producer (publisher) side the following actions take place for each subscription

topic:

Data bubbles up from applications below the JMS interface.
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e XML publications are marshaled and placed at the appropriate JMS destinations.

o |f data is not picked-up in a reasonable timeframe (as defined by the configuration),
the data are deleted and a notification generated. If no subscribers exist for the data, it
will not be picked-up so this rule also covers the no-subscribers scenario.

e The nature of JMS topics ensures that the data consumer is not overrun with data.

The publish—subscribe interface supports a timeout constraint so that data which has been
placed for pickup by a subscriber can be considered abandoned after a certain time. The
interface has a “time to live” parameter (see above) which controls how long data may remain
in the topic before being considered abandoned. When a timeout occurs, the abandoned data
are geteted—amd—=anotificatiomisgenerated:

10.3.5 Object details

As noted above, the subscription is made using a JMS call which contains the "subscribber’s
credentials. The subscriber calls the appropriate topic factory according to the type of data
being sought. The noun and verb normally associated with a subscription-are implied in] the
JMY call.

Datg are placed in preconfigured JMS topics. They are available to the subscriber af the
destination URL supplied when the subscription was formed. Data are stored in first-in first-
out ¢rder.

The|data are in XML format and conform to an IEC 61968-9 profile appropriate for the flow.
The|data are not wrapped with SOAP.

11 Bummary of message fields

11.1 General

This| clause provides detailed listingsof the fields that are used in the various IEC 619p8-9
mespages described in this document.

In this clause the MDMS and-HES are used as example systems. This terminology i$ for
illusfrative purposes only. Altérnative abstract actors could just as easily have been used t for
example, the “IEC 61968-9 compliant sending (instigating) system” and the “IEC 619p8-9
compliant receiving system”.

11.20 Meter read operations

11.2.1 General

See|Clause 6 for a description of the message exchange pattern relating to how a njeter
readings request and the corresponding response are made.

11.2.2 Request message

A request for a meter read is made by sending a message with a header <Verb> of get and a
header <Noun> of MeterReadings.

The data that specify the qualifying criteria for such a request are passed in the <Request>
part of the message.

The name of the XSD profile file is GetMeterReadings.xsd.

The corresponding namespace is http://iec.ch/TC57/2011/GetMeterReadings#.
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Table 5 lists the elements pertaining to a get(MeterReadings) request message.

Table 5 — get(MeterReadings) fields

Element name XSD data Description
type
Verb String get
Noun String MeterReadings
Timestamp dateTime Date and time this message was created.
anl\J/Addrne: Qh‘ing Address to bhe used for neynnhrnnr\lle wehbh service rnplin: This
element is omitted when not using web services.
5 AckRequired Boolean Set to true to request an acknowledgement resporsé
E message from the HES.
(]
T Set to false to have the HES suppress the-acknowledgmgnt
response message
When using web services, this elementmay be omitted — ap
acknowledgment response messagejis always sent.
MessagelD String MDMS-specified message identifier
CorrelationID String MDMS-specified identifier used, for allowing request-responkse
correlation
EndDevice.Names.name String Identifier of the EndDevice (meter) for which readings are
being requested.
Specify this optional element to limit the result set of readirgs
returned to readings from this EndDevice. Multiple End
Devices (Méters) may be specified by repeating the Names|
class information for each EndDevice.
EndDevice.Names.NameT | String Identifier of the NameType. Required only if
ype.name GetMeterReadings.EndDevice.Names.name is not unique i
therabsence of this additional identifier.
» || EndDevice.Names.NameT | String Identifier of the NameTypeAuthority. Required only if
= ype.NameTypeAuthority. GetMeterReadings.EndDevice.Names.name coupled with the
5 || name GetMeterReadings.EndDevice.Names.NameType.name is rfot
3 unique in the absence of this additional identifier.
1
§ ReadingQualities.Reading | .Enumerated | 3-position ReadingQualityType code as defined by annex D of
% QualityType.Names.name String the IEC 61968-9 specification.
g Specify this optional element to limit the result set of readirjgs
= returned to readings having this ReadingQualityType.
(2]
% Multiple ReadingQualityTypes may be specified.
& If omitted, the request is for all ReadingQualityTypes availgble
in the HES for the specified End Point(s).
ReadingType.Names. Enumerated | 18-position ReadingType code as defined by annex C of th¢
name String IEC 61968-9 specification .

Specify this optional element to limit the result set of readings

returned to randingc hn\/ing this R’nnr‘lingT\l/pn

Multiple ReadingTypes may be specified by repeating this
element.

If omitted, the request is for all ReadingTypes available in the

HES for the specified End Point(s).
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Element name XSD data Description
type
TimeSchedule.schedulelnt | dateTime End date and time of the interval for which readings are being
erval.end requested.
Specify this optional element to limit the result set of readings
returned to readings with timestamps in the interval specified
by GetMeterReadings.TimeSchedule.schedulelnterval.start
and GetMeterReadings.TimeSchedule.schedulelnterval.end.
To specify a point in time rather than an interval, set the
GetMeterReadings.TimeSchedule.schedulelnterval.start and
GetMeterReadings.TimeSchedule.schedulelnterval.end to the
same value or amit the
GetMeterReadings.TimeSchedule.schedulelnterval.end.
TimeSchedule.schedulelnt | dateTime Start date and time of the interval for which readings(are'bging
erval.start requested.
Specify this optional element to limit the result’set’of readirlgs
returned to readings with timestamps in the interval specifigd
by GetMeterReadings.TimeSchedule.schedulelnterval.start
and GetMeterReadings.TimeSchedule,schedulelnterval.end.
To specify a point in time rather than“an interval, set the
GetMeterReadings.TimeSchedule.schedulelnterval.start anfd
GetMeterReadings.TimeSchedutlesschedulelnterval.end to the
same value or omit the
GetMeterReadings.TimeSchedule.schedulelnterval.end.
UsagePoint.Names.name String Identifier of a UsagePointfor which readings are being
requested.
Specify this optional element to limit the result set of readir|gs
returned to readings from this UsagePoint.
Multiple UsagePoints may be specified by repeating the
Names class information for each UsagePoint.
UsagePoint.Names.Name String Identifier of the NameType. Required only if
Type.name GetMeterReadings.UsagePoint.Names.name is not unique |n
the absence of this additional identifier.
UsagePoint.Names.Name String Identifier of the NameTypeAuthority. Required only if

Type.NameTypeAuthority.
name

GetMeterReadings.UsagePoint.Names.name coupled with the
GetMeterReadings.UsagePoint.Names.NameType.name is hot
unique in the absence of this additional identifier.

11.2

Are
rep]

The
mes

.3 Response message

sponse to a meter)read request is made by sending a message with a header <Verh> of

y and a header<Noun> of MeterReadings.

data far)ysuch a response are passed in the <Reply> and <Payload> parts of| the

sage.

The

name of the XSD profile file is MeterReadings . xsd

The corresponding namespace is http://iec.ch/TC57/2011/MeterReadings#.

Table 6 lists the elements pertaining to a reply(MeterReadings) response message.
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Table 6 — reply(MeterReadings) fields

Element name XSD data Description
type
Verb String reply
Noun String MeterReadings
Timestamp dateTime Date and time this message was created.
ReplyAddress String Address to be used for asynchronous web service replies. This
element is omitted when not using web services.
o AckRequired Boolean Settotrue to rnqnncf an ar\lznn\ularlgnmnhf FESPORSE
'37(; message from the HES.
(]
T Set to false to have the HES suppress the acknowledgment
response message
When using web services, this element may be omitted — a
acknowledgment response message is always_sent.
MessagelD String MDMS-specified message identifier
CorrelationlD String MDMS-specified identifier used for-allewing request-responkse
correlation
Result Enumerated | See clause 4.3 for a description for how these fields should be
String set.
Error.code String
Error.level Enumerated
String
Error.details String The Reply.Erpor/details for each instance of the Reply.Erro
structure.may optionally be populated with free-form detailq
concerning-the fatal error or informational condition.
Error.ID String The Names.name identifier of the EndDevice or UsagePoin} for
which the fatal error or informational condition is being
reported. Required unless the Reply.Error.code is 0.0, 0}1
or0.2.
>
?; Error.ID@idType String The Names.NameType.name identifier of the EndDevice
o (Meter) or UsagePoint for which the fatal error or informatidnal
condition is being reported. Required only if the Error.ID is
provided and is not unique in the absence of this additional
identifier.
Error.ID@idAuthority String The Names.NameType.NameTypeAuthority.name identifier|of
the EndDevice (Meter) or Usage Point for which the fatal enfror
or informational condition is being reported. Required only {f
Error.ID coupled with Error.ID@idType is provided and is npt
unique in the absence of this additional identifier.
Error.ID@kind Enumerated | Set to name. Indicates that the EndDevice (Meter) or
String UsagePoint is being identified by an instance of the Names
class. Required only if Error.ID is provided.
Ecrer.ID@objectType String Set to Meter or UsagePoint as appropriate. Required
only if Error.ID is provided.
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name

Element name XSD data Description
type
IntervalBlocks.IntervalRea | dateTime Date and time at which the Interval Reading was first delivered
dings.reportedDateTime to the Metering System. Typically used only when there are
detailed auditing requirements.
IntervalBlocks.IntervalRea | String System or entity that originally supplied the
dings.source MeterReadings.MeterReading.IntervalBlocks.IntervalReadings
(e.g., customer, HES, handheld reading system, another
enterprise system, etc.).
IntervalBlocks.IntervalRea | dateTime The date and time of the end of the interval for this Interval
dimgs-tmeStamp Reading:
Required if IntervalReadings is included in the message,
IntervalBlocks.IntervalRea | String The value for this Interval Reading. The value is nérmally
dings.value supplied, but may be omitted under certain circumstances
(e.g., when the
MeterReadings.MeterReading.IntervalBlocks:intervalReadings.
ReadingQualityType indicates that the quality is Indeterminpte
or there is a known missing read.)
IntervalBlocks.IntervalRea | String Optional comment explaining why the particular
dings.ReadingQualities.co MeterReadings.MeterReading.IntervalBlocks.IntervalReadings.
mment ReadiingQualityType code was ‘assigned.
IntervalBlocks.IntervalRea | String The HES that applied the particular
2 || dings.ReadingQualities.so MeterReadings.MeterRéading.IntervalBlocks.IntervalReadinpgs.
é urce ReadiingQualityType¢code.
0]
o || IntervalBlocks.IntervalRea | timeStamp The date and time, that the specified
8 || dings.ReadingQualities.ti MeterReadings:MeterReading.IntervalBlocks.IntervalReadinpgs.
§ meStamp ReadiingQualityType code was applied to the
» MeterReadings.MeterReading.IntervalBlocks.IntervalReadings.
(<]
-.g IntervalBlocks.IntervalRea | Enumerated | 3-position’ReadingQualityType code from the first column i
& || dings.ReadingQualities. String annex,D that specifies a ReadingQualityType that has beer]
x || ReadingQualityType@ref applied to the IntervalReading.
[
g Required if ReadingQualities is included in the message.
‘g IntervalBlocks.IntervalRea | dateTime Optional element identifying the actual date and time of the
O || dings.timePeriod.end end of the period over which a minimum, maximum, averagg,
= total or other function of the Interval Reading was determingd.
o
Used only when the macroPeriod (1° position of an 18-position
ReadingType code from annex C) has a non-zero value
indicating a period of time such as “daily”, “weekly”, “monthfly”,
“billing period”, “seasonal” or “specifiedPeriod”.
IntervalBlocks.IntervalRea | dateTime Optional element identifying the actual date and time of the|
dings.timePeriod'start start of the period over which a minimum, maximum, average,
total or other function of the Interval Reading was determingd.
Used only when the macroPeriod (1°' position of an 18-position
ReadingType code from annex C) has a non-zero value
indicating a period of time such as “daily”, “weekly”, “monthly”,
“billing period”, “seasonal” or “specifiedPeriod”.
IntervalBlocks.ReadingTy Enumerated | The 18-digit ReadingType as defined by annex C for the
pe@ref String MeterReadings.MeterReading.IntervalBlocks.IntervalReadings.
Required if IntervalBlocks is included in the message.
Meter.Names.name String Unique identifier of the Meter for which the MeterReading is
being reported. This field is required to be populated if the
original request used the EndDevice (Meter) addressing mode.
Meter.Names.NameType. String Identifier of the NameType. Required only if the

MeterReadings.MeterReading.Meter.Names.name is provided
and is not unique in the absence of this additional identifier.
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Element name

XSD data
type

Description

Payload.MeterReadings.MeterReading

Meter.Names.NameType.
NameTypeAuthority.name

String

Identifier of the NameTypeAuthority. Required only if the
MeterReadings.MeterReading.Meter.Names.name coupled
with the
MeterReadings.MeterReading.Meter.Names.NameType.name
is provided and is not unique in the absence of this additional
identifier.

Readings.reason

Enumerated
String

Reason for this MeterReadings.MeterReading.Readings being
taken.

Keduillgb.lepul ledudle
Time

dateTime

Dateamdtimeatwiichthe
MeterReadings.MeterReading.Readings was first delivefed |to
the Metering System. Typically used for audit trail purposegq.

Readings.source

String

System or entity that originally supplied the
MeterReadings.MeterReading.Readings (e.g., eustomer, HES,
handheld reading system, another enterprise system, etc.).

Readings.timeStamp

dateTime

The date and time when the Meter reading value actually
occurred.

Required if Readings is included in;the message.

Readings.value

String

The value for this Reading. Théwalue is normally supplied,|but
may be omitted under certain circumstances (e.g., when th¢
MeterReadings.MeterReading.Readings.ReadingQualityTyg
indicates that the quality.s Indeterminate or there is a knoyn
missing read.)

()

Readings.ReadingQualities.

comment

String

Optional comment explaining why the particular
MeterReadings:MeterReading.Readings.ReadiingQualityType
code was assSigned.

Readings.ReadingQualities.

source

String

The HES. that applied the particular
MeterReadings.MeterReading.Readings.ReadiingQualityType
code;

Readings.ReadingQualities.

timeStamp

datetime

The'date and time that the specified
MeterReadings.MeterReading.Readings.ReadiingQualityType
code was applied to the Reading.

Readings.ReadingQualities.

ReadingQualityType@ref

Enumerated
String

3-position ReadingQualityType code as defined by annex D
that specifies a ReadingQualityType that has been applied fo
the Reading.

Required if ReadingQualities is included in the message.

Readings.ReadingType@
ref

Enumerated
String

18-position ReadingType code as defined by annex C
specifying the type of the Reading.

Required if Readings is included in the message.

Readings.timePeriod.end

dateTime

Optional element identifying the actual date and time of the
end of the period over which a minimum, maximum, averagg
total or other function of a

MeterReadings.MeterReading.Readings is determined.

Used only when the macroPeriod (1°' position of an 18-position
ReadingType code from annex C) has a non-zero value

fndicating a period of time such as "daily’, "weekly”, "montnly”,
“billing period”, “seasonal” or “specifiedPeriod”.

Readings.timePeriod.start

dateTime

Optional element identifying the actual date and time of the
start of the period over which a minimum, maximum, average,
total or other function of a
MeterReadings.MeterReading.Readings is determined.

Used only when the macroPeriod (1% position of an 18-position
ReadingType code from Annex C) has a non-zero value

indicating a period of time such as “daily”, “weekly”, “monthly”,
“billing period”, “seasonal” or “specifiedPeriod”.
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Element name XSD data Description
type
UsagePoint.Names.name String Unique identifier of the UsagePoint for which the
MeterReading is being reported.
UsagePoint.Names.Name String Identifier of the NameType. Required only if the
Type.name MeterReadings.MeterReading.UsagePoint.Names.name is
provided and is not unique in the absence of this additional
identifier.
UsagePoint.Names.Name String Identifier of the NameTypeAuthority. Required only if the
Type.NameTypeAuthority. MeterReadings.MeterReading.UsagePoint.Names.name
TTaTTTe coupted-withrthe
MeterReadings.MeterReading.UsagePoint.Names.NameTFype.n
ame is provided and is not unique in the absence of this
additional identifier.
11.2.4 Unsolicited meter read
An (nsolicited meter read has the same fields as described for the response message casge in
11.2.3 except for two differences:
4 The header <Verb> is created.
4 The message contains a <Header> and a <Payload> but.no <Reply>.
11.3] Meter control operations
11.3.1 General
See|Clause 7 for a description of the message exchange pattern relating to how a njeter
confrol request and the corresponding responses are made.
11.3.2 Request message elements
A reguest for a meter control operation is made by sending a message with a header <Ve¢rb>

of c

The

The

Table 7 lists the.elements pertaining to a create(EndDeviceControls) request message.

reate and a header <Noun> of\EndDeviceControls.
name of the XSD profilg file is EndDeviceControls.xsd.

corresponding namespace is http://iec.ch/TC57/2011/EndDeviceControls#.



http://iec.ch/TC57/2011/EndDeviceControls
https://iecnorm.com/api/?name=6f3f8a74874d4c65cb98390bf4dcf27e

IEC TR 61968-900:2015 © IEC 2015

- 107 -

Table 7 — create(EndDeviceControls) fields

Element name

XSD data
type

Description

Header

Verb

String

create

Noun

String

EndDeviceControls

Timestamp

dateTime

Date and time this message was created.

ReplyAddress

String

Address to be used for asynchronous web service replies. This
element is omitted when not using web services.

LCL U tl uc o recqucest arl dbi’\llUWiUU‘gﬁlllGlll espurise
message from the HES.

Set to false to have the HES suppress the acknowledgmgnt
response message

When using web services, this element may pe-omitted — ap
acknowledgment response message is always-sent.

MessagelD

String

MDMS-specified message identifier

CorrelationID

String

MDMS-specified identifier used forallowing request-responkse
correlation

Payload.EndDeviceControls.EndDeviceControl

issuerlD

String

Unique identifier of the business entity originating the
EndDeviceControl.

issuerTrackinglD

String

Identifier assigned by thevinitiator (e.g. retail electric providgr)
of an end device coptrol action to uniquely identify the dempnd
response event, text-message, or other subject of the contrpl
action. Can berused when cancelling an event or text messpge
request or to"identify the originating event or text message jn a
consequential end device event.

reason

String

Reason for the EndDeviceControl request. For a demand rgset
request, this element may be provided for informational and/or
audit-trail purposes, but it does not affect the processing of|the
control request.

EndDeviceControlType@ref

Enumerate
d String

4-position EndDeviceControlType code from annex C of the
IEC 61968-9 standard that specifies the specific
EndDeviceControl action to be performed.

EndDevices.Names.name

String

Identifier of the Meter for which the demand reset is being
requested.

Multiple Meters may be specified by repeating the Names
class information for each Meter.

EndDevices.Names\NameT
ype.NameTypeAuthority.
name

String

Identifier of the NameTypeAuthority. Required only if
EndDeviceControls.EndDeviceControl.EndDevices.Names.
e coupled with the
EndDeviceControls.EndDeviceControl.EndDevices.Names.lNa
meType.name is not unique in the absence of this additiond
identifier.

am

primaryDeviceTiming.inter-
val start

dateTime

Omit this element if this EndDeviceControl action is to be
performed immediately.

To schedule this EndDeviceControl action for execution at a
future date / or time, populate this element with the date and
time at which the control action is to be executed.

UsagePoints.Names.name

String

Identifier of the UsagePoint having the Meter for which the
demand reset is being requested.

Multiple UsagePoints may be specified by repeating the
Names class information for each UsagePoint.

UsagePoints.Names.Name
Type.name

String

Identifier of the NameType. Required only if
EndDeviceControls.EndDeviceControl.UsagePoints.Names.na
me is not unique in the absence of this additional identifier.
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Element name XSD data Description
type
UsagePoints.Names.Name | String Identifier of the NameTypeAuthority. Required only if

EndDeviceControls.EndDeviceControl.UsagePoints.Names.na

name me coupled with the
EndDeviceControls.EndDeviceControl.UsagePoints.Names.Na
meType.name is not unique in the absence of this additional
identifier.
11.3.3 Initial response message

The

The[name of the XSD profile file is EndDeviceControls. xsd.
The|corresponding namespace is http://iec.ch/TC57/2011/EndDeviceCordtrols#.

Table 8 lists the elements pertaining to a reply(EndDeviceControls) response message.

filbi Iespurisc tU d IIIGiGI bUIItIUi Ib‘qucbt ib IIIddG Il.)y bUIIU‘iIIg d 111c>55dYc Wliil d ilcﬂder
<Verb> of reply and a header <Noun> of EndDeviceControls.

Table 8 — reply(EndDeviceControls) fields

Element name XSD data Description
type
Verb String reply
Noun String EndDeviceControls
Timestamp dateTime Date anhd_time this message was created.
ReplyAddress String Address to be used for asynchronous web service replies. This
element is omitted when not using web services.
s || AckRequired Boolean Set to true to request an acknowledgement response
2 message from the HES.
(]
T Set to false to have the HES suppress the acknowledgment
response message
When using web services, this element may be omitted — a
acknowledgment response message is always sent.
MessagelD String MDMS-specified message identifier
CorrelationID String MDMS-specified identifier used for allowing request-response
correlation
Result EnumeratedS | See clause 4.3 for a description for how these fields should be
tring set.
Erroficode String
Erfof.level Enumerated
Strimg
Error.details String The Reply.Error.details for each instance of the Reply.Error
structure may optionally be populated with free-form details
_Z concerning the fatal error or informational condition.
ril:J Error.ID String The Names.name identifier of the EndDevice or UsagePoint for
which the fatal error or informational condition is being
reported. Required unless the Reply.Error.code is 0.0, 0.1
or@.2.
Error.ID@idType String The Names.NameType.name identifier of the EndDevice

(Meter) or UsagePoint for which the fatal error or informational
condition is being reported. Required only if the Error.ID is
provided and is not unique in the absence of this additional
identifier.
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Element name XSD data Description
type

Error.ID@idAuthority String The Names.NameType.NameTypeAuthority.name identifier of
the EndDevice (Meter) or Usage Point for which the fatal error
or informational condition is being reported. Required only if
Error.ID coupled with Error.ID@idType is provided and is not
unique in the absence of this additional identifier.

Error.ID@kind Enumerated Set to name. Indicates that the EndDevice (Meter) or

String UsagePoint is being identified by an instance of the Names

class. Required only if Error.ID is provided.

Error.ID@objectType String Set to Meter or UsagePoint as appropriate. Required
only if Error.ID is provided.

11.3l4 Subsequent consequential event messages

The
send

EndheviceEvents.

The [name of the XSD profile file is EndDeviceEvents. xsd.
The|corresponding namespace is http://iec.ch/TC57/2011/EndDeviceEventst.

Table 9 lists the elements pertaining to a created(EndDevieeEvents) event message.

second and subsequent response messages to a meter control request-are made by
ing a message with a header <Verb> of created

and a héader <Noun of

Table 9 — created(EndDeviceEvents) fields

Element name XSD data Description
type
Verb String created
Noun String EndDeviceEvents
Timestamp dateTime Date and time this message was created.
ReplyAddress String Address to be used for asynchronous web service replies.
This element is omitted when not using web services.
| | AckRequired Boolean Set to true to request an acknowledgement response
2 message from the HES.
(]
T Set to false to have the HES suppress the
acknowledgment response message
When using web services, this element may be omitted — @n
acknowledgment response message is always sent.
MessagelD String MDMS-specified message identifier
CorrelationID String MDMS-specified identifier used for allowing request-respopse
correfation
"'wJ. createdDateTime dateTime The date and time that the EndDeviceEvent occurred.
o issuerlD String This optional element can be populated for tracking / audit
o % trail purposes with the issuerlD from the EndDeviceControl in
_8 o the original request message.
>
8 8 issuerTrackinglD String This optional element can be populated for tracking / audit
° P trail purposes with the issuerTrackingID from the
w % EndDeviceControl in te original request message.
T C
S reason String AMI-specified reason for this EndDeviceEvent occurring.
>
& severity String AMl-specified severity level of the EndDeviceEvent.
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Element name

XSD data
type

Description

Assets.Names.name

String

Unique identifier of the Meter for which the event has been
detected.

Either the
EndDeviceEvents.EndDeviceEvent.UsagePoint.Names.name
(and potentially the associated NameType.name and
NameType.NameTypeAuthority.name) or the
EndDeviceEvents.EndDeviceEvent.Assets.Names.name (and
potentially the associated NameType.name and
NameType.NameTypeAuthority.name) may be provided.

Assets Names. Name

String
=

ldentifier of the NamnT\J/'r_\n anllirnr'l nnl\ll Hthe

Type.name

EndDeviceEvents.EndDeviceEvent.Assets.Names.namég iJ
provided and is not unique in the absence of this additiond
identifier.

Assets.Names.Name
Type.NameTypeAuthori
ty.name

String

Identifier of the NameTypeAuthority. Required only if the
EndDeviceEvents.EndDeviceEvent.Assets.Names.name
coupled with the
EndDeviceEvents.EndDeviceEvent.Assets.Names.NameType.
name is provided and is not unique in~the absence of this
additional identifier.

EndDeviceEventDetails.
name

String

One or more EndDeviceEventDetails name-value pairs ma
be included to provide supplémental information concernir
the event.

Q<

Care should be exercised,in utilizing this functionality as the
sending and receiving systems must have a common
understanding of thie,allowable content of the name and value
strings.

EndDeviceEventDetails.
value

String

One or more) EndDeviceEventDetails name-value pairs mg
be included“to provide supplemental information concernir
the event:

Q<

Careshould be exercised in utilizing this functionality as the
sending and receiving systems must have a common
uhderstanding of the allowable content of the name and v3lue
strings.

EndDeviceEventType@
ref

Enumerated
String

Unique EndDeviceEventType from annex D of the IEC 61968-
9 standard.

Names.name

String

AMI-assigned unique identifier of the EndDeviceEvent.

Names.NameType.name

String

Identifier of the NameType. Required only if the
EndDeviceEvents.EndDeviceEvent.Names.name is providéd
and is not unique in the absence of this additional identifigr.

Names.NameType.Name
TypeAuthority.naime

String

Identifier of the NameTypeAuthority. Required only if the
EndDeviceEvents.EndDeviceEvent.Names.name coupled
the

EndDeviceEvents.EndDeviceEvent.Names.NameType.nanme
is provided and is not unique in the absence of this additignal
identifier.

th

UsagePoint.Names.name

String

oY

Unique identifier of the UsagePoint for which the event ha
been detected.

Either the
EndDeviceEvents.EndDeviceEvent.UsagePoint.Names.name
(and potentially the associated NameType.name and
NameType.NameTypeAuthority.name) or the
EndDeviceEvents.EndDeviceEvent.Assets.Names.name (and
potentially the associated NameType.name and
NameType.NameTypeAuthority.name) must be provided. It is
acceptable to provide both.

UsagePoint.Names.Na
meType.name

String

Identifier of the NameType. Required only if the
EndDeviceEvents.EndDeviceEvent.UsagePoint.Names.name
is provided and is not unique in the absence of this additional
identifier.
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meType.NameTypeAuth
ority.name

Element name XSD data Description
type
UsagePoint.Names.Na String Identifier of the NameTypeAuthority. Required only if the

EndDeviceEvents.EndDeviceEvent.UsagePoint.Names.name

coupled with the

EndDeviceEvents.EndDeviceEvent.UsagePoint.Names.Name

Type.name is provided and is not unique in the absence of
this additional identifier.

11.3.5 Unsolicited meter event

Apa an
unsglicited meter event has identical fields as described for the response message)cage in
11.3.4.

11.4 Configuration and provisioning

11.41 General

See| Clause 8 for a description of the messages that may be sent for configuring |[and
provisioning a HES.

This| clause shows the addition of new configuration informationh into a system. The hepder
<Verb> in all cases is create. However, existing configuration may be altered or rem¢ved
altogether using change or delete as the respective verbs)

11.4.2 Provisioning a meter

A rgquest to provision a meter is made by sending a message with a header <Verbp> of

create and a header <Noun> of MeterConfig!
The|name of the XSD profile file is MeterConfig.xsd.
The|corresponding namespace is http://iec.ch/TC57/2011/MeterConfigi.

Table 10 lists the elements(pertaining to a create(MeterConfig) request message.

Table 10 — create(MeterConfig) fields

Element.name XSD data Description
type
Verb String create
Noun String MeterConfig
Timestamp dateTime Date and time this message was created.
ReplyAddress String Address to be used for asynchronous web service

replies. This element is omitted when not using web

Header

response correlation

services.

AckRequired Boolean Set to true to request an acknowledgement response
message from the HES.
Set to false to have the HES suppress the
acknowledgment response message
When using web services, this element may be
omitted — an acknowledgment response message is
always sent.

MessagelD String MDMS-specified message identifier

CorrelationID String MDMS-specified identifier used for allowing request-
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n@ref

Element name XSD data Description
type
ComFunction.direction Enumerated Set to one of the enumerated values, e.g.,
String biDirectional

ComFunction.enabled Boolean Set to true if the meter’'s communications functions are
enabled.

ComFunction.technology gnumerated Set to one of the enumerated values, e.g., rfMesh

tring

ComFunction.Names.name String Set to a value that is unique within this message so
that it can be referenced in the
l\llnhar(‘nnfig Meater ComEunction@ref alament halo V.
Required only if details of the ComFunction are
included in this message.

Meter.amrSystem String Enter the name of the system that is providing
automated reads for this meter.

Meter.isVirtual Boolean Set to true if the Meter is a VirtuahMeter. If omitted], a
value of false is assumed.

Meter.ConfigurationEvents.cre DateTime Date and time the command’to Create the Meter wds

atedDateTime generated.

Meter.ConfigurationEvents.effe | DateTime Date and time the MBMS shall consider the Meter fo

ctiveDateTime have been or to be-created. If this date/time is in the
future, MDMS will‘pend the transaction and process$ it
at the specified future date and time.

Meter.ConfigurationEvents.effe | DateTime Date and, timé the MDMS shall consider the Meter fo

ctiveEndDateTime no longérbe available for use. Supplied only if an ¢nd
to thelinterval of time that the Meter is to be
considered valid and usable is known at the time o

o the.creation request.

5 Meter.ConfigurationEvents.Na String ldentifier of the ConfigurationEvent that can be used
% mes.name for tracking/auditing processes.

§ Meter.ConfigurationEvents.Na String Identifier of the NameType. Required only if the

5 mes.NameType.name MeterConfig.Meter.ConfigurationEvents.Names.name
s is provided and is not unique in the absence of this
% additional identifier.

o

Meter.ConfigurationEvents.Na String Identifier of the NameTypeAuthority. Required only|if

mes.NameType.NameTypeAut MeterConfig.Meter.ConfigurationEvents.Names.name

hority.name coupled with the
MeterConfig.Meter.ConfigurationEvents.Names.Name
Type.name is provided and is not unique in the
absence of this additional identifier.

Meter.CustomAttributes.name String “CustomAttribute1”. Subsequent CustomAttributes ill
have names of CustomAttribute2, CustomAttributg3,
etc.

Use of CustomAttributes is utility-specific and provided
solely for backwards compatibility with legacy data
synchronization interfaces.

Meter.CustomAttributes.seque Integer “1”. Subsequent CustomAttributes will have

nceNumber sequenceNumbers of “2”, “3”, etc. Required only if a
CustomAttribute with CustomAttribute.names of
“CustomAttribute1” is provided.

Meter.CustomAttributes.value String Utility specific content for this CustomAttribute.
Required only if a CustomAttribute with
CustomAttributes.names of “CustomAttribute1” is
provided.

Meter.ComFunction@ref String Set the ref equal to the
MeterConfig.ComFunction.Names.name specified
above. Required only if this message contains details
of the ComFunction.

Meter.SimpleEndDeviceFunctio | String Set the ref equal to the

MeterConfig.SimpleEndDeviceFunction.Names.name
specified below. Required only if this message
contains details of the SimpleEndDeviceFunction.
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Element name XSD data Description
type
Meter.EndDevicelnfo.ratingCla Enumerated Set to one of the enumerated values, e.g., “200Amp”.
ss String
Meter.EndDevicelnfo.AssetMod | String Set to the name of the Meter manufacturer.
el.Manufacturer.Names.name
Meter.EndDevicelnfo.capability | Boolean Set to true if the Meter automatically adjusts for
.autonomousDst DaylightSavingsTime. If omitted, a value of false is
assumed.
Meter.EndDevicelnfo.capability | Boolean Set to true if this is an electricity meter. If omitted, a
.electricMetering value of false is assumed; therefore. one of following
Booleans should be included and set to true:
electricMetering, gasMetering, waterMetering.
Meter.EndDevicelnfo.capability | Boolean Set to true if on-demand reads of this meter)are
.onRequestRead supported.
Meter.lifecycle.manufacturedD DateTime Set to the date of manufacture of thé Meter.
ate
Meter.MeterMultipliers.kind Enumerated Set to one of the enumerated values, e.g., “kH”".
String
Meter.MeterMultipliers.value Float Set to the value of the Meter Multiplier, in this case|the
value of the kH constant:
Meter.Names.name String Identifier of the Meter.
Meter.Names.NameType.name | String
Meter.Names.NameType.Name | String Identifier of the NameTypeAuthority. Required only|if
TypeAuthority.name MeterCenfig.Meter.Names.name coupled with the
MeterConfig.Meter.Names.NameType.name is
provided and is not unique in the absence of this
additional identifier.
SimpleEndDeviceFunction.kind Enumerated Set to one of the enumerated values, e.g.,
. “electricMetering”.
String
Meter.SimpleEndDeviceFunctio | String Set to a value that is unique within this message sd

n.Names.name

that it can be referenced in the
MeterConfig.Meter.SimpleEndDeviceFunction@ref
element above.

Required only if details of the
SimpleEndDeviceFunction are included in this
message.

11.4.3 Creation of a’ComModule

A re

The

name’of the XSD profile file is ComModuleConfig.xsd.

quest to .configure a communications module is made by sending a message with a
headler <Venb>‘of create and a header <Noun> of ComModuleConfig.

The corresponding namespace is http://iec.ch/TC57/2011/ComModuleConfig#.

Table 11 lists the elements pertaining to a create(ComModuleConfig) request message.

Table 11 — create(ComModuleConfig) fields

Element name XSD data type Description
Verb String create
5 | Noun String ComModuleConfig
§ Timestamp dateTime Date and time this message was created.
ReplyAddress String Address to be used for asynchronous web service replies.
This element is omitted when not using web services.
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