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INTERNATIONAL ELECTROTECHNICAL COMMISSION

OPC UNIFIED ARCHITECTURE -
Part 2: Security Model

FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for stapd

end and in addition to other activities, IEC publishes International Standards,
hnical Reports, Publicly Available Specifications (PAS) and Guides (f 2
lication(s)”). Their preparation is entrusted to technical committees; any |
he subject dealt with may participate in this preparatory work. |

seryices carried out by ihde
6) All lisers should@e '
7) No [liability shall attac
members of its techni{cal cemmittees a
other damage of

ardization cemlprising

ap “IEC
terested
d non-
closely
ihed by

ational
rom all

ational
of IEC
or any

ications
rgence
idated in

formity

for any

rts and
age or

whether direct or indirect, or for costs (including legal fegqs) and

expenses arising\out\of\the +p bI| ation/use of, or reliance upon, this IEC Publication or any other IEC

PuRjlications.

8) Attc ntion is drawn ative’ references cited in this publication. Use of the referenced publicajions is

9) AttgntionNj 20 18
. haN not\Be held responsible for identifying any or all such patent rights.

The main task of IE

gsibility that some of the elements of this IEC Publication may be the sulpject of

Y'technical committees is to prepare International Standards. Howeler, a

techn|cal,eemmittee may propose the publication of a technical report when it has collected
data ¢f ‘avdifferent kind from that which is normally published as an International Standafd, for

example "state of the art".

IEC TR 62541-2, which is a technical report, has been prepared by subcommittee 65E:

Devices and integration in enterprise systems, of IEC technical committee 65:

process measurement, control and automation.

The text of this technical report is based on the following documents:

Enquiry draft Report on voting
65E/413/DTR 65E/464/RVC

Industrial-

Full information on the voting for the approval of this technical report can be found in the

report on voting indicated in the above table.
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This second edition cancels and replaces the first edition of IEC TR 62541-2, published in
2010.

This second edition includes no technical changes with respect to the first edition but a
number of clarifications and additional text for completeness.

This publication has been drafted in accordance with the ISO/IEC Directives, Part 2.

Throughout this document and the referenced other parts of the series, certain document
conventions are used:

— Itdlics are used to denote a defined term or definition that appears In_the "Termp and

ddfinition” clause in one of the parts of the series.

— Itdlics are also used to denote the name of a service input or eutput(ps br the
ngme of a structure or element of a structure that are usually defingd\in ta

— THe italicized terms and names are also often written in came . iceof writing
cadmpound words or phrases in which the elements are jolged W ith) each
elg¢ment's initial letter capitalized within the compound): i A rm is
AddressSpace instead of Address Space. This makes i ere is
a $ingle definition for AddressSpace, not separate definit

A list] of all parts of the |IEC 62541 series, published S nified

architecture, can be found on the IEC w

The dommittee has decided that the contents © ication will remain unchanged until

the stability date indicated on the | i data

related to the specific publication. At this d

e refonfirmed,

e withdrawn,

e replaced by a revise
e amended. G

A bilingual versio

d editig

bligation may be issued at a later date.

IMPORTAN olohr inside' logo on the cover page of this publication indigates
that| it contains ‘colours which are considered to be useful for the correct
undtLrstanding contents. Users should therefore print this document usipg a
colour printer.
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OPC UNIFIED ARCHITECTURE -

Part 2: Security Model

1 Scope

This part of IEC 62541, which a Technical Report, describes the OPC unified architecture

(OPC . - , and
softw£re environments in which OPC UA is expected to run. It describes/how~QPC ,UA|relies

upon |other standards for security. It provides definition of common bt are
used |n this and other parts of the OPC UA specification. It gives a i curity
features that are specified in other parts of the OPC UA specification. vices,
mapp|ngs, and Profiles that are specified normatively in other\paxtsNof* this\multi-part
specification. It provides suggestions or best practice guideli i Curity.
Any deeming ambiguity between this part of IEC 62541 3 K ti rts of
IEC 6R541 does not remove or reduce the requirement spécifiethin e

Note |that there are many different aspects of s j i ve to)be addressed |when

develpping applications. However since OPC
focus|is on securing the data exchanged bet sis does not mean that an
applidation developer can ignore the - e protecting persistenf data
againgt tampering. It is important that\the into all aspects of security and
decid¢ how they can be addressed in the

nication protocdl, the

This part of IEC 62541 ig/"d| ill develop OPC UA Client or Server
applidations or implemenk the\QPC UA S ér. It is also for end users that wjish to
understand the varioug i L a offers
some| suggestions that ©a plie hen deploying systems. These suggestions are
generjc in natur ceNhe detai nd on the actual implementation of the ORC UA
Appligations an choices madeor the site security.

It is dssumed that t Jer i jar with Web Services and XML/SOAP. Informatipn on
these|technolggies ca ¢ SOAP Part 1: and SOAP Part 2.

2 N

The following(documexts, in whole or in part, are normatively referenced in this document and
are indispensable its application. For dated references, only the edition cited applieg. For
undated’, references, the latest edition of the referenced document (including any
amengdments) applies.

IEC 62351 (all parts), Power systems management and associated information exchange —
Data and communications security

IEC TR 62541-1, OPC unified architecture — Part 1: Overview and concepts
IEC 62541-4, OPC unified architecture — Part 4: Services

IEC 62541-5, OPC unified architecture — Part 5: Information Model

IEC 62541-6, OPC unified architecture — Part 6: Mappings

IEC 62541-7, OPC unified architecture — Part 7: Profiles
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SOAP Part 1: SOAP Version 1.2 Part 1: Messaging Framework
Available from Internet: http://www.w3.org/TR/soap12-part1/ (website checked 2016-04-05)

SOAP Part 2: SOAP Version 1.2 Part 2: Adjuncts
Available from Internet: http://www.w3.org/TR/soap12-part2/ (website checked 2016-04-05)

XML Encryption: XML Encryption Syntax and Processing
Available from Internet: http://www.w3.org/TR/xmlenc-core/ (website checked 2016-04-05)

XML Signature:: XML-Signature Syntax and Processing

Availgble—fremtrterret—hHpHwww—w 3-oreiFRIldsig—core TAAVY
vallg WA =a Y

d 2046-04-05)

WS Sgcurity: SOAP Message Security 1.1

Availgble from Internet: http://www.oasis-open.org/committees/downla ph@‘ﬁ?g sstv1.1-
spec-ps-SOAPMessageSecurity.pdf (website checked 2016-04-05)

WS Secure Conversation: Web  Services Secure Convers

SecurneConversation)

ion~\_L guge (WS-

%‘ec onversatipn.pdf

Availgble from Internet:http://specs.xmlsoap.org/ws/2005
(webdite checked 2016-04-05)

Availgble from Internet: http://www.let%}&/rfc ecked 2016-04-05)

:X509: X.509 Public Key Certificate Infra t%
Availgble from Internet: https://www.ieff.org/rfc/r ebsite checked 2016-04-05)

HTTP} RFC 2616: Hypert e

SSL/TLS: RFC 2246: The TLS Protocol Versio
tx (w@

toc s 1.1
c/rfc2616.txt (website checked 2016-04-05)

Availgble from Internetahtt uitf o)
HTTP|S: RFC 281 H%\w
Availgble from In ttp:// tf.org/rfc/rfc2818.txt (website checked 2016-04-05)

IS Glgssary: Inter Iossa
Availgble fro : ietf.org/rfc/rfc2828.txt (website checked 2016-04-05)
NIST B00,57: y \ho}Specmc Key Management Guidance

Availgbl Internet:http://csrc.nist.gov/publications/nistpubs/800-57/s[p800-
57 PART3 anagewient Dec2009.pdf (website checked 2016-04-05)

NERGQ CIPx CIMthrough CIP 009-1, by North-American Electric Reliability Council

Availgble from Internet:_http:// www.nerc.com/files/cip-002-1.pdf (website checked 2016-04-
05)

SHA-1: Secure Hash Algorithm RFC
Available from Internet: http://tools.ietf.org/html/rfc3174 (website checked 2016-04-05)

PKI: Public Key Infrastructure article in Wikipedia

Available from Internet: http://en.wikipedia.org/wiki/Public key infrastructure (website
checked 2016-04-05)

X509 PKI: Internet X.509 Public Key Infrastructure
Available from Internet: http://www.ietf.org/rfc/rfc3280.txt (website checked 2016-04-05)
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3 Terms, definitions and abbreviations

3.1

Terms and definitions

2016

For the purposes of this document, the terms and definitions given in IEC TR 62541-1 as well
as the following apply.

3.1.1

Application Instance
individual installation of a program running on one computer

Note 1
severa

3.1.2
Appli
Digita
host

Note 1
Certifig

3.1.3

Asymmetric Cryptography

Crypt
kept

Note 1

Encrypti

encryp
to dect
providg

decret, the other called the Publi

to entry: There can be several Application Instances of the same application running_at the same
computers or possibly the same computer.

cation Instance Certificate
Certificate of an individual Application Instance that has

to entry: Different installations of one software product
ates.

bgraphy method that uses a paij

when an entity A wants to ensure Inte
ses its Private Key to sign the data. To ve

ime on

ividual

stance

y and

Rublic-key cryptography". In an Asymmetric
for data it sends to another entity B, ¢ntity A
has the matching Private Key that is heeded

prity or
rify the

signaty A has provided. In an asymmetric key agrgeement
algorith blicKey to the other entity. Then each uses their own Private Key
and thg according to IS Glossary.

3.1.4

Asy

the m ryptography for encrypting data with the Public Key of
an enfi the associated Private Key

3.1.5

Asy

the m : Asymmetric Cryptography for signing data with the Private Key|of an
entity[and for\verifying’the data’s signature with the associated Public Key

3.1.6

AuditabiTity

security objective that assures that any actions or activities in a system can be recorded

3.1.7

Auditi

ing

the tracking of actions and activities in the system, including security related activities where
the Audit records can be used to review and verify system operations

3.1.8

Authentication
security objective that assures that the identity of an entity such as a Client, Server, or user
can be verified
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3.1.9
Authorization
the ability to grant access to a system resource

3.1.10

Availability

security objective that assures that the system is running normally; that is, no services have
been compromised in such a way to become unavailable or severely degraded

3.1.11
CertificateAuthority
entitythatcan 1ssue Digitar Certiffcates, also KNown as a CA

Note 1|to entry: The Digital Certificate certifies the ownership of a Public Key b of the
Certifidate. This allows others (relying parties) to rely upon signatures or assertiongam ey that
corresgonds to the Public Key that is certified. In this model of trust relationships,< rty that
is trusfed by both the subject (owner) of the Certificate and the party relying As are
characferistic of many Public Key infrastructure (PKI) schemes.

3.1.12

CertificateStore

persidtent location where Certificates and Certificate rgvocati are stored

Note 1|to entry: It may be a disk resident file structure o i , it'may be a Windows fegistry
locatiof.

3.1.13

Confidentiality
secur|ty objective that assures the pro

v\ being read by unintended part|es
3.1.14
Cryptography
transfprming clear, meg

algorithm and a@

ng an

3.1.14

Cyber Security

CSMS

program designed & tion’s

assets to i » y are
on the 5 SNk ation

311
Digital Certificate
structpre that associates an identity with an entity such as a user, a product or an Application
Instancevhere the Certificate has an associated asymmetric key pair which can be uged to
authenticate that the entity does, indeed, possess the Private Key

3.1.17

Digital Signature

value computed with a cryptographic algorithm and appended to data in such a way that any
recipient of the data can use the signature to verify the data's origin and Integrity

3.1.18

Hash Function

algorithm such as SHA-1 for which it is computationally infeasible to find either a data object
that maps to a given hash result (the "one-way" property) or two data objects that map to the
same hash result (the "collision-free" property) , see IS Glossary


http://en.wikipedia.org/wiki/Trusted_third_party
http://en.wikipedia.org/wiki/Trusted_third_party
http://en.wikipedia.org/wiki/Public_key_infrastructure
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3.1.19

Hashed Message Authentication Code

HMAC

MAC that has been generated using an iterative Hash Function

3.1.20

Integrity

security objective that assures that information has not been modified or destroyed in an
unauthorized manner, see IS Glossary

3.1.21

Key Exchange Algorithm
proto¢ol used for establishing a secure communication path betwee
unsedured environment whereby both entities apply a specific algorithm
secref keys that are used for securing the communication between than

twosentities’lin an
Lo securely exchange

Note 1|to entry: A typical example of a Key Exchange Algorithm is the S8 P gpecyfied in
SSL/TYS.

3.1.2%
Messhge Authentication Code
MAC
short |piece of data that results from an algorithm| tha
Cryptpgraphy) to hash a Message whereby th g
alteration of the Message by computing
Message and secret key

S key (see Symmetric
Message can check against
he”identical using the [same

3.1.23
Message Signature
Digital Signature used to Negri essages that are sent between two entjties

Note 1|to entry: There are seye tan be
categofized as symmetcic (See 3.1.

3.1.24 <>

Non-Repudiation

strong and subs ssage
Integtity, suffigi on or

3.1.24%
Noncg
random numberthat issused once, typically by algorithms that generate security keys

3.1.2

OPC i iiUll
OPC UA Client, which calls OPC UA services, or an OPC UA Server, which performs those
services

3.1.27
Private Key
the secret component of a pair of cryptographic keys used for Asymmetric Cryptography

3.1.28

Public Key

the publicly-disclosed component of a pair of cryptographic keys used for Asymmetric
Cryptography, see IS Glossary
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3.1.29

Public Key Infrastructure

PKI

the set of hardware, software, people, policies, and procedures needed to create, manage,
store, distribute, and revoke Digital Certificates based on Asymmetric Cryptography

Note 1 to entry: The core PKI functions are to register users and issue their public-key Certificates, to revoke
Certificates when required, and to archive data needed to validate Certificates at a much later time. Key pairs for
data Confidentiality may be generated by a Certificate authority (CA), but requiring a Private Key owner to
generate its own key pair improves security because the Private Key would never be transmitted according to
IS Glossary. See PKI and X509 PKI for more details on Public Key Infrastructures.

3.1.3Q
Rivest-Shamir-Adleman
RSA
algorithm for Asymmetric Cryptography, invented in 1977 by Ron R Adi ‘Skamir, and
Leongrd Adleman, see IS Glossary

3.1.31
Secure Channel

in OFC UA, a communication path established between
have |authenticated each other using certain OPC UA
parameters have been negotiated and applied

and Servgr that
gr which sgcurity

3.1.3%
Symmetric Cryptography
bran(}» of cryptography involving algori
the

verifig

xps of
ature

3.1.33
Sym
the
cryptd

with a

3.1.34
Sym
the
share

c key

Note 1
these f
differen
Symm¢g

paring
data is
herates
tric Signature

3.1.34%
TrustList
list of Certificates that an application has been configured to trust

3.1.36

Transport Layer Security

TLS

standard protocol for creating Secure Channels over IP based networks

3.1.37
X.509 Certificate
Digital Certificate in one of the formats defined by X.509 v1, 2, or 3

Note 1 to entry: An X.509 Certificate contains a sequence of data items and has a Digital Signature computed on
that sequence.
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3.2 Abbreviations

AES Advanced Encryption Standard
CA Certificate Authority
CRL Certificate Revocation List

CSMS Cyber Security Management System
DNS Domain Name System

DSA Digital Signature Algorithm

ECDH Elliptic Curve Diffie-Hellman

ECDSA E“IPtlb CUI VA~ Dlyltai SiglldtulU Aiyul;tillll
HMAC( Hash-based Message Authentication Code
NIST National Institute of Standard and Technology

PKI Public Key Infrastructure

RSA public key algorithm for signing or encryption, Rives Adien
SHA Secure Hash Algorithm (Multiple versions exist SH

SOAHR Simple Object Access Protocol

SSL Secure Sockets Layer

TLS Transport Layer Security

UA Unified Architecture

URI Uniform Resource Identifier

XML Extensible Mark-up Languageé
3.3

The f
used

htions

4 O

4.1

OPC jlity at
multigle Jevels\frow ‘high-level enterprise management to low-level direct process contr¢l of a
device. A for enterprise management involves dealings with customefs and
suppliers. It aftractive target for industrial espionage or sabotage and may also be

3 public
netwrks Disruption of communications at the process control end causes at least an

cause-efrvironmentat-damage — y - - —those-who-see rarm the
enterprise or somety

OPC UA will be deployed in a diverse range of operational environments, with varying
assumptions about threats and accessibility, and with a variety of security policies and
enforcement regimes. OPC UA, therefore, provides a flexible set of security mechanisms.
Figure 1 is a composite that shows a combination of such environments. Some OPC UA
Clients and Servers are on the same host and can be more easily protected from external
attack. Some Clients and Servers are on different hosts in the same operations network and
might be protected by the security boundary protections that separate the operations network
from external connections. Some OPC UA Applications run in relatively open environments
where users and applications might be difficult to control. Other applications are embedded in
control systems that have no direct electronic connection to external systems.
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4.2 |Security i}jc

4.2.1 Overvie

Fundamentally, if gcurity reduces the risk of damage from attacks. I{ does
this bly identifying \ o the system, identifying the system’s vulnerabilities to [these
threats, and ‘providi easures. The countermeasures reduce vulnerabilities difectly,
counteraetthreats, qver from successful attacks.

Industrial au i syStem security is achieved by meeting a set of objectives. These
objeclives have beer’ refined through many years of experience in providing security for
information systems’in general and they remain quite constant despite the ever-changing set
of thredts to systems. They are described in 4.2.2, 4.2.3, 4.2.4, 4.2.5, 4.2.6, and 4.2.1, and
Subclause—5-2—reconcites—these ubjcotivcb agaillat the—OPEC—dAfunctions—Ctause—6—offers

additional best practice guidelines to Client and Server developers or those that deploy OPC
UA Applications.

4.2.2

Authentication

Entities such as clients, Servers, and users should prove their identities. Authentication can
be based on something the entity is, has, or knows.

4.2.3

Authorization

The access to read, write, or execute resources should be authorized for only those entities
that have a need for that access within the requirements of the system. Authorization can be
as coarse-grained as allowing or disallowing a Client to access a Server or it could be much
finer grained, such as allowing specific actions on specific information items by specific users.
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4.2.4 Confidentiality

Data shall be protected from passive attacks, such as eavesdropping, whether the data is
being transmitted, in memory, or being stored. To provide Confidentiality, data encryption
algorithms using special secrets for securing data are used along with Authentication and
Authorization mechanisms for accessing that secret.

4.2.5 Integrity

Receivers shall receive the same information that the original sender sent, without the data
being changed during transmission.

4.2.6 | Auditability

Actions taken by a system have to be recorded in order to provide evi ers:

o that this system works as intended (successful actions are track
o tolidentify the initiator of certain actions (user activity is tradked)

o that attempts to compromise the system were denied (u 2SS bd).

4.2.7| Availability

Availgbility is impaired when the execution of software thz when
software or the communication syste Aty b ability
in OHC UA can appear as slowing b add
sessigns for example.

4.3 |[Security threats to OPC UA sy

4.3.1 Overview

OPC UA provides counte S ist the—threats to the security of the information that
is communicated £ 8.4, 4.3.5,4.3.6, 4.3.7, 4.3.8, 4.3.9, 4.3.10, and
4.3.11 list the c@ vironments in which OPC UA will be dep|oyed.
Following Clause™'4 OPC UA security architecture and fungtions,

Subclpuse 5.1 recoN 5 against the OPC UA functions.

4.3.2

An atfacKers ard-a laxge volume of Messages, or a single Message that contains a| large
number o \ with the goal of overwhelming the OPC UA Server or componerljts on
which| the OP erver may depend for reliable operation such as CPU, TCP/IP ptack,

Opergting System or/the File System. Flooding attacks can be conducted at multiple |ayers
including OPC UA, SOAP, [HTTP] or TCP.

Message flooding attacks can use both well-formed and malformed Messages. In the first
scenario, the attacker could be a malicious person using a legitimate Client to flood the
Server with requests. Two cases exist, one in which the Client does not have a Session with
the Server and one in which it does. Message flooding may impair the ability to establish OPC
UA sessions, or terminate an existing session. In the second scenario, an attacker could use
a malicious Client that floods an OPC UA Server with malformed Messages in order to
exhaust the Server's resources.

In general, Message flooding may impair the ability to communicate with an OPC UA entity
and result in denial of service.

Message flooding impacts Availability.

See 5.1.2 for the reconciliation of this threat.
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4.3.3 Eavesdropping

Eavesdropping is the unauthorized disclosure of sensitive information that might result
directly in a critical security breach or be used in follow-on attacks.

If an attacker has compromised the underlying operating system or the network infrastructure,
the attacker might record and capture Messages. It may be beyond the capability of a Client
or Server to recover from a compromise of the operating system.

Eavesdropping impacts Confidentiality directly and threatens all of the other security
objectives indirectly.

See 5.1.3 for the reconciliation of this threat.

4.3.4 Message spoofing

An atfacker may forge Messages from a Client or a Server.
layerq in the protocol stack.

Liltiple

By spoofing Messages from a Client or a Server, brized

operations and avoid detection of their activities.
Message spoofing impacts Integrity ang\Authorjdatign-

See 5.1.4 for the reconciliation of this threat.

4.3.5 Message alteration

dified
imate

Netwd
Mess
acces

See 5

4.3.6

C UA
e user
cause

Netwd
Client :
or send a valid’'c
damage orproperty

MessageTeptay impactsAuthorizatior.
See 5.1.6 for the reconciliation of this threat.

4.3.7 Malformed Messages

An attacker can craft a variety of Messages with invalid Message structure (malformed XML,
SOAP, UA Binary, etc.) or data values and send them to OPC UA Clients or Servers.

The OPC UA Client or Server may incorrectly handle certain malformed Messages by
performing unauthorized operations or processing unnecessary information. It might result in
a denial or degradation of service including termination of the application or, in the case of
embedded devices, a complete crash. In a worst case scenario, an attacker could also use
malformed Messages as a pre-step for a multi-level attack to gain access to the underlying
system of an OPC UA Application.
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Malformed Messages impact Integrity and Availability.
See 5.1.7 for the reconciliation of this threat.

4.3.8 Server profiling

An attacker tries to deduce the identity, type, software version, or vendor of the Server or
Client in order to apply knowledge about specific vulnerabilities of that product to mount a
more intrusive or damaging attack. The attacker might profile the target by sending valid or
invalid formatted Messages to the target and try to recognize the type of target by the pattern
of its normal and error responses.

Server profiling impacts all of the security objectives indirectly.

See 5.1.8 for the reconciliation of this threat.

4.3.9 Session hijacking

An atfacker may use information (retrieved by sniffing the i 5sing)
about| a running Session established between two i S i iptilated
Messages (with valid Session information) that allo m the
authorized user.

Sessipn hijacking impacts all of the securi
See 5.1.9 for the reconcilia

4.3.10 Rogue Serve
An aftacker bui@ -
genuipe OPC UA Sgryen

The QPC Client

of a

A roglie Servg
See §.1.10

4.3.11 Compromising user credentials

An at{ackér obtains user credentials such as usernames, passwords, Certificates, or kgys by
observing them on papers, on screens, or in electronic communications, by cracking them
through guessing or the use of automated tools such as password crackers.

An unauthorized user could launch and access the system to obtain all information and make
control and data changes that harm plant operation or information. Once compromised
credentials are used, subsequent activities may all appear legitimate.

Compromised user credentials impact Authorization and Confidentiality.

See 5.1.11 for the reconciliation of this threat.
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4.4 OPC UA relationship to site security

OPC UA security works within the overall Cyber Security Management System (CSMS) of a
site. Sites often have a CSMS that addresses security policy and procedures, personnel,
responsibilities, audits, and physical security. A CSMS typically addresses threats that include
those that were described in 4.3. They also analyze the security risks and determine what
security controls the site needs.

Resulting security controls commonly implement a “defence-in-depth” strategy that provides
multiple layers of protection and recognizes that no single layer can protect against all
attacks Boundary protections, shown as abstract examples |n Figure 1, may include firewalls,
i Is on
pf the

and computers that are brought into the system. Protections in

system may include hardened configuration of the operating sys patch
management, anti-virus programs, and not allowing email in the co dards
that renged in

i¢; the sgcurity

8 ified by the site,

not b ification. ifig : are/intended s¢ that

confofmant Client and Server products can meet the i i ents that are expected

to be [made by sites where they will be deployed. Thosg who.are respgnsible for the sgcurity

d si i te \req ir@ent with OPC UA conformant
produgts.

The i a—~Clien ervers should analyze its security risks
and provide appropriate mechanisms to miti sks to achieve an acceptable Id¢vel of
securfty. OPC UA meets i i needs that might result from| such
individual analyses. OPCUA Clig Py are’required to be implemented with gertain

owner’s optional use. Each system pwner
meets its security and economic requirements
within the OPC UA specification and external to

secur|ty features, whick
should be able to tailo

using|a combinatjon o
OPC UA. @

The s the OPC UA Clients and Servers deployed at a site are
speci“' ot By the OPC UA specification. The OPC UA sgcurity
specifi gquirements placed upon OPC UA Client and Server proflucts,
and r OPC UA should be deployed at a site in order to meet the
secur i s-that\are anticipated to be specified at the site.

OPC PA addresses same threats as described in 4.3. The OPC Foundation recommends that
Clienf and_Server deyvelopers address the remaining threats, as detailed in Clause 6. Threats
to infrastructure components that might result in the compromise of Client and $erver
opera'[ing systems are not addressed by OPC UA.

4.5 OPC UA security architecture

The OPC UA security architecture is a generic solution that allows implementation of the
required security features at various places in the OPC UA Application architecture.
Depending on the different mappings described in IEC 62541-6, the security objectives are
addressed at different levels. The OPC UA Security Architecture is structured in an
Application Layer and a Communication Layer atop the Transport Layer as shown in Figure 2.
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The 1
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OPC UA Client OPC UA Server
Application Layer Application Layer
e User Authorization Session e User Authorization
e User Authentication <4---- > e User Authentication
Communication Layer Jl » Communication Layer
« Confidentiality Secure Channel « Confidentiality
Hrtegrity Hrtegrity
e App Authentication e App Authentic?ﬂﬁﬁ\
N
Transport Layer

ed by the Session Se
Layer communicates ¢

e Channel that is created in the"Commupisation Layer and relies upon it for §

unication. All of the Session data i@sd o the Communication Layer for further

2016

ation,
Layer
curity
rvices
ver a
ecure

Althoygh a Session cgmmunicates(over-asSecure/ Channel and has to be activated before it

canb
Impern

When

establi

The d
applig

One ¢4
Secur
Serve

aks, Session will remain valid and the Client will be able
atherwise the Session closes after its lifetime expires.

ssential mechahism to meet the above mentioned security objectives is to estab
e Lhannel (see 4.11) that is used to secure the communication between a Client

to re-

y and

lish a
and a

r\\The Secure Channel provides encryption to maintain Confidentiality, Mefsage

Signatures to maintain Integrity and Digital Certificates to provide application Authentication
for data that comes from the Application Layer and passes the “secured” data to the Transport
Layer. The security mechanisms that are managed by the Communication Layer are provided
by the Secure Channel Services that are specified in IEC 62541-4.

The security mechanisms provided by the Secure Channel Services are implemented by a
protocol stack that is chosen for the implementation. Mappings of the services to some of the
protocol stack options are specified in IEC 62541-6 which details how the functions of the
protocol stack are used to meet the OPC UA security objectives.

The Communication Layer can represent an OPC UA protocol stack. OPC UA specifies
alternative stack mappings that can be used as the Communication Layer. These mappings
are described in IEC 62541-6.
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If the OPC UA native mapping is used, then functionalities for Confidentiality, Integrity,
application Authentication, and the Secure Channel are similar to the SSL/TLS specifications,
as described in detail in IEC 62541-6.

If the Web Services mapping is used, then WS Security, WS Secure Conversation and
XML Encryption as well as XML Signature: are used to implement the mechanisms for
Confidentiality, Integrity, application Authentication as well as for implementing a Secure
Channel. For more specific information, see IEC 62541-6.

The Transport Layer handles the transmission, reception and the transport of data that is
provided by the Communication Layer.

and.rasume
lishing the

To ervive the loss of the Transport Layer connections (e.g. TCP connéctions
with 8 new connection, the Communication Layer is responsible fo

Transport Layer connection without interrupting the logical Secure CHa

4.6 |SecurityPolicies

A SedurityPolicy specifies which security mechanisms are/to b d.and are derived from a
Secullity Profile (see 4.7 for details). Security policies bunce
what | mechanisms it supports and by the Clig those avgilable
SeculityPolicies to be used for the Secure Channe blicies
specified include the following:

e algorithms for signing and encryptin,

e algorithm for key derivation.

The choice of SecurityPolic > ' Client
and [Server products . bd  in
IEC 6R541-7. The Adminis{rato on of

SeculityPolicies as cirg
The nnouncerr@ .
IEC 6R541-4. Mo

If a Server i ients, it maintains separate policy selections for the different
Clients. i S ent to select policies independent of the policy choiceg that
other [Clj a d for their Secure Channels.

ndled by special discovery services specified in
discovery mechanisms and policy announcément

Since| compufing power increases every year, specific algorithms that are considergd as
securg today-can becdme insecure in the future, therefore it makes sense to support different
secur|ty palicies in an OPC UA Application and to be able to migrate forward in such ajcase.
NIST jorother agencies even make predictions about the expected lifetime of algorithms (see
NIST 800-57). The TIist of supported security policies will be updated based on
recommendation such as what is published by NIST. From a deployment point of view, it is
important that the periodic site review checks that the currently selected list of security
profiles still fulfil the required security objectives and if they do not, then a newer selection of
Security Profiles is selected.

There is also the case that new security policies are composed to support new algorithms that
improve the level of security of OPC UA products. The application architecture of OPC UA
Clients and Servers should be designed in a way that it is possible to update or add additional
cryptographic algorithms to the application with little or no coding changes.

IEC 62541-7 specifies several policies which are identified by a specific unique URI. To
improve interoperability among vendors’ products, Server products shall implement these
policies rather than define their own. Clients shall support the same policies.
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4.7 Security Profiles

OPC UA Client and Server products are certified against Profiles that are defined in
IEC 62541-7. Some of the Profiles specify security functions and others specify other
functionality that is not related to security. The Profiles impose requirements on the certified
products but they do not impose requirements on how the products are used. A consistent
minimum level of security is required by the various Profiles. However, different Profiles
specify different details, such as which encryption algorithms are required for which OPC UA
functions. If a problem is found in one encryption algorithm, then the OPC Foundation can
define a new Profile that is similar, but that specifies a different encryption algorithm that does
not have a known problem. IEC 62541-7, not this Part 2, is the normative specification of the
Profiles.

Policigs refer to many of the same security choices as Profiles; howevgr the po |cy specifies
which| of those choices to use in the session. The policy does not spee ¢ oices
that the product offers, they are described in the Profiles that it supp®

Thesg policies are included in Certification Testing associ t and
Servers. The Certification Testing ensures that the stan at the
appropriate security algorithms are supported.

Each [security mechanism in OPC UA is provided in Hance
with the Profiles with which the Client or Server ‘ curity
mech@nisms may be deployed optionalty, 3 ivi i OPC
UA se¢curity functions available and <an ¢hd i | i curity
objectives.

4.8 |User Authorization

OPC w the
applig rown
way W te the
suppdg

4.9

User § user
crede b user
with t

The yser wpicating over a Session can be changed using the ActivateSgssion
servide in ordersto megt needs of the application.

4.10 | Application Authentication

OPC UA uses a concept conveying Application Authentication to allow applications that intend
to communicate to identify each other. Each OPC UA Application Instance has a Digital
Certificate (Application Instance Certificate) assigned that is exchanged during Secure
Channel establishment. The receiver of the Certificate checks whether it trusts the Certificate
and based on this check it accepts or rejects the request or response Message from the
sender. This trust check is accomplished using the concept of TrustLists. TrustLists are a
CertificateStore designated by an administrator. An administrator shall determine if the
Certificate is signed, validated and trustworthy before placing it in a TrustList. TrustLists
usually also include Certificate Revocation Lists (CRLs). OPC UA makes use of these industry
standard concepts as defined by other organizations.

In OPC UA HTTPS can be used to create Secure Channels, however, these channels do not
provide application Authentication. |If Authentication is required, it shall be based on user
credentials.
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More details on Application Authentication can be found in IEC 62541-4.

4.11 OPC UA security related Services

The OPC UA Security Services are a group of abstract service definitions specified in
IEC 62541-4 that are used for applying various security mechanisms to communication
between OPC UA Clients and Servers.

The Discovery Service Set (specified in IEC 62541-4) defines services used by an OPC UA
Client to inform itself about the security policies (see 4.6) and the Digital Certificates of
specific OPC UA Servers.

The dervices of the Secure Channel Service Set (specified in IEC 6 ed to
establish a Secure Channel which is responsible for securing Messageg'séen et Client
and a|Server. The challenge of the Secure Channel establishment i at i Client
and the Server to securely exchange cryptographic keys and secref\in IORC i sgecure

envirgnment, therefore a specific Key Exchange Algorithm (simila 8 btocol
defingd in SSL/TLS) is applied by the communication participants.

The QPC UA Client retrieves the security policies and-Drgi Xertifica C UA
Server by the above mentioned discovery services. . Digi j n the
Publig¢ Keys of the OPC UA Server.

The QPC UA Client sends its Public jg¥ ifi i i ith the
OpenBecureChannel service Messag t ar< T $ i plying
Asym \ ignatures
with t at the
receiler can use it to verify the Asym

The Server decrypts the i ) R ifi ic Sigmature
with the Client's Publi i mati ',Lh the
secref informationQf tk t are
used for securi ‘ & cured
with §ymmetric Encryption s Xym etr/ Signatures instead of the asymmetric equivalénts.

The S Client
cand
Since igate in
a sec

Thesg derived cryptographic keys are changed periodically so that attackers do not| have
unlimited, time and unrestricted sequences of Messages to use to determine what thg keys
are.

4.12 Auditing
4.12.1 General

Clients and Servers generate audit records of successful and unsuccessful connection
attempts, results of security option negotiations, configuration changes, system changes, user
interactions and session rejections.

OPC UA provides support for security audit trails through two mechanisms. First, it provides
for traceability between Client and Server audit logs. The Client generates an audit log entry
for an operation that includes a request. When the Client issues a service request, it
generates an audit log entry and includes the local identifier of the log entry in the request
sent to the Server. The Server logs requests that it receives and includes the Client’s entry id
in its audit log entry. In this fashion, if a security-related problem is detected at the Server, the
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associated Client audit log entry can be located and examined. OPC UA does not require the
audit entries to be written to disk, but it does require that they be available. OPC UA provides
the capability for Servers to generate Event Notifications that report auditable Events to
Clients capable of processing and logging them. See IEC 62541-4 for more details on how
services in OPC UA are audited.

Second, OPC UA defines audit parameters to be included in audit records. This promotes
consistency across audit logs and in Audit Events. IEC 62541-5 defines the data types for
these parameters. Other information models may extend the audit definitions. IEC 62541-7
defines Profiles, which include the ability to generate Audit Events and use these parameters,
including the Client audit record id.

Because the audit logs are used to prove that the system is operating se¢ure t logs
themgelves shall also be secured from unauthorized tampering, N\ ithout
authofization were able to alter or delete log records, this could hige\an actua mpted
secur|ty breach. Because there are many different ways to generate i J$ (e.g.
files pr database), the mechanisms to secure audit logs ape i g’ df this

Technical Report.

In adglition, the information in an audit record may contain iive o i ation,
thus the ability to subscribe for Audit Events shall bé restricted to ap ronate users and/or
appligations. As an alternative, the fields with senfsitiveNor priva instead

contaln an error code indicating access denied forys ‘ ' [ ights.

Subclpuses 4.12.2, 4.12.3, 4.12.4, and
Clients that support Auditing.

ate"thhe behaviour of OPC UA Servefs and

4.12.2 Single Client and Server

Figure 3 illustrates the simple eofa \wdnicating with a Server.

v

OPC Clie D < 3 z { \/ Audit Entry ID: Z

it'logye r &given operation, and issues an OPC UA Client A Audt Info
rt 6f\that operationh. The service request contains the client’s

Audit Entry ID} Y

OPC rve\ > Client Name:{A
D xwws an audit log entry for the service request, cross Client Audit Entry ID: Z
fereqci

iAo the corresponding audit log entry of Client “A”. Server D Audit|info

IEC

l:ig";e 3= Simp|g Servers

In this case, OPC Client “A” executes some auditable operation that includes the invocation of
an OPC UA service in Server “D”. It writes its own audit log entry, and includes the identifier
of that entry in the service request that it submits to the Server.

The Server receives the request and creates its own audit log entry for it. This entry is
identified by its own audit id and contains its own Auditing information. It also includes the
name of the Client that issued the service request and the Client audit entry id received in the
request.

Using this information, an auditor can inspect the collection of log entries of the Server and
relate them back to their associated Client entries.



https://iecnorm.com/api/?name=db8133d0dbfc55aab66775aaf5b00029

IEC TR 62541-2:2016 © IEC 2016 - 23 -

4.12.3 Aggregating Server

Figure 4 illustrates the case of a Client accessing services from an aggregating Server. An
aggregating Server is a Server that provides its services by accessing services of other OPC

UA Servers, referred to as lower layer-Servers.

OPC Client
A

v

Client “A” creates an audit log entry for a given operation, and

Audit Entry ID: Z
Client A Audit Info

issues an OPC UA service request as part of that operation.
The service request contains the client’s audit entry id “Z”.

OPC
Server
“g"

OPC Client Server “B” creates an audit log entry for the given

D: Z
fo

operation, cross referencing it to the corresponding
audit log entry of Client “A” and issues an OPC

OPC
Server

Audit Entry ID: K

Client Name: H

Client Audit Entry ID: Y
Server C Audit Iffo

v

OP(Q

\(r%tgg‘z;»/i/ce request, cross
ing audit ntry “X” of Client “C”,

Audit Entry ID: WV

Client Name: (

Client Audit Entry ID: X
Server D Audit Inffo

entry
fed to

IEC

ry for

re’d — Aggregating Servers
In thi Nzl rs receives requests and creates its own audit log en
them.|E¢ dentified by its own audit id and contains its own Auditing information. It
also i S S e Client that issued the service request and the Client audif]
id recki in"the request. The Server then passes the audit id of the entry it just crea
the n¢
Usinglthis information. an auditor can inspect the Server's log entries and relate them b

their associated Client entries.

In most cases, the Servers will only generate Audit Events, but these Audit Events will still
contain the same information as the audit log records. In the case of aggregating Servers, a
Server would also be required to subscribe for Audit Events from the Servers it is
aggregating. In this manner, Server “B” would be able to provide all of the Audit Events to

Client “A”, including the Events generated by Server “C” and Server “D”.

4.12.4 Aggregation through a non-auditing Server

ck to

Figure 5 illustrates the case of a Client accessing services from an aggregating Server that

does not support Auditing.
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OPC Client
A

OPC Client

Client “A” creates an audit log entry for a given operation, and
issues an OPC UA service request as part of that operation. The
service request contains the client’s audit entry id “Z”.

Senver “BR” daoes does NOT.

Audit Entry ID: Z
Client A Audit Info

fare

I does NOT generate audit log entries. It issues an OPC UA
service request in support of the request it received. The
service request contains the audit entry id “Z” that was
received from the client. x
oPC > X
S?E:V,,er Server “C” creates an audit log entry for t \ i dit E : IIBD- 7
______________ operation, cross referencing it to Serve ient uCItA rzjtrty f'
OPC Client correspondmg audit log entry “Z”. erver udit fnfo
“B” acts as the client to this serv
written by Client “A”. This servér als
UA service request in support af the\requestiit
that contains its audlte(nt@”.
Audit Entry ID:|W
[«

OPC“E?rver Client Name: [C
Server “D” creates an audit log for i Client Audit Entry|ID: X
referencing it to the correspon ng audit Iog Server D Audit |nfo
acts as the client to this server. Q

IEC

In thig case, ea@\ ir requests and creates their own audit log| entry

for them, with the , Which does not support Auditing. In this |case,

Server “B” passe s from its Client “A” to the next Server. This cfeates

the rgquired aud ct s not listed as supporting Auditing. In a case where a

Server does r audit entries, the entire system may be considered as not

suppdrting A

In the| cas g Server that does not support Auditing, the Server would dtill be

requined to s & for Audit Events from the Servers it is aggregating. In this manner

Server “B” would able to provide all of the Audit Events to Client “A”, including the |event

generpted by Server “C” and Server “D”, even though it did not generate an Audit event.

4.12.5 Aggregating Server with service distribution

Figure 6 illustrates the case of a Client that submits a service request to an aggregating
Server, and the aggregating service supports that service by submitting multiple service
requests to its underlying Servers.
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A

issues an OPC UA service request as part of that operation. The
service request contains the client’'s audit entry id “Z”.

oPC Ac,:,hent > Audit Entry ID: Z
—l Client “A” creates an audit log entry for a given operation, and Client A Audit Info

OPC > Audit Entry ID: Y
Server Client Name: A
B Server “B” creates an audit log entry for the given Client Audit Entry ID: Z
6;'0"6;"'1 operation, cross referencing it to the corresponding audit Server B Audit Info
len log entry of Client “A”, and issues two OPC UA service
requests as part of that operation. The service requests
contain the server’s audit entry id “Y”.
v @~
OPC Server Alidi DI X
“cr ] I8
Server “C” creates an audit log ent lien try ID: Y
service request, cross referencingit to ervehC Audit |nfo
corresponding audit log entry XY” okServer
A4 “B”, which acts as the clien i \
udit Entry ID:|W
OPC“g"erver Client Name: B
o . Client Audit Entry|ID: Y
Server “D” creates an audit lgg e . Server D Audit Info

request, cross referencingHt
audit log e “Y” of Sgpver\'B¥
client of this server.

IEC

In thg case of aggregatir Iso be required to subscribe for| Audit

Events from the Servers it s nner, Server “B” would be able to pfovide
all of event generated by Server “C” and $erver
KEDH.

5 S

5.1

5.1.1

Subcl 3 \ 33B.1.4, 515, 516, 5.1.7, 5.1.8, 5.1.9, 5.1.10, and 5.1.11 recpncile
the th ey described in 4.3 against the OPC UA functions. Compared fo the

recongiliationwith the objectives that will be given in 5.2, this is a more specific reconciliation
that rTIates OPC UA security functions to specific threats.

5.1.2 Message flooding

See 4.3.2 for a description of this threat.

OPC UA minimizes the loss of Availability caused by Message flooding by minimizing the
amount of processing done with a Message before the Message is authenticated. This
prevents an attacker from leveraging a small amount of effort to cause the legitimate OPC UA
Application to spend a large amount of time responding, thus taking away processing
resources from legitimate activities.

GetEndpoints (specified in IEC 62541-4) and OpenSecureChannel (specified in IEC 62541-4)
are the only services that the Server handles before the Client is authenticated. The response
to GetEndpoints is only a set of static information so the Server does not need to do much
processing. The response to OpenSecureChannel consumes significant Server resources
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because of the signature and encryption processing. OPC UA has minimized this processing,
but it cannot be eliminated.

The Server implementation could protect itself from floods of OpenSecureChannel Messages
in two ways.

First, the Server could intentionally delay its processing of OpenSecureChannel requests
once it receives more than some minimum number of bad OpenSecureChannel requests. It
should also issue an alarm to alert plant personnel that an attack is underway that could be
blocking new legitimate OpenSecureChannel calls.

Second, when an OpenSecureChannel request attempts to exceed the Server's spgcified
maximum number of concurrent channels the Server replies with an errfor response, without
perfoming the signature and encryption processing. Certified OPC UA Sen quired
to spgcify their maximum number of concurrent channels in their pfQduct { \tatijon as
specified in IEC 62541-7

OPC ed to
moun

OPC iqcover
that f $ (see
4.12). ection
reque

OPC btocol
layerg

5.1.3

See 4].3.

OPC against eavesdropping as described in 5.2.5.

5.1.4

See 4.3.

As spEcified inf 2541-4 and |IEC 62541-6, OPC UA counters Message spoofing threats by
providi i 3ign Messages. Additionally Messages will always contain a| valid
Sessi sre Ghannel ID, Request ID, Timestamp as well as the correct seqlience
numb

5.1.5 —Messageatteration
See 4.3.5 for a description of this threat.

OPC UA counters Message alteration by the signing of Messages that are specified in
IEC 62541-4. If Messages are altered, checking the signature will reveal any changes and
allow the recipient to discard the Message. This check can also prevent unintentional
Message alteration due to communication transport errors.

51.6 Message replay

See 4.3.6 for a description of this threat.

OPC UA uses Session IDs, Secure Channel IDs, Timestamps, Sequence Numbers and
Request IDs for every request and response Message. Messages are signed and cannot be
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changed without detection, therefore it would be very hard to replay a Message, such that the
Message would have a valid Session ID, Secure Channel ID, Timestamp, Sequence Numbers
and Request ID. (All of which are specified in IEC 62541-4 and IEC 62541-6).

51.7 Malformed Messages

See 4.3.7 for a description of this threat.

Implementations of OPC UA Client and Server products counter threats of malformed
Messages by checking that Messages have the proper form and that parameters of Messages
are within their legal range. Invalid Messages are discarded. This is specified in IEC 62541-4

and |F€-625416

5.1.8 Server profiling

See 4].3.8 for a description of this threat.

OPC UA limits the amount of information that Servers provide
been [identified. This information is the response to the
IEC 6p541-4.

3 pt yet
ervice specifjed in

5.1.9 Session hijacking

See 4.3.9 for a description of this threat.

OPC UA counters session hijacking by
each [Session as specified in the Cre
would thus first require compromising the

surity text (i.e. Secure Channel) with
in IEC 62541-4. Hijacking a S¢ssion

5.1.10 Rogue Serve
See 43.10 for a

OPC e of rogue Servers by validating Server Applitation
Instar N be the possibility that a rogue Server provifles a
Certifi 2 i > Server, but since it does not possess the appropriate
Private Key s i ilNgever be distributed) to decrypt and verify Messages secured

with t € ] e rogue Server would never be able to read and misuse s€cured
data gent 1<

5.1.11

See 4(.3.14 for a description of this threat.

OPC UA protects user credentials sent over the network by encryption as described in 5.2.5.

OPC UA depends upon the site CSMS to protect against other attacks to gain user
credentials, such as password guessing or social engineering.

5.2 Reconciliation of objectives with OPC UA security mechanisms
5.2.1 Overview

Subclauses 5.2.2, 5.2.4, 5.2.5, 5.2.6, 5.2.7, and 5.2.8 reconcile the objectives that were
described in 4.2 with the OPC UA functions.

Compared to the reconciliation against the threats of 5.1, this reconciliation justifies the
completeness of the OPC UA security architecture.
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5.2.2  Application Authentication

OPC UA Applications support Authentication of the entities with which they are
communicating. As specified in the GetEndpoints and OpenSecureChannel services in
IEC 62541-4, OPC UA Client and Server applications identify and authenticate themselves
with X.509 Certificates (see [:X509]). Some choices of the Communication Stack require
these Certificates to represent the machine or user instead of the application.

5.2.3 User Authentication

OPC UA Appl/cat/ons support Authent/catlon of users by prowdmg the necessary

Authenticati ntial th th th annel
servide in IEC 62541 -4, the OPC UA Client accepts a UserldentltyToke r and
passes it to the OPC UA Server. The OPC UA Server authenticates the user t . C UA
Appligations accept tokens in any of the following three forms: S d, an
X.509v3 Certificate (see [:X509]) or a WS-SecurityToken.

As specified in the CreateSession and ActivateSession S€ if the
Userl jent|tyToken is a Digital Cert/f/cate then this toke enge-
respo { in its
Creatge Nonce
and pf

5.24 Authorization

OPC 7 C UA
App//cat/ons that are part ! i ation product may manage
Authaori ‘ ement of that product. Identification
and A at Client and Server applicatior|s can
recoghize the user in orde orization level of the user.

OPC |UA Servers respd Wi AccessDenied error code to indicate an
Autharization or hen 3 as specified in the status codes defined in IEC 62541-4.
5.2.5 Confidentia

OPC metric Encryption to protect Confidentiality as a sgcurity
objecti Encryption is used for key agreement and Symmetric
Encry| Messages sent between OPC UA Applications. Encryption
mech

OPC iessupon\the site CSMS to protect Confidentiality on the network and system
infrasfructures OPE€_MA relies upon the PKI to manage keys used for Symmetri¢ and
Asymmetric’Encryption.

5.2.6 Integrity

OPC UA uses Symmetric and Asymmetric Signatures to address Integrity as a security
objective. The Asymmetric Signatures are used in the key agreement phase during the Secure
Channel establishment. The Symmetric Signatures are applied to all other Messages.

OPC UA relies upon the site CSMS to protect Integrity on the network and system
infrastructure. OPC UA relies upon the PKI/ to manage keys used for Symmetric and
Asymmetric Signatures.

5.2.7  Auditability

As specified in the UA Auditing description in IEC 62541-4, OPC UA supports Audit logging by
providing traceability of activities through the log entries of the multiple Clients and Servers
that initiate, forward, and handle the activity. OPC UA depends upon OPC UA Application
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products to provide an effective Audit logging scheme or an efficient manner of collecting the
Audit Events of all nodes. This scheme may be part of a larger industrial automation product
of which the OPC UA Applications are a part.

5.2.8  Availability

OPC UA minimizes the impact of Message flooding as described in 5.1.2.

Some attacks on Availability involve opening more sessions than a Server can handle thereby
causing the Server to fail or operate poorly. Servers reject sessions that exceed their
specified maximum number. Other aspects of OPC UA such as OPC UA Secure Conversation

Wt‘ o o b 1 £L 4 Hi I - N (| (H (- =0 oo a4 o
or g OTLUTT UUTIVETSAUUIT Lall disU dllicll avdalldUulllity difu ait UlosLUSSTU TTT TEL UZJ5 T=0.

6

—
—

nplementation and deployment considerations

6.1 Overview

Clausge 6 provides guidance to vendors that implement OPG UA gtiops. Sihce many of
the countermeasures required to address the threats desSstibed 200N scope
of the OPC UA specification, the advice in Clause ; some of [those
countermeasures should be provided.

For each of the following areas, Clause~q defines ences
if appropriate countermeasures are nét implen e

6.2 |Appropriate timeouts

Timequts, the time that theN ssage

arrival), play a very signifi ential

consgquences include

e Degnial of seryise: [ € vonditions may exist when a Client does not reset a
sgssion, if th (

e Regsource consyf : Z shall
keep the Clight’s ource

exhaustio

The implerenter shotlduse

6.3 |Stric

The sppecifications™eftén specify the format of the right Messages and are silent on whpat the
implementation should do for Messages that deviate from the specification. Typically, the
implementations continue to parse such packets, leading to vulnerabilities.

e The implementer should do strict checking of the Message format and should either drop
the packets or send an error Message as described below.

e Error handling uses the error code, defined in IEC 62541-4, which most precisely fits the
condition.

e All arrays lengths and string lengths should be strictly enforced and processed.
6.4 Random number generation

Random numbers that meet security needs can be generated by suitable functions that are
provided by cryptography libraries. Common random functions such as using rand() provided
by the “C” standard library do not generate enough entropy. As an alternative, implementers
could use the random number generator provided by the Microsoft Windows Crypto library
(WinCrypt library) or by OpenSSL.
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6.5 Special and reserved packets

The implementation shall understand and correctly interpret any Message types that are
reserved as special (such as broadcast and multicast addresses in IP specification). Failing to
understand and interpret those special packets may lead to vulnerabilities.

6.6 Rate limiting and flow control

OPC-UA does not provide rate control mechanisms, however an implementation can
incorporate rate control.

6.7 Administrative-aeeess

OPC UA describes that certain functionality, such as the manageme (fi tores,
should be restricted to administrators. This Multi-part standard does {ot desSsri etails
assogiated with administrative access. The nature of administra N from
platfoym to platform. Some platforms only have a single adm|n|st atox. e ovide
multigle levels of administrative access such as backup admi Stwo rator,
configuration administrator etc. The deployment site should ions for
administrator access and the implementer should allow fOor priate
admirfistrator account access.

6.8 |[Alarm related guidance

OPC UA supports a robust Alarm and jtfONN i def, ich i ability
to digable alarms, shelve alarms and\to g Y . ing and
management is an important part of maintaini iC 5 . curity
point pf view it is important that this agenue be , rogue
agent|does not create a dangerous or fina i G i juired
for this protection, but the¢/i ' yre that they are exercised correcily. All
functipns that allow chang 3 Wi in it Bvents
and are to be restricted ate

The disabling | with
appropriate accessg’ ri it be
initiated by persopn icating
the agtion.

The spelving of alarmg d follow similar guideline as the disabling of alarms with regjard to
access and i it may be available to a wider range of users (opernators,
enginger Qthe tTmplementer should ensure that appropriate timeouts are configurgd for
Alarm| Shelving. eouts should ensure that an Alarm cannot be shelved for a period
of timg that couI cause safety concerns.

Dialog ‘Evénts could also be used to overload a Client. It would be a best practice for Sérvers

that support dialogs to restrict the number of concurrent dialogs that could be aciive. Also
Dialogs should include some timeout period to ensure that they are not used to create a DOS.
Client implementers should also ensure that any dialog processing cannot be used to
overwhelm an operator. The maximum number of open dialogs should be restricted and
dialogs should be able to be ignored (i.e. other processing should still be available).

6.9 Program access

OPC UA describes functionality that allows for programs to be executed as part of the OPC
UA Server. These programs can be used to perform advanced control algorithms or other
actions. The use of these actions should be restricted to personnel with appropriate access
rights. Furthermore, the definition of Programs should be carefully monitored. It is
recommended that statistics be maintained regarding the number of defined programs in
addition to their execution frequency. This information shall be available to administrative
personnel. In no case should an unlimited number of program executions be allowed.
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