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FOREWORD

International Electrotechnical Commission (IEC) is a worldwide organization for standardization)con
ational electrotechnical committees (IEC National Committees). The object of IEC is to promote’intern
bperation on all questions concerning standardization in the electrical and electronic fields’ JTo this ¢
ddition to other activities, IEC publishes International Standards, Technical Specifications;yTechnical R
licly Available Specifications (PAS) and Guides (hereafter referred to as “IECyPublication(s)”)
baration is entrusted to technical committees; any IEC National Committee interested in the subject de
participate in this preparatory work. International, governmental and non-governmental organizations

hdardization (ISO) in accordance with conditions determined by agreement‘between the two organiza

formal decisions or agreements of IEC on technical matters express, as nearly as possible, an intern

rested IEC National Committees.

Publications have the form of recommendations for international use and are accepted by IEC N
hmittees in that sense. While all reasonable efforts are madg to ensure that the technical content
lications is accurate, IEC cannot be held responsible for the way in which they are used or

rder to promote international uniformity, IEC National' Committees undertake to apply IEC Publi
sparently to the maximum extent possible in their national and regional publications. Any divergence b
IEC Publication and the corresponding nationakerregional publication shall be clearly indicated in thé

itself does not provide any attestation of conformity. Independent certification bodies provide cor
essment services and, in some areas, access to IEC marks of conformity. IEC is not responsible
ices carried out by independent certificatioh bodies.

isers should ensure that they have the latest edition of this publication.

liability shall attach to IEC or its-directors, employees, servants or agents including individual expe|
nbers of its technical committeés-and IEC National Committees for any personal injury, property dan
br damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feqg
enses arising out of the ‘publication, use of, or reliance upon, this IEC Publication or any oth
lications.

ntion is drawn to the _Normative references cited in this publication. Use of the referenced publica

draws attentign to the possibility that the implementation of this document may involve the us§g
bnt(s). IEC-{akeés no position concerning the evidence, validity or applicability of any claimed patent r|
bect thereof,/As of the date of publication of this document, IEC had not received notice of (a) patent(s

be required to implement this document. However, implementers are cautioned that this may not re
latest_information, which may be obtained from the patent database available at https://patents.iec.
[l\not/be held responsible for identifying any or all such patent rights.

prising
ational
nd and
eports,
Their
alt with
iaising

the IEC also participate in this preparation. IEC collaborates closely with th€)International Organization for

ions.

ational
om all

ational
of IEC
or any

cations
etween
latter.

formity
for any

rts and
age or
s) and
er IEC

ions is

of (a)
ghts in
, which
resent
h. IEC

IEC TR 63283-5 has been prepared by IEC technical committee 65: Industrial-pr
measurement, control and automation. It is a Technical Report.

The text of this Technical Report is based on the following documents:

Draft Report on voting

65/1008/DTR 65/1028/RVDTR

ocess

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this Technical Report is English.
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This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1 and ISO/IEC Directives, IEC Supplement, available
at www.iec.ch/members_experts/refdocs. The main document types developed by IEC are
described in greater detail at www.iec.ch/publications.

A list of all parts in the IEC 63283 series, published under the general title Industrial-process
measurement, control and automation — Smart manufacturing, can be found on the IEC website

The committee has decided that the contents of this document will remain unchanged until the
stability date indicated on the IEC website under webstore.iec.ch in the data related to the
specific document. At this date, the document will be

e regonfirmed,
e withdrawn, or

e reyised.

IMPORTANT - The "colour inside" logo on the cover page of this document indigates
that|it contains colours which are considered to be useful for-the correct understanding
of its contents. Users should therefore print this document'using a colour printer
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INTRODUCTION

The IEC TR 63283 series describes the framework for smart manufacturing concepts and in
particular, terms and definitions, use cases, cyber security, market and innovation trends and
new technologies.

This document describes the market and innovation trends and analyses their impediments and
impacts to smart manufacturing.

The market trends are based on the tendency that the smart manufacturing markets move into
a partjcular direction potentially using technologies described in other parts of the series. These
markgt trends have the time prospective of 3 years to 5 years to become common,[smart
manufacturing concepts.

The ipnovation trends describe those technology innovations that are considered to have an
impagt on or to influence the smart manufacturing concepts. These innovation-trends haye the
time grospective of 5 years to 10 years.

This document also describes how the market and technology trends ‘are influencing the current
busingss models. Some examples of the forthcoming business models are described.

This document has no intention to describe an exhaustive<list of market, innovation ¢r the
busingss model trends. It also forecasts how standards will be influenced by these mjarket,
innovation and business model trends.
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INDUSTRIAL-PROCESS MEASUREMENT, CONTROL
AND AUTOMATION - SMART MANUFACTURING -

Part 5: Market and innovation trends analysis

1 Scope

This part of IEC 63283 describes the market and innovation trends analysis affecting

manu
manu
of the

suppl
segm

The d

acturing (SM). The market and innovation trends will influence the evolutionof
acturing and it will be important to have good insights on these trends. Spegific as
market trends are the evolution of the business cases that is assumed tg-highligh

bnts.

pcument will address the following topics:

e M
C

topics/aspects. This includes the end-user, producers, supply chain, regulators, etc.

rket watch: Identify the important, likely, and/or disruptive market trends (e.g.

smart
smart
pects
t new

er chain models, new revenue streams, new customer services, and/or’hew customer

mass

tomization) from an end-to-end perspective, whichizimpact smart manufagturing

e Buysiness model watch: Identify the new business,model trends from an end-fo-end

pearspective, which impact smart manufacturing.

e Tdchnological watch: Identify the important,Jlikely, and/or disruptive innovation
chlipsets, 6G, quantum computing, etc.) déseribing the impacted smart manufac
pics/aspects; this topic will focus on thosestechnologies that are still under development

to
bu

There

discug
to the

This W

2 Normative references

There

3 T

t is assumed to influence (or is assuméd to be influenced by) smart manufacturing

r maturity.

ork will focus on how they can be used in SM.

are no normative references in this document.

perms, definitions, abbreviated terms and acronyms

s (Al
turing

are many more new trends whichiafé used in SM. In this document, only some frequently
sed trends are presented. Some technologies are considered to have priority according

For th

e purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminology databases for use in standardization at the following

addre

e |E
e |S

NOTE

Sses:

C Electropedia: available at https://www.electropedia.org/
O Online browsing platform: available at https://www.iso.org/obp

Numbers in square brackets refer to the Bibliography.
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Terms and definitions

market trend
perceived tendency of a particular sector to move in a particular direction over time

2024

Note 1 to entry: These trends are classified as secular for long time frames, primary for medium time frames, and

second

Note 2

ary for short time frames.

to entry: This report attempts to identify market trends using technical analysis, a framework which
characterizes market trends as predictable tendencies within the market when the trend reaches support and
resistance levels, varying over time.

Note 3

Note 4
the sta

3.1.2
innoVv

new idlea, creative thoughts, new imaginations in form of device or method

Note 1
unartic
produc
and so

Note 2
into" th
involve
market
proces

Note 3
other f
togethe
and foy

[SOU

is licelnsed under the Creative Commons Attribution-ShareAlike 4.0 International Licens

view §

3.1.3
inno
assu
some

EXAMH

3.1.4

to entry: A trend can only be confirmed in hindsight, since at any time the future is not known.

to entry: In this document, market trend also includes tendency of technology innovations and beha
eholders around such innovations.

ation

to entry: Innovation is often also viewed as the application of better solutiens that meet new requirg
ilated needs, or existing market needs. Such innovation takes place through the provision of more-e
s, processes, services, technologies, or business models that are made-available to markets, gover
iety.

to entry: An innovation is something original and more effective 'and, as a consequence, new, that |
e market or society. Innovation is related to, but not the same as, invention, as innovation is morg
the practical implementation of an invention (i.e. new/impproved ability) to make a meaningful impac]
or society and not all innovations require an inventionlnnovation often manifests itself via the engi
5, when the problem being solved is of a technical or,séientific nature.

to entry: While a novel device is often described.as an innovation, in economics, management scien
elds of practice and analysis, innovation is generally considered to be the result of a process thaf
r various novel ideas in such a way that theysvaffect society. In industrial economics, innovations are
nd empirically from services to meet growiftg consumer demand.

RCE: Wikipedia article on Inngvation, https://en.wikipedia.org/wiki/Innovation. Thig

copy of this license, visit\htip://creativecommons.org/licenses/by-sa/4.0/]
ation trend

ed innovation(in the future that will have a long-term and lasting effect on and ¢
hing

LE Current developments are moving in a different direction or intensifying even more.

zero-

iour of

ments,
fective
hments

breaks
apt to
[ in the
heering

te, and
brings
treated

work
e. To

hange

efect manufacturing

ZDM
holisti

Note 1

¢ approach for ensuring both process and product quality by reducing defects

to entry: Defect reduction is achieved through corrective, preventive and predictive techniques using

mainly

data-driven technologies and guaranteeing that no defective products leave the production site and reach the

custom

Note 2

3.1.5
asset

er aiming at higher manufacturing sustainability.

to entry: ZDM improves process efficiency and product quality.

entity owned by or under the custodial duties of an organization, which has either a perceived

or act

ual value to the organization

[SOURCE: IEC TR 63283-1:2022 [1], 3.1.26]
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3.1.6
production system
system intended for production of goods

Note 1 to entry: The concept of production system includes spare parts.

Note 2 to entry: The concept of production system does not encompass the whole manufacturing facility. It excludes
in particular the supporting infrastructure (such as building, power distribution, lighting, ventilation). It also excludes
financial assets, human resources, raw process materials, energy, work pieces in process, end products.

Note 3 to entry: Production systems can support different types of production processes (continuous, batch, or

discretf):
[SOURCE: IEC TR 63283-1:2022 [1], 3.1.350]
3.2 |Abbreviated terms and acronyms
4G 4th generation cellular system
5G 5th generation cellular system
5G-RPP 5th Generation — Public Private Partnership
6G 6th generation cellular system
6G-RPP 6th Generation — Public Private Partnership
AAS asset administration shell
ADSL asymmetric digital subscriber line
Al artificial intelligence
AIOTI Alliance for the Internet of Fhings Innovation
API application programming interface
App application
B2B business to business
B2C business to,consumer
BIS building dnfermation system
CAD computer aided design
CAM computer aided manufacturing
CCPA California Consumer Privacy Act
CDD common data dictionary
CPU central Inrnr‘n::cing unit
CSA coordination and support action
CWA CEN Workshop Agreement
DevOps SW development and IT operations
DF digital factory
DMP digital manufacturing platform
DSP digital signal processor
E/W East/West
ECN edge control node
EPON Ethernet Passive Optical Network

ERP enterprise resource planning
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EU-OSHA European Agency for Safety & Health at Work

F6G 6th generation fixed network

FCC Federal Communications Commission

GDPR General Data Protection Regulation

GHz giga hertz

GPON gigabit passive optical network

GPU graphics processor unit

HAP high-altitude platform

HPC| highrperformance computing

14.0 Industry 4.0

IACS industrial automation and control systems

ICT information communication technology

IEEE Institute of Electrical and Electronics Engineers

IETH Internet Engineering Task Force

IloT industrial Internet of things

loT Internet of things

ISDN Integrated Services Digital Network

ISP image signal processor

IT information technology

ITU-T International  Telecommunication <~"\Union -  Telecommunication
Standardization Sector

LCA life cycle assessment

LGPD Lei Geral de Protegcdo de Dados or General Data Protection Law

LTE long term evolution

M2M machine to maching

MES manufacturing execution system

MIT China Ministry of Industry and Information Technology

MIMO multiple input multiple output

ML machine’learning

mmWave mitlimeter wave

MQT|T Message Queuing Telemetry Transport
N/S North/South

NB-IpT narrowband — Internet of things

NISQ noisy intermediate-scale quantum
O&M operations and maintenance

OCl open container initiative

oneM2M Standards for M2M and the Internet of Things
OPC Open Platform Communications
OPC-UA OPC Unified Architecture

OPE operational excellence

OPEX operational expenses

0S operating system

OTD open technical dictionary
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OWL web ontology language

PC personal computer

PON passive optical network

PSTN public switched telephone network

QKD quantum key distribution

QoS quality of service

Qubits quantum bits

RDF resource description framework

R&D researctanddevetopment

Saa$ software as a service

SG study group

SM smart manufacturing

SME| small medium enterprise

SW software

TCG Trust Computing Group

THz tera hertz

TRL technology readiness level

TSN Time Sensitive Networking

VDSL very high-speed digital subscriber line

WFA Wi-Fi Alliance

WIA{PA Wireless Networks for Industrial Automation/Process Automation

Wi-Ff Wireless Fidelity

XML eXtended Markup Language

ZDM Zero-Defect Manufacturing
4 Smart manufacturing trend analysis
4.1 Trend analysis template
Each frend is described by the following template introducing the following aspects of the frend:
o Degscription
This qubclause describes the trend textually, how the trend is used in reality (use case)), and
the stpkehalders in order to clarify the referenced market, market expectations, business jnodel
or thel technology trend.

e Impediments to market acceptance

This subclause describes what the market obstacles are to realise the market trends, e.g.
restrictions, uncertainty, competitive technologies, regulatory restrictions.

e Impacts to smart manufacturing
This subclause analyses the trend and describes the impacts to smart manufacturing. Potential

impacts, if addressed, could be specified to the smart manufacturing use cases, architecture,
information models, lifecycle, interfaces, security and safety.
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e Standardization needs

This subclause describes the standardization needs internally and externally of IEC TC 65. If
there are standardization needs identified for IEC TC 65, then the suggested respective working
group and/or subcommittee are identified where such standardization ought to take place.

4.2 Market watch
4.2.1 General

Some of the common smart manufacturing market trends are listed within the following
subclauses. They are based on the technologies as described in other parts of this series, which
descrLbe new innovative technologies expected in the coming years. It is understood that|these
innovative technologies are already available and have been proven useful to the.domgin of
smart| manufacturing. Therefore, the required technologies are ready to realise the-des¢ribed
markgt trends below and it is assumed that these market trends will be comman, within [smart
manufacturing in 3 years to 5 years.

What jis being described is not intended to produce an exhaustive list of;market trends.

4.2.2 Mass customization
4.2.21 Description

The gfustomer demands have evolved from standard “mass market products toards
persopalised products based on the customer needs{ This market trend can be realised by
benefl|ting from the capabilities that smart manufacturing provides, like the flexible prodpction
systems.

The manufacturing market is evolving towafds an individualised market that will reqlire a
manufacturing company to offer a flexible product/service portfolio. Therefore, a manufagturing
compg@ny will require a strategy addressing such individualised market, while still |being
profitable from its operational perspective. Examples of such strategies are Manufacturing of
Indiviglualised Products, Flexible Sgheduling and Resource Allocation and Outsourcing of
Production, collectively named ,order-controlled production. Figure 1 illustrates a conlbined
busingss context of the separatebusiness contexts of Manufacturing of Individualised Progucts,
Flexifle Scheduling and Resource Allocation and Outsourcing of Production, which are further

explajned within IEC TR.63283-2 [2]".

Manufacturing Manufacturing
company company
Purchaser (purchaser) Broker (supplier)
requests request request
offers offer offer I
orders
delivers order order Tatall
delivers product offers

Purchaser

modified offer
w modified delivery

non-physical value added process
physical value added process

IEC

SOURCE: IEC TR 63283-2:2022, modified combining use cases 6.1.1, 6.1.2 and 6.1.3 (Figures 6, 8, and 10).

Figure 1 — Business context of "Mass customization"

T Numbers in square brackets refer to the Bibliography.
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Such a market trend is achieved with the usage of an adaptable production system. This system
will require standardized interfaces to ensure interoperability within and between production
systems. One aspect of such adaptability will be related to the production outsourcing, i.e.
cooperation between own and/or external factories to improve the efficiency of the
manufacturing process. This market trend will allow the manufacturing company to supplement
its own production capability by integrating a highly individual production capability offered by
a specialised 3rd party manufacturer. The inclusion of the 3rd party manufacturing company
can be established by purchaser, supplier or by an independent broker. In case of the
independent broker, the business relationship between the purchaser and supplier will be
managed by the broker.

Finally eotis—p jiding itio product—condi s o—allov s
confiqure and order its products. The configuration tools will offer mandatory bo
condifions when combining the different configuration options. The configuration, togl will
provide the order information which will be analysed regarding the correctness of the ordér and
additipnal information, such as specific customer information, order history and related service
information.

4.2.2.p Impediments to market acceptance

The market trend mass customization will be dependent on the degree of automation witHin the
product design and production process. Currently most of, thése processes are cparried
manuglly, and this makes the mass customization to be a negative impact on the effectiveness
and efficiency of the manufacturing process.

Anothler aspect is the degree of the agility of the production process. The production prpcess
is expected to be highly automated to support the high number of individualised profucts.
Thereffore, once the production processes are digitalised, additional new technologies, sych as
Al, edge computing, digital twin, etc., need to be introduced. Most of this digitalization Will be
realised in the context of digital factory and/er.smart manufacturing.

The changed engagement between the\purchaser and the manufacturing company will r¢quire
the eptablishment of a new legal_contract between the purchaser and the manufacturing
company, in which terms and conditions are described about what the manufacturing company
will offer and deliver towards the purchaser.

The durrent role of the broker is limited to outsourcing specific production capabilities by
identifying suitable mapufacturing companies and providing supportive services to establish the
contrgctual relationship”between the purchaser and the supplier. This brokering is highly
manugl, and masstcustomization will require a more dynamic, generic brokering, and platform
based brokering'mechanism.

Product cenfiguration will be highly dependent on the boundary conditions that are mandatory
to be followed when combining different sub-systems to form an overall system.

4.2.2.3 Impacts to smart manufacturing

The mass customization market trend will accelerate the evolution towards smart manufacturing
introducing new features, like artificial intelligence, edge computing, digital twin, and asset
administration shell. The market trend will also provide a much higher digitalization degree of
the product and production design and allow for a full automation of the manufacturing
processes.

The digitalization and automation handling of the product orders will enable applying algorithms
to optimize the manufacturing operational processes. This automation will increase the
efficiency and effectiveness of the factory performance. It will also broaden the order offering
of the manufacturing company to their purchasers and/or brokers. The digitalization and
automation will also decrease the time to market of their offerings and therefore increase the
production capacity of the manufacturing company.
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The digitalization and the digital twin of the product and production processes will allow the
manufacturing company to give more updated information about the current status of the
product and/or status of the production of the targeted product.

The automated negotiations, offered by the broker, will allow a broader market for the supplier
manufacturing companies while it will be easier to integrate the supplier manufacturing
company within the purchaser supply chain. Additional brokering services can be offered in the
sense of logistics services, supplier offering optimization services and quality assurance
services.

The information retrieved from the product configuration will provide a prediction of the
elr oraer and w dalloOw any manurta Uring ompany 1o provide prodadu onfigdration

Standardization needs

rdization needs can be derived from the smart manufacturing order controlled prodpction
use case cluster within the smart manufacturing use cases report
(IEC TR 63283-2), as specifically mentioned in the use case:
o manufacturing of individualised products;

e odtsourcing of production;

e ddcision support for product configuration.
4.2.3| Value based service along the life of an asset
4.2.3.( Description

The tdend of the provisioning of value-added.s€rvices complementing the delivered prodjction
resoufces is increasing the efficiency of using these resources. The value-added servicgs will
allow the manufacturing companies to ingrease the efficiency of the production processes and
will optimize the usage of the productioh‘resources.

Production
resource
supplier Manufacturing

N company
&c delivers production resource

provides value-based services

provides usage
information

provides provides usage
N insights Q information
il alnil

Value-based Data analysis Operator
services ool i d
provider connectivity

infrastructure

non-physical value added process

hysical value added
physical value added process IEC

SOURCE: IEC TR 63283-2 :2022, use case 6.7.1 (Figure 70).

Figure 2 — Business context of value-based services for production resources
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An additional business role of the value-based services provider is illustrated in Figure 2 to
provide value-based services complementary to the delivered production resources. The
value-based service provider will receive production insights via analysis of the production data
from the manufacturer. For example, analysing production usage information can improve
efficiency and predictability of the production process by providing optimizations to the product
combinations and/or device programming to minimize waste and failure, reduce assembly costs
and time, and simplify sourcing and ordering.

4.2.3.2 Impediments to market acceptance

This market trend will require a substantial digitalization of the production process so that
appro riate prndnrﬂnn data can he derived from the prndurﬁnn process An ef
infrasfructure would be required to extract the production data from the different prod
resoufces. Furthermore, it is assumed that dedicated Al solutions are needed to analys
produftion usage information to provide the relevant production insights, which Wwould
input fo further optimize the collected production usage information.

ficient

One aspect that will influence the realization of this market trend is related to the p
aspedts. The availability of anonymization of the exchanged data needsto’be addressed

Thereffore, smooth computing and connective infrastructures and-also advanced data an

soluti

momgnt within the manufacturing industries, but it is far from. complete.

4.2.38 Impacts to smart manufacturing

The clirrent manufacturing infrastructure is very much a closed infrastructure and the prod
data i$ not always available outside the factory. Therefore, the impact related to the introd
of 3rd|party computing and connective infrastruéture will require a substantial change with
manufacturing culture.

A se¢ond impact is to make the production resource usage data available to 3rd
stakeholders to analyse the data t6_ provide relevant production insights. These prod
insights will be the basis to develop the added value services by an independent value-
servide provider.

The benefit of the required. openness will be the improved efficiency of production proc
acros$ different production resources.

4.2.3. Standardization needs

Standardization’ needs can be derived from the smart manufacturing product and prod
servides use-case cluster within the smart manufacturing use cases report (IEC TR 632
as specifically mentioned in the use cases:

Liction
e the
e the

rivacy

lytics

bns are needed within the manufacturing operations. This, introduction is ongoing at this

Liction
Lction
in the

party
Liction
based

£Sses

Liction
83-2),

value-based services for production resources;

update and functional scalability of production resources;

condition monitoring of production resource;

self-optimization of production resources;

benchmarking of production resources;

production resource as-a-service.
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4.2.4 Artificial intelligence in whatever form of usage

4.2.41 Description

The current market trend is to optimize the value-added process of manufacturing companies
via analysing data from various sources, for example production resource data, using artificial
intelligence (Al) technologies to deliver the targeted improvements to the operational
excellence. This will require pattern recognition within the various usage information to deliver
the optimization opportunities. This pattern recognition is automated via Al technologies, for
example machine learning.

ided by
3rd pdrty technology and service providers. This will enable manufacturing companies to|focus
on thgir domain knowledge and the application of Al technologies.

Manufacturing
Production ® company
resource

c delivers production resource
supplier ¥ provides value-based services Ih
Value-based N
services
. 1
provider I"“'

provides usage information

provides technology II"“I provides tec77n5/o§y
and services and sefvices

Al technology
provider

non-physical value added process,

physical value added process. IEC

Figure 3 — Business context of "Artificial Intelligence”

As digplayed in Figure 3, there are mainly three different business stakeholders in the cpntext
of Al ijn manufacturing industries:

o prpvider of Al technologies (including provision of services related to the application pf the
offered Al technologies);

e manufacturing companiés, which internally apply Al technologies in order to optimiz¢ their
vallue-added processes. In this case, the necessary data to be analysed usipg Al
technologies is typically owned by the manufacturing company;

e vallue based service providers, which apply Al technologies in order to extend their pgrtfolio
frgm offering~production resources to additionally offer value-based services to| their
customers,; _see also market trend "value-based services". In this case, the necessary data

based

For example, in the context of production related value-added processes, automated Al based
production improvements will enhance the production quality and efficiency, and will reduce the
number of production faults.

4.2.4.2 Impediments to market acceptance

This market trend will require similar digitalization aspects as defined for the value based
services market trend. In addition, manufacturing specific Al models are needed to target the
required optimizations. Therefore, it needs to be ensured that such models can be created
economically. Standardization, for example, can contribute to this to allow for interoperability
between different Al based services. In addition, further research on the Al models is assumed
to be needed.
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The quality of Al will substantially depend on the availability of suitable and correct Al training
data. The availability of the right set of Al training data is still under further research as well,
especially in the context of manufacturing industries, where information models are typically
very complex and application specific.

In addition, there is also a chicken-egg problem to be solved with value-based services based
on Al: On the one hand, the value-based services provider asks the customer to provide suitable
data so that high-quality value-based services can be offered. On the other hand, customers
will only make their data accessible if the provider of the value-based services contractually
promises a sufficiently high level of benefits.

4.2.4,

ufacturing

The durrent manufacturing infrastructure is often a closed technical infrastructuré “and| often
produption data is not available outside the factory, even not to the design and engingering
deparfments of the manufacturing company. Therefore, the impact is related to the introdpction
of a tg¢chnical computing and connectivity infrastructure, which can also becoperated by|some
3rd party company. This will require not negligible investments and a_substantial change
espedially within the manufacturing culture.

In the|context of production processes, Al related improvements are:

e qyalitative analysis of the produced products;
e safety improvements to the production staff;

. sj:e working in a collaborative environment betwegen‘humans and machines;
e predictive maintenance resulting in higher availability systems;

e hi

h level of automation of complex production processes.

There| will not be a single one-size-fits-all Al solution, but there will be several specialiged Al
solutipns within a manufacturing company: Therefore, a highly automated Al based prodjiction
proceps is assumed to leverage the complexity of the individual products.

The benefit of the required openness will be the improved efficiency of production processes
acros$ different production resources. In addition, the production capability is assumed to
include products with a much higher complexity.

4.2.4.[ Standardization needs

Standardization needs can be derived from the new technologies in other parts of the sefies.

Standardization needs can also to be derived from the following use cases within the [smart
manufacturing use cases report (IEC TR 63283-2):

e self-optimization of production resources (focus on value added process services);

e optimization of operation through machine learning (focus on value added process
production execution);

e optimization in design and engineering through machine learning (focus on value added
processes product design, production planning and production engineering);

e support for tactical and strategic decision making;

e decision support for product configuration.

From a value-added perspective, these use cases seem to be representative for manufacturing
industries. The relationship between functional safety and Al (e.g. Al with a safety verification)
is proposed in the IEC White Paper: Safety in the Future:2020 [3] and is under development
within ISO/IEC JTC 1 with liaisons participating from IEC.
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4.2.5 Distribution of analysed information (edge versus cloud)
4.2.51 Description
42511 General

The availability of the industrial Internet of things (I1oT) has stimulated the further evolution of
a distributed computing architecture evolving it from the cloud towards the distributed edge
nodes. Edge-cloud computing models operate both on premise and in public and private clouds,
including via devices, base stations, edge servers, micro data centres and networks. Expansion
of the Internet of things (IoT) and digital transformation will generate entirely new businesses and
markets W|th both vendors and customers creatmg new demands on computlng and networklng

Digita] platforms for industrial purposes can take digital factory initiatives to thé-néxt leyel by
providing agile SW development and IT operations (DevOps) capabilities acfess all indystrial
applidations in the factory. These platforms go beyond industrial loT (not limited to device and
sensgr data), orchestrating applications and data in a holistic way across,'Connected dgvices
(embgdded systems, programmable logic controllers), industrial edge computing (e.g. indystrial
PCs, gateways, servers), and the cloud. See Figure 4. To underline thedescribed evolutionary shift,
the mpve is to go away from the terminology of industrial 10T platforms, going instead towards
"digitdl platforms for the industrial world". These platforms have the ambition to manage the factory
with a]l its applications as an increasingly integrated and agile digital system (Vogt, 2020)|[5].

IEC

SOURCE: Based on PAC RADAR, Open Digital Platforms for the Industrial World in Europe 2020, Arnold Vogt.
Reproduced from [5] with the_permission of Arnold Vogt, Head of Digital CX & l1oT, PAK, a technology group company.

Figure 4 — Digital platforms for the industrial world orchestrate
applications across loT devices, edge, and cloud

The final aspect to be considered in this context of emerging digital platforms for the industrial
worldlis ®openness". As already mentioned, the shop floor is a highly heterogeneous placg, and
it will FeTmaim so M Many Tespects. TTemams a Neterogeneous environment across appiications,
loT devices, edge, and cloud infrastructures. While digital platforms can help to handle the
infrastructure-related heterogeneity through an efficient abstraction layer (containerized
applications that provide infrastructure flexibility), and integrated loT capabilities help to
connect all kinds of 10T devices, there is still the need to make newly emerging applications
(potentially for innovative use cases) quickly and efficiently available to users of the digital
platform. To facilitate this, an open application (app) store model integrated with the digital
platform would be appropriate. This would give users not only access to new, internally
developed applications, but also to external applications from the platform provider or other
3rd-party developers. Only a large ecosystem and openness to all 3'-party application
developers can provide the maximum agility required in the market today. In a high-speed world,
no individual application creates a lasting competitive advantage — it is the ability to move faster
on a large scale that makes the difference. Today, open digital platforms are the best approach
to achieve this for the digital factory in an efficient way.
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The emergence of edge computing is currently making companies reconsider the best basic
architecture for their digital factory and other operational environments. Edge computing can
be helpful in this respect. It is not really a new technology in itself, but it opens up new
perspectives in terms of different architectural concepts. Edge computing can be seen as a
competing concept to the cloud world. However, in reality, both elements are often closely
connected. Technology strongly believes in two things: First, the future of the digital factory is
hybrid (edge and cloud together), not pure cloud or edge. Second, even in a hybrid future, there
will be different, competing concepts in the market. A basic differentiation of these different
hybrid architecture models is edge-centric vs. cloud centric. However, technology distinguishes
three different concepts in the market today that are increasingly competing with each other,
and vendors are starting to position themselves around these different concepts.

The fpllowing subclauses provide an introduction to the different concepts and highlight their
generpl strengths and weaknesses:

e inglustrial cloud;
e indlustrial edge;

e indlustrial edge cloud.
4.2.511.2 Industrial cloud

The "|ndustrial cloud" concept is not a "cloud-only", but rathet,a"cloud-centric" concept. The
idea is to bring data from industrial devices at the edge to.the applications in the clopd for
centrgl data processing. This means that the cloud acts as the central hub for all data (inc|uding
data management, access, and storage). In addition, th& cloud acts as the central hub for all
applidations (including the app store). However, this)dees not mean that all applications are
only nunning in the cloud. The extension of the cloud-centric concept to enable somg data
procepsing can be observed at the edge, albeit tightly integrated and controlled by the clpud.

The vendor landscape for this concept comes ' mainly from two corners of the market. Thie first
group| are hyperscalers, which are increasingly moving the cloud platforms into the industrial
spaceg. The second group are providers.ofindustrial loT platforms and industrial software, which
are ingreasingly offering their application portfolio via the cloud.

4.2.51.3 Industrial edge

Simildr to the industrial cloud concept, the industrial edge concept is not an "edge-only", but
ratherl an "edge-centrig"\eoncept. The idea is to bring applications to the data at the edge for
local glata processing. ;This means that the edge acts as the central hub for all data (including
data mhanagement,taccess, and storage). It does not mean that data storage only takes|place
at the] edge. Thé.cloud is assumed also to act as an extended data storage, but in an jedge-
contrglled setup.* While applications run at the edge in this concept, the related app store can
opera{e in.a-private back end (edge, data center, private cloud) or in the public cloud. These

centrgl app/stores enable users to download relevant applications to the edge. In this $etup,
loT devices do not directly communicate with the cloud, only via the edge. This enables an
edge-controlled system with local data management and data processing plus extended data
storage in the cloud. It allows to run app stores for edge applications in different back-end
systems (at the edge or in the cloud).
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4.2.51.4 Industrial edge cloud

The two concepts described above — industrial cloud and industrial edge — have a clear focus
on today’s requirements of the digital factory. It is pretty obvious, in our high-speed world, that
tomorrow’s innovation will come even faster. Thanks to the latest innovations in the cloud world,
it is easy to predict what the next wave of "cloud-native" innovations will bring to the industrial
edge (and the edge data centre). Container based systems such as Kubernetes will be the next
big thing at the edge, as it already is in the cloud. As mentioned above, Container based
software systems provide a highly automated approach to managing and scaling a large amount
of containerized applications across clusters of distributed infrastructures (called nodes/pods).
The basic aspects of the industrial edge cloud concept are therefore quite similar to the
industrial edge concept, with one addition — Orchestration software manages the edge
appligations (Vogt, 2020).

4.2.5.p Impediments to market acceptance
4.2.5p1 General

The following impediments to market acceptance are identified (Vogt, 2020) for:

e indlustrial cloud;
e indlustrial edge;

e indlustrial edge cloud.
4.2.5p.2 Industrial cloud

The kpy impediments of the cloud are latency, data.sévereignty (not necessarily security)), and
venddr lock-in. The latency issue is already being.addressed by many vendors; they are|trying
to ovgdrcome low latency by integrating more edge ‘capabilities into the overall concept. Bdilding
a high level of trust alleviates concerns aboufdata sovereignty. However, trust is a very vplatile
elemgnt, especially in uncertain times like\these. As protectionism is spreading in more and
more fareas across the world, it is expected to see a growing tendency among users to prefer
highly| trusted and/or local vendors as-their strategic suppliers. Another aspect is depen@lence
on a |provider in general. Manufacturing companies have the clear intention to limif their
deperjdence on individual suppliers-within their supply chains — flexibility is key. Supply g¢hains
in the|automotive industry are*a-good example in this context. The same attitude towarfs IT-
related suppliers can be observed. Some companies in the manufacturing industry are unlikely
to be |willing to place all_their applications and data in the hands of one critical providef. The
hypergcalers are tryingtotalleviate these concerns through a large ecosystem of local parntners.
This gives user conipanhies more flexibility to work with different partners, even though the
"cloud core" is potentially the same.

4.2.5.p.3 Industrial edge

Speed «©f -innovation in developing, scaling, and managing applications is one qf the
disadantages of industrial edge computers Providers of industrial edge solutions are trfing to
overcome this disadvantage by transferring cloud innovations to the edge as fast as possible.
"Cloud-native" basically refers to the adaption of cloud-centric innovations to areas outside the
cloud (edge, data center). Two of these innovations are the above-mentioned cloud-driven
innovations in container technology and microservices-based application architectures. Both
are core elements of the industrial edge concept. To further increase the speed of innovation
in industrial automation and in the digital factory, the increased adoption of Linux and more
modern programming languages such as Python®2 (especially relevant for analytics-related
applications) within this concept is taking place. In addition, a strong ecosystem of application

2 Python® is an example of a suitable programming language available commercially. This information is given for
the convenience of users of this document and does not constitute an endorsement by IEC of this programming
language.
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development partners is also important to maximize the speed of application innovation for the
edge.

Another impediment of the industrial edge concept is the fact that application management is
the user company’s responsibility, which, besides independence, also brings with it the need
for internal IT resources and capabilities. Providers of industrial edge management solutions
are trying to address this by building very easy-to-use solutions that do not require deep IT
skills to manage applications. The ambition is for non-IT staff (factory workers) to be able to
use the systems largely on their own.

4.2.5.2.4 Industrial edge cloud

Two nihallenges are currently linked to the adoption of container-based systems at the e‘ige -
complexity and "expected need". Container based systems bring clear advantages in
appligation management and scalability at the edge, but they are currently still,mare complex
to handle. Complexity is a very typical issue during the introductory phase of a.new technplogy.
Providers of container based solutions for the edge will of course further reduce’this complexity
over fime, but right now, user companies have to take into account that'they need a dertain
level pf internal IT skills to cope with the current level of complexity~The second agpect,
"expefted need", is linked to the expectation that there will be a growing number of use cases
for the digital factory.

This would lead to a growing number of applications, plus incr&€asing complexity in managing
theselapplications efficiently. The big question is how fast this will happen in the digital factory
and hpw significant the "need" will be in the future. Doesiit make sense to invest in this cgncept
now, ¢r at a later stage? It is expected to see differentyanswers to this question, mainly for two
reasops. First, it depends on each company’s specific stage of digitalization. Second, it depends
on theg specific sub-vertical in which a manufacturing company is active. Large companieg with
a high level of factory automation and the clear need to further optimize their operations
certaiply have a stronger need to evaluate this concept today than other companies.

4.2.58 Impacts to smart manufacturing
4.2.5.3.1 General

The fgllowing impacts to smart manufacturing are identified (Vogt, 2020) for:

e inglustrial cloud;
e indlustrial edge;

e indlustrial edge.cloud.
4.2.5.3.2 Industrial cloud

The bjgimpact of the industrial cloud concept is certainly the speed of innovation in the ¢loud.
Today, th€ cloud world is certainly the pacemaker for the entire IT industry. The "cloud first"
slogan stands for this paradigm. "Cloud first" illustrates well that IT vendors are increasingly
introducing innovations first for the cloud space. This is true for various aspects of digital
platforms. One aspect is application development — in the cloud, new features and functions
(including security updates) can immediately be deployed to all users of the application. In
addition, container technology and micro services-based application architectures are two
"cloud innovations" which improve the scalability and management of applications. Another
interesting innovation for the cloud in this context is the container-based systems. In summary,
the cloud brings real strengths to the table in application innovations (application development),
application scalability, and application management. In addition, the fully managed approach of
SaaS makes cloud applications especially attractive for many user companies with rather
limited internal IT resources and capabilities. This reduces the burden for them of managing
applications by themselves.
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4.2.5.3.3 Industrial edge

When data management and processing take place at the edge, low latency, data sovereignty,
trust, and vendor independence are certainly the advantages of this industrial edge. These
advantages are especially interesting for companies and industries that process real-time
and/or sensitive data.

4.2.5.3.4 Industrial edge cloud

Container based systems take scalability at the edge to a new level and help to overcome the
above-mentioned challenge of edge scalability (see 4.2.5.2.4). Another big impact of container-
based ems is multi-cloud. This means that container-based e an go beyond the
efficignt management of edge infrastructures and also integrate cloud infrastructuresg from
differgnt providers. Container-based multi-cloud is therefore an efficient way to manage|cloud
venddr dependencies and edge scalability.

4.2.5.E Standardization needs
1

4.2.5.4. General

The fgllowing standardization needs are identified (IEC White Papef Edge Intelligence:2017):

e seff-organization, self-configuration and self-discovery;

e tryst/decentralised trust;

e credible information;

e egst-west communication;

e containerization standard for embedded systéms;

e open standard for implementation of algarithm for machine learning;

e role of open source.
4.2.5.4.2 Self-organization, self-configuration and self-discovery

There|is no doubt that with the growth in the number of the edge nodes, the managementjof the
netwdrk, the edge nodes angd-thé application will become a huge challenge. To facilitate the
deployment of edge nodes, often the complexity of the technology is masked from opefrators
and upers, and plug and.play of devices is realised. The introduction of autonomic networking
has heen instrumental\for this task. Currently, the autonomous functions already [exist.
Howeyer, the discovery, node identification, negotiation, transport, messaging and sgcurity
mechanisms, as well'as non-autonomic management interfaces, are being realised separately.
This igolation of functions is leading to high operational expenses (OPEX).

4.2.5.4.3 Trust/decentralised trust

Trust means-thatthe-servicesprovided-by-the-compuiersystem-can-beprovedto-be-trustworthy.
In other words, the services provided are trustworthy from the user’s point of view and this
trustworthiness is provable. Trust computing as defined by the trust computing group (TCG)

has the following meaning:

e user authentication: the trust of the user;

e platform hardware and software configuration correctness: the user’s trust in the platform
environment;

e integrity and legitimacy of the application: the trust in the application running;

o verifiability between platforms: the mutual trust between the platforms in the network.
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The decentralization trend is driven by the distributed system, for instance by an edge
computing system, in which no central hub acts, so a new approach to security and trust are
needed based on the distributed architecture. There exists a general view that the distributed
ledger technology architecture offers a valid framework for tackling distributed system security
and trust challenges. The blockchain is a distributed database that maintains a continuously
growing list of records, called blocks, secured from tampering and revision. Each block contains
a timestamp and a link to a previous block. By design, distributed ledgers are inherently
resistant to modification of the data — once recorded, the data in a block cannot be altered
retroactively.

ies to
s and

bends
e that
on to
behaye as expected" in system security requirements and ,security levels stﬂndard
(IEC $2443-3-3:2013) [6]. IEC 62443-3-3 currently does not explicitlyNist trust as a requirgment.
Even [though security implies a guarantee of trust, it can be useful to review whether|some
additipnal system requirements, e.g. requirements on systemfintegration and operatiop, are
necegsary to realise trust in IACS. It can also be beneficial to investigate what add|tional
requirements are necessary when dealing with trust in horizontal edge computing systenis.

NOTE | There are future challenges with lloT and software definedvarchitectures for separating safety-related|assets
as reqyired by the IEC 62443 series East-West communication.

There| are several layers of East-West (E/W).eommunication in question:

e Physical layer: a number of standards-exist for mesh networking via physical layer reldy and
arly of these can/could be used. Considerations are made on how that mesh coyld be
implemented efficiently in wired metworks, and also whether the physical radio standards
could be merged with the narrgwband loT protocols for long-range operation.

e Link layer protocols: here again numerous protocols exist in wireless, such as Shortesf Path
Bridging (IEEE 802.1aq).[7], ZigBee (IEEE 802.15.4) [8], Z-Wave (ITU-T G.9959) [9] of WIA-
PA (IEC 62601:2015)\\[10]. Again, a merge with narrowband loT protocols could be

¢ In|the autonomgus’control domain, time sensitive data needs to be transmitted within strict
bqunds of latency and reliability. In the case that E/W-bound communication is required
bgtween edge control nodes (ECNs) in industrial automation, automotive or rpbotic
enlvironments, time sensitive networking (TSN) is assumed to be needed to prioritize| time-
selnsitive " traffic in crowded networks. TSN is currently under development pwithin
IEEEC802.1 and the deterministic networking working group of IETF.

o Data layer: a flexible data ontology, allowing common definition of data types and meanings
across the network. This is an area where both standards bodies and open source is
assumed to play a role, such as oneM2M and OPC-UA.

The majority of open-source work could be concentrated in the area of high-level data
processing in the mesh by elaborating on existing, proven and recommended standards (such
as message queuing telemetry transport (MQTT)) within an open reference architecture. For
example, an overarching reference architecture could employ a lightweight MQTT
implementation to accept not only north/south (N/S) but also E/W transactions between
modules. This could be implemented as a single queue (all transactions E/W, N/S) or as two
queues, one operating for E/W and another for N/S. It can be noted that in the items above, a
mesh can be implemented at each layer, but it is only with the inclusion of the third dot of the
list that an application-level E/W communication can be achieved.
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Finally, a successful implementation of E/W communication depends on implementation of
decentralised trust.

4.2.54.5 Containerization standard for embedded systems

Linux containers, Docker for example, offer for the first time a practical path to using
virtualization on embedded devices, as the latter do not require a very complex hypervisor
architecture to operate. Containerization of loT applications, particularly at the ECN level, would
be greatly facilitated by the creation of a common standard for virtualisation support on loT
nodes. This would be an expansion of the ground covered by the open container initiative (OCl),
which has initiated a general effort. There are a number of challenges facing an implementation:

e extreme heterogeneity of the device type;

e severely restricted resource envelopes in terms of storage, central processing.unit (CPU),
and networking;

e dgvices that are difficult to reach or re-provision upon failure, where powéris unstable and
is pssumed to be turned off at any time, or which have custom hardware)attached, requiring
delep version interoperability. i.e. when the device returns online after weeks or months, an
uggrade to the container can be made spanning several versions,

Given|the level of activity in open source in this area, it seems that it would be useful to dgvelop
such an implementation, or group of implementations, into a standard defining:

e core kernel services in the host operating system (OS);

e core device implementations, and what basic devices would be supported;

e which initial builds for which mixes of processors/peripherals;

¢ the close linkage between kernel, devices and-the containerization framework;

e chioice of containerization framework to be.the support.
4.2.5.4.6 Open standard for implementation of algorithm for machine learning

The domplexity of convolutional neural networks, hidden Markov models, natural language
procepsing and other disciplines used in the creation of Machine Learning (ML) algorithn]s and
deep heural network requires-storage and computing resources usually only accessiblg on a
data tentre scale consume“eonsiderable power and are relatively expensive. Clearly the
backegnd processing in embédded devices is currently an open-source initiative, and since it
has started in this manner, it is likely to remain so, with Caffe and a few others becoming de
facto ptandards. To implement ML upon lower powered, cheaper, embedded devices, it would
seemfto be a reasohable approach to implement a specific hardware-based method of accgpting
the infroduced Nl-models and then acting upon them, i.e. comparing the models with incpming
live data.

Some| efforts have already been made in this area, but these efforts are proprietary apd no
standards-have-been-defiredto-covertheloadingand-comparisenoffeatures—tfstandards were
defined in the loading of models and comparison of data, it would provide the greatest degree
of interoperability between different offerings from different processor manufacturers.

4.2.5.4.7 Role of open source

Cloud computing has immensely benefitted from open sources such as Linux, Docker
containers, Kubernetes orchestration, Kafka messaging, Spark streaming and multi-tier
storage. The result has been a highly scalable and standardized infrastructure that meets
computational and lifecycle management demands and provides a common environment for
developers, driving down the cost of software solutions.

The need for standardization and open source for the edge is even greater. The edge is where
vendor-specific solutions need to interoperate. Without this interoperation, 10T cannot fulfil its
promises.
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Microservices or pods need to be deployed on the edge (devices, loT gateways, micro data
centre, etc.) as well as in the cloud, so that applications can be configured in an optimal way,
e.g. to address huge data volumes, real-time requirements and variances in connectivity.

As history has shown, open-source projects fulfil these needs better than standardization of
interfaces and architectures. Companies providing solutions in edge computing will have plenty
of room for differentiation and revenue generation by providing differentiating functionalities,
domain specific solutions, better services, higher QoS, etc.

4.2.6 Collaborative safety (Safety 2.0)

4.2.6.1_B‘E'Suipﬁun

Techrlologies such as Internet of Things (loT), big data, artificial intelligence (Al);~advanced
robotics and cloud/edge systems facilitate the collection of enormous amounts’ of dath and
provide massive computing capabilities. The system allows powerful analyfiecs to gxtract
relevgnt information from raw data, interprets that information, detects unknown relationships
between specified factors, takes autonomous decisions, and predicts future trends. Some of
these| applications mimic (or even exceed) human intelligence, as they can realise| more
accurgate predictions and process greater amounts of data than humans are able to do.

The latest ICT developments involving sensors, cameras, etc:,are enabling organizatigns to
gathe[ real-time information on certain safety risks, particutarly those directly or indrectly
assodjiated with human and machine movements. Based onysuch information and once |again
on ICT, it is becoming possible to develop dynamic control of such risks. An existing example
of thi$ is how a steel engineering company implements safety monitoring solutions for field
engingeers and workers. As shown in Figure 5, a platform registers the conditions and stdtus of
each field worker. In addition to worker informatigh'such as body temperature, heart rate and
postufe, the surrounding situation is converted into data via a wearable camera and is analysed
by Al|engines in the data platform. In this way the supervisor can be informed in advance to
take rlecessary actions to prevent accidents.

< Supervisor > < Field worker >
Monitor
guide
"-j loX ¥
[ - platform -
- Information « =
Data L5 (Sensors)
» Big data » Temp, pulse, position
» Analysis » Video, sound

IEC

SOURCE: IEC White Paper Safety in the Future:2020, Figure 2-1.

Figure 5 — Real time risk assessment and control

The advent of new technologies impacts work in several ways. The European Agency for Safety
and Health at Work (EU-OSHA) conducted a thorough investigation in 2019 focussing on
changing work relationships in a digital environment under the direct impact of such
technologies. Their findings identified a number of characteristics, as described in the Report
Foresight on new and emerging occupational safety and health risks associated with
digitalization by 2025 (2020) [11]:

e novel forms of human-machine cooperation;

e emergence of the platform (or gig) economy;

e increasing individualization of work;

e expansion of teleworking;

e rising screen time and increased sedentary work and behaviour.


https://iecnorm.com/api/?name=73e75892a6b52630bc16434e6bc5d2b3

- 26 — IEC TR 63283-5:2024 © IEC 2024

Recent trends are also affecting data and privacy. Ever since the EU’s General Data Protection
Regulation (GDPR) took effect in May 2018, the world of data privacy has shifted its focus from
guidance to stepped-up enforcement. On the legislation side, the California Consumer Privacy
Act (CCPA) went into effect on January 1, 2020. In Brazil, the General Data Protection Law
(LGPD in Portuguese) is slated to start in August of 2020. These two significant pieces of
legislation are amplifying the momentum created by GDPR (i.e. through a shift to regulation),
see report from Eliezerov, R on 3 consumer privacy & data protection trends for 2020 (2020)
[12].

These legislative acts translate the growing conviction that data gathering and processing need
to ensure privacy, the quality and integrity of data, and data protection. Transparency
CONCEFRHAG-a6666S isten ‘ i rfaibigs and
ogies
that afe regarded by governments and industry as forming part of their ‘vital infrastructure’ will
to be
atural

Initial|experiences with real-time risk assessment and control have Ied)to elaboration pf the
concegpt of collaborative safety. This approach leverages digital ,technologies and hdiman-
machine interaction to support industries and economies that are themselves built around :Eiigital
appligations. The concept has been developed in the area pf\machine safety and héiman-
machine interactions but is valuable and applicable in many other situations.

Undeflying the collaborative safety concept is a model<of how machine safety efforts| have
develpped over time. Key to this schema is identification of the specific element investefl with
the rdle of ensuring safety in situations of machine/human coexistence at each stage pf the
evolufion.

The development of loT, Al, image processing, big data and other ICT technologiep has
introduced previously impossible safety functions, with machines now being invested with the
intelligence to deploy flexible operations, such as slow-speed motion in the preserice of
inexpgrienced workers, or suspensionyof operation in cases of danger. The latter situations can
be id¢ntified on the basis of dataitransmitted to the machines via wearable devices such as
radio [frequency identification (REID) tags worn by workers, which provide the machineg with
relevgnt data concerning any) workers present, e.g. physical condition, experience/¢areer
history, qualifications and.capabilities. Such systems are being developed in many parts |of the
world] giving birth to a new era of collaborative safety, termed Safety 2.0.

Collaborative safety.-is achieved when humans, machines and the operational enviropnment
share|digital information with one another, communicate and collaborate. In this context, the
envirgnment, (includes physical settings, organizations, systems, databases, standards,
regulations"and rules. Collaborative safety, unlike earlier approaches, places the same lgvel of
imporfance/on human capability as on technology and organization. Skills, capabijlities,
satisfaction, self-esteem, health, and a sense of wellbeing are equally valued.

The basic concept of collaborative safety consists of the following elements.

e maximum use of ICT to monitor information on a real-time basis concerning machine
motions, human behaviour and the working environment;

e safe control of machine motions and/or human behaviours through detection and
transmission of potential risk information during normal operation or maintenance service
periods;

e ensuring that the adoption of safety technology using ICT does not sacrifice the operation
rate of the machines or the humans’ working efficiency;

e ensuring that the adoption of safety technology contributes to the trustworthiness of
workers/operators in pursuing the application of safety measures in a sustainable manner.
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The essential aim of collaborative safety is to establish a mutually supportive partnership
between machines, humans and the environment they operate in, by way of multi-traffic
information flows between them. The human is warned to restrict his or her behaviour by the
machine, and the machine is warned to slow down or stop by human intervention. Thanks to
maximum use of the latest ICT technology in collaborative safety strategies, the responsibility
of workers/operators for ensuring safety in the use phase is largely taken over by the machine
and the information technology. As a result, the operators require less specific training and
expertise and experience reduced working pressures.

4.2.6.2 Impediments to market acceptance

As collaharative Qafpfy IS a matter of Qﬂfﬂf\/, the fnlnir* of market aobstacles from the :.afety
viewppint is covered in this subclause.

The fgllowing is an inexhaustive list of examples in the IEC White paper "Safety inithe Flture"
describing the market obstacles from the safety viewpoint:

e Sybclause 2.5 Risk management, risk governance and standardization challgnges:
"Sensors, cameras and ICT systems are collating enormous amounts-of data, yet the things
which are the easiest to measure are not necessarily the most relevant factors for controlling
rigk and achieving safety. Factors such as human behaviour, cultural values, organizgtional
cullture, leadership commitment and interpersonal communication are not so easily captured
in|data systems. Research is beginning to be conducted«in/this area, but it is picking up
slopwly, and the danger exists that such factors are neglected in a world of big data."

e Sybclause 3.5.3 Assurance algorithms: "Al offers~the promise of solutions to complex
prpblems that extend beyond the reach of mere’ human intelligence. However, this
dgvelopment comes with an inherent problems: the explanation of a solution dogs not
ngcessarily mean that the solution discovered is safe. The Al engine can generate
hgzardous events due to inappropriate datadin the learning phase and generalization prrors
in[the reasoning phase."

e Sybclause 3.7 Technological necessity: cyber security: "With the increased ugse of
information technology, cyber security forms a cornerstone of efforts to manage the grpwing
complexity of safety control systems, particularly as this pertains to smart manufagturing
and collaborative safety mechanisms. But the complexity of such systems is increasing their
vulnerability to threats which.ean lead precisely to the loss of the safety functions."”

The sfandardization community ought to reconsider its role in ensuring safety. Safety standards
that fpcus on technical.eéomponents alone have the same sort of limitations as prescyiptive
legislation: they hinder-innovations and need updating at increasing frequencies, which poses
a challenge for international standardization processes. As the principle of collaborative gafety
is commmonly appli€able to a variety of industrial sectors (e.g. manufacturing, civil engineering,
construction, cagriculture, healthcare and transportation), standards development negds to
adopt| different approaches involving a wider range of stakeholders. One option could|be to
develpp,more "performance-based" (as distinct from "specification-based") standards for
collaborative safety, describing the intended objectives and performance targets of such a
collaborafive approach, and specifying the minimum requirements for the process to achieve
the objectives adopted.

With governments relaxing their grip on safety via less stringent legislation, and corporations
compensating for this regulatory alleviation by assuming social responsibility for safety through
private initiatives, an opportunity is opening for the development of new types of industry-
supported standards for safety. In this way, standards for the industrial sectors would become
less restrictive, and maintenance of the standards developed would be less burdensome and
more responsive to technological evolutions.

4.2.6.3 Impacts to smart manufacturing

The safety standard series on functional safety of electrical/electronic/programmable electronic
safety-related systems (IEC 61508 [13]) covers specific types of machines or products, includes
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holistic safety aspects (relevant safety technology but also communication technology, reaction
time, operational management, core personnel competences, etc.).

The current market trends for collaborative safety increase the need for trustworthiness in the
context of safety. The usage of the available ICT technologies will evolve the current safety
systems and drives the acceptance of the "Vision Zero" regarding humans, which is "the
ambition and commitment to create and ensure safe and healthy work conditions and to prevent
all accidents, harm, and work-related diseases in order to achieve excellence in safety, health
and wellbeing."

Among the range of pOSSIb|e responses in its operational arsenal the IoT |ndustry disposes of
a reaffy-m ] ned [ ] murate the
worksfpace in a digital environment: the so-called digital twin construct In the S|mplest offerms,
a digifal twin involves the bridging of cyber and physical worlds. In a broader sense) a figital
twin i$ the emulation, or mapping, of the physical world into a cyberspace, by which changes
effectpd within either sphere are reflected, predicted, or looked for in the other. In a safety
contekt, a digital twin constitutes a holistic digital model used to support a safety case.

Examples of such mappings include building information systems (BIS) in the constrliction
indus{ry, through which ambitious building projects are entirely modélled on computer sydtems,
see tHe BIM Handbook, Eastman, Teicholz, & Sacks, (2018) [14],-and in manufacturing, Wwhere
compliter-aided design and manufacturing (CAD/CAM) systems aid in the design of
compepnents, parts and machines, as described in the boekfrom Machover, the CAQ/CAM
Handbook, 2nd edition (1996) [15]. In terms of safety, this,technology enables enhanced worker
safet>{r and contributes to a better understanding of impending or unforeseen safety igsues.
Digita] twins offer an optimal framework for testing Specific safety practices, simulating fires
and [|explosions virtually, and deploying tested proven materials such as [|water
sprinKler/extinguisher systems in a simulated context.

But the potential of digital twins does not end-there. When a digital twin mimics a real working
envirgnment, it brings a dynamic approach-to workspace practices, an approach that in the past
was sftrictly static and limited solely to.the physical world. The example in Figure 6 illusftrates
the case of a digital twin in a manufacturing environment. In this example, the digital twin is
compopsed of a three-dimensionalmddel of a room in which two novel collaborative robofs are
tested working with a person who performs their part of the operation from a separate|desk.
The djgital model contains the key elements in the room: the individual, the collaborative fobot,
the trimsfer robot, furniture and doors. Through visual monitoring, the computer can updalte the
activifies and locations-of* both the robots and the individual in real time to assess whether
dangdgrous situationsrare’taking place. When the term "digital twins" is applied within the context
of worker safety, awmore suitable designation could be "digital twins for collaborative safety", or
"digital twins for-human-machine workspaces."



https://iecnorm.com/api/?name=73e75892a6b52630bc16434e6bc5d2b3

IEC TR 63283-5:2024 © IEC 2024

Support: Complexity:
- information twin - human safety
- 3-D support - process balancing

- data backed analysis

- adaptability

)

Information

e T

Cyber world

ooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooooo

SOURCE: IEC White Paper Safety in the Future:2020, Figure 3-7.

Figure 6 — Digital twin operating in parallel with the/physical world

4.2.6.E Standardization needs

incorgorating not only traditional technical expertise butyalso insights gathered in the figlds of
safety| psychology, sociology, and human behaviour.<ln other words, it is recommended that in
the dgvelopment of future safety standards, clear attention be paid to non-technical factqrs.

Standfards bodies need to expand and deepen their holistic approach to safety. This will qquire

At thg same time, it is the duty of standards(bodies to focus on the elaboration of technical
standgrds for machine developers, suppliers, and system integrators to ensure tha{ they
underpin security efforts in the future. A prerequisite for this effort is understanding that gafety
by depign constitutes the most sensible approach if humans are considered paramourt in a
coopdrative system. The standard Qught to consider all stages of the life cycle of the product
or sygtem.

Standards bodies have an important role to play in promoting social responsibility in standards
and donformity assessment processes. Standards bodies are already engaged with social
stakeholders in contributing to the realization of social objectives such as safety and sgcurity
and afe uniquely positioned to bridge the gap between industry promoters and receptors

4.2.7 Digital factory

4.2.7/ Description

A dlg ol factary (NMEY ic A Adiaital ranracantatinn Af Aan avictina ar nlannad nraductinan o lstem

tak-factory{DF)-s—a—digial-representation-ofan-existing-orplanned-production-syste
(PS). The representation of a production system can include representation of production
system assets and representation of roles.

The PS asset is an asset that is constituent of a production system, The PS asset can be a
part, a device, a machine, software, a control system or any collection of PS assets. It can have
physical characteristics, for example mechanical, electrical, and electronic. It can also be
assigned to one or more role(s).

NOTE The digital factory can represent the production system in all stages of its production life cycle.

The DF is based on well-defined semantics, data classification schemes and production
ontologies, e.g. IEC 61360 Common Data Dictionary (CDD) [16] and ISO 22745 Open Technical
Dictionary (OTD) [17]. In addition, the digital factory framework provides modelling elements
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and rules for describing the assets of a production system together with relationships between
them.

4.2.7.2 Impediments to market acceptance

The DF concept is a disruptive change to the current operational technology deployed within a
traditional factory. The DF will require the deployment of new technologies, new operational
manufacturing processes and a new shop floor culture.

The introduction of the DF will require the introduction of new competences and new
experiences of the factory staff and these skills will require new education. Therefore, re-
educgtiomprogranmswittberequired-starting-mtheregutarengimeering—schoots:

Thereffore, the DF will require a substantial support from the authorities to introduce a new
curricilum in the engineering schools as well as complementary re-schooling/of'the current
factory staff.

4.2.7.3 Impacts to smart manufacturing (SM)

An example of how to derive information is to look at the narration<of.a robot that grips things
out offa container and then mounts them into a production line. The storytelling is about g thing
that gasses-by e.g. the three contexts of the container, of ¢he“robot grip-arm, and of the
produgtion system, where the latter is the major the asset. Ind¢hat case the DF would reordganize
the sgecification of the production system assets based on the three contexts of the container,
e.g. slize of the robot hand, e.g. pressure of the gripper, and of the production systen], e.g.
materjal and surface.

Thus,|it is important to notice that data always represents physical assets and that is what is
being|discussed. The cyber data representations’ of the physical entities are exposed to various
transfprmations that lead to various consequences of handling. On a common semantics|base,
it woulld be possible to derive, from all representations, comparable information and knowledge
and tp transform this knowledge gained from observation into an operational model. The
operational model will provide data.that can be used to perform (big) data analytics to optimize
the faptory operational processes.

The approach of meta-data,  derivation shows that the hierarchical data definition is not useful
since [knowledge’ cannot ‘be ‘derived from unstructured low-level coded data.

4.2.7.4 Standardization needs

The ¢urrent immediate standardization needs are addressed by the IEC Digital Factory
standgrds, IEC 62832 series [18].

4.2.8 Zero-defect manufacturing

4.2.8.1 Description

Due to the increasingly competitive global market and its dynamic development, companies
need to implement agile demand-driven and sustainable solutions. This allows to react not only
to market changes and constantly changing requirements, but also offer concrete resource-
saving solutions for companies in view of the world's scarce material and energy resources.
The zero-defect manufacturing (ZDM) idea is not new. It was originally developed from the Six
Sigma methodology as described in the report Six Sigma: concepts, tools, and applications, by
M. S. Raisinghani and others (2005) [19]. This Six Sigma methodology is a management method
that was introduced in 1987 as a new procedure for standardized quality control with the goal
of zero-defect production. Six Sigma provides a methodical approach to mapping and analyzing
the actual process in order to identify the error possibilities that are important for the process.
The original goals of the methodology are customer satisfaction and continuous productivity
increases in all areas of the company.
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Zero-defect manufacturing is defined by newly published CEN Workshop Agreement
(CWA 17918:2022) [20] as a holistic approach for ensuring both process (ISO 9000:2015 [21],
3.4.1) and product (ISO 9000:2015, 3.7.6) quality by reducing defects (ISO 9000:2015, 3.6.10).
It commonly uses mainly data-driven technologies, e.g. originating from big data and machine
learning domains/areas/fields for predictive or prescriptive analytics referred to as zero-defect
manufacturing tools and requires that no defective products leave the production site and reach
the customer (ISO 9000:2015, 3.2.4) by performing 100 % inspection (ISO 3534-2:2006 [22],
4.1.5). The general aim of this approach is to reach the higher manufacturing sustainability.

Zero defects is a trend approach to eliminating defects caused by manufacturing defects. Poor
quality is usuaIIy assoaated with high costs and non- compllance with customer requirements.

: e the
cost f manufacturlng one or other product More detalls about zero defects manufacturlrg can
be read within the report by Fulvio Bernardini and others, on new visions towards zero gdefect
manufacturing (2020) [23]. The prevention of defects is usually achieved by identifying and
eliminfating the causes of their occurrence. For example, checking the productioh process for
steps|where defects are assumed to occur, and checking them without errors), contribuies to
error-free production. ZDM is no substitute for quality control. Quality maragement, espgcially
regulgr preventive quality controls such as quality related planning, inspection to ensure that a
defective product does not reach the customer, audits, only guarafitee positive zero-flefect
produgtion results.

4.2.8.p2 Impediments to market acceptance

Markgt acceptance of ZDM is based on how its services meet the customer requirements| such
as quplity, safety, data analysis and processing, etc.fA)significant increase is observed with
respeft to the number of publications where the maijority of the articles have been published in
the lapgt six years. Thus, the recent ZDM-specific tesearch is described in the report from F.
Psaronmatis and others on zero defect manufacturing: state-of-the-art review, shortcomings
and fyture directions in research (2020) [24] and’illustrates the outcomes of publications for the
last 3R years focusing the distribution for ZDM strategies (i.e. detect, predict, prevent, repair)
and 4DM purpose (i.e. generic, manufacturing process specific, method specific). From the
stratepgic point of view there is an increasing trend for the ‘detection’ along with the ‘prevention’,
though ‘prediction’ and ‘repair’ have'been sparsely addressed in the research developmént so
far (Higure 7). Additionally, the“outcomes regarding the ZDM purpose are showing|clear
domirjance for the development of manufacturing process specific applications in the latter.

In patticular, the affiliation. of countries distribution (Figure 7) reveals a slight tendency and
imporfance of the ZDM(tapic in the United States, in a large number of European countrieg such
as Spain, ltaly, Francé and Germany, as well as other international market players such as
Chinal and Japans

DM strategies, distributed for specific industries ZDM strategies (1987-2018) Affiliation countries distribution

United $tates

R%/2% 44,
o 3% a4y, France

Italy

Renewable energy industry g

4 y 59% Food |ndustry 5% Detoction Germany
. Found " India
oanany 3 Repair 5
= Automative industry e China
Steel industry Frediction \ = United Kingdom
= Semiconductor industry Prevention 13 ® Spain
: T = Metal industry W ® Austria
25% \ 4 = Others 80% i/ N = Japan
39, = Not stated ® Other

SOURCE: F. Psarommatis, G. May, P.-A. Dreyfus, and D. Kiritsis, "Zero defect manufacturing: state-of-the-art review,
shortcomings and future directions in research", International Journal of Production Research, vol. 58, no. 1, pp. 1-
17, 2020, doi: 10.1080/00207543.2019.1605228. Reproduced from [24] with the permission of Foivos Psarommatis.

Figure 7 — ZDM trend development based on research outcomes 1987-2018
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With the exception of the manufacturing industry, which currently holds a leading position in the
application of ZDM technologies, the following industrial sectors play a dominant role as well:
semiconductor industry with 20,33 %, followed by steel industry with only 4,67 % and then
automotive (4,33 %), foundry (4,00 %), food (3,33 %), metal (3,00 %), ceramic (2,33 %) and
renewable energy industries (2,33 %) as depicted in Figure 7.

The following conditions and their factors can ultimately be used to describe the acceptance of
a technology on the market:

e High product quality is one of the most important conditions for market acceptance. The
quallty of a product depends on both the (plant) equment and the manufacturlng

dgscribed obstacles and to achieve zero-defect quality of the products, a/ZDM system heeds
to|integrate innovative standards for manufacturing systems with.-special emphagis on
saffety, security, reliability and other important standard requirements.

¢ Another challenge for ZDM in this area is the analysis of massive raw data sets. This kind
of{analysis requires an autonomous and self-organized system for decision-makinjg. Al,
machine learning and data mining, which focus on the hon-trivial extraction of inmplicit,
previously unknown and potentially useful information ffom data, are effective methods to
digscover interesting knowledge within a huge data set{

e Ofther obstacles to the introduction of ZDM afe quality management and the lgck of
standardized corporate strategies in this area..The zero-error strategy is a method pf the
continuous improvement process to reduce\verrors as much as possible. The Igck of
standardized and robust solutions for identif¥ing sources of error and their types, as wWell as
for identifying the most problematic phases'within the life cycle assessment (LCA) appfoach,
hgampers development and technological breakthrough. The accumulation of errord (and
subsequent solutions) is one of the“further obstacles in this area. Clustering opergtions
usjually take place on the basis_ofjthe most common cases in an industrial manufagturing
agtivity, which need to be thoroughly described and standardized. These results influence
the development and implementation of appropriate ZDM tools as solutions addressipg the
upstream production and(the downstream spread of production errors.

e Ofther brief comments.on the acceptance of the ZDM, worth to be brought info the
discussion, are forexample:

— | preference diversities for certain industrial sectors and a comparative cost-henefit
analysis are*not obvious;

— | lack of clear description of new business models for zero-defect production (including
an investigation of the advantages and disadvantages);

— | dack of clear definition of the ZDM life cycle and its role in smart manufacturing;

— lack of a uniform and clear definition of ZDM terms;

— therole of human and its activities/influence on the ZDM cycle as described in the report
from F. Psarommatis and others on zero defect manufacturing: state-of-the-art review,
shortcomings and future directions in research (2020).

4.2.8.3 Impacts to smart manufacturing

ZDM goes beyond traditional approaches that are typically characterized by small batch
production, customized or even one-off products, inline or online product testing and other
typical proprietary features. This means that ZDM imposes new rules for the manufacturing of
products revising old strategies and introducing new SM technologies in the trend applications.
Within smart manufacturing, the increasing complexity of both products and production systems
makes it much more difficult to apply systematic methods for monitoring and preventing errors
in the manufacturing workshop floors. The increasing complexity of both products and
production systems is usually due to increasing customer requirements.
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Furthermore, mass customization and lean production — as side results of smart manufacturing
— demand critical and rapid changes in production processes. This requires significantly shorter
optimization times by production process lines for smaller batches of customer-specific
products. As a result, the rate of defective products will increase. In order to take these factors
into account and to avoid defects, newer and more sophisticated strategies and tools are
urgently required. This also includes better quality management techniques that can meet
current needs.

Application in the field of artificial intelligence and autonomous quality production are important
key factors in ZDM development, providing the necessary advanced technological qualifications
to support the integrated quality processes. ZDM as a trend, especially in combination with
innovative smart manufacturing technologies, promises advanced solutions with a variety of
positiye effects on production, including higher productivity and competitiveness through|lower
produgtion costs, shorter production times and waste/scrap reduction.

Digita] manufacturing platforms for ZDM play an increasing role in dealing with-cCompgtitive
pressyres and incorporating new technologies, applications and services. The/challenge is to
make [full use of new technologies that enable manufacturing businesses, patticularly mid-caps
and small and medium-sized enterprises (SMEs) to meet the requiremehts”of evolving gupply
and value chains.

Besidps innovation and research activities, there are also coordination and support activities in
order |to cross-fertilise the industrial platform communities, facilitating the adoption of digital
technplogies from ongoing and past research projects to realzweorld use cases and encoufaging
the transfer of skills and know-how between industry and d@cademia. An example is the figital
manufacturing platform (DMP) cluster, which is an H2020 project cluster established with the
aim ¢f promoting cooperation between the projects of "DT-ICT-07-2018-2019: Digital
Manufacturing Platforms for Connected Smart Factories". The DMP cluster is described [in the
reseafch results: Digital Reality in Zero Defect Manufacturing, CORDIS (2020) [25]. Thg DMP
cluster is based on the joint initiative of the dollowing EU projects and is coordinated and
suppdrted by the coordination and support action (CSA) Connected Factories 2, CORDIS (2020)
[26]. The activities described above led.to joint work by the DMP cluster projects on[ ZDM
terminology and produced the first tangiblé results concerning an agreed terminology in § CEN
workshop agreement (CWA 17918:2022).

Within smart manufacturing, theZDM can be implemented in two different approaches as
identified, i.e. the process-oriented ZDM and the product-oriented ZDM. These approachgs are
identified within the report on"Zero defect manufacturing: state-of-the-art review, shortcomings
and fyture directions in research, F. Psarommatis (2020) and these approaches are submitted
for standardization as§ described in the research results: Digital Reality in Zero Defect
Manufacturing, CORDIS (2020).

e ZIDM approaches at process level:

— | maching health inspection to identify specific sources of error and to avoid| error
propagation in downstream flows, e.g.: integration of inteIIigent autonomous ang self-

process behaviour;

— machine health correlation with product quality acquisition at all process stages (i.e.
before, during and after the process) such as re-measurement and testing as well as
development and integration of testing techniques; use of modern sensor technologies
that automate end-of-line testing without significant process-related cost increases or
time losses;

— machine health data analysis and data mining characterized by advanced sensing
throughout the manufacturing chain and data processing techniques, such as combining
and harmonizing heterogeneous data collected throughout the product life cycle (from
design to manufacturing) and transforming this data into information and knowledge;
plug-and-test data acquisition systems based on the auto-configuration of data
exchange protocols and smart manufacturing system solutions, and statistical evaluation
of variation in manufacturing quality.
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ZDM approaches at product level:
— product quality correlation with machine health;
— product quality data analysis;

— product quality inspection.

Common high-level requirements for ZDM can be described as follows:

realise vertical integration and interoperability of the IT infrastructure with other
manufacturing and operating systems (ERP, MES, proprietary, etc.);

unify quality management and compliance systems;

ingrease transparency and track ability at the machine level across multiple metrics, in
particular measurement of conformity authorization and traceability to the maehine level
(elg. introduce a data acquisition system distributed on various points on the productign line
to|capture: in-process sensor data, data from production monitoring systemand opgrator
dgta);

anfalyse early indicators and trends from process signals of individuah.system compdnents
inreal-time to predict quality of the manufacturing product;

infroduce continuous improvement opportunities through integrated advanced anajytical
frgmeworks and increased efficiency, revenue, accuracy, qoality and yield of prodiction
(elg. apply machine-learning algorithms to find structurés,and patterns related fo the
reluired key quality indicators such as critical defects%per track, distortion, maintaining
dimensions, etc.);

adhieve greater transparency of supplier quality leyels and greater accuracy in forecasting
supplier performance over time;

giye proactive recommendations for preventive'maintenance through monitoring procegsses,
i.e. learn from unknown data interactions.topredict quality;

refluce investment cost for quality tests;
support safe, secure and trustworthy~data processing and storage;
refluce product line disruptions through the avoidance of optional inspections;

apply a common and holisticsemantic model able to represent concepts at different Jtages
of|product lifecycle;

hgve correction capabhility over the future course of overall production (e.g. recommend
prpcess adjustmentsyto the operator or directly change the parameters in real time);

effectively increase operational excellence (OPE) by helping the factory operator t¢ take
correct process adjustment decisions.

need to analyse th|s challenge and make relatlve recommendatlons To ut|I|se standards in
ZDM applications, one must:

clearly identify and describe life cycle areas affected by ZDM;

specify the overall architecture framework and list requirements, KPIs;
list systems and processes involved;

list co-standards involved;

investigate standards contribution to the existing requirements;

review the CEN Workshop Agreement (CWA 17918:2022) with regard to IEC TC 65
standardization needs.
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4.3 Business model watch
4.3.1 General

Smart manufacturing (SM) will influence the creation of new value propositions and the creation
of new revenue streams for the manufacturing industry based on SM concepts and changed
business models. Some of the business models are highly linked to the different manufacturing
market trends.

The subclauses below describe only a few examples of how the business models are impacted.
It is not the intention of 4.3 to give an exhaustive list of business models triggered by SM
concepts but rather an illustration of how the SM concepts influence the fradjtional
manufacturing business models.

4.3.2 Platform business models
4.3.2/ Description

Curreptly, there are seven platform companies among the ten companies with the largest
markgt capitalization worldwide. The business of these companies is_ based on the operafion of
a digifal platform via which an ecosystem is orchestrated in orderto~enable strong growth of
the eqosystem and thus also the business of the platform operator, The result is a "the winner
takesl|it all" phenomenon.

The RQusiness perspective adopted in this subclause focuses on value-added relationships
betwegen business roles in relation to digital platfofms. This perspective focuses on the
exchange of value propositions between defined business roles. The underlying conceptd have
been pxamined and discussed in many ways, for,example in the book "Platform Revolutipn" by
G. Pafker, M. Van Alstyne and S. Choudary (Choudary, Van Alstyne, & Parker, 2017) [27]. The
core gf these concepts is that — as shown in Figure 8 — a platform enables interactions befween
produgers and consumers, with access to the’platform being made possible via providers, see
also M.W. Van Alstyne, G.G. Parker, S.P: Choudary "Pipelines, Platforms, and the new Rules
of Strategy"”, (Van Alstyne , Parker, & €houdary, 2016) [28].

Producer (jprovides ~ Provider  provides ~ Consumer
interfaces to interfaces to
‘ platform Q platform Q

controls

participation
controls controls
participation O participation
physical value added process non-physical value added process

Figure 8 — Value added processes in platform ecosystems

The large platform companies mentioned have so far addressed business-to-consumer (B2C)
markets, but the ideas and concepts have already been used in many ways in business-to-
business (B2B) markets, even if the "winner takes it all" phenomenon has not yet been observed
there.

4.3.2.2 Impediments to market acceptance

In contrast to the B2C markets, which are addressed by the successful platform companies, in
B2B and especially in the manufacturing industry, for example, the following boundary
conditions need to be considered:


https://iecnorm.com/api/?name=73e75892a6b52630bc16434e6bc5d2b3

- 36 — IEC TR 63283-5:2024 © IEC 2024

o Both the value-added processes in the overall value network and the objects that are
exchanged between producer and consumer are much more complex in the manufacturing
industry. For example, arranging an overnight accommodation via a platform is significantly
less complex than arranging a required production capacity.

¢ In the manufacturing industry, the integration of the services offered by a platform into the
existing business processes usually requires considerable engineering efforts, while in B2C

th

e onboarding processes on platforms are very simple.

e The possibility of financing a platform through advertising, as is often the case in B2C, does
not seem to be an option for the manufacturing industry.

In summary, in the manufacturing industry, self-reinforcing positive network effects are more
difficylt to achieve with platforms — or take more time to be achieved with impact on botH pace

and c
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3 Impact to smart manufacturing

3.1 General

ry. There are currently many different examples and forms<of digital platforms
acturing industry, but they differ in purpose and in the underlying value networks

bkerage platform;

3.2 Brokerage platform

bal product or service provider. The result and pricing are not fixed at the beginning
5t. It is therefore necessary to carry out a request, an offer and a final order in s

le setup of the'value network of a brokerage platform.

delivers product

provides service

theless, efforts by new platform companies can also be observed’in the manufadturing

n the
Four

value

sition of making a corresponding, offer in response to the demand for a product or sgrvice.
fokerage platform records the demand or requirements and uses algorithms to detgrmine

of the
pveral

nation steps between, the business roles and to exchange them via the brokerage
'm. There are various forms of brokerage platforms, for example the offer can be
teed to the requester by the platform operator or the provider. Figure 9 illustrates a

provides order forwards order L
@ forwards order ‘ provides order i@
provides request l forwards request
Requester Brokerage Provider
platform
operator
physical value added process non-physical value added process

IEC

Figure 9 — Value added processes in the context of a brokerage platform

The requester has the benefit that, with the help of the brokerage platform, the effort involved
in searching for and coordinating with a provider is reduced or, if necessary, even eliminated.
The brokerage platform gives the latter access to a larger number of potential providers and
can thus, for example, receive a product or service cheaper, faster or to a different extent.
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The provider benefits from the brokerage platform by receiving additional orders without having
to operate their own infrastructure for customer acquisition. However, the provider can be
compared to its competitors via the brokerage platform.

The use case "outsourcing of production” (IEC TR 63283-2:2022) details the business interests
described here from a technical perspective.

4.3.2.3.3 lloT platform

An lloT platform offers the value proposition, to enable, for example, machines that are
physically used in different locations for data transmission to the lloT platform. As a result, data
from t i ; rutittsati ; lysed
on the IloT platform and the operation can be evaluated. For this purpose, the lloTplatform
offers|the possibility of creating apps and making them available via an app store.(A ds¢r can
choose between several apps from the app store and run them on the lloT platform. [Fhesg apps
can then access the operating information made available by the machine user-/By using the
lloT platform, it is possible to offer services based on the available operating,and usage| data.
Thesq services include the value proposition to improve the operation or'use of the maghine.
Depending on the form of the IloT platform, the business roles can be(taken over by different
compagnies. It needs to be contractually regulated to whom which data is made available and
who can use which applications. Figure 10 illustrates the value network of an lloT platform.

Service Machine
provider user

q< e oo <
prowdes services

a\llll by

provides app including
execution environment

| provides usage
information

provides connected

provides app S §]Q*-c- machine L&
& e r@q

provides tools to, \ provides tools to

App develop app. lloT platform connect machine System
developer operator integrator
physical valuegadded process non-physical value added process

IEC
Figure 10 — Value added processes in the context of an lloT platform

Thus,|the IloT platform operator offers a technical infrastructure that enables users to rgceive
data pn the use«of*'machines to generate added value out of it. The IloT platform |s the
information technology basis so that new digital services can be offered, and userp can
concentrate en-their core competencies.

The llpTptatform gives the service provider the opportunity to access applications and mgchine
data tobe able to offer the machine operator data-based Services. I the machine suppifer acts
in the role of the service provider, they benefit from the lloT platform that they can offer and
monetize further services in addition to the sale of their machine along the life cycle of the
machine.

The app developer is interested in the lloT platform, as it offers a development environment
and assures the functionality and executability of the apps on the lloT platform. At the same
time, the lloT platform's app store serves as a sales opportunity for the apps developer.

The machine operator has an indirect interest in the lloT platform because it offers others the
opportunity to offer their data-based services based on which they can improve the use of their
machine.
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As a service provider, the system integrator benefits from the lloT platform through the
possibility of simply being able to connect machines to the lloT platform regarding data
transmission.

The use case "value-based services for production resources” (IEC TR 63283-2:2022) details
the business interests described here from a technical perspective.

43.2.3.4 Edge management provider

Figure 11 shows the core of the classic value chain in manufacturing industries, where machine
suppliers integrate components into a machine and the machine is integrated into the production
systemrviaasystemintegratoraccordingto-therequirements—of the—machime—user—Buoth the
component supplier and the machine supplier have an interest in not just selling their, physical
produgt once, but in generating additional revenue streams via data-based or remgdte 'sefvices
alongithe life cycle of their product. The system integrator is also interested in not.only exeguting
serviges according to the specifications of the machine user, but also in_offering it§ own
optim{zation services.

provides data-based services
provides data-based provides data-based/remote services
services
provides optimization
Component Machine System  services
integrator

Integrates  Machine
il machine user

and edge

|%I| 1%“

delivers delivers

component machine /| infrastructure,
©)
)
[ Sal
%

delivers g@ delivers

edge b\ edge
device Edge device

device provider

provides edge provides edge

management services "\ J management services
Edge
{35 | management
provider
physicakyvalile added process non-physical value added process

IEC
Figure 11 — Value added processes in the context of an edge management systgm

All thgse services are-based on software applications, for which the providers do not necegsarily
want fo provide their own computing resources. They assume that in the future edge devices
will bg availablewhere they can deploy such software applications. In order to be able to design
the dgployment’independently of the specific edge devices used, they all have an interest in a
standgrdized management of the edge devices. This is an opportunity for a new buginess
stakehelder who provides such an edge management system.

The edge management provider enables the interaction between producer and consumer
according to Figure 11, while the edge device provider acts as a provider according to
Figure 11. Further details can be found in the document "Business View Edge Configuration"
(Lowen & Others, Testbed Edge Configuration — Business View, 2020) [29]. The use case
"Device configuration (IEC TR 63283-2:2022) details the business interests described here
from a technical perspective.

4.3.2.3.5 Co-design platform provider

The smart manufacturer provides the capability to manufacture co-designed products via its
cloud-based platform. The smart manufacturer owns the co-design platform to interact with the
platform key stakeholders, i.e. customer, design service provider, supplier and other
manufacturing companies. The smart manufacturer will engage the stakeholders to improve
their production, such as the supply chain reduces the delivery time which will reduce the
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inventory costs, based on the shared information via the platform. The smart manufacturer will
be able to provide a bigger portfolio of products which will increase the customer loyalty,
additionally the smart manufacturer will be able to have direct feedback from the customers on
their product plans, which is referenced as mass customization. The co-design opportunity will
provide the smart manufacturer the benefit to optimize its designs and engineering value
creation process.

The supplier will be able to evaluate the raw material supply and optimize the supply towards
the smart manufacturer to optimize its inventory and take advantage of faster delivery towards
the manufacturer. The design service provider will benefit from the early understanding of the
customer requwements The other manufacturmg companles WI|| beneflt from a new channel of
i : benefit
value
netwgrked platform. The business scenario "Haier: Platform COSMOPLAT cfor [Mass
Customization"” (Léwen, Business Scenarios, Version 0.6, 2020) [30] details, the buginess
interepts, see Figure 12.
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" supplies delivers
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material » sales info. product exchange 'exchange delivers
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requests i exchange
Desigh for design Development manufacturin
ick services . exchange exchange  MEUMESMY Manufjcturing
Servic design design
providgr infarmation information company
BEFORE .“ -,‘ AFTER
Design Development
service
=3 pfoduct value chain provider
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SOURCE: Examples for business scenarios in manufacturing industry, global project quality infrastructurg, GIZ,
Octobefr 2020. © Ulrich Léowen/GIZ --GPQI. Reproduced from [30] with the permission of Sarah Wagner, GIZ + GPQI
(rights pf use were given by author 'Ulrich Loewen to GIZ/GPQI).

Figure 12 — Value added processes in the context of a cloud platform

The yse case "coicreation in design" (IEC TR 63823-2:2022) details the business intgrests
described here ffom a technical perspective.

4.3.2.4 Standardization needs

The cloud-based platform needs some basic standardization activities to ensure the bagic set
of functionalities within the platform. The access towards the platform needs to be standardized
to allow the availability of standardized interfaces and/or application programming interfaces
(APls) towards the platform. Furthermore, data privacy needs to be secured.

In principle, standardization facilitates the described scenarios with respect to simplifying the
process supported by the platforms and thus lowers the hurdles for platform business models
in the manufacturing industry.

4.3.3 Data driven business models
4.3.3.1 Description
Today, the potential of data is widely recognized in the industry in the form of big data, data

analytics, data warehouse, Data Lake, Al, just to name some terms that are "hot" in the market.
The challenge is to structure the availability of data into a company asset that contributes
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towards the data driven business model. McKinsey has stated that only a fraction of the
estimated business value in 2011 has been realised. Considering that the value has only been
increased since 2011, it is obvious that the gap between the leaders and laggards has grown
bigger (McKinsey, 2016) [31], see Figure 13.

Only a fraction of the value we envisioned in 2011 has been catured to date

European Union United States Manufacturing United States Location-based
public sector health care retail data
=~ om * \
" adpay
g
10-20 % 10-20 % 20-30 % 30-40 % 50-60 %

IEC

SOURCE: McKinsey. (2016, December). The age of Analytics, Computing in a data-driveqn-world. Retrievgd from
McKindey & Company: https://www.mckinsey.com/business-functions/mckinsey-analytics/our-insights/the-pge-of-
analyti¢s-competing-in-a-data-driven-world, Figure In Brief, page 9. Reproduced from({34] with the permigsion of
Rebecg Robboy, McKinsey Media.

Figure 13 — Potential value from data andanalytics

4.3.3.R Impediments to market acceptance

Althoygh the captured value from location based and retail has progressed reasonably, the
captufed value from manufacturing, healthcare and public sector are largely untapped. Qne of
the oljvious reasons why the market failed to capture the estimated value is the incapabllity of
companies to incorporate the captured data insights into the business processes. From the
other fhand, the successful companies benefited’ from the improved day-to-day operations and
the creation of new business revenues. Another reason is attracting and retaining the right set
of employees. Not only data scientists butialso business domain experts are able to map the
acquifed data with the industry and market indicators. It is clear that companies that| have
optimjzed the effects of the networked data platform have created a very competitive pqgsition
compared with their less fortunate colleagues.

Therelare many different business models available but none of them is recognized as th¢ data
driver] business model and. it'would be too premature to analyse all the available models within
this dpcument. However; 1o reflect some thoughts in this domain, some aspects are considered.

Many|companies«started to capture data, but they do not understand the full value of |these
data. Companigs have established an organizational change to address the data and analytical
transfprmation.within their organization. See Figure 14.
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Successful data and analytics transformation requires focusing on five elements
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pta and analytical transformation c\@gbe illustrated in 5 steps (McKinsey, 2016):
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o Adoption. This final step builds the capabilities of executives and mid-level managers to
understand how to use data-driven insights — and to begin to rely on them as the basis for
making decisions.
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4.3.3.3 Impacts to smart manufacturing

4.3.3.3.1 General
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— page| 1. Reproduced from [32] with the permission of Dr. Michaet*Opitz, Partner, Head of TIME Practice
Europel, Arthur D. Little GmbH.

Figure 15 — Data driven business model < value add (example industry goods)

The dpta driven business model extends thetvalue of product services towards the ecos
serviges as illustrated in Figure 15. It is<interesting to note that the value of the trad
busingss offerings reflects only 10 % to\1%8' % of the data driven business value. The men
servides have an increasing share .of business — over 50 percent for ecosystem ser
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effectlveness with other manufacturing companies. The use case "Value based servic
produption resources" and "benchmarking of production resources" (IEC TR 63283-2:
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details The business interests described here from a technical perspective.

More detailed description of this data driven business model can be found in McKinsey,
and Arthur D. Little, 2017 [32].

Operational management within smart manufacturing optimizes the management of the

2016

shop

floor through maximizing throughput, minimizing down-time, and cost reduction to maximize the
profits. Industrial loT and the data analytics will provide intelligent data gathering from machines

to provide insights of the smart manufacturing shop floor processes.

There are four level of analytics that enable the smart manufacturing insights.
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4.3.3.3.2 Descriptive analytics

The basic analytics provides information about "what is happening" in a particular area. For
example, it provides understanding of the lifecycle of a product, where and when the product
was manufactured, and by which machine. It also enables understanding of the manufacturing
processes, such as the performance of a production line: yield, beat rate and running costs.
The usage of visualization tools will increase the human understanding of these analytical data.

One example of descriptive analysis is the provisioning of the condition prediction information
to the operational staff, such as the production resource operator, production manager and

maintenance planning engineer. The use case "condition monitoring of production resources"
(|EC TR R??R’%-?'?ﬂ??) details the business interests described here from a technical

perspgctive.

4.3.3.8.3 Diagnostic analytics

The next level of analytics is to look into the data to determine the cause of-the problem| "why
did it happen". For these diagnostic analytics, time series data is used 0 create an analytics
dashBoard for the entire business. If the performance of the productiah,line decreases| then
diagngstic analysis of data is performed to visualise why the drop-in performance in prodliction
occurfed. The root cause for this performance loss will becomé:evident in the diaghostic

analysis.

4.3.3p.4 Predictive analytics

Predig¢tive analysis evaluates the past data trends and predicts the future, "what is likely to
happgn". Algorithms can be used on past data trends{o predict the likelihood that an event will
happgn sometime in the future. The prediction that a'machine will fail and scheduling preventive
maintenance before the failure will happen is a substantial cost saving within the prodction

procegs.

4.3.3.B.5 Prescriptive analytics

The hjghest value of analytics is provided by the prescriptive analysis, "What should | do jabout
it". THis analysis takes into account the analysis of the previous levels, what has happened,
why itthas happened, and seyeral scenarios of what is like to happen to determine what aftions

could[be done to improve the“production efficiency.

Prescriptive analytics.'used within manufacturing is self-optimization. Self-optimization|is an
appropch to flexible and reactive automation. Production resources learn from previous agtions,
for example, optimized scheduling, and use such knowledge for further evaluations. The use
case [self-optimization of production resources" (IEC TR 63283-2:2022) details the buginess

interepts desecribed here from a technical perspective.

Big dptavanalytics will provide the following advantages to smart manufacturing (Keysight
Technologies, 2018) [33]:

Flexibility: a factory can adapt much faster to changes with minimal intervention if it has the
right insights into the business and its operations. The insights will also enable flexible
scheduling, increased factory uptime, and improve yield by minimizing changeovers due to
scheduling or product changes.

Speed: Real time analysis provides faster business decisions due to the available data
coupled with the right tools.

Efficiency: Operational excellence is delivered by applying analytics in process control and
optimized business operations.

Quality: Real-time data collection and analytics during the operational process will enable
the factory to predict and detect quality defects. It identifies discrete human, machine, and
environmental causes. It is evident that the prediction and detection of quality defects will
result in the product quality improvements.
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4.3.3.4 Standardization needs

Data analytics requires the standardization of the information that is exchanged between the
different systems, components and devices. It is critical to continue the standardization of the
smart manufacturing common data dictionary (CDD) but complement this CDD with the
semantics and ontology of the CDD properties. Furthermore, tools need to be defined to manage
the ontology prefix and ontology dependencies. Further, the version management could be
addressed as well, which includes content discovery.

Another aspect is the management of the semantic interoperable information models. It is clear
that the digital transformation is lowering the barriers between the traditionally vertical
separafpd indllcfry segments Mare and more use cases are defined that rpnlnirp the semantic
interoperability between different systems, such as the energy management within the [smart
manufacturing. Common tools between different standardization organizations are-needed to
manage the ontology and data dictionaries. The standardization organization ne€dsto gnsure
that the information models and ontologies become discoverable and that data lilgparies include
an AHL.

The ontologies and data dictionaries ought to be machine readable. The“aspect to use| Al to
optimjze the data analysis means that Al systems need to understand and interpret thg data
dictioparies and ontologies. This means that models need to be ‘provided that can trapslate
humap-centric information into a machine-readable form, such as_éXtended Markup Language
(XML] and Web Ontology Language (OWL)/Resource Description Frameworks (RDFS){ This
meang that the machine-readable information models can be matched with the system
information models, which have to implement the requirements.

4.3.4 Service-driven and performance-based.-business models
4341 Description

Manufacturing companies already offer accompanying product-related services in additjon to
their physical products, for example spafe parts, maintenance services or (software) upjgrade
servides. More and more data-based-services are also being offered. The manufacturing
compgany therefore receives a onestime payment for the delivery of the physical produg¢t and
then necurrent payments along the-life cycle of the product for post installation services.

In the|case of service-driven business models, however, the manufacturing company no longer
sells the services as an.add-on to the physical product, but as an independent offeq. The
company provides the(product to the customer, who can use the product without having {o buy
servides. The payment can either be a fixed price or usage-based fee. It is also conce|vable
that aJl maintenance and repair services are included in the offered service.

In th¢ casexof performance-based business models, the manufacturing company| also
guaraptees product performance, for example availability or processing quality for a maghine.
If the|gbaranteed performance characteristics are not achieved, the manufacturing company
pays acomtractuatty agreed penatty to the product user-

4.3.4.2 Impediments to market acceptance

From the customer's point of view, these business models are particularly interesting from a
financial perspective, because for them the capital costs are reduced at the expense of the
operational costs. For this reason, usage-based models are also of interest to customers.

From the provider's point of view, these business models are interesting from the point of view
of customer loyalty. Due to the insights into the use of a product by the customer, the provider
can often discuss concrete process improvements with the customer. Therefore, they can offer
a higher value proposition than the pure capabilities of a product, for example, the provider can
offer targeted upgrades to a specific product. As another aspect the provider can draw important
conclusions regarding the further development of the product based on the feedback on the
usage of the product.
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Some products such as production resources are used in core processes. The user is then often
not interested in disclosing information about the use of the production resources to others.
This is why service-driven and performance-based business models are particularly popular in
auxiliary processes such as compressed air, cooling or logistics. Subordinate to this business
model discussion, there is often a discussion about who gets access to which information and
how and for which purpose it can be used.

Some products in the manufacturing industry are very long-lasting. However, once these
investments have been depreciated, a pure as-a-service model is often no longer attractive.

Contract draftlng is a challenge W|th service- drlven and performance based busmess models

how mpl|ance with the obligations of the user of the product can be ensured.

4343 Impact to smart manufacturing

Servig¢e-driven and performance-based business models can often onlyObe implemented
econdmically if the products that are offered as-a-service are connectedia an IloT platform.
On thle one hand, the lloT platform can be used to ensure that the{products are uged in
accorflance with the contract and, on the other hand, measures can<e taken on the bgsis of
suitaljle condition monitoring to ensure the guaranteed performapce of the product.

The use case "production resource as-a-service" details the‘business interests described here
from g technical perspective, see IEC TR 63283-2:2022.

4.3.4.£ Standardization needs

See the corresponding explanations for the use’ case "production resource as-a-sefvice",
IEC TR 63283-2:2022.

4.4 |Technology watch
4.4.1 General

The ipnovation trends describe-innovative technologies that are expected to further evqglve in
mid-tgrm (5 years to 10 years).and they are very likely to disrupt the different industrial sydtems.
The impact on smart manufacturing is still unclear but there are certain assumptions how|these
will influence the smart-manufacturing concepts, e.g. creating new revenue streams or making
the cqncepts more cost-efficient and effective.

NOTE That theseltechnologies are still evolving so the exact details how these will impact smart manufgcturing
is still o be seen’

NOTE 2 Itds not intended to produce an exhaustive list of technology innovations.

4421 6G

4.4.21 Description

The 6th generation cellular system is the obvious successor of the 5th generation cellular system
(5G), which is under global deployment. The 5G characteristics have attracted interest from
constituencies outside the telecommunication domain. These characteristics address some of
the required communication needs from the electrotechnical industries, but further evolution will
require more enhanced communication characteristics from the cellular system.

It is expected that the 6G network will use much higher frequencies than 5G, will have much
higher bandwidth capacity and much lower latency allowing the 6G network to facilitate new
innovative applications in wireless cognition, sensing and imaging. The current understanding
is that the 6G pilots are expected in 2030 with commercial 6G launches in 2030 to 2035. The
expected Terahertz spectrum will secure the higher capacity (1 terabyte per second, Tpbs) and
the latency times in the order of microseconds. See Figure 16.
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Figure 17 — Heterogeneous network

The 6G wireless sensing solutions will selectively use different frequencies to measure
absorption and will adjust frequencies accordingly.
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The 6G radio networks will not only cover the communications part but will also use the
computing capabilities within the radio network. It will be able to process the expected data
tsunami by the 6G system approach for data processing. It will provide data analytics, artificial
analytics, and the next generation computing capabilities via high performance computing
(HPC) and quantum computing. The 6G capabilities in the areas of wireless sensing, imaging
and location determination will generate a data tsunami that needs to be processed on HPC
data centres and make optimal use of edge and cloud computing.

4.4.2.2 Impacts to smart manufacturing

The 6G cellular systems provide the following advantages affecting smart manufacturing: (Mind
Commerce, ?ﬂ?ﬂ) [36]:

e THz communication systems

THe usage of the Terahertz (THz) frequencies will allow much faster data speeds jn the
orfder of Tbps which will enable the 6G cellular system to process much more . data comjpared
with 5G. The acquired data from the asset administration shells (AAS) afid-other resdqurces
will require big data analytics as well as Al to identify the context and~forender into ysable
information.

e High performance computing

THe 6G radio networks will provide increased computing'.capabilities using HP¢ and
gyantum computing with hyper low latency and high reliability. Therefore, the 6G networks
wri"l be able to combine the communication and the computing platform to host the innoyative
smart manufacturing capabilities (e.g. AAS) and appli¢ations (imaging, sensing, positipning,
and others).

e Mijcroseconds latency

5G network introduced applications using milliseconds on latency. There will be an
ingreased number of applications using(the milliseconds latency but already now it is
understood that some smart manufacturing capabilities will require less than milliseconds
latency. The 6G network will be abled¢*address the mass market demand for milliseponds
lalency while also providing the mechanism to support microseconds latency.

e Infegrated artificial intelligence

Smart manufacturing integrates Al within its operational functions. The 6G network will
prpvide a single platform\.to address the required communication, computing, and fhe Al
cdpabilities. This wilkkalow for centralised and distributed intelligence (at the edge).
THerefore, the 6G network will provide a single platform to host intelligent AAS and other Al
applications within the smart manufacturing.

e Heterogeneous\networks (HetNets)

6G networks provides the capability to support multi-technology heterogeneous networks
which willkallow the smart manufacturing to deploy different access networks, e.g. Wi-Fi,
6@, satellite, narrow band — l1oT (NB-10T) so that the end-devices can be offered th¢ best
gyality’access to the network. T

4.4.2.3 Standardization needs

The 6G standardization will be a basis for many new innovative applications within the smart
manufacturing. Therefore, it will be critical to drive the smart manufacturing requirements within
the different organization doing the 6G research as a pre-standardization activity. It should be
noted that these pre-standards activities will set the scene for the first scope of the 6G
standardization.

The current 6G research activities (Rouse, 2019) [37] are:

e The university of Oulu in Finland is committed to a 6G research initiative referred to as
6Genesis. The project will be conducted for the next eight years and will develop a vision
for 2037.
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e South Korea’s Electronics and Telecommunications Research Institute is conducting
research on Terahertz band for 6G and envisions making it 100 times faster than 4G long
term evolution (4G LTE) networks and 5 times faster than 5G networks.

e The Ministry of Industry and Information Technology (MIIT) in China is directly investing and
monitoring the research and development process.

e The United States is planning to open up 6G frequency for R&D purposes pending approval
from the Federal Communications Commission (FCC) for frequencies over 95 gigahertz
(GHz) to 3 THz.

In terms of vendor commitments to 6G, major cellular wireless infrastructure companies have
all signalled that they have R&D in the works.

Indusfry and the European Commission are working on the successor of the sucecessful 5G-
PPP (Public Private Partnership), referenced informally as 6G-PPP. The creation ,of the 6G-
PPP is currently ongoing and no public information exists at this moment.

4.4.3 Quantum computing/networking
4.4.3( Description

In qugntum communication, two distant parties exchange secure(information by using both bits
and qubits. Information prepared in qubits cannot be perfectly copied, and correlations delivered
by qubits cannot be reproduced by bits. One of the adyantages of establishing quantum
communication by distributing qubits is the possibility of achieving information-theoretic sgcurity
(ITS) without any assumptions about computational capabilities. Extensive efforts have| been
devoted to the implementation of QKD protocols. Recently, quantum network protoco|s are
under|investigation.

In practical implementation, photons are used as a physical realization of qubits. They gan be
distriguted through optical fibre or in free space. Either way, a natural limitation exists jin the
distance over which photons are distributed. Although quantum information prepared in pHotons
canndt be amplified because it cannot-be copied by conventional means, the limitation gan be
overcpme by sharing entanglement\with repeaters. In recent developments, satellite-pased
quantpm state distribution technologies can play the role of a quantum repeater.

Techrjologies for autonomous QKD systems for metropolitan and urban areas are expecfed to
achieye low-cost, high-security key rates of 10 Mbps or faster, including multiplexing (Stage 4
technplogy readiness_ level (TRL)). Systems for certification and standardization of quantum
communications devicés will likely be established according to the requirements of the sgcurity
community, industries, European Space Agency, and government authorities (Stage 7 TRL).

Methqds fori-realizing QKD devices can overcome the limitations of directiwired
communjcations, utilizing high-altitude platforms (HAPs), satellite integrated trusted nodesg, and
quantpmirepeaters (Stage 4 TRL).

The performance of multi-party network building blocks based on quantum repeaters and
quantum entanglement will be improved (Stage 4 TRL) through the development of core
technologies such as efficient and scalable interfacing with quantum memories, frequency
modulation, teleportation, entanglement purification, error correction, single photons, and
entangled light sources.

Also on the horizon are practical protocols and various types of efficient algorithms for quantum
networks, such as digital signatures, location-based verification, security sharing, and
anonymous data queries (Stage 6 TRL).

Demonstrations will be carried out for: long distance transmission through target tasks for
supporting QKD on test bed networks, trusted nodes, HAPs, and satellites (Stage 7 TRL);
realization of multi-nodal or inter-city network switches linked with components of infrastructure
(Stage 7 TRL); automated, autonomous QKD systems suitable for low-cost mass production
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(Stage 7 TRL); realization of QKD systems of 100 Mbps or faster that improve secure key rates
on urban streets (Stage 5 TRL); and networks based on quantum repeaters and quantum
entanglement beyond the ranges of direct communications (Stage 4 TRL).

Along with the prerequisite of visible and demonstrable security, hardware and software
developments, including device-independent protocols for realizing quantum entangled
networks, will be made (Stage 5 TRL). Quantum computing is facilitated by realizing quantum
dynamics — that is, transformations of a quantum state in time — for computational purposes.
Just as conventional electronic computing is done on circuits composed of logical gates,
transformation of a quantum state can be manipulated by a quantum circuit.

Quan' dle rar ormatior dll De achleved Ir omputationally equivaler DU
distin¢t ways. For example, a large-size entangled state can be exploited to transform 'another
quanthm state in a process called measurement-based quantum computing. Or)quantum
dynamics can be realized in continuous-time evolution, known as adiabatic quantumComputing.

Currept quantum technologies employ different means of realizing quantumidynamics. As yet,
howeyer, these "noisy intermediate-scale quantum" (NISQ) technologies.do fiot permit arbitrary
contrgl of quantum states with sufficiently high precision. The prospectofidesigning and byilding
quantpm computers has justifiably received a great deal of attention in recent years. Quantum
compliters are devices that exploit fundamental properties of quantum mechanics to rgsolve
specific problems that even a high-performance classical computer would otherwis¢ find
impogsible to solve. If such a device could demonstrate«that it can perform calculations
exporjentially faster than a classical computer, it would(achieve what is called "quantum
supremacy”.

The dqurrent generation of quantum computers relies on various platforms. Those of| most
interept to date include ion-trap systems, optical 'systems, cold-atom systems, silicon sygtems,
and spperconducting systems.

In general, two types have been creatéd so far: general-purpose quantum computers and
dedicated quantum computers.

A general-purpose quantum computer utilizes quantum bits to perform expandable, |fault-
tolerapt quantum computation; placing emphasis on the number of quantum bits and the fidelity
of the|logic gates.

A dedlicated quantum-computer exploits controlled single-body quantum systems to simulate a
multigody quantum_system, resulting in vastly superior, if not unsurpassable, performance
compared to classical computers. However, a dedicated quantum computer is limited to splving
specific kindsof‘problems, and no more.

The gomplexity and range of unsolved challenges of practical, general-purpose quantum
comptters, may compel researchers to focus their efforts on dedicated quantum computérs.

By numerous accounts, "quantum supremacy" has already been achieved by dedicated
quantum computers built with superconducting and optical systems, and progress has been
made in chemistry simulations. Ongoing developments in quantum computing, coupled with
improvements in quantum system accuracy, fidelity, and fault tolerance, strongly suggest a
roadmap of quantum computing potential.

Near-term efforts in quantum computing are anticipated to concentrate on realizing fault tolerant
quantum computation by improving the fidelity of quantum logic gates and the quantitative scale
of quantum bits.

Emphasis will likely be placed on implementing fault-tolerant quantum computation culminating
in general-purpose, error-correctable quantum computers that consist of hundreds of quantum
bits. However, it will be problematic to achieve precise parallel control of so many qubits. Other
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probable impediments are programmable lattice problems and medium-scale non-lattice
problems. Finally, specialized operating systems and software ecosystems will be necessary
for the practical use and sustained development of quantum computers.

The performance of logical qubits is expected to be improved through repetitive error
corrections of physical qubits, allowing for the development of quantum computers of hundreds
of qubits. These developments may then be deployed in the initial field tests of data centres,
for example.

Eventually, beyond 10 years, quantum computing systems will comprise hundreds or even
thousands of individual quantum computers (quantum simulators), making it possible to explore
quantpm fearning theories, New algorithms, and applications, and 1o solve the challenges of
error gorrections of benchmark quantum computing simulators and existing devicesqThat will
require an array of technologies and approaches.

Supeillconducting technologies can take advantage of advanced integrated cirCuit procgssing
technjques to achieve rapid expansion in the number of qubits. However, ther¢ are
shortqomings in the fidelity and coherence time of superconducting logic gates, and the difficulty
of physically wiring inter-qubit connections increases significantly with greater qubit numpers.

For syuperconducting systems, crosstalk becomes prominent as the number of quantum bits
incregdses. The performance of superconducting qubits is highly’ affected by the manufagturing
proceps and material defects. Therefore, microfabrication techniques and top-down chip design
will rgquire further development to precisely control the parameters of greater numbers of
quantpm bits. In addition, with the need for superconddcting quantum computers to operjate at
extremely low temperatures, next generation resources such as cooling systems will be ngeded
to acqommodate the thousands of quantum bits and.related wiring.

Nonefheless, while it is presently very difficult'to achieve global entanglement among all the
physi¢al bits, within the coming 10 years,.the number of qubits will reach 1 million while the
quantpm volume indicators will exceed 128. The concept of quantum volume emerged |a few
years|ago as developers and users grappled with how to evaluate the performance of the myriad
quanthm hardware technologies and‘their varying levels of operational fidelity.

lon-trap technology route has certain advantages in terms of physical bit quality and logi¢ gate
fidelity, as well as the ability to"operate at room temperatures. However, the level of integration
remaips the biggest challenge, with microfabrication technology considered to be the| most
feasile solution.

Much|work on ion=trap systems shows that motional heating limits the fidelity of quantum|gates
due tp electrical noise. To eliminate this effect, a deeper understanding of the mechpanism
behingd noisexgeneration is needed, and more suitable trap materials and surface cldaning
technjques need to be discovered. Future experiments will focus on enhancing the fid
multi-gubit quantum gates, increasing gate speed, optimizing two-dimensional ion-trap
and in i i i i i

Based on current progress, it can be predicted that the number of trapped-ion qubits will reach
60 in the next 10 years.

Optical quantum technology represents advantages in coherence time, room temperature
operation, high-dimensional entanglement manipulation, etc., and has natural advantages in
the realization of quantum information system interconnection.

However, a complete architecture of the quantum computer still needs to be developed and
hard bounds on the required performance of photonic components need to be studied. High-
brightness single-photon sources, entangled photon sources, and detectors need further
development. To achieve error correction, it is also necessary to study how to effectively control
many error correcting quantum circuits on the nanosecond time scale.
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The current pace of R&D suggests that the number of optical qubits will reach 200 within 10
years, a stage at which currently unsolvable problems will be successfully tackled, and the
milestone of "quantum supremacy" will have been achieved.

[Source: IEC White Paper Quantum Information Technology [38]]

4.4.3.2 Impacts to smart manufacturing

High density computing capability is assumed to influence smart manufacturing (e.g. asset
administration shells) in supporting substantially increased complexity fully integrated with Al
and security. However, this technology is still within the research phase and will require further
evolufiomttisanticipated-thatthefirstcommerciat-prototypedeptoymentswittbe5yearg to 10
years|away and its applicability towards smart manufacturing still needs to be proven-

Cybellsecurity aspects of smart manufacturing will require the security of the ¢ammunigation
netwdrk as well within smart manufacturing. It is generally believed that quantum netwprking
will cqntribute to this aspect. But also, further research is needed here.

4.4.3.8 Standardization needs

The guantum computing/networking is still in the research phase and this technology still hpeeds
further development.

4.4.4 Al chipsets/Tools
4.4.4.4 Description

Al chlps are the relevant technology and physi¢al’basis for the rapid development of {the Al
indus{ry. Today’s Al chips are based on traditional computing architectures, combined with
varioys hardware and software acceleration schemes. (Tsinghua University; Beijing Innoyation
Centédr for Future Chips, 2018) [39]. Figuret18 shows the Al industrial structure and technology
stack|
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SOURCE: Tsinghua University; Beijing Innovation Center for Future Chips. (2018, 12 10). White Paper on Al Chip
Technologies. Retrieved from Future Chips 2018, The Third Future Chips Forum; Reconfigurable Computing in a
new Golden Age: https://finadium.com/icfc-whitepaper-on-ai-chips/ Figure 1-1. Reproduced from [[39] with the
permission of Xiao ZHONG, Beijing Innovation Center for Future Chips.

Figure 18 — Al industrial structure and technology stack

However, due to the diversity of requirements, it is difficult to have any single design and
method that can be well applied to all kinds of Al usages. Al chips can mainly be classified into
three types: the first one is universal chips that can support Al applications efficiently through
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hardware and software optimization, such as graphics processor unit (GPU); the second one is
chips that focus on accelerating machine learning (especially neural networks and deep
learning), which is the most popular form of Al chips at present; the third one is the
neuromorphic computing chips inspired by biological brain (Tsinghua University; Beijing
Innovation Center for Future Chips, 2018).

Al technology is multi-layered, it runs through the application, algorithm mechanism, chip, tool
chain, device, process, and material technology levels. The Al chip itself is in the middle of the
whole chain, providing efficient support for applications and algorithms. See Figure 19.

Video/image: Face recognition, object detection, image generation, video analysis, video content audity.itnage
beautify, search by image, AR...

Sound and speech: Speech recognition, language synthesis, voice wake-up, voiceprint recognition, music
generation, intelligent sound box, intelligent navigation...

NLP: Text analysis, language translation, human-machine communication, reading comprehéension, recomendgtion
system...

Control: Autopilot, UAV, robotics, industrial automation...

Neutral network topology: Multi-layer perception (MLP), convolutional neural,Aetwork (CNN), recurrent neural
network (RNN), long short-therm memory (LSTM), spiking neural network (SNN)..}
Deep neural networks: AlexNet, ResNet, VGGNet, GooLeNet...
Neural network algorithms: Back propagation, transfer learning, reinfércement learning, one-shot learning,
adversarial learning, neural turing machine, STDP...
Machine learning algorithms: Support vector machine (SVM), K-nearest neighbor, Bayesian, decision tree, Markov
chain, adaboost, word embedding...

Chip performance optimizations: Optimization on efficieney,\lowpower, high-speed, flexibility, which are appligd
for deep learning accelerators and face recognition chipey

Neuromorphic chip: Brain-inspired computing, biolagical brain stimulation, brain mechanism simulation...
Programmable chips: Focusing on flexibility, programimability, algorithm compatibility, software compatibility, shich
as DSP, GPU, FFGA...

System-on-chip architecture: Multi-core, many-core, SIMD, arithmetic units array, memory interface,
network-on-chip, multi-chip-inter-connectionymemory interface, communication channels, multi-level cache...
Development tool-chain: Interface to deep.frameworks (tensoflow, caffe), compiler, simulator, optimizer
(quantization, pruning), atomic operatiofis, (network layers) library...

High brandwidth off-chip memory:HHBM, DRAM, high speed GDDR, LPDDR, STT-MRAM...
High speed interface: SerDes, optical communication
Bionic devices (artificial synapses, artificial neurons): Memristors

New computing devicesiAnalog computing, memory computing (In-memory computing)

On chip memory(synaptic array): Distributed SRAM, ReRAM, PCRAM, etc...
CMOS process; Process node (16, 7, 5 nm)

(LU ER LTI cMOS 3D stacking: 2.5D IC/SiP, 3D-stack technology, monolithic 3D, etc...
New techriologies: 3D NAND, flash tunneling FETs, FeFET, FinFET

Driven-by application requirements Driven by theoreticalinnovations
IEC

SOURCE: Tsinghua University; Beijing Innovation Center for Future Chips. (2018, 12 10). White Paper on Al Chip
Techndlogies. “Retrieved from Future Chips 2018, The Third Future Chips Forum; Reconfigurable Computihg in a
new Gplden.Age: https://finadium.com/icfc-whitepaper-on-ai-chips/ Figure 2-1. Reproduced from [39] with the
permisgion of Xiao ZHONG, Beijing Innovation Center for Future Chips.

Figure 19 — Overview of Al chip related technologies

For smart manufacturing use cases, Al processing from the cloud to the edge, cloud Al
computing versus edge Al computing requires the need of specifically designed Al applications.
Being able to handle big data is one of the most important considerations for Al chips and Al
applications. Furthermore, the software tools to support the Al chips are gaining in importance.
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There are several platforms for Al algorithm development, such as TensorFlow™ 3, Caffe4, etc.
building an integrated flow, which can seamlessly combine the Al model development and
training, hardware-independent and -dependent code optimizations, and automatic instruction
translation to Al chips. Finally, the Al chips in edge devices are an integral part of the whole
SoC systems, and ultimately the efficiency of hardware is expected to be reflected through the
complete chip functions. In this case, it is important to consider the optimization of the
architecture from the perspective of the whole system. Therefore, Al chips are often presented
as a heterogeneous system; special Al accelerators and other components such as CPU, GPU,
image signal processor (ISP), digital signal processor (DSP) work together to achieve the best
efficiency.

4.4.4;E—meﬂ—(c-s-muﬂ-mmﬁutu.i..5
For sqnart manufacturing, the collaboration between cloud and edge Al chips and applications

is ong of the major challenges. The present collaborative pattern for cloud and edge - devigces is
to traip the neural network on the cloud and use edge devices for inference. With'the incrgasing
capal]ility of edge devices, more and more computing workloads are executed on the|edge
devicgs. The collaborative training and inference among cloud and edge deyices will be ¢pne of
the mpst important questions to be answered.

In the[future, more and more edge devices will need to have a certain "learning" ability to|train,
optim|ze and update models locally based on the collected new data. This will also put forward
some |new requirements for edge devices and the entire Al implementation system.

Al is| probably the most promising technology for~a successful introduction of gigital
transfprmation in the industry besides 5G and edge/cloud-computing.

The added value from Al in industry 4.0 (14.0) can’be marked in the four major areas of real-
time fecision making, cost reduction, operation reliability, and security enhancement. In
additipn, many other use cases such as ‘self-optimizing-production, automated invégntory
management, efficient production visibility;setc. can be implemented. One of the most copnmon
applidations of Al for manufacturing is.predictive maintenance to formulate predictions. Higher
level jn quality can be achieved with the use of Al algorithms developed through mgchine
learnipg, and manufacturers can(b& alerted of initially minor issues causing quality drops,
similaf to the way alerts are created for predictive maintenance. As the adoption of robotics in
manufacturing increases, Al will'play a major part in ensuring the safety of human personpel as
well ap giving robots more responsibility to make decisions that can further optimize processes
based on real-time datalcollected from the production floor. Manufacturers can also make use
of Al ijn the design phase. Al permeates the entire 14.0 ecosystem and is not only limited [to the
produgtion floor. One~example of this is the use of Al algorithms to optimize the supply cHain of
manufacturing opérations and to help them better respond to, and anticipate, changes |n the
markgt. Figure20 (PwC [40], page 2) shows a broad definition of Al.

3 TensorFlow™ is a free and open-source software library for machine learning and artificial intelligence. TensorFlow
is trademarked by Google LLC. This information is given for the convenience of users of this document and does
not constitute an endorsement by IEC of this software library.

Caffe (Convolutional Architecture for Fast Feature Embedding) is a deep learning framework, originally developed
at University of California, Berkeley. It is open source, under a BSD license. This information is given for the
convenience of users of this document and does not constitute an endorsement by IEC of this learning framework.
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SOURCE: PwC. (2017). Exploiting the AL\ Revolution; What's the real value of Al for your business and how gan you
capitalise? Retrieved from Sizing thel prize: https://www.pwc.com/gx/en/issues/analytics/assets/pwc-ai-afalysis-
sizing-?Fwe-prize-report.pdf. Reproddced from [40] with the permission of Anand Rao, Pricewaterhouse(oopers
Internagional Limited.

Figure 20 — Defining Al, PwC broad definition Al

4.4.48 Standardization needs

At pré¢sent, there is no strict and widely accepted standard for the definition of Al thips.
Standards~will eventually appear within the next years, and standardization will stabilige the
numberdand specialties of architectures and ensure interoperability among the different
vend isati ' ' aries,
taxonomies, ontologies and interfaces are key to creating interoperability between the different
technologies involved. In addition to technology standardization, ethics guidelines for
trustworthy artificial intelligence plays an important role in creating an environment of trust for
the successful development, deployment and use of Al (High-Level Expert Group on Artificial
Intelligence, 2019) [41].

4.4.5 5G fixed networks
4.4.51 Description

The development of fixed networks has been driven by business needs and supported by
technological advancements. First came the narrowband era supported by public switched
telephone network (PSTN)/integrated services digital network (ISDN) with data speeds of
64 Kbps. This was followed by ADSL (asymmetric digital subscriber line) -based broadband
(10 Mbps), very high-speed digital subscriber line (VDSL)-based ultra-broadband
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(30 Mbps to 200 Mbps), and then 100 Mbps enabled by Gigabyte/Ethernet passive optical
networks (GPON/EPON), with speeds ranging from 100 Mbps to 300 Mbps. The current
technology is 10G passive optical network (PON)-driven gigabit ultra-fast broadband. In the
future, it is forecasted a 10G era based on 50G PON driven 6th generation fixed network (F6G).
Figure 21 shows the evolution of fixed networks.
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Figure 21 — Evolution‘of fixed networks
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[I-fibre connection) The comprehensive coverage of fibre optic infrastructure will slyipport
iquitous conpections, including connections to every home, machine, room, and
sktop. Thissin‘turn will support the expansion of vertical industry applications, a ten-fold

even

s increase in service scenarios, and a 100-fold increase in the number of connedtions,
and thusenable the era of fibre optic connectivity.

e Ultimate’ experience: F6G will combine with network slicing and built-in Al on the ngtwork

sidéyvsupporting zero packet loss and microsecond latency. In conjunction with

cloud

platform Al + big data-based intelligent operations & maintenance (O&M), this will meet
users’ service requirements. F6G will continue to optimize the home device experience and
reduce Wi-Fi latency, improving user experience for applications like 8K video, interactive
games, and holographic application in different vertical industries.

These three key features of F6G will enhance user experience on the manufacturing shop floor
by introducing high resolution images, holographic manufacturing simulations, etc. Meanwhile,
F6G will help optical fibre networks overcome traditional industry barriers and rapidly penetrate
various sectors like enterprise, transportation, security, and campuses. It will help industries

transform digitally.
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