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INTERNATIONAL ELECTROTECHNICAL COMMISSION

MEDICAL DEVICE SOFTWARE -

Part 3: Process reference model of medical
device software life cycle processes (IEC 62304)

EQREWORD
1) Thqg International Electrotechnical Commission (IEC) is a worldwide organization for standardizatipn comnfprising
all |national electrotechnical committees (IEC National Committees). The object of IEC ¢is\to pfromote

rnational co-operation on all questions concerning standardization in the electrical and electronic figlds. To

thig§ end and in addition to other activities, IEC publishes International Standards, Technical Specifigations,
Tedhnical Reports, Publicly Available Specifications (PAS) and Guides (hereafter~teferred to ap “IEC
Puljlication(s)”). Their preparation is entrusted to technical committees; any IEC Natiomal"\Committee int¢rested
in fhe subject dealt with may participate in this preparatory work. International, "governmental and non-
governmental organizations liaising with the IEC also participate in this preparation) IEC collaborates [closely
with the International Organization for Standardization (ISO) in accordance <with conditions determiphed by

2) Thqg formal decisions or agreements of IEC on technical matters express, as_nearly as possible, an interrjational
ensus of opinion on the relevant subjects since each technical «coammittee has representation ffom all

3) IEQ Publications have the form of recommendations for international use and are accepted by IEC National
Corpmittees in that sense. While all reasonable efforts are madesto ensure that the technical content|of IEC
Publications is accurate, IEC cannot be held responsible(forvthe way in which they are used or for any

rder to promote international uniformity, IEC Natiehal Committees undertake to apply IEC Publigations
trarjsparently to the maximum extent possible in their national and regional publications. Any divgrgence
betjveen any IEC Publication and the corresponding(national or regional publication shall be clearly indiqated in

thellatter.
5) IE(Q itself does not provide any attestation -of/conformity. Independent certification bodies provide conformity
assessment services and, in some areas, -access to IEC marks of conformity. IEC is not responsible for any

seryices carried out by independent certification bodies.
6) All hisers should ensure that they have-the latest edition of this publication.

7) No [liability shall attach to IEC orits directors, employees, servants or agents including individual expefts and
members of its technical committees and IEC National Committees for any personal injury, property danjage or
other damage of any nature whatsoever, whether direct or indirect, or for costs (including legal feds) and
expenses arising out of ‘the* publication, use of, or reliance upon, this IEC Publication or any other IEC
Puljlications.

8) Att¢gntion is drawn {o the Normative references cited in this publication. Use of the referenced publications is
indispensable forthe correct application of this publication.

9) Attgntion is drawn to the possibility that some of the elements of this IEC Publication may be the sulbject of
patent rights.NEC shall not be held responsible for identifying any or all such patent rights.

The npainr task of IEC technical committees is to prepare International Standards. Howe)er, a
tech:@wwmmm&wmmcdected

data of a different kind from that which is normally published as an International Standard, for
example "state of the art".

IEC TR 80002-3, which is a technical report, has been prepared by a Joint Working Group of
subcommittee 62A: Common aspects of electrical equipment used in medical practice, of IEC
technical committee 62: Electrical equipment in medical practice, and ISO technical
committee 210: Quality management and corresponding general aspects for medical devices.
It is published as a double logo standard.
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The text of this technical report is based on the following documents:

Enquiry draft Report on voting
62A/918/DTR 62A/928/RVC

Full information on the voting for the approval of this technical report can be found in the
report on voting indicated in the above table. In ISO, the technical report has been approved
by 14 P members out of 16 having cast a vote.

This publication has been drafted in accordance with the ISO/IEC Directives Part 2 and in
accorflance with ISO/IEC 24774, Systems and software engineering — Life cycle manggement
— Guiglelines for process description.

A list|of all parts of the IEC 80002 series, published under the general title Medical device
software, can be found on the IEC website.

The dommittee has decided that the contents of this publication will remain unchanged until
the sfability date indicated on the IEC web site under "http://wegbstore.iec.ch” in thg data
related to the specific publication. At this date, the publication will be
e reponfirmed,

e withdrawn,

e replaced by a revised edition, or

e amended.

A bilingual version of this publication may be_issued at a later date.
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INTRODUCTION

0.1 Background

Software is often an integral part of medical device technology. Establishing the safety and
effectiveness of a medical device containing software requires well designed software that
fulfils its purpose without causing any unacceptable risks. Following an internationally
approved set of software development practices provides one way of achieving this.

This technical report (TR) provides a framework of life cycle processes supporting the safe

Ad—mai 6—0 i j : o6 o model
ts of
ISO/IEC 24774:2010, Systems and software engineering — Life cycle management —
Guidglines for process description.

This TR presents the PRM for medical device software development as a result of integrating
requinements from IEC 62304:2006 and from the international standard _of\software lifefcycle

This TR is aimed at medical device software developers who can dsg'it for realizing the |set of
requinements they have to achieve to be compliant with IEC 62304:2006 in the scope pf the
safetyl class of the medical device software they are developing. Each process outcome pith a
corregponding safety class is a requirement in IEC 62304:2006. The process outqomes
witholit a corresponding safety class are based only on/ISO/IEC 12207:2008. These prpcess
outcomes provide additions that are beneficial when achieving the purpose of the procegs and
could|be regarded as a valuable contribution to safety-critical software developmeni. The
PRM [may also be used to provide a common basis for different models and methogls for
procegs assessment, ensuring that the results‘of the assessments can be reported in a
common context. Assessors who are concerped with examining medical device software
procegses can use the PRM as an agreed list'of IEC 62304 process outcomes to inform| audit
check| listing and reporting.

The process descriptions in the PRM, incorporate a statement of the purpose of the prpcess
which|describes at a high level the overall objectives of performing the process, togethgr with
the sg¢t of outcomes which demenstrate the successful achievement of the process puipose.
Thesg process outcomes ar€ the software life cycle process requirements — the statements of
the oyerall goal of performing the process. In any process description, the set of prpcess
outcomes are necessaryand sufficient to achieve the purpose of the process.

A manufacturer ofi.a“medical device software system is required to assign a software safety
class |(A, B, or E)according to the possible effects on the patient, operator, or other geople
resulting fromra‘hazard to which the software system contributes, described in greater [detail
in IEQ 62304:2006. The software safety classes are assigned based on severity as follows:

— Clpass’A: no injury or damage to health is possible;

Class B: non-serious injury is possible;

— Class C: death or serious injury is possible.
0.2 Organization of this technical report

This TR is organized to follow the structure of IEC 62304. Annex A describes the development
of the TR in greater detail. Annex B provides a mapping from IEC 62304 clauses together with
their safety classes to the corresponding ISO/IEC 12207:2008 processes. The life cycle
processes of the PRM for medical device software development are described in terms of
process name, process purpose and the corresponding process outcomes. The outcomes
marked with an “[ISO/IEC 12207]" at the end of the outcome statement are derived from
ISO/IEC 12207:2008, with no directly corresponding requirement in IEC 62304. Users of this
PRM who wish to examine only the IEC 62304 requirements can elect to disregard the
outcomes that are based only on ISO/IEC 12207:2008.
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cope

This gart o , Which 1S a technical repor , provides the description of software

life cycle processes for medical devices. The medical device software life cycle process
derivgd from IEC 62304:2006, with corresponding safety classes. They have been a

with t

This TR does not address:

— ar
re

— FIA guidance documents; or
— software development tools.

This TR describes the PRM for medical device software development and is limited in
to thg life cycle processes described in IEC 62304:2006. The process names correspd

those

between IEC 62304:2006 (which is based on(ISO/IEC 12207:1995) and ISO/IEC 12207

devel

This
certifi

2 N

The fq
are in
undat
amen

IEC 6

bas already covered by existing related standards, e.g. the international standard
ate to the four standards used to build this TR (see Bibliography);

of IEC 62304:2006. The mappings provided in Annex B are essential for the alig

bped to address the detailed normative relationship between the two standards.

echnical report is not intended to be used as the basis of regulatory inspecti
cation assessment activities.

lormative references

dispensable for-its application. For dated references, only the edition cited applie
bd references, the latest edition of the referenced document (including
iments)-applies.

P304:2006, Medical device software — Software life cycle processes

s are
igned

ne software development life cycle processes of ISO/IEC 12207:2008 and~are  presented
herein in full compliance with ISO/IEC 24774:2010. The content of these three stan
provides the foundation of this TR.

dards

s that

scope
nd to
hment
2008,

on or

llowing documents, in whole or in part, are normatively referenced in this document and

5. For
any

ISO/IEC 12207:2008, Systems and software engineering — Software life cycle processes

3 Terms and definitions

For the purposes of this document, the terms and definitions given in IEC 62304:2006 apply.

NOTE To be consistent with the requirements for developing a PRM, the guidelines set forth in ISO/IEC 24774
were followed. Having a dedicated software risk management process enables the software developers to realize
the set of requirements they have to adhere to when developing software for medical devices. This PRM also
enables the medical device software developers to determine the requirements necessary to develop software for a
specific safety class. The PRM presented in this TR includes only the software risk management requirements of
ISO 14971 that are a part of IEC 62304. The software risk management terminology is therefore derived directly
from ISO 14971. For the purposes of this TR, the software development-related terms and definitions used are
inherited from IEC 62304.
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4 M

4.1
411
4.1.1.

edical device software life cycle processes

Software development process
Software development planning

1 Purpose

The purpose of software development planning (IEC 62304, 5.1) is to establish a plan for

condu

4.1.1.2—Outcomes

The s
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dag

cting the activities of the software development processes.

Liccessful implementation of software development planning shall ensure that;

software development plan is established for the software developmentappropri
b scope, magnitude, and software safety classification of the _software sy
asses A, B, CJ;

TE 1 The software development plan includes the description of the _development processg
iverables from the processes (including documentation), software configuration and change mana
Cluding SOUP configuration items and software used to support development), and software ¢
olution.

b software development plan addresses how traceability. between system requiren
ftware requirements, software system test and risk~control measures is estab
asses A, B, CJ;

b software development plan is maintained “hroughout the software life
asses A, B, CJ;

b software development plan references system design and develo
asses A, B, CJ;

b software development plan includes or references the standards, methods and
sociated with the development of séftware items for Class C [Class C];

b software development plan.ingludes or references an integration strategy for so
its, including SOUP [Classes B, CJ;

b software development plan includes or references a verification st
asses A, B, Cj;

TE 2 Verification strategy includes ensuring that all activities and tasks are complete along with
bociated documentation.

software development plan includes or references a risk management plan, inc
plan to manage risks relating to SOUP [Classes A, B, CJ;

=}
-
Y
>

b soffware development plan includes or references a strategy identifyin
cumentation to be produced during the software development life cycle, an

hte to
stem.

s, the
pement
roblem

hents,
ished

cycle
bment
tools
tware
ategy
all the
uding

y the
d the

st

ndards to be applied for the development of the software documeqtation

[C

A . Pt |
assSes A, b, CT;

j) the software development plan includes or references a configuration management plan

[C

lasses A, B, CJ;

NOTE 3 The software configuration management plan includes or references:

the classes, types, categories or lists of items to be controlled;

the software configuration management activities and tasks;

the organization(s) responsible for performing software configuration management and activities;
their relationship with other organizations, such as software development or maintenance;

when the items are to be placed under configuration control;

when the problem resolution process is to be used;

vii) software configuration items that include other software products or entities such as SOUP.


https://iecnorm.com/api/?name=dc2303c028a8dbf45baa5a4cc2ce10c7

-8- IEC TR 80002-3:2014 © IEC 2014

k) the software development plan includes or references the supporting items or settings
used to develop medical device software requiring control [Classes B, CJ;

I) The software development plan includes the plan to place configuration items under
documented configuration management control before they are verified [Classes B, C].

4.1.2 Software requirements analysis
4.1.21 Purpose

The purpose of software requirements analysis (IEC 62304, 5.2) is to establish the
requirements of the software elements of the system.

4.1.2.p Outcomes

A sucfEessful implementation of software requirements analysis shall ensure that:

a) the requirements allocated to the software system and their interfdces are dg¢fined
[Classes A, B, CJ;

b) sdftware requirements are analyzed for correctness and testability [Classes A, B, CJ;

c) thp impact of software requirements on the operating enxironment are undefstood
[Classes A, B, CJ;

d) cqnsistency and traceability are established between the’ software requirements and
sylstem requirements [Classes A, B, CJ;

e) prjoritization for implementing the software requiremefts is defined [ISO/IEC 12207];

f) the existing requirements, including system requirements, are updated as appropriat¢ as a
regult of software requirements analysis [Classes A, B, CJ;

g) cHanges to the software requirements are, evaluated for cost, schedule and technical
impact [ISO/IEC 12207];

h) thp software requirements are baselined and communicated to all affected parties
[I$O/IEC 12207];

i) rigk control measures implemented in software for hardware failures and pofential
sdftware defects are included in the software requirements [Classes B, CJ;

NQTE 1 Software architecture.implements the defined risk management requirements.

NQTE 2 Software safetysclass is assigned to software items based on the possible effects of the hazarg.

j) megdical device risk“analysis is re-evaluated and updated as appropriate when software
reguirements are.established [Classes A, B, C].

41.3 Software architectural design

4.1.3./ Purpose

The nnnnnnn f cofbvwara orohitan
T POSC O SoTtwarc—arcrite T

software that implements and can be verified against the requirements.

ol Aocian (10 029204 B 2\ 1o oravadaao daoacian F:)r the
toTar OC STy (O Oz 009, O o 1o (O pPproviaC—a Ot oStgr—

4.1.3.2 Outcomes
A successful implementation of software architectural design shall ensure that:
a) a software architectural design is developed and baselined that describes the software

items, including SOUP, that will implement the software requirements [Classes B, CJ;

b) in the case of SOUP items, all functional and performance requirements shall be
specified, including hardware and software requirements of the system [Classes B, CJ;

NOTE 1 Examples include processor type and speed, memory type and size, system software type,
communication and display software requirements.

c) internal and external interfaces of each software item are defined [Classes B, CJ;
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d)

e)

f)

consistency and traceability are established between software requirements and software
design [ISO/IEC 12207];

the effectiveness of the segregation between the software items that is essential to risk
control is identified and ensured [Class C];

NOTE 2 An example of segregation is to have software items execute on different processors. The
effectiveness of the segregation can be ensured by having no shared resources between the processors.

software architecture implements system and software requirements, including those
relating to risk control [Classes B, C].

41.4 Software detailed design

4.1.4.4 Purpose

The gurpose of software detailed design (IEC 62304, 5.4) is to provide a desigh for the

software detailed enough to permit coding and testing.

4.1.4.p Outcomes

A sucfessful implementation of software detailed design shall ensure-that:

a)
b)
c)
d)

e)

4.1.5 Software unit implementation and verification

4.1.5 Purpose

the software architecture is refined into software units [Classes\B, CJ;
a fetailed design of each software unit of the software item<s developed [Class C]J;
efternal interfaces of each software unit are defined [Class CJ;

cdnsistency and traceability are established bétween the detailed design ang the
reguirements and architectural design [ISO/IEC_12207];

a |[detailed design is verified and documented. 10 ensure that it implements and dogs not
cqntradict the software architecture [Class €].

The purpose of software unit implementation and verification (IEC 62304, 5.5) is to prpduce

execUtable software units that properly reflect the software design.

4.1.5.p Outcomes

A sudcessful implementation of software unit implementation and verification shall ensure

that:

a)

sdftware-units defined by the design are produced [Classes A, B, CJ;

NQTE I~~For Class A medical device software developers, it is not necessary to base software unifs on a
software design.

verification criteria are defined for all software units against their requirements
[Classes B, CJ;

NOTE 2 Where verification is done by testing, the test procedures are evaluated for correctness.

consistency and traceability are established between software units and requirements and
design [ISO/IEC 12207];

software unit acceptance criteria prior to their integration into larger software items are
established and it is ensured that software units mee the acceptance criteria
[Classes B, CJ;

additional software unit acceptance criteria for Class C medical device software are
established and it is ensured that Class C medical device software units mee the criteria
[Class C];
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f) verification of the software units against the requirements and the design is accomplished
and documented [Classes B, C].

4.1.6 Software integration and integration testing
4.1.6.1 Purpose

The purpose of software integration and integration testing (IEC 62304, 5.6) is to combine the
software units producing integrated software items, consistent with the software design, that
demonstrate that the functional and non-functional software requirements are satisfied on an
equivalent or complete operational platform.

4.1.6.2 Outcomes
A sucfEessful implementation of software integration and integration testing shall énsure that:

a) sdftware items defined by the integration strategy are produced [Classes.B, C];
b) sdftware items are verified using the defined criteria [Classes B, C]J;

c) the hardware and software items and support for manual operation ‘are integrated info the
syistem [Classes B, CJ;

d) infegrated software items are tested and the results of integration testing are recprded
[Classes B, CJ;

NQTE 1 Examples to be considered in integration testing: i) the‘required functionality of the software, ii)
implementation of risk control measures, iii) specified timing and, other behaviour, iv) specified functioning of
internal and external interfaces, and v) testing under abnormal‘conditions including foreseeable misuse.

NQTE 2 Integration test records permit the test repeatability including: i) the test results (pass/fail anld a list
onlanomalies), and ii) identification of the tester.

e) vdrification criteria for software items ate developed that ensure compliance with the
sdftware requirements allocated to the.items [Classes B, CJ;

f) cgnsistency and traceability are established between software design and software |items
[I$O/IEC 12207];

g) a|regression strategy is developed and applied for re-verifying software items when a
change in software units:(including associated requirements, design and code) |occur
[Classes B, CJ;

h) arjomalies found during software integration and integration testing are managed in
agcordance with thie software problem resolution process [Classes B, C].

4.1.7 Software system testing
41.7/ Purpose

The fgurpose of software system testing (IEC 62304, 5.7) is to confirm that the integrated
software system meets its defined requirements.

4.1.7.2 Outcomes
A successful implementation of software system testing shall ensure that:

a) criteria for the integrated software is developed that demonstrates compliance with the
software requirements [Classes B, CJ;

NOTE 1 A set of tests is established, expressed as input stimuli, expected outcomes, pass/fail criteria and
procedures for conducting software qualification testing.

b) integrated software is verified using the defined criteria [Classes B, CJ;

NOTE 2 A set of tests is conducted for software system testing, such that all software requirements are
covered.
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c) anomalies found during the software system testing process are managed in accordance

wi

th the software problem resolution process [Classes B, CJ;

d) a regression strategy is developed and applied for retesting the integrated software when
a change in software items is made [Classes B, CJ;

NOTE 3 A regression strategy can demonstrate that unintended side effects have not been introduced.

e) when changes to software items are made during software system testing, relevant risk
management activities are performed [Classes B, CJ;

f) software system testing is verified [Classes B, CJ;

NOTE 4 Verification covers: i) the appropriateness of verification strategies and test procedures, ii)

tra
red

g) te

N(
idg

41.8
4.1.8.

The ¢
produ

4.1.8.
A suc
a) th

NG

NG
ve

b) kn
c) th
ur
d) th
ef

).

P4
4.2

NOTE

9

uirements in verification testing, and iv) ensuring that the test results meet the required pass/fail critg

5t results are recorded to permit test repeatability [Classes B, C].

TE 5 Software system test records contain the test results (pass/fail and a list_ of.anomalig
ntification of the tester.

Software release
g Purpose

urpose of software release (IEC 62304, 5.8) is to confirm that each software
ct and/or service of a process or project properly reflects\the specified requirement

P Outcomes

Cessful implementation of software release shall'ensure that:

> completeness of software verification isgensured [Classes A, B, CJ;
TE 1 Verification activities include evaluation of the results prior to software release.

TE 2 When re-releasing software produets (in the case of problem or modification resolution) s
ification is required for all safety classifications [A, B, C].

own residual anomalies arelidentified and recorded [Classes B, CJ;

e evaluation of all known residual anomalies and their potential contribution
acceptable risk is ensured [Classes B, CJ;

sured [ClassesB/C];

sults of thewverification activities are made available to the customer and other iny
rties [ISOUEC 12207].

Software maintenance

The software maintenance process in this document is a specialization of the maintenance pro

pftware
ria.

s) and

work

[

pftware

to an

e completeness oftall activities and tasks along with the associated documentation is

olved

tess of

ISO/IE

19Z00 [#]. UsSCls Cdll TOTTSTaeT bldilllillg COonmoriance 10 uie ToZo0 Process rdatriel 1ialt e pro

ISO/IEC 12207:2008.

NOTE 2 The software maintenance process of this document is compatible with ISO/IEC 14764:2006 [2].

4.21

Purpose

ess in

The purpose of the software maintenance process (IEC 62304, Clause 6) is to provide cost-
effective support to a delivered software product.

NOTE Pre-delivery software maintenance activities include planning for post-delivery operations, supportability,
and logistics determination. Post-delivery activities include software modification and operational support, such as
training or operating a help desk.

422

Outcomes

A successful implementation of the software maintenance process shall ensure that:
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a maintenance strategy is developed to manage modification of products, including SOUP
items, according to the release strategy [Classes A, B, C];

NOTE 1 Procedures for receiving, recording, evaluating, resolving and tracking problem reports and
modification requests from the users are established.

NOTE 2 The use of a risk management process and software configuration management process for
management changes and modifications is addressed.

NOTE 3 Procedures to evaluate and implement the upgrades, bug fixes, patches and obsolescence of SOUP
are defined.

all feedback is monitored, documented and evaluated to ensure that system and software
documentation is updated as needed [Classes A, B, CJ;

impacts of problem reports on safety are analysed [Classes A, B, C];

NQTE 4 Each problem report is evaluated to determine how it affects the safety of a released spftware
system,

the impact of changes to the existing system on organization, operations. or interfacgs are
identified [Classes B, CJ;

chHange requests that modify released software system, incldding the assogiated
dgcumentation, are evaluated and approved [Classes A, B, C]J;

the software system modification is communicated to all affected parties [Classes A, |B, CJ;

NQTE 5 These modifications include the communication about the censequences of continued unchanged
use of the released software as well as guidelines of installing the chiahges to the released software.

mpdified software is developed with associated tests. that demonstrate that requirements
are not compromised [Classes A, B, CJ;

NQTE 6 Requirements of software changes relating to\safety are handed over to software risk management
prgcess.

sdftware upgrades are migrated to the customer’s environment [ISO/IEC 12207].
Software risk management

1 Purpose

The durpose of the software_risk management process (IEC 62304, Clause 7) is to gnsure

that a]l hazards related to software are addressed.

4.3.2 Outcomes

A sucfessful implementation of the software risk management process shall ensure that:

a)

sdftware.items that could contribute to a hazardous situation are identified [Classes B, CJ;

NQTE,1_JThe hazardous situation could be the direct result of software failure or the result of the faildre of a
risk-centrol measure that is implemented in software.

potential causes of contribution to a hazardous situation are identified [Classes B, CJ;

NOTE 2 Potential causes include: a) incorrect or incomplete specification of functionality, b) software defects
in the identified software item functionality, c) failure or unexpected results from SOUP, d) hardware failures or
other software defects that could result in unpredictable software operation, and e) reasonably foreseeable
misuse.

published SOUP anomaly lists are evaluated [Classes B, CJ;

NOTE 3 The SOUP anomaly lists are evaluated to determine if any of the anomalies result in a sequence of
events that could result in a hazardous situation.

potential causes of contribution to a hazardous situation are documented [Classes B, CJ;

NOTE 4 The potential causes are documented in a risk management file.

sequences of events that could result in a hazardous situation are documented
[Classes B, CJ;
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4.4

NOTE 5 The potential causes are documented in a risk management file.

risk control measures are defined for each documented potential cause of software item
contributing to a hazardous situation [Classes B, C]J;

NOTE 6 The risk control measures can be implemented in hardware, software, the working environment or
user instruction.

risk control measures that are implemented as functions of software items are included in
software requirements and a software safety class is assigned to the software items
[Classes B, CJ;

NOTE 7 The software safety class of the software item is assigned based on the possible effects of the
hazard that the risk control measure is controlling.

NQTE 8 The software item is developed in accordance with the software development processes.

the implemented risk control measures are verified and the verification is [documented
[Classes B, CJ;

the implemented risk control measures are evaluated to identify any new sequenges of
eVents that could result in a hazardous situation [Classes B, CJ;
NQTE 9 The identified new sequences of events are documented in the risk management file.

the traceability of software hazards is established and documented [Classes B, CJ;

NQTE 10 The traceability from a) the hazardous situation to the softwvare item, b) the software item| to the
specific software cause, c) the software cause to the risk control measuré, and d) the risk control measure to
thqg verification of the risk control measure.

cHanges to medical device software are analyzed<to determine if additional pofential
cduses contributing to a hazardous situation thab require additional software risk dontrol
measures are introduced [Classes A, B, CJ;

the impact of software changes, including changes to SOUP, on existing risk control
measures is analysed [Classes B, CJ;

relevant risk management activities are performed based on the impact analyses pf the
sdftware changes [Classes B, C].

Software configuration management

NOTE | The software configuration_mianagement process is a specialization of the configuration management

proces$ from the project process group in ISO/IEC 12207:2008.

4.41 Purpose

The purpose of the software configuration management process (IEC 62304, Clause 8) is to
establish and maintain the integrity of the software items of a process or project and [make

them pvailable-to concerned parties.

4.4.2 Qutcomes

A suctessfut illlpicmclltaiiun of the—software buufigulatiun llldllagclllcni PTOCESS stratt<ensure
that:
a) items generated by the process or project are identified, defined and documented

[Classes A ,B, CJ;

NOTE 1 In case of a SOUP configuration item, its details are documented, including the title, the developer
and the unique SOUP designator of each SOUP configuration item used.

the set of configuration items and their versions that comprise the software system
configuration are documented [Classes A, B, C];

modifications to the configuration items are implemented and the releases of the items are
controlled [Classes A ,B, CJ;

NOTE 2 Changes to configuration items are made only in response to approved change requests while
modifications to the existing system are managed through the software configuration management process.
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NOTE 3 Modified software items are implemented and verified; and an audit trail exists, whereby each
modification, the reason for the modification, and authorization of the modification can be traced.

NOTE 4 Activities that need to be repeated as a result of the change, including changes to the software
safety classification of software system and software items, are identified and performed.

m
th

odifications and releases are made available to affected parties [ISO/IEC 12207];
e status of the items and modifications are recorded [Classes A ,B, CJ;

NOTE 5 The records of controlled configuration items include system configuration.

th
th

NQTE 6 The procedures and the environment used to create released software are documented.

NQTE 7 The documentation archiving time is determined as being the longer of: the lifetime of ‘the de
thg time specified by the relevant regulatory requirements.

NQTE 8 The version of the released software is documented.

1

that a

4.5.2

A suc

a)

problems are recorded, identified and classified based on the type, scope and crit
[lasses A, B, CJ;

NQTE 1 Problem reports include actual or-potential adverse events, and deviations from specifications

NQTE 2 Any change of safety class in the software system or its software items is identified.
problems are analyzed and assessed to identify acceptable solution(s), and the reco
problem analysis and assessment are maintained [Classes A, B, CJ;

NQTE 3 Change requestsifor actions needed to correct identified problems are created, or the ratior
taking no action is documented.

problem’s relevance to safety is evaluated using the software risk management pr
[Classes A, B, CJ;

NQTE 4 The outcome of the evaluation is documented and a change request for action needed to corf
prgblem is.created, or else the rationale for taking no action is documented.

re

[Glasses A, B, CJ;

e completeness and consistency of the items is ensured [ISO/IEC 12207];
e storage, handling and delivery of the items are controlled [Classes B, C].

Software problem resolution

Purpose

]l discovered problems are identified, analyzed, managed-and controlled to resoluti

Outcomes

cessful implementation of the software problem resolution process:

evant parties are advised of the existence of the problem as appro

vice or

nsure
bn.

cality

rds of

ale for

pcess

ect the

priate

problem resolution is implemented in accordance with the software configu

m

anagement and software system testing processes [Classes A, B, C]J;

NOTE 5 The results of the retesting include:

i)

i)
iii)
iv)
v)

vi)

test results;

anomalies found;

the version of software tested;

relevant hardware and software test configurations;
relevant test tools;

date tested; and

vii) identification of the tester.

ration

the records of problem reports, problem resolutions and their verification are maintained
[Classes A, B, CJ;
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NOTE 6 The risk management file is updated if necessary.
the status of all problems reported and trends across problems are known
[Classes A, B, CJ;

NOTE 7 The software problem resolution process could be used or easily adapted to manage, track and
control software change requests.

problems are tracked to closure in accordance with the software configuration
management process [Classes A, B, CJ;

NOTE 8 Adverse trends are reversed.

the records of testing, retesting or regression testing after software change are retained
[ lasses A’ R’ {‘]

NQTE 9 The test documentation includes: i) test results, ii) anomalies found, iii) the version of.the spftware
tedted, iv) relevant hardware and software test configurations, v) relevant test tools, vi) date tested, and vii)
idgntification of the tester.
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Annex A
(informative)

Development of this technical report

2014

Figure A.1 illustrates how the two standards used for building the PRM for medical device

software development (IEC 62304:2006 and

ISO/IEC 12207:2008) present requirements

within their process descriptions (the process elements containing the requirement are dotted
in Figure A.1). The process requirements in IEC 62304:2006 are presented at the activity
level. IEC 62304:2006 does not provide process descriptions through a process purpose

statement. In ISO/IEC 12207:2008, requirements are described on both activity and/o

levels
stand
many
sente

logicgl sequence of activities in which these requirements could be achieved in a sof

devel

ards, requirements described in one activity or task can contain the developm
hce statements focusing only on one requirement at a time. Process outcomes ar

bpment life cycle.

task

after the purpose and the outcomes of the process are described. In both of [these
ent of
various results. Based on ISO/IEC 24774, the process outcomes should bg one
e in a

tware

ISO/IEC 12207

IEC 62304

Process purpose

Activity

Process name

Activity

In the
requin
ISO/IE
requin
with i
the g
requir

IEC

Figure A.1— Requirements in process elements
of IEC' 62304:2006 and ISO/IEC 12207:2008

ements in |EC 62304:2006 were mapped against the process outcoms

ement, it‘was adopted in the PRM for medical device software development tog
s safety.class. In the case of a process outcome without a corresponding safety
rocess. outcome is derived from ISO/IEC 12207:2008 without a correspg
ement in IEC 62304:2006. The informal and exemplary information of IEC 62304

was i

'mnrpnrafnrl into_the PRM in the form of notes related to the r‘nrrncpnnding P

1709/14

PRM for the medical device software development, the software development prpcess

s of

FC 12207:2008: If a corresponding outcome existed that mapped to an IEC $2304

ether
class,
nding
:2006
cess

outcome.
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\ Process outcome |

Medical device software development PRM

IEC 62304 ISO/IEC 12207
| Software development specific requirement I Compared and ... > Software development specific requirement
| Risk management specific requirement i -
... integrate to

The s
IEC 6
ISO/IH

IEC

Figure A.2 — Development of process outcomes
for medical device software development PRM

software risk management, do not directly map to ISO/IEC 12207.

Table A.1 — Direct process mappings between
IEC 62304:2006 and ISO/IEC-12207:2008

710/14

cope of the PRM is limited to the processes of IEC 62304. Table-A.1 illustrates the 10
P304 processes (out of the 12) that map directly</te the processgs in
FC 12207:2008. The remaining two processes, software.‘development planning and

IEC 62304 process Corresponding ISO/IEC 12207:2008 procefss
5.2 Software requirements analysis Software requirements analysis
5.3 Software architectural design Software architectural design
5.4 Software detailed design Software detailed design
5.5 Software unit implementation and verification Software construction
5.6 Software integration and integration testing Software integration
5.7 Software system testing Software qualification testing
5.8 Software release Software verification
6 Software maintenance Software maintenance
8 Software configuration management Software configuration management
9 Software preblem resolution Software problem resolution
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Annex B
(informative)

Mapping between IEC 62304:2006 and ISO/IEC 12207:2008

The mapping of the requirements from two different international standards aims at integrating
the varying underlying requirements into a more abstract set of PRM-based requirements
which can be applied in the development of a medical device software development PRM.

With the exception of the software risk management process, the majority of the IEC 62304

OO O 499N 7. 9000

proce
mapp
comp
comp
prope
mema
upon.

Table
and |

OO arc |||appcd tU thcll LE=AY AL =\ TVl .2 UUU UUUIItGIPGItO. :II UUIIdUU‘l;IIy pl
ngs for the directly corresponding processes, the systematic approach of, co
arison and memoing as described by the grounded theory method was applied\Co
brison is an iterative process of data integration where the dimensions an

ing were conducted before the final mapping of each process outcome was a

B.1 presents the mapping results between process outcomes’of ISO/IEC 12207
EC 62304:2006. The first two columns from the left contain®the process name

subclause numbers of IEC 62304 requirements respectively. The-ist of the sequential pr|

outco
safety
to rig
devic
safety
proce

mes derived from these requirements are shown in the\third column of the tablg
classes that are related to the process outcomes ar€yshown in the next three co
t of the outcomes. Providing safety class(es) for.each process outcome helps m
software developers to identify the set of requirements that apply specifically

class of their software. The corresponding MISO/IEC 12207 outcome number
5s names are shown in the seventh and eighth' columns, respectively.

rties specific to data are specified. Several iterations of constant comparisovL and

cess
hstant
hstant
d the

reed

:2008
5 and
pcess
. The
umns
edical
o the
5 and
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Software requirements analysis (7.1.2)
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Software detailed design
(7.1.4)

Software architectural design (7.1.3)
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Software construction (7.1.5)
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Software integration (7.1.6)
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