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Foreword

ISO (the International Organization for Standardization) and

IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information
technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
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Introduction

This Specification is one of a set of Recommendations | International Standards for Message Handling. The entire set
provides a comprehensive blueprint for a Message Handling System (MHS) realized by any number of cooperating
open systems.

The purpose of an MHS is to enable users to exchange messages on a store-and-forward basis. A message submitted on
behalf of one user, the originator, is conveyed by the Message Transfer System (MTS) and subsequently delivered to
the agents of one or more additional users, the recipients. Access units (AUs) link the MTS to communication systems
of other kinds (e.g., postal systems). A user is assisted in the preparation, storage, and display of messages by a user
agent (UA). Optionally, he is assisted in the storage of messages by a message store (MS). The MTS comprises a
number of message transfer agents (MTAs) which collectively perform the store-and-forward message transfer
function.

This

This [Specification was developed jointly by ITU-T and ISO/IEC. It is published as common text ag ITUT Rec. X.402 |
ISO/JEC 10021-2.

if.
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology —
Message Handling Systems (MHS) —
Overall Architecture

SECTIONTGF—RROBHON

1 Scope

This Rec¢mmendation | International Standard defines the overall architecture of the MHS and\serves as a technical
introductipn to it.

Other asppcts of Message Handling are specified in other Recommendations | parts of ISOAEC 10021. A non-technical
overview [of Message Handling is provided by ITU-T Rec. X.400 | ISO/IEC 10021-¥. The conformance testingg of MHS
componeipts is described in Rec. X.403. The detailed rules by which the MTS convefts the contents of messpges from
one EIT tp another are defined in Rec. X.408. The abstract service the MTS provides and the procedures that jgovern its
distributefl operation are defined in ITU-T Rec. X.411 | ISO/IEC 10021-4,The abstract service the MS pfovides is
defined ip ITU-T Rec. X.413 | ISO/IEC 10021-5. The application protocols that govern the interactiony of MHS
componeits are specified in ITU-T Rec. X.419 | ISO/IEC 10021-6. Th¢ Interpersonal Messaging System, an application
of Messape Handling, is defined in ITU-T Rec. X.420 | ISO/IEC )I'0021-7. Telematic access to the Intg¢rpersonal
Messaginp System is specified in Rec. T.330. The EDI Messaging Service is described in CCITT Re¢. F.435 |
ISO/IEC ]0021-8, and the EDI Messaging System, anothe€r* application of Message Handling, is defined in
CCITT Rgc. X.435 | ISO/IEC 10021-9. The means by which messages may be routed through the MHS is specified in
ISO/IEC |0021-10. Management information for MHS ‘components is defined in the X.460-series Recommgndations |
ISO/IEC | 1588.

The ISO/JEC International Standards and ITU-T Reeommendations on Message Handling are summarized in Table 1.

Table 1 — Specifications for Message Handling Systems

tomm e - e e et i +
| ISO/IEC ¢ ITU-T | SUBJECT MATTER |
+- INtrodU€BIon ---4----- === - - oo +
| 10021-1 ) | X.400 | Service and system overview |
| 10021-2 | X.402 | Overall architecture |
+- ¥aWNous Aspects ---------m - oo e +
| & | X.408 | Encoded information type conversion rules |
+3Bbstract Services ---------------mmm oo +
|10021-4 | X.411 | MTS Abstract Service definition and |
| | | procedures for distributed operation |
| 10021-5 | X.413 | MS Abstract Service definition |
+- Protocols ------ 4o +
| 10021-6 | X.419 | Protocol specifications |
+- Interpersonal Messaging System -------------—————~—~——~—~—~—~—~—~—~— +
| 10021-7 | X.420 | Interpersonal Messaging System |
| - | T.330 | Telematic access to IPMS |
+- Electronic Data Interchange Messaging System --------------- +
| 10021-8 | F.435 | EDI Messaging Service |
| 10021-9 | X.435 | EDI Messaging System |

| 10021-10 | X.412 | MHS Routing |
| 10021-11 | X.404 | MHS Routing: Guide for system managers |
+- MHS Management --------------------~---~----“~-“~-“~---—----“~-------—- +

|
+- Routing -------- e i e +
|

| 11588-1 | X.460 | Management: Model and Architecture |
| 11588-3 | X.462 | Logging Information |
| 11588-8 | X.467 | Message Transfer Agent Management |
e oo m-o - T et +
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The Directory, the principal means for disseminating communication-related information among MHS components, is
defined in the X.500-series Recommendations | ISO/IEC 9594, as summarized in Table 2.

Table 2 — Specifications for Directories

The archi
The OSI ]
abstract s
ISO/IEC
ISO/IEC
ACSE, is
conveying
Rec. X.22
ITU-T R¢g
ISO/IEC

The ISO/
are summ|

+--------- +o------ B e e +
| ISO/IEC | ITU-T | SUBJECT MATTER
fommmm - to---- - R e +
9594-1 X.500 Overview
9594-2 X.501 Models
| 9594-3 | X.511 | Abstract service definition |
| 9594-4 | X.518 | Procedures for distributed operation |
| 9594-5 | X.519 | Protocol specifications |
9594-6 X.520 Selected attribute types
9594-7 X.521 Selected object classes
9594-8 X.509 Authentication framework
9594-9 X.525 Replication
| 9594-10 | X.530 | System Management for administration |
tomm - +------- e e e +

tectural foundation for Message Handling is provided by other Recommendations™| International
Reference Model is defined in ITU-T Rec. X.200 | ISO 7498. The notation for specifying the data st
brvices and application protocols, ASN.1, and the associated encoding rules are defined in ITU-T Rg
8824-1, ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISQ/IEC 8824-3, ITU-T Re
B824-4 and ITU-T Rec. X.690 | ISO/IEC 8825-1. The means for establishing and releasing associ
defined in ITU-T Rec. X.217 | ISO/IEC 8649 and ITU-T Rec. X.227_J ISO 8650-1. The means ft
¥ APDUs over associations, the RTSE, is defined in ITU-T Rec"X.218 | ISO/IEC 9066-1 an
8 | ISO/IEC 9066-2. The means for making requests of other open systems, the ROSE, is (
c. X.880 | ISO/IEC 13712-1, ITU-T Rec. X.881 | 4SO/IEC 13712-2 and ITU-T Rec.
3712-3.

EC International Standards and ITU-T Recommendatiens which form the foundation for Message
prized in Table 3.

Table 3 — Specifications for MHS Foundations

9066-1 | X.218 | Service definition |
9066-2 | X.228 | Protocol specification |

R +------- R +
| Iso/IEC | ITU-T%|JSUBJECT MATTER |
+- Model ------%k- e +
| 7498-1 | X.200 | OSI Reference Model |
+- ASN.1 --F-¢---- il +
| 8824-1 . X.680 | Abstract syntax notation |
| 8824-2\| X.681 | ASN.1 Information Objects |
| 8822°3 | X.682 | ASN.l Constraint Specification |
| 8824-4 | X.683 | ASN.1 Parameterization |
| #.8825-1 | X.690 | Basic encoding rules |
*=VAssociation Control ----------------"-~-~-~-"-~-~—~-~—~—~—~-~-~—~—~—~—-- +
[~ 8649 | X.217 | Service definition |
| 8650 | X.227 | Protocol specification |
+- Reliable Transfer -------------------—~-~—~—~—~—~—~—~—~—~—~—~~—~—~—- +
|

|

Btandards.
uctures of
c. X.680 |
. X.683 |
itions, the
r reliably
d CCITT
efined in
X.882 |

Handling

+ - RCHOLE UPCLdLJ‘_Ullb ____________________________________ +
| 13712-1 | X.880 | Concepts, Model and Notation |
| 13712-2 | X.881 | Service definition |
| 13712-3 | X.882 | Protocol specification |
e S et R et e T e e +

This Recommendation | International Standard is structured as follows. Section one gives a general overview. Section
two presents abstract models of Message Handling. Section three specifies how one can configure the MHS to satisfy
any of a variety of functional, physical, and organizational requirements. Section four describes the naming and
addressing of users and distribution lists and the routing of information objects to them. Section five describes the uses
the MHS may make of the Directory. Section six describes how the MHS is realized by means of OSI. The conventions
used in the definition of the abstract services provided by MHS components are defined in Section seven. Annexes
provide important supplemental information.

No requirements for conformance to this Recommendation | International Standard are imposed.

2
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editions indicated
were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on this
Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of ISO and IEC maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of ITU maintains a list of currently valid
ITU-T Recommendations.

2.1 Open Systems Interconnection

This Specification and others in the set cite the following OSI specifications:

—  ITU-T Recommendation X.200 (1994) | ISO/IEC 7498-1:1994, Information technology — Open Systems
Interconnection — Basic Reference Model: The basic model.

—  CCITT Recommendation X.800 (1991), Security architecture for Open Systems Intér¢ennkction for
CCITT applications.

ISO 7498-2:1989, Information processing systems — Open Systems Interconnection”— Basic [Reference
Model — Part 2: Security Architecture.

—  ITU-T Recommendation X.216 (1994) | ISO/IEC 8822:1994, Information\technology — Opep Systems
Interconnection — Connection-oriented presentation service definition.

-~  ITU-T Recommendation X.217 (1995) | ISO/IEC 8649:1996, Inforniation technology — Opep Systems
Interconnection — Service Definition for the Association Control Sexvice Element.

—  ITU-T Recommendation X.218 (1993), Reliable Transfer: Model and service definition.

ISO/IEC 9066-1:1989, Information processing systems £ {ext communication — Reliable Yransfer —
Part 1: Model and service definition.

—  ITU-T Recommendation X.227 (1995), | ISO/IEC €650-1:1996, Information technology — Opan Systems
Interconnection — Connection-oriented protocolor the Association Control Service Element| Protocol
specification.

—  CCITT Recommendation X.228 (1988), Reliable Transfer.: Protocol specification.

ISO/TEC 9066-2:1989, Information processing systems — Text communication — Reliable Rransfer —
Part 2: Protocol specification.

—  ITU-T Recommendation X.666(()1997) | ISO/IEC 9834-7:1998, Information technology — Opdn Systems
Interconnection — Procedures for the operation of OSI Registration Authorities: Assignmen} of inter-
national names for use in-spécific contexts.

—  ITU-T Recommendation X.680 (1997) | ISO/IEC 8824-1:1998, Information technology - Abstract
Syntax Notation One (ASN.1) — Specification of Basic Notation.

—  ITU-T Recommendation X.681 (1997) | ISO/IEC 8824-2:1998, Information technology - Abstract
Syntax Notation One (ASN.1) — Information Object Specification.

—  ITU-T/Recommendation X.682 (1997) | ISO/IEC 8824-3:1998, Information technology - Abstract
SyntaxyNotation One (ASN.1) — Constraint Specification.

- ATU-T Recommendation X.683 (1997) | ISO/IEC 8824-4:1998, Information technology - Abstract
Syntax Notation One (ASN.1) — Parameterization of ASN.1 Specifications.

— 11T0-T Recommendation X090 (1997)  1SOEC8825-171998,Tmformarion tecimotogy — ASN.I
Encoding Rules — Specification of Basic Encoding Rules (BER), Canonical Encoding Rules (CER) and
Distinguished Encoding Rules (DER).

— ITU-T Recommendation X.880 (1994) | ISO/IEC 13712-1:1995, Information technology — Remote
Operations — Concepts, Model and Notation.

— ITU-T Recommendation X.881 (1994) | ISO/IEC 13712-2:1995, Information technology — Remote
Operations — OSI Realisations: Remote Operations Service Element (ROSE) Service Definition.

— ITU-T Recommendation X.882 (1994) | ISO/IEC 13712-3:1995, Information technology — Remote
Operations — OSI Realisations: Remote Operations Service Element (ROSE) Protocol Specification.

ITU-T Rec. X.402 (06/1999) 3
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2.2

Directory Systems

This Specification and others in the set cite the following Directory System specifications:

2.3
This Speg

Message Handling Systems

ification and others in the set cite the following Message Handling System specifications:

ITU-T Recommendation X.500 (1997) | ISO/IEC 9594-1:1998, Information technology — Open Systems
Interconnection — The Directory — Overview of concepts, models, and services.

ITU-T Recommendation X.501 (1997) | ISO/IEC 9594-2:1998, Information technology — Open Systems
Interconnection — The Directory — Models.

ITU-T Recommendation X.509 (1997) | ISO/IEC 9594-8:1998, Information technology — Open Systems
Interconnection — The Directory — Authentication framework.

ITU-T Recommendation X.511 (1997) | ISO/IEC 9594-3:1998, Information technology — Open Systems

Interconnection — The Directory — Abstract service definition.

ITU-T Recommendation X.518 (1997) | ISO/IEC 9594-4:1998, Information technology — Open Systems
ata aaaets o ha J)iio D ac fo dic o2 ad opnorati o

G - D vy = o1t

ITU-T Recommendation X.519 (1997) | ISO/IEC 9594-5:1998, Information technology —Opédn Systems
Interconnection — The Directory — Protocol specifications.

ITU-T Recommendation X.520 (1997) | ISO/IEC 9594-6:1998, Information technology — Opdn Systems
Interconnection — The Directory — Selected attribute types.

ITU-T Recommendation X.521 (1997) | ISO/IEC 9594-7:1998, Information-technology — Opdn Systems
Interconnection — The Directory — Selected object classes.

ITU-T Recommendation X.525 (1997) | ISO/IEC 9594-9:1998, Infopmation technology — Opédn Systems
Interconnection — The Directory — Replication.

ITU-T Recommendation X.530 (1997) | ISO/IEC 9594-10:1998, Information Technology — Open
Systems Interconnection — The Directory: Use of systems\management for administratipn of the
Directory.

CCITT Recommendation T.330 (1988), Teleniatic access to interpersonal messaging system.
ITU-T Recommendation F.400/X.400 (1999), Message handling: System and service overview.

ISO/IEC 10021-1:1999, Information“technology — Message Handling Systems (MHS) — Part|l: System
and service overview.

CCITT Recommendation ~X,408 (1988), Message handling systems: Encoded informdtion type
conversion rules.

ITU-T Recommendationn X.411 (1999) | ISO/IEC 10021-4:2003, Information technology -| Message
Handling Systems (MHS) — Message transfer system : Abstract service definition and procedur¢s.

ITU-T Recommendation X.413 (1999) | ISO/IEC 10021-5:1999, Information technology - Message
Handling Systems (MHS) — Message store: Abstract service definition.

ITU-T/Recommendation X.419 (1999) | ISO/IEC 10021-6:2003, Information technology - Message
Handlipig Systems (MHS) — Protocol specifications.

ITU-T Recommendation X.420 (1999) | ISO/IEC 10021-7:2003, Information technology -| Message
Handling Systems (MHS) — Interpersonal messaging system.

4

ITU-T Recommendation F.435 (1999), Message handling. Electronic Data Interchange Messaging
Service.

ISO/IEC 10021-8:1999, Information technology — Message Handling Systems (MHS) — Part §:
Electronic Data Interchange Messaging Service.

ITU-T Recommendation X.435 (1999) | ISO/IEC 10021-9:1999, Information technology — Message
Handling Systems (MHS) — Electronic Data Interchange Messaging System.

ITU-T Recommendation X.412 (1999) | ISO/IEC 10021-10:1999, Information technology — Message
Handling Systems (MHS) — MHS Routing.

ITU-T Recommendation X.404 (1999) | ISO/IEC TR 10021-11:1999, Information technology — Message
Handling Systems (MHS) — MHS Routing: Guide for Messaging System Managers.

ITU-T Recommendation X.460 (1995) | ISO/IEC 11588-1:1996, Information technology — Message
Handling Systems (MHS) Management — Model and Architecture.

ITU-T Rec. X.402 (06/1999)


https://iecnorm.com/api/?name=76e229a04976e0dc75afac451a525b33

24

ISO/IEC 10021-

2:2003 (E)

— ITU-T Recommendation X.462 (1996) | ISO/IEC 11588-3:1997, Information technology — Message

Handling Systems (MHS) Management — Logging Information.

— ITU-T Recommendation X.467 (1996) | ISO/IEC 11588-8:1997, Information technology — Message

Handling Systems (MHS) Management — Message Transfer Agent Management.

Country Codes

This Specification cites the following Country Code specifications:

2.5

— ISO 3166-1:1997, Codes for the representation of names of countries and their subdivisions —

Part 1: Country codes.
—  ITU-T Recommendation X.121 (1996), International numbering plan for public data networks.

This Spedification cites the following Network Address specification:

2.6

- CCITT Recommendation E.164 (1991), Numbering plan for the ISDN era.

|[Language Code

This Spedification cites the following Language Code specification:

2.7

- ISO 639:1988, Code for the representation of names of languages.

(Character Sets

This Spedification cites the following Character Set specifications:

—  ISO 10646-1:1993, Information technology — Universal Multiple-Octet Coded Character Se
Part 1: Architecture and Basic Multilingual Plane.

3 ‘IDefinitions

For the p

31

This Spea
as well as

rposes of this Specification and others in theset, the following definitions apply.

(Open Systems Interconnection

ification and others in the set make-use of the following terms defined in ITU-T Rec. X.200 | ISO/IH
the names of the seven layers'of the Reference Model:

a) abstract syntax;

b) application entity, (AE);

c) application protess;

d) application*protocol data unit (APDU);
e) application service element (ASE);

f) (istributed information processing task;

(UCs) —

C 7498-1,

2)ayer;

h) open system;

i)  Open Systems Interconnection (OSI);
j)  peer

k) presentation context;

1) protocol;

m) Reference Model;

n) transfer syntax; and

o) user element (UE).
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This Specification and others in the set make use of the following terms defined in ITU-T Rec. X.680 | ISO/IEC 8824-1,
ITU-T Rec. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IEC 8824-4, as

well as the names of ASN.1 data types and values:
a) Abstract Syntax Notation One (ASN.1);
b) Basic Encoding Rules;

c) explicit;

d) export;
e) implicit;
f) import;
g) information object class;
h) module;
i) tag;
j) type; and
) value.

This Spedification and others in the set make use of the following terms defined in ITU-T RecX.217 | ISO/IE

a) application association; association;

b) application context (AC);

c) Association Control Service Element (ACSE);
d) initiator; and

e) responder.

This Spedification and others in the set make use of the following termS.defined in ITU-T Rec. X.218 | ISO/IE

a) Reliable Transfer (RT); and
b) Reliable Transfer Service Element (RTSE).

This Sperification and others in the set make use aof,the following terms defined in ITU-T Rec

ISO/IEC |3712-1:

) argument;

b) asynchronous;

c) Dbind;

d) parameter;

e) remote error;

f) remote operations

2) Remote Operations (RO);
h) Remote Qperations Service Element (ROSE);
i) result;

j) syachronous; and

Ik) unbind.

C 8§649:

C 9066-1:

X.880 |

3.2 Directory Systems

This Specification and others in the set make use of the following terms defined in the X.500-series Recs. |

ISO/IEC 9594:
a) attribute;
b) certificate;
c) certification authority;
d) certification path;
e) directory entry; entry;
f)  directory system agent (DSA);
g) Directory;
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h) hash function;

i) name;

j)  object class;

k) object;

1) simple authentication; and

m) strong authentication.

33 Message Handling Systems

For the purposes of this Specification the terms indexed in annex K apply.

4 Abbreviations

For the pyrposes of this Specification the abbreviations indexed in annex K apply.

5 Conventions

This Spegqification uses the descriptive conventions identified below.

5.1 ASN.1

This Spegification uses several ASN.1-based descriptive conventions in @nnexes A and C to define thg Message
Handlingispecific information the Directory may hold. ASN.1 is definéd in ITU-T Rec. X.680 | ISO/IEC 8824-1,
ITU-T Rde. X.681 | ISO/IEC 8824-2, ITU-T Rec. X.682 | ISO/IEC 8824-3 and ITU-T Rec. X.683 | ISO/IE[C 8824-4.
In particujar, this Specification uses the OBJECT-CLASS and\‘ATTRIBUTE information object dlasses of
ITU-T Rde. X.501 | ISO/IEC 9594-2 to define Message Handling<§pecific object classes and attributes.

ASN.1 appears both in annex A to aid the exposition, and;,again, largely redundantly, in Annex C for reference. If
differencqs are found between the two, a specification erroris indicated.

ASN.1 tags are implicit throughout the ASN.1 module,that Annex C defines; the module is definitive in that r¢spect.

Althoughlthe abstract syntax in this Service Definitioh contains extension markers, it has not been verified thaf these are
present inall instances that would be required before Packed Encoding Rules could safely be used.

5.2 Grade

Whenevet this Specification describés a class of data structure (e.g., OR-addresses) having compongnts (e.g.,
attributes), each component is assigned one of the following grades:

a) mandatory (M)=~A mandatory component shall be present in every instance of the class.

b) optional (O):* An optional component shall be present in an instance of the class at the discrefion of the
objectq{e-g., user) supplying that instance. There is no default value.

c) defanltable (D): A defaultable component shall be present in an instance of the class at the didcretion of
the* object (e.g., user) supplying that instance. In its absence a default value, specifiefl by this
Specification, applies.

d) conditional (C): A conditional component shall be present in an instance of the class under circumstances
prescribed by this Specification.
5.3 Terms

Throughout the remainder of this Specification, terms are rendered in bold when defined, in ifalic when referenced prior
to their definitions, without emphasis upon other occasions.

Terms that are proper nouns are capitalized, generic terms are not.
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SECTION 2 — ABSTRACT MODELS

6

Overview

This section presents abstract models of Message Handling which provide the architectural basis for the more detailed
specifications that appear in other MHS Specifications.

Message Handling is a distributed information processing task that integrates the following intrinsically related

sub-tasks:

a) Message Transfer: The non-real-time carriage of information objects between parties using computers as

intermediaries.

b) Message Storage: The automatic storage for later retrieval of information objects conveyed by means of

This secti

7 [Functional Model

This clau
other MHj

The Mes
Handling
functiona
The MTS
agents.

The prim:
described

As detail
e.g., Inter
that has bj
that appli

As a locar matter, functional-objects may have capabilities beyond those specified in this Specification or o
ions. In partiCular, a typical user agent has message preparation, rendition, and storage capabilitig
rdized.

Specifica
not standg

Messaoe Transfer
<

bn covers the following topics:
a)  Functional model;

b) Information model;

c) Operational model;

d) Security model.

NOTE — Message Handling has a variety of applications, one of which is Integpersonal Messaging, d
ITU-T Rec. X.420 | ISO/IEC 10021-7.

e provides a functional model of Message Handling. The cencrete realization of the model is the
S Specifications.

age Handling Environment (MHE) comprises "primiary" functional objects of several types, thd
System (MHS), users, and distribution lists. The MHS in turn can be decomposed into lesser, "s
objects of several types, the Message Transfer-System (MTS), user agents, message stores, and ac
in turn can be decomposed into still lesser; "tertiary" functional objects of a single type, messag

iry, secondary, and tertiary functional.object types and selected access unit types are individually dg
below.

bd below, functional objectsvare sometimes tailored to one or more applications of Message
bersonal Messaging (see ITU-T Rec. X.420 | ISO/IEC 10021-7 and CCITT Rec. T.330). A functio
cen tailored to an application understands the syntax and semantics of the contents of messages exg
ation.

interact with one another. Their types are defined and described below.

bscribed in

subject of

Message
econdary”
Pess units.
e transfer

fined and

Handling,
nal object
hanged in

ther MHS
s that are

TISeT a—ar

S S >

The situation is depicted in Figure 1.
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X.402_F0)

Figure 1 — The Message Handling Environment

7.1.1 The Message Handling System

The princjipal purpose of Message Handling is to convey information objects from gne-party to another. The functional
object by [means of which this is accomplished is called the Message Handling Systemy (MHS).

The MHH comprises a single MHS.

7.1.2 |Users

The prindjipal purpose of the MHS is to convey information object§\between users. A functional object (e.g.,|a person)
that engages in (rather than provides) Message Handling is called afuser.

The folloying kinds of user are distinguished:
a) direct user: A user that engages in Message‘Handling by direct use of the MHS.

b) indirect user: A user that engages in Message Handling by indirect use of the MHS, i.e., through another
communication system (e.g., a postalésystem or the telex network) to which the MHS is linked.

The MHH comprises any number of users.

7.1.3 IDistribution Lists

By meang of the MHS a user can convey information objects to pre-specified groups of users as well as to jndividual
users. The functional object that\represents a pre-specified group of users and other DLs is called a dlstribution
list (DL).

A DL identifies zero or mere users and DLs called its members. The latter DLs (if any) are said to be nested. Asking the
MHS to donvey an information object (e.g., a message) to a DL is tantamount to asking that it convey the oBject to its
members.|Note that this is recursive.

The right, or (permission, to convey messages to a particular DL may be controlled. This right is callgd submit
permissiop. As-a local matter the use of a DL can be further restricted.

The MHE comprises any number of DLs.
NOTE — A DL might be further restricted, e.g., to the conveyance of messages of a prescribed content type.

7.2 Secondary Functional Objects

The MHS comprises the Message Transfer System, user agents, message stores, and access units. These secondary
functional objects interact with one another. Their types are defined and described below.

The situation is depicted in Figure 2.

ITU-T Rec. X.402 (06/1999) 9
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Figure 2 — The Message Handling System

The Message Transfer System

conveys information objects to individual users and to the members of DLs. The functional g

d can be considered the backbone of the MHS.

is general-purpose, supporting all applications of Message Handling. Additionally, the MTS may |
more particular applications so it can carry out conversion.

comprises a single MTS.

onal object by means of which a single direct user engages in Message Handling is called a user age
UA is tailored to one or more particularapplications of Message Handling.

comprises any number of UAs.

, printer, or combination of these).

[Message Stores

user must store the)information objects it receives. The functional object that provides a (single)
bilities for Message Storage is called a message store (MS). Each MS is associated with one UA, but
1 associated\MS.

is general-purpose, supporting all applications of Message Handling. Additionally, an MS may be
re particular applications so that it can more capably submit and support the retrieval of messages

bject that

oes this is called the Message Transfer System (MTS). The MTS”is a store-and-forward comnjunication

e tailored

ht (UA).

— A UA that serves a human usertypically interacts with him by means of input/output devices (e.g., a keyboafd, display,

lirect user
not every

ailored to
hssociated

hpplication.

The MHS comprises any number of MSs.
NOTE — As a local matter a UA may provide for information objects storage that either supplements or replaces that of an MS.

7.2.4

Access Units

The functional object that links another communication system (e.g., a postal system or the telex network) to the MTS

and via w

hich its patrons engage in Message Handling as indirect users is called an access unit (AU).

A typical AU is tailored to a particular communication system and to one or more particular applications of Message
Handling.

The MHS comprises any number of AUSs.
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7.3 Tertiary Functional Objects

The MTS comprises message transfer agents. These tertiary functional objects interact. Their type is defined and
described below.

The situation is depicted in Figure 3.

To UA
To MS
To MS ///// MTS \\\\\
_- >~
_ ~
P SN
Y MTA AN
) ™\
MTA \
{ |
/
N /
N MTA MTA /
N el
7~
\\\\ /// T ;U
\\\ //// 1
—— e —— - x.402| Fo3

Figure 3 — The Message Transfer System

7.3.1 Message Transfer Agents

The MTY conveys information objects to users and DLs ‘nJa store-and-forward manner. A functional dbject that
provides ¢ne link in the MTS' store-and-forward chain is called a message transfer agent (MTA).

Every MTA is general-purpose, supporting all applications of Message Handling. Additionally, an MTA may be
tailored tq one or more particular applications so it cai carry out conversion.

The MTS|comprises any number of MTAs.

7.4 Selected AU Types

As descriped above, the MHS intetworks with communication systems of other types via AUs. Several selected AU
types--physical delevery, telematie, and telex--are introduced in the subclauses below.

74.1 [Physical Delivery.

A physicgl delivery access unit (PDAU) is an AU that subjects messages (but neither probes nor reports) tp physical
rendition and that donveys the resulting physical messages to a physical delevery system.

The transformation of a messages into a physical message is called physical rendition. A physical message is p physical
object (e.g4.aletter and its paper envelope) that embodies a message.

A physical delivery system (PDS) is a system that performs physical delevery. One important kind of PDS is postal
systems. Physical delivery is the conveyance of a physical message to a patron of a PDS, one of the indirect users to
which the PDAU provides Message Handling capabilities.

Among the applications of Message Handling supported by every PDAU is Interpersonal Messaging
(see ITU-T Rec. X.420 | ISO/IEC 10021-7).

7.4.2 Telematic

Telematic access units, which support Interpersonal Messaging exclusively, are introduced in ITU-T Rec. X.420 |
ISO/IEC 10021-7.

ITU-T Rec. X.402 (06/1999) 11
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Telex

Telex access units, which support Interpersonal Messaging exclusively, are introduced in ITU-T Rec. X.420 |

ISO/IEC

8

10021-7.

Information Model

This clause provides an information model of Message Handling. The concrete realization of the model is the subject of
other MHS Specifications.

The MHS and MTS can convey information objects of three classes: messages, probes, and reports. These classes are
listed in the first column of Table 4. For each listed class, the second column indicates the kinds of functional objects--
users, UAs, MSs, MTAs, and AUs--that are the ultimate sources and destinations for such objects.

The infor}

8.1 [Messages

The prim:
A messag]

Table 4 — Conveyable Information Objects

fommm oo e +
| Infor- | Functional Object |
| mation 4------------------- +
| Object user UA MS MTA AU |

|
+--mm - +
| message | sSD - -
| probe |
| report |
R +

+- Legend --------------- +
| S ultimate source |
| D ultimate destination“|

mation objects, summarized in the table, are individually defined and described in the subclauses bel

hry purpose of Message Transfer is to ¢envey information objects called messages from one user
E has the following parts, as depicted-in Figure 4:

a) envelope: An information olject whose composition varies from one transmittal step to anothg
variously identifies the message's originator and potential recipients, documents its previous ¢
and directs its subsequent conveyance by the MTS, and characterizes its content.

b) content: An information object that the MTS neither examines nor modifies, except for ¢
during its conveyance of the message.

Envelope

W.

to others.

r and that
nveyance

nversion,

Content

Message

X.402_F04

Figure 4 — A Message's Envelope and Content

One piece of information borne by the envelope identifies the type of the content. The content type is an identifier
(an ASN.1 Object Identifier or Integer) that denotes the syntax and semantics of the content overall. This identifier

12
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enables the MTS to determine the message's deliverability to particular users, and enables UAs and MSs to interpret and
process the content.

Another piece of information borne by the envelope identifies the types of encoded information represented in the
content. An encoded information type (EIT) is an identifier that denotes the medium and format (e.g., IA5 text or Group
3 facsimile) of individual portions of the content. It further enables the MTS to determine the message's deliverability to
particular users, and to identify opportunities for it to make the message deliverable by converting a portion of the
content from one EIT to another.

8.2 Probes

A second purpose of Message Transfer is to convey information objects called probes from one user up to but just short
of other users (i.e., to the MTAs serving those users). A probe describes a class of message and is used to determine the
deliverability of such messages.

A messag described by a probe is called a described message.

A probe gomprises an envelope alone. This envelope contains much the same information as that for ahéssagg. Besides
bearing the content type and encoded information types of a described message, the probe's envelope-bears th¢ length of
its conten}.

The subnjission of a probe elicits from the MTS largely the same behaviour as would submiSsion of any|described
message, fexcept that DL expansion and delivery are forgone in the case of the probe. Inyparticular, and aparf from the
consequefices of the suppression of DL expansion, the probe provokes the same seports as would any |described
message. [[his fact gives probes their utility.

8.3 ‘r{eports
A third plirpose of Message Transfer is to convey information objects called reports to users. Generated by the MTS, a
report relgtes the outcome or progress of a message's or probe's transniittal to one or more potential recipients

The messpge or probe that is the subject of a report is called its subject message or subject probe.

A report ¢oncerning a particular potential recipient is conveyed'to the originator of the subject message or probe unless
the potential recipient is a member recipient. In the latter €ase, the report is conveyed to the DL of which the member
recipient |s a member. As a local matter (i.e., by policy established for that particular DL), the report may pe further
conveyed|to the DL's owner; either to the containing*DL (in the case of nesting) or to the originator of the subject
message (otherwise); or both.

The outcqmes that a single report may relate ‘are’of the following kinds:
) delivery report: Delivery, exports, or a affirmation of the subject message or probe, or DL expasion.
b) non-delivery report: Nen?Delivery or non-affirmation of the subject message or probe.
A report may comprise one or«more delivery and/or non-delivery reports. A message or probe may provoke several

delivery gnd/or non-delivery teports concerning a particular potential recipient. Each marks the passage of g different
transmittdl step or event.

9 Operational Model

This clauge provides an operational model of Message Handling. The concrete realization of the model is the [subject of
other MHIS_Specifications

The MHS can convey an information object to individual users, DLs, or a mix of the two. Such conveyance is
accomplished by a process called transmittal comprisings step and event. The process, its parts, and the roles that users
and DLs play in it are defined and described below.

9.1 Transmittal

The conveyance or attempted conveyance of a message or probe is called transmittal. Transmittal encompasses a
message's conveyance from its originator to its potential recipients, and a probe's conveyance from its originator to
MTAs able to affirm the described messages' deliverability to the probe's potential recipients. Transmittal also
encompasses the conveyance or attempted conveyance to the originator of any reports the message or probe may
provoke.

ITU-T Rec. X.402 (06/1999) 13
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A transmittal comprises a sequence of transmittal steps and events. A transmittal step (or step) is the conveyance of a
message, probe, or report from one functional object to another "adjacent”" to it. A transmittal event (or event) is
processing of a message, probe, or report within a functional object that may influence the functional object's selection
of the next transmittal step or event.

The information flow of transmittal is depicted in Figure 5. The figure shows the kinds of functional objects--direct
users, indirect users, UAs, MSs, MTAs, and AUs--that may be involved in a transmittal, the information objects--
messages, probes, and reports--that may be conveyed between them, and the names of the transmittal steps by means of
which those conveyances are accomplished.

The figure highlights the facts that a message or report may be retrieved repeatedly and that only the first conveyance of
a retrieved object from UA to user constitutes receipt.

Indirect user
(one of many)

—_ A AUl
~"ORG [ Y REC TN .
(\ M/P d ! MR Other communications
S~—__\ L network
AU
13
/I “
I
IMP 1 “ EXP
M/PR | \ M/P/R
1
!
I
|I " TRN (To anothie?MTA)
]
Voo
Direct ) Direct
user Indirect user
M/P MS MS M/R UA MR
Direct (Multiple (First)
SBM DLV
MHIH MHS M/P M/R
Standardized X.402_F05
————  Non-standardized
M Megsage ORG Origination EXP Export
P Probe SBM Submission DLV Delivery
R Report IMP Import RTR Retrieval
TRN Transfer REC Receipt
Figure 5 — The information flow of transmittal
One evenf plays‘a-distinguished role in transmittal. Splitting replicates a message or probe and divides respongibility for
its immediate, recipients among the resulting information objects. The potential recipients associated with a|particular
instance ¢f ‘a.message or probe are called the immediate recipients. An MTA stages a splitting if the next step or event

required in the conveyance of a message or probe to some immediate recipients differs from that required in its
conveyance to others. Each of the step and event descriptions which follow assumes that the step or event is appropriate
for all immediate recipients, a situation that can be created, if necessary, by splitting.

9.2 Transmittal Roles

Users and DLs play a variety of roles in a message's or probe's transmittal. These roles are informally categorized as
"source" roles, "destination" roles, or statuses to which users or DLs can be elevated.

A user may play the following "source" role in the transmittal of a message or probe:
a)

A user or DL may play any of the following "destination" roles in the transmittal of a message or probe:

originator: The user (but not DL) that is the ultimate source of a message or probe.
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a) intended recipient: One of the users and DLs the originator specifies as a message's or probe's intended
destinations.

b) originator-specified alternate recipient: The user or DL (if any) to which the originator requests that a
message or probe be conveyed if it cannot be conveyed to a particular intended recipient.

c) member recipient: A user or DL to which a message (but not a probe) is conveyed as a result of DL
expansion.

d) recipient-assigned alternate recipient: The user or DL (if any) to which an intended, originator-specified

alternate, or member recipient may have elected to redirect messages.

A user or DL may attain any of the following statuses in the course of a message's or probe's transmittal:

a)

potential recipient: Any user or DL to (i.e., toward) which a message or probe is conveyed at any point
during the course of transmittal. Necessarily an intended, originator-specified alternate, member,
or recipient-assigned alternate recipient.

9.3

The kind:
second ¢
messages
users, UA

The table
those in t|
probes, a

b)

Transmittal Steps

actual recipient (or recipient): A potential recipient for which delivery or affirmation takes plaeg.

of steps that may occur in a transmittal are listed in the first column of Table 5. For each listed
lumn indicates whether such steps are standardized, the third column the kinds\of information
probes, and reports--that may be conveyed in such a step, the fourth column the ‘kinds of functiona]
s, MSs, MTAs, and AUs--that may participate in such a step as the object's source or destination.

is divided into three sections. The steps in the first section apply to the\'ereation" of messages aj
e last to the "disposal" of messages and reports, and those in the middle section to the "relaying" of

kind, the
objects--
objects--

id probes,
messages,

d reports.

Table 5 — Transmittal-Steps

oo mmmm oo e e oo mm e +
| | | Information | Functional |
| | Stand- | Objects | Objects |
| | ard- N e mm e +
| Transmittal Step | ized? \|] M P R | user UA MS MTA AU |
R e e o T e +
| origination | No | x x - | D - - -
| submission | es | x x - | - S sbbD - |
oo mmm oo e Hmmmmmmmm oo e +
| import [ No | x x x | - - - D |
| transfer | Yes | x x x | - - - sb - |
| export | No | x x x | - - - s D |
R e TR R dommmm- - T R e e +
| deliver%: | Yes | x - x | - D D s - |
| retrieval | Yes | = - =x | - D s - - |
| receipt | No | x - x| s - - - |
IR\ ST e R R it +

+- Legend ------------=--—--—-——-——————~——-~—~- +

| M message S source x permitted |

| P probe D destination |

| R report |

ettt +

The kinds of transmittal steps, summarized in the table, are individually defined and described in the subclauses below.

9.3.1

Origination

In an origination step, either a direct user conveys a message or probe to its UA, or an indirect user conveys a message
or probe to the communication system that serves it. This step gives birth to the message or probe and is the first step in

its transmittal.

The user above constitutes the message's or probe's originator. In this step, the originator identifies the message's or
probe's intended recipients. Additionally, for each intended recipient, the originator may (but need not) identify an
originator-specified alternate recipient.
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9.3.2 Submission

In a submission step, a message or probe is conveyed to an MTA and thus entrusted to the MTS. Two kinds of
submission are distinguished:

a) indirect submission: A transmittal step in which the originator's UA conveys a message or probe to its
MS and in which the MS effects direct submission. Such a step follows origination.

This step may be taken only if the user is equipped with an MS.

b) direct submission: A transmittal step in which the originator's UA or MS conveys a message or probe to
an MTA. Such a step follows origination or occurs as part of indirect submission.

This step may be taken whether or not the user is equipped with an MS.

Indirect and direct submission are functionally equivalent except that additional capabilities may be available with the
former. Indirect submission may differ from direct submission in other respects (e.g., the number of open systems with

Wthh tha ClllUUUyllls d un lllubl lllLCla\/L) auu lUl LlldL 1vadsulIl UC PICICLGUIC LU LlllCL/l, DuUllllDblUll

The UA dr MS involved in direct submission is called the submission agent. A submission agent is made kigwn to the
MTS by & process of registration, as a result of which the submission agent and MTS keep one another informed of
their namgs, their locations, and any other characteristics required for their interaction.

9.3.3 [Import

In an impprt step, an AU conveys a message, probe, or report to an MTA. This step injects.into the MTS an irfformation
object boin in another communication system, and follows its conveyance by that systém,

NOTE[- The concept of importing is a generic one. How this step is effected varies, of course, from one type of AU tolanother.

9.3.4 Transfer

In a transfer step, one MTA conveys a message, probe, or report to another. This step transports an informatjion object
over physfical and sometimes organizational distances and follows direCt submission, import, or (a prior) transfer.

This step may be taken, of course, only if the MTS comprises several'MTAs.

The folloying kinds of transfer are distinguished, on the basig-0f the number of MDs involved:
) internal transfer: A transfer involving MTAgawvithin a single MD.

b) external transfer: A transfer involving MTAs in different MDs.

9.3.5 [Export

In an expgrt step, an MTA conveys a message,probe, or report to an AU. This step ejects from the MTS an ifformation
object bofind for another communication system. It follows direct submission, import, or transfer.

As part of this step, the MTA may generate a delivery report. Depending on the requirements for the type of gccess unit
defined iph the relevant Message Handling specifications, a positive delivery report indicates either puccessful
acceptance of the message (orprobe) by the access unit, or that the access unit has successfully performpd further
conveyanfe of the message (or-probe).

NOTE[- The concept of'exporting is a generic one. How this step is effected varies, of course, from one type of AU tofanother.

9.3.6 [Delivery,

In a deliviery step; an MTA conveys a message or report to an MS or UA. The MS and UA are those of 4 potential
recipient pfhe message or the orlglnator of the report‘s sub_]ect message or probe. Th1s step entrusts the infformation
object to la 4 a i
question to the status of an actual re01plent

As part of this step, in the case of a message, the MTA may generate a delivery report.

The MS or UA involved is called the delivery agent. A delivery agent is made known to the MTS by a process of
registration, as a result of which the delivery agent and MTS keep one another informed of their names, their locations,
and any other characteristics required for their interaction.

9.3.7 Retrieval

In a retrieval step, a user's MS conveys a message or report to its UA. The user in question is an actual recipient of the
message or the originator of the subject message or probe. This step non-destructively retrieves the information object
from storage. This step follows delivery or (a prior) retrieval.

This step may be taken only if the user is equipped with an MS.
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9.3.8 Receipt

In a receipt step, either a UA conveys a message or report to its direct user, or the communication system that serves an
indirect user conveys such an information object to that user. In either case, this step conveys the object to its ultimate
destination.

In the case of a direct user, this step follows the object's delivery or first retrieval (only). In the case of an indirect user,
it follows the information object's conveyance by the communication system serving the user. In either case, the user is
a potential recipient (and, in the case of a direct user, an actual recipient) of the message in question, or the originator of
the subject message or probe.

9.4 Transmittal Events

The kinds of events that may occur in a transmittal are listed in the first column of Table 6. For each listed kind, the
second column indicates the kinds of information objects — messages. probes, and reports — for which such events may
be staged] the third column the kinds of functional objects — users, UAs, MSs, MTAs, and AUs — that may. §tage such
events.

All the evlents occur within the MTS.

Table 6 — Transmittal Events

e R e e il it i +
| | Information | Functional |
| | Objects | Objects |
| Fommmmmm oo e +
| Transmittal Event | M P R | user<UA)MS MTA AU |
T e B R +
| splitting | x x - | 5 - - x - |
| joining | x  x |4 - - x - |
| name resolution | x  x - AN - - x - |
| DL expansion | x - | - - - x - |
| redirection | x x| - - - x - |
| conversion | x xR M- ] - - - x - |
| non-delivery | x @& | - - - x - |
| non-affirmation | ~\N% - | - - - x - |
| affirmation | & x | - - - x - |
| routing oyx x x| - - - x - |
e N T R i T +

+-vLegend --------------- +

["M message x permitted |

| P probe |

| R report |

et +

The kind$ of transmittalyevents, summarized in the table, are individually defined and described in the qubclauses
below.

94.1 Splitting

In a splitfing’event, an MTA replicates a message or probe, dividing responsibility for its immediate recipiepts among
the resulting.information objects. This event effectively allows an MTA to independently convey an object fo various

potential recipients.

An MTA stages a splitting when the next step or event required in the conveyance of a message or probe to some
immediate recipients differs from that required in its conveyance to others.

9.4.2 Joining

In a joining event, an MTA combines several instances of the same message or probe, or two or more delivery and/or
non-delivery reports for the same subject message or probe.

An MTA may, but need not stage a joining when it determines that the same events and next step are required to convey
several highly related information objects to their destinations.
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94.3 Name Resolution

In a name resolution event, an MTA adds the corresponding OR-address to the OR-name that identifies one of a
message's or probe's immediate recipients.

9.4.4 DL Expansion

In a DL expansion event, an MTA replaces an immediate recipient which denotes a DL by the members of that DL,
which are thereby made member recipients. DL expansion events occur only for messages, not for probes.

A particular DL is always subjected to DL expansion at a pre-established location within the MTS. This location is
called the DL's expansion point and is identified by an OR-address.

As part of this event, the MTA may generate a delivery report.

DL expansion is subject to submit permission. In the case of a nested DL, that permission must have been granted to
the DL OI Whibh L‘llC lleLCL‘l DL ib d lllCIllel. ULhCI WibU, il ITIUSU ‘lldVC bCCIl gldlllcd 0] LhC UligilldLUI.

9.4.5 JRedirection
In a redifection event, an MTA replaces a user or DL among a message's or probe's immediate recipien{s with an
originatorf-specified or recipient-assigned alternate recipient.
9.4.6 Conversion

In a convprsion event, an MTA transforms parts of a message's content from one EIT/tg another, or alters a probe so it
appears tlat the described messages were so modified. This event increases the likelthood that an informatjon object
can be delivered or affirmed by tailoring it to its immediate recipients.

The folloying kinds of conversion are distinguished, on the basis of how the\ELT of the information to be conyerted and
the EIT tq result from the conversion are selected:

a) explicit conversion: A conversion in which the originatOr selects both the initial and final EITs.

b) implicit conversion: A conversion in which the M{TAselects the final EITs based upon the irjitial EITs
and the capabilities of the UA.

94.7 Non-delivery

In a non-felivery event, an MTA determines that the MTS cannot deliver a message to its immediate rec]pients, or
cannot de]iver a report to the originator of its subjectmessage or probe. This event halts the conveyance of an|object the
MTS deeins unconveyable.

As part of this event, in the case of a message,'the MTA generates a non-delivery report.

An MTA|stages a non-delivery, e.g.,when it determines that the immediate recipients are improperly spedified, that
they do not accept delivery of messages like that at hand, or that the message has not been delivered to thpm within
pre-specified time limits.

9.4.8 [Non-affirmation

In a nondjaffirmation event, an MTA determines that the MTS could not deliver a described message to|a probe's
immediatg recipients: This event partially or fully determines the answer to the question posed by a probe.

As part of this event, the MTA generates a non-delivery report.

An MTA|stages a non-affirmation, e.g., when it determines that the immediate recipients are improperly sfecified or
would not accept delivery of a described message.

9.4.9 Affirmation

In an affirmation event, an MTA determines that the MTS could deliver any described message to a probe's immediate
recipients. This event partially or fully determines the answer to the question posed by a probe, and elevates the
immediate recipients to the status of actual recipients.

As part of this event, the MTA may generate a delivery report.

An MTA stages an affirmation once it determines that the immediate recipients are properly specified and, if the
immediate recipients are users (but not DLs), would accept delivery of any described message. If the immediate
recipients are DLs, an MTA stages an affirmation if the DL exists and the originator has the relevant submit permission.

18 ITU-T Rec. X.402 (06/1999)


https://iecnorm.com/api/?name=76e229a04976e0dc75afac451a525b33

ISO/IEC 10021-2:2003 (E)

9.4.10 Routing

In a routing event, an MTA selects the "adjacent"” MTA to which it will transfer a message, probe, or report. This event
incrementally determines an information object's route through the MTS and (obviously) may be taken only if the MTS
comprises several MTAs.

The following kinds of routing are distinguished, on the basis of the kind of transfer for which they prepare:
a) internal routing: A routing preparatory to an internal transfer (i.e., a transfer within an MD).

b) external routing: A routing preparatory to an external transfer (i.e., a transfer between MDs).

An MTA stages a routing when it determines that it can stage no other event, and take no step, regarding an object.

10 Security Model

This claupe provides an abstract security model for Message Transfer. The concrete realization of the dngdel is the
subject off other MHS Specifications. The security model provides a framework for describing the securitysefvices that
counter pptential threats (see annex D) to the MTS and the security elements that support those services.

The secutfity features are an optional extension to the MHS that can be used to minimise the risk of exposurg of assets
and resoyrces to violations of a security policy (threats). Their aim is to provide features independently of the
communigations services provided by other lower or higher entities. Threats may be countered by the use of physical
security, fomputer security (COMPUSEC), or security services provided by the MHS. "‘Depending on the [perceived
threats, c¢rtain of the MHS security services will be selected in combination with appropriate physical seg¢urity and
COMPUSEC measures. The security services supported by the MHS are described. bélow. The naming and structuring
of the seryices are based on ISO 7498-2.

NOTE]|- Despite these security features, certain attacks may be mounted against'communication between a user and the MHS or

agains{ user-to-user communication (e.g., in the case of users accessing the MHS through an access unit, or in the cgse of users

remotely accessing their UAs). To counter these attacks requires extensions, to-the present security model and service$ which are
for futyre standardisation.

In many dases, the broad classes of threats are covered by several of the services listed.

The secuifity services are supported through use of service elements of the Message Transfer Service message|envelope.
The envdlope contains security relevant arguments as~déscribed in ITU-T Rec. X.411 | ISO/IEC 10021-4. The
description of the security services takes the following, general form. In 10.2 the services are listed, with, in edch case, a
definition| of the service and an indication of how it-imay be provided using the security elements in ITU-T Rgc. X.411 |
ISO/IEC | 0021-4. In 10.3 the security elements aferindividually described, with, in each case, a definition of the service
element ahd references to its constituent arguments in ITU-T Rec. X.411 | ISO/IEC 10021-4.

Many of|the techniques employed rely~on encryption mechanisms. The security services in the MHS [allow for
flexibility] in the choice of algorithms™ However, in some cases only the use of asymmetric encryption has peen fully
defined ir this Specification. A future Version or addenda to this Specification may allow use of alternative m¢chanisms
based on gymmetric encipherment.

NOTE|- The use of the terms)"security service" and "security element" in this clause are not to be confused witlj the terms

"servide" and "element of\setvice" as used in ITU-T Rec. X.400 | ISO/IEC 10021-1. The former terms are used in the present
clause fo maintain congistency with ISO 7498-2.

10.1 Security Policies

Security dervices in the MHS must be capable of supporting a wide range of security policies which extend beyond the
confines of the MHS itself. The services selected and the threats addressed will depend on the individual application
and levels of trust in parts of the system.

A security policy defines how the risk to and exposure of assets can be reduced to an acceptable level.

In addition, operation between different domains, each with their own security policy, will be required. As each domain
will be subject to its own overall security policy, covering more than just the MHS, a bilateral agreement on
interworking between two domains will be required. This must be defined so as not to conflict with the security policies
for either domain and effectively becomes part of the overall security policy for each domain.

10.2 Security Services

This clause defines the Message Transfer security services. The naming and structuring of the services are based on
ISO 7498-2.
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Message Transfer security services fall into several broad classes. These classes and the services in each are listed in
Table 7. An asterisk (*) under the heading of the form X/Y indicates that the service can be provided from a functional

object of type X to one of type Y.

Table 7 — Message Transfer Security Services

SERVICE
- ORIGIN AUTHENTICATION -----

Message Origin Authentication

Probe Origin Authentication
Report Origin Authentication
Proof of Submission

|

|

+

|

|

|

|

!

+

| Peer Entity Authentication

| Security Context

+- DATA CONFIDENTIALITY ------
| Connection Confidentiality

| Content Confidentiality

| Message Flow Confidentiality
+- DATA INTEGRITY SERVICES ---
| Connection Integrity

| Content Integrity

| Message Sequence Integrity
+- NON-REPUDIATION -----------
| Non-repudiation of Origin

|

|
¥
|
¥
|

|

|

Non-repudiation of Delivery
Message Security Labelling
Change Credentials

Register
MS-Register

Throughout the security service definitiors. that follow, reference is made to Figure 6, which reiterates

- SECURE ACCESS MANAGEMENT ----+

- MESSAGE SECURITY LABELLING --+

- SECURITY MANAGEMENT SERVICES +

Non-repudiation of Submission |

Note - Thigvservice is provided
by the recipientds MS to the originator's UA.

* *

*

*
* *
* *
* *
* *

functiona] model in simplified form. The.nimeric labels are referenced in the text.

1 5
MTS- MTS-
user user

2 3 4
MTA MTA MTA

X.402_F06

Figure 6 — Simplified MHS Functional Model

10.2.1  Origin Authentication Security Services

the MHS

These security services provide for the authentication of the identity of communicating peer entities and sources of data.

10.2.1.1 Data Origin Authentication Security Services

These security services provide corroboration of the origin of a message, probe, or report to all concerned entities
(i.e., MTAs or recipient MTS-users). These security services cannot protect against duplication of messages, probes,

or reports.
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10.2.1.1.1 Message Origin Authentication Security Service
The Message Origin Authentication Service enables the corroboration of the source of a message.

This security service can be provided using either the Message Origin Authentication or the Message Argument
Integrity security element. The former can be used to provide the security service to any of the parties concerned
(1-5 inclusive in Figure 6), whereas the latter can only be used to provide the security service to MTS-users (1 or 5 in
Figure 6). The security element chosen depends on the prevailing security policy.

10.2.1.1.2 Probe Origin Authentication Security Service
The Probe Origin Authentication security service enables the corroboration of the source of a probe.

This security service can be provided by using the Probe Origin Authentication security element. This security element
can be used to provide the security service to any of the MTAs through which the probe is transferred (2-4 inclusive
in Figure 6).

10.2.1.1.3 Report Origin Authentication Security Service
The Repojt Origin Authentication security service enables the corroboration of the source of a report.

This secufity service can be provided by using the Report Origin Authentication security element. This securify element
can be uspd to provide the security service to the originator of the subject message or probe, las well as to pny MTA
through which the report is transferred (1-5 inclusive in Figure 6).

10.2.1.2 [Proof of Submission Security Service

This secufity service enables the originator of a message to obtain corroboratign-that it has been received by the MTS
for delively to the originally specified recipient(s).

This secufity service can be provided by using the Proof of Submission seeurity element.

10.2.1.3 [Proof of Delivery Security Service

This secufity service enables the originator of a message to obtain corroboration that it has been delivered by the MTS
to its intepded recipient(s).

This secufity service can be provided by using the ProofiefDelivery security element.

10.2.2  [Secure Access Management Security Service

The Secufe Access Management security service is concerned with providing protection for resources agpinst their
unauthoriped use. It can be divided into twe-components, namely the Peer Entity Authentication and th¢ Security
Context spcurity services.

10.2.2.1 [Peer Entity Authentication-Security Service

This secufity service is providedfor use at the establishment of a connection to confirm the identity of the donnecting
entity. It jmay be used on the links 1-2, 2-3, 3-4, or 4-5 in Figure 6 and provides confidence, at the time of upage only,
that an enfity is not attempting a masquerade or an unauthorised replay of a previous connection.

This security servicéas-supported by the Authentication Exchange security element. Note that use of this security
element fhay yield. other data as a result of its operation that in certain circumstances can be used to [support a
Connectign Confidentiality and/or a Connection Integrity security service.

10.2.2.2 [Security Context Security Service

This security service is used to limit the scope of passage of messages between entities by reference to the Security
Labels associated with messages. This security service is therefore closely related to the Message Security Labelling
security service, which provides for the association of messages and Security Labels.

The Security Context security service is supported by the Security Context and the Register security elements.
10.2.3  Data Confidentiality Security Services

These security services provide for the protection of data against unauthorised disclosure.

10.2.3.1 Connection Confidentiality Security Service

The MHS does not provide a Connection Confidentiality security service. However, data for the invocation of such a
security service in underlying layers may be provided as a result of using the Authentication Exchange security element
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to provide the Peer Entity Authentication security service. The security service may be required on any of links 1-2, 2-3,
3-4, or 4-5 in Figure 6.

10.2.3.2 Content Confidentiality Security Service

The Content Confidentiality security service provides assurance that the content of a message is only known to the
sender and recipient of a message.

It may be provided using a combination of the Content Confidentiality and the Message Argument Confidentiality
security elements. The Message Argument Confidentiality security element can be used to transfer a secret key which is
used with the Content Confidentiality security element to encipher the message content. Using these security elements
the service is provided from MTS-user 1 to MTS-user 5 in Figure 6, with the message content being unintelligible
to MTAs.

10.2.3.3 Message Flow Confidentiality Security Service

This secufity service provides for the protection of information which might be derived from observatiomof message
flow. Only a limited form of this security service is provided by the MHS.

The Douljle Enveloping Technique enables a complete message to become the content of anothermiessage. This could
be used t¢ hide addressing information from certain parts of the MTS. Used in conjunction with.traffic paddipg (which
is beyond the current scope of this Specification) this could be used to provide message flow confidentiality. Other
elements pf this service, such as routing control or pseudonyms, are also beyond the scope ¢fithis Specification.

10.2.4 [Data Integrity Security Services

These secjurity services are provided to counter active threats to the MHS.

10.2.4.1 |Connection Integrity Security Service

The MHY does not provide a Connection Integrity security service. However, data for the invocation of such|a security
service inff underlying layers may be provided by using the Authentication Exchange security element to pfovide the
Peer Entify Authentication security service. The security serviceqnay be required on any of links 1-2, 2-3, 3-4, or 4-5
in Figure p.

10.2.4.2 |Content Integrity Security Service

This secufity service provides for the integrity of the econtents of a single message. This takes the form of enpbling the
determingtion of whether the message content has been modified. This security service does not enable the dgtection of
message feplay, which is provided by the Message, Sequence Integrity security service.

This secutity service can be provided in twq different ways using two different combinations of security elemdnts.

The Contpnt Integrity security element-together with the Message Argument Integrity security element and, in some
cases, thelMessage Argument Confidentiality security element can be used to provide the security service to § message
recipient, |i.e., for communicationfrom MTS-user 1 to MTS-user 5 in Figure 6. The Content Integrity securify element
is used td compute a Content Tntegrity Check as a function of the entire message content. Depending on the method
used to cpmpute the ContentyIntegrity Check, a secret key may be required, which may be confidentially gent to the
message fecipient using'the Message Argument Confidentiality security element. The Content Integrity|Check is
protected |against change using the Message Argument Integrity security element. The integrity of any cdnfidential
message grguments, isiprovided using the Message Argument Confidentiality security element.

The Messpge Origin Authentication security element can also be used to provide this security service.

10.2.4.3 Msb S\,Llubll\,b lut\,sl ;‘l‘y Sb»ul ;t‘y Sbl V;\,b

This security service protects the originator and recipient of a sequence of messages against re-ordering of the sequence.
In doing so it protects against replay of messages.

This security service may be provided using a combination of the Message Sequence Integrity and the Message
Argument Integrity security elements. The former provides a sequence number to each message, which may be
protected against change by use of the latter. Simultaneous confidentiality and integrity of the Message Sequence
Number may be provided by use of the Message Argument Confidentiality security element.

These security elements provide the service for communication from MTS-user 1 to MTS-user 5 in Figure 6, and not to
the intermediate MTAs.
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10.2.5 Non-Repudiation Security Services

These security services provide irrevocable proof to a third party after the message has been submitted, sent, or
delivered, that the submission, sending, or receipt did occur as claimed. Note that for this to function correctly, the
security policy must explicitly cover the management of asymmetric keys for the purpose of non-repudiation services if
asymmetric algorithms are being used.

10.2.5.1 Non-repudiation of Origin Security Service

This security service provides the recipient(s) of a message with irrevocable proof of the origin of the message, its
content, and its associated Message Security Label.

This security service can be provided in two different ways using two different combinations of security elements. Note
that its provision is very similar to the provision of the (weaker) Content Integrity security service.

The Content Integrity security element together with the Message Argument Integrity security element and, in some
cases, the|Message Argument Confidentiality security element can be used to provide the service to a message recipient,
i.e., for cgmmunication from MTS-user 1 to MTS-user 5 in Figure 6. The Content Integrity security elefent|is used to
compute b Content Integrity Check as a function of the entire message content. Depending on the,'methqd used to
compute the Content Integrity Check, a secret key may be required, which may be confidentially sent to th¢ message
recipient psing the Message Argument Confidentiality security element. The Content Integrity €Heck and, if required,
the Message Security Label are protected against change and/or repudiation using the Message Argumenf Integrity
security ¢lement. Any confidential message arguments are protected against change dnd/or repudiation [using the
Message Argument Confidentiality security element.

If the Conjtent Confidentiality security service is not required, the Message Origin-Adthentication security elgment may
also be uded as a basis for this security service. In this case the security servicemay be provided to all elemgnts of the
MHS, i.e} for all of 1-5 in Figure 6.

10.2.5.2 |Non-Repudiation of Submission Security Service

This secufity service provides the originator of the message with ifreyocable proof that the message was submitted to
the MTS for delivery to the originally specified recipient(s).

This secufity service is provided using the Proof of Submission’security element in much the same way as that security
element i§ used to support the (weaker) Proof of Submissiousecurity service.

10.2.5.3 |Non-Repudiation of Delivery Security Service

This secufity service provides the originator of the message with irrevocable proof that the message was deliviered to its
originally|specified recipient(s).

This secufity service is provided using-the Proof of Delivery security element in much the same way as that security
element i§ used to support the (weakef) Proof of Delivery security service.

10.2.6 [Message Security Labelling Security Service

This secufity service allows Seeurity Labels to be associated with all entities in the MHS, i.e., MTAs and MT$-users. In
conjunctipn with the Secuity Context security service it enables the implementation of security policies definfing which
parts of tHe MHS may handle messages with specified associated Security Labels.

This secufity serviceis provided by the Message Security Label security element. The integrity and confidentiality of
the label gre provided by the Message Argument Integrity and the Message Argument Confidentiality security|elements.

10.2.7 [Seeurity Management Services

A number of security management services are needed by the MHS. The only management services provided within
ITU-T Rec. X.411 | ISO/IEC 10021-4 are concerned with changing credentials and registering MTS-user security
labels.

10.2.7.1 Change Credentials Security Service

This security service enables one entity in the MHS to change the credentials concerning it held by another entity in the
MHS. It may be provided using the Change Credentials security element.

10.2.7.2 Register Security Service

This security service enables the establishment at an MTA of the Security Labels which are permissible for one
particular MTS-user. It may be provided using the Register security element.
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10.2.7.3 MS-Register Security Service

This security service enables the establishment of the security label which are permissible for the MS-user.

10.3 Security Elements

The following subclauses describe the security elements available in the protocols described within ITU-T Rec. X.411 |
ISO/IEC 10021-4 to support the security services in the MHS. These security elements relate directly to arguments in
various services described in ITU-T Rec. X.411 | ISO/IEC 10021-4. The objective of this clause is to separate out each
element of the ITU-T Rec. X.411 | ISO/IEC 10021-4 service definitions that relate to security, and to define the function
of each of these identified security elements.

10.3.1 Authentication Security Elements

These security elements are defined in order to support authentication and integrity security services.

10.3.1.1 [Authentication Exchange Security Element

The AutHentication Exchange security element is designed to authenticate, possibly mutually, theidentity of an
MTS userj to an MTA, an MTA to an MTA, an MTA to an MTS-user, an MS to a UA, or a UA to an,MS. It i§ based on
the exchange or use of secret data, either passwords, asymmetrically encrypted tokens, or symmetrically [encrypted
tokens. The result of the exchange is corroboration of the identity of the other party, and{optionally, the fransfer of
confidentfal data which may be used in providing the Connection Confidentiality and/er the Connectior] Integrity
security dervice in underlying layers. Such an authentication is only valid for the~instant that it is made and the
continuing validity of the authenticated identity depends on whether the exchange{of confidential data, or spme other
, 1s used to establish a secure communication path. The establishment and use of a secure comnunication

ity element uses the Initiator Credentials argument and the Responder Credentials result of the MTS-bind,
MS-bind,|Jand MTA-bind services. The transferred credentials are eithef,passwords or tokens.

Where papswords are used for authentication, these may be eitherSimple passwords or protected passwords. The use of
protected jpasswords for authentication between UA and MS is described in detail in Annex H.

NOTE|- Although Annex H describes authentication between WA and MS, apart from the protected mechanism to |change the
passwdrd it applies equally to authentication between UA andMTA.

10.3.1.2 [Data Origin Authentication Security Elements

These sedurity elements are specifically designed'to support data origin authentication services, although they may also
be used tq support certain data integrity service€s)

10.3.1.2.1] Message Origin Authentication Security Element

The Mesdage Origin Authentication security element enables anyone who receives or transfers message to afthenticate
the identfty of the MTS-user that originated the message. This may mean the provision of the Message Origin
Authentidation or the Non-repudiation of Origin security service.

The secuifity element invelves transmitting, as part of the message, a Message Origin Authentication Check, |computed
as a funcfion of the message content, the message Content Identifier, and the Message Security Label. If the Content
Confidenfiality security service is also required, the Message Origin Authentication Check is computed as a fjinction of
the enciplered rathet than the unenciphered message content. By operating on the message content as convelyed in the
overall mgssage (i.e., after the optional Content Confidentiality security element), any MHS entity can check ;re overall

message [ntggrity without the need to see the plaintext message content. However, if the Content Conffdentiality
security service is used, the Message Origin Authentication security element cannot be used to provide the Non-
repudiation of Origin security service.

The security element uses the Message Origin Authentication Check, which is one of the arguments of the Message
Submission, Message Transfer, and Message Delivery services.

10.3.1.2.2 Probe Origin Authentication Security Element

Similar to the Message Origin Authentication security element, the Probe Origin Authentication security element
enables any MTA to authenticate the identity of the MTS-user which originated a probe.

This security element uses the Probe Origin Authentication Check, which is one of the arguments of the Probe
Submission service.
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10.3.1.2.3 Report Origin Authentication Security Element

Similar to the Message Origin Authentication security element, the Report Origin Authentication security element
enables any MTA or MTS-user who receives a report to authenticate the identity of the MTA which originated the
report.

This security element uses the Report Origin Authentication Check, which is one of the arguments of the Report
Delivery service.

10.3.1.3 Proof of Submission Security Element

This security element provides the originator of a message with the means to establish that a message was accepted by
the MHS for transmission.

The security element is made up of two arguments: a request for Proof of Submission, sent with a message at
submission time, and the Proof of Submission, returned to the MTS-user as part of the Message Submission results. The
Proof of Bubmission is generated by the MTS, and is computed as a function of all the arguments of the [submitted
message, the Message Submission Identifier, and the Message Submission Time.

The Proof of Submission argument can be used to support the Proof of Submission security service: Déependjng on the
security pplicy in force, it may also be able to support the (stronger) Non-repudiation of Submission sécurity sprvice.

The Proof of Submission Request is an argument of the Message Submission service. The Proafiof Submissiof is one of
the resulty of the Message Submission service.

10.3.1.4 [Proof of Delivery Security Element

This secufity element provides the originator of a message with the means to establish that a message was dglivered to
the destinption by the MHS.

The secufity element is made up of a number of arguments. The message originator includes a Proof of Delivery
Request with the submitted message, and this request is delivered to €ach recipient with the message. A recipient may
then compute the Proof of Delivery as a function of a number of arguments associated with the message. The proof of
delivery i returned by the MTS to the message originator, asspart of a report on the results of the original] Message
Submissign.

The Proof of Delivery can be used to support the Proof of-Delivery security service. Depending on the security policy in
force, it njay also be able to support the (stronger) Non-repudiation of Delivery security service.

The Proof of Delivery Request is an argument of.the Message Submission, Message Transfer, and Messagg Delivery
services. [The Proof of Delivery is both one of the'results of the Message Delivery service and one of the arguments of
the Report Transfer and Report Delivery services.

NOTE|- Non-receipt of a Proof of Delivery does not imply non-delivery.

10.3.2 [Secure Access Management Security Elements

These sedurity elements are defined in order to support the Secure Access Management security service and the security
management services.

10.3.2.1 [Security Context Security Element

When an MTS-user_or an MTA binds to an MTA or MTS-user, the bind operation specifies the security confext of the
connectioh. Thislimits the scope of passage of messages by reference to the labels associated with messages. [Secondly,
the Securfty«Context of the connection may be temporarily altered for submitted or delivered messages.

The Securify Context itself consists of one or more Security Labels defining the sensitivity of interactions that may
occur in line with the security policy in force.

Security Context is an argument of the MTS-bind and MTA-bind services.
10.3.2.2 Register Security Element
The Register security element allows the establishment at an MTA of an MTS-user's permissible security labels.

This security element is provided by the Register service. The Register service enables an MTS-user to change
arguments, held by the MTS, relating to delivery of messages to that MTS-user.

10.3.2.3 MS-Register Security Element

The MS-Register security element allows the establishment of the MS-user's permissible security labels.
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This security element is provided by the MS-Register service. The MS-Register service enables an MS-user to change
arguments held by the MS relating to the retrieval of messages to that MS-user.

10.3.3 Data Confidentiality Security Elements

These security elements, based on the use of encipherment, are all concerned with the provision of confidentiality of
data passed from one MHS entity to another.

10.3.3.1 Content Confidentiality Security Element

The Content Confidentiality security element provides assurance that the content of the message is protected from
eavesdropping during transmission by use of an encipherment security element. The security element operates such that
only the recipient and sender of the message know the plaintext message content.

The specification of the encipherment algorithm, the key used, and any other initialising data are conveyed using the
Message Argument Confidentiality and the Message Argument Integrity security elements. The algorithm and key are
then used|to encipher or decipher the message contents.

The Confent Confidentiality security element uses the Content Confidentiality Algorithm Identifier) wlHich is an
argument|of the Message Submission, Message Transfer, and Message Delivery services.

10.3.3.2 [Message Argument Confidentiality Security Element

The Message Argument Confidentiality security element provides for the confidentiality,integrity, and, if required, the
irrevocabllity of recipient data associated with a message. Specifically, this data will eomprise any cryptogrgphic keys
and relatdd data that is necessary for the confidentiality and integrity security elements to function properly, if these
optional security elements are invoked.

The secufity element operates by means of the Message Token. The data to”be protected by the Message |Argument
Confidentiality security element constitutes the Encrypted Data within theMessage Token. The Encrypted Dpta within
the Messdge Token is unintelligible to all MTAs.

The Messpge Token is an argument of the Message Submission, Message Transfer, and Message Delivery seryices.

10.3.4 [Data Integrity Security Elements

These sedurity elements are provided to support the provisioh of data integrity, data authentication, and non-r¢pudiation
services.

10.3.4.1 |Content Integrity Security Element

The Contpnt Integrity security element provides protection for the content of a message against modification during
transmissjon.

This secufity element operates by use of one or more cryptographic algorithms. The specification of the algorithm(s),
the key(s) used, and any other initialising data are conveyed using the Message Argument Confidentiality and the
Message Argument Integrity seeurity elements. The result of the application of the algorithms and key is the Content
Integrity Check, which is sentin the message envelope. The security element is only available to the recipient(s) of the
message gs it operates omthe-plaintext message contents.

If the Co;tent Integrity-Check is protected using the Message Argument Integrity security element then, depending on
the prevailing secutity policy, it may be used to help provide the Non-repudiation of Origin security service.

The Contents Intégrity Check is an argument of the Message Submission, Message Transfer, and Messagd Delivery
services.

10.3.4.2 Message Argument Integrity Security Element

The Message Argument Integrity security element provides for the integrity, and, if required, the irrevocability of
certain arguments associated with a message. Specifically, these arguments may comprise any selection of the Content
Confidentiality Algorithm Identifier, the Content Integrity Check, the Message Security Label, the Proof of Delivery
Request, and the Message Sequence Number.

The security element operates by means of the Message Token. The data to be protected by the Message Argument
Integrity security element constitutes the signed-data within the Message Token.

The Message Token is an argument of the Message Submission, Message Transfer, and Message Delivery services.
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10.3.4.3 Message Sequence Integrity Security Element

The Message Sequence Integrity security element provides protection for the sender and recipient of a message against
receipt of messages in the wrong order, or duplicated messages.

A Message Sequence Number is associated with an individual message. This number identifies the position of a
message in a sequence from one originator to one recipient. Therefore each originator-recipient pair requiring to use this
security element will have to maintain a distinct sequence of message numbers. This security element does not provide
for initialisation or synchronisation of Message Sequence Numbers.

10.3.5 Non-repudiation Security Elements

There are no specific Non-repudiation security elements defined in ITU-T Rec. X.411 | ISO/IEC 10021-4. The
non-repudiation services may be provided using a combination of other security elements.

10.3.6  Security I.abel Security Flements

These seclurity elements exist to support security labelling in the MHS.

10.3.6.1 |[Message Security Label Security Element

Messages| may be labelled with data as specified in the prevailing security policy. The Message Security Label is
available for use by intermediate MTAs as part of the overall security policy of the system.

A Message Security Label may be sent as a message argument, and may be protected. by the Message |[Argument
Integrity ¢r the Message Origin Authentication security element, in the same manner,ds other message arguments.

Alternatiyely, if both confidentiality and integrity are required, the Message Seeurity Label may be protected| using the
Message |Argument Confidentiality security element. In this case the Message Security Label so protedted is an
originatorfrecipient argument, and may differ from the Message Security Labelin the message envelope.

10.3.7 [Security Management Security Elements

10.3.7.1 |[Change Credentials Security Element
The Chanfge Credentials security element allows the credentials-of an MTS-user or an MTA to be updated.

The securfity element is provided by the MTS Change Credentials service.

10.3.8 [Double Enveloping Technique

Additiondl protection may be provided to a gomplete message, including the envelope parameters, by the|ability to
specify that the content of a message is itself a-Complete message, i.e., a Double Enveloping Technique is available.

This techpique is available though theuse of the Content Type argument which makes it possible to specify that the
content of a message is an Inner Envelepe. This Content Type means that the content is itself a message (enyelope and
content). When delivered to the récipient named on the outer envelope, the outer envelope is removed and the|content is
decipherefd, if needed, resulting\in an Inner Envelope and its content. The information contained in the Inner|Envelope
is used toftransfer the contefit of the Inner Envelope to the recipients named on the Inner Envelope.

The Contg¢nt Type is an ‘argument of the Message Submission, Message Transfer, and Message Delivery serviges.

10.3.9 ncoding-for Encryption and Hashing

Each MTP parameter being passed to encryption or hashing algorithms shall be encoded using ASN.1 encofling rules
specified forthe purpose of that encryption or hashing.

NOTE 1 — It cannot be assumed that the encoding of MTS parameters used in the Submission, Transfer or Delivery steps will use
the encoding rules specified in the algorithm identifier.

NOTE 2 — In the case of the content, it is only the encoding of the content octets into the Octet String to which the encoding rules
specified in the algorithm identifier should be applied, not the encoding of the content protocol (which remains unaltered).

SECTION 3 — CONFIGURATIONS

11 Overview

This section specifies how one can configure the MHS to satisfy any of a variety of functional, physical, and
organizational requirements.
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This section covers the following topics:

12

a) Functional configurations;

b) Physical configurations;

¢) Organizational configurations;
d) The Global MHS.

Functional Configurations

This clause specifies the possible functional configurations of the MHS. The variety of such configurations results from
the presence or absence of the Directory, and from whether a direct user employs an MS.

12.1

[Regarding the Directory

With respect to the Directory, the MHS can be configured for a particular user, or a collection of users-(e.g.,[see 14.1),

in either

described|in section five.

NOTE

Directgry made possible by Recommendations | International Standards for Directories is under constguction.

12.2

With resp|
MS. A ug

upon his

The two

configura

|[Regarding the Message Store

VA for the storage of information objects, a capability that is a local'iiatter.

with an MS while user 1 is not.

Direct

O

&

Indirect User A Indirect User B

Communications
system

er 1

NOTE — W

Figure 7 — Functional Configurations Regarding the MS

f two ways: with or without the Directory. A user without access to the Directory may lack the cqpabilities

— A partially, rather than fully interconnected Directory may exist for an interim period~during which the (global)

ect to the MS, the MHS can be configured for a particular direct user in-€ither of two ways: with or yithout an
er without access to an MS lacks the capabilities of Message Storage:~A user in such circumstancgs depends

functional configurations identified above are depicted in, Figure 7 which also illustrates on¢ possible
ion of the MTS, and its linkage to another communication system via an AU. In the figure, user 2 i equipped

Dirgct User 2

NOTE — While the users depicted in the figure are people, the figure applies with equal force and validity to users of other kinds.

13

Physical Configurations

This clause specifies the possible physical configurations of the MHS, i.e., how the MHS can be realized as a set of
interconnected computer systems. Because the number of configurations is unbounded, the clause describes the kinds of
messaging systems from which the MHS is assembled, and identifies a few important representative configurations.
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The building blocks used in the physical construction of the MHS are called messaging systems. A messaging system is
a computer system (possibly but not necessarily an open system) that contains, or realizes, one or more functional

objects.

Messaging systems are of the types depicted in Figure 8.

A/SYS S/SYS AS/SYS T/SYS
()
UA !
MS  — _I_ —
T
@j :-, _‘i“I_J_ | : I Optional
T I
AT/SYS ST/SYS AST/SYS
>
UA W
MTA MTA
T - /’/i/ T /’///
| AU ir:': Optional | AU Optional ﬂ
Rt il Rl

The types
second cq
messagin

Figure 8 — Messaging System Types

may be pilesent in the messaging system.

The table
those of t}

Table 8 — Messaging Systems

e — -

+

X.402_F08

of messaging system, depicted in the figurejare listed in the first column of Table 8. For each type[listed, the
lumn indicates the kinds of functional\object--UAs, MSs, MTAs, and AUs--that may be present|in such a
b system, whether their presence is mandatory or optional, and whether just one or possibly severgl of them

is divided into two sections=~Messaging systems of the types in the first section are dedicated to sifgle users,
he types in the second can (but need not) serve multiple users.

| Messaging +-------------------- +
| System | vA MS MTA AU |
+----mmm - - tom oo m s o m +
| A/SYS | - - = |
| s/sys | - 1 - -
| AS/SYs | 1 1 - -
- mm - Fom s m e e - +
| T/sYs | - - 1 M|
| AT/SYS | ™ - 1 Ml |
| sT/SYs | - M 1 Ml |
| AST/SYS | ™ M 1 Ml |
+o-mm - oo - - - tom oo mm s oo +

+- Legend ------------------- +

| M multiple [ ] optional |

oo mmmm o m—mm oo +

The messaging system types, summarized in the table, are individually defined and described in the subclauses below.

NOTE - The following major principles governed the admission of messaging system types:
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a)  An AU and the MTA with which it interacts are typically co-located because no protocol to govern their interaction is
standardized.

b)  An MTA is typically co-located with multiple UAs or MSs because, of the standardized protocols, only that for transfer
simultaneously conveys a message to multiple recipients. The serial delivery of a message to multiple recipients served by a
messaging system, which the delivery protocol would require, would be inefficient.

c¢)  No purpose is served by co-locating several MTAs in a messaging system because a single MTA serves multiple users, and
the purpose of an MTA is to convey objects between, not within such systems. (This is not intended to exclude the possibility of
several MTA-related processes co-existing within a single computer system.)

d)  The co-location of an AU with an MTA does not affect that system's behaviour with respect to the rest of the MHS. A
single messaging system type, therefore, encompasses the AU's presence and absence.

13.1.1  Access Systems

An access system (A/SYS) contains one UA and neither an MS, an MTA, nor an AU.

An A/SYS.is dedicated to a Qihg]P nuser

13.1.2 [Storage Systems
A storage|system (S/SYS) contains one MS and neither a UA, an MTA, nor an AU.

An S/SYY is dedicated to a single user.

13.1.3  |Access and Storage Systems
An accesq and storage system (AS/SYS) contains one UA, one MS, and neither an MTA nor an AU.

An AS/SYS is dedicated to a single user.

13.1.4 [Transfer Systems
A transfet system (T/SYS) contains one MTA; optionally, one or more, AUS; and neither a UA nor an MS.

A T/SYS can serve multiple users.

13.1.5 |Access and Transfer Systems

An accesg and transfer system (AT/SYS) contains one or imore UAs; one MTA; optionally, one or more AUs; and no

MS.

An AT/SYS can serve multiple users.

13.1.6  [Storage and Transfer Systems

A storagg and transfer system (ST/SYS)(contains one or more MSs; one MTA; optionally, one or more AUs; and no

UA.

An ST/SYS can serve multiple users.

13.1.7 |Access, Storage, and’Transfer Systems

An acces}, storage, and-transfer system (AST/SYS) contains one or more UAs; one or more MSs; one MTA; and

optionallyf, one or mere AUs.

An AST/$YS canserve multiple users.

13.2 Representative-Configurations

Messaging systems can be combined in various ways to form the MHS. The possible physical configurations are
unbounded in number and thus cannot be enumerated. Several important representative configurations, however, are
described below and in Figure 9.

13.2.1  Fully Centralized

The MHS may be fully centralized (panel a of the figure). This design is realized by a single AST/SYS which contains
functional objects of all kinds and which can serve multiple users.
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@"A AST/SYS =

g—{ A/SYS H AST/SYS H AsYs —2 E@

a) Fully centralized b) Centralized Message Transfer and Storage

= —

@\ As/sys H— T/iSYS | S/SYs |

[asys |—& »

¢) Centralized Message Transfer

@%—| A/SYS H ST/SYS |

gﬂ A/SYS H T/SYS [ S/SYS)]

lASYS H—a 2

d) Fully distributed X.402_F09

NOTES
1 While the users depicted in the figure are people, the figure applies with equal force and\validity to users of other kinds.

2 Bes]des the physical configurations that result from the “pure” approaches below,.mnany “hybrid” configurations can be
constructed.

Figure 9 —Representative Physical«Configurations

13.2.2 |Centralized Message Transfer and Storage

The MHY may provide both Message Transfer and Message Storage centrally but distribute the user access (panel b of
the figure)). This design is realized by a single ST/SYS and, for each user, an A/SYS.

13.2.3 |Centralized Message Transfer

The MHY may provide Message Transfer cenfrally but distribute the Message Storage and user access (pan¢l ¢ of the
figure). Tis design is realized by a single. T/SYS and, for each user, either an AS/SYS alone or an S/SYS and an
associated A/SYS.

13.2.4  [Fully Distributed
The MHY may distribute MesSage Transfer (panel d of the figure). This design involves multiple ST-SYSs or T-SYSs.

14 Organizational Configurations

This claupe specifies the possible organizational configurations of the MHS, i.e., how the MHS can be rpalized as
interconngctéd but independently managed sets of messaging systems (which are themselves interconnected]. Because
the numbprof configurations is unbounded, the clause describes the kinds of management domains from which the
MHS is assembled, and identifies a few important representative configurations.

14.1 Management Domains

The primary building blocks used in the organizational construction of the MHS are called management domains.
A management domain (MD) (or domain) is a set of messaging systems--at least one of which contains, or realizes,
an MTA--that is managed by a single organization.

The above does not preclude an organization from managing a set of messaging systems (e.g., a single A/SYS) that
does not qualify as an MD for lack of an MTA. Such a collection of messaging systems, a secondary building block
used in the MHS' construction, "attaches" to an MD.

MDs are of several types which are individually defined and described in the subclauses below.

ITU-T Rec. X.402 (06/1999) 31


https://iecnorm.com/api/?name=76e229a04976e0dc75afac451a525b33

ISO/TEC 10021-2:2003 (E)

14.1.1 Administration Management Domains

An administration management domain (ADMD) offers public message handling services to PRMDs and/or individual
users. An ADMD has Administration responsibilities in order to ensure that its customers can communicate with any
other MD attached to the Global MHS.

14.1.2  Private Management Domains

A private management domain (PRMD) comprises messaging systems managed by a private organization. While there
is no restriction on a PRMD offering public messaging services, the PRMD has not accepted the Administration
responsibilities in order to ensure its customers can communicate with any other MD attached to the Global MHS.

14.2 Representative Configurations

MDs can be combined in various ways to form the MHS. The possible organizational configurations are unbounded in
number ahd thus cannot be enumerated. Several important representative configurations, however, are described below
and in Figure 10.

MD

MD

a) Fully centralized b) Directly connected

MD MD MD

¢) Indirectly connected X402 F10

Figure 10 — Representative organizational configurations

NOTE|- Besides the organizational configurations that result from the "pure" approaches below, many "hybrid" corjfigurations
can beconstructed.

14.2.1 [Fully Centralized
The entirg MHS may be managed by one organization (panel @ of the figure). This design is realized by a single MD.

14.2.2  |Directly Connected

The MH$ may be-managed by several organizations, the messaging systems of each connected to the messaging
systems off all of_ the-ethers (panel b of the figure). This design is realized by multiple MDs interconnected paif-wise.

14.2.3 IIndirectly Connected

The MHS may be managed by several organizations, the messaging systems of one serving as intermediary between the
messaging systems of the others (panel ¢ of the figure). This design is realized by multiple MDs one of which is
interconnected to all of the others.

15 The Global MHS

A major purpose of MHS Specifications is to enable the construction of the Global MHS, an MHS providing both intra-
and inter-organizational, and both intra- and international Message Handling world-wide.

The Global MHS almost certainly encompasses the full variety of functional configurations specified in clause 12.

The physical configuration of the Global MHS is a hybrid of the pure configurations specified in clause 13, extremely
complex and highly distributed physically.
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The organizational configuration of the Global MHS is a hybrid of the pure configurations specified in clause 14,
extremely complex and highly distributed organisationally.

Figure 11 gives an example of possible interconnections. It does not attempt to identify all possible configurations. As
depicted, ADMDs play a central role in the Global MHS. By interconnecting to one another internationally, they
provide an international Message Transfer backbone. Depending upon national regulations, by interconnecting to one
another domestically, they may also provide domestic backbones joined to the international backbone.

Country A / Country B / Country C
/ /
o \ PRMD \
\ \
\ AN
ADMD ' . -
-\\ /<
PRMD \ ADMD \
\
I \ \
I ADMD .
i \
| \
) R T PRMD PRMD
———————————————— ) )
PRMD , /
’ /

X.402_F11a

NOTE — The availability of the interconnections represented by the dotted lines between MTAs may be impacted by reguldtion.

Figure 11 — The global MHS
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/ ’

X.402_F11b

Figure 11 — The global MHS

SECTION 4 — NAMING, ADDRESSING, AND ROUTING

16 Overview

This section describes the naming and addressing of users and DLs and the routing of information objects to them.

This section covers the following topics:
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a) Naming;
b) Addressing;
¢) Routing.

17 Naming

This clause specifies how users and DLs are named for the purposes of Message Handling in general and Message
Transfer in particular. It defines OR-names and describes the role that Directory names play in them.

When it directly submits a message or probe, a UA or MS identifies its potential recipients to the MTS. When the MTS
delivers a message, it identifies the originator to each recipient's UA or MS. OR-names are the data structures by means
of which such identification is achieved.

17.1 irectory Names

A Direct¢ry name is one component of an OR-name. A Directory name identifies an object to the-Dirdctory. By
presenting such a name to the Directory, the MHS can access a user's or DL's Directory entry. From|that entry the MTS
can obtaii, e.g., the user's or DL's OR-address.

Not every| user or DL is registered in the Directory and, therefore, not every user or DL possesses a Directory pame.

NOTE|1 — Many users and DLs will lack Directory names until the Directory is widely available'as an adjunct to the MTHS. Many
indirect users (e.g., postal patrons) will lack such names until the Directory is widely Javailable as an adjun¢t to other
commynication systems.
NOTE|2 — Users and DLs may be assigned Directory names even before a fully infergonnected, distributed Directofly has been
put in place by pre-establishing the naming authorities upon which the Directory waltyeventually depend.

NOTE|3 — The typical Directory name is more user-friendly and more stable’than the typical OR-address because fhe latter is
necessjrily couched in terms of the organizational or physical structure of the'MHS while the former need not be. Thdrefore, it is
intendgd that over time, Directory names become the primary means by, Wwhich users and DLs are identified outside the MTS
(i.e., by other users), and that the use of OR-addresses be largely confineédto the MTS (i.e., to use by MTAs).

17.2 (OR-Names

Every usdr or DL has one or more OR-names. An OR-name is an identifier by means of which a user can be designated
as the originator, or a user or DL designated as a potential recipient of a message or probe. An OR-name disfinguishes
one user qr DL from another and may also identifyit$ point of access to the MHS.

An OR-rlame comprises a Directory name{ an OR-address, or both. If present, the Directory name |(if valid)
unambigyously identifies the user or DIu/(but is not necessarily the only name that would do so). If present, the
OR-addrdss does the same and more (again’ see 18.5).

At direct pubmission, the UA or MS of the originator of a message or probe may include either or both components in
each OR-hame it supplies. If the\OR-address is omitted, the MTS obtains it from the Directory using the|Directory
name. If the Directory name. is omitted, the MTS does without it. If both are included, the MTS relies firstly upon the
OR-addrdss. Should it determine that the OR-address is invalid (e.g., obsolete), it proceeds as if the OR-address had
been omifted, relying upon'the Directory name.

the MTS includes an OR-address and possibly a Directory name in each OR-name it supplies to ajmessage's

recipient pr tothe originator of a report's subject message or probe. The Directory name is included if the foriginator

supplied it or ifit was specified as the member of an expanded DL.
NOTEIL= i i i the MTS to convey to a TTA or MS at delivery. OR-names the TJAlor MS did
not supply at direct submission.

For information relating to organisations which operate in more than one country, see annex G . See also 7.3.2 in
ITU-T Rec. X.400 | ISO/IEC 10021-1.

18 Addressing

This clause specifies how users and DLs are addressed. It defines OR-addresses, describes the structure of the attribute
lists from which they are constructed, discusses the character sets from which individual attributes are composed, gives
rules for determining that two attribute lists are equivalent and for the inclusion of conditional atfributes in such lists,
and defines the standard attributes that may appear in them.
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To convey a message, probe, or report to a user, or to expand a DL specified as a potential recipient of a message or
probe, the MTS must locate the user or DL relative to its own physical and organizational structures. OR-addresses are
the data structures by means of which all such location is accomplished.

18.1 Attribute Lists
The OR-addresses of both users and DLs are attribute lists. An attribute list is an ordered set of attributes.

An attribute is an information item that describes a user or DL and that may also locate it in relation to the physical or
organizational structure of the MHS (or the network underlying it).

An attribute has the following parts:
a) attribute type (or type): An identifier that denotes a class of information (e.g., personal names).

b) attribute value (or value): An instance of the class of information the attribute type denotes (e.g., a
particular personal name).

Attributeq are of the following two kinds:
a) standard attribute: An attribute whose type is bound to a class of information by this Specificatipn.
The value of every standard attribute except ferminal type is either a string or a collection of strjngs.

b) domain-defined attribute: An attribute whose type is bound to a class of information by an MD} Thus the
type and value of a domain-defined-attribute are defined by an MD; the MD'is identified by ja private-
domain-name, or an administration-domain-name, or both.

Both the type and value of every domain-defined attribute are strings:

NOTE - The widespread use of standard attributes produces more uniform.and thus more user-friendly ORl-addresses.
However, it is anticipated that not all MDs will be able to employ. such attributes immediately. The jpurpose of
domain-defined attributes is to permit an MD to retain its existing}, native addressing conventions for af time. It is
intended, however, that all MDs migrate toward the use of standard attributes, and that domain-defined aftributes be
used only for an interim period.

18.2 ICharacter Sets

Standard [attribute values and domain-defined attribute types and values are constructed from Numeric, |Printable,
Teletex, and Universal Strings as follows:

a) The type or value of a particular domain-defined attribute may be a Printable String, a Teletex String, a
Universal String, or any combinatioh of these. The same choice (or choices) shall be made fgr both the
type and value.

b) The kinds of strings from which standard attribute values may be constructed and the rpanner of
construction (e.g., as one string or several) vary from one attribute to another (see 18.3).

The valug of an attribute comprises strings of one of the following sets of varieties depending upon its typef Numeric
only; Prirjtable only; Numerig-and Printable; and Printable, Teletex and Universal. With respect to this, the|following
rules gov¢rn each instance of communication:

a)  For administration-domain-name, private-domain-name, and postal-code the same numeric yalue may
be repfesented as either a Numeric or Printable String.

b) Whetever both Printable and Teletex Strings are permitted, strings of either or both varieti¢gs may be
supplied. If both Printable and Teletex Strings are supplied, the two should unambiguously identify the
same user.

¢) Wherever Printable, Teletex and Universal strings are permitted, one, two or all three varieties may be
supplied. Where more than one variety is supplied for an attribute, each value should unambiguously
identify the same user. Many systems will not be able to render all possible characters that can be
represented by Universal Strings (for example, being restricted to that subset of Universal String that
supports national requirements), and some systems will be unable to render Universal Strings at all.
Hence Universal Strings alone should only be used where it is known that all likely recipients can handle
the characters concerned (e.g. within a national or regional community of users).

Where a Universal String is supplied, a language code as defined in ISO 639 may be added to facilitate the rendering of
the Universal String; for example where a character is rendered differently in different languages, this may cause
selection of an appropriate font. The language code comprises a two-character code specified by ISO 639, optionally
followed by a space and a two-character ISO 3166 country code (see 4.4 in ISO 639) if it is necessary to identify a
specific national usage of the language (e.g. "en" identifies the English language, "en GB" identifies English as used in
the UK, and "en US" identifies English as used in the USA).
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Where a Universal String contains characters only from the Basic Multilingual Plane (see ISO/IEC 10646-1), it may be
encoded in ASN.1 either as a UniversalString or as a BMPString.

When comparing values of OR-address, any language codes that are present shall be disregarded.

ITU-T only:

The length of each string and of each sequence of strings in an attribute shall be limited as indicated in the more
detailed (i.e., ASN.1) specification of attributes in ITU-T Rec. X.411.

NOTE 1 — Universal and Teletex Strings are permitted in attribute values to allow inclusion, e.g., of the accented characters
commonly used in many countries.

NOTE 2 — The downgrading rules in annex B of ITU-T Rec. X.419 | ISO/IEC 10021-6 state that an OR-address cannot be
downgraded if only a Universal String or a Teletex String (or both) has been supplied which contains characters that lie outside
the Printable String repertoire.

NOTE 3 — ASN.1 permits the encoding of Teletex Strings using (amongst others) character repertoires 102, 103, 6 and 156; these

provids
charac

ers from repertoires 102 and 103 are always encoded using these repertoires, and that repertoires 6 and 156"
when ¢ncoding a string which contains only characters available in repertoires 102 and 103. This applies toall i

d that any
¢ not used
hstances of

Teletey Strings in the MHS protocols.

18.3 Standard Attributes

The standard attribute types are listed in the first column of Table 9. For each listed type,‘the second columif indicates

the charagter sets--numeric, printable, teletex, and universal --from which attribute values may be drawn.

The table| has three sections. Attribute types in the first are of a general nature, thQse in the second have to do with

routing td a PDS, and those in the third have to do with addressing within a PDS.

Table 9 — Standard Attributes
Character Sets
Standard Attribute Type Numeric Printable Universal
or Teletex

General
administration-domain-name X X -
common-name - X X
country-name X X -
network-address x* - -
numeric-user-identifier X - -
organization-name - X X
organizational-unit-hames - X X
personal-name - X X
private-domitain-name X X -
terminal-identifier - X -
terminal-type - - -
Postal Routing
pds-name — X —
physical-delivery-country-name X X -
postal-code X X -
Postal Addressing
extension-postal-OR-address-components - X X
extension-physical-delivery-address-components - X X
local-postal-attributes - X X
physical-delivery-office-name - X X
physical-delivery-office-number - X X
physical-delivery-organization-name - X X
physical-delivery-personal-name - X X
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Table 9 — Standard Attributes

Character Sets

Standard Attribute Type Numeric Printable Universal
or Teletex

post-office-box-address - X X
poste-restante-address - X X
street-address - X X
unformatted-postal-address - X X
unique-postal-name - X X
Legend
X permitted

*  Under prescribed circumstances a Sequence of Octet Strings

The standprd attribute types, summarized in the table, are individually defined and described in-the subclauses|below.

18.3.1 |Administration-domain-name

An admirjistration-domain-name is a standard attribute that identifies an ADMD reldtive to the country denpted by a
country-npme.

The valuq of an administration-domain-name is a Numeric or Printable String.Chosen from a set of such stripgs that is
administefed for this purpose by the country alluded to above.

nn

NOTE|- The attribute value comprising a single space (" ") shall be reserved for the following purpose. If permifted by the
country denoted by the country-name attribute, a single space shall desighate any (i.e., all) ADMDs within the copntry. This
affects|both the identification of users within the country and the reuting of messages, probes, and reports to and [among the
ADMI)s of that country. Regarding the former, it requires that the,OR-addresses of users within the country be choan so as to

ensure [their unambiguousness, even in the absence of the actual names of the users' ADMDs. Regarding the latter, it pprmits both
PRMDs within, and ADMDs outside of the country, to route messages, probes, and reports to any of the ADMDs| within the
country, and requires that the ADMDs within the country.intérconnect themselves in such a way that the messages, probes, and
reports are conveyed to their destinations.

[|The attribute value comprising a single zero ("0"), encoded as either a Printable or Numeric String, shall be reserved for use by
PRMDs which are not connected to any ADMD and\are not reachable from any ADMD. The single zero value shall pot be used
by a PRMD which is connected to one or more ADMDs. The single zero value shall not be used by a PRMD indirectly connected
to an ADMD (i.e., where agreements exist witli-both an ADMD and intermediate PRMDs to route messages indirecqly between
the ADDMD and the subject PRMD). In addition to providing an appropriate part of the OR-address space for such PRMDs, the
single pero value enables ADMDs andother PRMDs (without routing agreements with the subject PRMD) to det¢rmine that
messages, probes and reports cannot_be routed to the subject PRMD. The presence of an OR-address with a $ingle zero
adminitration-domain-name in recipients for which responsibility is set to not-responsible, or in the originator of a fnessage or
report Which has been DL-expafnded or Redirected, or elsewhere, is legitimate and should not cause non-delivery.

NOTE|- The single zero, administration-domain-name does not require an implementation to take any special acfion, but it
permit$ an implementation'te save transmission costs by detecting that delivery will not be possible at an earlier stage|than might
otherwjise be possible.

18.3.2 |Commeon-name

A commgn-pamé¢ is a standard attribute that identifies a user or DL relative to the entity denoted by anothgr attribute
(e.g., an drgdnization-name).

The value of a common-name is a Printable String, Teletex String, Universal String, or a combination of these types.
Whichever string type is used, the value is chosen from a set of such strings that is administered for this purpose
(and perhaps others) by the entity alluded to above.

NOTE — Among many other possibilities, a common-name might identify an organizational role (e.g., "Director of Marketing").

18.3.3 Country-name

A country-name is a standard attribute that identifies a country (or, exceptionally, an International MD Registration
Authority).

The value of a country-name is a Printable String that gives the character pair assigned to the country by ISO 3166, or a
Numeric String that gives one of the numbers assigned to the country (or geographical area, or non-zoned service) by
CCITT Rec. X.121.
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The Printable String attribute value comprising the characters "XX" shall be reserved to denote the International
Registration Authority for Management Domain Names operated in accordance with ITU-T Rec. X.666 |
ISO/IEC 9834-7.
NOTE 1 — The value "XX" is amongst those reserved in ISO 3166 for use by users of that standard; thus there is no possibility of
a future clash between a new country code allocated in ISO 3166 and this reserved value.

NOTE 2 — There are some users who have employed the value "WW" as a country-name to achieve a similar effect to the
value "XX" prior to the existence of a formal registration process. However, ISO 3166 has not currently assigned the value
"WW?" for this purpose.

18.3.4  Extension-postal-OR-address-components

An is a standard attribute that provides, in a postal address, additional information necessary to identify the addressee
(e.g., an organizational unit).

The value of an extension-postal-OR-address-components is a Printable String, Teletex String, Universal String, or a
combinat{or of These Types.

18.3.5 |[Extension-physical-delivery-address-components

An is a sfandard attribute that specifies, in a postal address, additional information necessary to idéntify the exact point
of deliverly (e.g., room and floor numbers in a large building).

The valug of an extension-physical-delivery-address-components is a Printable String, Teletex)String, Univerpal String,
or a combination of these types.

18.3.6  [Local-postal-attributes

A local-ppstal-attributes is a standard attribute that identifies the locus of distribution, other than that denoted by a
physical-delivery-office-name attribute (e.g., a geographical area), of a user's\sphysical messages.

The valug of a local-postal-attributes is a Printable String, Teletex String,/Universal String, or a combinatioph of these
types.

18.3.7 |Network-address
A network-address is a standard attribute that gives the network address of a terminal.

The valug of a network-address is any one of the following:
a) A Numeric String governed by CCITT, Rec. X.121.
b) Two Numeric Strings governed by CCITT Rec. E.164.

c) A PSAP address.
NOTE 1 — Among the strings~admitted by CCITT Rec. X.121 are Telex and Telephone numbers prec¢ded by an
escape digit.
NOTE 2 — The MHS protocols allow for 16 digits to be carried in the X.121 address component of network-address.
This permits the usetof an escape digit plus a full 15-digit telephone or ISDN number. Other protocols nay have a
limit of 14 digitsj.or a different mechanism for encoding of 15-digit numbers; mapping between MH$ and such
protocols, if required, is a local matter.

18.3.8 |[Numeric-user-identifier

A numeric-user-idetifier is a standard attribute that numerically identifies a user relative to the MD denpted by a
private-d¢main-riame, or an administration-domain-name, or both.

sred for this

The valud-efa numeric-user-ide
purpose by the MD alluded to above.

18.3.9  Organization-name

An organization-name is a standard attribute that identifies an organization. The value of an organization-name is a
Printable String, Teletex String, Universal String, or a combination of these types.

When used in a mnemonic OR-address (see 18.5.1), as a national matter organizations may be identified either relative
to the country denoted by a country-name (so that organization names are unique within the country); or relative to the
MD identified by a private-domain-name, or an administration-domain-name, or both. Whichever string type is used,
the string is chosen from a set of such strings that is administered for this purpose (and perhaps others) by the country or
MD alluded to above.

NOTE - In countries choosing country-wide unique organization-names, a national registration authority for organization-names
is required.
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When used in a terminal OR-address (see 18.5.4), the organization-name is a free-form value, with no requirement for
registration.

18.3.10 Organizational-unit-names

An organizational-unit-names is a standard attribute that identifies one or more units (e.g., divisions or departments) of
the organization denoted by an organization-name, each unit but the first being a sub-unit of the units whose names
precede it in the attribute.

The value of an organizational-unit-names is an ordered sequence of Printable Strings, an ordered sequence of Teletex
Strings, an ordered sequence of Universal Strings, or any combination of these three options. Whichever string type is
used, each string is chosen from a set of such strings that is administered for this purpose (and perhaps others) by the
organization (or encompassing unit) alluded to above.

18.3.11 Pds-name

A pds-nalne is a standard attribute that identifies a PDS relative to the MD denoted by a private-domain-ngme, or an
administriition-domain-name, or both.

The valuq of a pds-name is a Printable String chosen from a set of such strings that is administered, for"this purpose by
the MD alluded to above.

18.3.12 [Personal-name

A persongl-name is a standard attribute that identifies a person relative to the entity denoted by another attripute (e.g.,
an organifation-name).

The valug¢ of a personal-name comprises the following four pieces of inforfation, the first mandatory, the others
optional:

a)  The person's surname.

b) The person's given name.

c) The initials of all of his names but his surname.
d) His generation (e.g., "Jr").

The abovg information is supplied as Printable Strings, Teletex Strings, Universal Strings, or any combination of these
types.

18.3.13 [Physical-delivery-country-name

A physicgl-delivery-country-name is a standard attribute that identifies the country in which a user takes delivery of
physical pessages.

The valug of a physical-delivery-country-name is subject to the same constraints as is the value of a country-ngme.

18.3.14 [Physical-delivery-office-name

A physicgl-delivery-office-name is a standard attribute that identifies the city, village, etc. in which is situated the post
office thrpugh which a user takes delivery of physical messages.

The valug of a phygical-delivery-office-name is a Printable String, Teletex String, Universal String, or a comHination of
these typdgs.

18.3.15 IPhysical-delivery-ofﬁce-number

A physical-delivery-office-number is a standard attribute that distinguishes among several post offices denoted by a
single physical-delivery-office-name.

The value of a physical-delivery-office-number is a Printable String, Teletex String, Universal String, or a combination
of these types.

18.3.16 Physical-delivery-organization-name
A physical-delivery-organization-name is a standard attribute that identifies a postal patron's organization.

The value of a physical-delivery-organization-name is a Printable String, Teletex String, Universal String, or a combi-
nation of these types.

18.3.17 Physical-delivery-personal-name

A physical-delivery-personal-name is a standard attribute that identifies a postal patron.
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The value of a physical-delivery-personal-name is a Printable String, Teletex String, Universal String, or a combination
of these types.

18.3.18 Post-office-box-address

A post-office-box-address is a standard attribute that specifies the number of the post office box by means of which a
user takes delivery of physical messages.

The value of a post-office-box-address is a Printable String, Teletex String, Universal String, or a combination of these
types chosen from the set of such strings assigned for this purpose by the post office denoted by a physical-delivery-
office-name attribute.

18.3.19 Postal-code

A postal-code is a standard attribute that specifies the postal code for the geographical area in which a user takes
delivery of physical messages

The valug of a postal-code is a Numeric or Printable String chosen from the set of such strings that is mainfained and
standardifed for this purpose by the postal administration of the country identified by a physical-deliyery3couptry-name
attribute.

18.3.20 [Poste-restante-address

A poste-r¢stante-address is a standard attribute that specifies the code that a user gives to a post office in ordet to collect
the physigal messages that await delivery to him.

The valuq of a poste-restante-address is a Printable String, Teletex String, Universal String, or a combinatiop of these
types.

18.3.21 |Private-domain-name

A privatetdomain-name is a standard attribute that identifies a PRMDAs a national matter, this identificatign may be
either reljtive to the country denoted by a country-name (so that\PRMD names are unique within the cquntry), or
relative td the ADMD identified by an administration-domain-name.

The valug of a private-domain-name is a Numeric or Printable String chosen from a set of such strings that is
administefed for this purpose by the country or ADMD alluded to above.

NOTE]|- In countries choosing country-wide unique PRMD names, a national registration authority for private-domafn-names is
requirgd.

18.3.22 |[Street-address

A street-dddress is a standard attribute that-specifies the street address (e.g., house number and street namq and type
(e.g., "Ropd™)) at which a user takes delivery of physical messages.

The valug of a street-address is a Printable String, Teletex String, Universal String, or a combination of these types.
18.3.23 [Terminal-identifiek

A termingl-identifier is a ‘standard attribute that gives the terminal identifier of a terminal (e.g., a Telex answeq back or a
Teletex tgrminal identifier).

The valug of a terminal-identifier is a Printable String.

18.3.24 [Lérminal-type

A terminal-type is a standard attribute that gives the type of a terminal.

The value of a terminal-type is any one of the following: Telex, Teletex, G3 facsimile, G4 facsimile, IAS5 terminal, and
Videotex.

18.3.25 Unformatted-postal-address
An unformatted-postal-address is a standard attribute that specifies a user's postal address in free form.

The value of an unformatted-postal-address is a sequence of Printable Strings, each representing a line of text; a single
Universal String or Teletex String, lines being separated by CR LF or LF CR (a maximum of five occurrences of the
separator is allowed); or both.
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18.3.26 Unique-postal-name

A unique-postal-name is a standard attribute that identifies the point of delivery, other than that denoted by a
street-address, post-office-box-address, or poste-restante-address, (e.g., a building or hamlet) of a user's physical
messages.

The value of a unique-postal-name is a Printable String, Teletex String, Universal String, or a combination of these
types.

18.4 Attribute List Equivalence

Several OR-addresses, and thus several attribute lists, may denote the same user or DL. This multiplicity of
OR-addresses results in part (but not in full) from the following attribute list equivalence rules:

a) The relative order of standard attributes is insignificant.

) Where the value of a standard attribute may be a Numeric String or an equivalent Printable $tring, the
choice between them shall be considered insignificant.
NOTE[- This rule applies even to the country-name standard attribute, where the choice between X.121 or IS©~3166 forms shall

be conpidered insignificant. Where X.121 allocates more than one number to a country the significance of which nunjber is used
has no{ been standardised by this Specification.

c) Where the value of a standard attribute may be a Printable String, Teletex String; Universal Sgring, or a
combination of these types, the choice between the seven possibilities shall beconsidered insighificant.

d) Where the type or value of a domain-defined attribute, or the value ¢f a standard attribute, pomprises
characters from the Printable String repertoire, the choice where petmitted between encodihg it in a
Universal String or Teletex String and in a Printable String shall be\considered insignificant.

e) Where the type or value of a domain-defined attribute, or theZvalue of a standard attribute, fomprises
characters from the Teletex String repertoire, the choice where permitted between encodipg it in a
Teletex String and in a Universal String shall be consideted-insignificant.

f) Where the value of a standard attribute may contain,letters, the cases of those letter shall be donsidered
insignificant.

2) In a domain-defined attribute type or value, orin a standard attribute value, all leading, all trdiling, and
all but one consecutive embedded spaces shall be considered insignificant.

h) In a Teletex String, the Non-spacing underline graphic character shall be considered insignjficant, as
shall all control functions except Space'and those used for code extension procedures.

i) In a Teletex String, the choice between different encodings of the same character shall be donsidered
insignificant.

i) In a Universal String, the(choice between different encodings of the same character (for exgmple, the
order in which the components of composing characters are encoded) shall be considered insighificant.

NOTE — An MD maynimpose additional equivalence rules upon the attributes it assigns to its own users gnd DLs. It
might define, e.g., riiles concerning punctuation characters in attribute values, the case of letters in such vajues, or the
relative order of demain-defined attributes.

18.5 OR-Address Forms
Every usgr or DL%is-assigned one or more OR-addresses. An OR-address is an attribute list that distinguishef one user
from another, and,identifies the user's point of access to the MHS or the DL's expansion point.

An OR-address may take any of the forms summarized in Table 10. The first column of the table identifies the] attributes
available for the construction of OR-addresses. For each OR-address form, the second column indicates the attributes
that may appear in such OR-addresses and their grades (see also 18.6).

The table has four sections. Attribute types in the first are those of a general nature. Attribute types in the second and
third those specific to physical delivery, but unformatted-postal-address may be used as an extension to the terminal
address. The fourth section encompasses domain-defined attributes.
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Table 10 — Forms of OR-Address

Attribute Type | MNEM NUMR F U TERM |
- General --------------------—------ e +
administration-domain-name
common-name

numeric-user-identifier

organizational-unit-names
personal-name

The form
representd

18.5.1

A mnemd
user or D

Priveate—dometrrame
terminal-identifier
terminal-type
- Postal Routing -------------—---—---- e e +
pds-name | - - c C
physical-delivery-country-name | - - M M =
postal-code | - - M M
- Postal Addressing ----------------- R e L TR RS Mt +
extension-postal | - - C - -
| -OR-address-components | |
extension-physical-delivery |
-address-components |
local-postal-attributes |
physical-delivery-office-name |
physical-delivery-office-number |
physical-delivery-organization-name |
hysical-delivery-personal-name | & -
|
l
|
|

|
|
|
|
|
organization-name |
|
L
T
|
|

—_—

|

|

|

|

|

|

| p

| post-office-box-address
| poste-restante-address
| street-address

| unformatted-postal-address
| unique-postal-name

+- Domain-defined -----------afx"----- o +
| domain-defined (one or more) | ¢ c - - c |

|
|
(@] nNOoONONOQNn
|
|

"
| MNEM mnemonic NUMR mumeric  POST postal TERM terminal |
| F formatted Usinformatted M mandatory C conditional |
| C* conditionalysbut intended to be used for rendition |
| purposes and not for MHS addressing or routing |
"

of OR-address, sunimarized in the table, are individually defined and described in the subclauses below. The
tion of OR-addtesses for human usage is described in Annex F.

Mnemonic\OR-Address

nic @R*address is one that provides a memorable identification for a user or DL. It identifies an YD, and a
| relafive to it.

A mnemonic OR-address comprises the following attributes:

18.5.2

a) One country-name, one administration-domain-name and conditionally one private-domain-name, which
together identify an MD.

b) One organization-name, or one organizational-unit-names, or one personal-name, or one common-name,
or one or more domain-defined attributes, or a combination of the above, which together identify a user
or DL relative to the MD in item a above. If organizational-unit-names is present, then organization-
name shall be present.

Numeric OR-Address

A numeric OR-address is one that numerically identifies a user relative to an MD.
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A numeric OR-address comprises the following attributes:

18.5.3

a) One country-name, one administration-domain-name and conditionally one private-domain-name, which

together identify an MD.

b) One numeric-user-identifier which identifies the user relative to the MD in item a above.

¢) Conditionally, one or more domain-defined attributes which provide information additional to that which

identifies the user.
NOTE - Only the numeric-user-identifier is restricted to be numeric.

Postal OR-Address

A postal OR-address is one that identifies a user by means of its postal address. It identifies the PDS through which the
user is to be accessed and gives the user's postal address.

The following kinds of postal OR-address are distinguished:

A postal

A format
listed in T

address j:ibute.

An unfo

NOTE
name 1
physic
betwed

18.54

A terming
terminal.
gives the
terminal,

A terming

a) formatted: Said of a postal OR-address that specifies a user's postal address by means
attributes. For this form of postal OR-address, this Specification prescribes the stracture
addresses in some detail.

b) unformatted: Said of a postal OR-address that specifies a user's postal address in & single atty
this form of postal OR-address, this Specification largely does not prescribe| the structure
addresses.

R-address, whether formatted or unformatted, comprises the following attributes:

a)  One country-name, one administration-domain-name and conditionallyone private-domain-na
together identify an MD.

b) Conditionally, one pds-name which identifies the PDS by means-of which the user is to be acce]

c) One physical-delivery-country-name and one postal-code,) which together identify the ge
region in which the user takes delivery of physical messages.

ed postal OR-address comprises, additionally, one of each of those conditional postal addressing
able 10 that are required by the PDS. A formatted postal OR-address does not contain the unformatt

atted postal OR-address comprises, additionally, one unformatted-postal-address attribute.

— The total number of characters in the values>of all attributes but country-name, administration-domain-nam|
n a postal OR-address should be small enough to permit their rendition in 6 lines of 30 characters, the size
1 envelope window. The rendition algorithm is PDAU-specific but is likely to include inserting delimiters (¢|
n some attribute values.

Terminal OR-Address

)1 OR-address is one that identifies a user by means of the network address and, if required, the t
[t may also identify,the*MD through which that terminal is accessed. In the case of a Telematic t
terminal's network yaddress and possibly its terminal identifier and terminal type. In the case g
t gives its Telex niimber.

| OR-address comprises the following attributes:
)  Oneuietwork-address.

b)/, €onditionally, one terminal-identifier.

f several
of postal

ibute. For
of postal

me, which

ksed.

graphical

attributes
ed-postal-

e, and pds-
f a typical
g., spaces)

pe of his
brminal, it
f a Telex

) ral Jats 1 4 . 1+
) \/Uuuluuuau_y 5 VLI TUIIIIIIAT L_yP\/.

d) Conditionally, both one country-name and one administration-domain-name and conditionally one

private-domain-name which together identify an MD.

e) Conditionally, one or more attributes chosen from organization-name, organizational-unit-names,
personal-name, unformatted-postal-address and common-name, and conditionally one or more domain-

defined attributes, all of which provide additional information to identify the user.

The private-domain-name and the domain-defined attributes shall be present only if the country-name and
administration-domain-name attributes are present.
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18.5.5 Determination of Address Forms

The form of an OR-address shall be determined as follows:

if it contains a numeric-user-identifier, it is a numeric OR-address;

if it contains a network-address, it is a terminal OR-address;

if it contains a physical-delivery-country, it is a postal OR-address;

any other OR-address is a mnemonic OR-address.

If a postal OR-address contains an unformatted-postal-address it is an unformatted postal OR-address, otherwise it is a
formatted postal OR-address.

18.6 Conditional Attributes

1 : . 1 oY 11 £ 1 1rerd o PRI CHE I T - 1
The pI‘eS LICC O dDSTIICC IIT d PAIlUICUIAD UR=aUUITsS O UIT dlUIDULCS  ITIal KOO COIIUIUOIal I T dDIC TU IS UCU

follows.

All conditfional attributes except those specific to postal OR-addresses are present in an OR-address af the dis
and in acqordance with rules established by, the MD denoted by the country-name, administration‘domain-na|
present, pfivate-domain-name attributes.

All condifional attributes specific to postal OR-addresses are present or absent in such OR<addresses so as to
postal addressing requirements of the users they identify.

19 [Routing

ITU-T version:

To convey a message, probe, or report toward a user or the expansioripoint of a DL, an MTA must not only
user or DL (i.e., obtain its OR-address) but also select a route to thatlocation.

External fouting is an incremental and only loosely standardized process. Suggested below are several pri
external rputing. Internal routing is outside the scope of this Recommendation.

The folloying principles are illustrative, not definitive:

2)
b)

c)

d)

In an MHS that comprises a single MD; of course, routing is not an issue.

A PRMD may be connected to a“single, ADMD. When this is so, routing always involves th
necessarily.

An ADMD may be conmected to multiple PRMDs. When this is so, routing may be b
conditional OR-addres§ attributes, including but not limited to private-domain-name.

mined as

bretion of,
me and, if

batisfy the

locate the

hciples of

e ADMD

sed upon

An MD may be directly connected to some but not all other MDs. When the OR-address identiffies a MD

to which no dijrect connection exists, routing may be based upon bilateral agreement with th
which direct/Connections do exist and other local rules.

When the MD is directly connected to the MD identified by the OR-address, the object i
routed‘to-that MD directly.

By bilateral agreement, one MD might route an object to another MD for the purposg
corversion.

e MDs to
typically
, e.g., of

attributes

An MD may route to a malformed OR-address provided (of course) that it contains at least the

required to do so.

ISO/IEC version:

NOTE - The bilateral agreements and local rules alluded to above are beyond the scope of this Recommendation and
may be based upon technical, policy, economic, or other considerations.

To convey a message, probe, or report toward a user or the expansion point of a DL, an MTA must not only locate the
user or DL (i.e., obtain its OR-address) but also select a route to that location. Routing is thus the process of selecting,
given an OR-address, the MTA to which the message, probe or report should be transferred.

This clause is tutorial in nature: ITU-T Rec. X.412 | ISO/IEC 10021-10 standardises mechanisms for dissemination of
and use of the information required for routing decisions; ITU-T Rec. X.404 | ISO/IEC TR 10021-11 gives advice to
messaging system managers on use of these routing mechanisms.
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Where no other considerations apply, the optimal routing is to transfer the message as directly as possible to the MTA
to which the recipient's UA is connected. However, there may be factors making a more indirect route appropriate such
as: less direct routes utilising higher bandwidth links between MTAs; using late fan-out to give optimisation of
transmission costs; and needing to access an intermediate MTA for a service such as conversion. The costs of
disseminating and storing routing information possibly combined with the undesirability for some domains of
disclosing internal structure means that frequently routing directly to the ultimate MTA will not be possible, even when
desirable.

The first part of the routing decision that an MTA must make is whether this recipient is in its own MD. To do this, the
MTA must know all the combinations of country-name, administration-domain-name and private-domain-name
attributes which identify its own domain. A PRMD may have as many combinations of these as there are entry points
from ADMD:s to that PRMD, although for PRMDs existing entirely within countries adopting nationally unique private-
domain-names a single pair of values of country-name and private-domain-name attributes will be sufficient to identify
that PRMD internally regardless of whether or not semantic absence of the administration-domain-name is permitted at
entry pointsfremADMBbs-

If the recjpient is identified as within the same MD the values of other attributes of the recipient's, QR-a¢ldress are
examined|to determine whether the recipient is a UA served by that MTA, in which case local delivery' will occur, or
whether gn appropriate MTA within the MD can be identified to which the message can be relayed: Failing either of
these, a npn-delivery event must occur.

Not all MTAs within an MD necessarily need be configured with the capability to relay to-orreceive from ofher MDs,
but there must be at least one MTA within the MD with such capabilities if the MD is nefto remain isolatefl from all
other MDfs. Every MTA within a (non-isolated) MD must be capable of routing to anl MTA within that MD which can
relay to ofher MDs, if not possessing this capability itself. So, even if the recipient,isddentified as being outside the MD,
relaying tp another MTA within the MD may still be necessary.

If the extgrnal MD is identified as one to which a direct connection exists, then-this direct connection will often be used.
The external MD may also be identified as one reached by relaying through one or more intermediate MI). If these
intermedifte MDs are PRMDs then this option can only be exercised by bilateral agreement. Alternatively, the external
MD may pe unknown and then the services of an ADMD will be required.

The role ¢f an ADMD within the MHS is to provide, directly Ot indirectly, relaying to all other ADMDs, ar]d to relay
messages|to all PRMDs directly connected to that ADMD. Thits a PRMD always has the option of choosingto use the
services df an ADMD for routing to other PRMDs.

When mgre than one entry point to an external MD can be identified, additional OR-address attribute§ or other
considerafions may be used to determine the most@ppropriate entry point. In the extreme case of the originating MD
having cqmplete information about the recipjent's MD this would allow direct communication between ofiginator's
MTA and|recipient's MTA.]

SECTIOQN 5 — USE OF THE DIRECTORY

20 Overview

This sectipn describes¢he uses to which the MHS may put the Directory if it is present. If the Directory is unayailable to
the MHS,|how, if at-all, the MHS performs these same tasks is a local matter.

This sectipn/Covers the following topics:

AY A aatl fa e
a) AUuIcIITativll,
b) Name resolution;
c¢) DL expansion;

d) Capability assessment.

21 Authentication

A functional object may accomplish authentication using information stored in the Directory.
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Name Resolution

A functional object may accomplish name resolution using the Directory.

To obtain the OR-address(es) of a user or DL whose Directory name it possesses, an object presents that name to the
Directory and requests from the Directory entry the following attributes:

a) MHS OR-Addresses.
b) Preferred Delivery Methods.

To do this successfully, the object must first authenticate itself to the Directory and have access rights to the
information requested.

The functional object then attempts to determine an OR-address which satisfies a preferred delivery method. For
methods other than mhs-delivery the functional object may need to construct an address using other attributes from the

directory

23

A functid

entry and local configuration information

(DL Expansion

permissiops exist.

The objed

attributes

To do thig

requested

24
A functio

The folloy

)  MHS DL Members.
b) MHS DL Policy.
c) MHS DL Submit Permissions.

Capability Assessment

hal object may assess the capabilities of a user, DL or MS using the Directory.

)  MHS Deliverable Content Types-

b) MHS Deliverable EITs.

c) MHS Maximum ContentLength.

d) MHS OR-Addressesswith Capabilities.
e) MHS Undeliyerable EITs.

)  Preferred Delivery Methods

The folloying Direetory attributes represent MS capabilities of possible significance in Message Handling:

)  MHS Supported Attributes.
b)Y/ MHS Supported Automatic Actions.

nal object may accomplish DL expansion using the Directory, first verifying that\the necessa

t presents the Directory name of a DL to the Directory and requests from the'Directory entry the

wving Directory attributes represent user.¢apabilities of possible significance in Message Handling:

'y submit

following

successfully, the MTA must first authenticate itself to the Difectory and have access rights to the information

c) MHS Supported Content 1ype.s
d) MHS Supported Matching Rules.

To assess a particular capability of a user, DL or MS whose Directory name it possesses, the object presents that name
to the Directory and requests from the Directory entry the attribute associated with that capability.

To do this successfully, the MTA must first authenticate itself to the Directory and have access rights to the information

requested
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SECTION 6 — OSI REALIZATION

25

Overview

This section describes how the MHS is realized by means of OSI.

This section covers the following topics:

26

a) Application service elements;

b) Application contexts.

Application Service Elements

This clau:

In OSI th|
The presg
asymmetr

NOTE

ISO/IE
ISO/IE

26.1

The ASE
portions d
the contr
represents
requires t

The relati
system cd
communi
to be sucq

An ASE
dictated b
the associ
(see claus
NOTE
Handli
part of]

e identifies the application service elements (ASEs) that figure in the OSI realization of Messagedla

e communication capabilities of open systems are organized into groups of related capabilities cal
nt clause reviews this concept from the OSI Reference Model, draws a distinction betweerl symn
¢ ASEs, and introduces the ASEs defined for or supportive of Message Handling.

— Besides the ASEs discussed, the MHS relies upon the Directory Access Service Element defined in ITU-T R

C 9594-6. However, since that ASE does not figure in the ACs for Message Handling’ (see ITU-T Rd
C 10021-6), it is not discussed here.

[The ASE Concept

concept is illustrated in Figure 12, which depicts two communicating open systems. Only the O

f the open systems, called AEs, are shown. Each AE comprises a<UE and one or more ASEs. A UE
lling or organizing portion of an AE which defines the open system's role (e.g., that of an MTA)
one of the communication capability sets, or services (e.g- for message submission or transfer), th
play its role.

bnship between two AEs in different open systems is.called an application association. The ASEs in
mmunicate with their peer ASEs in the other opgn System via a presentation connection between t
ation is what creates and sustains the relationship embodied in the application association. For sev
essfully combined in a single AE, they must.be designed to coordinate their use of the application as|

blays the largely mechanical role of translating requests and responses made by its UE to and fron
y the application protocol that govetiis the ASE's interaction with its peer ASE in the open systen]

es 28-30).

— Strictly speaking, an open System's role is determined by the behaviour of its application processes. In th
hg context an application process realizes a functional object of one of the types defined in clause 7. A UE in
an application process.

Application-Entity Application-Entity

User User

Element Application Element

Association

A
\4

ndling.

ed ASEs.
hetric and

ec. X.519 |
c. X.419 |

SI-related
Fepresents

An ASE
at the UE

each open
hem. That
bral ASEs
Kociation.

the form
to which

ation connects it. The ASE realizes an abstract service, or a part thereof, for purposes of OSI comnjunication

e Message
turn is one

Application Layer

Presentation Layer

Presentation Connection

Figure 12 — The ASE Concept
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26.2

Symmetric and Asymmetric ASEs

The following two kinds of ASE, illustrated in Figure 13, can be distinguished:

a) symmetric: Said of an ASE by means of which a UE both supplies and consumes a service. The ASE for
message transfer, e.g., is symmetric because both open systems, each of which embodies an MTA, offer
and may consume the service of message transfer by means of it.

b) asymmetric: Said of an ASE by means of which a UE supplies or consumes a service, but not both,
depending upon how the ASE is configured. The ASE for message delivery, e.g., is asymmetric because
only the open system embodying an MTA offers the associated service and only the other open system,
which embodies a UA or MS, consumes it.

—— e —— I —— E———
| I I I
| I | [ I I I
I ! I | I I Constmmm ! I Suy}ll_y; 12 l
UE I UE I s I I
| | | oo UE | | UE |
| I | [ I I I
| I | [ I I I
| I | [ I I I
| L o L |
I I I

| \I;( Il i Servicd i
| I [ I | I
I I I [ I I I
[P N - b | b — (I P
| X.402_F13

I
a) Symmetric ASEs b) Asymmetric ASEs
Figure 13 — Symmetric and Asymmetric ASEs

With resfject to a particular asymmetric ASE, one UE suppli€s, a service which the other consumes. The |JASEs co-

located w
and in the

ith the UEs assist in the service's supply and consumption. The resulting four roles are captured in
following terminology:

Figure 14

E x.

ASE x.

)  x-supplying UE: An application process, that supplies the service represented by asymmetric AS
b) x-supplying ASE: An asymmetric ASE x configured for co-location with an x supplying-UE.
c) x-consuming UE: An application\process that consumes the service represented by asymmetric
d) x-consuming ASE: An asyminetric ASE x configured for co-location with an x-consuming-UE.
Application-Entity Application-Entity
JE UE
x-Consuming x-Supplying
UE UE
Application
P Association
ASE x ASE x
x-Consuming x-Supplying
ASE ASE
Application Layer

Presentation Layer

Presentation Connection

Figure 14 — Terminology for Asymmetric ASEs

X.402_F14

As indicated, the four roles described above are defined relative to a particular ASE. When an AE comprises several
asymmetric ASEs, these roles are assigned independently for each ASE. Thus, as shown in Figure 15, a single UE
might serve as the consumer with respect to one ASE and as the supplier with respect to another.
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Application-Entity

UE UE
x-Consuming UE x-Supplying UE
y-Supplying UE y-Consuming UE
Application
< Association R
ASE x ASEy ASE x ASEy
x-Consuming y-Supplying x-Supplying y-Consuming
ASE ASE ASE ASE
2 Y
Appli'Feﬁw Eeve
Preserjtation Layer . .
Presentation Connection x }o2_Fots

26.3

The ASE
listed, thg
objects--{

The Mesd
defined in

26.3.1

Figure 15 —Multiple Asymmetric ASEs

Message Handling ASEs

that provide the various Message Handling services are listed in the first/column of Table 11. For
second column indicates whether it is symmetric or asymmetric. The third column identifies the
As, MSs, MTAs, and AUs--that are associated with the ASE, either,as.consumer or as supplier.

Table 11 — Message Handling ASEs

+------ +------ e il +
| | | Functienal Objects |
| | e +
| ASE | Form | ©UA MS MTA AU |
+------ +---=-=- L A Nttt e +
| MTSE | sy | - cs - |
+------ +---o" Fo e +
| MSSE | asYy” | cC cs s - |
| MDSE |~ASY | C c s - |
| MRSEN“AsY | ¢ S - - |
| MASE-| ASY | C cs s - |
b N\ +------ B il +

+- Legend ------------------- +

| SY symmetric C consumer |

| ASY asymmetric S supplier |

oo mm oo mmm—m - +

age Handling ASEs, summarized in the table, are individually introduced in the subclauses beloy
ITU-FRec. X.419 | ISO/IEC 10021-6.

Message Transfer

cach ASE
functional

. Each is

The Message Transfer Service Element (MTSE) is the means by which the transfer transmittal step is effected.

26.3.2

Message Submission

The Message Submission Service Element (MSSE) is the means by which the submission transmittal step is effected.

26.3.3

Message Delivery

The Message Delivery Service Element (MDSE) is the means by which the delivery transmittal step is effected.

26.3.4

Message Retrieval

The Message Retrieval Service Element (MRSE) is the means by which the retrieval transmittal step is effected.

ITU-T Rec. X.402 (06/1999)
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Message Administration

The Message Administration Service Element (MASE) is the means by which a UA, MS, or MTA places on file with
one another information that enables and controls their subsequent interaction by means of the MSSE, MDSE, MRSE,
and MASE.

26.4

Supporting ASEs

The general-purpose ASEs upon which Message Handling ASEs depend are listed in the first column of Table 12. For
each listed ASE, the second column indicates whether it is symmetric or asymmetric.

Table 12 — Supporting ASEs

The supp

26.4.1
The Rem

The ROS

26.4.2

The Relid
Handling
as to ensu

The RTSE

26.4.3

The Asso
systems a

The ACS

27

+------ +----=- +
| ASE | Form |
- +----- +
| ROSE | sy |
| RTSE | sy |
| ACSE | sy |
+------ +----=- +

+- Legend ------- +

| SY symmetric |

| ASY asymmetric |

rting ASEs, summarized in the table, are individually introduced in'the subclauses below.

|IRemote Operations

bte Operations Service Element (ROSE) is the means by which the asymmetric Message Handling ASEs
structure their request-response interactions between consuming.and supplying open systems.

E is defined in ITU-T Rec. X.880 | ISO/IEC 13712-1\

IReliable Transfer

ble Transfer Service Element (RTSE) «isithe means by which various symmetric and asymmetrig
ASEs convey information objects--especially large ones (e.g., facsimile messages)--between open §
re their safe-storage at their destinations.

 is defined in ITU-T Rec. X.218 | ISO/IEC 9066-1.

[Association Control

ciation Control Seryice Element (ACSE) is the means by which all application associations bety
re established, reléased, and in other respects managed.

H is defined i [TU-T Rec. X.217 | ISO 8649.

Application Contexts

Message
ystems so

een open

In OSI tl

. — TS SR . A-QI £ -~ G T b I ) . 1
C CULHIIIUICatlonn bal)clUlllthb LT, ASLS) UL tWU UPTIL S ySUICIILS  dlT Ial SIIallct 10T da palhbulm P

rpose by

means of application contexts (ACs). An AC is a detailed specification of the use of an association between two open
systems, i.e., a protocol.

An AC specifies how the association is to be established (e.g., what initialization parameters are to be exchanged), what
ASEs are to engage in peer-to-peer communication over the association, what constraints (if any) are to be imposed
upon their individual use of the association, whether the initiator or responder is the consumer of each asymmetric ASE,
and how the association is to be released (e.g., what finalization parameters are to be exchanged).

Every AC is named (by an ASN.1 Object Identifier). The initiator of an association indicates to the responder the AC
that will govern the association's use by conveying the AC's name to it by means of the ACSE.

An AC also identifies by name (an ASN.1 Object Identifier) the abstract syntaxes of the APDUs that an association may
carry as a result of its use by the AC's ASEs. Conventionally one assigns a name to the set of APDUs associated either
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with each individual ASE or with the AC as a whole. The initiator of an association indicates to the responder the one or
more abstract syntaxes associated with the AC by conveying their names to it via the ACSE.

The abstract syntax of an APDU is its structure as an information object (e.g., an ASN.1 Set comprising an Integer
command code and an IAS String command argument). It is distinguished from the APDU's transfer syntax which is
how the information object is represented for transmission between two open systems (e.g., one octet denoting an
ASN.1 Set, followed by one octet giving the length of the Set, etc.).

The ACs by means of which the various Message Handling services are provided are specified in ITU-T Rec. X.419 |
ISO/IEC 10021-6. These protocols are known as P1, P3, and P7.

NOTE — The nature of a message's content does not enter into the definition of Message Handling ACs because the content is
encapsulated (as an Octet String) in the protocols by means of which it is conveyed.

SECTION_7 — ABSTRACT SERVICE DEFINITION CONVENTIONS

28 Overview

When degcribing a complex distributed information processing task there is some advantage . in\specifying the task in
abstract father than concrete terms. This approach ensures that the task's functional™requirements gre stated
independg¢ntly of its concrete realization. As well as permitting the specification to develop by a process of|step-wise
refinemert, this separation is important since each aspect of the task may admit of several concrete realizqtions. For
example, [in a Message Transfer System comprising three message transfer agentss thefirst and second might interact
using OS] communication, and the second and third by proprietary means.

This sectfon specifies the conventions for abstractly describing the services provided by an distributed infformation
processing task, the abstract service, by means of an abstract model. The r€alization of the abstract service by| means of
OSI comrpunication services is also described.

NOTE]|- This section replaces and makes obsolete the Abstract Servide Definition Conventions in CCITT Rec. X.4P7 (1988) |
ISO/THC 10021-3: 1990.

ITU-T Rqc. X.880 | ISO/IEC 13712-1 defines several information object classes that are useful in the specification of
ROS-basgd application protocols such as those defined for MHS.

29 Components of the Abstract Model

29.1 Abstract Objects

An abstract object (MHS-object) is @ functional entity, possibly one of several which interact with one arjother. An
abstract opject of one type mightepresent a system; multiple abstract objects of another type might represent its users.
Abstract ¢bjects interact only when bound together in an association which defines the services offered and the context
of their infteraction in terms,of\an abstract contract.

An MHS{object is specified as an instance of the MHS-object information object class. Its definition is identjcal to the
Remote QJperations ROS-OBJECT-CLASS information object class. This defines the capabilities of an abstijact object
in terms df the (assecration) contracts it supports as initiator, or responder, or in either role.

NHS>OBJECT ::= ROS-OBJECT-CLASS

29.2 Abstract Contracts

An abstract contract (contract) defines a context within which a pair of abstract objects can interact. This includes a
specification of the manner in which the two abstract objects establish an association (bind), release an association
(unbind), and identifies the abstract ports bound together for the duration of the association. When specifying a contract,
the ports in which the association initiator assumes the role of "consumer"”, the ports at which it assumes the role of
"supplier", and the ports which are either symmetrical or in which the association initiator can occupy both the
"consumer" and "supplier" roles are identified.

A contract is defined as an instance of the Remote Operations CONTRACT information object class.
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29.3 Connection Packages

A connection package specifies that part of a contract concerned with the dynamic establishment and release of an
association. It specifies the abstract-bind operation used to establish, and the abstract-unbind operation used to release
the association.

A connection-package is defined as an instance of the Remote Operations CONNECTION-PACKAGE information
object class.

29.4 Abstract Ports

An abstract port (port) is a point at which an abstract object interacts with another abstract object when bound together
under the terms of a contract. It defines the set of operations which may be invoked by an abstract object assuming the
role of "consumer", the operations which may be invoked by an abstract object assuming the role of "supplier", and the
operationg which may be invoked by either abstract object

A port is| defined as symmetric if all instances of the port are identical (i.e. consumer and supplier-tolgs are not
distinguished). A port is defined as asymmetric if each instance of the port is of one of two kinds, suppliér or|consumer
(i.e. the rqles are distinguished).

A port is| specified as an instance of the PORT information object class. Its definition issidentical to the Remote
Operatiorfs OPERATION-PACKAGE information object class.

BORT ::= OPERATION-PACKAGE

29.5 Abstract Operations and Abstract Errors

An abstract operation is a procedure that one abstract object (the invoker) ¢an’ request of another (the perfofmer) at a
port pair pound within the terms of a contract. If the ports are symmetricy‘then either abstract object may invoke the
operation| If the ports are asymmetric, then the port definition presefibes which operations may be invokied by the
abstract opject acting as the consumer of the port, and which may be\invoked by that acting as the supplier.

An abstralct error is an exceptional condition that may arise duting the performance of an abstract operation, [causing it
to fail. Wihen an abstract error is reported, the performer conveys to the invoker the identity of the abstract|error and
possibly g single information object called its parameter:

Abstract ¢pperations and abstract errors are specified.as instances of the ABSTRACT-OPERATION and ABFTRACT-
ERROR ipformation object classes.

Their deffinitions are identical to the Remgte Operations OPERATION and ERROR information objedt classes,
respectivgly.

ABSTRACT-OPERATION ::=/OPERATION
ABSTRACT-ERROR ::=_ERROR
30 OS Realization

Once a diktributed\information processing task has been described and specified in abstract terms, the mannef in which
each aspdct of the task is to be concretely realized must be prescribed. Each aspect may admit of severa] concrete
realizations,

The concrete realization of the components of the MHS abstract service is often trivial when accomplished by means of
Remote Operations. This is so because for a given abstract service there exists a ROS-based application protocol that is
functionally identical to it. This follows from the fact that the framework for the specification of abstract services is
isomorphic to that for the specification of ROS-based application protocols. The correspondences behind the
isomorphism are listed in Table 13.
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Table 13 — Correspondence of abstract service components to ROS information object classes

Abstract service component ROS information object class
MHS-object ROS-OBJECT-CLASS
Port OPERATION-PACKAGE
Abstract-operation OPERATION
Abstract-error ERROR

The ROS information object classes CONTRACT and CONNECTION-PACKAGE are used directly in the MHS
abstract model.
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Annex A

Directory Object Classes and Attributes

(This annex forms an integral part of this Recommendation | International Standard)

Several Directory object classes, attributes, attribute syntaxes, contexts, and certificate subject alternative names are
specific to Message Handling. These are defined in the present annex using the OBJECT-CLASS, ATTRIBUTE, and
CONTEXT information object classes of ITU-T Rec. X.501 | ISO/IEC 9594-2, and the OTHER-NAME information
object classes of ITU-T Rec. X.509 | ISO/IEC 9594-8, respectively.

Al Object Classes

The objedt classes specific to Message Handling are those specified below.

NOTE|- The Directory object classes described in this Annex Can be combined with other object classes, e.g,,.the Ohes defined
in ITUT Rec. X.521 | ISO/IEC 9594-7. See also ITU-T Rec. X.501 | ISO/IEC 9594-2, clause 12 for ancexplanatjon of how
Directgry object classes can be combined in one Directory entry. Annex B of ITU-T Rec. X.521 | ISO/IEC 9594-7 gives some
further|information about Directory name forms and possible Directory Information Tree structures.

A.l.1 MHS Distribution List

An MHS|Distribution List object is a DL. The attributes in its entry identify its commmon name, submit pefmissions,
and OR-addresses and, to the extent that the relevant attributes are present, describe the DL, identify its organization,
organizatfonal units, and owner; cite related objects; identify its maximum content\length, deliverable content fypes, and
acceptablg, exclusively acceptable, and unacceptable EITs,; and identify its expansion policy, subscription pddresses,
archive addresses, related lists and members.

phs-distribution-list OBJECT-CLASS

SUBCLASS OF { top }

MUST CONTAIN { commonName |
mhs-dl-submit-permissions
mhs-or-addresses }

MAY CONTAIN { description |
organizationName |
organizationalUnitName |
owner
seeAlso |
mhs-maximums:@ontent-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-uriacceptable-eits |
mhe<dl-policy |
mhstdl-subscription-service |
mhs-dl-archive-service |
mhs-dl-related-lists |
mhs-dl-members }

1D id-oc-mhs-distribution-list }

1]
—_

A.1.2  |[MHS Message Store

An MHS| Message. Store object is an AE that realizes an MS. The attributes in its entry, to the extent that they are
present, describe) the MS, identify its owner, and enumerate the attributes, automatic actions, matching rulds, content
types, and hetwork protocols it supports.

mhs-message-store OBJECT-CLASS ::= {

SUBCLASS OF { applicationEntity }

MAY CONTAIN { owner
mhs-supported-attributes |
mhs-supported-automatic-actions |
mhs-supported-matching-rules |
mhs-supported-content-types |
protocolInformation }

ID id-oc-mhs-message-store }

A.13 MHS Message Transfer Agent

An MHS Message Transfer Agent object is an AE that implements an MTA. The attributes in its entry, to the extent
that they are present, describe the MTA and identify its owner, its maximum content length, and its supported network
protocols.
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mhs-message-transfer-agent OBJECT-CLASS ::=

SUBCLASS OF

MAY CONTAIN { owner |

{ applicationEntity }

mhs-maximum-content-length |
protocolInformation }
ID id-oc-mhs-message-transfer-agent }

A.l1.4 MHS User

An MHS User object is a generic MHS user. (The generic MHS user can have, for example, a business address, a
residential address, or both.) The attributes in its entry identify the user's OR-address and, to the extent that the relevant
attributes are present, identify the user's maximum content length, content types, and EITs; its MS; and its preferred

delivery methods.

mhs-user OBJECT-CLASS ::= {
SUBCLASS OF { top }
a1

KIND.

MUST CONTAIN
MAY CONTAIN

P4
{ mhs-or-addresses }
{ mhs-maximum-content-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-or-addresses-with-capabilities |
mhs-message-store-dn }
ID id-oc-mhs-user }

If the MHIS User has more than one OR-address, which have differing deliverability capabilities, then the|attributes

mhs-delivlerable-content-types, mhs-deliverable-eits, and mhs-undeliverable-eits\should represent the unior

of these

deliverabflity capabilities; the attribute mhs-maximum-content-length should”eontain the largest of the valyes of this
attribute. [The capability of each OR-address can then be determined when tequired from the attribute mhs-or-addresses-

with-capapilities.

NOTE|- The MHS User's preferredDeliveryMethod information is intherited in the telecommunicationAttributeSdt from the

Directgry user's naming object class.

A.1.5 |MHS User Agent

An MHS|User Agent object is an AE that realizes a UA~TFhe attributes in its entry, to the extent that they afe present,
identify the UA's owner; its maximum content length; content types, and EITs; its deliverable classes; its OR-address;

and its supported network protocols.

mhs-user-agent OBJECT-CLASS ::="
SUBCLASS OF

MAY CONTAIN { ownetr |

{ applicationEntity }

mhs-maximum-content-length |
mhg>deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-deliverable-classes |
mhs-or-addresses |
protocolInformation }

ID id-oc-mhs-user-agent }
A2 Attributes
The attributes cppr‘iﬁr\ to Message Hm‘\d]ing are those epphiﬁpﬂ below
A2.1 MHS Acceptable EITs

The MHS Acceptable EITs attribute identifies a set of EITs; the presence of any one of these EITs in a messages
makes it a message whose delivery a user will accept, or which a DL will expand, as defined in 8.4.1.1.1.3.1 of
ITU-T Rec. X.411 | ISO/IEC 10021-4. The order of precedence between this attribute and those in A.2.10 and A.2.19 is
defined in 14.3.4.4 of ITU-T Rec. X.411 | ISO/IEC 10021-4.

A value of this attribute is an Object Identifier.

mhs-acceptable-eits ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ID

ExtendedEncodedInformationType
objectIdentifierMatch
id-at-mhs-acceptable-eits }
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A.2.2 MHS Deliverable Classes

The MHS Deliverable Classes attribute identifies the classes of messages whose delivery a UA will accept
(see 8.4.1.1.3 in ITU-T Rec. X.411 | ISO/IEC 10021-4).

A value of this attribute is a Capability (see A.3.4).

mhs-deliverable-classes ATTRIBUTE ::= {
WITH SYNTAX Capability
EQUALITY MATCHING RULE capabilityMatch
ID id-at-mhs-deliverable-classes }

A2.3 MHS Deliverable Content Types

The MHS Deliverable Content Types attribute identifies the content types of the messages whose delivery a user will
accept, or which a DL will expand. The absence of this attribute indicates that any content type may be delivered
(or expanged):

A value of this attribute is an Object Identifier.

nhs-deliverable-content-types ATTRIBUTE ::= {
WITH SYNTAX ExtendedContentType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-deliverable-content-types }

A.24 IMHS DL Archive Service

The MH$ DL Archive Service attribute identifies a service from which a userithay request copies of|messages
previously distributed by this DL. Further specification of any such service (e.g.,)the format of requests) is beyond the
scope of this International Standard.

A value of this attribute is an OR-Name.

mhs-dl-archive-service ATTRIBUTE ::= {
WITH SYNTAX ORName
EQUALITY MATCHING RULE oRNameExactMatch

-- EXTENSIBLE MATCHING RULE { oRNaméMatch | oRNameElementsMatch |
-- oRNameSubstringElementsMatch |

-- oRNameéSingleElementMatch }--

ID idcat-mhs-dl-archive-service }

A.2.5 MHS DL Members

The MH$ DL Members attribute identifies.a’ DL's members. When a DL is expanded, each of the values of this
attribute Wyill become a recipient of the message.

A value of this attribute is an OR-name,

ghs-dl-members ATTRIBUTE ::= {
WITH SYNTAX ORName
EQUALITY MATCHING RULE oRNameExactMatch

-- EXTENSIBLE MATCHING RULE { oRNameMatch | oRNameElementsMatch |
-- ORNameSubstringElementsMatch |

-~ ORNameSingleElementMatch }--

jiin) id-at-mhs-dl-members }

A value (f this.attribute may have an annotation attached to it to provide information for use in the adminisgtration of
the DL (s¢e\A4.1), or may have an indication attached to it that this member is itself a DL to enable efficient ¢valuation
of DL submit permission (see A.4.2), or may have an indication attached to it that this member uses a non-standard
system (see A.4.3).

A.2.6  MHS DL Policy
The MHS DL Policy attribute identifies the choice of policy options to be applied when expanding a DL.
A value of this attribute is a DL policy.

mhs-dl-policy ATTRIBUTE

]
—_

WITH SYNTAX DLPolicy
SINGLE VALUE TRUE
ID id-at-mhs-dl-policy }
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A.2.7 MHS DL Related Lists

The MHS DL Related Lists attribute identifies other Distribution Lists which are, in some unspecified way, related to
this DL.

A value of this attribute is a Distinguished Name.

mhs-dl-related-lists ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
D id-at-mhs-dl-related-lists }

A.2.8 MHS DL Submit Permissions

The MHS DL Submit Permissions attribute identifies the users and DLs that may submit messages (or probes) to a
DL. It does not affect the handling of reports at DL expansion points.

A value of this attribute is a DL submit permission.

mhs-dl-submit-permissions ATTRIBUTE ::= {
WITH SYNTAX DLSubmitPermission
ID id-at-mhs-dl-submit-permissions }

A.2.9 MHS DL Subscription Service

The MHP DL Subscription Service attribute identifies a service to which a user may request changes to the
membership of this DL (e.g., for a user to request to be added to the DL). Further, specification of any su¢h service
(e.g., the format of requests) is beyond the scope of this International Standard.

A value of this attribute is an OR-Name.

mhs-dl-subscription-service ATTRIBUTE ::= {
WITH SYNTAX ORName
EQUALITY MATCHING RULE oRNameExactMatich

-- EXTENSIBLE MATCHING RULE { oRNameMatch/ | oRNameElementsMatch |
-- oRNameSubstringElementsMatch |

-- ORNameSingleElementMatch }--

ID id-at-fhs-dl-subscription-service }

A.2.10 |MHS Exclusively Acceptable EITs

The MHS Exclusively Acceptable EITs attributeidentifies a set of EITs; the presence of all EITs of a messgge within
this set mpkes it a messages whose delivery a user will accept, or which a DL will expand, as defined in 8.4.1{1.1.3.1 of
ITU-T Rgc. X.411 | ISO/IEC 10021-4. The,order of precedence between this attribute and those in A.2.1 and A.2.19 is
defined ir] 14.3.4.4 of ITU-T Rec. X.411 |ISO/IEC 10021-4.

NOTE|- Implicit conversion may occur*in the MTS prior to delivery of a message, so that any EIT originally prdsent in the

message but not among the exclusively acceptable EITs may be converted into an exclusively acceptable EIT, thys enabling
delivery (or DL expansion).

A value of this attribute is an Object Identifier.

mhs-exclusively-acceptable-eits ATTRIBUTE ::=
WITHLSYNTAX ExtendedEncodedInformationType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-exclusively-acceptable-eits }

A.2.11 |MHS Maximum Content Length

The MHS Maximum Content Length attribute identifies the maximum content length of the messages whose delivery
a user will accept, or which a DL will expand, or which an MTA will accept.

A value of this attribute is an Integer.

mhs-maximum-content-length ATTRIBUTE ::= {
WITH SYNTAX ContentLength
EQUALITY MATCHING RULE integerMatch
SINGLE VALUE TRUE
ID id-at-mhs-maximum-content-length }

A.2.12 MHS Message Store Directory Name
The MHS Message Store Directory Name attribute identifies a user's MS by name.

The value of this attribute is a Directory distinguished name.
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mhs-message-store-dn ATTRIBUTE ::= {
SUBTYPE OF distinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
ID id-at-mhs-message-store-dn }

A.2.13 MHS OR-Addresses

The MHS OR-Addresses attribute specifies a user's or DL's OR-addresses. The Directory user may choose any one of
the values to use as the OR-address of this user.

A value of this attribute is an OR-address.

mhs-or-addresses ATTRIBUTE ::=

WITH SYNTAX ORAddress

EQUALITY MATCHING RULE oRAddressMatch

-- EXTENSIBLE MATCHING RULE { oRAddressElementsMatch |

-- oRAddressSubstringElementsMatch |
-- ORNameSingleElementMatch } --

D id-at-mhs-or-addresses }

When thg MHS OR-Addresses with Capabilities attribute is present in an entry, the MHS OR-Addresse$ attribute
should coptain only the user's preferred address.

A.2.14 |MHS OR-Addresses with Capabilities

The MHB OR-Addresses with Capabilities attribute identifies the deliverability, ¢apability of each of a user's
OR-addrefsses.

A value of this attribute is an OR-address with capabilities.

mhs-or-addresses-with-capabilities ATTRIBUTE ::= {
WITH SYNTAX AddressCapabilities
EQUALITY MATCHING RULE addressCapabilditiesMatch
ID id-at-mhs-ok-addresses-with-capabilities }

This attribute may be used to indicate the individual capabilities of each of the user's OR-addresses wher¢ different
addresses|have differing capabilities. It may also be used where a single address has, for example, differing cppabilities
for different content-types. Where there are no differing capabilities which the user requires to distinguish, the
MHS OR}Addresses attribute alone is sufficient.

A.2.15 |MHS Supported Attributes
The MHS Supported Attributes attribute idenfifies the attributes that an MS fully supports.

A value of this attribute is an Object Identifier.

nhs-supported-attributes ATTRIBUTE ::= {
WITH SYNTAX ATTRIBUTE.&id ({AttributeTable})
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-attributes

}

A.2.16 |MHS Supported Automatic Actions

The MHS Supported Automatic Actions attribute identifies the automatic actions that an MS fully supports.

A value of this attribute is an Object Identifier.

mhs-supported-automatic-actions ATTRIBUTE ::=
WITH SYNTAX AUTO-ACTION.&id ({AutoActionTable})
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-automatic-actions }

A.2.17 MHS Supported Content Types

The MHS Supported Content Types attribute identifies the content types of the messages whose syntax and semantics
an MS fully supports.

A value of this attribute is an Object Identifier.

mhs-supported-content-types ATTRIBUTE ::= {
WITH SYNTAX ExtendedContentType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-content-types }
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A.2.18 MHS Supported Matching Rules
The MHS Supported Matching Rules attribute identifies the matching rules an MS fully supports.

A value of this attribute is an Object Identifier.

mhs-supported-matching-rules ATTRIBUTE ::= {
WITH SYNTAX MATCHING-RULE. &id ({MatchingRuleTable})
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-supported-matching-rules }

A.2.19 MHS Unacceptable EITs

The MHS Unacceptable EITs attribute identifies a set of EITs; the presence of any one of these EITs in a messages
makes it a message whose delivery a user will not accept, or which a DL will not expand, as defined in 8.4.1.1.1.3.1 of
ITU-T Rec. X.411 | ISO/IEC 10021-4. The order of precedence between this attribute and those in A.2.1 and A.2.10 is

LS - B BTAE - =5 - ~ ik =Y SZo4d LT oo a1 oann~ 4
deﬁned I 14.5.94. 01 TTU-1T RCC. AAFTT [ ISUNLECT TUUZT=-5. J

NOTE|- Implicit conversion may occur in the MTS prior to delivery of a message, so that any EIT originallysprdsent in the
message but among the unacceptable EITs may be converted into an acceptable EIT, thus enabling delivery (orDLexpansion).

A value of this attribute is an Object Identifier.

mhs-unacceptable-eits ATTRIBUTE ::= {
WITH SYNTAX ExtendedEncodedInformationType
EQUALITY MATCHING RULE objectIdentifierMatch
ID id-at-mhs-unacceptable-eits }

A3 Attribute Syntaxes

The attribute syntaxes specific to Message Handling are those specified belows

A3.1 JDL Submit Permission
u

The DL Submit Permission attribute syntax characterizes an attribute each of whose values is a submit permiksion.
DLSubmitPermission ::= CHOICE (
individual [0] ORName,
member-of-dl [1] ORName,

pattern-match [2] ORNamePattern,
member-of-group [3] Name}

A DL submit permission, depending upon its type; grants submit access to the following zero or more users and DLs:
a)  Individual: The user or (unexpanded) DL any of whose OR-names is equal to the specified OR-name.

b) Member-of-dl: Each meniber of the DL, any of whose OR-names is equal to the specified OR-name, or
of each nested DL, recussively.

c) Pattern-match: Each user or (unexpanded) DL any of whose OR-names matches the specified|OR-name
pattern.

ORNamePattern ::= ORName
The ~pfesence of an emp--ty OR-name pattern (i.e. an ORName containing only #n empty
BuiltinStandardAttributes Sequence) indicates that any user has submit permission.

any-user-may-submit DLSubmitPermission ::=
pattern-match: { built-in-standard-attributes { } }

d) Member-of-group: Each member of the group-of-names whose name is specified, or of each nested
group-of-names, recursively.

A presented value is equal to a target value of this type if the two are identical, attribute by attribute. Additionally,
equality may be declared under other conditions which are a local matter.

A.3.1.1 Procedure for Evaluating DL Submit Permission

When using the MHS DL Submit Permission attribute to determine whether a particular message may be expanded by
a DL, the following procedure is applied. If the message contains a DL Expansion History then it is the OR-name of the
last DL in the expansion history which is compared with the values of the submit permission attribute, otherwise the
OR-name of the originator of the message is compared.
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The comparison proceeds against each value of the attribute in turn until the first match occurs whereupon the message
has obtained submit permission, or until no more attribute values remain to be compared whereupon the message has
failed to obtain submit permission.

NOTE - The Directory does not maintain any ordering of attribute values. Efficiency will usually be achieved by considering
Pattern-match values, shortest first, followed by Individual values.

For each attribute value, the appropriate procedure below is applied:

a)

b)

Individual

The OR-name from the message is compared with the OR-name from this attribute value
procedure specified in A.3.1.2.

Member-of-dl

using the

This attribute value is the OR-name of a DL. The MHS DL Members of that DL are obtained. If any
member's OR-name lacks an OR-address component then this is obtained from the MHS OR-Addresses

c)

d)

Where a jnember of a DL or a group has' more than one value present in that member's MHS OR-Addresses
then a separate OR-name is constructed for each OR-address.

A.3.1.2 |Procedure for Deterniining Equivalence of OR-Names

The OR-rfame from the messdge always contains an OR-address and may also contain a Directory Name. The
from the ttribute mayscomprise either or both a Directory Name and an OR-address; the OR-address will be
it is preseht in the attribute value, or if it can be obtained from the Directory for members of DLs or groups.

The OR-njames-are compared using the OR-name-match rule defined in 12.4.4 of ITU-T Rec. X.413 | ISO/IEC

A3.2 [DLPolicy

attribute from that member's Directory entry. The OR-name from the message is compargd
member OR-name in turn using the procedure specified in A.3.1.2 until a match occurs.

Pattern-match

with each

[f no match is found, a Directory look-up is performed on each member OR-name to determine whether it is
itself another DL. For each nested DL found, the procedure for Member-of-dl is applied, recursively.

This attribute value contains elements of an OR-name: that is it may-.contain some OR-address

components, or some RDN components of a Directory Name, or both. f the attribute value is
OR-name pattern then submit permission for any user exists.

An OR-name containing no attribute types which are absent fronm'the pattern is constructed by
other attributes from the OR-name from the message. This constructed OR-name is compare
pattern OR-name from this attribute value using the procedure specified in the OR-name-elemd
rule in 12.4.5 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

Member-of-group

This attribute value is the Directory Name of a\Gtroup of Names (see 6.10 in ISO/IEC 959
Members of that Group of Names are obtainedy.and an OR-name for each OR-Address of eac
is constructed from that member's Directory®Name plus that member's MHS OR-Addresses attr]
OR-name from the message is compared with each member OR-name in turn using the
specified in A.3.1.2 until a match occuts:

If no match is found, a Directory.look-up is performed on each member's Directory Name to
whether it is itself another Group of Names. For each nested Group of Names found, the pro
Member-of-group is applied,(recursively.

an empty

liscarding
| with the
nts-match

4-7). The
h member
bute. The
procedure

determine
edure for

attribute,

OR-name
present if

10021-5.

The DL Policy attribute syntax characterizes an attribute whose value is a DL policy.
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DLPolicy ::= SET ({
report-propagation [0] INTEGER ({

previous-dl-or-originator (0),

dl-owner (1),

both-previous-and-owner (2) } DEFAULT previous-dl-or-originator,
report-from-dl [1] INTEGER ({

whenever-requested (0),

when-no-propagation (1) } DEFAULT whenever-requested,
originating-MTA-report [2] INTEGER ({

unchanged (0),

report (2),

non-delivery-report (3),

audited-report (4) } DEFAULT unchanged,
originator-report [3] INTEGER

unchanged (0),

no-report (1),

report (2),

non-delivery-report (3) } DEFAULT unchanged,
return-of-content [4] ENUMERATED [

unchanged (0),

content-return-not-requested (1),

content-return-requested (2) } DEFAULT unchanged,
priority [5] INTEGER {

unchanged (0),

normal (1),

non-urgent (2),

urgent (3) } DEFAULT unchanged,
disclosure-of-other-recipients [6] ENUMERATED {

unchanged (0),

disclosure-of-other-recipients-prohibited (1)%,

disclosure-of-other-recipients-allowed (2).J\ DEFAULT unchanged,
implicit-conversion-prohibited [7] ENUMERATED {

unchanged (0),

implicit-conversion-allowed (1),

implicit-conversion-prohibited (2) |} OEFAULT unchanged,
conversion-with-loss-prohibited [8] ENUMERATED {

unchanged (0),

conversion-with-loss-allowed (X)/,

conversion-with-loss-prohibitéd "(2) } DEFAULT unchanged,
further-dl-expansion-allowed [9] BOOLEAN DEFAULT TRUE,
originator-requested-alternate-recipient-removed [10] BOOLEAN DEFAULT TRUE,
proof-of-delivery [11] INTEGER./

dl-expansion-point (0),

dl-members (1),

both (2),

neither (3) } DEFAULT dl-members,
requested-delivery-methiod [12] CHOICE

unchanged [0], NULL,

removed [1] AULL,

replaced ,RequestedDeliveryMethod } DEFAULT unchanged:NULL,
token-encryption-algorithm-preference [13] SEQUENCE OF

AlgorithmInformation OPTIONAL,
token-signature-algorithm-preference [14] SEQUENCE OF
AlgorithmInformation OPTIONAL,
}

AlgorithmInforYwation ::= SEQUENCE ({
algokrithm-identifier [0] AlgorithmIdentifier,
originator-certificate-selector [1] CertificateAssertion OPTIONAL,
recipient-certificate-selector [2] CertificateAssertion OPTIONAL}

A DL poljeynay specify values for the following options:

a) Report propagation: Whether reports received at the DL expansion point are to be sent to the preceding
DL (or the originator if no preceding DL), or to the DL owner, or to both of these;

b) Report from DL: Whether the DL expansion point sends a confirmatory delivery report whenever it
expands a message which requests one, or whether such reports are sent only either when report
propagation is dl-owner or when originator-report is no-report or non-delivery-report;

c) Originating MTA report: Whether the MTA report request is unchanged, or set to request both delivery
and non-delivery reports, or set to request only non-delivery reports, or set to request audited delivery
reports;

d) Originator report. Whether the originator's report request is unchanged, or set to request no reports, or
set to request both delivery and non-delivery reports, or set to request only non-delivery reports;

e) Return of content: Whether the originator's request for return of content is unchanged, or set to request no
return, or set to request return with non-delivery reports;
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Further dg¢tails of these policy options are in 14.3.10 in ITU-T Rec. X.411 | ISO/IEC 10021-4.

A3.3

The syntdx of OR-Address is defined in ITU-T Rec. X.411 | ISOAEC 10021-4 and its semantics in cla|
this Specilfication.

A presented OR-address value is equal to a target OR-address“value under the conditions specified in 18.4.

rules for

A3.4

The OR-Address with Capabilities attribute’syntax characterizes an attribute whose value identifies the del
capability]

A value of this attribute is an OR=Address with Capabilities.

f)  Priority: Whether the originator's setting for priority is unchanged, or set to normal, or set to n
or set to urgent;

on-urgent,

g) Disclosure of other recipients: Whether the originator's setting is unchanged, or set to prohibit disclosure,

or set to allow disclosure;

h) Implicit conversion prohibited: Whether the originator's setting is unchanged, or set to allow implicit

conversion, or set to prohibit implicit conversion;

i)  Conversion with loss prohibited: Whether the originator's setting is unchanged, or set
conversion with loss, or set to prohibit conversion with loss;

j)  Further DL expansion allowed: Whether expansion by any nested DLs is allowed or prohibited

to allow

>

k) Removal of originator requested alternate recipient: Whether the originator's requested alternate

recipient setting is unchanged, or removed;

1) Generation of proof of delivery: Whether the proof of delivery when requested is generated

at the DL

expansion point, or by the DL members, or by both, or is not generated,;

M) Requested delivery method: Whether the originator's setting is unchanged, or removed, Or tep
specified value;

algorithms to be used to re-encrypt data for each DL member in a token,-Wwhere the mess
expanded contains encrypted data in a token for the DL recipient;

0) Token signature algorithm preference: Specifies the preference order for signature algorithms
to sign data where this is necessary to create a new token for each DL member, e.g. where th
being expanded contains encrypted data in a token for the DL recjpient.

lOR-Address

(OR-Address with Capabilities

AddressCapabilities ::= SEQUENCE ({
description GeneralString,
address ORAddress,
capdbilities SET OF Capability }

apability ::= SET {
content-types [0] SET OF ExtendedContentType OPTIONAL,
maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-constraints [2] EncodedInformationTypesConstra]

aced by a

n) Token encryption algorithm preference: Specifies the preference order for asymmetric g¢ncryption

hoe being

0 be used
b message

nse 18 of

Matching

DR -address-match, OR-address-elements-match; OR-address-substring-elements-match and OR-nagne-single-
elements-match are defined in 12.4.1, 12.4.2, 12.4.3 and ¥2.4.7 of ITU-T Rec. X.413 | ISO/IEC 10021-5.

verability

of each of a user's OR-addresses: When an address has to be chosen automatically, the selectiof between
addresses|having suitable capabilities will be a local matter. When a human user is making the selection, the d
may allow a more appropriate choice te’be made.

escription

nts

ODT]

ONAL,

security-labels [3] SecurityContext OPTIONAL,

}

The address-capabilities-match rule determines whether a presented value is identical with an attribute value of
OR-Address with Capabilities. This matching rule is used only for Directory maintenance.

The rule

62

addressCapabilitiesMatch MATCHING-RULE ::= {
SYNTAX AddressCapabilities
ID id-mr-address-capabilities-match }
returns true if, and only if:

a) the description elements contain equivalent strings;

b) the address elements match following the OR-address-match rule defined in 12.4.1 of ITU-T Rec. X.413

| ISO/IEC 10021-5; and
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c) the capabilities elements contain equivalent components.

Because of the complexity of the capabilities component, it is not envisaged that the Directory could be expected to be
used to determine whether a presented capability requirement could be satisfied by any attribute value. Therefore it is
expected that all attribute values will be obtained from the Directory and the assessment performed by the Directory
user (e.g., the MTA).

The capability-match rule determines whether a presented value is identical with an attribute value of MHS Deliverable
Classes. This matching rule is used only for Directory maintenance.

capabilityMatch MATCHING-RULE ::= {
SYNTAX Capability
ID id-mr-capability-match }

The rule returns true if, and only if the capabilities contain equivalent components.

A3.5 R-Name

The syntgx of OR-name is defined in ITU-T Rec. X.411 | ISO/IEC 10021-4 and its semantics in clause [|7 of this
Specificafion.

The OR-flame-exact-match rule determines whether both the Directory Name and the OR-Addre$s compongnts of an
OR-Namg¢ match. Each component must match if it is present in either the presented or the-target value. A|presented
OR-name| value is equal to a target OR-name value if the OR-address components arg ‘¢quivalent using| the rules
specified in 18.4, and if the Directory Name components are equivalent using the rules spécified in ITU-T R¢cs. of the
X.500-setfies | ISO/IEC 9594. Additionally, equality may be declared under other conditions which are a local matter.

dRNameExactMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-exact-match }

The rule feturns true if, and only if:

a)  where the presented value contains only an OR-addyess, the rule matches only an attribute value which
does not contain a directory-name and where the.OR-address matches following the OR-address-match
rule defined in 12.4.1 of ITU-T Rec. X.413 | ISOAEC 10021-5;

b) where the presented value contains only a diféctory-name, the rule matches only an attribute value which
does not contain an OR-address, and where the directory-name matches following the
distinguishedNameMatch rule defined-in 12.5.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2; and

c) where the presented value contains both an OR-address and a directory-name, the rule match¢s only an
attribute value which contains<both and where the OR-address matches following the OR-address-match
rule defined in 12.4.1 of™JIFU-T Rec. X.413 | ISO/IEC 10021-5 and the directory-nam¢ matches
following the distinguishedNameMatch rule defined in 12.5.2 of ITU-T Rec. X.501 | ISO/IEC 94594-2.

NOTE — The OR-name-exact-match rule does not require identical encoding of the presented and target valpies.

Matching| rules for OR-name-match, OR-name-elements-match, OR-name-substring-elements-match and QR-name-
single-elefnents-match are defined in 12.4.4, 12.4.5, 12.4.6 and 12.4.7 of ITU-T Rec. X.413 | ISO/IEC 10021-%.
A4 Contexts

The contdxts speeific to Message Handling are those specified below.

A4.1 |DL Administrator Annotation

The DL Administrator Annotation context associates a value of the MHS DL Members attribute with a textual
annotation assigned by, and for the use of, the DL administrator.

dl-administrator-annotation CONTEXT ::= {
WITH SYNTAX CHOICE(
bmpstring BMPString,
universalstring UniversalString}

ID id-con-dl-administrator-annotation

A presented value is considered to match a stored value if the presented value is a substring of the stored value.

dl-administrator-annotation-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-members.&id OPTIONAL
CONTEXTS {dl1-administrator-annotation} }
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A textual annotation may be associated with each member of the DL, and is used only to enable the DL administrator to
associate information with the member to aid the administrator in administering the DL. This may be useful, for
example, when an MHS DL Members attribute value omits the Directory Name component and comprises only a
numeric OR-address.

A4.2 DL Nested DL

The DL Nested DL context associates a value of the MHS DL Members attribute with an indication that this member is
itself a DL.

dl-nested-dl CONTEXT ::=
WITH SYNTAX NULL
D id-con-dl-nested-dl }
dl-nested-dl-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIRBUTE TYDE mhe-dl _—membergs &id OPTIONAL
CONTEXTS {dl-nested-dl} }

When thip context is associated with an MHS DL Members attribute value, it indicates that the member [is itself a
(nested) IDL. This context may be added by an administrative DUA to facilitate efficient evaluation of the DL Submit
Permission option Member-of-DL.

A.4.3 |DL Reset Originator

The DL Reset Originator context associates a value of the MHS DL Members attribyte with an indicatiof that this
member yses, or is reached through, a system which does not send (non-)delivery réports to the last DL identified in the
DL Expagsion History (as required for conformance to X.400 | ISO/IEC 10021),

dl-reset-originator CONTEXT ::= {
WITH SYNTAX NULL
ID id-con-dl-reset{originator }
dl-reset-originator-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-mhembers. &id
OPTIONAL CONTEXTS {dl1-réget-originator} }

When this context is associated with an MHS DL Members attribute value, if the report propagation element of
DL Policy is DL owner (only) then the DL expansionpoint replaces the originator in the Envelope of the cppy of the
message for this DL member by the OR-name \of-the DL owner. This may be useful, for example, wheh this DL
member yses a system conforming to X.400 (1984), or a system using a protocol other than X.400 | ISO/IEC 1j0021.

A5 Certificate Subject Alternative Names

The other|name forms specific to Message Handling for use in a Certificate's subject alternative name field (sge 12.3.2.1
in ITU-T Rec. X.509 | ISO/IEC93594-8) are those specified below.

AS5.1 MTA Name

The MTA Name alternative name for a Certificate's subject enables a Certification Authority to issue Certifjcates that
contain a pertified binding between the MTA Name and the public key.

mta-namé OTHER-NAME ::= { SEQUENCE {
domain GlobalDomainIdentifier,
mta-name MTAName }
IDENTIFIED BY id-san-mta-name }
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Annex B

Reference Definition of Object Identifiers

(This annex forms an integral part of this Recommendation | International Standard)

This annex defines for reference purposes various Object Identifiers cited in the ASN.1 module of Annex C. It uses

ASN.1.

All Object Identifiers this Specification assigns are assigned in this annex. The annex is definitive for all but those for
ASN.1 modules and MHS itself. The definitive assignments for the former occur in the modules themselves; other
references to them appear in IMPORT clauses. The latter is fixed.

MHSOb7jed

DEFINIT]
BEGIN

-- Prologi
-- Exports
IMPORTS

ID ::= (
-- MHS A

id-mhs-gd
id-ipms

-- Value

tIdentifiers { joint-iso-itu-t mhs(6) arch(5) modules (0) object-identifiers(0)
version-1999 (1) }
ONS IMPLICIT TAGS ::=

e
everything.

- nothing -- ;
BJECT IDENTIFIER

pects

rotocols ID ::= {joint-iso-itu-t mhs(6) protodols (0)}
- MHS Application Contexts and Protocols
- See ITU-T Rec. X.419 | ISO/IEC 10021-6.

ID ::= {joint-iso-itu-t mhs(6) dpms (1)}
L Interpersonal Messaging
- See ITU-T Rec. X.420 | ISO/IEC 10021-7.
[joint-iso-itu-t mhs(6) 2} is no longer defined

id-mts ID ::= {joint-iso-itu-t mh&(6) mts (3)}
+ Message Transfer System
+ See ITU-T Rec. X411 | ISO/IEC 10021:4.

id-ms ID ::= {joint-iso-it0-t mhs(6) ms (4)}
+ Message Store
1 See ITU-T Rec. X.413 | ISO/IECT0021-5.

id-arch ID ::= {joints=Yiso-itu-t mhs(6) arch (5)}
+ Overall Architecture
+ See this Specification.

id-groug ID ::= {goilnt-iso-itu-t mhs(6) group (6)}
+ Reserved.

id-edimg ID :¢{=,{joint-iso-itu-t mhs(6) edims (7)}
+ EDI Messaging
1 See ITU-T Ree,'X.435 | ISO/IEC 10021-9.

id-manadement ID-"::= {joint-iso-itu-t mhs(6) management (9) }
1+ MHS Management
+ See ITC-T Recs. X.460 — X.467 | ISO/IEC 11588.

id-routing ID ::= {joint-iso-itu-t mhs(6) routing (10)}
+ MHS Routing
+See ITU- TRec X412 | ISO/NEC 10021-10

-- Categories

id-mod ID ::= {id-arch 0} -- modules, not definitive

id-oc ID ::= {id-arch 1} -- object classes

id-at ID ::= {id-arch 2} -- atmbute types

-- Value {id-arch 3} is no longer defined

id-mr ID ::= {id-arch 4} -- matching rules

id-con ID ::= {id-arch 5} -- contexts

id-san ID ::= {id-arch 6} -- certificate subject alternative names

-- Modules

id-object-identifiers ID ::= {id-mod 0} -- not definitive

id-directory-objects-and-attributes ID ::

{id-mod 1} -- not definitive
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-- Object classes

id-oc-mhs-distribution-list ID ::= {id-oc 0}
id-oc-mhs-message-store ID ::= {id-oc 1}
id-oc-mhs-message-transfer-agent ID ::= {id-oc 2}

id-oc-mhs-user ID ::= {id-oc 3}

id-oc-mhs-user-agent D {id-oc 4}

-- Attributes

id-at-mhs-maximum-content-length ID ::= {id-at 0}
id-at-mhs-deliverable-content-types ID ::= {id-at 1}
id-at-mhs-exclusively-acceptable-eits ID ::= {id-at 2}
id-at-mhs-dl-members ID ::= {id-at 3}
id-at-mhs-dl-submit-permissions ID ::= {id-at 4}
id-at-mhs-message-store-dn ID ::= {id-at 5}
1d-at -mhe—or-—addresses ID - {-:,-1 ot c}
-- Value {id-at 7} is no longer defined

id-at-mis-supported-automatic-actions ID ::= {id-at 8}
id-at-mls-supported-content-types ID ::= {id-at 9}
id-at-mis-supported-attributes ID ::= {id-at 10}
id-at-mlis-supported-matching-rules ID ::= {id-at 11}
id-at-mis-dl-archive-service ID ::= {id-at 12}
id-at-mis-dl-policy ID ::= {id-at 13}
id-at-mis-dl-related-lists ID ::= {id-at 14}
id-at-mlis-dl-subscription-service ID ::= {id-at 15}
id-at-mis-or-addresses-with-capabilities ID ::= {id-at 16}
id-at-mls-acceptable-eits ID ::= {id-at 17}
id-at-mis-unacceptable-eits ID ::= {id-at 18}
id-at-mlis-deliverable-classes ID ::= {id-at"\1.9}
id-at-ercrypted-mhs-maximum-content-length ID ::= {idFat” 0 2}
id-at-ercrypted-mhs-deliverable-content-types ID ::= {idcat 1 2}
id-at-ercrypted-mhs-exclusively-acceptable-eits ID ::= f{3d-at 2 2}
id-at-erjcrypted-mhs-dl-members ID :;= {4d-at 3 2}
id-at-erlcrypted-mhs-dl-submit-permissions ID % {id-at 4 2}
id-at-ercrypted-mhs-message-store-dn Ibyhs= {id-at 5 2}
id-at-erfcrypted-mhs-or-addresses ID ::= {id-at 6 2}
id-at-ercrypted-mhs-supported-automatic-actions ID ::= {id-at 8 2}
id-at-ercrypted-mhs-supported-content-types ID ::= {id-at 9 2}
id-at-ercrypted-mhs-supported-attributes ID ::= {id-at 10 2}
id-at-ercrypted-mhs-supported-matching-rules ID ::= {id-at 11 2}
id-at-ercrypted-mhs-dl-archive-service ID ::= {id-at 12 2}
id-at-ercrypted-mhs-dl-policy ID ::= {id-at 13 2}
id-at-erfcrypted-mhs-dl-related-lists ID ::= {id-at 14 2}
id-at-ercrypted-mhs-dl-subscription-service ID ::= {id-at 15 2}
id-at-erfcrypted-mhs-or-addresses-with-capabilities ID ::= {id-at 16 2}
id-at-erlcrypted-mhs-acceptable-eité ID ::= {id-at 17 2}
id-at-ercrypted-mhs-unacceptablededts ID ::= {id-at 18 2}
id-at-erfcrypted-mhs-deliverablé-classes ID ::= {id-at 19 2}
-- Matchipg Rules

id-mr-ogname-exact-match D {id-mr o0}
id-mr-address-capabilities-match ID {id-mr 1}
id-mr-cqpability-match ID ::= {id-mr 2}

-- Contexis

id-con-dloddministrator-annotation ID ::= {id-con 0}
id-con-di-nested-4g1 1D = {4,4 con 1}
id-con-dl-reset-originator ID ::= {id-con 2}

-- Certificate subject alternative names

id-san-mta-name ID ::= {id-san 0}

END -- of MHSObjectldentifiers
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Annex C

Reference Definition of Directory Object Classes and Attributes

(This annex forms an integral part of this Recommendation | International Standard)

This annex, a supplement to Annex A, defines for reference purposes the object classes, attributes, and attribute
syntaxes specific to Message Handling. It uses the OBJECT-CLASS and ATTRIBUTE information object classes of
ITU-T Rec. X.501ISO/IEC 9594-2.

MHSDirectoryObjectsAndAttributes { joint-iso-itu-t mhs(6) arch(5) modules (0) directory (1)
version-1999 (1) }

DEFINIT]ONS IMPLICIT TAGS ::=

BEGIN

-- Prologge
-- Export{ everything.

IMPORTS

+ MHS Object Identifiers

d-at-mhs-acceptable-eits, id-at-mhs-deliverable-classes,
d-at-mhs-deliverable-content-types, id-at-mhs-dl-architve-service,
d-at-mhs-dl-members, id-at-mhs-dl-policy, id-at-mhsidl}-related-lists,
d-at-mhs-dl-submit-permissions, id-at-mhs-dl-subscription-service,
d-at-mhs-exclusively-acceptable-eits, id-at-mhs{maximum-content-length,
d-at-mhs-message-store-dn, id-at-mhs-or-addresses,
d-at-mhs-or-addresses-with-capabilities, id<at-mhs-supported-attributes,
d-at-mhs-supported-automatic-actions, id-atcmhs-supported-content-types,
d-at-mhs-supported-matching-rules, id-atecmhs-unacceptable-eits,
d-con-dl-administrator-annotation, id-con-dl-nested-dl, id-con-dl-reset-origingtor,
d-mr-address-capabilities-match, id-ms<dapability-match, id-mr-orname-exact-mafch,
d-oc-mhs-distribution-1list, id-oc-mhs>*message-store, id-oc-mhs-message-transfef-agent,
d-oc-mhs-user, id-oc-mhs-user-agent) id-san-mta-name

FROM MHSObjectIdentifiers\{ joint-iso-itu-t mhs(6) arch(5) modules(0)

object-identifiexrs (0) version-1999(1) }

T TR ST A YA A A A SRR SN SRR S ST ST W)

4+ MTS Abstract Service

ontentLength, EncodedInformationTypesConstraints, ExtendedContentType,
BxtendedEncodedInformationType, GlobalDomainIdentifier, MTAName, ORAddress, ORN4gme,
HequestedDeliveryMethod, SecurityContext

FROM MTSAbstractService { joint-iso-itu-t mhs(6) mts(3) modules(0)
mts-abstract-service(l) version-1999(1) }

+ MS Abstract Service

ATTRIBUTE, AUTO-ACTION

FROM MSAbstractService { Joint-iso-1tu-t mhs(6) ms(4) modules(0)
abstract-service (1) version-1999(1) }

-- MS General Attribute Types

AttributeTable

FROM MSGeneralAttributeTypes { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-attribute-types(2) version-1999(1) }

-- MS General Auto Action Types

AutoActionTable

FROM MSGeneralAutoActionTypes { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-auto-action-types(3) version-1994(0) }
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-- MS Matching Rules

MatchingRuleTable, oRAddressMatch, oRAddressElementsMatch,
oRAddressSubstringElementsMatch, oRNameMatch, oRNameElementsMatch,
oRNameSingleElementMatch, oRNameSubstringElementsMatch
FROM MSMatchingRules { joint-iso-itu-t mhs(6) ms(4) modules (0)
general-matching-rules (5) version-1999(1)}

-- Information Framework

ATTRIBUTE, CONTEXT, distinguishedNameMatch, DIT-CONTEXT-USE-RULE,
objectIdentifierMatch, MATCHING-RULE, Name, OBJECT-CLASS, top
FROM InformationFramework {joint-iso-itu-t ds(5) module (1)
informationFramework (1) 3 }

+ Selected Object Classes

dpplicationEntity

FROM SelectedObjectClasses { joint-iso-itu-t ds(5) module (1)
selectedObjectClasses(6) 3 }

+ Selected Attribute Types

gommonName, description, distinguishedName, integerMatch, @¥xganizationName,
¢rganizationalUnitName, owner, protocolInformation, seeAldso

FROM SelectedAttributeTypes { joint-iso-itu-t d&8(5) module (1)
selectedAttributeTypes (5) 3 }

+ Authentication Framework

lgorithmIdentifier

y:
FROM AuthenticationFramework {joint-iso-iti‘t ds(5) module (1)
jduthenticationFramework (7) 3}

+ Certificate Extensions

ertificateAssertion, OTHER-NAME

q
HROM CertificateExtensions {Joint-iso-itu-t ds(5) module (1)
gertificateExtensions (26) 0};

-- OBJEQT CLASSES

-- MHS Distribution List

mhs-disfjribution-list OBJECT-CLASS ::= {

68

JUBCLASS OF { top }

NUST CONTAIN® { commonName |
mhs-dl-submit-permissions
mhs-or-addresses }

NAY, CONTAIN { description |
organizationName |
organizationalllnitName

owner |
seeAlso |
mhs-maximum-content-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-dl-policy |
mhs-dl-subscription-service |
mhs-dl-archive-service |
mhs-dl-related-lists |
mhs-dl-members }

D id-oc-mhs-distribution-list }

ITU-T Rec. X.402 (06/1999)


https://iecnorm.com/api/?name=76e229a04976e0dc75afac451a525b33

ISO/IEC 10021-2:2003 (E)

-- MHS Message Store

mhs-message-store OBJECT-CLASS ::= {

SUBCLASS OF
MAY CONTAIN

{ applicationEntity }

{ owner

mhs-supported-attributes |
mhs-supported-automatic-actions |
mhs-supported-matching-rules |
mhs-supported-content-types |
protocolInformation }

ID id-oc-mhs-message-store }

-- MHS Message Transfer Agent

mhs-message-transfer-agent OBJECT-CLASS ::= {

SUBCLASS OF

{ applicationEntity }

AV _CONTAIN [ wner—|
T T

-- MHS User

mhs-useq OBJECT-CLASS ::= {
UBCLASS OF { top }
IND auxiliary

[AY CONTAIN

mhs-maximum-content-length |
protocolInformation }
1D id-oc-mhs-message-transfer-agent }

9

H

NUST CONTAIN { mhs-or-addresses }

N { mhs-maximum-content-length |
mhs-deliverable-content-types |
mhs-acceptable-eits |
mhs-exclusively-acceptable-eits |
mhs-unacceptable-eits |
mhs-or-addresses-with-capabilities /|
mhs-message-store-dn }

1D id-oc-mhs-user }
-- MHS User Agent
mhs-useq-agent OBJECT-CLASS ::=

JUBCLASS OF

NAY CONTAIN { owner |

-- ATTRIBUTES

-- MHS Afceptable EITs

mhs-accqptable-eits ATTRIBUTE ::=
WITH ‘SYNTAX
HOQUALITY MATCHING RULE

{ applicationEntity }

mhs-maximum-conteng*“dength |
mhs-deliverable-content-types |
mhs-acceptablezéits |
mhs-exclusively~¥acceptable-eits |
mhs-unacceptable-eits |
mhs-deliyerable-classes |
mhs-or-addresses |
protogolinformation }

1D id-de=mhs-user-agent }

ExtendedEncodedInformationType
objectIdentifierMatch

D

-- MHS Deliverable Classes

mhs-deliverable-classes ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE
ID

-- MHS Deliverable Content Types

1d-at-mhs-acceptable-eits }

Capability
capabilityMatch
id-at-mhs-deliverable-classes }

mhs-deliverable-content-types ATTRIBUTE ::= {

WITH SYNTAX
EQUALITY MATCHING RULE
ID

ExtendedContentType
objectIdentifierMatch
id-at-mhs-deliverable-content-types }
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-- MHS DL Archive Service

mhs-dl-

archive-service ATTRIBUTE
WITH SYNTAX
EQUALITY MATCHING RULE

-- EXTENSIBLE MATCHING RULE

ID

-- MHS DL Members

mhs-dl-

members ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE

-- EXTENSIBLE MATCHING RULE

ci= |

ORName

oRNameExactMatch

{ oRNameMatch | oRNameElementsMatch |
ORNameSubstringElementsMatch | oRNameSingleElementMatch }--
id-at-mhs-dl-archive-service }

ORName

oRNameExactMatch

{ oRNameMatch | oRNameElementsMatch |
ORNameSubstringElementsMatch | oRNameSingleElementMatch }--

-- MHS DIL Policy

golicy ATTRIBUTE ::= {
WITH SYNTAX

$INGLE VALUE

1D

-- MHS DL Related Lists

felated-lists ATTRIBUTE ::=
JUBTYPE OF

HQUALITY MATCHING RULE

1D

-- MHS DL Submit Permissions

WITH SYNTAX
1D

-- MHS DIL Subscription Service

WITH SYNTAX
HQUALITY MATCHING RULE
1- EXTENSIBLE MATCHING RULE

1D

-- MHS Ekclusively Acceptable-EITs

mhs-exc

WITH SYNTAX
HQUALITY MATCHING RULE
1D

-- MHS Maximum Content Length

ubmit-permissions ATTRIBUTE ::= {

ubscription-service ATTRIBUTE +3=

Jusively-acceptable-eits ATTRIBUTE ::= {

ISt S —menbeis

DLPolicy
TRUE
id-at-mhs-dl-policy }

{

distinguishedName
distinguishedNameMatch
id-at-mhs-dl-related-ligts"}

DLSubmitPermigssion
id-at-mhs-dl-submit-permissions }

ORName

oRNameExactMatch

{ oRNameMatch | oRNameElementsMatch |
oRNameSubstringElementsMatch | oRNameSingleElementMatch }--
id-at-mhs-dl-subscription-service

ExtendedEncodedInformationType
objectIdentifierMatch
id-at-mhs-exclusively-acceptable-eits }

mhs-maximum-content-length ATTRIBUTE ::=
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE
ID

-- MHS Message Store Directory Name

mhs-message-store-dn ATTRIBUTE ::=

SUBTYPE OF

EQUALITY MATCHING RULE
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SINGLE VALUE
ID
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-- MHS OR-Addresses

mhs-or-addresses ATTRIBUTE ::= {
WITH SYNTAX ORAddress
EQUALITY MATCHING RULE oRAddressMatch

-- EXTENSIBLE MATCHING RULE

ID

-- MHS OR-Addresses with Capabilities

mhs-or-addresses-with-capabilities

WITH SYNTAX
EQUALITY MATCHING RULE
ID

{ oRAddressElementsMatch | oRNameSingleElementMatch |
ORAddressSubstringElementsMatch } --
id-at-mhs-or-addresses }

ATTRIBUTE ::= {

AddressCapabilities
addressCapabilitiesMatch
id-at-mhs-or-addresses-with-capabilities }

-- MHS Sfipported Attributes

mhs-supgorted-attributes ATTRIBUTE

WITH SYNTAX
BQUALITY MATCHING RULE
1D

}

-- MHS Stpported Automatic Actions

mhs-supgorted-automatic-actions ATTRIBUTE ::=

WITH SYNTAX
HQUALITY MATCHING RULE
1D

-- MHS Stypported Content Types

mhs-supgorted-content-types ATTRIBUTE ::= {

WITH SYNTAX
HQUALITY MATCHING RULE
1D

-- MHS Stypported Matching Rules

mhs-supgorted-matching-rules ATTRIBUTE«}:=

WITH SYNTAX
BQUALITY MATCHING RULE
1D

-- MHS Upacceptable EITs

mhs-unadceptable-eits ATTRIBUTE
WITH SYNTAX

HQUALITY MATGHING RULE
1D

-- ATTRIBUTE S¥NTAXES

-- DL SubmitPermission

ATTRIBUTE. &id ({AttributeTable})
objectIdentifierMatch
id-at-mhs-supported-attributes

AUTO-ACTION.&id ({AutoActionTable})
objectIdentifierMatch
id-at-mhs-supported-automatic-actions }

ExtendedContentlype
objectIdentifiderMatch
id-at-mhs-supported-content-types }

MATCHING-RULE.&id ({MatchingRuleTable})
objectIdentifierMatch
id-at-mhs-supported-matching-rules }

{

ExtendedEncodedInformationType
objectIdentifierMatch
id-at-mhs-unacceptable-eits }

DLSubmitPermission ::= CHOICE
individual [0] ORName,
member-of-dl [1] ORName,
pattern-match [2] ORNamePattern,
member-of-group [3] Name}
ORNamePattern ::= ORName
any-user-may-submit DLSubmitPermission ::= pattern-match: { built-in-standard-attributes { } }
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-- DL Policy

DLPolicy ::= SET ({

report-propagation [0] INTEGER {

previous-dl-or-originator (0),

dl-owner (1),

both-previous-and-owner (2) } DEFAULT previous-dl-or-originator,
report-from-dl [1] INTEGER

whenever-requested (0),

when-no-propagation (1) } DEFAULT whenever-requested,
originating-MTA-report [2] INTEGER ({

unchanged (0),

report (2),

non-delivery-report (3),

audited-report (4) } DEFAULT unchanged,
originator-report [3] INTEGER ({

unchanged (0),

ro—repore—iis
report (2),
non-delivery-report (3) } DEFAULT unchanged,
feturn-of-content [4] ENUMERATED ({
unchanged (0),
content-return-not-requested (1),
content-return-requested (2) } DEFAULT unchanged,
priority [5] INTEGER {
unchanged (0),
normal (1),
non-urgent (2),
urgent (3) } DEFAULT unchanged,
disclosure-of-other-recipients [6] ENUMERATED {
unchanged (0),
disclosure-of-other-recipients-prohibited (1),
disclosure-of-other-recipients-allowed (2) } DEFXULT unchanged,
jmplicit-conversion-prohibited [7] ENUMERATED {
unchanged (0),
implicit-conversion-allowed (1),
implicit-conversion-prohibited (2) } DEFAULT unchanged,
gonversion-with-loss-prohibited [8] ENUMERATED. {
unchanged (0),
conversion-with-loss-allowed (1),
conversion-with-loss-prohibited (2) } DEFAULT unchanged,
further-dl-expansion-allowed [9] BOOLEAN DEFAULT TRUE,
riginator-requested-alternate-recipient-removed [10] BOOLEAN DEFAULT TRUE,
Broof-of-delivery [11] INTEGER {
dl-expansion-point (0),
dl-members (1),
both (2),
neither (3) } DEFAULT.dl-members,
equested-delivery-method ([12] CHOICE ({
unchanged [0] NULLy
removed [1] NULL;
replaced ReglestedDeliveryMethod } DEFAULT unchanged:NULL,
oken-encryption-algorithm-preference [13] SEQUENCE OF AlgorithmInformation OPTJONAL,
oken-signature-~algorithm-preference [14] SEQUENCE OF AlgorithmInformation OPTIQNAL,

o)

=

ottt

AlgoritimInformatiion ::= SEQUENCE {
dlgorithm-identifier [0] AlgorithmIdentifier,
griginater-certificate-selector [1] CertificateAssertion OPTIONAL,
fecipient-certificate-selector [2] CertificateAssertion OPTIONAL}

- OR'Adb rcod VViL‘lll Cu}/ubit’itico

AddressCapabilities ::= SEQUENCE ({
description GeneralString OPTIONAL,
address ORAddress,
capabilities SET OF Capability }

Capability ::= SET ({
content-types [0] SET OF ExtendedContentType OPTIONAL,
maximum-content-length [1] ContentLength OPTIONAL,
encoded-information-types-constraints [2] EncodedInformationTypesConstraints OPTIONAL,
security-labels [3] SecurityContext OPTIONAL,
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-- MATCHING RULES

-- OR-Address with Capabilities Match

addressCapabilitiesMatch MATCHING-RULE ::=
SYNTAX AddressCapabilities
ID id-mr-address-capabilities-match }
-- Capability Match
capabilityMatch MATCHING-RULE ::= {
SYNTAX Capability
ID id-mr-capability-match }
-- OR-Name Exact Match
ORNameEjactMatch MATCHING-RULE ::= {
JYNTAX ORName
1D id-mr-orname-exact-match }
- CONTHEXTS

-- DL Adniinistrator Annotation

dl-admifjistrator-annotation CONTEXT ::=
WITH SYNTAX CHOICE({
bmpstring BMPString,
universalstring UniversalString}

1D id-con-dl-administrator-annotation

}

dl-admifjistrator-annotation-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-members. &) ©PTIONAL
ONTEXTS {dl-administrater>annotation} }
-- DL Nested DL
dl-nestqd-dl CONTEXT ::= {
WITH SYNTAX NULL
1D id-cén“dl-nested-dl }
dl-nestqd-dl-use-rule DIT-CONTEXT-USE-RULE ::= {
ATTRIBUTE TYPE mhs-dl-members.&id OPTIONAL
ONTEXTS {dl-nested-dl} }

-- DL Respt Originator

dl-resefl-originator CONTEXT

{

WITH SYNTAX NULL

1D id-con-dl-reset-originator }
dl-resefl-originator-use-rule DIT-CONTEXT-USE-RULE ::= {

ATTRIBUTE TYPE mhs-dl-members. &id

QPTIONAL CONTEXTS {dl-reset-originator} }

-- CERTIFICATE SUBJECT ALTERNATIVE NAMES

-- MTA Name
mta-name OTHER-NAME ::= { SEQUENCE {
domain GlobalDomainIdentifier,
mta-name MTAName }
IDENTIFIED BY id-san-mta-name }

END -- of MHSDirectory
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Annex D

Security Threats

(This annex does not form an integral part of this Recommendation | International Standard)

An overview of MHS security threats is provided in 15.1 of ITU-T Rec. X.400 | ISO/IEC 10021-1. This considers
threats as they appear in an MHS: access threats, inter-message threats, intra-message threats, and message store threats.
These threats can appear in various forms as follows:

In additiop, they may occur by accident or by malicious intent and may be active or passive, Attacks on the
btential weaknesses and may comprise of a number of threats. This annex deals with individual threats and

address p
although

Table D.

indicative rather than definitive.

D.1

Masquerade occurs when an entity successfully pretends to be a different entity and can take place in a numbe

An unaut
detriment
acknowle

claiming the identity of another user. An MTS-user, MS,»or MTA may masquerade as another MTS-user, MS,)

Masquerade threats include the following:

A masqugrade usually consists of other forms of attack and in a secure system may involve authentication

from vali

D.2

Message

a) Masquerade;
b) Message sequencing;

¢) Modification of information;

d) Denial of service;

e) Leakage of information;
f) Repudiation;

o) Other MHS threats.

onsideration is given to a number of broad classes of threat, it is not a complete list.

indicates how these threats can be met using the MHS security services. The list of threats givi

Masquerade

horized MTS-user may impersonate another to gainXunauthorized access to MTS facilities or to
of the valid user, e.g., to discard his messages. Ah'MTS-user may impersonate another user and
Hge receipt of a message by the "valid" recipient. A message may be put into the MTS by a us

a) Impersonation and misuse of theMTS;

b) Falsely acknowledge receipt;

c) Falsely claim to originate'a message;

d) Impersonation of an MTA to an MTS-user;
e) Impersonation©fian MTA to another MTA.

| users, e.g.,nreplay or modification of messages.

[Message Sequencing

IMHS will

bn here is

r of ways.
act to the
so falsely
er falsely
or MTA.

sequences

equencing threats occur when part or all of a message is repeated, time-shifted, or reordered. This ¢

in be used

to exploit tThe authenficafion miormation in a valid message and resequence or time-shiit valid messages. Although it is
impossible to prevent replay with the MHS security services, it can be detected and the effects of the threat eliminated.

Message sequencing threats include the following:
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a) Replay of messages;
b) Reordering of messages;
¢) Pre-play of messages;

d) Delay of messages.
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