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INTRODUCTION

The residential gateway (RG) is a device of the Home Electronic System (HES) that con

04(E)

nects

home network domains to network domains outside the house, as shown in Figure 1. It

supports communications among devices within the premises and systems, service prov
operators and users outside the premises.

iders,

The RG enables service and content providers to deliver services such as entertainment,

video and broadband digital streams, monitoring for health care, security and occup

ancy,

home appliance control and preventive maintenance, remote metering, and energy

management. The RG specified by this standard does not imply the use of any part
protofol such as IP and it is recognised that many forms of the RG will exist using many
of data such as analogue video and broadband digital streams.

The gafe and effective delivery of these services places many demands on the facilities

unsafe conditions, the protection of the home from the risks inherent in a connect

cular
fypes

pf the

hese include the integrity and security of communications, the delivery'of commarids to
s in the home from external sources, the blocking of selected commands thaf may

on to

the internet, and facilitating micro-payments. There may be many different configuratigns of

egardless of the RG configuration, this standard ensures the, interoperability of
s with external services. Also, this standard specifies features to enhance the {
and decurity of network devices and consumer transactions via:the network.

The RG connects the remote user and the internet with/the’people, equipment, appliang
serviges in the home. These devices or systems are dsually objects or nodes on a part
Home¢ Area Network (HAN).

Residential gateway

home
afety

es or
cular

Somg¢ of the potential interfaces and supported networks of a residential gateway are shown

in Figure 1. In all cases the gateway provides the mechanism whereby Wide Area Net

vorks

(WANs) communicate with Home AreaNetworks. The gateway may be a standalone gat¢way;

it may be embedded in another device; or more than one gateway unit may be us
number of distributed gateway units may display the behaviour of a single gateway.

pbd. A
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Figure 2 — Diagram of possible RG connections and interfaces

Figure 2 illustrates that multiple WANs and HANs may be supported by the RG. This figure is
not intended to imply that all or any of the interfaces or connections shown need to be
connected to a residential gateway (or for instance that terrestrial DTV is excluded in favour
of SATV).

The physical manifestation of a residential gateway is outside the scope of this standard. This
standard accommodates a range of potential configurations. These configurations may range
from an approach where a single box acts as interface between two or more WANs and
HANSs, to a modular dedicated residential gateway, to multiple residential gateways distributed
among physically separate locations within the premises.
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This standard is based on a black box approach, since it specifies the interfaces of the RG
and the function provided but leaves considerable freedom on how these functions are
implemented within the black box!.

This standard is applicable to all communications and other technologies that may be
incorporated in the residential gateway and includes both analogue and digital systems.

This document comprises the following:

e requirements of a residential gateway;

. f notional safatv raatiramaents of 2 rasidential aatawav wharg thasg arg nat caovar 2d by
ReHORaH—SaHeHy—e8gHHH-8Reh+ —a— o8- RHaH—gateWay-—WRe4 Hh Sa RO+ aa

existing functional safety standards;
e sgcurity requirements of a residential gateway;

- options for the Architecture of the residential gateway and the elements of ‘a’confofming
rgsidential gateway (see Annex A);

« safety requirements of home systems connected to Wide Area Netwerks and the r¢le of
the residential gateway (see Annex B);

e sgcurity requirements of home systems connected to Wide Area’Networks and the rple of
tHe residential gateway (see Annex C).

This |document offers a future-proof2, forwards and backwards compatible standard for
residential gateways and for networks and devices to whichithey are interfaced.

1 In systems terminology a ‘black box’ refers to an object that has inputs, outputs and carries out functions but
for which the means and methodology that convert the inputs into outputs are not specified. Only inputs,
outputs and functions are specified.

2 A system that is called ‘future proof’ is expected to be adapted to technologies and meet requirements that
were not specified when it was designed but may be needed in future.
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 1: Residential gateway model for HES

1 Scope
1.1 Overview
This |part of ISO/IEC 15045 specifies the minimum functional requirements of\a resid

gatev
shou
being

1.2

This
devic

While
gatev
check
recor

1.3

This
throu

A re

conceérns for security to the user.

Parti
(cons
dang
comp
be e
arisin

d do in order to deliver services in a suitably safe, secure and future-~proof way w
prescriptive. It also gives functional requirements.

Functional safety

standard specifies certain safety features where commands’ sent from remote plag
es on the premises could cause danger to persons or property.

this standard only specifies minimum requirements for the gateway archite

list of functional situations that should be treated with the utmost caution
hmends appropriate measures.

Privacy and security

standard specifies security measures to ensure the integrity of information that may
gh the residential gateway.

bidential gateway operating between the internet and the home creates signi

ular attention _js Jdrawn to safety, security and privacy. The attention of the
umer, maintainer or application service provider (ASP)) of the gateway is dra
brs resulting-from unexpected system interoperation, from unauthorised access and
romise of\private user information. RGs that are stated to conform to this standar
aluated by the RG manufacturers for potential functional safety and/or security ha
g fromrsystems integration.

ential

ay (RG) and the documentation to be provided. The standard specifiesvwhat a gateway

thout

es to

cture,

ay operation, and associated home systems in/terms of safety, it provides an extensive

and

pass

Ficant

user
vn to
from
d will
yards

2 Normative references

The following referenced documents are indispensable for the application of this document.
For dated references, only the edition cited applies. For undated references, the latest edition
of the referenced document (including any amendments) applies.

ISO/IEC 7498, Information technology — Open Systems Interconnection — Basic Reference
Model

ISO/IEC 14762, Information technology — Home Control Systems — Guidelines for functional
safety
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ISO/IEC 18012-1, Information technology — Home electronic system — Guidelines for product
interoperability — Part 1: Introduction3

3 Terms, definitions and abbreviations

3.1

Definitions

For the purposes of this part of ISO/IEC 15045, the following definitions apply.

3.1.1
co-e)
no in

Spec

3.1.2
docu
all in
the p
elect

NOTE

3.1.3
file t
IP b4

3.1.4

home area network, HAN

ristenice
erference between different pieces of equipment on the premises

fically, the operation of one RG does not interfere with the operation of another RG

mentation

stances of product literature, brochures, data sheets, manuals and catalogues in
roduct is described, defined, detailed or pictured that may be produced in paper o
onic format

In this definition, “product” refers to a product, a system, a network oraresidential gateway.

ansfer protocol, FTP
sed protocol (see IETF — Internet Engineering Fask Force)

which
r any

vithin

ay be

any glectronic network situated within the _general environment of a residential dwelling and
that gonnects enabled nodes within that,dwelling

3.1.5

HAN [to gateway interface, HGI

trans|ates the communications:protocol of HAN nodes to that of the internal processor
the RG

NOTE| The specification of’the' RG internal processor is outside the scope of this standard. The HGI n
implemented in software, firmware or hardware and may be modular or integrated in the RG.

3.1.6

IPSe¢

proviges security services at the IP layer that allow the user to apply combinations of intg

repla

y detection and encryption to IP packets

grity,

It als

provides a mechanism for users to authenticate each other and generate and exch

ange

session keys, secret keys that are used for a limited time (a session), and then discarded.

NOTE

3.1.7
local

For further explanation, see IETF.

area network, LAN

any electronic network that connects computing devices together to form a group of
intercommunicating devices

3 To

be published.
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3.1.8
management information base
Simple Network Management Protocol (SNMP)

NOTE See also IETF.

3.1.9
network address translation, NAT
feature defined for the internet whereby one IP address is assigned to an RG

Messages intended for specific nodes on a home network are sent to that address
mapped by the NAT to specific node addresses and vice versa

NOTE| See also IETF.

3.1.1Pp
personal area network

any ¢lectronic network that connects to enabled devices within the immediate vicinity
persgn, generally within a 10 m radius including devices carried by that person

3.1.1E

processing and protocol conversion

for any WGI or HGI, processing and protocol conversion may take place to present data
format and protocol of the RG

3.1.1p
residential gateway
electfonic device that is situated between WANs and HANs (or LANs) in the premises

3.1.1B
residential gateway internal processes

any RG will have internal processes (which are not defined in terms of software requirem
to cafry out the requirements of an RG

3.1.14
route
to route information is to.direct the information, command or data stream to a part
addrgss or node in the WAN, LAN or HAN

311
spyware

and

of a

n the

ents)

cular

trojan horse /software that may report to an external entity information about a computer,

device or network and its parameters

3.1.1
secure/multi purpose internet mail extensions
secure encoding for e-mail attachments

NOTE See also IETF.

3.1.17
secure sockets layer/transport layer security (SSL)
the Secure Sockets Layer protocol implements security on HTTP-based communications4

4 The IETF formed the TLS Working Group to develop a common standard. Version 1 of TLS, the Transport
Security protocol [N10], was issued in January 1999. See IETF.

Layer
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3.1.18
specific WAN interface
specific interface for a WAN termination

3.1.19
telnet
terminal emulation program for TCP for remote access to computers

3.1.20

trojan horse virus
type of computer virus where the virus embeds itself in software delivered to the computer
and garries a payload which then causes other types of events to occur and which may |be of
malicious intent

3.1.211
user|datagram protocol
conngctionless protocol

NOTE| See also IETF.

3.1.2p
virtual private network
a corpputing device is linked at a remote location from a network of computers by a sgcure
mearls of communication in such a way that the remote(device appears to have the same
chardcteristics as if it were within the network of computers

3.1.28
widel|area network, WAN
any glectronic network which connects computing devices in the environment external fo the
premj|ses

3.1.2p
WAN]| to gateway interface, WGI
component which translates the .communications protocol of WAN nodes to that of the infernal
procgssor within the RG

NOTE| The specification of the*RG internal processor is outside the scope of this standard. The WGI may be
implemented in software, firmware or hardware and may be modular or integrated in the RG.

3.1.2p
“x” digital subscriber line, xDSL
technlique for-superimposing digital signals on a standard analogue local telephone ling at a
frequency above that of audible speech; “x” may be “A” for asymmetric or “V” for very high
rate
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3.2 Abbreviations

ASP Application Service Provider
FTP File Transfer Protocol
HAN Home Area Network
HES Home Electronic Systems
HGI HAN to Gateway Interface
IDS Intrusion Detection System
IETF Internet Engineering Task Force
IP Internet Protocol See IETF
LAN Local Area Network
MAQ Message Authentication Code
NAT Network Address Translation
PAN Personal Area Network
PP(Q Processing and Protocol conversion
RG Residential Gateway
RGIP Residential Gateway Internal Process
S/MIME Secure/Multi Purpose Internet Mail Extensions
SSUYTLS Secure Sockets Layer/Transport Layer Security
MIB Management Information Base
SWI Specific WAN Interface
TCH Transport Control Protocol
UDH User Datagram Protocol
VPN Virtual Private Network
WAIN Wide Area Network
WG WAN to Gateway Interface
xDSlL “x” Digital Subscriber*Line
OSGi Open Systems Gateway Interface
SATV Satellite Television
UMTS Universal Mobile Telephone System (also known as 3G)
DLQ Distribgtion Line Communication
PLG Power,Line Communication
KONNEX Fhe*name of the Converged European Standards EIB, EHS and
Batibus
4 (Gonformance clauses
4.1 Basic functions and requirements

In order To conform o this standard a residential gateway shall provide the following basic
functions:

» Interface to one or more WANSs;5

+ Interface to one or more HANs:®

« Transfer information between WAN(s) and HAN(s);®

- Specify WAN and HAN interfaces that are supported using the terms specified in 5.1.2;

« Describe the support provided by the RG for transferring information from a WAN to a
HAN in terms specified in 5.3.2, 5.4 and 5.5.

5  These items can include simple wiring terminations where no protocol conversion takes place.
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Optional functions and requirements

In order to conform to this standard, a residential gateway shall specify optional functions as
follows.

« Where appropriate with respect to the complexity of the RG and especially in the case of
IP traffic, prevent unauthorised information from passing into and out of the premises and
allow information to flow only to or from suitably authorised persons or devices as
specified in clause 6 and clause 7.

« Where appropriate with respect to the complexity of the RG and especially in the case of
IP_traffic, protect entities within the home with respect to safety, security and privacy as

specified in clause 6 and clause 7.

o If

N
or
wi

5 H

5.1

5.1.1

conformance criteria specified above shall also apply to the upgraded configuration.

an RG meeting this standard is upgraded to support an additional WAN or HANj the

otherwise) to devices in the home domain and it will not require preventative strategies-for IP, sincqg
| be dealt with at the end device.

ne transfer of information between HANs shall be documented in_terms specified in
4 and 5.5.

bcumented in terms specified in 5.3.3, 5.4 and 5.5.

HANSs in support of third party devices shall be documented as specified in 5.1.3.

ccommodation of application-specific controllersivshall be documented as specifi
6.1.

patures to support WAN service delivery shall be documented as specified in 5.6.1.
batures to support HAN applications shall'be documented as specified in 5.1.

bnversion between internal and external addresses shall be documented as specif
1.2.

bnversion between multiple ‘internal addresses shall be documented as specifi
3.3.

bnversion of protocols and data formats shall be documented as specified in 5.4.

unctional requirements of residential gateways

Interfacing-requirements

General

Resid

Hom& Area Networks

ential gateway shall interface to one or more Wide Area Networks and one or

n the

DTE A gateway may have a simple termination or pass through. In this case it will simply. transmit traffic (IP

these

b.3.3,

ne routing of information from one device to other dewvices on a HAN shal be

Kpansion of the basic RG (a basic RG conforms to 4.1)%o accommodate additional WANs

ed in

ed in

2d in

more

5.1.2

WAN and HAN interfaces

Interfaces to WANs or HANs supported shall be fully documented as stated in ISO 7498.
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5.1.3 Additional physical modular interfaces

If the RG has internal interfaces that allow modular and interchangeable use of the RG by
third party devices, these interfaces shall be fully defined and documented. The
documentation shall be fully defined in terms of ISO 7498 either by reference to the relevant
specifications for the various layers or by providing the detailed specification for each layer
required by the designer and manufacturer of equipment to be connected to such interfaces.

514 Application-specific modularity

If modules are provided to carry out application-specific tasks related to service provision,
safetj and security then these shall be Tully defined and documented.

5.2 Co-existence

If RGs are installed in premises where the configuration consists of multipleddistributed [RGs,
then the activity of one Standard RG shall not in any way interfere with the’ proper opefration
of arlother Standard residential gateway. Multiple RGs shall interoperate” according tp the
compliance requirement of ISO/IEC 18012-1.

5.3 | Address translation requirements
5.3.1 General

If an |RG translates addresses, then the following requirements shall be observed (as dégfined
in ISQ/IEC 18012-1).

5.3.2 External to internal (WAN to HAN)
5.3.21 HAN supporting IP addressing

If thg HAN to which the RG is interfaced supports IP, then the RG shall provide bagic IP
serviges such as address assignment;-IP-to-physical layer address translation, router function
(gateway) (and optionally host namie resolution (DNS)). The RG may not be the only device
on the HAN capable of delivering-these services. If so the RG shall ensure interoperability
with ¢ther resources.

5.3.2|2 HAN not supporting IP addressing

If thg HAN to which)the RG is interfaced does not support IP addressing, the RG|shall
mainfain knowledge’ of the local address of the devices in the HAN and provide adfress
trans|ation as <required. The RG shall have the capability of routing information reliably
betwg¢en an.entity in the WAN and a device on the HAN. It may also need security agcess
parametersfor such devices.

NOTE|1\ It'is most likely that the RG will be provided with an IP address if it contains an interface to a WAN that
uses the internet. Additionally, there may be devices within premises that also have [P addresses. For these
devices, the RG will know about and recognise the IP addresses of devices on networks within premises and route
messages to these devices.

NOTE 2 Attention is drawn to the potential migration of IP addresses from IPv4 to IPv6.
5.3.3 Internal to internal (HAN to HAN)

If the RG is interfaced to more than one HAN (type or specific system) and devices on one
HAN may be required to communicate (or provide information for) devices on another HAN,
then the RG should, where appropriate, maintain knowledge of those devices including local
HAN addresses and provide address translation.

NOTE The purpose is to facilitate communications among devices even on different HANs. The RG will assume
the burden of address and message translation across incompatible HANs. This may be a bilateral or multilateral
requirement since this requirement may not be limited to two HANs on an RG. In the case where two HANs have
the same addressing format, the RG may only be required to provide a routing function (between different
communication media for instance).
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5.4 Protocol conversion

If the RG provides protocol conversion, then the features shall be fully documented in the
specification, for example by specifying them according to the Interoperability Standard for
Home Electronic System (see ISO/IEC 18012-1). In addition, any WAN-to-HAN and HAN-to-
HAN communications shall ensure that (within the confines of the set of commonality between
the two networks) there is conversion from the terminology and protocols of one WAN or HAN
to those of the other HAN. Furthermore, information and commands shall be delivered in the
terms of the receiving HAN or WAN.

5.5 Information transfer

An R[G shall transfer the information between WAN and HAN and between HAN and_HAN as
requifed by the application and interfaces supported. Examples of this type of informjation
incluge voice, data, text, control and video. The types of information transfers supported|shall
be dpcumented in the specification of an RG for all interfaces supported by ‘the RG| The
functjon provided by the gateway shall be given by performance data for parameters sugh as
bandidth, bit rate, format, coding, addressing, latency time and bit error rate.

5.6 | Auxiliary RG services
5.6.1 Application-specific services

If the] RG provides application-specific services, for example for safety or security, then fhese
services shall, wherever possible, meet the requirements(of existing relevant standard$ and
standardized methods (software/hardware). If the ,application specific functions dg not
confdrm to any particular standard, then all operations and features shall be]| fully
documented.

NOTE| These requirements apply to application-specificsservices provided either within the operating parafneters
of the pasic gateway or implemented by the use of plug=in“fmodules for a modular RG.

6 Hunctional safety with residential gatewaysé6

6.1 Introduction

Functional safety is a shared responsibility of objects in the HAN and the gateway. Dgvices
contrplled via a network shall be inherently safe as described in ISO/IEC TR 14762] The
contrpl of objects from«remote systems via the RG may compromise safety more seriously
than femote control via ja local network. Although the primary responsibility for safe operation
of objects lies with the devices containing these objects, the RG is able to assist in reducing
the imcreased risks' created by enabling control from a distant location. Annex B disclisses
somgq of the particular safety concerns of the residential gateway.

6.2 | Requirements for safety

6.2.1—Generat

If the RG has the capability of processing commands or information directed through it (such
as a firewall capability) then it shall also grant it.

6.2.2 Blocking capability

The RG shall be able to block commands to objects specified during installation or
configuration. This capability shall be documented.

6 A standard is under development to address security requirements for HES; when it is published, the current
clause will be updated or replaced as relevant.
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6.2.3 Discriminative blocking capability

If an RG is able to discriminate particular commands, then it shall be able to block specific
commands which could lead to hazardous states. This capability and its use shall be
documented.

6.2.4 Feedback on blocking

Where commands may be blocked, the RG shall be able to give feedback to the originating
system or device as to the fact of blocking.

NOTE _For discussion of these requirements, please see Annex B.

7

[d))

pecific privacy and security requirements concerning residential gatewpys

71 Introduction

There¢ are many potential security threats to a home network (especially.iff the RG sugports
IP), that may originate from the WAN or from within the HAN. These threats may compromise
the iptegrity of the home network or expose private messages between HAN devicgs or
betwgen the WAN and HAN. The residential gateway throughr which messages| and
information pass shall provide both defensive and proactive services to ensure the pirivacy
and s$ecurity of messages, information and media content directed to and from trustworthy
entities outside the premises and devices on the home network. Information from other| non-
trustworthy entities outside the premises shall be screened before being forwarded into the
prem|ses.

7.2 | Security requirements of a residential gateway
7.21 General

Anner C provides an overview of the security issues facing the Home Electronic System.|Most
of the issues involve the information and traffic that pass through the residential gateway. In
many| cases (especially if the RG supports IP) the gateway is responsible for ensuring that the
seculfity, privacy, and integrity of the network are not compromised and that transactions,
such|as financial transactions,(take place securely between trusted entities. There ar¢ two
main [cases:

7.2.2 Devices with-direct or secure connections to associated hosts

Deviges in the home“may be categorised as secure entities in their own right, in which|case
they will provideymeans for ensuring the security of information that passes between them and
secufle hosts™in the external environment. For the devices and applications that rgquire
secutity (which is highly recommended), it is likely to be end-to-end security provid]d by

SSL/TLS'or IPSec (or a similar encryption methodology of appropriate strength according to
the ipformation security required for the device). This should apply also to their soffware
upgrading. See C.Z.5.

7.2.3 Devices on HANs, without inherent security

This class of device is characterised by the networked appliance. The HAN is likely to have a
different address structure than the (general) IP addressing of the external environment. In
this case the RG shall carry out Network Address Translation (of necessity, to the address
structure of the HAN or for IP), which to a large extent protects that device from direct attack
from the external environment. If these devices need to access their trusted server on the
WAN, then the RG shall prevent access to any other address on the WAN.
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Information security

The information to and from devices is likely to be sensitive and needs protection against
interception and modification. Typical applications of this type are meter reading and energy
control.

Selected sensitive traffic between the RG and the trusted server associated with devices on
the HAN shall be capable of being secured using an encryption methodology of appropriate
strength according to the information security required for the device.

NOTE Where the delivery HAN in the home uses a technology that can be monitored surreptitiously, it is highly
recommended that traffic between devices in the house and the RG should be encrypted.

7.4 | External attack on the RG

The RG is also a target for attack and it too shall accept IP packets only from a,source t
trustgd.

7.5 | Security requirements for a residential gateway

The following functions are defined for use by an RG and shall be.completely docum

itewall capability;

b implemented:

hat is

bnted

« encryption for information passing between the RG and(service providers in the WAN

e prevention of unauthorised access to devices in thé HAN;

. stport for the security measures associated with-financial transactions;

e slipport for the security measures associated\with content provision and IPR.

7.6 | Security requirements for IP connected residential gateways

Additjonally, an RG with IP (except for{P6 and higher) connections that provides an opei port

to the internet shall meet the following requirements.

O ﬁnnally, the end user may be cllpplinrl with secure remote access service into the

shall maintain a “firewall.capability” that controls access between the WAN and the
nd vice versa.

shall be possible to'control access into the HAN from unknown addresses external

idresses on:the WAN.

HAN

shall provide adequate security services between itself and trusted servers in the WAN.

o the

R[G and it shall be)possible to prevent devices of any sort on the HAN accessing unkjhown

financial“transactions may be carried out between automatic devices on the HAN and
ABPs in-the WAN, appropriate security features shall be provided to prevent surveillance
of inforration exchanged between the device on the HAN and the ASP.

HAN.

NOTE For discussion of these requirements, see Annex C.
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Annex A
(informative)

Architecture of residential gateways

A.1  Overview of architecture

The residential gateway (RG) is a physical or logical device that provides a common, secure,
safe and mtelhgent mterface between Wide Area Networks (WAN) in the external enwronment
(to th

from |a "black box" approach, where the function of interfacing bétween two or more WANSs
and HANs is provided within the single box, to a modular, dedicated residential gateway, to
situalions where multiple residential gateways are distributedto physically separate locations
within premises.

A.2 | Architectural domains

A.2.1 General

This |standard applies to systems within the domain of the residential gateway and tp the
compgonents of a Home Electronic Systemiwhich are directly responsible for the functiong and
opergtion of the gateway. These components are:
* internal gateway architecture;

* ne¢twork interfaces;

* rgquirements of distributed gateways.

Thesg components are shown in the following subclauses.
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A.2.2 Domain of the RG

DOMAIN OF RESIDENTIAL
GATEWAY

WAN” WGl ”RGIP” HGI “HAN

Legenf

WAN
WGI
RGIP
HGI
HAN

This

Wide Area Network

WAN to Gateway Interface

Residential Gateway Internal Processes
HAN to Gateway Interface

Home Area Network

Figure A.1 — Domain of the residential gateway

the premises (the wide area) and the internal environment of the premises (the Home A

In th

external environment, information is delivered using wide area networks (WANS)

as telephone or TV networks. In the internalgenvironment information is transmitted a
homg area networks (HANs) such as internal* telephone connections or the home elec
system. The residential gateway is concerned with ensuring that information can be
transmitted between networks in a secuf€, safe and transparent manner.

A cqnforming residential gateway may, if necessary, convert information into

enterfainment services or voicé transmissions between the protocols, addresses and
structures of a WAN to thosé of a HAN and vice versa. Where there is more than one pos
WAN| or HAN to be caonsidered, the data traffic passing through the gateway ma
normplised. This applies:equally to an RG where a number of Networks are interfaced wi

singl
offer

I (integral) device’ or where flexibility in the form of a modular architecture is
d.

A.2.3 Basic residential gateway architecture

A.2.311 General

Ther

standard applies to the transmission of information between the external environmént of

rea).
such
Cross
ronic

data,
data
sible
y be
hin a
o be

are two basic categories of Tesidentiatgateway architecturesthe umitamdthem

architecture.

dular

Both architectures comprise the same basic three component parts, i.e. WGI, RGIP, and HGI,
as shown as in Figure A.1.

A.2.3.2 Unit architecture

The unit architecture is based upon fixed interfaces between WAN and HAN, as shown in
Figure A.2.
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This architecture has no internal RGIP interfaces and has direct protocol conversion features.

Unit architecture is therefore more cost efficient than modular architecture. A unit architecture
design specification results from selecting WAN and HAN, and usually has one WAN interface
and one HAN interface.

The unit architecture is called a black box approach.

Unit architecture is found in a satellite antenna booster, DSU for ISDN, ADSL splitter, etc.

WIDE AREA NETWORK

A.2.3]

ModJ
one

WIDE AREA NETWORK

NOTE

A.2.4|

RG Internal
Specific Processes and Specific
W AN Interface Protocol HAN Interface
Conversion
SWI RGIP SHI

Figure A.2 — Unit architecture

3 Modular architecture

lar architectures have high flexibility to adapt to user requirements by combinati
VAN interface and one HAN interface. Theyrare also highly flexible when new W1

interfaces have to be added, as shown inckigure A.3.
Sv|c\>IeAci'5ic RGIP RG Internal RGIP Sﬁ‘i{::ic
Interface Processing Interface
Interface Interface
W AN Gateway.Interface RGIP HAN Gateway Interface

Figure A.3 — Modular architecture

RG intéernal processing requires high performance for multiple information processing.

Interfaces and processes

MYOMIIN VIV JNOH

oy
AN

Conceptually an RG consists of three parts.

* A part which interfaces to a WAN communication system (shown as WGI in Figure A.1).

e A part which interfaces to a HAN communication network (shown as HGI in Figure A.1).

* Aninternal process (shown as RGIP in Figure A.1).

MY4OMIIN V34V INOH

Each of these parts may be considered in modular terms as being realised in either hardware,
firmware or software and as being constructed in an integrated or modular form. This
document makes no distinction between these forms in compliance. However, where
particular internal software or physical interfaces exist, they should be defined.
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Both the WGI and the HGI lie partly within the domain of the RG. This is because the part that
interfaces to a WAN or a HAN is defined in terms of that WAN or HAN and should conform to
the standards and specifications of that WAN or HAN. The following subclauses referring to
the constituents of an RG are presented to clarify typical functions of these modules and do
not imply a design requirement.

A.2.5 Details of component parts
A.2.5.1 WGI
A.2.51.1 General

WIDE AREA DOMAIN OF RESIDENTIAL

-~
1
ot

. NETWORK DOMAIN o GATEWAY N
we : ! E‘ r’ﬁ
m 1 : m
Q u: ! o
E -] WAN Processing ' RG ?, 2 g
[ 1 \Y
,/u 5 Interface And Protocol ! Interface = > -,
. <Zt € Processe Conversion Processe = ; >
' [
A} |.|J - (=g m !
X b4 . [ (1] (] @
< < . . ' . = R 2 3 E
[TT3 ; WAN Specific ! Shared MIB ' : RGIP (2] B-rn
o] Private MIB ' " Private MIB ® =
z ' v » %

Legenf

SWI | Specific WAN Interface
RGI | Residential Gateway Interface
PPC | Processing and Protocol Conversion

RGIP | Residential Gateway Internal Processes

Figure A.4 (\WAN Gateway gateway interface
The WAN gateway interface fWGI) may consist of the following parts:

A.2.5[1.2 SwWi

A specific WAN interface (SWI) that conforms to the standards and requirements for
conngction to that\wide area network. This part of the WGI presents the network with a|WAN
interfpace (WI) ‘or-network termination that conforms to the standards of that Network| The
information «that is WAN specific may be stored in a WAN specific private managgment
information base (MIB).

A.2.5-13 PPE€

A processing and protocol conversion (PPC) element of the WGI ensures that signals and
data from the RG are converted to the correct format for transmission to systems in the wide
area over the communication channel that the SWI has opened and vice versa. The PPC
requires information about the address(es) of the data it is handling, the addresses and
associated characteristics in the wide area and how these relate to objects in the HAN and
associated addresses. This information may be stored in a shared MIB.

A.2.51.4 RGI

An RG interface (RGI) is the common interface to all modules of the RG. It ensures that all
signals between the WGI and the RG are presented to the RGIP interface (RI) in the correct
manner. It also needs to know which other modules are attached to the RG and which signals
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should be routed to and from these other modules via the RG. This information may be stored
in a private RG specific MIB.

A.2.5.

A.2.5.

2 HGI

2.1 General

DOMAIN OF RESIDENTIAL HOME AREA

NETWORK DOMAIN

| GATEWAY ' v
> %) ! 1y
< L [ 1y
=9 ' "
Eg § I RG ol Processing i HAN |, | 1:5
3'0 < Interface ! And Protocol ' Interface =
2 & g Processes Conversion Processes 5
— -
EX o . <
ZZ o . 5 e . = v . = oy
E o E g g :
7 R Private MIB " e Private MIB
'z i "
@t . o
RGI ¥ PPC ¥ SHI
Legenf
SWI | Specific WAN Interface
RGI | Residential Gateway Interface
PPC | Processing and Protocol Conversion
RGIP | Residential Gateway Internal Processes
Figure A.5 - HAN Gateway gateway interface
The HAN gateway interface (HGI) may consist of the following parts:
A.2.5.2.2 SHI
A specific HAN interface (SHI)-that conforms to the standards and requirement

conngction to the home area-rnetwork. This part of the HGI presents the network with a
interface (HI) or network termination that conforms to the standards of the network. The

speci

A.2.5

A pro
from
over
requi

the RG 'are converted to the correct format for transmission to systems in the wide

re/information about the address(es) of the data it is handling, the addresses

asso

ic information may be stored in a HAN-specific private MIB.
2.3 PPC
cessing ahd-protocol conversion (PPC) element of the HGI ensures that signals ang

the ,eommunication channel that the SHI has opened and vice versa. The PP(

-

3
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-

-

-~

L}
.

5 for
HAN
HAN-

data
area
G will

and
| and

iated characteristics in the home area and how these relate to objects in the WAN

associated addresses. This information may be stored in a shared MIB

A.2.5.2.4 RGI

AN RG interface (RGI) is common to all modules that interface to an RG. It ensures that all
signals between the HGI and the RG are presented to the RGIP interface (RI) in the correct
manner. It also needs to know which other modules are attached to the RG and which signals
should be routed to and from these other modules via the RG. This information may be stored
in a private RG specific MIB.
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A.2.5.3 RG internal processes

| RG:P RGIP e
MANAGEMENT nterface Interface Interface
PRO CESSES .
PROCESSES .
PRIORITY

RG Internal PI"OCGSSGSQQb
ADDRESSING A2 )

’
ROUTING .
RGIP RGIP RGIP
Interface Interface Interface
d ||

NOTE| This figure is entirely functional and does not imply an RG with ptug-in modules, but simply that an RIG may
interface to more than one WAN or HAN.

Figure A.6 — RG internal processes and interfaces

RG ill;ternal processes may conform to any standard or open (published but still propri¢tary)
specification. The RG internal processes may be realised in software, firmware or in a plug-in
moddlar configuration. The interfaces to the PGIP may be realised in software or firmwarg and
may ¢r may not be a physical plug/socket arrangement.

For any RG internal interface where plug-in modules interface to it, they should conform {o the
standard or open specificationudsed. An RG that does not fully reveal the specificatign for
plug-|n modules (where theseJare used) does not fully conform to this standard and becpmes
the epuivalent of an integrally realised RG.

The ipternal architecture of the RG consists of the following:

« common interfaces to the RG internal process;
« alstandard-set of functions for the operation of the RG;
e alstandard set of calls (commands, addressing, etc,) for invoking the functions;

VAL —1

e a mectranismfor routing data betweem WGHanmdHGmodutes (anmd-optiomatty between HGI
modules);

« management processes to control the activity of the RG and of modules attached to it;

« security mechanisms to prevent unauthorised access or egress of data to or from the
premises and to implement other security functions;

e application-specific processes for services such as
— energy control,
- AMR,
— time and date services,
— remote management of RG (and HAN).
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A.2.6
A.2.6.

Structural implementations of the RG

1 General

The RG may be realised in a variety of implementations, ranging from a 1:1 integral box
implementation to a many WAN-to-many HAN modular realisation and may be realised in a
distributed configuration. It may interface to any local area network such as Ethernet,

IEEE

1394 or any of several standard or proprietary home electronic systems (buses).

It is intended that the RG standard be modular and that elements such as the WGI and HGI

sele

Whe

rotocols, addressing and data formats specified by their relevant standardslor b¢g
ented as stated in 5.1. Some examples of gateway implementations are given in
Figurg A.7.

.2 Simple gateway

can be merged (as in the case of a simple WAN-to-HAN gateway) and that elements can be

ver elements are explicitly interfaced, they and associated interfaces should.'‘confagrm to

fully

>(-:-OMMUNICATION

RESIDENTIAL
GATEWAY

HOME AREA NETWORK

WIDEAREA

NETW ORKS SWI REGSAI$ EVNV-I:YA L SHI

SW | - Specific WAN Interface
SHI - Specific HAN Interface

In thed
the e
be ¢

specifications-that are outside the domain of this residential gateway standard. This ty

gatev
to the

Figure A.7 — Simple 1:1 implementation of RG

example where/the gateway is a 1:1, WAN:HAN configuration residential gateway
ements forssecurity and interoperability (for which future standards are planned) ng
ompliant{This configuration may include additional connection and interf

ay may use the paradigm of the RG and have internal interfaces to the RG that co
requirements of this standard. The 1:1 configuration is shown in Figure A.7.

only
ed to
acing
pe of
hform
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A.2.6.3 Complex integral gateway

EHS/EIB HOME AREA NETWORK
RESIDENTIAL|
GATEWAY
W IDEAREA ::: IEEE1394a FireW ire DTV
IEEE1394a
COMMUNICATION __I_
NETW ORKS DVR
RESIDENTIAL
Sl GATEWAY |
23,8 oy 7] % % SW 1 - SpecificW AN“Interfage
"’"’*a,: o W ‘o«@"‘%ﬁ*‘ SHI - Specific HAN ‘Interfact
%z o
i)
éﬁ¢ '_ p’%@
@&*“;g z g [N,
} 'a\?‘ow o s"”",,,"q”%
swi| ° = SHI

Figure A.8 — Complex integral RG implementation

In th¢ complex integral implementation of the gateway, one or more WANs or one or |more
HANg interface to the residential gateway. The Gateway.is a one box device but it may|have
three| or more interfaces. To conform to this standard“fesidential gateway, this configuration
should comply with the requirements for interoperability and security and should utilise pome
form |of RGIP. Also, this configuration should ‘implement processes to adapt the data and
addrgsses of the WANs to which it interfaces for presentation to the RG and similarly for the
HANSs to which it interfaces. Instances of thisiresidential gateway configuration may be sg¢t top
boxes$ delivering satellite DTV or cable-FV with interactive applications such as vidgo on
demgnd, DSL adapters and cables\modems and certain proprietary gateways. | This
configuration is shown in Figure A.8;

NOTE] It is anticipated that there will-be overlap between the complex modular configuration and the c¢mplex
integral configuration where designers\wish to utilise particular WANs but interface to multiple HANs.
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A.2.6.4 Complex modular gateway
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HGI - HAN to Gateway Interface

Figure A.9 — Complex modular RG implementation

The pomplex modular implementation of the residential gateway enables flexibility ip the
functjons of the gateway and the services it can.effer. In this configuration plug-in intgrface
modyles sit between the Network and the(xRG and interface to the RGIP. In| this
impleémentation, the gateway and modules should comply with the requirements for Sefurity
and |nteroperability specified in clauses 5,\6 and 7. Additionally, the modules shou|d be
compgliant with the physical and logicalt\RG interface(s) referenced in this standard and
presgnt their data flows in a correct ;f@rmat at both the network interfaces and to thg RG
interfpce. Each Module should carry out processes to adapt Data and Protocols as desqribed

in 5.4 and interface with the RG as*specified in 5.1. This configuration is shown Figure AJ9.

A.2.6.5 Distributed RGs

More[than one residentialrgateway unit may be installed in premises. This Standard requires
that the behaviour of residential gateway units compliant with this standard should b the
equivfalent of a single complex gateway. Also, a conforming RG should be capalle of
complying with the'‘requirements of Interoperability and Security as specified in clauseg 5, 6

and

. Gateways in a distributed configuration should function as if each element|were

contiguous_with routing and addressing between HANs and WANs equivalent to a gingle
residential ;gateway. Some potential configurations of distributed gateways are shoyn in

Figure A.10, Figure A.11 and Figure A.12.

There are three generic ways in which the RGII of residential gateways may be linked to form
a distributed gateway.

The Link may be implemented on the HAN side and can use the home network or Higher
Speed Networks such as ISO 8802-3 or IEEE 1394.

The Link may be implemented directly from the RGIP of one RG to the RGIP of a second
RG. In this case, the RGIP should be the same for both RGs and be an extension of the
bus (or other architecture) type used.

The Link may be implemented over the WAN and may be a high speed IP link between
two "always on" devices - for instance a cable modem for one RG and a xDSL modem for
the other.

NOTE There may be two or more distributed gateways in any premises.
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Figure A.10 — Distributed RGs linked via HAN

Figure A.12 — Distributed RGs linked via WAN
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Functional safety considerations?

Introduction

General

verriding concern of any network is the safe operation of all elements and sys

tems

within
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the network. Also of concern is the assurance that whatever configuration
bnts may take, configurations, operations or management of the network must.not
unsafe condition.

e multiple or dissimilar networks are required to interoperate, the poténtial for u
tion is increased.

examples of potential hazards include (but are not exhaustive)(the following.

Commands to potentially hazardous objects

configuring home networks, there must be systems to prevent the unattsg
ion/operation of potentially hazardous objects (a gateway must be able to block ¢
ands to objects identified by their manufacturer)

remote or automatic switching on of radiant' heat sources (open fires or cooke
rs) is an example of such a hazardous gbject. A system must not automatically ¢

otentially hazardous object, except by‘a switch or manually operated controller p|
reach or sight of the object.

gateway has a function to bleck certain commands to potentially hazardous ob
his function must be documented.

Commands to relocatable programmable objects

objects such as_ifitelligent power plugs do not explicitly carry information about the

hese
result

nsafe

nded
prtain

hob
bntrol
aced

ects,

load

switch. Such objects may not be initiated/controlled automatically by the home ne

work

commands from external systems unless the use of the object is explicitly prograrthmed
(with autematic reset to 'unknown purpose’, if disconnected). This limitation is spegified
Ise such~devices may be used for a range of purposes. Unless the system has rejiable
nation.about the current purpose of the device, automatic operation may have unrejiable
or dapgefous outcomes.

The RG must have a function to block commands to objects where the device under the
control of the object is not defined.

B.1.4

Commands to automatic objects

B.1.4.1 General

Many devices and equipment in the home carry out automatic functions. A simple example is
an oven that is switched on at a pre-set time. In many cases, external or system control of

7 A standard is under development to address security requirements for HES; when it is published, the current
annex will be updated or replaced as relevant.
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these objects can result in an unintended outcome. For instance when the operation is carried
out at some future time, either by external command or automatically, the contents of the
oven may no longer be those intended. Where such an automatic control is possible, it must
only be available for a pre-set time period from when the equipment was set up for automatic
operation, and must operate only if the automatic control has not been changed.

B.1.4.2 Notification on blocking

Where commands from external devices are blocked in order to prevent potentially hazardous
operation, it is necessary that information be provided to the source of the command. This is
to prevent the _source of the command from contrnumg to send this command Such a
notifi 3 sk of
issuing commands to other objects on the assumptlon that the bIocked command has:|been
succgssfully executed.

B.1.5 Command translation

Therg¢ are many potential instances where commands (or variables)/.sent by one home
network will have different meanings and/or parameters for a similar~command in another
network. This is likely to be the case for switches and dimmers where one system will use a
feedhjack loop (less, compare, less, compare, less, compare, less; compare, less, OK) and
another will set a level (set light output at 70 %). While not negessarily a safety issye for
lightihng, when energy management and environment contrélhare concerned some agtions
could be counter intuitive and potentially hazardous.

Wherne such situations exist or potentially exist, explicit rules must be implemented for
command translation to prevent hazard.

B.1.6 Linked changed state

If a ¢hanged state on one network is linked to a changed state on another, the conperse
opergdtion may result in a breach of safety or security rules. For example, if unlocking the| front
door [turns on a courtesy light, leaving the courtesy light on must not leave the front| door
unlogked. Some linked change-state-situations may result in hazardous interactions.

Where these situations existror-potentially exist, explicit rules must be implemented to prevent
hazafd or security breaches.

B.1.7 Addressing

Few home networks share the same addressing scheme. Thus bridges and gatewaysg that
provigde inter-operation must also include accurate address translation. Where the adfress
spacg is different, either smaller or larger between the sending network and the farget
netw rk, (there is the possibility that commands intended for a particular object wjll be

device or system must prevent the data from being transmitted.

B.1.8 Broadcast messages, variables and commands

In general, interoperating devices and systems between dissimilar networks must ensure that
any message, broadcast message, command, broadcast command, variable, broadcast
variable value, or object parameter passed between dissimilar networks results in safe
operation in the other network(s). If there is any doubt whatsoever that passing such data
could result in an insecure or hazardous operation, the device or system must prevent the
data from being transmitted.
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Specific privacy and security of residential gatewayss?

Introduction

There are many security threats to a home network that may originate from the WAN or from
within the HAN. These attacks may compromlse the integrity of the home network or expose

priva
gateV
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inforn
provi

c.2

Cc.21
RGs

the s
thesq

C.2.2

ay through WhICh messages and information pass should incorporate both defe
broactive entities to ensure the security of the home network and that mess

Hers retains its privacy and integrity.

Threats

General

nsive
nges,

nation and media content directed to and from trustworthy service and |appligation

will be designed to carry out many roles in transferring [data to and from the hom¢ and

ecurity aspects will differ with respect to the types of data transferred; however,
can be considered as threats to the integrity of a Homg Electronic System.

Masquerade and replay

all of

Perh@aps the most obvious threat to the home iskunauthorised access to devices or datalhases

on th

e home network. A masquerade takes’ place when an impostor pretends to

be a

legitimate user, such as the homeowner. The impostor could also pretend to be a s¢grvice

provi

A m4g
gues
netw

mes
repla

C.2.3

An i

Her that has contracted with the homg&owner.

squerade may be effected by)defeating the authentication mechanism, for exa
5ing a password or stealing a token. Another way an impostor may trick the
brk into thinking it is an.‘authorised user is for the impostor to capture a legit

meszge, and to resend itl at a later time. For example, if the impostor can interc

mple,
home
mate
ept a

ge to the home’s burglar alarm system, telling it to turn off, the same message coyld be

yed later to achieve:the same result.

Interception: eavesdropping and modification

terception® occurs when an unauthorised party gains access to a message pa

Issing

betwg¢en the-home network and an external user. The intruder may be an automated system
s programmed to search for vulnerable messages, or it may be a person whq has

that

wiretapped or otherwise violated the integrity of the communications channel.

The interception may be passive or active; a passive interception amounts to eavesdropping —
in effect, reading someone else’s traffic. An active interception may involve changing the
contents of the message, deleting or rearranging part of the communication, or changing its
protocol control information, particularly the header (including the destination or source
address).

The key defence for an interception attack is to implement integrity and confidentiality
services. Authentication may also be used to thwart modification attacks.

8 A standard is under development to address security requirements for HES; when it is published, the current
annex will be updated or replaced as relevant.
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