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ISOJIEC 15045-4-2._has been prepared by subcommittee 25: Interconnection of informg
techinology equipmeént, of ISO/IEC joint technical committee 1: Information technology. It i
Intefnational Standard.

The|text of ‘this International Standard is based on the following documents:

INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 4-2: Structure — Simple gateway

FOREWORD

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the

(]

bllaborate in fields of mutual interest. Other international organizations, governmental and non-governmg
i liaison with ISO and IEC, also take part in the work.

from all interested IEC and ISO National bodies.

IEC and ISO documents have the form of recommendations for international use and are{accepted by IEQ
1$0 National bodies in that sense. While all reasonable efforts are made to ensure that the“technical conte
IEC and ISO documents is accurate, IEC and ISO cannot be held responsible for the way) in which they are
of for any misinterpretation by any end user.

In order to promote international uniformity, IEC and ISO National bodies ufidertake to apply IEC and
dpcuments transparently to the maximum extent possible in their national’ and regional publications.
d|vergence between any IEC and ISO document and the corresponding national or regional publication sh
clearly indicated in the latter.

IEC and ISO do not provide any attestation of conformity. Independent“certification bodies provide confg
apsessment services and, in some areas, access to IEC and ISO~marks of conformity. IEC and ISO ar
g¢sponsible for any services carried out by independent certificationbodies.

=

| users should ensure that they have the latest edition of this document.

o liability shall attach to IEC and ISO or their directors, employees, servants or agents including indiV
kperts and members of its technical committees and lEC and ISO National bodies for any personal i
operty damage or other damage of any nature whatsoever, whether direct or indirect, or for costs (incl
gal fees) and expenses arising out of the publicatioh, use of, or reliance upon, this ISO/IEC document o
her IEC and ISO documents.

ttention is drawn to the Normative references cited in this document. Use of the referenced publicatio
dispensable for the correct application of'this document.

> O T O Z >

it

C and ISO draw attention to the possibility that the implementation of this document may involve the use

phts in respect thereof. As of the~date of publication of this document, IEC and ISO had not received noti
) patent(s), which may be regquired to implement this document. However, implementers are cautioned tha
ay not represent the latest_information, which may be obtained from the patent database availab)
tps://patents.iec.ch andwww.iso.org/patents. IEC and ISO shall not be held responsible for identifying a
| such patent rights.

©» T3 —~3.0T

respective organization to deal with particular fields of technical activity. ISO and IFC technical committees

ntal,

The formal decisions or agreements of IEC and ISO on technical matters express, as nearly as possiblg, an
infternational consensus of opinion on the relevant subjects since each technical committee hasyrepresenfation

and
nt of
used

1ISO
Any
Il be

rmity

P not

idual

jury,
iding
F any

ns is

bf (a)

htent(s). IEC and I1SO take no position concerning the evidence, validity or applicability of any claimed pptent

ce of
it this
e at
hy or

tion
5 an

Drarft Report on voting

JTC1-SC25/3192/CDV JTC1-SC25/3259/RVC

Full information on the voting for its approval can be found in the report on voting indicated in
the above table.

The language used for the development of this International Standard is English.

This document was drafted in accordance with ISO/IEC Directives, Part 2, and developed in
accordance with ISO/IEC Directives, Part 1, and the ISO/IEC Directives, JTC 1 Supplement
available at www.iec.ch/members_experts/refdocs and www.iso.org/directives.
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A list of all parts in the ISO/IEC 15045 series, published under the general title Information
technology — Home Electronic System (HES) gateway, can be found on the IEC and
ISO websites.

IMPORTANT — The "colour inside” logo on the cover page of this document indicates
that it contains colours which are considered to be useful for the correct understanding
of its contents. Users should therefore print this document using a colour printer.
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INTRODUCTION

0.1 Overview

The Home Electronic System (HES) is a set of standards that supports communication, con
and monitoring applications for homes and buildings. However, homes and buildings prese
heterogeneous and evolving networked environment, where many of these networks

trol,
nt a
and

applications (including some that are based on HES standards) are not directly interoperable

with each other. HES standards achieve interoperability through the ISO/IEC 15045 series

that

relies on the ISO/IEC 18012 series to support functional interworking among the dissimilar

home__devices, applications, protocols, and networks found in this environment

The

ISOJIEC 15045 series and ISO/IEC 18012 series were created to render all proto
intefoperable.

The| HES gateway enables an open and adaptable market for incompatible, productg
spe¢ifying a standardized modular system intended to provide interoperabijlity among
divefsity of networks found in homes and buildings. The HES interoperability process does
reqyire modification of the various networks, applications, or protocols thatiuse it. Approp
intefworking functions translate network messages through interface nmodules to a com
lexigon expression that is then exchanged using a private internal petwork bus protocg
protpcted application platform using a bus protocol supports an expanding array of service
both the applications and the network.

In summary, the ISO/IEC 15045 series specifies a standardized modular dedicated pri
intefnal network system that includes:

— interfaces (i.e. interface modules) for communication and semantic translation am
issimilar home area networks (HANs), and:between a HAN and external wide
etworks (WANSs),

- platform for supporting a variety of application services (service modules), and

- secure communication path améng these modules with access restricted to
ppropriate modules in order to protect data, safety and privacy.

0.2 | Relation to existing work

The|lSO/IEC 15045 series provides four classes representing alternative configurations fo
implementation of HES gateway physical modularity and an internal communications path:

a) simple;

b) ¢omplex-integral;
c) ¢omplex-modular;
d) interconnected.

0.3 | <«Simple gateway
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The purpose of this document is to specify requirements for the simple HES gateway

that

manages and controls the communications between two networks, either two HANs or one HAN

and one WAN.

Figure 1 shows the core interoperability and HES gateway series of standards, and where
document fits into the HES gateway series.

this
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Core models . .
Core standards introductions Core implementations
15045-4-2
Simple
HES
gateway
HES
gateway
nteroperability \\e
O
A\ O
IEC
Figure 1 — ISO/IEC 15045-4-2 within the core interoperability and
HES gateway standards
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INFORMATION TECHNOLOGY -
HOME ELECTRONIC SYSTEM (HES) GATEWAY -

Part 4-2: Structure — Simple gateway

1 Scope

Thig document specifies the simple HES gateway, which is one of a set of physical clagses

intrgduced in ISO/IEC 15045-1:2004.

2 [Normative references

Thelfollowing documents are referred to in the text in such a way that somg:or all of their corjtent

congtitutes requirements of this document. For dated references, only the edition cited app
For [undated references, the latest edition of the referenced, document (including
amgndments) applies.

ISOJIEC 15045-4-1:2024, Information technology — Home Eleetronic System (HES) gatew
Part| 4-1: Structure — Structural class and module requirements

3 [Terms, definitions and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the fallowing terms and definitions apply.

ISO| and IEC maintain terminology databases for use in standardization at the follo
addresses:

o |EC Electropedia: availableat https://www.electropedia.org/

e |SO Online browsing.platform: available at https://www.iso.org/obp
3.1
HAN interface logical module

HEY gateway module that interfaces between a HAN and an event bus carrying HES-CL
mesjsages

3.1.2

ies.
any

D

y_

ving

DPE

home\area network

HAN

network serving nodes, devices, components and functions within a premises protected area

[SOURCE: ISO/IEC 15045-3-1:2024, 3.1.1]

3.1.3
logical module
HES gateway module that interfaces to an event bus carrying HES-CLDPE messages

3.1.4

protocol data unit

PDU

unit of data exchanged between peer entities


https://www.electropedia.org/
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3.1.5
WAN interface logical module
HES gateway module that interfaces between a WAN and an event bus carrying HES-CLDPE

mes

sages

3.1.6
wide area network
WAN
network that connects communication devices in the environment external to the premises

prot
[SO

3.2
HAN
HES
HES
HES

PDU
WA

An |
gats

5

5.1

The
and

services to communicate; translate, and achieve interoperability among these networks.

HES

services.

The

ected area

JRCE: ISO/IEC 15045-3-1:2024, 3.1.12]

Abbreviated terms
home area network

-CLIP home electronic system common language internal protocol

-CLME  home electronic system common language message €xchange
identification
protocol data unit

N wide area network

Conformance

HES gateway system conforming to this décument shall implement one of the two sin
way alternative configurations in 5.2.

Simple HES gateway family

Simple HES gateway

HES gateway system allows home area networks (HANs) supporting local users, dev
services, and external wide area networks (WANs) supporting remote users, devices

gateway system provides privacy and security and supports a platform for applice

configuration specified within this document, the simple HES gateway, manages

WA
hou

coni:ols cemmunications between two networks, either two HANs (as shown in Figure 2) or

andJone HAN (as shown in Figure 3), and is packaged as a standalone module in

-CLDPE home electronic system common language direct protocoldata unit exchange

nple

ices
and
The
tion

and
one
one

ing< This configuration of the HES gateway is a minimum complexity implementation

and

is non-expandable (I.e. It cannot be expanded to additional neiwork Interfaces). It Is lkely
dedicated to a single application while delivering the basic HES gateway services of
interoperability, privacy, security and safety. It preserves the HES gateway modular internal
structure and home electronic system common language message exchange (HES-CLME)
mechanisms by employing home electronic system common language direct protocol data
unit (PDU) exchange (HES-CLDPE) to reduce complexity, rather than the serial event bus using

hom

e electronic system common language internal protocol (HES-CLIP).
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Simple HES
gateway

D E—

>
2 HANs

Figure 2

IEC

— Two HANs

Simple HES

1 WAN

gateway

1 HAN

Inte

on ¢ circuit board, or internal to chips.

Figure 3 — One WAN and one HAN

nal PDU communication links, called HES-CLDPE, are used between logical module
communications between the two networks as shown in Figure 4 and Figure 5. The HES-CL
linkg are implemented by manufacturers to fit their needs and can be(wiring connections, tra

Service
logical
modules HAN
interface

>

N logical
LR modules
PDU %
communication“
links A
(HES-CLDPE) %

2 HANs

Simple HES
gateway

IEC

Figure4 — Logical modules for two HANs

ol

WAN

Service
logical
modules

’ .

interface ¢ PDU 4
logical #commun- %
module B ication Y

HAN
interface
logical
module

links
(_ _)i |(HES-CLDPE)|

WAN

Simple HES

G —>

5 for
DPE
ces

gateway

IEC

Figure 5 — Logical modules for one WAN and one HAN
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5.2 Simple HES gateway alternative configurations
5.21 General

An implementation of the simple HES gateway shall be configured using one of the alternatives
specified:

— HAN-to-HAN (basic translator service) in 5.2.2;

—  WAN-to-HAN (basic support service) in 5.2.3.

NOTE There are initially two alternative configurations for simple HES gateways. It is possible that additional simple
HES aatowavconfic oS - .

5.2.p Simple HES gateway: HAN-to-HAN (basic translator service)

The| simple HES gateway, HAN-to-HAN (basic translator service), provides the-translator
fungtionality between two HAN networks.

Thig gateway system incorporates a binding map service to communicate between gach
network logical module as shown in Figure 6. For conformance with the ISO/IEC 15045 sefies,
communications between the network logical modules on different HANs (including HANs jwith
diffgrent segments or with different privileges) shall be via the HES/gateway system.

HES gateway
Logical SyStem

Identification
__service domain
Binding map
service

HES-CLDPE “

Y] HAN 1

interface
logical module |

HAN
interface
logical module

HES gateway and I
interoperability standards

— Local devices
and services

IEC

Figure 6 — Simple HES gateway with two HANs (basic translator service)
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This HES gateway system shall:

5
T

.2.8 Simple HES gateway: WAN-to-HAN (basic support service)

include exactly two HAN interface logical modules as specified in ISO/IEC 15045-4-1:2024,
5.2.4;

include binding map services (as appropriate for services provided) as specified in
ISO/IEC 15045-4-1:2024, 5.2.6;

include one and only one identification service domain as specified in
ISO/IEC 15045-4-1:2024, 5.2.8;

include optional other services as needed, as specified in ISO/IEC 15045-4-1:2024, 5.2.7;

nNao hao L g A\ v v am-hb alina ¥a amaon o a 84 4 2024 22’

pe packaged in one housing as a standalone module.

he| simple HES gateway, WAN-to-HAN (basic support service), provides the translator

fungtionality between one WAN network and one HAN network, and othérbasic services (guch
as guthorization, ID, etc.) that are required to support the WAN network*connection to beyond

the premises.

T

hig gateway system incorporates a binding map to communicate between the WAN interface

logi¢al module and the HAN interface logical module~as shown in Figure 7. Djrect
communications (either over the HES-CLDPE or external tothe HES gateway system) between
the WAN and HAN logical modules are not allowed. This_gateway system also includes support

for the WAN through WAN support service objects.

Logical
modules
Protected ap

Rem|

Remote
devices and
services

HES gateway

use

A

HES-CLPDE
~

-~
-~
( Internet e N

WAN HAN
interface interface
I logical module logical module
L]

| HES gateway and

— Interoperability standards__

1 Lo
=OCaTraCvieesS

and services

IEC

Key

sup serv obj support service object

Figure 7 — Simple HES gateway with one WAN and one HAN (basic support service)
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This HES gateway system shall:
— include one and only one HAN interface logical module as specified in
ISO/IEC 15045-4-1:2024, 5.2.4;

— include one and only one WAN interface logical module as specified in
ISO/IEC 15045-4-1:2024, 5.2.5;

— include binding map services (as appropriate for services provided) as specified in
ISO/IEC 15045-4-1:2024, 5.2.6;

— include one and only one identification service domain as specified in
ISO/IEC 15045-4-1:2024, 5.2.8;

— include appropriate "WAN support" service objects to support the WAN, as specified in
O/IEC 15045-4-1:2024, 5.2.7;

— include optional other service objects as needed, as specified in ISO/IEC 15045-4-1:2024,
2.7;

- eet the HES gateway system baseline requirements of ISO/IEC 15045-4-1:2024, 5|2.2;
nd

— Ie packaged in one housing as a standalone module.
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