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Foreword

ISO

(the International Organization for Standardization) and IEC (the International

Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with ISO and IEC, also take part in the work. In the field of information

technplogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

Inter

The

tional Standards are drafted in accordance with the rules given in the ISO/IEC Directives,

ain task of the joint technical committee is to prepare International Standards. Draft

Standards adopted by the joint technical committee are circulated to national bodies for voting. H
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rnational Standard requires approval by at least 75 % of the national bodi€s casting a votd.

ion is drawn to the possibility that some of the elements of this document may be the sub
ISO and IEC shall not be held responsible for identifying any or all'stch patent rights.

EFC 15408-3 was prepared by Joint Technical Committee SO/IEC JTC 1, Information

mmittee SC 27, IT Security techniques. The identical text of ISO/IEC 15408 is published by
a Project Sponsoring Organisations as Common-‘Criteria for Information Technol
ation. The common XML source for both publications ¢an be found at http://www.oc.ccn.cni

Part 2.

International
Publication as

ject of patent

technology,

the Common
pgy Security
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hird edition cancels and replaces the second edition (ISO/IEC 15408-3:2005), which has be|
d.

EC 15408 consists of the following parts, under the general title Information technolo
gues — Evaluation criteria for IT security:

art 1: Introduction and general model
art 2: Security functional Components

art 3: Security assurance components

al Notice

overnmental organizations listed below contributed to the development of this version of
a for-Information Technology Security Evaluations. As the joint holders of the copyright in
afor-Information Technology Security Evaluations, version 3.1 Parts 1 through 3 (called

en technically

ly — Security

the Common
the Common
CC 3.1), they

here

y grant non-exclusive license to ISO/IEC to use CC 3 1 in the continued development/m

pintenance of

the ISO/IEC 15408 international standard. However, these governmental organizations retain the right to use,

copy,

Australia/New Zealand:

distribute, translate or modify CC 3.1 as they see fit.

Security Bureau respectively;

Canada: Communications Security Establishment;

France: Direction Centrale de la Sécurité des Systemes d'Information;
Germany: Bundesamt fiir Sicherheit in der Informationstechnik;

Japan: Information Technology Promotion Agency;

© ISO/IEC 2008 — All rights reserved

The Defence Signals Directorate and the Government Communications


https://iecnorm.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)
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United States:

Netherlands National Communications Security Agency;

Ministerio de Administraciones Publicas and Centro Criptolégico Nacional;

Communications-Electronic Security Group;

The National Security Agency and the National Institute of Standards and

Technology.
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Introduction

Security assurance components, as defined in this part of ISO/IEC 15408, are the basis for the security
assurance requirements expressed in a Protection Profile (PP) or a Security Target (ST).

These requirements establish a standard way of expressing the assurance requirements for TOEs. This part
of ISO/IEC 15408 catalogues the set of assurance components, families and classes. This part of
ISO/I ) ce levels that
defing¢ the predefined ISO/IEC 15408 scale for rating assurance for TOEs, WhICh is called tI"e Evaluation
Assurance Levels (EALSs).

The 3qudience for this part of ISO/IEC 15408 includes consumers, developers, and évaluators| of secure IT
prodycts. ISO/IEC 15408-1 provides additional information on the target audience 6f1SO/IEC 15408, and on
the uge of IEC 15408 by the groups that comprise the target audience. These groups may usg this part of
ISO/IEC 15408 as follows:

a) (onsumers, who use this part of ISO/IEC 15408 when selecting/components to express assurance
requirements to satisfy the security objectives expressed in a PP\or’ST, determining reqyired levels of
ecurity assurance of the TOE.

b) Developers, who respond to actual or perceived consumersecurity requirements in constrdcting a TOE,
reference this part of ISO/IEC 15408 when interpreting statements of assurance requlrements and
etermining assurance approaches of TOEs.

c) Hvaluators, who use the assurance requirements)defined in this part of ISO/IEC 15408 ag a mandatory
atement of evaluation criteria when determining the assurance of TOEs and when evaludting PPs and
Ts.

[0}
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Information technology — Security techniques — Evaluation
criteria for IT security —

Part 3:
Security assurance components

1 Cecona
cope

This part of ISO/IEC 15408 defines the assurance requirements of ISO/IEC 15408. It inclddes the evaluation
assurpnce levels (EALs) that define a scale for measuring assurance for component TOEs, the composed
assurpnce packages (CAPs) that define a scale for measuring assurance for composed TOEs, fthe individual
assurpnce components from which the assurance levels and packages are compésed, and the criteria for
evalugtion of PPs and STs.

2 ormative references

The following referenced documents are indispensable for the application of this document. For dated
refergnces, only the edition cited applies. For undated references, the latest edition of the referenced
docurment (including any amendments) applies.

ISO/IEC 15408-1, Information technology — Security techniques — Evaluation criteria for IT security — Part 1:
Introduction and general model

ISO/IEC 15408-2, Information technology — Security. techniques — Evaluation criteria for IT seclirity — Part 2:
Secullity functional components

3 Terms and definitions, symbols and abbreviated terms

For the purposes of this documentythe terms, definitions, symbols and abbreviated terms given in
ISO/IEC 15408-1 apply.

4 (Qverview

4.1 |Organisationof-this part of ISO/IEC 15408
Clause 5 describes\the paradigm used in the security assurance requirements of this part of ISOJEC 15408.
Clause 6 deseribes the presentation structure of the assurance classes, families, componen{s, evaluation

assurpnee-levels along with their relationships, and the structure of the composed assurance packages. It also
charagterises the assurance classes and families found in Clauses 9 through 16.

Clause 7 provides detailed definitions of the EALs.

Clause 8 provides detailed definitions of the CAPs.

Clauses 9 through 16 provide the detailed definitions of this part of ISO/IEC 15408 assurance classes.
Annex A provides further explanations and examples of the concepts behind the Development class.

Annex B provides an explanation of the concepts behind composed TOE evaluations and the Composition
class.

Annex C provides a summary of the dependencies between the assurance components.
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Annex D provides a cross reference between PPs and the families and components of the APE class.

Annex E provides a cross reference between the EALs and the assurance components.

Annex F provides a cross reference between the CAPs and the assurance components.

5 Assurance paradigm

The purpose of this Clause is to document the philosophy that underpins ISO/IEC 15408 approach to
assurance. An understanding of this Clause will permit the reader to understand the rationale behind this part
of ISO/IEC 15408 assurance requirements.

5.1 ISO/IE
ISO/IEC 154
should be cle|
purpose.

Furthermore,
(i.e. intention
occur from 4

q

has been exp

C 15408 philosophy

D8 philosophy is that the threats to security and organisational security policy. commit

measures should be adopted that reduce the likelihood of vulnerabilities; the ability to ex
plly exploit or unintentionally trigger) a vulnerability, and the extent\of the damage that

loited or triggered.

ments

arly articulated and the proposed security measures be demonstrably sufficientfor-their intgnded

preise
could

vulnerability being exercised. Additionally, measures should bevadopted that facilitate the
subsequent igentification of vulnerabilities and the elimination, mitigation, and/or notification that a vulner

ability

5.2 Assurpnce approach
ISO/IEC 15408 philosophy is to provide assurance based upaon“an evaluation (active investigation) of the IT
product that |s to be trusted. Evaluation has been the traditional means of providing assurance and |s the

basis for prio|
same philoso
product by ex

I evaluation criteria documents. In aligning the ‘existing approaches, ISO/IEC 15408 adop|

pert evaluators with increasing emphasis,oh scope, depth, and rigour.

ISO/IEC 154
assurance.
approaches
which is so sf

5.2.1 Signi

It is assumeq
policies both
accidentally
sensitive info
failures of IT.

IT security br
the applicatio

D8 does not exclude, nor does it comment upon, the relative merits of other means of g
esearch continues with respectte’alternative ways of gaining assurance. As mature alter|

¢merge from these research agtivities, they will be considered for inclusion in ISO/IEC 1

uctured as to allow their future introduction.
icance of vulnerabijlities

| that there are(threat agents that will actively seek to exploit opportunities to violate se
or illicit gains_and for well-intentioned, but nonetheless insecure actions. Threat agents ma
rigger secUrity vulnerabilities, causing harm to the organisation. Due to the need to pr

mation.and the lack of availability of sufficiently trusted products, there is significant risk ¢
It is, therefore, likely that IT security breaches could lead to significant loss.

noflT W|th|n busmess concerns.

Is the

phy. ISO/IEC 15408 proposes measuring thie validity of the documentation and of the resulfing IT

bining
hative
5408,

curity
y also
DCess
ue to

ilities in

Steps should be taken to prevent vulnerabilities arising in IT products. To the extent feasible, vulnerabilities

should be:

a) eliminated -- that is, active steps should be taken to expose, and remove or neutralise, all exercisable

vulnerabilities;

b) minimised -- that is, active steps should be taken to reduce, to an acceptable residual level, the potential
impact of any exercise of a vulnerability;

c) monitored -- that is, active steps should be taken to ensure that any attempt to exercise a residual
vulnerability will be detected so that steps can be taken to limit the damage.
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5.2.2 Cause of vulnerabilities
Vulnerabilities can arise through failures in:

a) requirements -- that is, an IT product may possess all the functions and features required of it and still
contain vulnerabilities that render it unsuitable or ineffective with respect to security;

b) development -- that is, an IT product does not meet its specifications and/or vulnerabilities have been
introduced as a result of poor development standards or incorrect design choices;

c) operation -- that is, an IT product has been constructed correctly to a correct specification but

vilnerabilities-have been-introduced-as-atresult-of inadeguate-controls-upon-the-operation
< g g

5.2.3| ISO/IEC 15408 assurance
Assurnance is grounds for confidence that an IT product meets its security objectives. Assufance can be
derivad from reference to sources such as unsubstantiated assertions, prior relevant experiende, or specific
experjence. However, ISO/IEC 15408 provides assurance through active investigation. Active irfvestigation is
an evpluation of the IT product in order to determine its security properties.
5.2.4| Assurance through evaluation

Evaluption has been the traditional means of gaining assurance, and-sthe basis of ISO/IEC 15408 approach.
Evaluption techniques can include, but are not limited to:

a) dnalysis and checking of process(es) and procedure(s);

b) checking that process(es) and procedure(s) are being applied;

)
~
Q

nalysis of the correspondence between TOE'design representations;

o
R
Q

nalysis of the TOE design representation against the requirements;

R
<

erification of proofs;

=
Q

nalysis of guidance documents;

nalysis of functional tests developed and the results provided;

=) (o]
= -
= Q

imdependent functional testing;
i) dnalysis foraulnerabilities (including flaw hypothesis);

i)  penetration testing.

5.3 [ISO/IEC 15408 evaluation assurance scale

ISO/IEC 15408 philosophy asserts that greater assurance results from the application of greater evaluation
effort, and that the goal is to apply the minimum effort required to provide the necessary level of assurance.
The increasing level of effort is based upon:

a) scope -- that is, the effort is greater because a larger portion of the IT product is included;

b) depth -- that is, the effort is greater because it is deployed to a finer level of design and implementation
detail;

c) rigour -- that is, the effort is greater because it is applied in a more structured, formal manner.
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6 Security assurance components
6.1 Security assurance classes, families and components structure

The following Subclauses describe the constructs used in representing the assurance classes, families, and
components.

Figure 1 illustrates the SARs defined in this part of ISO/IEC 15408. Note that the most abstract collection of
SARs is referred to as a class. Each class contains assurance families, which then contain assurance
components, which in turn contain assurance elements. Classes and families are used to provide a taxonomy
for classifying SARs, while components are used to specify SARs in a PP/ST.

6.1.1 Assufance class structure
Figure 1 illusirates the assurance class structure.
6.1.1.1  Class name

Each assurance class is assigned a unique name. The name indicates the topics covered by the assufrance
class.

A unique short form of the assurance class name is also provided. This is,the Jprimary means for refergncing
the assurance class. The convention adopted is an “A” followed by two letters'related to the class name.

6.1.1.2 Cl@ss introduction

Each assurarjce class has an introductory Subclause that desgribes the composition of the class and coptains
supportive text covering the intent of the class.

6.1.1.3 Asjsurance families

Each assuranhce class contains at least one assurance family. The structure of the assurance families is
described in the following Subclause.

4 © ISO/IEC 2008 - All rights reserved
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Common criteria assurance requirements
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Class name
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Class introduction
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[

R4
~N

[ ~

Figure 1 - Assurance class/family/component/element hierarchy

6.1.2| Assurance family stfucture

Figure 1 illustrates the-assurance family structure.
6.1.21L Familyname

Every| assurance family is assigned a unique name. The name provides descriptive information about the

topicq covered by the assurance family. Each assurance family is placed within the assurange class that
conta|ns ether families with the same intent.

A unique short form of the assurance family name is also provided. This is the primary means used to
reference the assurance family. The convention adopted is that the short form of the class name is used,
followed by an underscore, and then three letters related to the family name.

6.1.2.2  Objectives

The objectives Subclause of the assurance family presents the intent of the assurance family.

This Subclause describes the objectives, particularly those related to ISO/IEC 15408 assurance paradigm,

that the family is intended to address. The description for the assurance family is kept at a general level. Any
specific details required for objectives are incorporated in the particular assurance component.
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6.1.2.3 Component levelling

Each assurance family contains one or more assurance components. This Subclause of the assurance family
describes the components available and explains the distinctions between them. Its main purpose is to
differentiate between the assurance components once it has been determined that the assurance family is a
necessary or useful part of the SARs for a PP/ST.

Assurance families containing more than one component are levelled and rationale is provided as to how the
components are levelled. This rationale is in terms of scope, depth, and/or rigour.

6.1.2.4  Application notes

The applicatipn notes Subclause of the assurance family, if present, contains additional informationfpr the
assurance family. This information should be of particular interest to users of the assurance family-(e.g. PP
and ST authors, designers of TOEs, evaluators). The presentation is informal and covers,.'for” exgmple,
warnings about limitations of use and areas where specific attention may be required.
6.1.2.5 Aslsurance components

Each assurarjce family has at least one assurance component. The structure of the assurance compongnts is
provided in the following Subclause.

6.1.3 Assufance component structure

Figure 2 illusfrates the assurance component structure.

Assurance
component Component

identification

Objectives

Application
I notes

Dependencies

Assurance
elements

Figure 2 - Assurance component structure

the requirements’ that are new, enhanced or modified beyond the requirements of the previous component
Wlthln a hlera chyv ara haldad
Aa "J T o oUOTOOTT

The relationship between components within a family is highlighted using a bolding convention. Those p%rts of

6.1.3.1 Component identification

The component identification Subclause provides descriptive information necessary to identify, categorise,
register, and reference a component.

Every assurance component is assigned a unique name. The name provides descriptive information about the
topics covered by the assurance component. Each assurance component is placed within the assurance
family that shares its security objective.

A unique short form of the assurance component name is also provided. This is the primary means used to
reference the assurance component. The convention used is that the short form of the family name is used,
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followed by a period, and then a numeric character. The numeric characters for the components within each
family are assigned sequentially, starting from 1.

6.1.3.2 Objectives

The objectives Subclause of the assurance component, if present, contains specific objectives for the
particular assurance component. For those assurance components that have this Subclause, it presents the
specific intent of the component and a more detailed explanation of the objectives.

6.1.3.3  Application notes

facilitate the use of the component.

6.1.34 Dependencies

Depehdencies among assurance components arise when a component is not self-sufficient, and relies upon
the presence of another component.

Each

comppnents may list “No dependencies”, to indicate that no dependencies have been id
comppnents depended upon may have dependencies on other components.

The dependency list identifies the minimum set of assurance components which are relied upon.
which

In sp
rationgle for why a given dependency is not applicable;may elect not to satisfy that dependency.

6.1.3.p
A set

requinement which, if further divided, would-not yield a meaningful evaluation result. It is the sm
requinement recognised in ISO/IEC 15408.

assurance component provides a complete list of dependencies to other assurance compq

are hierarchical to a component in the dependency list may also be used to satisfy the dep

peific situations the indicated dependencies might{not be applicable. The PP/ST author,

Assurance elements

of assurance elements is provided for;each assurance component. An assurance elemen

nents. Some
entified. The

Components
endency.

by providing

is a security
hllest security

Each jassurance element is identified as belonging to one of the three sets of assurance elements:
a) [Developer action elements: the activities that shall be performed by the developer. This sef of actions is
flrther qualified by-&vidential material referenced in the following set of elements. Reqtirements for
veloper actions-are’identified by appending the letter “D” to the element number.

b) ontent and) presentation of evidence elements: the evidence required, what the eyidence shall
monstrate; and what information the evidence shall convey. Requirements for content anq presentation
evidence are identified by appending the letter “C” to the element number.

c) valuator action elements: the activities that shall be performed by the evaluator. This get of actions

explicitly Includes confirmation that the requirements prescribed In the content and presentation of

evidence elements have been met. It also includes explicit actions and analysis that shall be
addition to that already performed by the developer. Implicit evaluator actions are also to be

performed in
performed as

a result of developer action elements which are not covered by content and presentation of evidence
requirements. Requirements for evaluator actions are identified by appending the letter “E” to the element

number.

The developer actions and content and presentation of evidence define the assurance requirements that are
used to represent a developer's responsibilities in demonstrating assurance in the TOE meeting the SFRs of a
PP or ST.

The evaluator actions define the evaluator's responsibilities in the two aspects of evaluation. The first aspect
is validation of the PP/ST, in accordance with the classes APE and ASE in Clauses APE: Protection Profile
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evaluation and ASE: Security Target evaluation. The second aspect is verification of the TOE's conformance
with its SFRs and SARs. By demonstrating that the PP/ST is valid and that the requirements are met by the
TOE, the evaluator can provide a basis for confidence that the TOE in its operational environment solves the
defined security problem.

The developer action elements, content and presentation of evidence elements, and explicit evaluator action
elements, identify the evaluator effort that shall be expended in verifying the security claims made in the ST of

the TOE.

6.1.4 Assurance elements

Each eleme
clear, concise
is stated as a

6.1.5 Comgyq
This part of |

related assur
components i

trepresents a reauirement to be met._These statements of requirements are intended
L | ]

, and unambiguous. Therefore, there are no compound sentences: each separable requirg
h individual element.

onent taxonomy
SO/IEC 15408 contains classes of families and components that are grouped on the ba

ance. At the start of each class is a diagram that indicates the families-in the class ar
n each family.

Family 1

Figure 3 - Sample class decomposition’diagram

In Figure 3, @bove, the class as shown contains a single family,) The family contains three component

are linearly
specific evide
are all linearl
added in the

6.2 EALs
Figure 4 illus

the figure sh
included in an

ierarchical (i.e. component 2 requires more than component 1, in terms of specific ag
nce, or rigour of the actions or evidence). Thé<assurance families in this part of ISO/IEC
y hierarchical, although linearity is not a mandatory criterion for assurance families that m
uture.

ructure
frates the EALs and associated structure defined in this part of ISO/IEC 15408. Note that

bws the contents of the assurance components, it is intended that this information wou
EAL by reference to thelactual components defined in ISO/IEC 15408.

to be
bment

sis of
d the

s that
tions,
5408
ay be

while
Id be
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6.2.1

Each

Part 3 Assurance levels

Evaluation assurance level

EAL name

ISO/IEC 15408-3:2008(E)

EAL name

Objectives

Application notes

Assurance component
[C@]p@e% identification;
— Objgeifves _

Application notes
_Apphicalion notes

Dependencies
— ependencies _

— Aarrara

-

Assurance element i

Figure 4 - EAL structure

EAL is assigned a uniqgue name. The name provides descriptive information about the intent of the EAL.

A unique shortform of the EAL name is also provided. This is the primary means used to referenge the EAL.

6.2.2

Objectives

The objectives Subclause of the EAL presents the intent of the EAL.

6.2.3 Application notes

The application notes Subclause of the EAL, if present, contains information of particular interest to users of
the EAL (e.g. PP and ST authors, designers of TOEs targeting this EAL, evaluators). The presentation is
informal and covers, for example, warnings about limitations of use and areas where specific attention may be
required.

6.2.4 Assurance components

A set of assurance components have been chosen for each EAL.
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A higher level of assurance than that provided by a given EAL can be achieved by:

a) including additional assurance components from other assurance families; or

b) replacing an assurance component with a higher level assurance component from the same assurance
family.

6.2.5 Relationship between assurances and assurance levels

Figure 5 illustrates the relationship between the SARs and the assurance levels defined in ISO/IEC 15408.
While assurance components further decompose into assurance elements, assurance elements cannot be
individually referermcedby assurance fevets-Notethat the—armow - thefigure Tepresentsa Teference fram an
EAL to an asgurance component within the class where it is defined.

Part 3 Assurance requirements Part 3 Assurance levels

Assurance class L

‘ Class name |
I

‘ Class introduction |
I Evaluation assuranee Tevel [

Assurance family

EAL nhame
Family name I
l Objectives
Objectives T
[ Application notes
Component levelling |
I i\ Assurance component n.
N iy 3 P Ty
Z‘s iC m_np@c%ujgﬂﬂcul_mn]
Application notes b o _()m;_[mi_ws_ —
Fe—e—mlis—s—e—ug
I L 7Aguh%tminnglc.\7 3
Assurance component 18 U — Dependencies __
[Component identificaticn] //” ' - —;
T | | ssurance eleme
| Objectives | || Assurance element i
= o] § T~ " " " " — 1
[ Applu.grtmn notes | T — — — — — g
[ Dependencies | :

[
Assurance element
[ I
[ |

N IA

Figure 5 - Assurance and assurance level association
6.3 CAP structure
The structure of the CAPs is similar to that of the EALs. The main difference between these two types of

package is the type of TOE they apply to; the EALs applying to component TOEs and the CAPs applying to
composed TOEs.

Figure 6 illustrates the CAPs and associated structure defined in this part of ISO/IEC 15408. Note that while

the figure shows the contents of the assurance components, it is intended that this information would be
included in a CAP by reference to the actual components defined in ISO/IEC 15408.
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Part 3 Assurance Packages

Composed Assurance Package

CAP name

Objectives

Application Notes

Assurance Component | |+

=

Component Identification |
. | -
| Component Identification }
' |

| Component Identification
' |

| Component Identification

= —

| Component Identification }_Ll

|
|
L

= |

Figure 6 - CAP structure

6.3.1| CAP name
Each [CAP is assigned a unique name. The name provides descriptive information about the intent of the CAP.
A unique short form of the CAP name is also provided. This is the primary means used to reference the CAP.

6.3.2| Objectives

The dbjectives Subclause of the CAP presents the intent of the CAP.

6.3.3 [ Application notes

The application notes Subclause of the CAP, if present, contains information of particular interest to users of
the CAP (e.g. PP and ST authors, integrators of composed TOEs targeting this CAP, evaluators). The
presentation is informal and covers, for example, warnings about limitations of use and areas where specific
attention may be required.

6.3.4 Assurance components
A set of assurance components have been chosen for each CAP.
Some dependencies identify the activities performed during the evaluation of the dependent component on

which the composed TOE activity relies. Where it is not explicitly identified that the dependency is on a
dependent component activity, the dependency is to another evaluation activity of the composed TOE.
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A higher level of assurance than that provided by a given CAP can be achieved by:
a) including additional assurance components from other assurance families; or

b) replacing an assurance component with a higher level assurance component from the same assurance
family.

The ACO: Composition components included in the CAP assurance packages should not be used as
augmentations for component TOE evaluations, as this would provide no meaningful assurance for the
component.

6.3.5 Relationship between assurances and assurance levels

Figure 7 illugtrates the relationship between the SARs and the composed assurance packages defined in
ISO/IEC 15408. While assurance components further decompose into assurance elements, _asstrance
elements capnot be individually referenced by assurance packages. Note that the arrow din“the figure
represents a feference from a CAP to an assurance component within the class where it is defined.

Part 3 Assurance requirements Part 3 Assurance Packages

Assurance class L

‘ Class name |
I

‘ Class introduction |

| Composed Assurance Packages I:
Assurance family

CAP name
Family name [
l Objectives
Objectives T
AN . g
[ Z\s Application notes
Component levelling b |
Assurance component M
[ M — i~ e ==
C nlnp&nc%ldgllm‘cul_mrl,
Application notes U~ TObjectives_ __
I [ :AE_E“(%HUEHE\.‘S: ]
Assurance compenent M r Ecpg_nlldﬁciaz: 1
[Componenwidentification] L+ -
| ()b“lc[ivcg | /,’// | Assurance element | 5
e LT E— — — — — — JJ‘|
[ Appllca‘tmn notes | <& o —
[ Bependencies ] :

[
Assurance element -H
I
[

N IA

Figure 7 - Assurance and composed assurance package association

7 Evaluation assurance levels

The Evaluation Assurance Levels (EALs) provide an increasing scale that balances the level of assurance
obtained with the cost and feasibility of acquiring that degree of assurance. ISO/IEC 15408 approach identifies
the separate concepts of assurance in a TOE at the end of the evaluation, and of maintenance of that
assurance during the operational use of the TOE.
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It is important to note that not all families and components from this part of ISO/IEC 15408 are included in the
EALs. This is not to say that these do not provide meaningful and desirable assurances. Instead, it is
expected that these families and components will be considered for augmentation of an EAL in those PPs and
STs for which they provide utility.

7.1

Evaluation assurance level (EAL) overview

Table 1 represents a summary of the EALs. The columns represent a hierarchically ordered set of EALs, while
the rows represent assurance families. Each number in the resulting matrix identifies a specific assurance
component where applicable.
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.| Assurance Components by Evaluation Assurance Level
Assurance class Assurance Family

EAL1 EAL2 | EAL3 | EAL4 | EALS | EAL6 | EALY
ADV_ARC 1 1 1 1
ADV_FSP 1 2 3 4
ADV_IMP 1
ADV_INT
ADV_SPM
ADV_TDS
AGD_OPE
AGD_PRE
ALC _CMC
ALC CMS
ALC DEL
Life-cycle support ALC DVS
ALC FLR P
ALC LCD
ALC TAT
ASE_CCL 1
ASE_ECD 1
ASE_INT 1
1
1

N[=O1|—

Development

6
2
3
1

b

Guidande documents
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RIN(N == H

Nl [= (=0 RP|WINO=

R jw|w|=[=|N
SN D=

=

Security Target evaluation ASE OBJ
ASE_REQ
ASE_SPD
ASE_TSS 1
ATE_COV |
ATE_DPT AR
ATE_FUN X 1
ATE_IND 1 2
Vulnerabiljty assessment AVA_ VAN 1 2

TOTTO

[ B PN 11 V] PN N N

A

O o1

lests

BIN=2WIN|=(=2INDN== =2 N— /_\_\01_[;_\_\_[:
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wN= (NN == NN s
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Table 1 - Evaluation assurance level summary

7.2 Evaluation assurance level details

The following Subclauses proyide* definitions of the EALs, highlighting differences between the specific
requirements|and the prose characterisations of those requirements using bold type.

7.3 Evaluation assurance level 1 (EAL1) - functionally tested

7.3.1 Objeqtives

EAL1 is applicable where some confidence in correct operation is required, but the threats to security are not
viewed as serious. It will be of value where independent assurance is required to support the contention that
due care has been exercised with respect to the protection of personal or similar information.

EAL1 requires only a limited security target. It is sufficient to simply state the SFRs that the TOE must meet,
rather than deriving them from threats, OSPs and assumptions through security objectives.

EAL1 provides an evaluation of the TOE as made available to the customer, including independent testing
against a specification, and an examination of the guidance documentation provided. It is intended that an
EAL1 evaluation could be successfully conducted without assistance from the developer of the TOE, and for
minimal outlay.

An evaluation at this level should provide evidence that the TOE functions in a manner consistent with its
documentation.
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7.3.2 Assurance components

EAL1 provides a basic level of assurance by a limited security target and an analysis of the SFRs in
that ST using a functional and interface specification and guidance documentation, to understand the
security behaviour.

The analysis is supported by a search for potential vulnerabilities in the public domain and
independent testing (functional and penetration) of the TSF.

EAL1 also provides assurance through unique identification of the TOE and of the relevant evaluation
documents.

This EAL provides a meaningful increase in assurance over unevaluated IT.

Assurance Class Assurance components

ADV: Development ADV_FSP.1 Basic functional specification
AGD_OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

ALC CMC.1 Labelling of the TOE

ALC CMS.1 TOE CM coverage

ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended conipaonents definition
ASE_INT.1 ST introduction

ASE_OBJ.1 Security-objectives for the operational envirgnment
ASE_REQ.1 Stated security requirements
ASE_TSS.1 TOEsUmmary specification

AGD: Guidance documents

ALC: Life-cycle support

ASE: Security Target evaluation

ATE: Tests ATE_IND.1 Independent testing - conformance
AVA: Vulnerability assessment | AVA_VAN.1 Vulnerability survey
Table 2 - EAL1

7.4 |[Evaluation assurance level 2 (EAL?2) - structurally tested
7.4.1| Objectives

EAL2|requires the co-operation-ofithe developer in terms of the delivery of design information anfd test results,
but should not demand more ‘effort on the part of the developer than is consistent with goodl commercial
practise. As such it should fot require a substantially increased investment of cost or time.

EALZ2|is therefore applicable in those circumstances where developers or users require a low] to moderate
level pf independently assured security in the absence of ready availability of the complete |development
record. Such a situation may arise when securing legacy systems, or where access to the developer may be
limited.

7.4.2| Assurance components

EAL?2 provides assurance by a full security target and an analysis of the SFRs in that ST, using a functional
and interface specification, guidance documentation and a basic description of the architecture of the
TOE, to understand the security behaviour.

The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, selective independent confirmation of the developer test results, and a
vulnerability analysis (based upon the functional specification, TOE design, security architecture
description and guidance evidence provided) demonstrating resistance to penetration attackers with a
basic attack potential.

EAL2 also provides assurance through use of a configuration management system and evidence of
secure delivery procedures.
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This EAL represents a meaningful increase in assurance from EALL by requiring developer testing, a
vulnerability analysis (in addition to the search of the public domain), and independent testing based
upon more detailed TOE specifications.

Assurance Class Assurance components

ADV_ARC.1 Security architecture description

ADV: Development ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.1 Basic design

AGD_OPE.1 Operational user guidance

AGD PRE.1 Preparative procedures

/\l C f"\/lr‘ ’) | |oa r\'F a f‘l\ﬂ ouofam

AGD: Guidance documents

ALC: Life-cycle support ALC CMS.2 Parts of the TOE CM coverage
ALC DEL.1 Delivery procedures
ASE_CCL.1 Conformance claims
ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Sg¢curity Target evaluation | ASE_OBJ.2 Security objectives
ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.1 Evidence of coverage

ATE: Tests ATE_FUN.1 Functional testing

ATE_IND.2 Independent testing--.sample
AVA: Mulnerability assessment | AVA VAN.2 Vulnerability analysis

Table 3 - EAL2

7.5 Evaluation assurance level 3 (EAL3) - methodically tested and checked
7.5.1 Objeqtives

EALS3 permitg a conscientious developer to gain maximum assurance from positive security engineering jat the
design stage without substantial alteration of existing sound development practises.

EAL3 is applicable in those circumstances where developers or users require a moderate leyel of
independently assured security, and require a thorough investigation of the TOE and its development wlithout
substantial rerengineering.

7.5.2 Assurance components

EAL3 provides assurance:by ‘a full security target and an analysis of the SFRs in that ST, using a fungtional
and interface| specification; guidance documentation, and an architectural description of the design pf the
TOE, to understand the-security behaviour.

n the
3 5, and
a vulnerablllty anaIyS|s (based upon the functlonal specification, TOE de3|gn securlty archltecture description
and guidance evidence provided) demonstrating resistance to penetration attackers with a basic attack
potential.

EALS3 also provides assurance through the use of development environment controls, TOE configuration
management, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL2 by requiring more complete testing

coverage of the security functionality and mechanisms and/or procedures that provide some
confidence that the TOE will not be tampered with during development.
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Assurance Class Assurance components
ADV_ARC.1 Security architecture description
ADV: Development ADV FSP.3 Functional specification with complete summary

ADV_TDS.2 Architectural design

AGD_OPE.1 Operational user guidance

AGD PRE.1 Preparative procedures

ALC CMC.3 Authorisation controls

ALC CMS.3 Implementation representation CM coverage

Al O 1 . f 1 =t Al C NN 4 Nl =i
MLV LITTTUYyUIC OUPYPUTL MLU ULL. T UTNVUETYy PITUVCUUTTOo

ALC DVS.1 Identification of security measures
ALC LCD.1 Developer defined life-cycle model
ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification

ATE COV.2 Analysis of coverage

ATE _DPT.1 Testing: basic.design

ATE_FUN.1 Functional testing

ATE _IND.2 Independent testing - sample
AVA: Vulnerability assessment | AVA VAN.2 Vulnerability analysis

Table 4~EAL3

AGD: Guidance documents

ATE: Tests

7.6 |Evaluation assurance level 4 (EAL4) -anethodically designed, tested, and revjewed
7.6.1| Objectives

EAL4| permits a developer to gain maximum assurance from positive security engineering bgsed on good
comnjercial development practises which, though rigorous, do not require substantial specialigt knowledge,
skills,|and other resources. EAL4 is'the highest level at which it is likely to be economically feaslible to retrofit
to an existing product line.

EAL4|is therefore applicable in those circumstances where developers or users require a moderate to high
level of independently dssured security in conventional commodity TOEs and are prepared to inpur additional
secur|ty-specific engineéring costs.

7.6.2| Assurange-components

EAL4 provides assurance by a full security target and an analysis of the SFRs in that ST, using a functional

and complete interface specmcatlon guidance documentation, a description of the basic modular design of
the T DY A A ~ thaot Aftha tnlam Attt ta A ArctanA tha o~ ey bha

1k ha
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The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification and TOE design, selective independent confirmation of the developer test results, and
a vulnerability analysis (based upon the functional specification, TOE design, implementation
representation, architectural design and guidance evidence provided) demonstrating resistance to
penetration attackers with an Enhanced-Basic attack potential.

EAL4 also provides assurance through the use of development environment controls and additional TOE
configuration management including automation, and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL3 by requiring more design description,

the implementation representation for the entire TSF, and improved mechanisms and/or procedures that
provide confidence that the TOE will not be tampered with during development.
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Assurance Class Assurance components

ADV_ARC.1 Security architecture description

ADV FSP.4 Complete functional specification

ADV_IMP.1 Implementation representation of the TSF
ADV_TDS.3 Basic modular design

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC_CMC.4 Production support, acceptance procedures and
automation

ALC CMS.4 Problem tracking CM coverage

AL(\ £ ] et Al C DL 4 Nl <l
. LITT Uy\JIU OUPFUIL MLU ULL. T UTTIVETY PTULCUUTTOo

ALC DVS.1 Identification of security measures
ALC LCD.1 Developer defined life-cycle model
ALC TAT.1 Well-defined development tools
ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: S¢curity Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition
ASE_TSS.1 TOE summary specification
ATE_COV.2 Analysis of coverage

ATE DPT.2 Testing: security enforcing modules
ATE_FUN.1 Functional testing

ATE_IND.2 Independenttesting - sample

AVA: Mulnerability assessment | AVA VAN.3 Focused vulnerability analysis

Table 5 - EALA
7.7 Evaluation assurance level 5 (EAL5S) - semiformally designed and tested

ADV: Development

AGD: Guidance documents

ATE: Tests

7.7.1 Objeqdtives

EALS5 permits a developer to gain maximum~assurance from security engineering based upon rigorous
commercial levelopment practises suppotted by moderate application of specialist security engingering
techniques. Huch a TOE will probably~be designed and developed with the intent of achieving [EAL5
assurance. lff is likely that the additional costs attributable to the EALS5 requirements, relative to rigorous
development|without the application‘of specialised techniques, will not be large.

EALS is therefore applicable_in those circumstances where developers or users require a high leyel of
independently assured security in a planned development and require a rigorous development approach
without incurning unreasenable costs attributable to specialist security engineering techniques.

7.7.2 Assurance components

EALS id N £.1 iy 4 + A Iai £4b o OO o 4ot OT ; £ m |
proviaes-asstrante oy -a-tunSetufitytarget antan—anarysiS-or eSS tnatro T, usSihg=a-tancliona

and complete interface specification, guidance documentation, a description of the design of the TOE, and the
implementation, to understand the security behaviour. A modular TSF design is also required.

The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, TOE design, selective independent confirmation of the developer test results, and an
independent vulnerability analysis demonstrating resistance to penetration attackers with a moderate attack
potential.

EALS also provides assurance through the use of a development environment controls, and comprehensive
TOE configuration management including automation, and evidence of secure delivery procedures.
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This EAL represents a meaningful increase in assurance from EAL4 by requiring semiformal design
descriptions, a more structured (and hence analysable) architecture, and improved mechanisms and/or
procedures that provide confidence that the TOE will not be tampered with during development.

Assurance Class Assurance components

ADV_ARC.1 Security architecture description
ADV_FSP.5 Complete semi-formal functional specification with
additional error information

ADV_IMP.1 Implementation representation of the TSF
ADV_INT.2 Well-structured internals

AD\_TDS 4 Semiformal-modular anign

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC_CMC.4 Production support, acceptance procedureg and
automation

ALC CMS.5 Development tools CM coverage

ALC: Life-cycle support ALC_DEL.1 Delivery procedures

ALC_DVS.1 Identification of security measures
ALC_LCD.1 Developer defined life‘{cycle model
ALC_TAT.2 Compliance with implementation standards
ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security’objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition

ASE_TSS.1, TOE summary specification

ATE_COV.2 Analysis of coverage

ATE_DPT:3 Testing: modular design

ATE_[EUN.1 Functional testing

ATE)IND.2 Independent testing - sample

AVA: Vulnerability assessment | AVA_VAN.4 Methodical vulnerability analysis

Table 6 - EAL5

ADV: Development

AGD: Guidance documents

ATE: Tests

7.8 |[Evaluation assurance-level 6 (EAL6) - semiformally verified design and tested
7.8.1| Objectives
EALG6| permits developers to gain high assurance from application of security engineering teghniques to a
rigorous development environment in order to produce a premium TOE for protecting high |value assets

againpt significant risks.

EALG|is therefore applicable to the development of security TOEs for application in high risk situations where
the value’of the protected assets justifies the additional costs.

7.8.2 Assurance components

EALG provides assurance by a full security target and an analysis of the SFRs in that ST, using a functional
and complete interface specification, guidance documentation, the design of the TOE, and the implementation
to understand the security behaviour. Assurance is additionally gained through a formal model of select
TOE security policies and a semiformal presentation of the functional specification and TOE design. A
modular and layered TSF design is also required.

The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, TOE design, selective independent confirmation of the developer test results, and an
independent vulnerability analysis demonstrating resistance to penetration attackers with a high attack
potential.
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EALG6 also provides assurance through the use of a structured development process, development
environment controls, and comprehensive TOE configuration management including complete automation,
and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EAL5 by requiring more comprehensive
analysis, a structured representation of the implementation, more architectural structure (e.g.
layering), more comprehensive independent vulnerability analysis, and improved configuration
management and development environment controls.

Assurance Class Assurance components

ADV_ARC 1 Security architectire description
ADV_FSP.5 Complete semi-formal functional specification with
additional error information

ADV_IMP.2 Complete mapping of the implementation
representation of the TSF

ADV _INT.3 Minimally complex internals

ADV_SPM.1 Formal TOE security policy model
ADV_TDS.5 Complete semiformal modular desigh
AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ALC CMC.5 Advanced support

ALC CMS.5 Development tools CN-coverage

ALC DEL.1 Delivery procedures

ALC: Life-cycle support ALC DVS.2 Sufficiency of security measures

ALC LCD.1 Developer defined life-cycle model
ALC_TAT.3 Compliance\with implementation standards - all
parts

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Se¢curity Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE »SPD.1 Security problem definition

ASE-TSS.1 TOE summary specification

ATE_COV.3 Rigorous analysis of coverage
ATE_DPT.3 Testing: modular design

ATE_FUN.2 Ordered functional testing

ATE_IND.2 Independent testing - sample

AVA: Mulnerability assessment | AVA_VAN.5 Advanced methodical vulnerability analysis

Table 7 - EAL6

>

DV: Development

AGD{| Guidance documents

ATE: Tests

7.9 Evaluation assurance level 7 (EAL7) - formally verified design and tested

7.9.1 Objeqtives

EALY is applicable to the development of security TOEs for application in extremely high risk situations and/or
where the high value of the assets justifies the higher costs. Practical application of EAL7 is currently limited
to TOEs with tightly focused security functionality that is amenable to extensive formal analysis.

7.9.2 Assurance components

EAL7 provides assurance by a full security target and an analysis of the SFRs in that ST, using a functional
and complete interface specification, guidance documentation, the design of the TOE, and a structured
presentation of the implementation to understand the security behaviour. Assurance is additionally gained
through a formal model of select TOE security policies and a semiformal presentation of the functional
specification and TOE design. A modular, layered and simple TSF design is also required.
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The analysis is supported by independent testing of the TSF, evidence of developer testing based on the
functional specification, TOE design and implementation representation, complete independent
confirmation of the developer test results, and an independent vulnerability analysis demonstrating resistance
to penetration attackers with a high attack potential.

EAL7 also provides assurance through the use of a structured development process, development
environment controls, and comprehensive TOE configuration management including complete automation,
and evidence of secure delivery procedures.

This EAL represents a meaningful increase in assurance from EALG6 by requiring more comprehensive
analysis using formal representations and formal correspondence, and comprehensive testing.

Assurance Class Assurance components

ADV_ARC.1 Security architecture description
ADV_FSP.6 Complete semi-formal functional specificatign with
additional formal specification

ADV_IMP.2 Complete mapping of the implementation
ADV: Development representation of the TSF

ADV_INT.3 Minimally complex interhals

ADV_SPM.1 Formal TOE security’policy model
ADV_TDS.6 Complete semifermal modular design with formal
high-level design presentation

AGD_OPE.1 Operationalkuser guidance
AGD_PRE.1 Preparative’procedures

ALC CMC.5 Advanced support

ALC CMS.5 Development tools CM coverage
ALC_DEL.1 Delivery procedures

ALC: Life-cycle support ALC_DVS.2"Sufficiency of security measures
ALC_LCB2 Measurable life-cycle model
ALC_TAT.3 Compliance with implementation standards 1{ all
parts

ASE_CCL.1 Conformance claims

ASE ECD.1 Extended components definition
ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements
ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

ATE_COV.3 Rigorous analysis of coverage
ATE_DPT .4 Testing: implementation representation
ATE_FUN.2 Ordered functional testing

ATE_IND.3 Independent testing - complete

AVA: Yulnerability assessment | AVA_VAN.5 Advanced methodical vulnerability analysis

Table 8 - EAL7

AGD: Guidance documents

ATE: Tests

8 Composed assurance packages

The Composed Assurance Packages (CAPs) provide an increasing scale that balances the level of assurance
obtained with the cost and feasibility of acquiring that degree of assurance for composed TOEs.

It is important to note that there are only a small number of families and components from this part of ISO/IEC
15408 included in the CAPs. This is due to their nature of building upon evaluation results of previously
evaluated entities (base components and dependent components), and is not to say that these do not provide
meaningful and desirable assurances.
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8.1 Compo

sed assurance package (CAP) overview

CAPs are to be applied to composed TOEs, which are comprised of components that have been (are going
through) component TOE evaluation (see Annex B). The individual components will have been certified to an
EAL or another assurance package specified in the ST. It is expected that a basic level of assurance in a
composed TOE will be gained through application of EAL1, which can be achieved with information about the
components that is generally available in the public domain. (EAL1 can be applied as specified within to both
component and composed TOEs.) CAPs provide an alternative approach to obtaining higher levels of
assurance for a composed TOE than application of the EALs above EAL1.

While a dependent component can be evaluated usmg a prewously evaluated and certified base component

to satisfy the
interactions
composition.

analysis of th
result of com

Table 9 represents a summary of the CAPs. The columns represent a hierarchically ordered set of

while the ro
assurance co

As outlined in
ISO/IEC 154
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(i.e. increasi
assurance f3
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These CAPs

part of ISO/IE

family and all
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composed T
may be much
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Composed assurance packages consider these interactions and, at higher levels ofcassu
ensure that the interface between the components has itself been the subject of testing. A \dlner

e composed TOE is also performed to consider the possible introduction of vulnerabilitieg
bosing the components.

vs represent assurance families. Each number in the resulting miatrix identifies a sq
mponent where applicable.

D8 for the rating of a composed TOE's assurance. They are hierarchically ordered inasmu
bresents more assurance than all lower CAPs. The increase in assurance from CAP to C
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g rigour, scope, and/or depth) and from the addition of assurance components from
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p identify the impact on the evaluation results gained for the individual component TOEs.

consist of an appropriate combination of assurance components as described in Clause 6
C 15408. More precisely, each CAP includes no more than one component of each assu
assurance dependencies of every component are addressed.

th attack potential (knowledge of the composed TOE) and subsequently affecting the rig
hnalysis that can be performed by the evaluator. Therefore, the level of assurance i
DE is limited, although*the assurance in the individual components within the composed
higher.

ly consider resistance against an-attacker with an attack potential up to Enhanced-Basic. T
el of design information that ¢an be provided through the ACO_DEV, limiting some of the factors
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ASSUrANce Assur_a!nce Components by
Assurance class Family Composition Assurance Package
CAP-A CAP-B CAP-C
ACO_COR 1 1 1
ACO_CTT 1 2 2
Composition ACO DEV 1 2 3
ACO_REL 1 1 2
ACO_VUL 1 2 3
Guidance AGD OPE T 1 1
documents AGD_PRE 1 1 1
ALC _CMC 1 1 1
ALC _CMS 2 2 2
ALC DEL ov”’
Life-cycle support | ALC DVS O
ALC FLR Ko
ALC LCD ~
ALC_TAT A
ASE_CCL 1 1 1
ASE_ECD 1 1 1
. ASE_INT 1 1 1
S Taoet [ aseoms |1 o5 2 |2
ASE_REQ 1 2 2
ASE_SPD oV 1 1
ASE_TSS 1 1 1

Table 9 - Compositign‘assurance level summary

8.2 [Composed assurance package details

The following Subclauses provide definitions of the CAPs, highlighting differences between the specific
requiements and the prose characterisations of those requirements using bold type.

8.3 [Composition assurance(evel A (CAP-A) - Structurally composed
8.3.1| Objectives

CAP-A is applicable when a composed TOE is integrated and confidence in the correct security operation of
the rgsulting compgsite is required. This requires the cooperation of the developer of the dependent
comppnent in terms of delivery of design information and test results from the dependerntt component
certification, without requiring the involvement of the base component developer.

CAP-A is ‘therefore applicable in those circumstances where developers or users require a low to moderate
level pf.independently assured security in the absence of ready availability of the complete|development
record.

8.3.2 Assurance components

CAP-A provides assurance by analysis of a security target for the composed TOE. The SFRs in the
composed TOE ST are analysed using the outputs from the evaluations of the component TOEs (e.g.
ST, guidance documentation) and a specification for the interfaces between the component TOEs in
the composed TOE to understand the security behaviour.

The analysis is supported by independent testing of the interfaces of the base component that are

relied upon by the dependent component, as described in the reliance information, evidence of
developer testing based on the reliance information, development information and composition

© ISO/IEC 2008 - All rights reserved 23


https://iecnorm.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

rationale, and selective independent confirmation of the developer test results. The analysis is also
supported by a vulnerability review of the composed TOE by the evaluator.

CAP-A also provides assurance through unique identification of the composed TOE (i.e. IT TOE and
guidance documentation).

Assurance Class

Assurance components

ACO: Composition

ACO_COR.1 Composition rationale

ACO_CTT.1 Interface testing

ACO_DEV.1 Functional Description

ACO REL 1 Basicreliance-information

ACO_VUL.1 Composition vulnerability review

AGD

AGD_OPE.1 Operational user guidance

Guidance documents AGD_PRE.1 Preparative procedures

AL(

ALC_CMC.1 Labelling of the TOE

p: Life-cycle support ALC CMS.2 Parts of the TOE CM coverage

ASE: S¢

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

peurity Target evaluation ASE_OBJ.1 Security objectives for the operational environment

ASE_REQ.1 Stated security requirenients

ASE_TSS.1 TOE summary specification

8.4 Comp
8.4.1 Objeq

CAP-B permi
level, the affe
the demand ¢

CAP-B is aj
independentl
development

8.4.2 Assu

CAP-B provi
composed T
guidance do
design (desd
the security b

Table 10 - CAP-A

Dbsition assurance level B (CAP-B) - Methodically composed
tives
ts a conscientious developer to gain maximum assurance from understanding, at a subs

cts of interactions between component TOEs integrated in the composed TOE, whilst minin
f involvement of the base component@eveloper.

plicable in those circumstances’ where developers or users require a moderate le
assured security, and require a thorough investigation of the composed TOE a
without substantial re-enginéeting.

ance components

Hes assurance by) analysis of a full security target for the composed TOE. The SFRs

ystem
nising

el of
nd its

n the

DE ST are analysed using the outputs from the evaluations of the component TOEs (e.g. ST,

umentatiof);-'a specification for the interfaces between the component TOEs and the]
ribing T'SF subsystems) contained in the composed development information to unde
ehayiour.

The analysis

TOE
stand

S <:||ppnrfpd hy indpppndpnf 1quing of the interfaces of the base component that are relied

upon

by the dependent component, as described in the reliance information (now also including TOE design),
evidence of developer testing based on the reliance information, development information and composition
rationale, and selective independent confirmation of the developer test results. The analysis is also supported
by a vulnerability analysis of the composed TOE by the evaluator demonstrating resistance to attackers
with basic attack potential.

This CAP represents a meaningful increase in assurance from CAP-A by requiring more complete
testing coverage of the security functionality.
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Assurance Class Assurance components

ACO_ COR.1 Composition rationale

ACO_CTT.2 Rigorous interface testing

ACO: Composition ACO DEV.2 Basic evidence of design

ACO_REL.1 Basic reliance information

ACO VUL.2 Composition vulnerability analysis

AGD_OPE.1 Operational user guidance

AGD: Guidance documents AGD PRE.1 Preparative procedures

Al C _COMNO H

4.1 ball £ L1 TO
MLV VUIVIL. T LAUTITITTY U Uic T UL

ALC: Life-cycle support ALC CMS.2 Parts of the TOE CM coverage

ASE_CCL.1 Conformance claims

ASE_ ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE: Security Target evaluation | ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

8.5
8.5.1

CAP-
comp
evide

CAP-
level
additi

8.5.2

CAP-
comp
guida
desig
secur

The 4
by thq
of de

Table 11 - CAP-B
Composition assurance level C (CAP-C) - Methodically composed, tested ang
Objectives
C permits a developer to gain maximum assurance from positive analysis of the interactions
bnents of the composed TOE, which, though ‘figorous, do not require full access to
nce of the base component.
C is therefore applicable in those circumstances where developers or users require a mog
bf independently assured security in-cohventional commodity composed TOEs and are pre
bnal security-specific engineering costs.

Assurance components

C provides assurance by-analysis of a full security target for the composed TOE. The
bsed TOE ST are analysed using the outputs from the evaluations of the component T(

n (describing TSF) modules) contained in the composed development information to urn
ty behaviour,

reviewed

between the
all evaluation

erate to high

bared to incur

SFRs in the
DEs (e.g. ST,

hce documentation)}*a specification for the interfaces between the component TOEs and the TOE

derstand the

nalysis«is_supported by independent testing of the interfaces of the base component that a
t dependent component, as described in the reliance information (now including TOE desi
eloper testing based on the reliance information, development information and composi

and €

e relied upon
n), evidence
ion rationale,
ported by a

vulnerability analysis of the composed TOE by the evaluator demonstrating resistance to attackers with
Enhanced-Basic attack potential.

This CAP represents a meaningful increase in assurance from CAP-B by requiring more design description
and demonstration of resistance to a higher attack potential.
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Assurance Class

Assurance components

ACO: Composition

ACO_COR.1 Composition rationale

ACO_CTT.2 Rigorous interface testing

ACO_DEV.3 Detailed evidence of design

ACO_REL.2 Reliance information

ACO VUL.3 Enhanced-Basic Composition vulnerability analysis

AGD: Guidance documents

AGD_OPE.1 Operational user guidance

AGD_ PRE.1 Preparative procedures

Al C _COCMNO ] H

ALC: Life-cycle support

4 ball £ L1 TO
MLV UIVILU. T LAVTIITTY VIS T UL

ALC CMS.2 Parts of the TOE CM coverage

ASE: Sg¢curity Target evaluation

ASE_CCL.1 Conformance claims

ASE_ECD.1 Extended components definition

ASE_INT.1 ST introduction

ASE_OBJ.2 Security objectives

ASE_REQ.2 Derived security requirements

ASE_SPD.1 Security problem definition

ASE_TSS.1 TOE summary specification

Table 12 - CAP-C

9 Class APE: Protection Profile evaluation

Evaluating a [PP is required to demonstrate that the PP is sound{and internally consistent, and, if the
based on ong or more other PPs or on packages, that the PR/is"a correct instantiation of these PP
packages. These properties are necessary for the PP to be suitable for use as the basis for writing an

another PP.

This Clause should be used in conjunction with Annexes A, B and C in ISO/IEC 15408-1, as these An
clarify the concepts here and provide many examples:

Figure 8 shows the families within this class, afnd the hierarchy of components within the families.

PP is
5 and
ST or

hexes

APE_INE-PP introduction 1

APE’ CCL: Conformance claims 1

APE SPD: Security problem definition 1
APE OBT: Security objectives 1 2

APE_ECD: Extended components definition 1
APE REQ: Security requirements 1 2

Figure 8 - APE: Protection Profile evaluation class decomposition
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9.1.1

The o
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PP introduction (APE_INT)
Objectives

bjective of this family is to describe the TOE in a narrative way.

Evaluation of the PP introduction is required to demonstrate that the PP is correctly identified, and that the PP
reference and TOE overview are consistent with each other.

9.1.2

APE_INT.1 PP introduction

N

Depe
9.1.2.
9.1.2.
The d
9.1.2.
9.1.2.
The H
9.1.2.
The H
9.1.2.
The T
9.1.2.
The T
9.1.2.
The T
9.1.2.

9.1.2.

deneies—Ne-dependeneies:

1  Developer action elements

1.1 APE_INT.1.1D

eveloper shall provide a PP introduction.

P Content and presentation elements

.1 APE_INT.1.1C

P introduction shall contain a PP reference and a TOE overview.
.2  APE_INT.1.2C

P reference shall uniquely identify the PP.

.3 APE_INT.1.3C

OE overview shall summarise the.usage and major security features of the TOE.
.4 APE_INT.1.4C

OE overview shall identifysthe TOE type.

P.5 APE_INT.1.5C

3 Evaluator action elements

3.1 ~APE_INT.1.1E

The

pvalUator shall confirm that the information provided meets all requirements for

OE overview shallidentify any non-TOE hardware/software/firmware available to the

TOE.

content and

presentation of evidence.

9.2

9.21

Conformance claims (APE_CCL)

Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this family
specifies how STs and other PPs are to claim conformance with the PP.

9.2.2

APE_CCL.1 Conformance claims

Dependencies: APE_INT.1 PP introduction

© ISO/IEC 2008 - All rights reserved
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APE_ECD.1 Extended components definition
APE_REQ.1 Stated security requirements
9.2.2.1 Developer action elements
9.2211 APE_CCL.1.1D
The developer shall provide a conformance claim.

9.22.1.2 APE_CCL.1.2D

The developgr shall provide a conformance claim rationale.
9.2.21.3 APE_CCL.1.3D

The developgr shall provide a conformance statement.
9.2.2.2 Cdgntent and presentation elements

9.2.221 APE_CCL.1.1C

The conformance claim shall contain an ISO/IEC 15408 conformancetelaim that identifies the vdrsion
of ISO/IEC 15408 to which the PP claims conformance.

9.22.22 APE_CCL.1.2C

ISO/IEC 154p8 conformance claim shall describe the conformance of the PP to ISO/IEC 15408-2 as
either ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

9.2.2.23 APE_CCL.1.3C

ISO/IEC 15408 conformance claim shall desciibe the conformance of the PP to this part of ISQ/IEC
15408 as either this part of ISO/IEC 15408 conformant or this part of ISO/IEC 15408 extended.

9.2.224 APE_CCL.1.4C
ISO/IEC 15408 conformance claim shall be consistent with the extended components definition.
9.2.225 APE_CCL.1.5C

The conformance claim_shall identify all PPs and security requirement packages to which thHe PP
claims confgrmance(

9.22.26 APE_CCL.1.6C

The conformance claim shall describe any conformance of the PP to a package as either package-
conformant or package-augmented.

9.2.2.27 APE_CCL.1.7C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE type
in the PPs for which conformance is being claimed.

9.2.2.2.8 APE_CCL.1.8C
The conformance claim rationale shall demonstrate that the statement of the security problem

definition is consistent with the statement of the security problem definition in the PPs for which
conformance is being claimed.
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9.2.2.29 APE_CCL.1.9C

The conformance claim rationale shall demonstrate that the statement of security objectives is
consistent with the statement of security objectives in the PPs for which conformance is being

claim

ed.

9.2.2.2.10 APE_CCL.1.10C

The conformance claim rationale shall demonstrate that the statement of security requirements is
consistent with the statement of security requirements in the PPs for which conformance is being

content and

environment

claimed.

9.2.2p.11 APE_CCL.1.11C

The ¢onformance statement shall describe the conformance required of any PPs/STs to the PP as
strictfPP or demonstrable-PP conformance.

9.2.23 Evaluator action elements

9.2.2p3.1 APE_CCL.1.1E

The ¢valuator shall confirm that the information provided meets. all requirements for
presgntation of evidence.

9.3 [Security problem definition (APE_SPD)

9.3.1| Objectives

This part of the PP defines the security problem to bé addressed by the TOE and the operationa
of the| TOE.

Evalugtion of the security problem definitiopsis required to demonstrate that the security problem intended to
be addressed by the TOE and its operational environment, is clearly defined.

9.3.2| APE_SPD.1 Security problem-definition

Depepdencies:  No dependencies.

9.3.2[L  Developer action elements

9.3.2p.1 APE_SRD1.1D

The developgr shall provide a security problem definition.

9.3.2p /,‘Content and presentation elements

9.3.2.21 APE_SPD.1.1C

The security problem definition shall describe the threats.

9.3.2.2.2 APE_SPD.1.2C

All threats shall be described in terms of a threat agent, an asset, and an adverse action.
9.3.2.2.3 APE_SPD.1.3C

The security problem definition shall describe the OSPs.
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9.3.2.24 APE_SPD.1.4C

The security problem definition shall describe the assumptions about the operational environment of

the TOE.

9.3.23 Ev

aluator action elements

9.3.23.1 APE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation

of evidence.

9.4 Secur
9.4.1 Objed

The security
through the S

Evaluation of
completely aq

ty objectives (APE_OBJ)
tives

objectives are a concise statement of the intended response to the security-problem d
ecurity problem definition (APE_SPD) family.

the security objectives is required to demonstrate that the security(objectives adequatel
dress the security problem definition and that the division of this pragblem between the TO

its operationgl environment is clearly defined.

9.4.2 Comg

The compon
operational e

9.4.3 APE_|
Dependencie
9431 De
94311 A
The develop
9432 Co
94321 A

The statemg

environment].

onent levelling

ents in this family are levelled on whether they grescribe only security objectives fg
nvironment, or also security objectives for the TOE:

OBJ.1 Security objectives for the operationalenvironment
5. No dependencies.

\veloper action elements

PE_OBJ.1.1D

br shall provide a statement of security objectives.

ntent and presentation elements

PE_OBJ.1.1C

ent of .security objectives shall describe the security objectives for the opera

9.433 BV

bfined

y and
E and

r the

ional

aludtor action elements

9.43.3.1 APE_OBJ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation

9.4.4 APE_

of evidence.

OBJ.2 Security objectives

Dependencies: APE_SPD.1 Security problem definition
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1 Developer action elements
1.1 APE_OBJ.2.1D
eveloper shall provide a statement of security objectives.

1.2 APE_OBJ.2.2D

The developer shall provide a security objectives rationale.

9.4.4.

2 Content and presentation elements

9.4.4.

The 4
objed

9.4.4.

The
coun

9.4.4.

The 4
back

.1 APE_0BJ.2.1C

tatement of security objectives shall describe the security objectives for the TOE-and
tives for the operational environment.

P2 APE_OBJ.2.2C

becurity objectives rationale shall trace each security objective,for the TOE bac
ered by that security objective and OSPs enforced by that seclfity objective.

P.3 APE_0OBJ.2.3C

ecurity objectives rationale shall trace each security~ebjective for the operational

assumptions upheld by that security objective.

9.4.4.

The 9

9.4.4.

The §

9.4.4.

The 5
envir

9.4.4.

9.4.4.

.4 APE_0OBJ.2.4C
ecurity objectives rationale shall demonstrate that the security objectives counter all
P5 APE_OBJ.2.5C
ecurity objectives rationalesghall demonstrate that the security objectives enforce all
P.6 APE_OBJ.2.6C

ecurity objectives tationale shall demonstrate that the security objectives for the
bnment upholdcall-assumptions.

3 Evaluator action elements

3.1 APE_OBJ.2.1E

The €

the security

k to threats

environment

to threats countered by that security objective,/OSPs enforced by that security olyjective, and

threats.

OSPs.

operational

valuator shall confirm that the information provided meets all requirements for content and

presentation

of evidence.

9.5

9.5.1

Extended components definition (APE_ECD)

Objectives

Extended security requirements are requirements that are not based on components from ISO/IEC 15408-2 or
this part of ISO/IEC 15408, but are based on extended components: components defined by the PP author.

Evaluation of the definition of extended components is necessary to determine that they are clear and
unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing ISO/IEC
15408-2 or this part of ISO/IEC 15408 components.

© ISO/IEC 2008 - All rights reserved

31


https://iecnorm.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

9.5.2 APE_ECD.1 Extended components definition
Dependencies: No dependencies.

9.5.2.1 Developer action elements

9.5.211 APE_ECD.1.1D

The developer shall provide a statement of security requirements.

9.5.2.1.2 APE_ECD.1.2D

The developgr shall provide an extended components definition.

9.5.2.2 Cdgntent and presentation elements

9.5.2.21 APE_ECD.1.1C

The statemept of security requirements shall identify all extended security requirements.
9.5.2.2.2 APE_ECD.1.2C

The extended components definition shall define an extended compgonent for each extended sec¢urity
requirement

9.5.2.2.3 APE_ECD.1.3C

The extended components definition shall describe how.each extended component is related to the
existing ISOfIEC 15408 components, families, and classés:

9.5.2.24 APE_ECD.1.4C

The extendgd components definition shall .useé the existing ISO/IEC 15408 components, fanilies,
classes, andmethodology as a model for présentation.

9.5.2.25 APE_ECD.1.5C

The extendefd components shallconsist of measurable and objective elements such that confornmance
or nonconfofmance to these elements can be demonstrated.

9.5.2.3 Evialuator action.elements
9.5.2.3.1 APE_ECD.11E

The evaluatpr shall confirm that the information provided meets all requirements for content and
presentation[ of €évidence.

9.5.23.2 APE_ECD.1.2E

The evaluator shall confirm that no extended component may be clearly expressed using existing
components.

9.6 Security requirements (APE_REQ)
9.6.1 Objectives
The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour of the

TOE. The SARs form a clear, unambiguous and well-defined description of the expected activities that will be
undertaken to gain assurance in the TOE.
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Evaluation of the security requirements is required to ensure that they are clear, unambiguous and well-
defined.

9.6.2 Component levelling

The components in this family are levelled on whether they are stated as is, or whether the SFRs are derived
from security objectives for the TOE.

9.6.3 APE_REQ.1 Stated security requirements

Dependencies: APE_ECD.1 Extended components definition

9.6.3JL  Developer action elements

9.6.31.1 APE_REQ.1.1D

The developer shall provide a statement of security requirements.

9.6.31.2 APE_REQ.1.2D

The developer shall provide a security requirements rationale.

9.6.32 Content and presentation elements

9.6.32.1 APE_REQ.1.1C

The gtatement of security requirements shall describe’the SFRs and the SARs.
9.6.32.2 APE_REQ.1.2C

All sybjects, objects, operations, security attributes, external entities and other terms tha} are used in
the SFRs and the SARs shall be defined.

9.6.32.3 APE_REQ.1.3C
The dtatement of security requirements shall identify all operations on the security requirgments.
9.6.32.4 APE_REQ.1.4C
All operations shall bejperformed correctly.
9.6.32.5 APEJREQ.1.5C

Each|dependency of the security requirements shall either be satisfied, or the security requirements
rationjale,shall justify the dependency not being satisfied.

9.6.3.2.6 APE_REQ.1.6C

The statement of security requirements shall be internally consistent.
9.6.3.3  Evaluator action elements

9.6.3.3.1 APE_REQ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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9.6.4 APE_

Dependencies:

9.64.1 De

9.64.11

REQ.2 Derived security requirements
APE_OBJ.2 Security objectives
APE_ECD.1 Extended components definition

veloper action elements

APE_REQ.2.1D

The developer shall provide a statement of security requirements.

96412 A

The developd
9.6.42 Cg
9.6.421 A
The statemer
9.6.422 A

All subjects,
SFRs and thd

9.6423 A
The statemer
9.6424 A
All operations
9.6.425 A

Each depend
shall justify th

9.6.426 A
The security

9.6.4.27 A

PE_REQ.2.2D

r shall provide a security requirements rationale.

ntent and presentation elements

PE_REQ.2.1C

t of security requirements shall describe the SFRs and the SARs.
PE_REQ.2.2C

objects, operations, security attributes, external entities and other terms that are used
SARs shall be defined.

PE_REQ.2.3C
t of security requirements shall identify all opétations on the security requirements.
PE_REQ.2.4C

shall be performed correctly.

PE_REQ.2.5C

ency of the security requirements shall either be satisfied, or the security requirements rat
e dependency not/being satisfied.

PE_REQ.2.6G
requirements rationale shall trace each SFR back to the security objectives for the T

PE,REQ.2.7C

n the

onale

DE.

The security requirements rationale shall demonstrate that the SFRs meet all security objectives for

the TOE.
9.6.4.2.8
The security

9.6.4.2.9

APE_REQ.2.8C

requirements rationale shall explain why the SARs were chosen.

APE_REQ.2.9C

The statement of security requirements shall be internally consistent.
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9.6.4.3 Evaluator action elements

9.6.4.3.1 APE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

10 Class ASE: Security Target evaluation

Evaluating an ST is required to demonstrate that the ST is sound and internally consistent, and, if the ST is
based on one or more PPs or packages, that the ST is a correct instantiation of these PPs and packages.

Thesd

This (
clarify

FPTOpETties are Tecessary forthe-ST-to be suitabte for use as the basis fora TOE evatuatio)

Clause should be used in conjunction with Annexes A, B and C in ISO/IEC 15408-1}.as th
the concepts here and provide many examples.

Figure 9 shows the families within this class, and the hierarchy of components withinythe families

10.1

ASE INT. ST introciction 1

ASE CCL: Conformance claims 1

ASE SPD: Security problem definifion 1
ASE OBT: Security objectives 1 2

ASE ECD: Extended components definition 1
ASE REQ: Secwrity requirements 1 2
ASE TSS: TOE summary specification 1 2

Figure 9 - ASE: Security Target evaluation class decompaosition

n.

ese Annexes

STvintroduction (ASE_INT)

10.1.1 Objectives

The objective of this family is to describe the TOE in a narrative way on three levels of abstraction: TOE
reference, TOE overview and TOE description.

Evaluation of the ST introduction is required to demonstrate that the ST and the TOE are correctly identified,
that the TOE is correctly described at three levels of abstraction and that these three descriptions are
consistent with each other.

10.1.2 ASE_INT.1 ST introduction

Dependencies: No dependencies.
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10.1.2.1 Developer action elements

10.1.2.1.1 ASE_INT.1.1D

The develop

er shall provide an ST introduction.

10.1.2.2 Content and presentation elements

10.1.2.2.1 ASE_INT.1.1C

The ST introduction shall contain an ST reference, a TOE reference, a TOE overview and a TOE

description.
10.1.2.22 A
The ST refer
10.1.2.23 A
The TOE ref{
10.1.2.24 A
The TOE ovd
10.1.2.25 A
The TOE ovd
10.1.2.26 A
The TOE ovd
10.1.2.2.7 A
The TOE ded
10.1.2.28 A
The TOE ded
10.1.2.3 Ev

10.1.2.3.1 A

SE_INT.1.2C
ence shall uniquely identify the ST.
SE_INT.1.3C

brence shall identify the TOE.

The evaluat

SE_INT.1.4C

rview shall summarise the usage and major security features of the TOE.
SE_INT.1.5C

rview shall identify the TOE type.

SE_INT.1.6C

rview shall identify any non-TOE hardware/software/firmware required by the TOE.
SE_INT.1.7C

cription shall describe the.physical scope of the TOE.

SE_INT.1.8C

cription shall déscribe the logical scope of the TOE.

aluator action elements

SE_INT1.1E

prishall confirm that the information provided meets all requirements for conten

presentation

of evidence.

10.1.2.3.2 ASE_INT.1.2E

and

The evaluator shall confirm that the TOE reference, the TOE overview, and the TOE description are
consistent with each other.

10.2 Confo

rmance claims (ASE_CCL)

10.2.1 Objectives

The objective of this family is to determine the validity of the conformance claim. In addition, this family
specifies how STs are to claim conformance with the PP.
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10.2.2 ASE_CCL.1 Conformance claims
Dependencies: ASE_INT.1 ST introduction
ASE_ECD.1 Extended components definition
ASE_REQ.1 Stated security requirements
10.2.2.1 Developer action elements

10.2.2.1.1 ASE_CCL.1.1D

The developer shall provide a conformance claim.
10.2.2.1.2 ASE_CCL.1.2D

The developer shall provide a conformance claim rationale.
10.2.2.2 Content and presentation elements

10.2.2.2.1 ASE_CCL.1.1C

The gqonformance claim shall contain an ISO/IEC 15408 confafmance claim that identified the version
of ISQ/IEC 15408 to which the ST and the TOE claim conformance.

10.2.2.2.2 ASE_CCL.1.2C

ISO/IEC 15408 conformance claim shall describe.the conformance of the ST to ISO/IEQ 15408-2 as
eithef ISO/IEC 15408-2 conformant or ISO/IEC 15408-2 extended.

10.2.2.2.3 ASE_CCL.1.3C

ISO/IEC 15408 conformance claim shalldescribe the conformance of the ST to this pant of ISO/IEC
15408 as either this part of ISO/IEC,15408 conformant or this part of ISO/IEC 15408 extended.

10.2.2.2.4 ASE_CCL.1.4C
ISO/IEC 15408 conformange claim shall be consistent with the extended components defirfition.
10.2.2.2.5 ASE_CCL:1:5C

The ¢onformanCe claim shall identify all PPs and security requirement packages to which the ST
claimis confofmance.

10.2.2.246~ASE_CCL.1.6C

The conformance claim shall describe any conformance of the ST to a package as either package-
conformant or package-augmented.

10.2.2.2.7 ASE_CCL.1.7C

The conformance claim rationale shall demonstrate that the TOE type is consistent with the TOE type
in the PPs for which conformance is being claimed.

10.2.2.2.8 ASE_CCL.1.8C
The conformance claim rationale shall demonstrate that the statement of the security problem

definition is consistent with the statement of the security problem definition in the PPs for which
conformance is being claimed.
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10.2.2.2.9 ASE_CCL.1.9C

The conformance claim rationale shall demonstrate that the statement of security objectives is
consistent with the statement of security objectives in the PPs for which conformance is being

claimed.

10.2.2.2.10 ASE_CCL.1.10C

The conformance claim rationale shall demonstrate that the statement of security requirements is
consistent with the statement of security requirements in the PPs for which conformance is being

claimed.

10.2.2.3 Ev
10.2.2.3.1 A

The evaluat
presentation

10.3 Secur
10.3.1 Objeg

This part of th
of the TOE.

Evaluation of
be addressed

10.3.2 ASE_|]
Dependencie
10.3.2.1 Ds¢
10.3.2.1.1 A
The develop
10.3.2.2 Cg
10.3.2.21 A

The security

aluator action elements
SE_CCL.1.1E

br shall confirm that the information provided meets all requirements.for conten
of evidence.

ty problem definition (ASE_SPD)

tives

and

e ST defines the security problem to be addressed by the TOE and the operational enviropment

the security problem definition is required to deménstrate that the security problem inteng
by the TOE and its operational environment, is clearly defined.

SPD.1 Security problem definition

5. No dependencies.

\veloper action elements

SE_SPD.1.1D

br shall provide a seeurity problem definition.
ntent and presentation elements
SE_SPD.¥1C

problem definition shall describe the threats.

10.3.2.2.2 A

SEYSPD.1.2C

All threats shall be described in terms of a threat agent, an asset, and an adverse action.

10.3.2.2.3 ASE_SPD.1.3C

The security

problem definition shall describe the OSPs.

10.3.2.2.4 ASE_SPD.1.4C

ed to

The security problem definition shall describe the assumptions about the operational environment of

the TOE.
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10.3.2.3 Evaluator action elements

10.3.2.3.1 ASE_SPD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

10.4

Security objectives (ASE_OBJ)

10.4.1 Objectives

Evalu
comp

10.4.7

The

ation of the security objectives is required to demonstrate that the security objectives ad
etely address the security problem definition, that the division of this problem between the
operational environment is clearly defined.

P Component levelling

components in this family are levelled on whether they prescrible only security objed

operational environment, or also security objectives for the TOE.

10.4.9
Depe
10.4.3
10.4.3
The d
10.4.3
10.4.3

The
envir

10.4.3
10.4.3

The {

ASE_OBJ.1 Security objectives for the operational environment
ndencies: No dependencies.

.1 Developer action elements

.1.1 ASE_OBJ.1.1D

eveloper shall provide a statement @f'security objectives.

.2 Content and presentation.€lements

2.1 ASE_OBJ.1.1C

Statement of security *objectives shall describe the security objectives for the
bnment.

.3 Evaluator.action elements
3.1 ASE OBJ.1.1E

bvaluator shall confirm that the information provided meets all requirements for

blem defined

equately and
TOE and its

tives for the

operational

content and

press

ntation of evidence.

10.4.4 ASE_OBJ.2 Security objectives

Dependencies: ASE_SPD.1 Security problem definition

10.4.4.1 Developer action elements

10.4.4.1.1 ASE_OBJ.2.1D

Thed

eveloper shall provide a statement of security objectives.
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10.4.4.1.2 ASE_0OBJ.2.2D

The developer shall provide a security objectives rationale.

10.4.4.2 Content and presentation elements

10.4.4.2.1 ASE_OBJ.2.1C

The statement of security objectives shall describe the security objectives for the TOE and the
security objectives for the operational environment.

104422 A

The security
countered by

10.4.4.2.3 A
The security
back to thre
assumptions
104424 A
The security
10.4.4.25 A
The security

104426 A

The security
environment

10.4.43 Eyv
104431 A

The evaluato
of evidence.

10.5 Exten

10.5.1 Objeg

objectives rationale shall trace each security objective for the TOE back (to-th
that security objective and OSPs enforced by that security objective.

SE_0BJ.2.3C
objectives rationale shall trace each security objective for the operational environ

ats countered by that security objective, OSPs enforced by that security objective
upheld by that security objective.

SE_0OBJ.2.4C

pbjectives rationale shall demonstrate that the security objectives counter all threats.

SE_OBJ.2.5C

objectives rationale shall demonstrate that'the security objectives enforce all OSPs.

SE_0OBJ.2.6C

objectives rationale shall demanstrate that the security objectives for the opera
uphold all assumptions.

@dluator action elements
SE_OBJ.2.1E

" shall confirm thatthe information provided meets all requirements for content and presen

led components definition (ASE_ECD)

tives

reats

ment
, and

ional

tation

Extended security requirements are requirements that are not based on components from ISO/IEC 15408-2 or
this part of ISO/IEC 15408, but are based on extended components: components defined by the ST author.

Evaluation of the definition of extended components is necessary to determine that they are clear and
unambiguous, and that they are necessary, i.e. they may not be clearly expressed using existing ISO/IEC

15408-2 or th

is part of ISO/IEC 15408 components.

10.5.2 ASE_ECD.1 Extended components definition
Dependencies: No dependencies.
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10.5.2.1 Developer action elements

10.5.2.1.1 ASE_ECD.1.1D

The developer shall provide a statement of security requirements.

10.5.2.1.2 ASE_ECD.1.2D

The developer shall provide an extended components definition.

10.5.2.2 Content and presentation elements

10.5.7

The dgtatement of security requirements shall identify all extended security requirements.

10.5.7

The ¢
requi

10.5.7

The 4
existi

.2.1 ASE_ECD.1.1C

2.2 ASE_ECD.1.2C

xtended components definition shall define an extended component-for each exten
rement.

2.3 ASE_ECD.1.3C

xtended components definition shall describe how each*extended component is r¢
ng ISO/IEC 15408 components, families, and classes,

ded security

plated to the

ts, families,

onformance

content and

ing existing

10.5.2.2.4 ASE_ECD.1.4C

The extended components definition shall usé\the existing ISO/IEC 15408 componer
classes, and methodology as a model for presentation.

10.5.2.2.5 ASE_ECD.1.5C

The gxtended components shall conSist of measurable and objective elements such that g
or nopconformance to these elements can be demonstrated.

10.5.2.3 Evaluator action elements

10.5.2.3.1 ASE_ECD.}1E

The ¢valuator shall .Confirm that the information provided meets all requirements for
presgntation of/evidence.

10.5.2.3.2_ASE_ECD.1.2E

The evaldator shall confirm that no extended component can be clearly expressed ug
components.

10.6 Security requirements (ASE_REQ)

10.6.1 Objectives

The SFRs form a clear, unambiguous and well-defined description of the expected security behaviour of the
TOE. The SARs form a clear, unambiguous and canonical description of the expected activities that will be
undertaken to gain assurance in the TOE.

Evaluation of the security requirements is required to ensure that they are clear, unambiguous and well-
defined.
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10.6.2 Component levelling

The components in this family are levelled on whether they are stated as is.
10.6.3 ASE_REQ.1 Stated security requirements

Dependencies: ASE_ECD.1 Extended components definition

10.6.3.1 Developer action elements

10.6.3.1.1 ASE_REQ.1.1D

The developgr shall provide a statement of security requirements.

10.6.3.1.2 ASE_REQ.1.2D

The developgr shall provide a security requirements rationale.

10.6.3.2 Cgntent and presentation elements

10.6.3.2.1 ASE_REQ.1.1C

The statemept of security requirements shall describe the SFRs and the)SARs.
10.6.3.2.2 ASE_REQ.1.2C

All subjects,|objects, operations, security attributes, external entities and other terms that are uged in
the SFRs anfl the SARs shall be defined.

10.6.3.2.3 ASE_REQ.1.3C

The statemept of security requirements shall ideftify all operations on the security requirements.
10.6.3.2.4 ASE_REQ.1.4C

All operatiors shall be performed corregtly.

10.6.3.2.5 ASE_REQ.1.5C

Each dependency of the security requirements shall either be satisfied, or the security requirements
rationale shall justify the dependency not being satisfied.

10.6.3.2.6 ASE_REQ.1.:6C

The statemept.ofisecurity requirements shall be internally consistent.

10.6.3.3 Evaluator action elements
10.6.3.3.1 ASE_REQ.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

10.6.4 ASE_REQ.2 Derived security requirements
Dependencies: ASE_OBJ.2 Security objectives

ASE_ECD.1 Extended components definition
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10.6.4.1 Developer action elements

10.6.4.1.1 ASE_REQ.2.1D

Thed

eveloper shall provide a statement of security requirements.

10.6.4.1.2 ASE_REQ.2.2D

Thed

eveloper shall provide a security requirements rationale.

10.6.4.2 Content and presentation elements

10.6.4.2.1 ASE_REQ.2.1C

The s
10.6.4

All sy
SFRs

10.6.4
The s
10.6.4
All op|
10.6.4

Each
shall

10.6.4
The §
10.6.4

The 4
the T

10.6.4

atement of security requirements shall describe the SFRs and the SARs.
}.2.2 ASE_REQ.2.2C

bjects, objects, operations, security attributes, external entities and other terms that are
and the SARs shall be defined.

}.2.3 ASE_REQ.2.3C

tatement of security requirements shall identify all operations on the security requirements.
| 2.4 ASE_REQ.2.4C

erations shall be performed correctly.

|25 ASE_REQ.2.5C

dependency of the security requirements shall either be satisfied, or the security requirem
ustify the dependency not being satisfied.

|.2.6 ASE_REQ.2.6C
ecurity requirements rationale shall trace each SFR back to the security objectives fg
}.2.7 ASE_REQ.2:7C

ecurity requirements rationale shall demonstrate that the SFRs meet all security o
DE.

}.2.8 -"ASE_REQ.2.8C

used in the

ents rationale

r the TOE.

bjectives for

The 9

eclrity requirements rationale shall explain why the SARs were chosen.

10.6.4.2.9 ASE_REQ.2.9C

The statement of security requirements shall be internally consistent.

10.6.4.3 Evaluator action elements

10.6.4.3.1 ASE_REQ.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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10.7 TOE summary specification (ASE_TSS)

10.7.1 Objectives

The TOE summary specification enables evaluators and potential consumers to gain a general understanding
of how the TOE is implemented.

Evaluation of the TOE summary specification is necessary to determine whether it is adequately described
how the TOE:

e meetsits

SFRs;

e protectsi
and whether
10.7.2 Comy
The compone
how the TOH
TOE protects
circumstance
10.7.3 ASE_|

Dependencie

10.7.3.1 Ds¢
10.7.3.1.1 A
The develop
10.7.3.2 Cqg
10.7.3.21 A
The TOE sur

10.7.3.3 Ev

self against interference, logical tampering and bypass;

he TOE summary specification is consistent with other narrative descriptions of the: TOE.
onent levelling

nts in this family are levelled on whether the TOE summary specification-only needs to de
meets the SFRs, or whether the TOE summary specification also heeds to describe ho
itself against logical tampering and bypass. This additional description may be used in s
5 where there might be a specific concern regarding the TOE security architecture.

TSS.1 TOE summary specification

5:  ASE_INT.1 ST introduction

ASE_REQ.1 Stated security requirements
ADV_FSP.1 Basic functional specification
\veloper action elements

SE_TSS.1.1D

er shall provide a TOE summary specification.
ntent and presentation-elements
SE_TSS.1.1C

nmary specification shall describe how the TOE meets each SFR.

aluator.action elements

scribe
w the
becial

10.7.3.3.1 A

SE_TSS1.1F

The evaluator shall confirm that the information provided meets all requirements for content and

presentation

of evidence.

10.7.3.3.2 ASE_TSS.1.2E

The evaluator shall confirm that the TOE summary specification is consistent with the TOE overview

and the TOE

10.7.4 ASE_

Dependencie

44

description.
TSS.2 TOE summary specification with architectural design summary
s:  ASE_INT.1 ST introduction
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ASE_REQ.1 Stated security requirements

ADV_ARC.1 Security architecture description

10.7.4.1 Developer action elements

10.7.4.1.1 ASE_TSS.2.1D

Thed

eveloper shall provide a TOE summary specification.

10.7.4.2 Content and presentation elements

10.7.4
The Tl
10.7.4

The 1
logic

10.7.4
The T
10.7.4
10.7.4

The €
of evi

10.7.4

The g
TOE

11 ¢

The r

this imformation is.Used as the basis for conducting vulnerability analysis and testing upon

descr

The [
variol

}.2.1 ASE_TSS.2.1C
OE summary specification shall describe how the TOE meets each SFR.
}.2.2 ASE_TSS.2.2C

[OE summary specification shall describe how the TOE protects itself against inte
hl tampering.

.2.3 ASE_TSS.2.3C

.3 Evaluator action elements
}.3.1 ASE_TSS.2.1E

valuator shall confirm that the information.prévided meets all requirements for content and
Hence.

}.3.2 ASE_TSS.2.2E

valuator shall confirm that theTOE summary specification is consistent with the TOE ove
jescription.

[lass ADV: Development

bed in the‘AVA and ATE classes.

sdevels and varying forms of abstraction. These families include:

OE summary specification shall describe how the TOE‘protects itself against bypass|.

ference and

presentation

view and the

bquirements of the Development class provide information about the TOE. The knowledgé obtained by

the TOE, as

evelopment class encompasses six families of requirements for structuring and representing the TSF at

e requirements for the description (at the various levels of abstraction) of the design and implementation of
the SFRs (ADV_FSP, ADV_TDS, ADV_IMP)

e requirements for the description of the architecture-oriented features of domain separation, TSF self-
protection and non-bypassability of the security functionality (ADV_ARC)

e requirements for a security policy model and for correspondence mappings between security policy model
and the functional specification (ADV_SPM)

e requirements on the internal structure of the TSF, which covers aspects such as modularity, layering, and
minimisation of complexity (ADV_INT)
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When documenting the security functionality of a TOE, there are two properties that need to be demonstrated.
The first property is that the security functionality works correctly; that is, it performs as specified. The second
property, and one that is arguably harder to demonstrate, is that the TOE cannot be used in a way such that
the security functionality can be corrupted or bypassed. These two properties require somewhat different
approaches in analysis, and so the families in ADV are structured to support these different approaches. The
families Functional specification (ADV_FSP), TOE design (ADV_TDS), Implementation representation
(ADV_IMP), and Security policy modelling (ADV_SPM) deal with the first property: the specification of the
security functionality. The families Security Architecture (ADV_ARC) and TSF internals (ADV_INT) deal with
the second property: the specification of the design of the TOE demonstrating the security functionality cannot
be corrupted or bypassed. It should be noted that both properties need to be realised: the more confidence
one has that the properties are satisfied, the more trustworthy the TOE is. The components in the families are

at more assurance can be gained as the components hierarchically increase

designed so

The paradign
level, there ig
terms of requ
(dependent

accomplishesg

implementation of the TSF. A formal model of the security behaviour also may,be given. All lev

decompositio
levels are m
different fam
chosen will di

Figure 10 indlicates the relationships among the various TSF representations of the ADV class, as W

their relation
requirements

also defines flequirements for the correspondence between both the security objectives and SFRs, and f

TOE summa

include the verification that the TSF that is tested under the,ATE and AVA classes is in fact the one des

by all of the A

n for the families targeted at the first property is one of design decomposition. At the h
a functional specification of the TSF in terms of its interfaces (describing what the' TSF d
ests to the TSF for services and resulting responses), decomposing the TSF intoysmaller
bn the assurance desired and the complexity of the TOE) and describing how the
its functions (to a level of detail commensurate with the assurance leyél);”and showin

h are used in determining the completeness and accuracy of all other levels, ensuring th
Ltually supportive. The requirements for the various TSF represéntations are separate

lies, to allow the PP/ST author to specify which TSF representations are required. The
ctate the assurance desired/gained.

ships with other classes. As the figure indicates,~the APE and ASE classes defin
for the correspondence between the SFRs and the)security objectives for the TOE. Class
y specification which explains how the TOE megets its SFRs. The activities of ALC_CM(

DV decomposition levels.

ghest
Des in
units
TSF
g the
bls of
at the
1 into
level

ell as
e the
ASE
or the
5.2E
cribed
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Source corresponds
«—— totarget (reflected
n requirements).

Security
Problem

__. Source is refined
in target.

APE/ASE_OBI |

Security
Objectives

APE/ASE REQ

Ther
policy
provid
specif
Imple

ASE_TSS

Functional
Requirements

TOE Summary
Specification

A D Mutually supportive
: analysis performed
v over all levels of
we decomposition
Implementation
Representation

I Functional and
ALC_CMES penetration testing

Al'F_' AVA .- activities performed
- on implementation

Figure 10 - Relationships of ADV constructs to one another and to other fan

bquirementg for'all other correspondence shown in Figure 10 are defined in the ADV class.
modelling<(ADV_SPM) family defines the requirements for formally modelling selecte
ing carrespondence between the functional specification and the formal model. Each ass
ic to a~TSF representation (i.e., Functional specification (ADV_FSP), TOE design (AL
meéntation representation (ADV_IMP)) defines requirements relating that TSF represen

nilies

The Security
d SFRs, and
Lirance family

V_TDS) and
tation to the

SFRs-AH

ol H 4 ol £l £ £l Al H L [ EY U
- AT UTUUITTIYUOTUUTTO TTTUuol avLuldiCly TTTITUL ail UtNTTh UTUUITTIPUOSIUUTNTS (I1.T., VT TTutudily ou

portive); the

developer supplies the tracings in the last .C elements of the components. Assurance relating to this factor is
obtained during the analysis for each of the levels of decomposition by referring to other levels of
decomposition (in a recursive fashion) while the analysis of a particular level of decomposition is being
performed; the evaluator verifies the correspondence as part of the second E element. The understanding
gained from these levels of decomposition form the basis of the functional and penetration testing efforts.

The ADV_INT family is not represented in this figure, as it is related to the internal structure of the TSF, and is
only indirectly related to the process of refinement of the TSF representations. Similarly, the ADV_ARC family
is not represented in the figure because it relates to the architectural soundness, rather than representation, of
the TSF. Both ADV_INT and ADV_ARC relate to the analysis of the property that the TOE cannot be made to
circumvent or corrupt its security functionality.
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The TOE security functionality (TSF) consists of all parts of the TOE that have to be relied upon for
enforcement of the SFRs. The TSF includes both functionality that directly enforces the SFRs, as well as
functionality that, while not directly enforcing the SFRs, contributes to their enforcement in a more indirect
manner, including functionality with the capability to cause the SFRs to be violated. This includes portions of
the TOE that are invoked on start-up that are responsible for putting the TSF into its initial secure state.

Several important concepts were used in the development of the components of the ADV families. These
concepts, while introduced briefly here, are explained more fully in the application notes for the families.

One over-riding notion is that, as more information becomes available, greater assurance can be obtained that
the security functionality 1) is correctly implemented; 2) cannot be corrupted; and 3) cannot be bypassed. This

is done throt

and by provi
penetration tq
general, com
analysed).

While not true for all TOEs, it is generally the case that the TSF is sufficiently complex that-there are pd

of the TSF th
is unfortunatd
level of assur
in detail shifty
is introduced
SFR-related
(ADV_FSP),
general concq
criteria are ex

All portions d
expressed b
security relev
portions of tH
creates a cor
SFR-enforcin
functionality
role in for

gh the verification that the documentation is caorrect and consistent with other documen
ding information that can be used to ensure that the testing activities (both functiohg
sting) are comprehensive. This is reflected in the levelling of the components of thefamil
bonents are levelled based on the amount of information that is to be provided (and subseq

at deserve more intense examination than other portions of the TSF. Determining those pg
ly somewhat subjective, thus terminology and components have been defined such that
ance increases, the responsibility for determining what portions of the TSF need to be exa
from the developer to the evaluator. To aid in expressing this concept, the following termin
It should be noted that in the families of the class, this terminelogy is used when expre
portions of the TOE (that is, elements and work units embodied in the Functional specifi
TOE design (ADV_TDS), and Implementation representation (ADV_IMP) families). Whi
bpt (that some portions of the TOE are more interesting\than others) applies to other familig
pressed differently in order to obtain the assurancerequired.

f the TSF are security relevant, meaning that:they must preserve the security of the T(
the SFRs and requirements for domain ¢separation and non-bypassability. One asp

SFR-enforcing functionality is™ impossible to express quantitatively. For example, i

ation,
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es. In
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s the
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ance is the degree to which a portion of the . TSF enforces a security requirement. Since different
e TOE play different roles (or no apparent role at all) in enforcing security requirements, this
tinuum of SFR relevance: at one end<@f this continuum are portions of the TOE that are tgrmed
g. Such portions play a direct role.in‘implementing any SFR on the TOE. Such SFRs refer fo any
rovided by one of the SFRs contained in the ST. It should be noted that the definition of plays a

the

implementation of a Discretionary Acegess Control (DAC) mechanism, a very narrow view of SFR-enfprcing

might be the
attributes. A
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tree (or prog
function that
component is
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several lines of code that actually perform the check of a subject's attributes against the o
proader view would include the software entity (e.g., C function) that contained the severa
roader view still would include callers of the C function, since they would be responsih
decision returned)by the attribute check. A still broader view would include any code in th

sorted access control list entries in a first-match algorithm implementation). At some poir
not sosmuch enforcing the security policy but rather plays a supporting role; such compqg
~R supporting.

One of the ¢

ject's

lines
le for
e call

ramming equivalent for the implementation language used) for that C function (e.g., @ sort
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SFR implementation by operating without error. Such functionality may be depended on by SFR-enforcing
functionality, but the dependence is generally at a functional level; for example, memory management, buffer
management, etc. Further down on the security relevance continuum is functionality termed SFR non-
interfering. Such functionality has no role in implementing the SFRs, and is likely part of the TSF because of
its environment; for example, any code running in a privileged hardware mode on an operating system. It
needs to be considered part of the TSF because, if compromised (or replaced by malicious code), it could
compromise the correct operation of an SFR by virtue of its operating in the privileged hardware mode. An
example of SFR non-interfering functionality might be a set of mathematical floating point operations
implemented in kernel mode for speed considerations.

The architecture family (Security Architecture (ADV_ARC)) provides for requirements and analysis of the TOE
based on properties of domain separation, self-protection, and non-bypassability. These properties relate to
the SFRs in that, if these properties are not present, it will likely lead to the failure of mechanisms
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implementing SFRs. Functionality and design relating to these properties is not considered a part of the
continuum described above, but instead is treated separately due to its fundamentally different nature and
analysis requirements.

The difference in analysis of the implementation of SFRs (SFR-enforcing and SFR-supporting functionality)
and the implementation of somewhat fundamental security properties of the TOE, which include the
initialisation, self-protection, and non-bypassability concerns, is that the SFR-related functionality is more or
less directly visible and relatively easy to test, while the above-mentioned properties require varying degrees
of analysis on a much broader set of functionality. Further, the depth of analysis for such properties will vary
depending on the design of the TOE. The ADV families are constructed to address this by a separate family
(Security Architecture (ADV_ARC)) devoted to analysis of the initialisation, self-protection, and non-

bypas

sability requirements while the other families are concerned with analysis of the functional

ty supporting

SFRs

Even
absol
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in cases where different descriptions are necessary for the multiple levels of abstrac
itely necessary for each and every TSF representation to be in a separate document. Inds

bentation, since it is the information about each of these TSF representations,that is require
sulting document structure. In cases where multiple TSF representations’are combined w
nent, the developer should indicate which portions of the documents meet which requireme

types of specification style are mandated by this class: informal,, semiformal and formal. 1
ication and TOE design documentation are always writtencin-either informal or semifg
brmal style reduces the ambiguity in these documents over an informal presentati
ication may also be required in addition to the semi-formalpresentation; the value is that a
BF in more than one way will add increased assurance_that the TSF has been completely a
ied.

unication in any commonly spoken tongue (exg. Spanish, German, French, English, Dutch

ntions for that language (e.g. grammartand syntax). While no notational restrictions apply|
ication is also required to provide defined meanings for terms that are used in a context o
ted by normal usage.

brmal notation includes such'things as an explicit glossary of terms, a standardised presen

semiformal specificationis written to a standard presentation template. The presentatiol

consistently if written in a natural language. The presentation may also use mo
hges/diagrams (elg.) data-flow diagrams, state transition diagrams, entity-relationship di
re diagrams, and process or program structure diagrams). Whether based on diagrar
hge, a set oficonventions must be used in the presentation. The glossary explicitly identif
re being used in a precise and constant manner; similarly, the standardised format implies

care

as been-taken in methodically preparing the document in a manner that maximises clarity

noted|that-fundamentally different portions of the TSF may have different semiformal notation cor
presentation styles (as long as the number of different “semiformal notations” is small); this stil

ion, it is not
ed, it may be

ase that a single document meets the documentation requirements f0r) more than one TSF

d, rather than
ithin a single
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ormal specification is written as prose in naturalrlanguage. Natural language is used her¢ as meaning
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ication is not subject to any notational ‘or special restrictions other than those required as ordinary
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ifference between semiformal;and informal documents is only a matter of formatting or pfesentation: a
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hgrams, data
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es the words
that extreme
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A formal specification is written in a notation based upon well-established mathematical concepts, and is
typically accompanied by supporting explanatory (informal) prose. These mathematical concepts are used to
define the syntax and semantics of the notation and the proof rules that support logical reasoning. The
syntactic and semantic rules supporting a formal notation should define how to recognise constructs
unambiguously and determine their meaning. There needs to be evidence that it is impossible to derive
contradictions, and all rules supporting the notation need to be defined or referenced.

Figure 11 shows the families within this class, and the hierarchy of components within the families.
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ADV_ARC: Security Architecture

ADV_FSP: Functional specification

ADV_IMP: Iimplementation representation

ADV_INT: TSF internals

ADV_SPM: Security policy modelling
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Figure 11 - ADV: Development class decomposition
ty Architecture (ADV_ARC)

tives

of this family is for the developer to provide a description of the security architecture of the
analysis of the information that, when coupled with the other evidence presented for the
he TSF achieves the desired properties. The security architécture descriptions supporf
that security analysis of the TOE can be achieved by examining the TSF; without a
he entire TOE functionality would have to be examined.

onent levelling

ntains only one component.
Cation notes

s of self-protection, domain separation, and non-bypassability are distinct from seg

xpressed by Part 2 SFRs because-self-protection and non-bypassability largely have no d
terface at the TSF. Rather, they are properties of the TSF that are achieved through the d

 used in this family is for-the developer to design and provide a TSF that exhibits the 3
bperties, and to provide evidence (in the form of documentation) that explains these proper
5 explanation is provided at the same level of detail as the description of the SFR-enf
he TOE in the (TOE design document. The evaluator has the responsibility for looking

of sectulrity functionality implementing the SFRs (in the Functional specification (ADV_FSH

TOE design

and non-bypassability (e.g. memory management mechanisms). Therefore, the material needed to p

ADY-TDS)) will not necessarily describe mechanisms employed in implementing self-prot

TSF.
TSF,
s the
sound

curity
rectly
esign

bove-
ies of
brcing
at the

, coupled with‘ether evidence delivered for the TOE and TSF, determining that the properti¢s are

) and
Bction

ovide

the assurance that these requirements are being achieved is better suited to a presentation separate from the
design decomposition of the TSF as embodied in ADV_FSP and ADV_TDS. This is not to imply that the
security architecture description called for by this component cannot reference or make use of the design
decomposition material; but it is likely that much of the detail present in the decomposition documentation will
not be relevant to the argument being provided for the security architecture description document.

The description of architectural soundness can be thought of as a developer's vulnerability analysis, in that it
provides the justification for why the TSF is sound and enforces all of its SFRs. Where the soundness is
achieved through specific security mechanisms, these will be tested as part of the Depth (ATE_DPT)
requirements; where the soundness is achieved solely through the architecture, the behaviour will be tested
as part of the AVA: Vulnerability assessment requirements.
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This family consists of requirements for a security architecture description that describes the self-protection,
domain separation, non-bypassability principles, including a description of how these principles are supported
by the parts of the TOE that are used for TSF initialisation.

Additional information on the security architecture properties of self-protection, domain separation, and non-
bypassability can be found in Annex A.1, ADV_ARC: Supplementary material on security architectures.

11.1.4 ADV_ARC.1 Security architecture description

Dependencies: ADV_FSP.1 Basic functional specification

AD\._TDS 1 Basic-design
— 9

11.1.4.1 Developer action elements
11.1.4.1.1 ADV_ARC.1.1D

The developer shall design and implement the TOE so that the security features of the T3F cannot be
bypassed.

11.1.4.1.2 ADV_ARC.1.2D

The developer shall design and implement the TSF so that it istable to protect itself from tampering by
untrulsted active entities.

11.1.4.1.3 ADV_ARC.1.3D

The developer shall provide a security architecture xdescription of the TSF.
11.1.4.2 Content and presentation elements

11.1.4.2.1 ADV_ARC.1.1C

The decurity architecture descriptionshall be at a level of detail commensurate with the description of
the SFR-enforcing abstractions described in the TOE desigh document.

11.1.4.2.2 ADV_ARC.1.2C

The g$ecurity architecture' description shall describe the security domains maintained [by the TSF
consistently with the"SFRs.

11.1.4.2.3 ADVDOARC.1.3C

The gecurity-architecture description shall describe how the TSF initialisation process is gecure.

11.1.4.24 ADV_ARC.1.4C

The security architecture description shall demonstrate that the TSF protects itself from tampering.
11.1.4.25 ADV_ARC.1.5C

The security architecture description shall demonstrate that the TSF prevents bypass of the SFR-
enforcing functionality.
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11.1.4.3 Evaluator action elements

11.1.4.3.1 ADV_ARC.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation
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ADV_AR
is protect

ATE, whe

11.2.2 Comy

The compong
the degree of

11.2.3 Appli

Once the TS
TSFI), they a
focus their an
based upon t

If a servi
interface
results, s

Interfaceq

AVA, whgre the description of the TSFls is used to search forvulnerabilities.

;UO IUqU;IUIIIUIItO UupuUTt thU full\.lt;\.llla: OPUU;f;UGt;UII, V\lh;\.lh dUD\JI;bUO thU TSF ;IItUrI‘aUUO (T
onsist of all means for users to invoke a service from the TSF (by supplying datat
the TSF) and the corresponding responses to those service invocations. It does not-de
processes those service requests, nor does it describe the communication when theg
ices from its operational environment; this information is addressed by the) TOE d
nd Reliance of dependent component (ACO_REL) families, respectively.

rovides assurance directly by allowing the evaluator to understand hew’the TSF mee
. It also provides assurance indirectly, as input to other assurance families and classes:

re the description of the TSFls is an important input for,both developer and evaluator testin

onent levelling

nts in this family are levelled on the degree’of detail required of the description of the TSFI
formalism required of the description of the TSFls.

Cation notes
Fls are determined (see A:2:1, Determining the TSFI for guidance and examples of detern

alysis) on the more security-relevant aspects of the TOE. Three categories of TSFls are de
ne relevance the services available through them have to the SFRs being claimed:

e available through an interface can be traced to one of the SFRs levied on the TSF, the
s termed SER-enforcing. Note that it is possible that an interface may have various service
bme of which may be SFR-enforcing and some of which may not.

to “(or services available through an interface relating to) services that SFR-enf

SFIs).
hat is
scribe

TSF
esign

s the

C, where the description of the TSFls may be used to gain betteryunderstanding of how the¢ TSF
ed against corruption (i.e. subversion of self-protection or domiain separation) and/or bypass;

Py

0

5, and

nining

re described. At lower-level components, developers focus their documentation (and evaljiators

fined,

n that
s and

brcing

functiona

itywdepends upon, but need only to function correctly in order for the security policies of th

TOE

to be preserved, are termed SFR-supporting.

interfering.

Interfaces to services on which SFR-enforcing functionality has no dependence are termed SFR non-

It should be noted that in order for an interface to be SFR-supporting or SFR non-interfering it must have no
SFR-enforcing services or results. In contrast, an SFR-enforcing interface may have SFR-supporting services
(for example, the ability to set the system clock may be an SFR-enforcing service of an interface, but if that
same interface is used to display the system date that service may be only SFR-supporting). An example of a
purely SFR-supporting interface is a system call interface that is used both by users and by a portion of the
TSF that is running on behalf of users.
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As more information about the TSFIs becomes available, the greater the assurance that can be gained that
the interfaces are correctly categorised/analysed. The requirements are structured such that, at the lowest
level, the information required for SFR non-interfering interfaces is the minimum necessary in order for the
evaluator to make this determination in an effective manner. At higher levels, more information becomes
available so that the evaluator has greater confidence in the designation.

The purpose in defining these labels (SFR-enforcing, SFR-supporting, and SFR-non-interfering) and for
levying different requirements upon each (at the lower assurance components) is to provide a first
approximation of where to focus the analysis and the evidence upon which that analysis is performed. If the
developer's documentation of the TSF interfaces describes all of the interfaces to the degree specified in the

requirements for the SFR-enforcing interfaces (that is, if the documentation exceeds the requirements), there

is no
are n
devel
non-ir
methd
the né

erely a means of differentiating the interface types within the requirements, there is 0g
bper to update the evidence solely to label the interfaces as SFR-enforcing, SFR-supporti
terfering. The primary purpose of this labelling is to allow developers with less mature
dologies (and associated artifacts, such as detailed interface and design documéntation) tq
bcessary evidence without undue cost.

Ise the labels
need for the
ng, and SFR-
development
provide only

The last C element of each component within this family provides a direct correspondence betwgen the SFRs

and t
claim
Resid
functi
specil
releva

11.2.3

The
requin

he functional specification; that is, an indication of which interfaces-are used to invoke

ual information protection (FDP_RIP), whose functionality may.\not manifest itself at th
bnal specification and/or the tracing is expected to identify these-SFRs; including them in
ication helps to ensure that they are not lost at lower levels of decomposition, where
nt.

.1 Detail about the Interfaces

requirements define collections of details about TSFI to be provided. For the pury
ements, interfaces are specified (in varying degrees of detail) in terms of their purpose, m

parameters, parameter descriptions, and error messages.

The (
comni

The i
built
comn|
descr
API, {
gener

Paran
exam
proto
flags

urpose of an interface is a high-levéldescription of the general goal of the interface (e.g.
ands, receive network packets, provide printer output, etc.).

Iterface's method of use describes how the interface is supposed to be used. This descript

round the various interactions available at that interface. For instance, if the interface
and shell, Is, mv and cp would be interactions for that interface. For each interaction the n
bes what the interaetion does, both for behaviour seen at the interface (e.g. the programni
he Windows users_changing a setting in the registry, etc.) as well as behaviour at other in
ating an audit record).

heters are-egXxplicit inputs to and outputs from an interface that control the behaviour of that
ple, parameters are the arguments supplied to an API; the various fields in a packet for a ¢
ol; therindividual key values in the Windows Registry; the signals across a set of pins g
hat'can be set for the Is, etc. The parameters are “identified” with a simple list of what they

each of the

bd SFRs. In the cases where the ST contains such functional{requirements as ISOJIEC 15408-2

e TSFls, the
he functional
they will be

oses of the
ethod of use,

process GUI

on should be
were a Unix
nethod of use
er calling the
terfaces (e.g.

nterface. For
iven network
n a chip; the
are.

A parameter description tells what the parameter is in some meaningful way. For instance, an acceptable
parameter description for interface foo(i) would be “parameter i is an integer that indicates the number of
users currently logged in to the system”. A description such as “parameter i is an integer” is not an acceptable.

The description of an interface's actions describes what the interface does. This is more detailed than the
purpose in that, while the “purpose” reveals why one might want to use it, the “actions” reveals everything that
it does. These actions might be related to the SFRs or not. In cases where the interface's action is not related
to SFRs, its description is said to be summarised, meaning the description merely makes clear that it is indeed
not SFR-related.

The error message description identifies the condition that generated it, what the message is, and the
meaning of any error codes. An error message is generated by the TSF to signify that a problem or irregularity
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of some degree has been encountered. The requirements in this family refer to different kinds of error

messages:

e a‘“direct”

error message is a security-relevant response through a specific TSFI invocation.

an “indirect” error cannot be tied to a specific TSFI invocation because it results from system-wide

conditions (e.g. resource exhaustion, connectivity interruptions, etc.). Error messages that are not

security-r

example,
a final “e
an opera

An example f]
11.2.3.2 Cag

Increasing ag
in the docum
family.

At ADV_FSH
TSFls and a
that the “imp
required to p
TSFls.

At ADV_FSP
method of uj
TSFls the de

At ADV_FSP|
information r
interfering ac
the direct errq

At ADV_FSP
non-interferin

At ADV_FSH
descriptions 3

At ADV_FSP
the informatid

elevant are also considered “indirect”.

the use of ¢

3

ional TOE

, these error messages should never be seen.

Linctional specification is provided in A.2.3.
mponents of this Family

surance through increased completeness and accuracy in the interface 'specification is ref!
entation required from the developer as detailed in the various hierarchical components

.1 Basic functional specification, the only documentation réquired is a characterisation
high level description of SFR-enforcing and SFR-supporting TSFls. To provide some assu
ortant” aspects of the TSF have been correctly characterised at the TSFls, the develo
rovide the purpose and method of use, parameters for\the SFR-enforcing and SFR-supp

be, parameters, and parameter descriptionscfor all TSFls. Additionally, for the SFR-enf
eloper has to describe the SFR-enforcing actions and direct error messages.

3 Functional specification with compléte summary, the developer must now, in addition
bquired at ADV_FSP.2, provide e€nough information about the SFR-supporting and SFR
ions to show that they are nat  SFR-enforcing. Further, the developer must now document
r messages resulting from.the’invocation of SFR-enforcing TSFls.

4 Complete functional specification, all TSFls - whether SFR-enforcing, SFR-supporting,
g - must be describedto the same degree, including all of the direct error messages.

.5 Complete semi-formal functional specification with additional error information, the
Iso include-error messages that do not result from an invocation of a TSFI.

6 Complete semi-formal functional specification with additional formal specification, in addi
n required by ADV_FSP.5, all remaining error messages are included. The developer mus

“remaining” errors are any other errors, such as those that might be referenced within the code. For
ondition-checking code that checks for conditions that would not logically occur (e.g.

ge; in

ected
bf this

of all
rance
ber is
orting

2 Security-enforcing functional specification, the developer is required to provide the pufpose,

brcing

o the
-non-
all of

SFR-

TSFls

ion to
t also

provide a for

maldescription of the TSFI. This provides an alternative view of the TSFI that may e

pose

inconsistencies or incomplete specification.

11.2.4 ADV_

Dependencies:

FSP.1 Basic functional specification

No dependencies.

11.2.4.1 Developer action elements

11.2.41.1 ADV_FSP.1.1D

The developer shall provide a functional specification.
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11.2.4.1.2 ADV_FSP.1.2D

The developer shall provide a tracing from the functional specification to the SFRs.
11.2.4.2 Content and presentation elements

11.2.4.21 ADV_FSP.1.1C

The functional specification shall describe the purpose and method of use for each SFR-enforcing and
SFR-supporting TSFI.

11.2. 42 2—ADV—FSR12C

The functional specification shall identify all parameters associated with each SFR-enforcing and
SFR-$upporting TSFI.

11.2.4.2.3 ADV_FSP.1.3C

The functional specification shall provide rationale for the implicit categorisation of interfaces as SFR-
non-ipterfering.

11.2.4.2.4 ADV_FSP.1.4C

The tfacing shall demonstrate that the SFRs trace to TSFls inthe functional specification.
11.2.4.3 Evaluator action elements

11.2.4.3.1 ADV_FSP.1.1E

The ¢valuator shall confirm that the information provided meets all requirements for [content and
presgntation of evidence.

11.2.4.3.2 ADV_FSP.1.2E

The Jevaluator shall determinewithat the functional specification is an accurate arld complete
instantiation of the SFRs.

11.2.% ADV_FSP.2 Security-enforcing functional specification
Depepdencies: ADY FDS.1 Basic design
11.2.5.1 Developer action elements

11.2.%.1.1 SABV_FSP.2.1D

The developer shall provide a functional specification.

11.2.5.1.2 ADV_FSP.2.2D

The developer shall provide a tracing from the functional specification to the SFRs.
11.2.5.2 Content and presentation elements

11.2.5.2.1 ADV_FSP.2.1C

The functional specification shall completely represent the TSF.
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11.2.5.2.2 ADV_FSP.2.2C

The functiona

| specification shall describe the purpose and method of use for all TSFI.

11.2.5.2.3 ADV_FSP.2.3C

The functiona

| specification shall identify and describe all parameters associated with each TSFI.

11.2.5.2.4 ADV_FSP.2.4C

For each SFR-enforcing TSFI, the functional specification shall describe the SFR-enforcing actions

associated wi
11.25.25 A

For SFR-enf
from proces

112526 A
The tracing s
11.2.5.3 Ev
11.25.3.1 A

The evaluato
of evidence.

11.253.2 A

The evaluato
SFRs.

11.2.6 ADV |
Dependencie
11.2.6.1 Ds¢
11.26.1.1 A
The developd

11.2.6.1.2 A

th the TSEL
DV_FSP.2.5C

brcing TSFIs, the functional specification shall describe direct error messages res
5ing associated with the SFR-enforcing actions.

DV_FSP.2.6C

nall demonstrate that the SFRs trace to TSFls in the functional specification.
aluator action elements

DV_FSP.2.1E

- shall confirm that the information provided meets<all fequirements for content and presen

DV_FSP.2.2E

- shall determine that the functional spegification is an accurate and complete instantiation

FSP.3 Functional specificatian with complete summary
5. ADV_TDS.1 Basic design
\veloper action elements
DV_FSP.3.1D

r shall pfovide a functional specification.

DV, ESP.3.2D

hiting

tation

of the

The developer shall provide a tracing from the functional specification to the SFRs.

11.2.6.2 Co

ntent and presentation elements

11.2.6.2.1 ADV_FSP.3.1C

The functional specification shall completely represent the TSF.

11.2.6.2.2 ADV_FSP.3.2C

The functional specification shall describe the purpose and method of use for all TSFI.
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11.2.6.2.3 ADV_FSP.3.3C

The functional specification shall identify and describe all parameters associated with each TSFI.

11.2.6.2.4 ADV_FSP.3.4C

For each SFR-enforcing TSFI, the functional specification shall describe the SFR-enforcing actions associated
with the TSFI.

11.2.6.2.5 ADV_FSP.3.5C

For eash—SFR-entercing—FSEL—thefunctionalspescification—shal—describe—direst—err
resulting from security enforcing effects and exceptions associated with invocation of the
11.2.6.2.6 ADV_FSP.3.6C

The functional specification shall summarise the SFR-supporting and SFR-hon-interfe
assodiated with each TSFI.

11.2.6.2.7 ADV_FSP.3.7C

The tfacing shall demonstrate that the SFRs trace to TSFls in the functional specification.
11.2.6¢.3 Evaluator action elements

11.2.6.3.1 ADV_FSP.3.1E

The gvaluator shall confirm that the information provided meets all requirements for content and
of eviflence.

11.2.4

The €
SFRs

11.2.7
Depe
11.2.7
11.2.7

The d

.3.2 ADV_FSP.3.2E

valuator shall determine that the functional specification is an accurate and complete insta

[ ADV_FSP.4 Complete functional specification
ndencies: ADV_TDS.1-Basic design

(.1 Developer@ction elements

.1.1 ADV2FSP.4.1D

eveloper-shall provide a functional specification.

I messages
TSFI.

ring actions

presentation

htiation of the

11.2.]

[.12" ADV_FSP.4.2D

The d

eveloper shall provide a tracing from the functional specification to the SFRs.

11.2.7.2 Content and presentation elements

11.2.7.2.1 ADV_FSP.4.1C

The functional specification shall completely represent the TSF.

11.2.7.2.2 ADV_FSP.4.2C

The functional specification shall describe the purpose and method of use for all TSFI.
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11.2.7.2.3 ADV_FSP.4.3C

The functional specification shall identify and describe all parameters associated with each TSFI.

11.2.7.2.4 ADV_FSP.4.4C

The functional specification shall describe all actions associated with each TSFI.

11.2.7.2.5 ADV_FSP.4.5C

The functional specification shall describe all direct error messages that may result from an

invocation o
112726 A
The tracing s
11.2.7.3 Ev
112731 A

The evaluato
of evidence.

11.2.7.3.2 A

The evaluato
SFRs.

11.2.8 ADV |

Dependencie

11.2.8.1 Ds¢
11.28.1.1 A
The developd
11.28.1.2 A
The developd

11.2.8.2 Cao

eachFSEL

DV_FSP.4.6C

nall demonstrate that the SFRs trace to TSFls in the functional specification.
aluator action elements

DV_FSP.4.1E

- shall confirm that the information provided meets all requirements for content and presen

DV_FSP.4.2E

- shall determine that the functional specification istan*accurate and complete instantiation

FSP.5 Complete semi-formal functional.sp€cification with additional error informatio
5:  ADV_TDS.1 Basic design

ADV_IMP.1 Implementation fepresentation of the TSF
\veloper action elements

DV_FSP.5.1D

r shall provide a‘functional specification.

DV_FSP.52D

r shallfprovide a tracing from the functional specification to the SFRs.

tation

of the

!

ntent and presentation elements

11.2.8.2.1 ADV_FSP.5.1C

The functional specification shall completely represent the TSF.

11.2.8.2.2 ADV_FSP.5.2C

The function

al specification shall describe the TSFI using a semi-formal style.

11.2.8.2.3 ADV_FSP.5.3C

The functional specification shall describe the purpose and method of use for all TSFI.
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11.2.8.2.4 ADV_FSP.5.4C

The functional specification shall identify and describe all parameters associated with each TSFI.
11.2.8.2.5 ADV_FSP.5.5C

The functional specification shall describe all actions associated with each TSFI.

11.2.8.2.6 ADV_FSP.5.6C

The functional specification shall describe all direct error messages that may result from an invocation of each
TSFI.

11.2.8.2.7 ADV_FSP.5.7C

The functional specification shall describe all error messages that do not result ftom an ipvocation of
a TSHI.

11.2.8.2.8 ADV_FSP.5.8C

The flunctional specification shall provide a rationale for each ertfefr,message contained in the TSF
implgmentation yet does not result from an invocation of a TSFI.

11.2.8.2.9 ADV_FSP.5.9C

The tfacing shall demonstrate that the SFRs trace to TSFls7in‘the functional specification.
11.2.8.3 Evaluator action elements

11.2.8.3.1 ADV_FSP.5.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

11.2.8.3.2 ADV_FSP.5.2E

The gvaluator shall determine that the functional specification is an accurate and complete instaptiation of the
SFRs|

11.2.9 ADV_FSP.6 Complete semi-formal functional specification with additional formal sgecification
Depepdencies: «/)ADV_TDS.1 Basic design

ADV_IMP.1 Implementation representation of the TSF

11.2.9.1. v Developer action elements

11.2.9.1.1 ADV_FSP.6.1D

The developer shall provide a functional specification.

11.2.9.1.2 ADV_FSP.6.2D

The developer shall provide a formal presentation of the functional specification of the TSF.
11.2.9.1.3 ADV_FSP.6.3D

The developer shall provide a tracing from the functional specification to the SFRs.
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11.2.9.2 Co

ntent and presentation elements

11.2.9.2.1 ADV_FSP.6.1C

The functional specification shall completely represent the TSF.

11.2.9.2.2 ADV_FSP.6.2C

The functional specification shall describe the TSFI using a formal style.

11.2.9.2.3 ADV_FSP.6.3C

The functiong
11.29.24 A
The functiong
11.29.25 A
The functiong
11.2.9.2.6 A

The functiond
TSFI.

11.2.9.2.7 A

The function
representati

11.2.9.28 A

The function

implementation that is not otherwise described in the functional specification justifying why it i

associated W
11.2.9.29 A

The formal
formal style,

11.2.9.2.10 A

| specification shall describe the purpose and method of use for all TSFI.
DV_FSP.6.4C

| specification shall identify and describe all parameters associated with each(TSFI.
DV_FSP.6.5C

| specification shall describe all actions associated with each TSFl:

DV_FSP.6.6C

| specification shall describe all direct error messages that-may result from an invocation of

DV_FSP.6.7C

bl specification shall describe all error .messages contained in the TSF implemen
hN.

DV_FSP.6.8C

al specification shall provide._a rationale for each error message contained in the
ith a TSFI.

DV_FSP.6.9C

bresentation ‘ef.the functional specification of the TSF shall describe the TSFI us
supportedby informal, explanatory text where appropriate.

DV_FS§SP.6.10C

each

ation

TSF
s not

ng a

The tracing s

pall"demonstrate that the SFRs trace to TSFls in the functional specification.

11.2.9.3 Ev

aluator action elements

11.2.9.3.1 ADV_FSP.6.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

11.2.9.3.2 ADV_FSP.6.2E

The evaluator shall determine that the functional specification is an accurate and complete instantiation of the

SFRs.
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11.3 Implementation representation (ADV_IMP)
11.3.1 Objectives

The function of the Implementation representation (ADV_IMP) family is for the developer to make available
the implementation representation (and, at higher levels, the implementation itself) of the TOE in a form that
can be analysed by the evaluator. The implementation representation is used in analysis activities for other
families (analysing the TOE design, for instance) to demonstrate that the TOE conforms its design and to
provide a basis for analysis in other areas of the evaluation (e.g., the search for vulnerabilities). The
implementation representation is expected to be in a form that captures the detailed internal workings of the
TSF. This may be software source code, firmware source code, hardware diagrams and/or IC hardware

desig

n-lanauaae code-orlavout data
goey Y

11.3.2 Component levelling

The components in this family are levelled on the amount of implementation that is mapped to th¢ TOE design
descr|ption.

11.3.3 Application notes

Sourde code or hardware diagrams and/or IC hardware design languagée €ede or layout data that are used to
build the actual hardware are examples of parts of an implementationyrepresentation. It is impprtant to note

that w
the e
reviey

The €
due t
analy
it mo
repre
decorf
functi
Conv

hile the implementation representation must be made availaplesto the evaluator, this does
aluator needs to possess that representation. For instanceithe developer may require that
v the implementation representation at a site of the developer's choosing.

ntire implementation representation is made available“to ensure that analysis activities are
b lack of information. This does not, however, imply that all of the representation is exami

st likely will not result in a higher-assurance TOE vs. targeted sampling of the in
Eentation. The implementation representation is made available to allow analysis of othe
npositions (e.g., functional specification, TOE design), and to gain confidence that
bnality described at a higher levelnin the design actually appear to be implemented
bntions in some forms of the implementation representation may make it difficult or i

determmine from just the implementation representation itself what the actual result of the comp

time i
to exd
relate

hterpretation will be. For example, compiler directives for C language compilers will cause
lude or include entire portions of the code. For this reason, it is important that such “extra” i
d tools (scripts, compilers, etc.) be provided so that the implementation representation can

determined.

The p
aid th

urpose of the mapping between the implementation representation and the TOE design de
e evaluator'stanalysis. The internal workings of the TOE may be better understood when th

is analysed with<corresponding portions of the implementation representation. The mapping

index
repre
imple

bentation is mapped to the TOE design description. Because of the uncertainty of which p
mentation representation will need such a mapping, the developer may choose either to n

not imply that
the evaluator

not curtailed
hed when the

5is activities are being performed. This is likely<impractical in almost all cases, in addition t¢ the fact that

plementation
TOE design
the security
in the TOE.
mpossible to
lation or run-
the compiler
nformation or
be accurately

scription is to
b TOE design
serves as an

into the.implementation representation. At the lower component, only a subset of the impplementation

prtions of the
ap the entire

imple
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representation the evaluator requires to be mapped.

plementation

The implementation representation is manipulated by the developer in a form that is suitable for
transformation to the actual implementation. For instance, the developer may work with files containing source
code, which is eventually compiled to become part of the TSF. The developer makes available the
implementation representation in the form used by the developer, so that the evaluator may use automated
techniques in the analysis. This also increases the confidence that the implementation representation
examined is actually the one used in the production of the TSF (as opposed to the case where it is supplied in
an alternate presentation format, such as a word processor document). It should be noted that other forms of
the implementation representation may also be used by the developer; these forms are supplied as well. The
overall goal is to supply the evaluator with the information that will maximise the effectiveness of the
evaluator's analysis efforts.
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Some forms of the implementation representation may require additional information because they introduce
significant barriers to understanding and analysis. Examples include “shrouded” source code or source code
that has been obfuscated in other ways such that it prevents understanding and/or analysis. These forms of
implementation representation typically result from the TOE developer taking a version of the implementation
representation and running a shrouding or obfuscation program on it. While the shrouded representation is
what is compiled and may be closer to the implementation (in terms of structure) than the original, un-
shrouded representation, supplying such obfuscated code may cause significantly more time to be spent in
analysis tasks involving the representation. When such forms of representation are created, the components
require details on the shrouding tools/algorithms used so that the un-shrouded representation can be
supplied, and the additional information can be used to gain confidence that the shrouding process does not
compromise any security functionality.

11.3.4 ADV_|IMP.1 Implementation representation of the TSF

Dependencies: ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

11.3.4.1 Degveloper action elements

11.3.4.1.1 ADV_IMP.1.1D

The developgr shall make available the implementation representation’for'the entire TSF.
11.3.4.1.2 ADV_IMP.1.2D

The developer shall provide a mapping between the TOE design description and the sample of the
implementatjon representation.

11.3.4.2 Cgntent and presentation elements
11.3.4.2.1 ADV_IMP.1.1C

The implemeéntation representation shall define the TSF to a level of detail such that the TSF can be
generated w(thout further design decisions:

11.3.4.2.2 ADV_IMP.1.2C
The implemgntation representation shall be in the form used by the development personnel.
11.3.4.2.3 ADV_IMP.1.3C

The mapping between the TOE design description and the sample of the implementation
representatipn shaldemonstrate their correspondence.

11.3.4.3 EvjalJator action elements

11.3.4.3.1 ADV_IMP.1.1E

The evaluator shall confirm that, for the selected sample of the implementation representation, the
information provided meets all requirements for content and presentation of evidence.

11.3.5 ADV_IMP.2 Complete mapping of the implementation representation of the TSF
Dependencies: ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools

ALC_CMC.5 Advanced support
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11.3.5.1 Developer action elements

11.3.5.1.1 ADV_IMP.2.1D

The developer shall make available the implementation representation for the entire TSF.
11.3.5.1.2 ADV_IMP.2.2D

The developer shall provide a mapping between the TOE design description and the entire implementation
representation.

nrasantation alamantc
s HaHoR-ereeh+

11.3.%.2.1 ADV_IMP.2.1C

The implementation representation shall define the TSF to a level of detail such,that the |[TSF can be
generated without further design decisions.

11.3.5.2.2 ADV_IMP.2.2C
The implementation representation shall be in the form used by the develepment personnel.
11.3.%.2.3 ADV_IMP.2.3C

The mapping between the TOE design description and the-entire implementation repres¢ntation shall
demopstrate their correspondence.

11.3.%.3 Evaluator action elements
11.3.5.3.1 ADV_IMP.2.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

11.4|TSF internals (ADV_INT)
11.4.1 Objectives

This family addresses therassessment of the internal structure of the TSF. A TSF whose internals are well-
structpred is easier to implement and less likely to contain flaws that could lead to vulnerabilifies; it is also
easiel to maintain without the introduction of flaws.

11.4.2 Component levelling

The ¢ompenents in this family are levelled on the basis of the amount of structure and minimisation of
complexity required. ADV INT.1 Well-structured subset of TSF internals places requiremgnts for well-
structured internals on only selected parts of the TSF. This component is not included in an EAL because this
component is viewed for use in special circumstances (e.g., the sponsor has a specific concern regarding a
cryptographic module, which is isolated from the rest of the TSF) and would not be widely applicable.

At the next level, the requirements for well-structured internals are placed on the entire TSF. Finally,
minimisation of complexity is introduced in the highest component.

11.4.3 Application notes
These requirements, when applied to the internal structure of the TSF, typically result in improvements that
aid both the developer and the evaluator in understanding the TSF, and also provide the basis for designing

and evaluating test suites. Further, improving understandability of the TSF should assist the developer in
simplifying its maintainability.

© ISO/IEC 2008 - All rights reserved 63


https://iecnorm.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

The requirements in this family are presented at a fairly abstract level. The wide variety of TOEs makes it
impossible to codify anything more specific than “well-structured” or “minimum complexity”. Judgements on
structure and complexity are expected to be derived from the specific technologies used in the TOE. For
example, software is likely to be considered well-structured if it exhibits the characteristics cited in the
software engineering disciplines. The components within this family call for identifying the standards for

measuring the characteristic of being well-structured and not overly-complex.

11.4.4 ADV_

Dependencies:

INT.1 Well-structured subset of TSF internals

ADV_IMP.1 Implementation representation of the TSF

11441 Of

The objectivd
structured. T
principles, bu

ADV_TDS. 3 Basic modular design
ALC_TAT.1 Well-defined development tools
jectives
of this component is to provide a means for requiring specific portions ofithe TSF to be

t the analysis is performed upon only a specific subset.

11.4.4.2 Application notes

well-

he intent is that the entire TSF has been designed and implemented using sound engingering

This component requires the PP or ST author to fill in an assignment with the subset of the TSF. This qubset

may be identified in terms of the internals of the TSF at any layer of abstraction. For example:

a) the strucfural elements of the TSF as identified in the TOEdesign (e.g. “The developer shall desigh and
implemept the audit subsystem such that it has well-structured internals.”)

b) the implg¢gmentation (e.g. “The developer shall design and implement the encrypt.c and decrypt.¢ files
such that it has well-structured internals.” or “The developer shall design and implement the 6227 IC chip
such that it has well-structured internals.”)

It is likely thi§ would not be readily accomplished by referencing the claimed SFRs (e.g. “The developef shall

design and implement the portion of the TSF'that provide anonymity as defined in FPR_ANO.2 such fthat it

has well-strug
This compon
have limited

domain sepa
TSF (e.g., the
11.4.4.3 Ds

114431 A

tured internals.”) because this)does not indicate where to focus the analysis.

ent has limited value @and would be suitable in cases where potentially-malicious users/su

pr strictly controllediaccess to the TSFIs or where there is another means of protection
ation) that ensures-the chosen subset of the TSF cannot be adversely affected by the rest
cryptographie functionality, which is isolated from the rest of the TSF, is well-structured).

\veloper@action elements

DV (NT.1.1D

bjects

(e.g.,
of the

The developéer shall design and implement [assignment: subset of the TSF] such that it has well-
structured internals.

11.4.4.3.2 ADV_INT.1.2D

The developer shall provide an internals description and justification.

11.4.4.4 Content and presentation elements

11.4.4.4.1 ADV_INT.1.1C

The justification shall explain the characteristics used to judge the meaning of “well-structured”.
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11.4.4.42 ADV_INT.1.2C

The TSF internals description shall demonstrate that the assigned subset of the TSF is well-
structured.

11.4.4.5 Evaluator action elements
11.4.45.1 ADV_INT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

11.4.45.2 ADV_INT.1.2E

The gvaluator shall perform an internals analysis on the assigned subset of the TSF.
11.4.% ADV_INT.2 Well-structured internals

Dependencies: ADV_IMP.1 Implementation representation of the TSF

ADV_TDS.3 Basic modular design

ALC_TAT.1 Well-defined development tools

11.4.%.1 Objectives

The dbjective of this component is to provide a means forrequiring the TSF to be well-structured| The intent is
that the entire TSF has been designed and implementéd.using sound engineering principles.

11.4.%.2 Application notes
Judggments on the adequacy of the structurerare expected to be derived from the specific technologies used
in the] TOE. This component calls for ideritifying the standards for measuring the characteristic pf being well-
structpred.

11.4.%.3 Developer action elefments
11.4.5.3.1 ADV_INT.2.1D

The developer shall desigh and implement the entire TSF such that it has well-structured internals.

11.4.%.3.2 ADV2INT.2.2D

The developer'shall provide an internals description and justification.

11.4.%.4.v Content and presentation elements

11.45.4.1 ADV_INT.2.1C
The justification shall describe the characteristics used to judge the meaning of “well-structured”.
11.4.5.4.2 ADV_INT.2.2C

The TSF internals description shall demonstrate that the entire TSF is well-structured.
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11455 Ev

aluator action elements

11.45.5.1 ADV_INT.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

11.45.5.2 ADV_INT.2.2E

The evaluator shall perform an internals analysis on the TSF.

11.4.6 ADV_

Dependencie

11.4.6.1 OQf

The objectivd
minimal com
engineering (

5:  ADV_IMP.1 Implementation representation of the TSF
ADV_TDS.3 Basic modular design
ALC_TAT.1 Well-defined development tools
jectives
of this component is to provide a means for requiring the TSF to be well-structured 4

blexity. The intent is that the entire TSF has been designéd)and implemented using
rinciples.

11.4.6.2 Application notes

Judgements
technologies
and complexi
11.4.6.3 De
11.46.3.1 A
The developd
11.4.6.3.2 A
The developd

11.46.4 Cao

114641 A

bn the adequacy of the structure and complexityrare expected to be derived from the s
used in the TOE. This component calls for identifying the standards for measuring the stri

fy.

\veloper action elements

DV_INT.3.1D

r shall design and implemeht-.the entire TSF such that it has well-structured internals.
DV_INT.3.2D

r shall provide an internals description and justification.

ntent and.presentation elements

DV_INT3.1C

nd of
sound

ecific
cture

The justificaionshall describe the characteristics used to judge the meaning of “well-structured

and

“complex”.

11.4.6.4.2 ADV_INT.3.2C

The TSF internals description shall demonstrate that the entire TSF is well-structured and is not overly

complex.

11465 Ev

aluator action elements

11.4.6.5.1 ADV_INT.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
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11.4.6.5.2 ADV_INT.3.2E

The evaluator shall perform an internals analysis on the entire TSF.

11.5 Security policy modelling (ADV_SPM)

11.5.1 Objectives

It is the objective of this family to provide additional assurance from the development of a formal security

policy model of the TSF, and establishing a correspondence between the functional specification and this
security policy model. Preserving internal consistency the security policy model is expected to formally
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Component levelling
amily contains only one component.
Application notes

quacies in a TOE can result either from a failure in understanding thejsecurity requireme
l implementation of those security requirements. Defining the S€curity requirements
e their understanding may be problematic because the definition“must be sufficiently prec
ired results or subtle flaws during implementation of the TOE~Throughout the design, im
review processes, the modelled security requirements. may be used as precise
mentation guidance, thereby providing increased assurance that the modelled security req
ed by the TOE. The precision of the model and resulting guidance is significantly improv
pdel in a formal language and verifying the securityrequirements by formal proof.

A

[«

creation of a formal security policy model heélps to identify and eliminate ambiguous,
dictory, or unenforceable security policy.elements. Once the TOE has been built, the
5 the evaluation effort by contributing tovthe evaluator's judgement of how well the d
stood the security functionality being implemented and whether there are inconsistencies

Nns no inconsistencies.

mal security model is a précise formal presentation of the important aspects of secu
nship to the behaviour of the TOE; it identifies the set of rules and practises that regulates
ges, protects, and otherwise controls the system resources. The model includes the set

roperties that specif§show information and computing resources are prevented from being u
FRs, accompanied-by a persuasive set of engineering arguments showing that these re

ty functionality; as well as ancillary text to explain the model and to provide it with context
iour of the,TSF is modelled both in terms of external behaviour (i.e. how the TSF interacts
TOE and-with its operational environment), as well as its internal behaviour.

ecurity Policy Model of the TOE is informally abstracted from its realisation by considering

nts or from a
dequately to
se to prevent
blementation,
design and
lirements are
bd by casting

inconsistent,
formal model
eveloper has
between the

ty requirements and the TOE design."The confidence in the model is accompanied by & proof that it

rity and their
how the TSF
bf restrictions
sed to violate
strictions and

rties play a key role in the enforcement of the SFRs. It consists both of the formalisms thgt express the

The security
with the rest

the proposed

Secur!

ty requirements of the S1. 'he nformal abstraction IS taken 10 be successtul It the 10

's principles

(also termed “invariants”) turn out to be enforced by its characteristics. The purpose of formal methods lies
within the enhancement of the rigour of enforcement. Informal arguments are always prone to fallacies;
especially if relationships among subjects, objects and operations get more and more involved. In order to
minimise the risk of insecure state arrivals the rules and characteristics of the security policy model are
mapped to respective properties and features within some formal system, whose rigour and strength can
afterwards be used to obtain the security properties by means of theorems and formal proof.

While the term “formal security policy model” is used in academic circles, ISO/IEC 15408's approach has no
fixed definition of “security”; it would equate to whatever SFRs are being claimed. Therefore, the formal
security policy model is merely a formal representation of the set of SFRs being claimed.
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The term security policy has traditionally been associated with only access control policies, whether label-
based (mandatory access control) or user-based (discretionary access control). However, a security policy is
not limited to access control; there are also audit policies, identification policies, authentication policies,
encryption policies, management policies, and any other security policies that are enforced by the TOE, as
described in the PP/ST. ADV_SPM.1.1D contains an assignment for identifying these policies that are formally

modelled.

11.5.4 ADV_SPM.1 Formal TOE security policy model

Dependencies: ADV_FSP.4 Complete functional specification

11.5.4.1 Deuveloperactionelements

11.5.4.1.1 ADV_SPM.1.1D

The developpr shall provide a formal security policy model for the [assignment: list of policies that are
formally modlelled].

11.54.1.2 ADV_SPM.1.2D

For each pdlicy covered by the formal security policy model, the modelshall identify the relpvant
portions of the statement of SFRs that make up that policy.

11.5.4.1.3 ADV_SPM.1.3D

The developer shall provide a formal proof of correspondencé between the model and any fprmal
functional specification.

11.5.4.1.4 ADV_SPM.1.4D

The developpr shall provide a demonstration of corfespondence between the model and the functional

specification.
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ntent and presentation elements
DV_SPM.1.1C

thall be in a formal, style, supported by explanatory text as required, and identif]
cies of the TSF thatiare modelled.

DV_SPM.1.2€

es that(are modelled, the model shall define security for the TOE and provide a f
e TOE-cannot reach a state that is not secure.

y the

brmal

DV/SPM.1.3C

The correspondence between the model and the functional specification shall be at the correct level of

formality.

11.5.4.2.4 ADV_SPM.1.4C

The correspondence shall show that the functional specification is consistent and complete with

respect to th

e model.

11.5.4.2.5 ADV_SPM.1.5C

The demonstration of correspondence shall show that the interfaces in the functional specification are

consistent al
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nd complete with respect to the policies in the ADV_SPM.1.1D assignment.
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11.5.4.3 Evaluator action elements

11.5.43.1 ADV_SPM.1.1E

8-3:2008(E)

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

11.6

TOE design (ADV_TDS)

11.6.1 Objectives
The design—deseriptionr—of—a—TOE—provides—boeth—eonte or—a—deseriptieon—oef—the —ang a thorough
descr|ption of the TSF. As assurance needs increase, the level of detail provided in the.degcription also

incres

ses. As the size and complexity of the TSF increase, multiple levels of decomposition-arg

appropriate.

The design requirements are intended to provide information (commensurate with the given asgurance level)
so thgt a determination can be made that the security functional requirements are realised.

11.6.2 Component levelling

The domponents in this family are levelled on the basis of the amount of information that is required to be
presented with respect to the TSF, and on the degree of formalism required-of the design description.

11.6.3 Application notes

The doal of design documentation is to provide sufficient infermation to determine the TSF bouhdary, and to
descrlbe how the TSF implements the Security Functional~"Requirements. The amount and stlucture of the
desigh documentation will depend on the complexity of the*"TOE and the number of SFRs; in general, a very
complex TOE with a large number of SFRs will requitexmore design documentation than a very simple TOE
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detai

menting only a few SFRs. Very complex TOEs*will benefit (in terms of the assurance provi
ction of differing levels of decomposition in describing the design, while very simple TOEs ¢
high-level and low-level descriptions of its implementation.
family uses two levels of decomposition: the subsystem and the module. A module is the
ption of functionality: it is a description of the implementation. A developer should be able
Irt of the TOE described by the module with no further design decisions. A subsystem is a

sign of the TOE; it helps tofprovide a high-level description of what a portion of the TOE
As such, a subsystem (may be further divided into lower-level subsystems, or into m
ex TOEs might require ‘several levels of subsystems in order to adequately convey a usef
v the TOE works. Very'simple TOEs, in contrast, might not require a subsystem level of dg
e might clearly describe how the TOE works.

Hed) from the
lo not require

most specific
to implement
description of
is doing and
odules. Very
ul description
escription; the

eneral approach adopted for design documentation is that, as the level of assurance i
asis of deseription shifts from the general (subsystem level) to more (module level) d
a module-level of abstraction is appropriate because the TOE is simple enough to be de
e level, yet the level of assurance calls for a subsystem level of description, the module-le
will suffice. For complex TOEs, however, this is not the case: an enormous amount of (

creases, the
ail. In cases
cribed at the
el description
odule-level)

This approach follows the general paradigm that providing additional detail about the implementation of the
TSF will result in greater assurance that the SFRs are implemented correctly, and provide information that can
be used to demonstrate this in testing (ATE: Tests).

In the requirements for this family, the term interface is used as the means of communication (between two
subsystems or modules). It describes how the communication is invoked; this is similar to the details of TSFI
(see Functional specification (ADV_FSP)). The term interaction is used to identify the purpose for
communication; it identifies why two subsystems or modules are communicating.
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11.6.3.1 Detail about the Subsystems and Modules

The requirements define collections of details about subsystems and modules to be provided:

a)

b)

c)

)]

i)

Subsystems [and modules;,_and “SFR-enforcing”, etc. are all further explained in greater detail in
ADV_TDS: Spbsystems and Modules.

11.6.4 ADV_|TDS.LkBasic design

Dependencies: <\ ADV_FSP.2 Security-enforcing functional specification

The subsystems and modules are identified with a simple list of what they are.

Subsystems and modules may be categorised (either implicitly or explicitly) as “SFR-enforcing”, “SFR-
supporting”, or “SFR-non-interfering”; these terms are used the same as they are used in Functional

specification (ADV_FSP).

A subsystem's behawour is what it does. The behawour may also be categorlsed as SFR enforcmg,
supporting—c C 3 3
relevant than the category of the subsystem |tseIf For example an SFR enforcmg subsystem can
SFR-enfprcing behaviour as well as SFR-supporting or SFR-non-interfering behaviour.

A behavipur summary of a subsystem is an overview of the actions it performs (e.g. “The TCP subs
assembles IP datagrams into reliable byte streams”).

A behavipur description of a subsystem is an explanation of everything it does. This-description sho
at a level of detail that one can readily determine whether the behaviour(has any relevance
enforcement of the SFRs.

subsystems or modules communicate, and characterises the information that is passed. It ne
define the information to the same level of detail as an interface specification. For example, it wo
sufficienf to say “subsystem X requests a block of memory frotn the memory manager, which res
with the location of the allocated memory.

A description of interactions among or between subsystems or miodules identifies the reaso% that

A description of interfaces provides the details of how\the interactions among modules are ach
Rather than describing the reason the modules are_cammunicating or the purpose of their communi
(that is, the description of interactions), the descfiption of interfaces describes the details of ho

SFR-
8- SFR-
have

ystem

uld be
o the

d not
Id be
bonds

eved.
cation
v that

communl|cation is accomplished, in terms of thelstructure and contents of the messages, semapfores,

internal process communications, etc.
The purpose describes how a module provides their functionality. It provides sufficient detail th
further design decisions are needed( TFhe correspondence between the implementation represen
that implements the module, and the purpose of the module should be readily apparent.

A modul¢ is otherwise described in terms of whatever is identified in the element.

at no
tation

A4,

11.6.4.1 Developer action elements

11.6.4.1.1 ADV_TDS.1.1D

The developer shall provide the design of the TOE.

11.6.4.1.2 ADV_TDS.1.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level
of decomposition available in the TOE design.
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11.6.4.2 Content and presentation elements

11.6.4.21 ADV_TDS.1.1C

The design shall describe the structure of the TOE in terms of subsystems.
11.6.4.2.2 ADV_TDS.1.2C

The design shall identify all subsystems of the TSF.

11.6.4.2.3 ADV_TDS.1.3C

The design shall describe the behaviour of each SFR-supporting or SFR-non-iptgrfering TSF
subsystem in sufficient detail to determine that it is not SFR-enforcing.

11.6.4.2.4 ADV_TDS.1.4C
The design shall summarise the SFR-enforcing behaviour of the SFR-enforcing subsystenys.
11.6.4.25 ADV_TDS.1.5C

The design shall provide a description of the interactions among\SFR-enforcing subsystems of the
TSF, pnd between the SFR-enforcing subsystems of the TSF andyother subsystems of the [TSF.

11.6.4.2.6 ADV_TDS.1.6C

The mapping shall demonstrate that all behaviour described in the TOE design is mapped|to the TSFls
that ihvoke it.

11.6.4.3 Evaluator action elements
11.6.4.3.1 ADV_TDS.1.1E

The ¢valuator shall confirm that th@ information provided meets all requirements for [content and
presgntation of evidence.

11.6.4.3.2 ADV_TDS.1.2E

The gvaluator shall determine that the design is an accurate and complete instantiation of all security
functjonal requirements:

11.6.% ADV_TDS.2 Architectural design

Depepdencigs: ADV_FSP.3 Functional specification with complete summary

11.6.%.1. v Developer action elements

11.6.5.1.1 ADV_TDS.2.1D
The developer shall provide the design of the TOE.
11.6.5.1.2 ADV_TDS.2.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level of
decomposition available in the TOE design.
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11.6.5.2 Co

ntent and presentation elements

11.6.5.2.1 ADV_TDS.2.1C

The design shall describe the structure of the TOE in terms of subsystems.

11.6.5.2.2 ADV_TDS.2.2C

The design shall identify all subsystems of the TSF.

11.6.5.2.3 ADV_TDS.2.3C

The design
sufficient to

11.6.5.24 A
The design s
11.6.5.25 A

The design s
subsystems.

116526 A
The design s
11.6.5.2.7 A
The design 4
11.6.5.28 A

The mapping
invoke it.

11.6.5.3 Eyv
11.6.5.3.1 A

The evaluato
of evidence.

11.6.5.3.2 A

shall describe the behaviour of each SFR non-interfering subsystem of the TSE.in
determine that it is SFR non-interfering.

DV_TDS.2.4C

hall describe the SFR-enforcing behaviour of the SFR-enforcing subsystems:
DV_TDS.2.5C

hall summarise the SFR-supporting and SFR-non-interfering bghaviour of the SFR-enf
DV_TDS.2.6C

pall summarise the behaviour of the SFR-supporting subsystems.

DV_TDS.2.7C

hall provide a description of the interactions among all subsystems of the TSF.
DV_TDS.2.8C

shall demonstrate that all behaviour described in the TOE design is mapped to the TSFlI

@dluator action elements
DV_TDS.2.1E

- shall confifm» that the information provided meets all requirements for content and presen

DV EDS.2.2E

detail

brcing

s that

tation

The evaluator shall determine that the design is an accurate and complete instantiation of all security

functional req

uirements.

11.6.6 ADV_TDS.3 Basic modular design

Dependencies:

ADV_FSP.4 Complete functional specification

11.6.6.1 Developer action elements

11.6.6.1.1 ADV_TDS.3.1D

The developer shall provide the design of the TOE.
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11.6.6.1.2 ADV_TDS.3.2D

The developer shall provide a mapping from the TSFI of the functional specification to the lowest level of
decomposition available in the TOE design.

11.6.6.2 Content and presentation elements

11.6.6.2.1 ADV_TDS.3.1C

Thed

esign shall describe the structure of the TOE in terms of subsystems.

11.6.622—ABDNVTDS32C

The d

11.6.4

The d

11.6.4

The d

11.6.4

The d

11.6.4

The d

11.6.4

The d
moddy

11.6.4

The q
valueg

11.6.4

The d
and i

esign shall describe the TSF in terms of modules.

2.3 ADV_TDS.3.3C

esign shall identify all subsystems of the TSF.

.2.4 ADV_TDS.3.4C

esign shall provide a description of each subsystem of the TSR:

.2.5 ADV_TDS.3.5C

esign shall provide a description of the interactions amang all subsystems of the TSF.
.2.6 ADV_TDS.3.6C

esign shall provide a mapping from the stbsystems of the TSF to the modules of the
.2.7 ADV_TDS.3.7C

esign shall describe each SFR-enforcing module in terms of its purpose and interactid
les.

2.8 ADV_TDS.3.8C

esign shall describe each SFR-enforcing module in terms of its SFR-related interf
s from those interfaces, interaction with and called interfaces to other modules.

2.9 ADV2TDS.3.9C

esign'shall describe each SFR-supporting or SFR-non-interfering module in terms of
hteraction with other modules.

11.6.6.2.10 ADV_TDS.3.10C

TSF.

n with other

aces, return

its purpose

The mapping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFls that
invoke it.

11.6.6.3 Evaluator action elements

11.6.6.3.1 ADV_TDS.3.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.
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11.6.6.3.2 ADV_TDS.3.2E

The evaluator shall determine that the design is an accurate and complete instantiation of all security
functional requirements.

11.6.7 ADV_TDS.4 Semiformal modular design
Dependencies: ADV_FSP.5 Complete semi-formal functional specification with additional error information

11.6.7.1 Developer action elements

11.6.7.1.1 APNVTFDSA41D
The developgr shall provide the design of the TOE.
11.6.7.1.2 ADV_TDS.4.2D

The developgr shall provide a mapping from the TSFI of the functional specification toxthe lowest leyel of
decomposition available in the TOE design.

11.6.7.2 Cgntent and presentation elements

11.6.7.2.1 ADV_TDS.4.1C

The design shall describe the structure of the TOE in terms of subsystems.
11.6.7.2.2 ADV_TDS.4.2C

The design shall describe the TSF in terms of modules, designating each module as SFR-enforcing,|SFR-
supporting, pr SFR-non-interfering.

11.6.7.2.3 ADV_TDS.4.3C
The design shall identify all subsystems of the TSF.
11.6.7.2.4 ADV_TDS.4.4C

The design shall provide a semiformal description of each subsystem of the TSF, supported by infdrmal,
explanatory fext where approptiate.

11.6.7.2.5 ADV_TDS.4.5C
The design shall provide a description of the interactions among all subsystems of the TSF.

11.6.7.2.6 ADY_.TDS.4.6C

The design shall provide a mapping from the subsystems of the TSF to the modules of the TSF.
11.6.7.2.7 ADV_TDS.4.7C

The design shall describe each SFR-enforcing and SFR-supporting module in terms of its purpose and
interaction with other modules.

11.6.7.2.8 ADV_TDS.4.8C

The design shall describe each SFR-enforcing and SFR-supporting module in terms of its SFR-related
interfaces, return values from those interfaces, interaction with and called interfaces to other modules.
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11.6.7.2.9 ADV_TDS.4.9C

The design shall describe each SFR-non-interfering module in terms of its purpose and interaction with other
modules.

11.6.7.2.10 ADV_TDS.4.10C

The mapping shall demonstrate that all behaviour described in the TOE design is mapped to the TSFls that
invoke it.

11.6.7.3 Evaluator action elements

11.6.7.3.1 ADV_TDS.4.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of evigence.

11.6.7.3.2 ADV_TDS.4.2E

The ¢valuator shall determine that the design is an accurate and complete instantiation df all security
functipnal requirements.

11.6.8 ADV_TDS.5 Complete semiformal modular design
Depenpdencies: ADV_FSP.5 Complete semi-formal functional ‘specification with additional errorjinformation
11.6.8.1 Developer action elements

11.6.8.1.1 ADV_TDS.5.1D

The developer shall provide the design of the TOE.
11.6.8.1.2 ADV_TDS.5.2D

The developer shall provide a mapping from the TSFI of the functional specification to the Idqwest level of
decorposition available in the TOE-design.

11.6.8.2 Content and presentation elements
11.6.8.2.1 ADV_TD8:5:1C
The design shall’describe the structure of the TOE in terms of subsystems.

11.6.8.2.2 ;ABV_TDS.5.2C

The design shall describe the TSF in terms of modules, designating each module as SFR-enforcing, SFR-
supporting, or SFR-non-interfering.

11.6.8.2.3 ADV_TDS.5.3C
The design shall identify all subsystems of the TSF.
11.6.8.2.4 ADV_TDS.5.4C

The design shall provide a semiformal description of each subsystem of the TSF, supported by informal,
explanatory text where appropriate.
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11.6.8.2.5 ADV_TDS.5.5C

The design shall provide a description of the interactions among all subsystems of the TSF.

11.6.8.2.6 ADV_TDS.5.6C

The design shall provide a mapping from the subsystems of the TSF to the modules of the TSF.

11.6.8.2.7 ADV_TDS.5.7C

The design shall provide a semiformal description of each module in terms of its purpose, interaction,

interfaces, rg
informal, exy

11.6.8.2.8 A

The mapping
invoke it.

11.6.8.3 Eyv
11.6.8.3.1 A

The evaluato
of evidence.

11.6.8.3.2 A

The evaluatd
functional req

11.6.9 ADV |

Dependencie
specification

11.6.9.1 Des
11.6.9.1.1 A
The developd

11.6.9.1.2 A

turn valbige fram thacg intarfacas  and callad interfaces to other maodildles —siinnaort
R4t HOH—ROS HeHa —aRa—eaHea— e Ha685—+ tHHS—OatheSs; PP+

lanatory text where appropriate.
DV_TDS.5.8C

shall demonstrate that all behaviour described in the TOE design is mapped.té the TSFI

@luator action elements
DV_TDS.5.1E

- shall confirm that the information provided meets all requirements for content and presen

DV_TDS.5.2E

r shall determine that the design is an accurate and complete instantiation of all s
uirements.

TDS.6 Complete semiformal modular-design with formal high-level design presentati
5. ADV_FSP.6 Complete semi-formal functional specification with additional f
\veloper action elements

DV_TDS.6.1D

r shall provideithe design of the TOE.

DV_TD$.6.2D

The develop

¢

decompositioh ‘available in the TOE design.

shall provide a mapping from the TSFI of the functional specification to the lowest le

d by

s that

tation

curity

DN

ormal

vel of

11.6.9.1.3 ADV_TDS.6.3D

The developer shall provide a formal specification of the TSF subsystems.

11.6.9.1.4 ADV_TDS.6.4D

The developer shall provide a proof of correspondence between the formal specifications of the TSF

subsystems
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and of the functional specification.

© ISO/IEC 2008 - All rights reserved


https://iecnorm.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

11.6.9.2 Content and presentation elements

11.6.9.2.1 ADV_TDS.6.1C

Thed

esign shall describe the structure of the TOE in terms of subsystems.

11.6.9.2.2 ADV_TDS.6.2C

The design shall describe the TSF in terms of modules, designating each module as SFR-enforcing, SFR-
supporting, or SFR-non-interfering.

11.6.9-

The d
11.6.9

The
expla

11.6.4
The d
11.6.4
The d
11.6.4

The d
from

appro
11.6.9

The f
by inf

11.6.9

The n
invok

11.6.9

23 ADV-TDS.6-3C
esign shall identify all subsystems of the TSF.

.2.4 ADV_TDS.6.4C

esign shall provide a semiformal description of each subsystem of the  TSF, supported
natory text where appropriate.

).2.5 ADV_TDS.6.5C

esign shall provide a description of the interactions among all subsystems of the TSF.

.2.6 ADV_TDS.6.6C

esign shall provide a mapping from the subsystems.of'the TSF to the modules of the TSF.
.2.7 ADV_TDS.6.7C

esign shall describe in semiformal style each module in terms of its purpose, interfaces,
S:i)asg.interfaces, and called interfaces-to other modules, supported by informal, explanato

).2.8 ADV_TDS.6.8C

brmal specification of the/TSF subsystems shall describe the TSF using a formal styl
ormal, explanatory text where appropriate.

).2.9 ADV_TDS$:6:9C

b it.

.210.ADV_TDS.6.10C

by informal,

return values
ry text where

b, supported

happing shall’demonstrate that all behaviour described in the TOE design is mapped to the TSFls that

The proof of correspondence between the formal specifications of the TSF subsystems and of the
functional specification shall demonstrate that all behaviour described in the TOE design is a correct

and c

omplete refinement of the TSFI that invoked it.

11.6.9.3 Evaluator action elements

11.6.9.3.1 ADV_TDS.6.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

© ISO/IEC 2008 - All rights reserved

77


https://iecnorm.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

11.6.9.3.2 ADV_TDS.6.2E

The evaluator shall determine that the design is an accurate and complete instantiation of all security
functional requirements.

12 Class AGD: Guidance documents

The guidance documents class provides the requirements for guidance documentation for all user roles. For
the secure preparation and operation of the TOE it is necessary to describe all relevant aspects for the secure
handling of the TOE. The class also addresses the possibility of unintended incorrect configuration or handling
of the TOE.

In many casts it may be appropriate that guidance is provided in separate documents for preparatioh and
operation of [the TOE, or even separate for different user roles as end-users, administrators,(application
programmerg using software or hardware interfaces, etc.

The guidancg documents class is subdivided into two families which are concerned with the-preparativg user
guidance (wlhat has to be done to transform the delivered TOE into its evaluated.\Configuration in the
operational epvironment as described in the ST) and with the operational user guidance(what has to beldone
during the opgration of the TOE in its evaluated configuration).

Figure 12 shows the families within this class, and the hierarchy of componerits)within the families.

AGD _ OPE: Operational user guidance 1

AGD PRE: Preparative procedures 1

Figure 12 - AGD: Guidance'documents class decomposition
12.1 Operational user guidance (AGD *OPE)

12.1.1 Objeqtives

Operational yser guidance refers.to.written material that is intended to be used by all types of users pf the
TOE in its evaluated configuration:'end-users, persons responsible for maintaining and administering the TOE
in a correct [manner for maXithum security, and by others (e.g. programmers) using the TOE's external
interfaces. Operational user ‘guidance describes the security functionality provided by the TSF, prqvides
instructions and guidelines-(including warnings), helps to understand the TSF and includes the security-¢ritical
information, and the\security-critical actions required, for its secure use. Misleading and unreasgnable
guidance shquld (be. absent from the guidance documentation, and secure procedures for all modes of
operation shquld/be addressed. Insecure states should be easy to detect.

The operational user guidance provides a measure of confidence that non-malicious users, administrators,
application providers and others exercising the external interfaces of the TOE will understand the secure
operation of the TOE and will use it as intended. The evaluation of the user guidance includes investigating
whether the TOE can be used in a manner that is insecure but that the user of the TOE would reasonably
believe to be secure. The objective is to minimise the risk of human or other errors in operation that may
deactivate, disable, or fail to activate security functionality, resulting in an undetected insecure state.

12.1.2 Component levelling

This family contains only one component.
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12.1.3 Application notes

There may be different user roles or groups that are recognised by the TOE and that can interact with the
TSF. These user roles and groups should be taken into consideration by the operational user guidance. They
may be roughly grouped into administrators and non-administrative users, or more specifically grouped into
persons responsible for receiving, accepting, installing and maintaining the TOE, application programmers,
revisors, auditors, daily-management, end-users. Each role can encompass an extensive set of capabilities, or
can be a single one.

The requirement AGD_OPE.1.1C encompasses the aspect that any warnings to the users during operation of

a TOE with regard to the security problem definition and the security objectives for the operational
enviraoment described in the PP/ST are alnprnlnrin’rply cavered in the user gllidnnrp

The doncept of secure values, as employed in AGD_OPE.1.3C, has relevance where a user.hag control over
secur|ty parameters. Guidance needs to be provided on secure and insecure settings for such parameters.

AGD |OPE.1.4C requires that the user guidance describes the appropriate reactiens to all sequrity-relevant
events. Although many security-relevant events are the result of performing functions, this need not always be
the case (e.g. the audit log fills up, an intrusion is detected). Furthermoreja-security-relevapt event may
happen as a result of a specific chain of functions or, conversely, several security-relevant eyents may be
triggefed by one function.

AGD [OPE.1.7C requires that the user guidance is clear and (feasonable. Misleading or ynreasonable
guidahce may result in a user of the TOE believing that the TOE is sécure when it is not.

An example of misleading guidance would be the descriptioh of a single guidance instruction that could be
parsed in more than one way, one of which may result ind@ninsecure state.

An example of unreasonable guidance would béja recommendation to follow a procedude that is so
complicated that it cannot reasonably be expecteddhat users will follow this guidance.

12.1.4 AGD_OPE.1 Operational user guidahce
Dependencies: ADV_FSP.1 Basic functional specification
12.1.4.1 Developer action elements

12.1.4.1.1 AGD_OPE.1.1D

The developer shall previde operational user guidance.
12.1.4.2 Contentand presentation elements

12.1.4.2.1 -AGD_OPE.1.1C

The gpétrational user guidance shall describe, for each user role, the user-accessible fynctions and
privileges that should be conirolled In a Secure processing environment, ncluding appropriate
warnings.

12.1.4.2.2 AGD_OPE.1.2C

The operational user guidance shall describe, for each user role, how to use the available interfaces
provided by the TOE in a secure manner.

12.1.4.2.3 AGD_OPE.1.3C
The operational user guidance shall describe, for each user role, the available functions and

interfaces, in particular all security parameters under the control of the user, indicating secure values
as appropriate.
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12.1.4.2.4 AGD_OPE.1.4C

The operational user guidance shall, for each user role, clearly present each type of security-relevant
event relative to the user-accessible functions that need to be performed, including changing the
security characteristics of entities under the control of the TSF.

12.1.4.2.5 AGD_OPE.1.5C
The operational user guidance shall identify all possible modes of operation of the TOE (including

operation following failure or operational error), their consequences and implications for maintaining
secure operation.

12.1.4.2.6 AGD_OPE.1.6C

The operatignal user guidance shall, for each user role, describe the security measures to be followed
in order to fylfil the security objectives for the operational environment as described in the'ST.

12.1.4.2.7 AGD_OPE.1.7C

The operatignal user guidance shall be clear and reasonable.
12.1.4.3 Evjpluator action elements

12.1.4.3.1 AGD_OPE.1.1E

The evaluatpr shall confirm that the information provided meets all requirements for content and
presentation| of evidence.

12.2 Preparative procedures (AGD_PRE)
12.2.1 Objeqtives

Preparative procedures are useful for ensuring-that the TOE has been received and installed in a secure
manner as intended by the developer. The requirements for preparation call for a secure transition from the
delivered TOE to its initial operational environment. This includes investigating whether the TOE czn be
configured or|installed in a manner that.s-insecure but that the user of the TOE would reasonably beli¢ve to
be secure.
12.2.2 Component levelling

This family cgntains only one component.

12.2.3 Application notes

It is recognised_ that'the application of these requirements will vary depending on aspects such as whether the
TOE is deliered in an operational state, or whether it has to be installed at the TOE owner's site, etc.

The first process covered by the preparative procedures is the consumer's secure acceptance of the received
TOE in accordance with the developer's delivery procedures. If the developer has not defined delivery
procedures, security of the acceptance has to be ensured otherwise.

Installation of the TOE includes transforming its operational environment into a state that conforms to the
security objectives for the operational environment provided in the ST.

It might also be the case that no installation is necessary, for example a smart card. In this case it may be
inappropriate to require and analyse installation procedures.

The requirements in this assurance family are presented separately from those in the Operational user
guidance (AGD_OPE) family, due to the infrequent, possibly one-time use of the preparative procedures.
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12.2.4 AGD_PRE.1 Preparative procedures

Dependencies: No dependencies.

12.2.4.1 Developer action elements

12.2.4.1.1 AGD_PRE.1.1D

The developer shall provide the TOE including its preparative procedures.

12.2.4.2 Content and presentation elements

12.2.4.2.1 AGD_PRE.1.1C

The preparative procedures shall describe all the steps necessary for secure. accepffance of the
delivered TOE in accordance with the developer's delivery procedures.

12.2.4.2.2 AGD_PRE.1.2C
The preparative procedures shall describe all the steps necessary far secure installation of the TOE
and for the secure preparation of the operational environmentlify accordance with fhe security
objedtives for the operational environment as described in the ST
12.2.4.3 Evaluator action elements

12.2.4.3.1 AGD_PRE.1.1E

The ¢valuator shall confirm that the information>provided meets all requirements for [content and
presgntation of evidence.

12.2.4.3.2 AGD_PRE.1.2E

The evaluator shall apply the preparative procedures to confirm that the TOE can pe prepared
secutlely for operation.

13 (Class ALC: Life-cyclg'support

Life-cycle support is an aspect of establishing discipline and control in the processes of refinemept of the TOE
during its development and maintenance. Confidence in the correspondence between the [TOE security
requirements and the TOE is greater if security analysis and the production of the evidence afe done on a
regular basis as an.integral part of the development and maintenance activities.

In the| productilife-cycle it is distinguished whether the TOE is under the responsibility of the developer or the
user rather-than whether it is located in the development or user environment. The point of trgnsition is the
moment’where the TOE is handed over to the user. This is also the point of transition from the ALC to the
AGD tlass

The ALC class consists of seven families. Life-cycle definition (ALC_LCD) is the high-level description of the
TOE life-cycle; CM capabilities (ALC_CMC) a more detailed description of the management of the
configuration items. CM scope (ALC_CMS) requires a minimum set of configuration items to be managed in
the defined way. Development security (ALC_DVS) is concerned with the developer's physical, procedural,
personnel, and other security measures; Tools and techniques (ALC_TAT) with the development tools and
implementation standards used by the developer; Flaw remediation (ALC_FLR) with the handling of security
flaws. Delivery (ALC_DEL) defines the procedures used for the delivery of the TOE to the consumer. Delivery
processes occurring during the development of the TOE are denoted rather as transportations, and are
handled in the context of integration and acceptance procedures in other families of this class.
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Throughout this class, development and related terms (developer, develop) are meant in the more general
sense to comprise development and production, whereas production specifically means the process of
transforming the implementation representation into the final TOE.

Figure 13 shows the families within this class, and the hierarchy of components within the families.

ALC CMC: CM capabilities

ALC CMS: CM scope

13.1 CM cdpabilities (ALC_CMC)

13.1.1 Objed

Configuration
establishes th
and the relate
they control,

The objective
meant to red
occur. The (
subsequent n

The objective]
automated an
modification,

The objective]

ALC_DEL: Dehvery

ALC_DVS: Development security

ALC FLR: Flaw remediation

ALC LCD: Life-cycle definition

ALC_TAT: Tools and techniques

Figure 13 - ALC: Life-cycle support class decomposition

tives

management (CM) is one means for increasing assurance that the TOE meets the SFR
is by requiring discipline and control in the*processes of refinement and modification of thq
d information. CM systems are put in place to ensure the integrity of the portions of the TO
by providing a method of tracking any, changes, and by ensuring that all changes are author

of this family is to require thé-developer's CM system to have certain capabilities. Theg
uce the likelihood that aceidental or unauthorised modifications of the configuration iten
M system should ensure’the integrity of the TOE from the early design stages throu
haintenance efforts.

d manual CMtsystems can be bypassed, ignored, or proven insufficient to prevent unauth
putomated/systems are less susceptible to human error or negligence.

s of this-family include the following:

5. CM
TOE
E that
sed.

e are
s will
gh all

of introducing attomated CM tools is to increase the effectiveness of the CM system. Whilg both

brised

a) ensuring

that'the TOE is correct and complete before it is sent to the consumer;

b) ensuring

c)

that no configuration items are missed during evaluation;

preventing unauthorised modification, addition, or deletion of TOE configuration items.

13.1.2 Component levelling

The components in this family are levelled on the basis of the CM system capabilities, the scope of the CM
documentation and the evidence provided by the developer.
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13.1.3 Application notes

While it is desired that CM be applied from the early design stages and continue into the future, this family
requires that CM be in place and in use prior to the end of the evaluation.

In the case where the TOE is a subset of a product, the requirements of this family apply only to the TOE
configuration items, not to the product as a whole.

For developers that have separate CM systems for different life-cycle phases (for example development,
production and/or the final product), it is required to document all of them. For evaluation purposes, the
separate CM systems should be regarded as parts of an overall CM system which is addressed in the criteria.

Similg
in use
criteri

rly, if parts of the TOE are produced by different developers or at different sites, the CM's
at the different places should be regarded as parts of an overall CM system which isiadd
B. In this situation, integration aspects have also to be taken into account.

Several elements of this family refer to configuration items. These elements identify )CM requir

impod
devel
be ind

ALC |
also 1
config

ALC |
in ac
shaps
devel
syste

ALC |
produ
that th

ALC_|
chang

ed on all items identified in the configuration list, but leave the contents of.theist to the dis
bper. CM scope (ALC_CMS) can be used to narrow this discretion by identifying specific itg
luded in the configuration list, and hence covered by CM.

CMC.2.3C introduces a requirement that the CM system uniquely ‘identify all configuratio
equires that modifications to configuration items result in a new;-unique identifier being as
uration item.

CMC.3.8C introduces the requirement that the evideneg.shall demonstrate that the CM sys
cordance with the CM plan. Examples of such €vidence might be documentation sud
hots or audit trail output from the CM system, or a detailed demonstration of the CM s
bper. The evaluator is responsible for determining that this evidence is sufficient to show
m operates in accordance with the CM plan.

CMC.4.5C introduces a requirement that the CM system provide an automated means t
ction of the TOE. This requires that the’CM system provide an automated means to assist i
e correct configuration items are used in generating the TOE.

CMC.5.10C introduces a requirement that the CM system provide an automated means to
es between the TOE and its preceding version. If no previous version of the TOE exists,

still n¢eds to provide an automated means to ascertain the changes between the TOE and a fut

the T
13.1.4
Depe

13.1.4

DE.
| ALC_CMC.1 Labelling of the TOE
ndencies:~“ALC_CMS.1 TOE CM coverage

1.1, (Objectives

ystems being
ressed in the

ements to be
cretion of the
ms that must

n items. This
signed to the

tem operates
h as screen
ystem by the
that the CM

b support the
n determining

ascertain the
he developer
ire version of

A uni

ue reference IS required 1o ensure that there IS N0 ampbiguily In terms of which Instance

f the TOE is

being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of which
instance of the TOE they are using.

13.1.4.2 Developer action elements

13.1.4.21 ALC_CMC.1.1D

The developer shall provide the TOE and a reference for the TOE.
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13.1.43 Co

ntent and presentation elements

13.1.4.3.1 ALC_CMC.1.1C

The TOE shall be labelled with its unique reference.

13.1.44 Ev

aluator action elements

13.1.4.4.1 ALC_CMC.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentatio
13.1.5 ALC |
Dependencie
13.1.5.1 Of

A unique refe

being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of

instance of th
Unique ident
TOE, which i
TOE.

The use of 4
manner.

13.1.5.2 Ds¢
13.1.5.21 A
The developd
13.1.5.22 A
The develop
13.1.5.23 A
The develop

13.1.5.3 Co

olevidence

CMC.2 Use of a CM system
5.  ALC_CMS.1 TOE CM coverage
jectives

rence is required to ensure that there is no ambiguity in terms of which instance of the T

e TOE they are using.

fication of the configuration items leads to a clearer understanding of the composition
h turn helps to determine those items which are subject t@ the evaluation requirements fi

\veloper action elements

LC_CMC.2.1D

r shall provide the TOE and a.reférence for the TOE.
LC_CMC.2.2D

er shall provide the'CM documentation.
LC_CMC.2.3D.

br shall 0se a CM system.

ntent.and presentation elements

OE is
which

bf the
br the

CM system increases assurance that the configuration items are maintained in a confrolled

13.1.5.3.1 ALC_CMC.2.1C

The TOE sha

Il be labelled with its unique reference.

13.1.5.3.2 ALC_CMC.2.2C

The CM documentation shall describe the method used to uniquely identify the configuration items.

13.1.5.3.3 ALC_CMC.2.3C

The CM syst
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em shall uniquely identify all configuration items.
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13.1.5.4 Evaluator action elements

13.1.5.41 ALC_CMC.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

13.1.6 ALC_CMC.3 Authorisation controls

Dependencies: ALC_CMS.1 TOE CM coverage

13.1.4

A uni
being
instan

Unigy
TOE,
TOE.

The
mann

ALCDVS 1 ldentification-of security measures

ALC_LCD.1 Developer defined life-cycle model
.1 Objectives
que reference is required to ensure that there is no ambiguity in terms of which instance
evaluated. Labelling the TOE with its reference ensures that users of the“TOE can be a\
ce of the TOE they are using.
e identification of the configuration items leads to a clearer understanding of the comp

which in turn helps to determine those items which are subjectto the evaluation require

se of a CM system increases assurance that the configuration items are maintained in
er.

Providing controls to ensure that unauthorised modifications are not made to the TOE (“CM acg

and e

13.1.4

13.1.4

The d

13.1.4

The d

13.1.4

The d

13.1.4

hsuring proper functionality and use of the CM/system, helps to maintain the integrity of the
.2 Developer action elements

2.1 ALC_CMC.3.1D

eveloper shall provide the TOE and a reference for the TOE.

2.2 ALC_CMC.3.2D

eveloper shall provide the CM documentation.

.2.3 ALCHCMC.3.3D

evelopershall use a CM system.

pbf the TOE is
vare of which

bsition of the
ments for the

a controlled

ess control”),
TOE.

.3.vContent and presentation elements

13.1.6.3.1 ALC_CMC.3.1C

The TOE shall be labelled with its unique reference.

13.1.6.3.2 ALC_CMC.3.2C

The CM documentation shall describe the method used to uniquely identify the configuration items.

13.1.6.3.3 ALC_CMC.3.3C

The CM system shall uniquely identify all configuration items.
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13.1.6.3.4 ALC_CMC.3.4C

The CM system shall provide measures such that only authorised changes are made to the
configuration items.

13.1.6.3.5 ALC_CMC.3.5C
The CM documentation shall include a CM plan.
13.1.6.3.6 ALC_CMC.3.6C

The CM plan

13.1.6.3.7 ALC_CMC.3.7C

The evidende shall demonstrate that all configuration items are being maintained under the CM
system.

13.1.6.3.8 ALC_CMC.3.8C
The evidence shall demonstrate that the CM system is being operated in acedrdance with the CM|plan.
13.1.6.4 Evjaluator action elements
13.1.6.4.1 ALC_CMC.3.1E

The evaluatof shall confirm that the information provided meets<all fequirements for content and presentation
of evidence.

13.1.7 ALC_ICMC.4 Production support, acceptance.procedures and automation
Dependencies: ALC_CMS.1 TOE CM coverage

ALC_DVS.1 Identification of Security measures

ALC_LCD.1 Developet-defined life-cycle model

13.1.7.1 Oljectives

A unique refgrence is required to” ensure that there is no ambiguity in terms of which instance of the TIOE is
being evaluated. Labelling the TOE with its reference ensures that users of the TOE can be aware of which
instance of the TOE they aré using.
Unique identffication-of the configuration items leads to a clearer understanding of the composition of the

TOE, which ip furn/helps to determine those items which are subject to the evaluation requirements fpr the
TOE.

The use of a CM system increases assurance that the configuration items are maintained in a controlled
manner.

Providing controls to ensure that unauthorised modifications are not made to the TOE (“CM access control”),
and ensuring proper functionality and use of the CM system, helps to maintain the integrity of the TOE.

The purpose of the acceptance procedures is to ensure that the parts of the TOE are of adequate quality and
to confirm that any creation or modification of configuration items is authorised. Acceptance procedures are an
essential element in integration processes and in the life-cycle management of the TOE.

In development environments where the configuration items are complex, it is difficult to control changes
without the support of automated tools. In particular, these automated tools need to be able to support the
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numerous changes that occur during development and ensure that those changes are authorised. It is an
objective of this component to ensure that the configuration items are controlled through automated means. If
the TOE is developed by multiple developers, i.e. integration has to take place, the use of automatic tools is
adequate.

Production support procedures help to ensure that the generation of the TOE from a managed set of
configuration items is correctly performed in an authorised manner, particularly in the case when different
developers are involved and integration processes have to be carried out.

13.1.7.2 Developer action elements

13.1.7.21_ALC_CMC 4.1D
The developer shall provide the TOE and a reference for the TOE.
13.1.7.2.2 ALC_CMC.4.2D

The developer shall provide the CM documentation.

13.1.7.2.3 ALC_CMC.4.3D

The developer shall use a CM system.

13.1.7.3 Content and presentation elements

13.1.7.3.1 ALC_CMC.4.1C

The T|OE shall be labelled with its unique reference.

13.1.7.3.2 ALC_CMC.4.2C

2

The GM documentation shall describe the method used to uniquely identify the configuration item
13.1.7.3.3 ALC_CMC.4.3C
The M system shall uniquely idéntify all configuration items.
13.1.7.3.4 ALC_CMC.4.4¢C

The CM system shall" provide automated measures such that only authorised changes are|made to the
configuration items.

13.1.7.3.5 ALC*CMC.4.5C

The ¢Mssystem shall support the production of the TOE by automated means.

13.1.7.3.6 ALC_CMC.4.6C

The CM documentation shall include a CM plan.

13.1.7.3.7 ALC_CMC.A4.7C

The CM plan shall describe how the CM system is used for the development of the TOE.
13.1.7.3.8 ALC_CMC.4.8C

The CM plan shall describe the procedures used to accept modified or newly created configuration
items as part of the TOE.
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13.1.7.3.9 ALC_CMC.4.9C

The evidence

shall demonstrate that all configuration items are being maintained under the CM system.

13.1.7.3.10 ALC_CMC.4.10C

The evidence

13.1.7.4 Ev

shall demonstrate that the CM system is being operated in accordance with the CM plan.

aluator action elements

13.1.7.41 ALC_CMCA4.1E

The evaluatof shall confirm that the information provided meets all requirements for content and presentation
of evidence.
13.1.8 ALC_ICMC.5 Advanced support
Dependencies: ALC_CMS.1 TOE CM coverage

ALC_DVS.2 Sufficiency of security measures

ALC_LCD.1 Developer defined life-cycle model
13.1.8.1 Onjectives
A unique refgrence is required to ensure that there is no ambiguityyin terms of which instance of the TIOE is
being evaluatled. Labelling the TOE with its reference ensures that’users of the TOE can be aware of which
instance of the TOE they are using.
Unique identffication of the configuration items leads te.\@ clearer understanding of the composition of the
TOE, which ip turn helps to determine those items whieh are subject to the evaluation requirements for the

TOE.

The use of 4
manner.

Providing corn
and ensuring

The purpose
to confirm thg
essential elern

CM system increases assurance that the configuration items are maintained in a contf

trols to ensure that unauthorised modifications are not made to the TOE (“CM access cor
proper functionality and use of the CM system, helps to maintain the integrity of the TOE.

of the acceptance procedures is to ensure that the parts of the TOE are of adequate qualit
t any creationtor.modification of configuration items is authorised. Acceptance procedures 3
nent in integration processes and in the life-cycle management of the TOE.

In developm

n
without the sEpport of automated tools. In particular, these automated tools need to be able to suppd

numerous chianges that occur during development and ensure that those changes are authorised. It

rolled

trol”),

y and
re an

t envifonments where the configuration items are complex, it is difficult to control changes

rt the
is an

objective of this component to ensure that the configuration items are controlled through automated means. If
the TOE is developed by multiple developers, i.e. integration has to take place, the use of automatic tools is
adequate.

Production support procedures help to ensure that the generation of the TOE from a managed set of
configuration items is correctly performed in an authorised manner, particularly in the case when different
developers are involved and integration processes have to be carried out.

Requiring that the CM system be able to identify the version of the implementation representation from which
the TOE is generated helps to ensure that the integrity of this material is preserved by the appropriate
technical, physical and procedural safeguards.
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Providing an automated means of ascertaining changes between versions of the TOE and identifying which
configuration items are affected by modifications to other configuration items assists in determining the impact
of the changes between successive versions of the TOE. This in turn can provide valuable information in
determining whether changes to the TOE result in all configuration items being consistent with one another.
13.1.8.2 Developer action elements

13.1.8.2.1 ALC_CMC.5.1D

The developer shall provide the TOE and a reference for the TOE.

13.1.8.22ALC CMC.5.2D

The developer shall provide the CM documentation.
13.1.8.2.3 ALC_CMC.5.3D

The developer shall use a CM system.

13.1.8.3 Content and presentation elements
13.1.8.3.1 ALC_CMC.5.1C

The T|OE shall be labelled with its unique reference.
13.1.8.3.2 ALC_CMC.5.2C

The GM documentation shall describe the method used.to uniquely identify the configuration item

»

13.1.8.3.3 ALC_CMC.5.3C

The €M documentation shall justify thatsthe acceptance procedures provide for an aflequate and
apprqpriate review of changes to all canfiguration items.

13.1.8.3.4 ALC_CMC.5.4C
The GM system shall uniquely idéntify all configuration items.
13.1.8.3.5 ALC_CMC.5:5C

The CM system shall provide automated measures such that only authorised changes are [made to the
configuration items;

13.1.8.3.6 -;ARC_CMC.5.6C

The GM\system shall support the production of the TOE by automated means.

13.1.8.3.7 ALC_CMC.5.7C

The CM system shall ensure that the person responsible for accepting a configuration item into CM is
not the person who developed it.

13.1.8.3.8 ALC_CMC.5.8C

The CM system shall identify the configuration items that comprise the TSF.
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13.1.8.3.9 ALC_CMC.5.9C

The CM system shall support the audit of all changes to the TOE by automated means, including the

originator, d

ate, and time in the audit trail.

13.1.8.3.10 ALC_CMC.5.10C

The CM system shall provide an automated means to identify all other configuration items that are

affected by t

he change of a given configuration item.

13.1.8.3.11 ALC_CMC.5.11C

The CM sysl]em shall be able to identify the version of the implementation representation from*y

the TOE is g
13.1.8.3.12 A
The CM docu
13.1.8.3.13 A
The CM plan
13.1.8.3.14 A

The CM plan
part of the TQ

13.1.8.3.15 A
The evidencs
13.1.8.3.16 A
The evidencs
13.1.8.4 Ev
13.1.84.1 A

The evaluato
of evidence.

13.1.84.2 A

The evaluatq

enerated.

LC_CMC.5.12C

mentation shall include a CM plan.

LC_CMC.5.13C

shall describe how the CM system is used for the development of\the TOE.

LC_CMC.5.14C

E.

LC_CMC.5.15C

shall demonstrate that all configuration items are being maintained under the CM system.
LC_CMC.5.16C

shall demonstrate that the CM.system is being operated in accordance with the CM plan.
aluator action elements

LC_CMC.5.1E

- shall confirmtthat the information provided meets all requirements for content and presen

LC_CME.5.2E

vhich

shall describe the procedures used to accept modified or newly created configuration items as

tation

rshall determine that the application of the production support procedures results$ i

TOE as prov

13.2 CM sc

ided by the developer for testing activities.

ope (ALC_CMS)

13.2.1 Objectives

The objective of this family is to identify items to be included as configuration items and hence placed under
the CM requirements of CM capabilities (ALC_CMC). Applying configuration management to these additional

items provide

90

s additional assurance that the integrity of TOE is maintained.
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13.2.2 Component levelling

The components in this family are levelled on the basis of which of the following are required to be included as
configuration items: the TOE and the evaluation evidence required by the SARs; the parts of the TOE; the
implementation representation; security flaws; and development tools and related information.

13.2.3 Application notes

While CM scope (ALC_CMS) mandates a list of configuration items and that each item on this list be under
CM, CM capabilities (ALC_CMC) leaves the contents of the configuration list to the discretion of the
developer. CM scope (ALC_CMS) narrows this discretion by identifying items that must be included in the

config
13.2.4
Depe
13.2.4
ACM
items
other
prope
13.2.4
ALC |
other
capal
13.2.4
13.2.4
The d
13.2.4
13.2.4

The d
by th

13.2.4

The g

uration list-and hence come under the CM rnqnirnmnn’re of CM r‘s\pnhilifinc (AI C (‘I\/I(‘)

| ALC_CMS.1 TOE CM coverage

ndencies: No dependencies.

|.1  Objectives

system can control changes only to those items that have been placedunder CM (i.e., the
identified in the configuration list). Placing the TOE itself and the‘eyaluation evidence re
SARs in the ST under CM provides assurance that they have been modified in a controlled
r authorisations.

|.2  Application notes

CMS.1.1C introduces the requirement that the TOE itself and the evaluation evidence re
SARs in the ST be included in the configuration list and hence be subject to the CM requirg
ilities (ALC_CMC).

|.3 Developer action elements

}.3.1 ALC_CMS.1.1D

eveloper shall provide a configuration list for the TOE.
|.4 Content and presentation elements

}.4.1 ALC_CMS.1I€

onfiguration dist’shall include the following: the TOE itself; and the evaluation evide
b SARS.

}.4.2_ALC_CMS.1.2C

configuration
quired by the
manner with

quired by the
ments of CM

nce required

onfiguration list shall uniquely identify the configuration items.

13.2.4.5 Evaluator action elements

13.2.45.1 ALC_CMS.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

13.2.5 ALC_CMS.2 Parts of the TOE CM coverage

Dependencies: No dependencies.
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13.2.5.1 Obijectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration list). Placing the TOE itself, the parts that comprise the TOE, and the
evaluation evidence required by the other SARs under CM provides assurance that they have been modified
in a controlled manner with proper authorisations.

13.2.5.2 Application notes

ALC _CMS.2.1C introduces the requirement that the parts that comprise the TOE (all parts that are delivered
to the consumer, for example hardware parts or executable files) be included in the configuration list and

hence be su
ALC_CMS.2.
relevant conf|
for the develd
13.2.5.3 D¢
13.25.3.1 A
The develops
13.254 Cg
13.254.1 A

The configura
and the part

13.25.4.2 A
The configura
13.2543 A

For each T9
item.

13.255 Eyv
13.25.51 A

The evaluato
of evidence.

jnnf tothe CM rnqllirnmnn’re of CM r‘apahilifine (AI C (“I\/I(“)

BC introduces the requirement that the configuration list indicate the developer of~each
guration item. “Developer” here does not refer to a person, but to the organisation|réspo
pment of the item.

\veloper action elements

LC_CMS.2.1D

r shall provide a configuration list for the TOE.

ntent and presentation elements

LC_CMS.2.1C

tion list shall include the following: the TOE itself;.the evaluation evidence required by the §
5 that comprise the TOE.

LC_CMS.2.2C
tion list shall uniquely identify the configuration items.
LC_CMS.2.3C

F relevant configuration)item, the configuration list shall indicate the developer ¢

aluator action elements
LC_CMS.2)1E

- shallsconfirm that the information provided meets all requirements for content and presen

TSF
nsible

BARS;

f the

tation

13.2.6 ALC_:

Dependencies:

CMS.3 Implementation representation CM coverage

No dependencies.

13.2.6.1 Obijectives

A CM system can control changes only to those items that have been placed under CM (i.e., the configuration
items identified in the configuration list). Placing the TOE itself, the parts that comprise the TOE, the TOE
implementation representation and the evaluation evidence required by the other SARs under CM provides
assurance that they have been modified in a controlled manner with proper authorisations.
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13.2.6.2 Application notes

ALC_CMS.3.1C introduces the requirement that the TOE implementation representation be included in the list
of configuration items and hence be subject to the CM requirements of CM capabilities (ALC_CMC).

13.2.6.3 Developer action elements

13.2.6.3.1 ALC_CMS.3.1D

Thed

eveloper shall provide a configuration list for the TOE.

13.2.4

The d
the p4

13.2.4
The ¢

13.2.4

nrasantation alamantc
s HaHoR-ereeh+

4.1 ALC_CMS.3.1C

pnfiguration list shall include the following: the TOE itself; the evaluation evidence required
rts that comprise the TOE; and the implementation representation.

4.2 ALC _CMS.3.2C
pnfiguration list shall uniquely identify the configuration items.

4.3 ALC_CMS.3.3C

For each TSF relevant configuration item, the configuration list shall indicate the developer of the

13.2.4
13.2.4

The €
of evi

13.2.7
Depe
13.2.7
A CM
items
imple

assur

Placin

.5 Evaluator action elements
5.1 ALC_CMS.3.1E

valuator shall confirm that the information provided meets all requirements for content and
Hence.

[ ALC_CMS.4 Problem tracking’l€M coverage

ndencies: No dependencies

(.1 Objectives

system can control'changes only to those items that have been placed under CM (i.e., the
identified in_the. configuration list). Placing the TOE itself, the parts that comprise the T
mentation representation and the evaluation evidence required by the other SARs under

ance that they have been modified in a controlled manner with proper authorisations.

gsecurity flaws under CM ensures that security flaw reports are not lost or forgotten,

devel

by the SARs;

item.

presentation

configuration
OE, the TOE
CM provides

and allows a

pper’to track security flaws to their resolution.

13.2.7.2 Application notes

ALC_CMS.4.1C introduces the requirement that security flaws be included in the configuration list and hence
be subject to the CM requirements of CM capabilities (ALC_CMC). This requires that information regarding
previous security flaws and their resolution be maintained, as well as details regarding current security flaws.

13.2.7.3 Developer action elements

13.2.7.3.1 ALC_CMS.4.1D

Thed

eveloper shall provide a configuration list for the TOE.
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13.2.7.4 Co

ntent and presentation elements

13.2.7.41 ALC_CMS.4.1C

The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs;
the parts that comprise the TOE; the implementation representation; and security flaw reports and

resolution st

atus.

13.2.7.4.2 ALC_CMS.4.2C

The configuration list shall uniquely identify the configuration items.

13.2.7.4.3 A
For each TSH
13.2.75 Ev
13.2.751 A

The evaluato
of evidence.

13.2.8 ALC_|
Dependencie
13.2.8.1 Of
A CM system
items identifi
implementati

assurance th

Placing secu
developer to

Development
Therefore, it i

13.2.8.2 Application notes

ALC CMS.5.
in the list of d
Examples of

i

LC_CMS.4.3C

relevant configuration item, the configuration list shall indicate the developer of the'item.
aluator action elements

LC_CMS.4.1E

- shall confirm that the information provided meets all requirements\for content and presen

CMS.5 Development tools CM coverage

5. No dependencies.

jectives

can control changes only to those items thatthave been placed under CM (i.e., the configu
d in the configuration list). Placing the .TOE itself, the parts that comprise the TOE, the
n representation and the evaluation evidence required by the other SARs under CM prd
t they have been modified in a controlled manner with proper authorisations.

rity flaws under CM ensures«that security flaw reports are not lost or forgotten, and all
rack security flaws to theirtesolution.

tools play an important role in ensuring the production of a quality version of the
5 important to contrelkmodifications to these tools.

1C introduces the requirement that development tools and other related information be ing
pnfiguration items and hence be subject to the CM requirements of CM capabilities (ALC_(
development tools are programming languages and compilers. Information pertaining td

tation

ration
TOE
vides

WS a

TOE.

luded

EMC).
TOE

generation it

ems” (such as compiler options, generation options, and build options) is an example of

information relating to development tools.

13.2.8.3 Developer action elements

13.2.8.3.1 ALC_CMS.5.1D

The developer shall provide a configuration list for the TOE.
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13.2.8.4 Content and presentation elements

13.2.8.4.1 ALC_CMS.5.1C

The configuration list shall include the following: the TOE itself; the evaluation evidence required by the SARs;
the parts that comprise the TOE; the implementation representation; security flaw reports and resolution
status; and development tools and related information.

13.2.8.4.2 ALC_CMS.5.2C

The configuration list shall uniquely identify the configuration items.

13.2.4
Fore
13.2.4
13.2.4

The €
of evi

13.3
13.3.]

The @
the re|

The
meas
TOE

addre|

13.3.]
This

comni
analy

13.3.3

Trang
consi

4.3 ALC_CMS.5.3C

hch TSF relevant configuration item, the configuration list shall indicate the developer!of the
.5 Evaluator action elements

5.1 ALC_CMS.5.1E

valuator shall confirm that the information provided meets all requiréments for content and
ence.

Delivery (ALC_DEL)
| Objectives

oncern of this family is the secure transfer of the.finished TOE from the development eny
sponsibility of the user.

bquirements for delivery call for system control and distribution facilities and procedures t
Lres necessary to provide assurance that the security of the TOE is maintained during dist

item.

presentation

ironment into

hat detail the
ibution of the

o the user. For a valid distribution\of the TOE, the procedures used for the distribution of the TOE

Ss the objectives identified in the PP/ST relating to the security of the TOE during delivery.

P Component levelling

family contains only tone component. An increasing level of protection is established
ensurability of the~delivery procedures with the assumed attack potential in the family
5is (AVA_VAN).

Application-notes

portations from subcontractors to the developer or between different development f§
Hered.here, but in the family Development security (ALC_DVS).

by requiring
Vulnerability

sites are not

The end of the delivery phase is marked by the transfer of the TOE into the responsibility of the user. This
does not necessarily coincide with the arrival of the TOE at the user's location.

The delivery procedures should consider, if applicable, issues such as:

a) ensuring that the TOE received by the consumer corresponds precisely to the evaluated version of the
TOE;

b) avoiding or detecting any tampering with the actual version of the TOE;

c) p

reventing submission of a false version of the TOE;
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d)

potential
e) avoiding
f) avoiding

attackers should not know when and how it is delivered;
or detecting the TOE being intercepted during delivery; and

the TOE being delayed or stopped during distribution.

avoiding unwanted knowledge of distribution of the TOE to the consumer: there might be cases where

The delivery procedures should include the recipient's actions implied by these issues. The consistent
description of these implied actions is examined in the Preparative procedures (AGD_PRE) family, if present.

13.3.4 ALC_

DEL.1 Delivery procedures

Dependencie
13.3.4.1 Ds¢
13.34.11 A
The develop
13.34.1.2 A
The develop
13.3.4.2 Cqg
13.34.21 A

The delivery
when distrib

13.3.4.3 Ev
13.3.43.1 A

The evaluat
presentation

13.4 Devel
13.4.1 Objeg
Development]

may be used
of the develo

5. No dependencies.

\veloper action elements

LC_DEL.1.1D

er shall document procedures for delivery of the TOE or parts of it to.the consumer.
LC_DEL.1.2D

br shall use the delivery procedures.

ntent and presentation elements

LC_DEL.1.1C

documentation shall describe all procedtres that are necessary to maintain se
uting versions of the TOE to the consumer.

aluator action elements
LC DEL.1.1E

br shall confirm that thelspformation provided meets all requirements for conten
of evidence.

ppment security-(ALC_DVS)
tives
security. is ‘concerned with physical, procedural, personnel, and other security measure

in the development environment to protect the TOE and its parts. It includes the physical se
bmentdocation and any procedures used to select development staff.

Curity

[ and

5 that
curity

13.4.2 Component levelling

The components in this family are levelled on the basis of whether justification of the sufficiency of the security
measures is required.

13.4.3 Application notes

This family deals with measures to remove or reduce threats existing at the developer's site.

The evaluator should visit the site(s) in order to assess evidence for development security. This may include
sites of subcontractors involved in the TOE development and production. Any decision not to visit shall be
agreed with the evaluation authority.
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Although development security deals with the maintenance of the TOE and hence with aspects becoming
relevant after the completion of the evaluation, the Development security (ALC_DVS) requirements specify
only that the development security measures be in place at the time of evaluation. Furthermore, Development
security (ALC_DVS) does not contain any requirements related to the sponsor's intention to apply the
development security measures in the future, after completion of the evaluation.

It is recognised that confidentiality may not always be an issue for the protection of the TOE in its
development environment. The use of the word “necessary” allows for the selection of appropriate safeguards.

13.4.4 ALC_DVS.1 Identification of security measures

Depe'\dnnr‘ine' No dnpnndnnr‘ine

13.4.4.1 Developer action elements

134411 ALC_DVS.1.1D

The developer shall produce development security documentation.
13.4.4.2 Content and presentation elements

134421 ALC_DVS.1.1C

The development security documentation shall describe allthe physical, procedural, pefsonnel, and
other| security measures that are necessary to protect, the’ confidentiality and integrity| of the TOE
design and implementation in its development environmeént.
13.4.4.3 Evaluator action elements

13.4.4.3.1 ALC_DVS.1.1E

The ¢valuator shall confirm that the infermation provided meets all requirements for [content and
presgntation of evidence.

13.4.43.2 ALC_DVS.1.2E

The gvaluator shall confirm that the security measures are being applied.
13.4.% ALC_DVS.2 Sufficiency of security measures

Depepdencies:  Ne dependencies.

13.4.%5.1 Developer action elements

13.4.%.14\_ALC_DVS.2.1D

The developer shall produce development security documentation.

13.4.5.2 Content and presentation elements

13.4.5.2.1 ALC_DVS.2.1C

The development security documentation shall describe all the physical, procedural, personnel, and other

security measures that are necessary to protect the confidentiality and integrity of the TOE design and
implementation in its development environment.
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13.45.2.2 ALC_DVS.2.2C

The development security documentation shall justify that the security measures provide the

necessary le

vel of protection to maintain the confidentiality and integrity of the TOE.

13.4.5.3 Evaluator action elements

13.45.3.1 ALC_DVS.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

13.4532 A
The evaluato
13.5 Flaw r
13.5.1 Objeg

Flaw remedid

future compliance with flaw remediation procedures cannot be determined at the time of the TOE evalua

is possible tg
and to distrib

13.5.2 Comy

The compon
remediation ¢

13.5.3 Appli

This family pr
developer to
flaw correctio|

The TOE use
implementing
representativ
that different
an individual

The flaw rem
These flaws
the TOE. Sor]
be fixed and

LC_DVS.2.2E

shall confirm that the security measures are being applied.
emediation (ALC_FLR)

tives

tion requires that discovered security flaws be tracked and corrected by the developer. Although

ion, it

evaluate the policies and procedures that a developer has.in“place to track and correct flaws,

ite the flaw information and corrections.
onent levelling

ents in this family are levelled on the basis 0f\the increasing extent in scope of the flaw
rocedures and the rigour of the flaw remediationpolicies.

Cation notes

ovides assurance that the TOE will-be maintained and supported in the future, requiring thg TOE
frack and correct flaws in the TOE) Additionally, requirements are included for the distribufion of
hs. However, this family does-not impose evaluation requirements beyond the current evaluation.

r is considered to be the focal point in the user organisation that is responsible for receiving and
fixes to security flaws. This is not necessarily an individual user, but may be an organisgtional
e who is responsible for the handling of security flaws. The use of the term TOE user recognises
brganisations have-different procedures for handling flaw reporting, which may be done either by
Liser, or by a central administrative body.

bdiation procedures should describe the methods for dealing with all types of flaws encountered.
may be-reported by the developer, by users of the TOE, or by other parties with familiarity with
ne flaws may not be reparable immediately. There may be some occasions where a flaw cannot

other (e.g. procedural) measures must be taken. The documentation provided should cover the

procedures for providing the operational sites with fixes, and providing information on flaws where fixes are

delayed (and

what to do in the interim) or when fixes are not possible.

Changes applied to a TOE after its release render it unevaluated; although some information from the original
evaluation may still apply. The phrase “release of the TOE” used in this family therefore refers to a version of
a product that is a release of a certified TOE, to which changes have been applied.

13.5.4 ALC_FLR.1 Basic flaw remediation
Dependencies: No dependencies.
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13.5.4.1 Developer action elements

135411 ALC_FLR.1.1D

The developer shall document flaw remediation procedures addressed to TOE developers.

13.5.4.2 Content and presentation elements

135421 ALC_FLR.1.1C

The flaw remediation procedures documentation shall describe the procedures used to track all

repor,

13.5.4

ted-security flaws ineachtrelease githe TOE.

}.2.2 ALC_FLR.1.2C

The flaw remediation procedures shall require that a description of the nature’and ef

secullity flaw be provided, as well as the status of finding a correction to that flaw.
13.5.4.2.3 ALC_FLR.1.3C

The flaw remediation procedures shall require that corrective actions be identified for
secullity flaws.

13.54.24 ALC_FLR.1.4C

The flaw remediation procedures documentation shalldescribe the methods used to

inforr
13.5.4
13.5.4

The 4
prese

13.5.1
Depe
13.5.1
In org
know

the dq
aware

nation, corrections and guidance on corrective@ctions to TOE users.
}.3 Evaluator action elements
}.3.1 ALC_FLR.1.1E

bvaluator shall confirm that the.information provided meets all requirements for
ntation of evidence.

ALC_FLR.2 Flaw reporting’procedures
ndencies: No dependencies.
.1 Objectives
er for the developer to be able to act appropriately upon security flaw reports from TOE
to whont to*send corrective fixes, TOE users need to understand how to submit security fl

bveloper> Flaw remediation guidance from the developer to the TOE user ensures that T
of this important information.

fect of each

each of the

brovide flaw

content and

users, and to
aw reports to
DE users are

13.5.5.2 Developer action elements

13.5.5.2.1 ALC_FLR.2.1D

The d

eveloper shall document flaw remediation procedures addressed to TOE developers.

13.5.5.2.2 ALC_FLR.2.2D

The developer shall establish a procedure for accepting and acting upon all reports of security flaws
and requests for corrections to those flaws.
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13.5.5.2.3 ALC_FLR.2.3D

The developer shall provide flaw remediation guidance addressed to TOE users.

13553 Co

ntent and presentation elements

13.55.3.1 ALC_FLR.2.1C

The flaw remediation procedures documentation shall describe the procedures used to track all reported

security flaws

in each release of the TOE.

13.5.5.3.2

The flaw rem
be provided,

135533 A

The flaw rem
flaws.

135534 A

The flaw rem
corrections a

135535 A

The flaw ren|
users report

135536 A

The procedlires for processing reported, Security flaws shall ensure that any reported flaw

remediated {
13.55.3.7 A

The proced\
to these sec

135538 A

The flaw ren
any suspect

ALCELR22C

ediation procedures shall require that a description of the nature and effect of each securit
bs well as the status of finding a correction to that flaw.

LC_FLR.2.3C

ediation procedures shall require that corrective actions be identified for‘each of the sg

LC_FLR.2.4C

ediation procedures documentation shall describe the methods used to provide flaw inform
nd guidance on corrective actions to TOE users.

LC_FLR.2.5C

hediation procedures shall describe a means’by which the developer receives from
5 and enquiries of suspected security flaws in the TOE.

LC_FLR.2.6C

ind the remediation procedures’issued to TOE users.
LC_FLR.2.7C

res for processing reported security flaws shall provide safeguards that any correg
irity flaws do notiintroduce any new flaws.

LC_FLR.2:8C

nediation guidance shall describe a means by which TOE users report to the deve
bd security flaws in the TOE.

y flaw

curity

ation,

TOE

are

)

tions

loper

13554 Ev

aluator action elements

13.554.1 ALC_FLR.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

13.5.6 ALC_

Dependencie

100

FLR.3 Systematic flaw remediation

s:  No dependencies.
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13.5.6.1 Objectives

In order for the developer to be able to act appropriately upon security flaw reports from TOE users, and to
know to whom to send corrective fixes, TOE users need to understand how to submit security flaw reports to
the developer, and how to register themselves with the developer so that they may receive these corrective
fixes. Flaw remediation guidance from the developer to the TOE user ensures that TOE users are aware of
this important information.

13.5.6.2 Developer action elements

13.5.6.2.1 ALC_FLR.3.1D

The developer shall document flaw remediation procedures addressed to TOE developers.
13.5.6.2.2 ALC FLR.3.2D

The developer shall establish a procedure for accepting and acting upon all reports of secufity flaws and
requests for corrections to those flaws.

13.5.6.2.3 ALC_FLR.3.3D

The developer shall provide flaw remediation guidance addressed to TOE users.
13.5.6.3 Content and presentation elements

13.5.6.3.1 ALC_FLR.3.1C

The flaw remediation procedures documentation shalldescribe the procedures used to track all reported
securlty flaws in each release of the TOE.

13.5.6.3.2 ALC_FLR.3.2C

The flaw remediation procedures shall require that a description of the nature and effect of each security flaw
be provided, as well as the status of finding a correction to that flaw.

13.5.6.3.3 ALC_FLR.3.3C

The flaw remediation procedures shall require that corrective actions be identified for each of the security
flaws,

13.5.6.3.4 ALC_FLR3.4C

The flaw remediation procedures documentation shall describe the methods used to provide flay information,
corregtions.and guidance on corrective actions to TOE users.

13.5.6.8,5 ALC_FLR.3.5C

The flaw remediation procedures shall describe a means by which the developer receives from TOE users
reports and enquiries of suspected security flaws in the TOE.

13.5.6.3.6 ALC_FLR.3.6C
The flaw remediation procedures shall include a procedure requiring timely response and the

automatic distribution of security flaw reports and the associated corrections to registered users who
might be affected by the security flaw.
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13.5.6.3.7 ALC_FLR.3.7C

The procedures for processing reported security flaws shall ensure that any reported flaws are remediated
and the remediation procedures issued to TOE users.

13.5.6.3.8 ALC_FLR.3.8C

The procedures for processing reported security flaws shall provide safeguards that any corrections to these

security flaws

do not introduce any new flaws.

13.5.6.3.9 ALC_FLR.3.9C

The flaw rerrLediation guidance shall describe a means by which TOE users report to the develdpg

suspected se
13.5.6.3.10 A

The flaw rer
developer, tq

13.5.6.3.11 A

The flaw renmf
about securi

13.5.6.4 Eyv
13.5.6.4.1 A

The evaluato
of evidence.

13.6 Life-cy
13.6.1 Objed

Poorly contro
SFRs. Theref

as early as possible in the TOEs-life-cycle.

Using a model for the development and maintenance of a TOE does not guarantee that the TOE meets

its SFRs. ltis
quality of the
(e.g. acaden
models will ¢
valuation add

ty issues involving the TOE.

curity flaws in the TOE.
LC_FLR.3.10C

hediation guidance shall describe a means by which TOE users mayTegister wit
be eligible to receive security flaw reports and corrections.

LC_FLR.3.11C

ediation guidance shall identify the specific points of contact for all reports and enq

aluator action elements
LC FLR.3.1E

- shall confirm that the information provided-meets all requirements for content and presen

cle definition (ALC_LCD)
tives

lled development and maintenance of the TOE can result in a TOE that does not meet all
ore, it is important that a model for the development and maintenance of a TOE be estab

possible that'the model chosen will be insufficient or inadequate and therefore no benefits
TOE cah be observed. Using a life-cycle model that has been approved by a group of e
ic experts, standards bodies) improves the chances that the development and mainte
bntribute to the TOE meeting its SFRs. The use of a life-cycle model including some quant

r any

h the

iries

tation

of its
ished

all of
in the
perts
hance
tative

s further assurance in the overall quality of the TOE development process.

13.6.2 Component levelling

The components in this family are levelled on the basis of increasing requirements for measurability of the life-
cycle model, and for compliance with that model.

13.6.3 Application notes

A life-cycle model encompasses the procedures, tools and techniques used to develop and maintain the TOE.
Aspects of the process that may be covered by such a model include design methods, review procedures,
project management controls, change control procedures, test methods and acceptance procedures. An
effective life-cycle model will address these aspects of the development and maintenance process within an
overall management structure that assigns responsibilities and monitors progress.
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There are different types of acceptance situations that are dealt with at different locations in the criteria:
acceptance of parts delivered by subcontractors (“integration”) should be treated in this family Life-cycle
definition (ALC_LCD), acceptance subsequent to internal transportations in Development security
(ALC_DVS), acceptance of parts into the CM system in CM capabilities (ALC_CMC), and acceptance of the
delivered TOE by the consumer in Delivery (ALC_DEL). The first three types may overlap.

Although life-cycle definition deals with the maintenance of the TOE and hence with aspects becoming
relevant after the completion of the evaluation, its evaluation adds assurance through an analysis of the life-
cycle information for the TOE provided at the time of the evaluation.

A life-cycle model provides for the necessary control over the development and maintenance of the TOE, if
the madel enables sufficient minimisation of the dangpr that the TOE will not meet its Qnr‘llri’ry requirement.

A measurable life-cycle model is a model using some quantitative valuation (arithmeticparameters and/or
metri¢s) of the managed product in order to measure development properties of the product. Typical metrics
are spurce code complexity metrics, defect density (errors per size of code) or mean'time to fgilure. For the
secur|ty evaluation all those metrics are of relevance, which are used to increase.quality by d¢creasing the
probapility of faults and thereby in turn increasing assurance in the security of the \T.OE.
One ghould take into account that there exist standardised life cycle models on the one hand (likg¢ the waterfall
mode]) and standardised metrics on the other hand (like error density),»which may be combiphed. ISO/IEC
15408 does not require the life cycle to follow exactly one standard defining both aspects.
13.6.4 ALC_LCD.1 Developer defined life-cycle model

Depephdencies: No dependencies.

13.6.4.1 Developer action elements

13.6.4.1.1 ALC_LCD.1.1D

The developer shall establish a life-cycle model to be used in the development and maintgnance of the
TOE.

13.6.4.1.2 ALC_LCD.1.2D

The developer shall provide life*cycle definition documentation.
13.6.4.2 Content and presentation elements

13.6.4.2.1 ALC_LCD1.1C

The ljffe-cycledefinition documentation shall describe the model used to develop and fnaintain the
TOE.

13.6.4.2727 ALC_LCD.1.2C

The life-cycle model shall provide for the necessary control over the development and maintenance of
the TOE.

13.6.4.3 Evaluator action elements
13.6.4.3.1 ALC_LCD.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.
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13.6.5 ALC_|

Dependencies:

13.6.5.1 De

LCD.2 Measurable life-cycle model
No dependencies.

veloper action elements

13.6.5.1.1 ALC_LCD.2.1D

The developer shall establish a life-cycle model to be used in the development and maintenance of the TOE,

that is based

on a measurable life-cycle model.

13.6.5.1.2
The developd
13.6.5.1.3 A
The develop
13.6.5.14 A
The develop
13.6.5.2 Cqg
13.6.5.21 A

The life-cycle

r shall provide life-cycle definition documentation.

LC_LCD.2.3D
er shall measure the TOE development using the measurable life-cyclelmodel.
LC_LCD.2.4D
er shall provide life-cycle output documentation.
ntent and presentation elements
LC_LCD.2.1C
definition documentation shall describe the medel used to develop and maintain the

TOE,
f the

pf the

TOE

tation

including the details of its arithmetic parameters and/of~“metrics used to measure the quality ¢
TOE and/or its development.

13.6.5.2.2 ALC_LCD.2.2C

The life-cyclg model shall provide for the necéssary control over the development and maintenance
TOE.

13.6.5.2.3 ALC_LCD.2.3C

The life-cycle output documentation shall provide the results of the measurements of the
development using the measurable life-cycle model.

13.6.5.3 Evjaluator action elements

13.6.5.3.1 ALC LE€D.2.1E

The evaluatof shall confirm that the information provided meets all requirements for content and presen
of evidence.

13.7 Tools and techniques (ALC_TAT)

13.7.1 Objectives

Tools and techniques is an aspect of selecting tools that are used to develop, analyse and implement the
TOE. It includes requirements to prevent ill-defined, inconsistent or incorrect development tools from being
used to develop the TOE. This includes, but is not limited to, programming languages, documentation,
implementation standards, and other parts of the TOE such as supporting runtime libraries.
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13.7.2 Component levelling

The components in this family are levelled on the basis of increasing requirements on the description and
scope of the implementation standards and the documentation of implementation-dependent options.

13.7.3 Application notes

There is a requirement for well-defined development tools. These are tools that are clearly and completely
described. For example, programming languages and computer aided design (CAD) systems that are based
on a standard published by standards bodies are considered to be well-defined. Self-made tools would need

furthe

r investigation to clarify whether they are well-defined.

The r
staten

In AL
they

Imple
devel
exper
Tools
(ALC]|
third

requin
devel

13.7.4
Depe
13.7.4
13.7.4
The d
13.7.4

The ¢
tool.

13.7.4

13.7.4

pquirement in ALC_TAT.1.2C is especially applicable to programming languages so as_{0-¢
nents in the source code have an unambiguous meaning.

C TAT.2 and ALC_TAT.3, implementation guidelines may be accepted as an implementati
have been approved by some group of experts (e.g. academic experts, standg
mentation standards are normally public, well accepted and common practise”in a specifig

bper-specific implementation guidelines may also be accepted as a standard; the emph3
fise.

| TAT.2.3D) and the implementation standards for “all parts of_the TOE” (ALC_TAT.3.3D)

party software, hardware, or firmware. The configuration list introduced in CM scopeg
es that for each TSF relevant configuration item to jindicate if it has been generated
bper or by third party developers.

| ALC_TAT.1 Well-defined development tools

hdencies: ADV_IMP.1 Implementation representation of the TSF

|.1 Developer action elements

}.1.1 ALC_TAT.1.1D

eveloper shall identify each.development tool being used for the TOE.

}.1.2 ALC_TAT.1.2D

eveloper shall. decument the selected implementation-dependent options of each

|.2 Content and presentation elements

.2 A\ _ALC_TAT.1.1C

nsure that all

bn standard if
rds bodies).
industry, but
sis is on the

and techniques distinguishes between the implementation—~standards applied by the developer

which include
(ALC_CMS)
by the TOE

levelopment

Each

development tool used for implementation shall be well-defined.

13.7.4.2.2 ALC_TAT.1.2C

The documentation of each development tool shall unambiguously define the meaning of all
statements as well as all conventions and directives used in the implementation.

13.7.4.2.3 ALC_TAT.1.3C

The documentation of each development tool shall unambiguously define the meaning of all
implementation-dependent options.
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13.7.43 Ev

aluator action elements

13.7.4.3.1 ALC_TAT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation
13.7.5 ALC_
Dependencie

13.75.1 D

of evidence.
TAT.2 Compliance with implementation standards
s:  ADV_IMP.1 Implementation representation of the TSF

valonar action alamantc
-8+ p-eactHoH-erehient

13.7.5.1.1 A
The developd
13.7.5.1.2 A
The developd
13.7.5.1.3 A
The develop
13.7.5.2 Cqg
13.7.5.21 A
Each develo
13.7.5.22 A

The docume
well as all co

13.7.5.23 A

The documer
dependent of

13.7.5.3 Eyv

13.7.5.3.1 A

LC_TAT.2.1D

r shall identify each development tool being used for the TOE.

LC_TAT.2.2D

r shall document the selected implementation-dependent options of each development tool
LC_TAT.2.3D

br shall describe the implementation standards that aredbeing applied by the develop
ntent and presentation elements

LC_TAT.2.1C

ment tool used for implementation shall be well-defined.

LC_TAT.2.2C

ventions and directives used-in.the implementation.

LC_TAT.2.3C

tions.
aluator action elements

LC_TAT.2.1E

The evaluato

tation of each development toel(Shall unambiguously define the meaning of all statements as

tation of each deyelopment tool shall unambiguously define the meaning of all implementation-

r shall confirm that the information provided meets all requirements for content and presen

tation

of evidence.

13.7.5.3.2 ALC_TAT.2.2E

The evaluator shall confirm that the implementation standards have been applied.

13.7.6 ALC_

Dependencies:
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TAT.3 Compliance with implementation standards - all parts

ADV_IMP.1 Implementation representation of the TSF
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13.7.6.1 Developer action elements

13.7.6.1.1 ALC_TAT.3.1D

The developer shall identify each development tool being used for the TOE.

13.7.6.1.2 ALC_TAT.3.2D

The developer shall document the selected implementation-dependent options of each development tool.

13.7.6.1.3 ALC_TAT.3.3D

The developer shall describe the implementation standards that are being applied by the developer and by
any third-party providers for all parts of the TOE.

13.7.6.2 Content and presentation elements

13.7.6.2.1 ALC_TAT.3.1C

Each development tool used for implementation shall be well-defined.
13.7.6.2.2 ALC_TAT.3.2C

The documentation of each development tool shall unambiguotsly define the meaning of all tatements as
well as all conventions and directives used in the implementation-

13.7.6¢.2.3 ALC_TAT.3.3C

The documentation of each development tool shall Girambiguously define the meaning of all implementation-
dependent options.

13.7.6.3 Evaluator action elements
13.7.6.3.1 ALC _TAT.3.1E

The dvaluator shall confirm that{he’information provided meets all requirements for content and presentation
of eviflence.

13.7.6.3.2 ALC_TAT.3:2E

The gvaluator shall Gonfirm that the implementation standards have been applied.

14 (lass ATE: Tests

The dass ‘Tests” encompasses four families: Coverage (ATE_COQOV), Depth (ATE_DPT), Indepgndent testing
(ATE_INn) (in functional fneﬁng pnr‘fnrmnd h\]/ t:\/:\lllafr\re)7 and Functional tests (ATI:_I:_JN)_ Testing
provides assurance that the TSF behaves as described (in the functional specification, TOE design, and
implementation representation).

The emphasis in this class is on confirmation that the TSF operates according to its design descriptions. This
class does not address penetration testing, which is based upon an analysis of the TSF that specifically seeks
to identify vulnerabilities in the design and implementation of the TSF. Penetration testing is addressed
separately as an aspect of vulnerability assessment in the AVA: Vulnerability assessment class.

The ATE: Tests class separates testing into developer testing and evaluator testing. The Coverage
(ATE_COV) and Depth (ATE_DPT) families address the completeness of developer testing. Coverage
(ATE_COV) addresses the rigour with which the functional specification is tested; Depth (ATE_DPT)
addresses whether testing against other design descriptions (security architecture, TOE design,
implementation representation) is required.
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Functional tests (ATE_FUN) addresses the performing of the tests by the developer and how this testing
should be documented. Finally, Independent testing (ATE_IND) then addresses evaluator testing: whether the
evaluator should repeat part or all of the developer testing and how much independent testing the evaluator

should do.

Figure 14 shows the families within this class, and the hierarchy of components within the families.

ATE COV: Coverage

ATE DPT: Depth

14.1 Cover
14.1.1 Objeq

This family e
through an e

14.1.2 Comy
The compong
14.1.3 Appli
14.1.4 ATE_|

Dependencie

14.1.4.1 OQf

The objective

ATE FUN: Functional tests

ATE IND: Independent testing

Figure 14 - ATE: Tests class decompaosition
hge (ATE_COV)

tives

stablishes that the TSF has been tested against its funetional specification. This is ach
amination of developer evidence of correspondence.

onent levelling

nts in this family are levelled on the basis of.specification.
Cation notes

COV.1 Evidence of coverage

5. ADV_FSP.2 Security-enforcing functional specification
ATE_FUN.1 Funetional testing

jectives

of this coniponent is to establish that some of the TSFIs have been tested.

14.1.4.2 Agpplication notes

In this comp

bnent the developer shows how tests in the test documentation correspond to TSFls

functional specification. This can be achieved by a statement of correspondence, perhaps using a table.

14.1.4.3 Developer action elements

14.1.4.3.1 ATE_COV.1.1D

The developer shall provide evidence of the test coverage.

108

ieved

n the
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14.1.4.4 Content and presentation elements
14.1.4.4.1 ATE_COV.1.1C

The evidence of the test coverage shall show the correspondence between the tests in the test
documentation and the TSFls in the functional specification.

14.1.4.5 Evaluator action elements

14.1.45.1 ATE_COV.1l.1E

valiiatar chall canfirm that thg infarmatinn nravidad maeats all raaiiramantc for
The evaluater—shal—confirm—thatthe—information—provided—mests—al+regquirements—for—content and

presgntation of evidence.

14.1.% ATE_COV.2 Analysis of coverage

Depepdencies: ADV_FSP.2 Security-enforcing functional specification
ATE_FUN.1 Functional testing

14.1.%.1 Objectives

The dbjective of this component is to confirm that all of the TSFls have been tested.
14.1.%.2 Application notes

In thig component the developer confirms that tests in thétest documentation correspond to all of the TSFls in
the functional specification. This can be achieved by a:statement of correspondence, perhaps Uising a table,
but the developer also provides an analysis of the testcoverage.
14.1.%.3 Developer action elements

14.1.%.3.1 ATE_COV.2.1D

The developer shall provide an analysis of the test coverage.
14.1.%.4 Content and presentation elements

14.1.%.4.1 ATE_COV.2:C

The analysis of the_test coverage shall demonstrate the correspondence between the tesfs in the test
documentation and\the TSFIs in the functional specification.

14.1.%.4.2 _ATE_COV.2.2C

The gnalysis of the test coverage shall demonstrate that all TSFIs in the functional specification have
been tested.

14.1.5.5 Evaluator action elements
14.1.5.5.1 ATE_COV.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

14.1.6 ATE_COV.3 Rigorous analysis of coverage

Dependencies: ADV_FSP.2 Security-enforcing functional specification
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ATE_FUN.1 Functional testing

14.1.6.1 Obijectives

In this component, the objective is to confirm that the developer performed exhaustive tests of all interfaces in

the functional
The objective

14.1.6.2 Ap

specification.
of this component is to confirm that all parameters of all of the TSFls have been tested.

plication notes

In this compg
the TSFls in
using a tablg
parameters
generated w

npent-the-developeris+egquired-to-show-how-tests-in-the-test-documentation-correspond-+
the functional specification. This can be achieved by a statement of correspondence, (€]
, but in addition the developer is required to demonstrate that the tests exercise~all
f all TSFIs. This additional requirement includes bounds testing (i.e. verifying that-erro
nen stated limits are exceeded) and negative testing (e.g. when access is _giyen to Us

all of
rhaps
of the
S are
er A,

verifying not ¢nly that User A now has access, but also that User B did not suddenly gain aecess). This Kind of

testing is not,
be checked.

14.1.6.3 Ds¢
141631 A
The develops
14.1.6.4 Cqdg
141641 A

The analysis
documentatio

141642 A

The analysis
completely t

14165 Ev
14.1.6.5.1 A

The evaluato
of evidence.

strictly speaking, exhaustive because not every possible value of the parameters is expec

\veloper action elements

TE_COV.3.1D

r shall provide an analysis of the test coverage.
ntent and presentation elements
TE_COV.3.1C

of the test coverage shall demonstratethe correspondence between the tests in thg
n and the TSFls in the functional specification.

TE_COV.3.2C

of the test coverage shall.demonstrate that all TSFls in the functional specification have
psted.

aluator action elements
TE_COV.3.1E

- shall confirm that the information provided meets all requirements for content and presen

14.2 Depth

ted to

b test

been

tation

(ATE_DPT)

14.2.1 Objectives

The components in this family deal with the level of detail to which the TSF is tested by the developer. Testing
of the TSF is based upon increasing depth of information derived from additional design representations and
descriptions (TOE design, implementation representation, and security architecture description).

The objective is to counter the risk of missing an error in the development of the TOE. Testing that exercises
specific internal interfaces can provide assurance not only that the TSF exhibits the desired external security
behaviour, but also that this behaviour stems from correctly operating internal functionality.
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14.2.2 Component levelling

The components in this family are levelled on the basis of increasing detail provided in the TSF
representations, from the TOE design to the implementation representation. This levelling reflects the TSF
representations presented in the ADV class.

14.2.3 Application notes

The TOE design describes the internal components (e.g. subsystems) and, perhaps, modules of the TSF,
together with a description of the interfaces among these components and modules. Evidence of testing of
this TOE design must show that the internal interfaces have been exercised and seen to behave as described.

This |
subsyf
of an
these
TOE

In cas
cites
exerc

At the
again

14.2.4

Depe

14.2 .4
The g
Testir
as de
14.2 .4
14.2 .4
The d

14.2.4

stem or module interfaces in isolation, perhaps employing a test harness. In cases where

internal interface cannot be tested via the external interfaces, there should either be-ju

aspects need not be tested, or the internal interface needs to be tested directly. In the |
jesign needs to be sufficiently detailed in order to facilitate direct testing.

bes where the description of the TSF's architectural soundness (in Security -Architecture
specific mechanisms, the tests performed by the developer must show that the mechanisn
sed and seen to behave as described.

highest component of this family, the testing is performed not-only against the TOE de
5t the implementation representation.

| ATE_DPT.1 Testing: basic design

hdencies: ADV_ARC.1 Security architecture desefiption

ADV_TDS.2 Architectural design

ATE_FUN.1 Functional testing

|.1  Objectives

ubsystem descriptions of the, TSF provide a high-level description of the internal working
g at the level of the TOE subsystems provides assurance that the TSF subsystems behav
scribed in the TOE design and the security architecture description.

}.2 Developer actionelements

}.2.1 ATE_DRT:1.1D

eveloper-shall provide the analysis of the depth of testing.

|.3, \Content and presentation elements

of the TOE
ome aspects
tification that
tter case the

(ADV_ARC))
hs have been

5ign, but also

5 of the TSF.
b and interact

14.2.431 ATE_DPT.1.1C

The analysis of the depth of testing shall demonstrate the correspondence between the tests in the
test documentation and the TSF subsystems in the TOE design.

14.2.4.3.2 ATE_DPT.1.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have

been

tested.
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14244 Ev

aluator action elements

14.2.44.1 ATE_DPT.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and

presentation
14.2.5 ATE_|

Dependencie

14.25.1 Of

The subsyste
and a descri

description provides assurance that the TSF subsystems and SFR-enforcing moddles behave and inter

described in {
14.2.5.2 Dsg
142521 A
The develops
14.2.5.3 Cqd
142531 A

The analysis
documentatig

142532 A

The analysis
tested.

142533 A

The analysis
design have

14254 Ev

of evidence.
DPT.2 Testing: security enforcing modules

s:  ADV_ARC.1 Security architecture description

_AD”DS_S_BQQII\ maodular dacian
— 3-Basic+rodular-desigh
ATE_FUN.1 Functional testing

jectives

m and module descriptions of the TSF provide a high-level description of the internal wor|
ption of the interfaces of the SFR-enforcing modules, of the TSF. Testing at this level of

he TOE design and the security architecture description.
\veloper action elements

TE_DPT.2.1D

r shall provide the analysis of the depth of testing.

ntent and presentation elements

TE_DPT.2.1C

of the depth of testing shall demonstrate the correspondence between the tests in th
n and the TSF subsystems and.SER-enforcing modules in the TOE design.

TE_DPT.2.2C

of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have

TE_DPT.2.3G

of the(depth of testing shall demonstrate that the SFR-enforcing modules in the
been tested.

aluator action elements

Kings,
TOE
Act as

b test

been

TOE

14.2.5.4.1 ATE_DPT.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.
14.2.6 ATE_DPT.3 Testing: modular design
Dependencies: ADV_ARC.1 Security architecture description
ADV_TDS.4 Semiformal modular design
ATE_FUN.1 Functional testing
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14.2.6.1 Objectives

The subsystem and module descriptions of the TSF provide a high-level description of the internal workings,
and a description of the interfaces of the modules, of the TSF. Testing at this level of TOE description
provides assurance that the TSF subsystems and modules behave and interact as described in the TOE
design and the security architecture description.

14.2.6.2 Developer action elements

14.2.6.2.1 ATE_DPT.3.1D

The veloner shall nrovide the analvusis of the denth of testing
g g 4 Lig b

14.2.6.3 Content and presentation elements
14.2.6.3.1 ATE_DPT.3.1C

The analysis of the depth of testing shall demonstrate the correspondence between the tesfs in the test
docurnentation and the TSF subsystems and modules in the TOE design.

14.2.6¢.3.2 ATE_DPT.3.2C

The gnalysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have been
tested.

14.2.¢.3.3 ATE_DPT.3.3C

The gnalysis of the depth of testing shall demonstraterthat all TSF modules in the TOE design have been
tested.

14.2.6¢.4 Evaluator action elements
14.2.6.4.1 ATE_DPT.3.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

14.2.7 ATE_DPT.4 Testing: implementation representation
Depenpdencies: ADY: ARC.1 Security architecture description
ADV_TDS.4 Semiformal modular design

ADV_IMP.1 Implementation representation of the TSF

ATE_FUN.1 Functional testing

14.2.7.1 Objectives

The subsystem and module descriptions of the TSF provide a high-level description of the internal workings,
and a description of the interfaces of the modules, of the TSF. Testing at this level of TOE description
provides assurance that the TSF subsystems and modules behave and interact as described in the TOE
design and the security architecture description, and in accordance with the implementation representation.
14.2.7.2 Developer action elements

14.2.7.2.1 ATE_DPT.4.1D

The developer shall provide the analysis of the depth of testing.
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14.2.7.3 Co

ntent and presentation elements

14.2.7.3.1 ATE_DPT.4.1C

The analysis of the depth of testing shall demonstrate the correspondence between the tests in the test

documentatio

n and the TSF subsystems and modules in the TOE design.

14.2.7.3.2 ATE_DPT.4.2C

The analysis of the depth of testing shall demonstrate that all TSF subsystems in the TOE design have been

tested.

14.2.7.3.3 A
The analysis
14.2.7.3.4 A

The analysis
implementat

14.2.7.4 Eyv
142741 A

The evaluato
of evidence.

14.3 Functi
14.3.1 Objed
Functional te
performed arj
TSF is achie\
This family cg
The families
combination f{
the evaluator

14.3.2 Comy

This family cq

TE_DPT.4.3C
pf the depth of testing shall demonstrate that all modules in the TOE design have been test
TE_DPT.4.4C

of the depth of testing shall demonstrate that the TSF operates in-accordance wi
on representation.

aluator action elements
TE _DPT.4.1E

- shall confirm that the information provided meets all'requirements for content and presen

onal tests (ATE_FUN)

tives

5ting performed by the developer provides assurance that the tests in the test documentatiq
d documented correctly. The cotfespondence of these tests to the design descriptions
ed through the Coverage (ATE_COV) and Depth (ATE_DPT) families.

ntributes to providing assurance that the likelihood of undiscovered flaws is relatively small
Coverage (ATE€QOV), Depth (ATE_DPT) and Functional tests (ATE_FUN) are us
0 define the evidence of testing to be supplied by a developer. Independent functional test
is specified byxlndependent testing (ATE_IND).

onent |evelling

ntains'two components, the higher requiring that ordering dependencies are analysed.

W

th its

tation

n are
bf the

ed in
ng by

14.3.3 Application notes

Procedures for performing tests are expected to provide instructions for using test programs and test suites,
including the test environment, test conditions, test data parameters and values. The test procedures should
also show how the test results are derived from the test inputs.

Ordering dependencies are relevant when the successful execution of a particular test depends upon the
existence of a particular state. For example, this might require that test A be executed immediately before test
B, since the state resulting from the successful execution of test A is a prerequisite for the successful
execution of test B. Thus, failure of test B could be related to a problem with the ordering dependencies. In the
above example, test B could fail because test C (rather than test A) was executed immediately before it, or the
failure of test B could be related to a failure of test A.

114 © ISO/IEC 2008 - All rights reserved


https://iecnorm.com/api/?name=4b332ad957b0609a1a5f2f3d999ad23a

ISO/IEC 15408-3:2008(E)

14.3.4 ATE_FUN.1 Functional testing
Dependencies: ATE_COV.1 Evidence of coverage
14.3.4.1 Objectives

The objective is for the developer to demonstrate that the tests in the test documentation are performed and
documented correctly.

14.3.4.2 Developer action elements

14.3. 423 —AFEFUNLAD

The developer shall test the TSF and document the results.
14.3.4.2.2 ATE_FUN.1.2D

The developer shall provide test documentation.

14.3.4.3 Content and presentation elements

14.3.4.3.1 ATE_FUN.1.1C

The test documentation shall consist of test plans, expecteditest results and actual test repults.
14.3.4.3.2 ATE_FUN.1.2C

The test plans shall identify the tests to be performed and describe the scenarios for perfprming each
test. These scenarios shall include any ordering dependencies on the results of other tests.

14.3.4.3.3 ATE_FUN.1.3C
The gxpected test results shall show the\anticipated outputs from a successful execution ¢f the tests.
14.3.4.3.4 ATE_FUN.1.4C

The dctual test results shall be)consistent with the expected test results.
14.3.4.4 Evaluator action'elements

14.3.4.4.1 ATE_FUN.1.1E

The ¢valuator shall confirm that the information provided meets all requirements for [content and
presgntation-of evidence.

14.3.% ATE FUN.2 Ordered functional testing

Dependencies: ATE_COV.1 Evidence of coverage
14.3.5.1 Objectives
The objectives are for the developer to demonstrate that the tests in the test documentation are performed

and documented correctly, and to ensure that testing is structured such as to avoid circular arguments about
the correctness of the interfaces being tested.
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14352 Ap

plication notes

Although the test procedures may state pre-requisite initial test conditions in terms of ordering of tests, they
may not provide a rationale for the ordering. An analysis of test ordering is an important factor in determining
the adequacy of testing, as there is a possibility of faults being concealed by the ordering of tests.

14.3.5.3 De

veloper action elements

14.3.5.3.1 ATE_FUN.2.1D

The developer shall test the TSF and document the results.

143532 A
The developd
14.3.5.4 Cqg
143541 A
The test docy
143542 A

The test plan
These scena

143543 A
The expected
143544 A
The actual te
143545 A
The test doc
14355 Ev
143551 A

The evaluato
of evidence.

TE_FUN.2.2D

r shall provide test documentation.

ntent and presentation elements

TE_FUN.2.1C

mentation shall consist of test plans, expected test results and actual test results.

TE_FUN.2.2C

ios shall include any ordering dependencies on the results of other tests.

TE_FUN.2.3C

test results shall show the anticipated outputs' from a successful execution of the tests.
TE_FUN.2.4C

5t results shall be consistent with the expected test results.

TE_FUN.2.5C

Lmentation shall include an analysis of the test procedure ordering dependencies.
aluator action elements

TE_FUN.2]1E

- shall'confirm that the information provided meets all requirements for content and presen

14.4 Independent testing (ATE_IND)

14.4.1 Objectives

s shall identify the tests to be performed and describe the scenarios for performing each test.

tation

The objectives of this family are built upon the assurances achieved in the ATE_FUN, ATE_COV, and
ATE_DPT families by verifying the developer testing and performing additional tests by the evaluator.

14.4.2 Component levelling

Levelling is based upon the amount of developer test documentation and test support and the amount of
evaluator testing.
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14.4.3 Application notes

This family deals with the degree to which there is independent functional testing of the TSF. Independent
functional testing may take the form of repeating the developer's functional tests (in whole or in part) or of
extending the scope or the depth of the developer's tests. These activities are complementary, and an
appropriate mix must be planned for each TOE, which takes into account the availability and coverage of test
results, and the functional complexity of the TSF.

Sampling of developer tests is intended to provide confirmation that the developer has carried out his planned
test programme on the TSF, and has correctly recorded the results. The size of sample selected will be
influenced by the detail and quality of the developer's functional test results. The evaluator will also need to
consider the scope for devising additional tests_and the relative benefit that may be gained from effort in

these
cases
theref

suppl

Therg

The ¢valuator will need to assess the applicability of the results provided, ‘and to plan his

accor
The s
and i
addre|

Additi
of the

The
para
interfa

Refer
tests

14.4.4

Depe

14.4 4

In thi

e
rleters passed through invocations identified;in the implementation representation. The

two areas. It is recognised that repetition of all developer tests may be feasible and desil
, but may be very arduous and less productive in others. The highest component in-this
ore be used with caution. Sampling will address the whole range of test results available, in
ed to meet the requirements of both Coverage (ATE_COV) and Depth (ATE_DPT):

is also a need to consider the different configurations of the TOE that are included within th
dingly.

uitability of the TOE for testing is based on the access to the FOE, and the supporting d
hformation required (including any test software or tools) torun tests. The need for su
ssed by the dependencies to other assurance families.

pnally, suitability of the TOE for testing may be based-of other considerations. For exampl
TOE submitted by the developer may not be the final‘version.

rm interfaces refers to interfaces described\in the functional specification and TOE
ces to be used is selected through Coverage (ATE_COV) and the Depth (ATE_DPT) comg

ences to a subset of the interfaces are intended to allow the evaluator to design an appr|
which is consistent with the objectives of the evaluation being conducted.

] ATE_IND.1 Independent.t€sting - conformance
ndencies: ADV_FSP.1 Basic functional specification
AGD.\OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

|.1 Qbjectives

D

component, the objective is to demonstrate that the TOE operates in accordance w

able in some
family should
cluding those

e evaluation.
own testing

bcumentation
Ch support is

B, the version

design, and
exact set of
onents.

bpriate set of

th its design

repre

entations and guidance documents.

14.4.4.2 Application notes

This component does not address the use of developer test results. It is applicable where such results are not
available, and also in cases where the developer's testing is accepted without validation. The evaluator is
required to devise and conduct tests with the objective of confirming that the TOE operates in accordance with
its design representations, including but not limited to the functional specification. The approach is to gain
confidence in correct operation through representative testing, rather than to conduct every possible test. The
extent of testing to be planned for this purpose is a methodology issue, and needs to be considered in the
context of a particular TOE and the balance of other evaluation activities.
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14.4.4.3 Developer action elements

14.4.43.1 ATE_IND.1.1D

The developer shall provide the TOE for testing.
14.4.4.4 Content and presentation elements
144441 ATE_IND.1.1C

The TOE shall be suitable for testing.

14.4.45 Evfaluator action elements
144451 ATE_IND.1.1E

The evaluatpr shall confirm that the information provided meets all requirements\for content and
presentation| of evidence.

14.4.45.2 ATE_IND.1.2E

The evaluatqgr shall test a subset of the TSF to confirm that the TSF operates as specified.
14.4.5 ATE_JND.2 Independent testing - sample

Dependencies: ADV_FSP.2 Security-enforcing functional specification

AGD_OPE.1 Operational user guidance

AGD_PRE.1 Preparative procedures

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

14.45.1 Oljectives

In this comppnent, the objective is to demonstrate that the TOE operates in accordance with its design
representatiops and guidance doeuments. Evaluator testing confirms that the developer performed somq tests
of some interfaces in the functional specification.
14.45.2 Agpplication gotes

The intent iy that-the developer should provide the evaluator with materials necessary for the efficient

reproduction pf developer tests. This may include such things as machine-readable test documentation, test
programs, etg. T

This component contains a requirement that the evaluator has available test results from the developer to
supplement the programme of testing. The evaluator will repeat a sample of the developer's tests to gain
confidence in the results obtained. Having established such confidence the evaluator will build upon the
developer's testing by conducting additional tests that exercise the TOE in a different manner. By using a
platform of validated developer test results the evaluator is able to gain confidence that the TOE operates
correctly in a wider range of conditions than would be possible purely using the developer's own efforts, given
a fixed level of resource. Having gained confidence that the developer has tested the TOE, the evaluator will
also have more freedom, where appropriate, to concentrate testing in areas where examination of
documentation or specialist knowledge has raised particular concerns.
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14.4.5.3 Developer action elements
14.4.5.3.1 ATE_IND.2.1D

The developer shall provide the TOE for testing.
14.4.5.4 Content and presentation elements
14.4.5.4.1 ATE_IND.2.1C

The TOE shall be suitable for testing.

14.4.%.4.2 ATE_IND.2.2C

The developer shall provide an equivalent set of resources to those that were used |in theg developer's
funct|onal testing of the TSF.

14.4.%.5 Evaluator action elements
14.4.%5.1 ATE_IND.2.1E

The gvaluator shall confirm that the information provided meets all requirements for content and presentation
of eviflence.

14.4%5.2 ATE_IND.2.2E

The gvaluator shall execute a sample of tests in thestest documentation to verify the developer test
results.

14.4.%.5.3 ATE_IND.2.3E

The gvaluator shall test a subset of the TSF o confirm that the TSF operates as specified.
14.4.6 ATE_IND.3 Independent testing - complete

Depepdencies: ADV_FSP.4 Complete functional specification

AGD_OPE.* Operational user guidance

AGD PRE.1 Preparative procedures

ATE_COV.1 Evidence of coverage

ATE_FUN.1 Functional testing

14.4.¢.2.V Objectives

In this component, the objective is to demonstrate that the TOE operates in accordance with its design
representations and guidance documents. Evaluator testing includes repeating all of the developer tests.

14.4.6.2 Application notes
The intent is that the developer should provide the evaluator with materials necessary for the efficient
reproduction of developer tests. This may include such things as machine-readable test documentation, test

programs, etc.

In this component the evaluator must repeat all of the developer's tests as part of the programme of testing.
As in the previous component the evaluator will also conduct tests that aim to exercise the TSF in a different
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manner from that achieved by the developer. In cases where developer testing has been exhaustive, there

may remain li

ttle scope for this.

14.4.6.3 Developer action elements

14.4.6.3.1 ATE_IND.3.1D

The developer shall provide the TOE for testing.

14.4.6.4 Content and presentation elements

14.4.6.4.1 A
The TOE sh4
14.46.4.2 A

The develop
functional tes

14.46.5 Eyv
144651 A

The evaluato
of evidence.

14.4.65.2 A
The evaluato
14.4.6.5.3 A

The evaluato

15 Class 4

The AVA: Vu
the developm

Figure 15 shows the families within this class, and the hierarchy of components within the families.

FE—ND-3-1C

| be suitable for testing.
TE_IND.3.2C

pr shall provide an equivalent set of resources to those that were usedxin the devel
ting of the TSF.

@luator action elements
TE_IND.3.1E

- shall confirm that the information provided meets all requirements for content and presen

TE_IND.3.2E

shall execute all tests in the test documentation to verify the developer test results.
TE_IND.3.3E

shall test the TSF to confirm thatthe entire TSF operates as specified.

AVA: Vulnerability assessment

nerability assessment.class addresses the possibility of exploitable vulnerabilities introdu
ent or the operatian'of the TOE.

AVA VAN: Vulnerability analysis

w

bper's

tation

ted in

15.1 Application notes

Generally, the vulnerability assessment activity covers various vulnerabilities in the development and
operation of the TOE. Development vulnerabilities take advantage of some property of the TOE which was
introduced during its development, e.g. defeating the TSF self protection through tampering, direct attack or
monitoring of the TSF, defeating the TSF domain separation through monitoring or direct attack the TSF, or
defeating non-bypassability through circumventing (bypassing) the TSF. Operational vulnerabilities take
advantage of weaknesses in non-technical countermeasures to violate the TOE SFRs, e.g. misuse or
incorrect configuration. Misuse investigates whether the TOE can be configured or used in a manner that is

insecure, but

120

that an administrator or user of the TOE would reasonably believe to be secure.
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Assessment of development vulnerabilities is covered by the assurance family AVA_VAN. Basically, all
development vulnerabilities can be considered in the context of AVA_VAN due to the fact, that this family
allows application of a wide range of assessment methodologies being unspecific to the kind of an attack
scenario. These unspecific assessment methodologies comprise, among other, also the specific
methodologies for those TSF where covert channels are to be considered (a channel capacity estimation can
be done using informal engineering measurements, as well as actual test measurements) or can be overcome
by the use of sufficient resources in the form of a direct attack (underlying technical concept of those TSF is
based on probabilistic or permutational mechanisms; a qualification of their security behaviour and the effort
required to overcome them can be made using a quantitative or statistical analysis).

If there are security objectives specified in the ST to either to prevent one user of the TOE from observing
activityassociated with another user of the TOE _or to ensure that information flows cannot be used to achieve
enforged illicit data signals, covert channel analysis should be considered during the @opduct of the
vulnefability analysis. This is often reflected by the inclusion of ISO/IEC 15408-2 Unobseryability (FPR_UNO)
and multilevel access control policies specified through ISO/IEC 15408-2 Access control policy (FDP_ACC)
and/of ISO/IEC 15408-2 Information flow control policy (FDP_IFC) requirements in the ‘ST

15.2 |Vulnerability analysis (AVA_VAN)
15.2.1 Objectives

Vulnerability analysis is an assessment to determine whether poteptial® vulnerabilities identified, during the
evalugtion of the development and anticipated operation of theFOE or by other methods [(e.g. by flaw
hypotheses or quantitative or statistical analysis of the security behaviour of the underlying security
mechpnisms), could allow attackers to violate the SFRs.
Vulnerability analysis deals with the threats that an attacker will be able to discover flaws that will allow
unauthorised access to data and functionality, allow the ability to interfere with or alter the TSk, or interfere
with the authorised capabilities of other users.

15.2.2 Component levelling

Levelling is based on an increasing rigour.of vulnerability analysis by the evaluator and incregsed levels of
attacK potential required by an attackero identify and exploit the potential vulnerabilities.

15.2.3 AVA_VAN.1 Vulnerability@urvey

Dependencies: ADV_FSP.1.Basic functional specification
AGD-'OPE.1 Operational user guidance
AGD_PRE.1 Preparative procedures

15.2.3.1 Qbjectives

A vulnperability survey of information available in the public domain is performed by the evaluatgr to ascertain
potential vulnerabilities that may be easily found by an attacker.

The evaluator performs penetration testing, to confirm that the potential vulnerabilities cannot be exploited in
the operational environment for the TOE. Penetration testing is performed by the evaluator assuming an
attack potential of Basic.

15.2.3.2 Developer action elements

15.2.3.2.1 AVA_VAN.1.1D

The developer shall provide the TOE for testing.
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15.2.3.3 Content and presentation elements
15.2.3.3.1 AVA_VAN.1.1C

The TOE shall be suitable for testing.
15.2.3.4 Evaluator action elements
15.2.3.4.1 AVA_VAN.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation-ef-evidence-

15.2.3.4.2 AVA_VAN.1.2E

The evaluatgr shall perform a search of public domain sources to identify potential vulnerabilit|es in
the TOE.

15.2.3.4.3 AVA_VAN.1.3E
The evaluator shall conduct penetration testing, based on the identified potential vulnerabilitig¢s, to
determine that the TOE is resistant to attacks performed by an attacker possessing Basic attack
potential.
15.2.4 AVA _[VAN.2 Vulnerability analysis

Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.1 Basic functional specification
ADV_TDS.1 Basic design

AGD_OPE.1 Operational user.guidance
AGD_PRE.1 Preparative\procedures
15.2.4.1 Oljectives

A vulnerability analysis is performed by the evaluator to ascertain the presence of potential vulnerabilities.
The evaluatof performs pefetration testing, to confirm that the potential vulnerabilities cannot be exploited in
the operationjal environment for the TOE. Penetration testing is performed by the evaluator assumihg an

attack potential of Basic)

15.2.4.2 Develogper action elements

15.2.4.2.1 AVA_VAN.2.1D
The developer shall provide the TOE for testing.
15.2.4.3 Content and presentation elements
15.2.4.3.1 AVA_VAN.2.1C

The TOE shall be suitable for testing.
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15.2.4.4 Evaluator action elements
15.2.4.4.1 AVA_VAN.2.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

15.2.4.4.2 AVA_VAN.2.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in the TOE.

15.2.443—AVANAN23E

The ¢valuator shall perform an independent vulnerability analysis of the TOE using the guidance
documentation, functional specification, TOE design and security architecture desc¢ription to identify
poterjtial vulnerabilities in the TOE.
15.2.4.44 AVA _VAN.2.4E

The gvaluator shall conduct penetration testing, based on the identified patential vulnerabilities,[to determine
that the TOE is resistant to attacks performed by an attacker possessing.Basic attack potential.

15.2.% AVA VAN.3 Focused vulnerability analysis

Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functiofnal Specification
ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operationalruser guidance

AGD_PRE.1 Preparative procedures

15.2.5.1 Objectives

A vulnerability analysis is~performed by the evaluator to ascertain the presence of potential vulnefabilities.

The gvaluator performs penetration testing, to confirm that the potential vulnerabilities cannot bg exploited in
the operational €nvironment for the TOE. Penetration testing is performed by the evaluator fassuming an

attacK potentidl of Enhanced-Basic.

15.2.%.2- ,\Developer action elements

15.2.5.2.1 AVA_VAN.3.1D
The developer shall provide the TOE for testing.
15.2.5.3 Content and presentation elements
15.2.5.3.1 AVA_VAN.3.1C

The TOE shall be suitable for testing.
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15254 Ev

aluator action elements

15.2.5.4.1 AVA_VAN.S.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

15.2.5.4.2 AVA_VAN.3.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in the TOE.

15.2543 A
The evaluat
documentatig
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15.2.6 AVA_|
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15.2.6.1 Of

A methodica
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The evaluato
the operation
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15.2.6.2 Des

MAMANZ-3E

br shall perform an independent vulnerability analysis of the TOE using the-gui
n, functional specification, TOE design, security architecture description and implemen
bn to identify potential vulnerabilities in the TOE.

VA _VAN.3.4E

r shall conduct penetration testing, based on the identified potential, Vulnerabilities, to dete
is resistant to attacks performed by an attacker possessing Enhanced-Basic attack potent

VAN.4 Methodical vulnerability analysis
5. ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functional specification
ADV_TDS.3 Basic modular design
ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operational user.guidance
AGD_PRE.1 Preparative\procedures
jectives
vulnerability analysis is performed by the evaluator to ascertain the presence of po
 performs¢penetration testing, to confirm that the potential vulnerabilities cannot be exploi

al environment for the TOE. Penetration testing is performed by the evaluator assumi
al of Moderate.
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\veloper action elements

15.2.6.2.1 AVA_VAN.4.1D

The developer shall provide the TOE for testing.

15.2.6.3 Content and presentation elements

15.2.6.3.1 AVA_VAN.4.1C

The TOE sha
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Il be suitable for testing.
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15.2.6.4 Evaluator action elements
15.2.6.4.1 AVA_VAN.4.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation
of evidence.

15.2.6.4.2 AVA_VAN.4.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in the TOE.

15.2.6-43 —AVANMANAIE
The gvaluator shall perform an independent, methodical vulnerability analysis of the TOE wsing|the guidance
documentation, functional specification, TOE design, security architecture description.”and implementation
representation to identify potential vulnerabilities in the TOE.

15.2.6.4.4 AVA_VAN.4.4E

The gvaluator shall conduct penetration testing based on the identified pétential vulnerabilities|to determine
that the TOE is resistant to attacks performed by an attacker possessing.Moderate attack potential.

15.2.7 AVA_VAN.5 Advanced methodical vulnerability analysis
Dependencies: ADV_ARC.1 Security architecture description
ADV_FSP.2 Security-enforcing functiofnal Specification
ADV_TDS.3 Basic modular design

ADV_IMP.1 Implementation representation of the TSF
AGD_OPE.1 Operationalruser guidance

AGD_PRE.1 Preparative procedures

15.2.7.1 Objectives

A maeathodical vulnerability~analysis is performed by the evaluator to ascertain the presence of potential
vulnefabilities.

The gvaluator pepforms penetration testing, to confirm that the potential vulnerabilities cannot bg exploited in
the operational ‘environment for the TOE. Penetration testing is performed by the evaluator jassuming an
attacl potential of High.

15.2.7.2.vDeveloper action elements

15.2.7.2.1 AVA_VAN.5.1D
The developer shall provide the TOE for testing.
15.2.7.3 Content and presentation elements
15.2.7.3.1 AVA_VAN.L.1C

The TOE shall be suitable for testing.
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15.2.7.4 Evaluator action elements

152741 A

VA_VAN.5.1E

The evaluator shall confirm that the information provided meets all requirements for content and presentation

of evidence.

15.2.7.4.2 AVA_VAN.5.2E

The evaluator shall perform a search of public domain sources to identify potential vulnerabilities in the TOE.

15.2.7.43 A

The evaluato
documentatio
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The evaluato
that the TOE
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LA NANG 3E
- shall perform an independent, methodical vulnerability analysis of the TOE using the gui
n, functional specification, TOE design, security architecture description and implemen
h to identify potential vulnerabilities in the TOE.

VA_VAN.5.4E

I shall conduct penetration testing based on the identified potential ¥ulnerabilities to dete
is resistant to attacks performed by an attacker possessing High attack potential.

ACO: Composition

O: Composition encompasses five families. These families specify assurance requirement
to provide confidence that a composed TOE will operate securely when relying upon sg
rovided by previously evaluated software, firmware\or hardware components.

involves taking two or more IT entities successfully evaluated against ISO/IEC 15408 sg
quirements packages (base components~and dependent components, see Annex B
bm for use, with no further development of either IT entity. The development of additio
included (entities that have not previously been the subject of a component evaluation

meets the objectives for the envirohment.

h does not provide an alternative approach for the evaluation of components. Composition
5 a composed TOE integrator a method, which can be used as an alternative to other assu
pd in ISO/IEC 15408, to gain confidence in a TOE that is the combination of two or
bvaluated components without having to re-evaluate the composite TSF. (The composed
eferred to as “developer” throughout the ACO class, with any references to the developer
hdent companents clarified as such.)

5surance Packages, as defined in Clauses 8 and 6.3, is an assurance scale for composed |
Ce scaletis required in addition to EALs because to combine components evaluated against

lance

tation

rmine

s that
curity

curity

and
nal 1T
. The

DE forms a new product that can-be installed and integrated into any specific enviropment

under
rance
more
TOE
of the

[OEs.
EALs

sulting’ EAL assurance, all SARs in the EAL have to be applied to the composed TOE. Alt

reuse can bg¢ made of the component TOE evaluation results, there are often additional aspects

ough
f the

components that have to be considered in the composed TOE, as described in Annex B.3. Due to the different
parties involved in a composed TOE evaluation activity it is generally not possible to gain all necessary
evidence about these additional aspects of the components to apply the appropriate EAL. Hence, CAPs have
been defined to address the issue of combining evaluated components and gaining a meaningful result. This
is discussed further in Annex B.
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Base component-b

Rigure 16 - Relationship between ACO families and interactions between components

In a gomposed TOE it is generally the case that one component'relies on the services providgd by another
comppnent. The component requiring services is termed the~dependent component and the component
providing the services is termed the base component. ThiS/interaction and distinct is discusged further in
Annex B. It is assumed to be the case that the developer of the dependent component is slipporting the
comppsed TOE evaluation in some manner (as developer, sponsor, or just cooperating and [providing the
necegsary evaluation evidence from the dependent component evaluation) The ACO components included in
the CAP assurance packages should not be used-as'augmentations for component TOE evaluations, as this
would provide no meaningful assurance for the ¢component.

The families within the ACO class interaé¢tyin a similar manner to the ADV, ATE and AVA|classes in a
comppnent TOE evaluation and hence leverage from the specification of requirements from those classes
wherg applicable. There are however<g-few items specific to composed TOE evaluations. To dgtermine how
the domponents interact and identify any deviations from the evaluations of the components, the
dependencies that the dependent component has upon the underlying base component are identified
(ACO|_ REL). This reliance on the base component is specified in terms of the interfaces through which the
dependent component makes calls for services in support of the dependent component SFRs. The interfaces,
and at higher levels the/Supporting behaviour, provided by the base component in response to those service
requests are analysed jin ACO_DEV. The ACO_DEV family is based on the ADV_TDS famjly, as at the
simplest level the . TSF of each component can be viewed as a subsystem of the composed TOE, with
additipnal portiofis-of each component seen as additional subsystems. Therefore, the interfaceq between the
comppnents are’seen as interactions between subsystems in a component TOE evaluation.

It is ppssible that the interfaces and supporting behaviour descriptions provided for ACO_DEV arg incomplete.
This is_détermined during the conduct of ACO COR. The ACO _COR family takes the outputs lof ACO_REL
and ACO_DEV and determines whether the components are being used in their evaluated configuration and
identifies where any specifications are incomplete, which are then identified as inputs into testing (ACO_CTT)
and vulnerability analysis (ACO_VUL) activities of the composed TOE.

Testing of the composed TOE is performed to determine that the composed TOE exhibits the expected
behaviour as determined by the composed TOE SFRs, and at higher levels demonstrates the compatibility of
the interfaces between the components of the composed TOE.

The vulnerability analysis of the composed TOE leverages from the outputs of the vulnerability analysis of the
component evaluations. The composed TOE vulnerability analysis considers any residual vulnerabilities from
the component evaluations to determine that the residual vulnerabilities are not applicable to the composed
TOE. A search of publicly available information relating to the components is also performed to identify any
issues reported in the components since the completion of the respective evaluations.
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The interaction between the ACO families is depicted in Figure 17 below. This shows by solid arrowed lines
where the evidence and understanding gained in one family feeds into the next activity and the dashed arrows
identify where an activity explicitly traces back to the composed TOE SFRs, as described above.

ASE

T ACO_REL \';

P - ~
[ Aco_DEV |
N - s
: i

o -
[ ACO_COR |
4 . A

Figure 17 - Relationship between ACO families
Further discugsion of the definition and interactions within composed TOEs is previded in Annex B.

Figure 18 shows the families within this class, and the hierarchy of compongnts within the families.

ACO_COR: Composition rationale 1

ACO_DEV: Development evidence 1 2 3
ACO_REL: Reliance of dependent component 1 2

ACO_CTT: ComposedFOE testing 1 2
ACO_VUL: Composition vulnerability analysis 1 2 3

Figure 18 - ACO: Composition class decomposition
16.1 Comppsition rationale (ACO_COR)

16.1.1 Objeqtives

This family addresses the requirement to demonstrate that the base component can provide an appropriate
level of assurance for use in composition.

16.1.2 Component levelling
There is only a single component in this family.
16.1.3 ACO_COR.1 Composition rationale

Dependencies: ACO_DEV.1 Functional Description
ALC_CMC.1 Labelling of the TOE
ACO_REL.1 Basic reliance information
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16.1.3.1 Developer action elements

16.1.3.1.1 ACO_COR.1.1D

The developer shall provide composition rationale for the base component.

16.1.3.2 Content and presentation elements

16.1.3.2.1 ACO_COR.1.1C

The ¢
depe
the b
16.1.9
16.1.9

The 9

omposition rationale shall demonstrate that a level of assurance at least as high/a
hdent component has been obtained for the support functionality of the base comp
hse component is configured as required to support the TSF of the dependent compd
.3 Evaluator action elements

3.1 ACO_COR.L.1E

valuator shall confirm that the information meets all requirend€nts for content and

of evidence.
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Development evidence (ACO_DEV)
| Objectives

amily sets out requirements for a specification of.the base component in increasing levels g

information is required to gain confidence that the appropriate security functionality is provided {
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ements of the dependent component (as identified in the reliance information).
P Component levelling

lomponents are levelled on the basis of increasing amounts of detail about the interfaces
ney are implemented.

Application notes

[SF of the base component is often defined without knowledge of the dependencies off
ations with which itmay by composed. The TSF of this base component is defined to inclu
hse componeht that have to be relied upon for enforcement of the base component SH
e all parts of the base component required to implement the base component SFRs.

Iinctionalspecification of the base component will describe the TSFI in terms of the interfg
bnent.provides to allow an external entity to invoke operations of the TSF. This includes int

huma

5 that of the
ponent, when
nent.

presentation

f detail. Such
p support the

brovided, and

the possible
e all parts of
FRs. This will

ces the base
prfaces to the

h'user to permit interaction with the operation of the TSF invoking SFRs and also interface

s allowing an

external IT entity to make calls into the TSF.

The functional specification only provides a description of what the TSF provides at its interface and the
means by which that TSF functionality are invoked. Therefore, the functional specification does not
necessarily provide a complete interface specification of all possible interfaces available between an external
entity and the base component. It does not include what the TSF expects/requires from the operational
environment. The description of what a dependent component TSF relies upon of a base component is
considered in Reliance of dependent component (ACO_REL) and the development information evidence
provides a response to the interfaces specified.

The development information evidence includes a specification of the base component. This may be the
evidence used during evaluation of the base component to satisfy the ADV requirements, or may be another
form of evidence produced by either the base component developer or the composed TOE developer. This
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specification of the base component is used during Development evidence (ACO_DEV) to gain confidence
that the appropriate security functionality is provided to support the requirements of the dependent
component. The level of detail required of this evidence increases to reflect the level of required assurance in
the composed TOE. This is expected to broadly reflect the increasing confidence gained from the application
of the assurance packages to the components. The evaluator determines that this description of the base

component is

16.2.4 ACO_

Dependencies:

consistent with the reliance information provided for the dependent component.
DEV.1 Functional Description

ACO_REL.1 Basic reliance information
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This is exam
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ned to determine whether or not it is consistent with the description of interfaces.'on whig
mponent relies, as provided in the reliance information.

\veloper action elements

CO_DEV.1.1D

br shall provide development information for the base component.

ntent and presentation elements

CO_DEV.1.1C

The developgment information shall describe the purposerof each interface of the base comp

used in the g
16.2.4.3.2 A
The develoj
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omposed TOE.

CO_DEV.1.2C

uired.
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bnent

ment information shall show correspondence between the interfaces, used in the

OE, of the base component and the dependent component to support the TSF d
pmponent.

@dluator action elements
CO_DEV.1.1E

r shall confirm;that the information meets all requirements for content and presen

CO_DEV.1.2E

f the

ation

ance

rShall determine that the interface description provided is consistent with the rel

information provided for the dependent component.

16.2.5 ACO_

Dependencies:

DEV.2 Basic evidence of design

ACO_REL.1 Basic reliance information

16.2.5.1 Objectives

A description of the interfaces in the base component, on which the dependent component relies, is required.
This is examined to determine whether or not it is consistent with the description of interfaces on which the
dependent component relies, as provided in the reliance information.
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In addition, the security behaviour of the base component that supports the dependent component TSF is
described.

16.2.5.2 Developer action elements
16.2.5.2.1 ACO_DEV.2.1D
The developer shall provide development information for the base component.

16.2.5.3 Content and presentation elements

16.2.5331—ACO-DEV-21C

The development information shall describe the purpose and method of use of each interface of the base
comppnent used in the composed TOE.

16.2.%.3.2 ACO_DEV.2.2C

The gevelopment information shall provide a high-level description of the behaviour |of the base
comgonent, which supports the enforcement of the dependent compohent SFRs.

16.2.%.3.3 ACO_DEV.2.3C

The development information shall show correspondence betweén the interfaces, used in the composed TOE,
of the|base component and the dependent component to supporithe TSF of the dependent component.

16.2.%.4 Evaluator action elements
16.2.5.4.1 ACO_DEV.2.1E

The ¢valuator shall confirm that the informatioh meets all requirements for content and presentation of
evidepce.

16.2.5.4.2 ACO_DEV.2.2E

The gvaluator shall determine that'the interface description provided is consistent with the reliange information
provided for the dependent component.

16.2.6 ACO_DEV.3 Detailed evidence of design
Depepdencies: AECO_REL.2 Reliance information
16.2.6.1 Objectives

A desgcription of the interfaces in the base component, on which the dependent component relies, is required.

This is‘examined to determine whether or not it is consistent with the description of interfaces [on which the
dependent component relies, as provided in the reliance information.

The interface description of the architecture of the base component is provided to enable the evaluator to
determine whether or not that interface formed part of the TSF of the base component.

16.2.6.2 Developer action elements
16.2.6.2.1 ACO_DEV.3.1D

The developer shall provide development information for the base component.
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16.2.6.3 Co

ntent and presentation elements

16.2.6.3.1 ACO_DEV.3.1C

The development information shall describe the purpose and method of use of each interface of the base
component used in the composed TOE.

16.2.6.3.2 ACO_DEV.3.2C

The development information shall identify the subsystems of the base component that provide

interfaces of

the base component used in the composed TOE.

16.2.6.3.3 A

The developr
subsystems

16.2.6.3.4 A

The develop
base compo

16.2.6.3.5 A

The developn
of the base ¢

16.2.6.4 Ev
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16.3 Reliance of dependent-component (ACO_REL)

16.3.1 Objeg

The purpose
upon the bag

CO_DEV.3.3C

hent information shall provide a high-level description of the behaviour of the basel,comp
which support the enforcement of the dependent component SFRs.

CO_DEV.3.4C

ment information shall provide a mapping from the interfaces, to ythe subsystems ¢
hent.

CO_DEV.3.5C

nent information shall show correspondence between the interfaces, used in the composed
bmponent and the dependent component to support the TSF of the dependent component.

aluator action elements
CO _DEV.3.1E

r shall confirm that the information imeets all requirements for content and presentat

CO_DEV.3.2E

" shall determine that the 'interface description provided is consistent with the reliance inforn
he dependent component.

tives

onent

f the

TOE,

on of

hation

of thissfamily is to provide evidence that describes the reliance that a dependent compon

with other ev

emt has
e component. This information is useful to persons responsible for integrating the com;jvonent
aluated IT components to form the composed TOE, and for providing insight into the sgcurity

properties of the resulting composition.

This provides a description of the interface between the dependent and base components of the composed
TOE that may not have been analysed during evaluation of the individual components, as the interfaces were
not TSFls of the individual component TOEs.

16.3.2 Component levelling

The components in this family are levelled according to the amount of detail provided in the description of the

reliance by th
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e dependent component upon the base component.
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16.3.3 Application notes

The Reliance of dependent component (ACO_REL) family considers the interactions between the
components where the dependent component relies upon a service from the base component to support the
operation of security functionality of the dependent component. The interfaces into these services of the base
component may not have been considered during evaluation of the base component because the service in
the base component was not considered security-relevant in the component evaluation, either because of the
inherent purpose of the service (e.g., adjust type font) or because associated ISO/IEC 15408 SFRs are not
being claimed in the base component's ST (e.g. the login interface when no ISO/IEC 15408-2 FIA:
Identification and authentication SFRs are claimed). These interfaces into the base component are often
viewed as functional interfaces in the evaluation of the base component, and are in addition to the security
interfaces (TSFI) considered in the functional specification

In summary, the TSFls described in the functional specification only include the calls made ifto a TSF by
extermal entities and responses to those calls. Calls made by a TSF, which were not‘explicitly considered
during evaluation of the components, are described by the reliance information providedito satisfy Reliance of
dependent component (ACO_REL).

16.3.4 ACO_REL.1 Basic reliance information

Depepdencies: No dependencies.

16.3.4.1 Developer action elements

16.3.4.1.1 ACO_REL.1.1D

The developer shall provide reliance information of thie dependent component.
16.3.4.2 Content and presentation elements

16.3.4.2.1 ACO_REL.1.1C

The neliance information shall describe<the functionality of the base component hardwdre, firmware
and/dr software that is relied upon bysthe dependent component TSF.

16.3.4.2.2 ACO_REL.1.2C

The reliance information shall describe all interactions through which the dependent compponent TSF
requgsts services from.-the'base component.

16.3.4.2.3 ACO_REL1.3C

The rleliance infermation shall describe how the dependent TSF protects itself from intefference and
tampering bysthe base component.

16.3.4.8</Evaluator action elements

16.3.4.3.1 ACO_REL.1.1E

The evaluator shall confirm that the information provided meets all requirements for content and
presentation of evidence.

16.3.5 ACO_REL.2 Reliance information

Dependencies: No dependencies.
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16.3.5.1 De

veloper action elements

16.3.5.1.1 ACO_REL.2.1D

The developer shall provide reliance information of the dependent component.

16.3.5.2 Co

ntent and presentation elements

16.3.5.2.1 ACO_REL.2.1C

The reliance information shall describe the functionality of the base component hardware, firmware and/or

software that
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aluator action elements
CO_REL.2.1E

- shall confirm that the information provided meets all requirements for content and presen

psed TOE testing (ACOLETT)
tives

equires that testing” of composed TOE and testing of the base component, as used
DE, is performéd.

onent |évelling
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accordance with the reliance information and the composed TOE SFRs.

16.4.3 Application notes

There are two distinct aspects of testing associated with this family:

testing of the interfaces between the base component and the dependent component, which the

dependent component rely upon for enforcement of security functionality, to demonstrate their

a)

compatibility;
b)

composed TOE.
134

testing of the composed TOE to demonstrate that the TOE behaves in accordance with the SFRs for the
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If the test configurations used during evaluation of the dependent component included use of the base
component as a “platform” and the test analysis sufficiently demonstrates that the TSF behaves in accordance
with the SFRs, the developer need perform no further testing of the composed TOE functionality. However, if
the base component was not used in the testing of the dependent component, or the configuration of either
component varied, then the developer is to perform testing of the composed TOE. This may take the form of
repeating the dependent component developer testing of the dependent component, provided this adequately

demo

nstrates the composed TOE TSF behaves in accordance with the SFRs.

The developer is to provide evidence of testing the base component interfaces used in the composition. The
operation of base component TSFls would have been tested as part of the ATE: Tests activities during
evaluation of the base component. Therefore, provided the appropriate interfaces were included within the test

samp
the b
secur
ACO |

If this
variat
demo

e of the base component evaluation and it was determined in Compasition rationale (AC
Bse component is operating in accordance with the base component evaluated configii;
ty functionality required by the dependent component included in the TSF, the.\eva
[CTT.1.1E may be met through reuse of the base component ATE: Tests verdicts.

ons to the evaluated configuration and any additional security functionally wilf be tested t
hstrate the expected behaviour. The expected behaviour to be tested is‘that described ir

information (Reliance of dependent component (ACO_REL) evidence).

16.4.4

Depe

16.4.4

The ¢
deper

16.4.4
16.4.4
The d
16.4.4
The d
16.4.4

The d

| ACO_CTT.1 Interface testing

ndencies: ACO_REL.1 Basic reliance information
ACO_DEV.1 Functional Description
|.1  Objectives

bjective of this component is to ensure that each interface of the base component,
dent component relies, is tested.

}.2 Developer action elements

}.2.1 ACO_CTT.1.1D

eveloper shall provide composed TOE test documentation.

}.2.2 ACO_CTT.1.2b

eveloper shall provide base component interface test documentation.
}.2.3 ACO.CTT.1.3D

eveloper shall provide the composed TOE for testing.

O_COR) that
htion, with all
luator action

is not the case, the base component interfaces used relevant to the compositionthat are affected by any

b ensure they
the reliance

bn which the

16.4.47.4  ACO_CTT.T.4D

The developer shall provide an equivalent set of resources to those that were used in the base
component developer's functional testing of the base component.

16.4.4.3 Content and presentation elements

16.4.4.3.1 ACO_CTT.1.1C

The composed TOE and base component interface test documentation shall consist of test plans,
expected test results and actual test results.
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