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rd

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
respective organization to deal with particular fields of technical activity. ISO and IEC technical committees
collaborate _in fields of mutual interest. Other international organizations, governmental and non-governmental, in

liaison with

Internation

In the field

Draft Interpational Standards adopted by the joint technical committee are circulated ¢o-national bod

Publicatior
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ISO/IEC 14

audio-visugl systems:

— Partl
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— Part8

ISO and IEC, also take part in the work.

of information technology, 1ISO and IEC have established a joint technical committee, 1S
as an International Standard requires approval by at least 75 % of the national bodies cast

drawn to the possibility that some of the elements of this part of ISOAEC 16500 may be
s. ISO and IEC shall not be held responsible for identifying any or\all’such patent rights.

h| Standard ISO/IEC 16500-7 was prepared by DAVIC (Digital“Audio-Visual Council) and
PAS procedure, by Joint Technical Committee ISO/IEC JTC'1, Information technology, in p
y national bodies of ISO and IEC.

500 consists of the following parts, under the.general title Information technology — Q

System reference models and scenarios

System dynamics, scenarios and pretecol requirements
Contours: Technology domain

Lower-layer protocols and physical interfaces

High and mid-layerprotocols

Information representation

Basic sécurity tools

Mahagement architecture and protocols

bl Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 3.
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Introduction

ISO/IEC 16500 defines the minimum tools and dynamic behavior required by digital audio-visual systems for end-
to-end interoperability across countries, applications and services. To achieve this interoperability, it defines the
technologies and information flows to be used within and between the major components of generic digital audio-
visual systems. Interoperability between these components and between individual sub-systems is assured through
specification of tools and specification of dynamic systems behavior at defined reference points. A reference point
can comprise one or more logical (non-physical) information-transfer interfaces, and one or more physical signal-
transfer interfaces. A logical interface is defined by a set of information flows and associated protocol stacks. A
physical interface is an external interface and is fully defined by its physical and electrical characteristics.
Accessible reference points are used to determine and demonstrate compliance of a digital audio-visual subsystem
with this international standard.

A summary of each part follows.

ISO/IEC |L6500-1 (DAVIC 1.3.1a Part 2) defines the normative digital audio-visual systems technical framework. It
provides|a vocabulary and a Systems Reference Model, which identifies specific functional blogks)and information
flows, interfaces and reference points.

ISO/IEC |1L6500-2 (DAVIC 1.3.1a Part 12) defines system dynamic behavior and physicalscenarios. |t details the
locationd of the control functional entities along with the normative protocols needed to.support the systems
behavior| It is structured as a set of protocol walk-throughsimplication Notes” that rehearse both the gteady

state and dynamic operation of the system at relevant reference points using specified protocols. Detailed dynamics
are giver) for the following scenarios: video on demand, switched video broadcast, interactive broaddast, and
internet gccess.

ISO/IEC|16500-3 (DAVIC 1.3.1a Part 14) provides the normative definitien’of DAVIC Technology Contours.
These are strict sets of Applications, Functionalities and Technologies which allow compliance and cpnformance
criteria tq be easily specified and assessed. This part of ISO/IEC,16500 contains the full details of twjo contours.
These arje the Enhanced Digital Broadcast (EDB) and Interactive‘Digital Broadcast (IDB). ISO/IEC 15500-3
specifies|required technologies and is a mandatory compliance*document for contour implementatiofs.

ISO/IEC |L6500-4 (DAVIC 1.3.1a Part 8) defines the toolbox of technologies used for lower layer profocols and
physical |nterfaces. The tools specified are those required to digitize signals and information in the Cpre Network
and in the Access Network. Each tool is applicable,at'one or more of the reference points specified within the
Delivery System. In addition a detailed specification is provided of the physical interfaces between the Network
Interface| Unit and the Set Top Unit and of the physical interfaces used to connect Set Top Boxes to jarious
peripheral devices (digital video recorder, PC; printer). The physical Delivery System mechanisms ingluded are
copper pgirs, coaxial cable, fiber, HFC, MMDS, LMDS, satellite and terrestrial broadcasting.

ISO/IEC |L6500-5 (DAVIC 1.3.1a Part'7) defines the technologies used for high and mid-layer protocgls for
ISO/IEC |L6500 digital audio-visual.systems. In particular, this part defines the specific protocol stacks and
requirements on protocols at specific interfaces for the content, control and management information| flows.

ISO/IEC |L6500-6 (DAVIC 1.3)1a Part 9) defines what the user will eventually see and hear and with what quality. It
specifies|the way in which_thonomedia and multimedia information types are coded and exchanged. This includes
the definjtion of a virtual'machine and a set of APIs to support interoperable exchange of program cdde.
Interopefability of applications is achieved, without specifying the internal design of a set top unit, by fa normative
Referende Decoder' Model which defines specific memory and behavior constraints for content decodling. Separate
profiles dre defined for different sets of multimedia components.

ISO/IEC |186500-7 (DAVIC 1.3.1a Part 10) defines the interfaces and the security tools required for a

ISO/IEC 16500 system implementing security profiles. These tools include security protocols which operate across
one or both of the defined conditional access interfaces CAO0 and CA1. The interface CAOQ is to all security and
conditional access functions, including the high speed descrambling functions. The interface CA1l is to a tamper
resistant device used for low speed cryptographic processing. This cryptographic processing function is
implemented in a smart card.

ISO/IEC 16500-8 (DAVIC 1.3.1a Part 6) specifies the information model used for managing ISO/IEC 16500

systems. In particular, this part defines the managed object classes and their associated characteristics for managing
the access network and service-related data in the Delivery System. Where these definitions are taken from existing
standards, full reference to the required standards is provided. Otherwise a full description is integrated in the text of
this part. Usage-related information model is defined in ISO/IEC 16500-9.

vii  DAVIC 1.3.1a Part 10 (1999) © ISO/IEC 1999 - All rights reserved
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ISO/IEC 16500-9 (DAVIC 1.3.1a Part 11) specifies the interface requirements and defines the formats for the
collection of usage data used for billing, and other business-related operations such as customer profile
maintenance. It also specifies the protocols for the transfer of Usage Information into and out of the ISO/IEC 16500
digital audio-visual system. In summary, flows of audio, video and audio-visual works are monitored at defined
usage data collection elements (e.g. servers, elements of the Delivery System, set-top boxes). Information
concerning these flows is then collected, processed and passed to external systems such as billing or a rights
administration society via a standardised usage data transfer interface.

Additional Information

ISO/IEC TR 16501 is an accompanying Technical Report. Further architectural and conformance information is
provided in other non-normative parts of DAVIC 1.3.1a (1999). A summary of these documents is included here for
informatipn.

ISO/IEC|TR 16501 (DAVIC 1.3.1a Part 1) provides a detailed listing of the functionalities required-by| users and
providerg of digital audio-visual applications and systems. It introduces the concept of a contour and|defines the
IDB (Interactive Digital Broadcast) and EDB (Enhanced Digital Broadcast) functionality requirements| which are
used to define the normative contour technology toolsets provided in ISO/IEC 16500-3:

DAVIC 1}3.1a Parts 3, 4 and 5 are DAVIC technical reports. They provide additional-architectural anfl other
informatipn for the server, the delivery-system, and the Service Consumer systems respectively. Paft 3 defines how
to load ah application, once created, onto a server and gives information and’guidance on the protodols transmitted
from the et-top user to the server, and those used to control the set-up and‘e€Xecution of a selected ppplication.
Part 4 prpvides an overview of Delivery Systems and describes instances.of specific DAVIC networkgd service
architectpires. These include physical and wireless networks. Non-networked delivery (e.g. local storage physical
discs, tapes and CD-ROMSs) are not specified. Part 5 pravides a Service Consumer systeims architecture
and a defcription of the DAVIC Set Top reference points defined.elsewhere in the normative parts of the
specification.

DAVIC 1}3.1a Part 13 is a DAVIC technical report, which prevides guidelines on how to validate the $ystems,
technology tools and protocols through conformance and.” or interoperability testing.

© ISO/IEC 1999 - All rights reserved DAVIC 1.3.1a Part 10 (1999) ix
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Information technology — Generic digital audio-visual
systems — Part 7: Basic security tools

1.

Scope

This part of ISO/IEC 16500 deals with security in DAVIC systems. A number of security tools are specified,
including security protocols which operate across DAVIC interfaces, as well as two security related interfaces in
the STU. These security tools must be implemented in ISO/IEC 16500 systems conforming to the security profiles.

2.

Normative references

Thqg following normative documents contain provisions which, through reference in this text,-con

of tl

his part of ISO/IEC 16500. For dated references, subsequent amendments to, or revisions 9

publications do not apply. However, parties to agreements based on this part of ISO/IEC 16500
invgstigate the possibility of applying the most recent editions of the standards indicated below.
refdrences, the latest edition of the normative document referred to applies. Members of ISO af

reg
ma

sters of currently valid International Standards. The Telecommunication Standardization Bu
intains a list of currently valid ITU-T Recommendations.

2.1 ISO/IEC and ITU normative references
ISQ/IEC 7816-1: 1987dentification cards - Integrated circuit(s) cards with contacts - Part 1: Phy

ISG

Characteristics

ocation of the contacts

ISQ/IEC 7816-3: 1989dentification cards - Integratedycircuit(s) cards with contacts - Part 3: Ele

ISG

ISG

and transmission protocals

Part 4: Inter-industry commands for interchange

and registration procedure for application identifiers

ISQ/IEC 7816-6: 199ddentification cards - Integrated circuit(s) cards with contacts - Part 6: Intg

lata elements

ISQY/IEC 7816-8)dentification cards - Integrated circuit card(s) with contacts - Part 8: Security rq

nterindustry commands.

ISQ/IEC 8824: 1990nformation technology Open Systems Interconnection - Specification of Al

Notation One-(ASN.1)

ISQ/IEC 8825 1990nformation technology Open Systems Interconnection - Specification of B3

IS

Rules for Abstract Syntax Notation One (ASN.1)

stitute provisions

f, any of these

are encouraged to
For undated

d IEC maintain
feau (TSB)

sical

/IEC 7816-2: 1988dentification cards - Integrated cireuit(s) cards with contacts - Part 2: Dimpensions and

Ctronic signals

/IEC 7816-4: 19989nformation technology Idéntification cards - Integrated circuit(s) cards with contacts -

/IEC 7816-5: 1994dentification cards - Integrated circuit(s) cards with contacts - Part 5: Numnbering system

r-industry

lated

stract Syntax

sic Encoding

d audio

[IEC 13818-1: 199dnformation technology Generic coding of maoving pictures and associate
information: Systems

ISO/IEC 13818-6: 1998nformation technology Generic coding of moving pictures and associated audio

information - Part 6: Extensions for DSM-CC

ITU Recommendation X.50Mformation technology Open System Interconnection - The Directory:

Authentication FrameworkAmendment 2, 1996.

ITU Recommendation X.511, Information technology - Open System Interconnection - The Directory: Abstract

Ol

Service Definition, Amendment 4, 1996.
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2.2 Other normative references

CENELEC EN 50221 : 199 ommon Interface for Conditional Access and other Digital Video Decoder
Applications.

CENELEC R 206-001 : 199Guidelines for the Implementation and Use of the Common Interface for DVB
Decoder Applications.

ETSI ETR 162: 199%igital Video Broadcasting (DVB): Allocation of Service Information (SI) codes for DVB
Systems

ETSI ETR 332: 1996-11Security requirements capture.

ETSI ETS 300 468: 1997-0Djgital Video Broadcasting (DVB) - Specification for Service Information (SlI) in
DVB systems.

ETSI ET'\ FaYaValaYaVa Wil WaVate 2aY  CONIPN | [T o | H i & LD Pl o HH ' bl
L OUU UUO. LoIr-ugjiyital LTiididl tCITCUITITIUTrieatult SyStlTiih(rhiast £ ) = opPJTullitatiurm Ut Ul

Subs¢riber Identity Module - Mobile Equipment (SIM-ME) Interface (GSM11.11).

ETSI prBN 726-3Terminal equipment (TE) - Requirements for IC cards and terminals for telecommuhication
use - |Part 3: Application independent card requirements

Personal Computer Memory Card International AssociaB@Card Standard - Volume 2:(Electrical
Specification February 1995.

Personal Computer Memory Card International AssociaB@Card Standard - Volume 3: Physical
Specification February 1995.

Personal Computer Memory Card International AssociaB@nCard Standard -) Volume 4: Metaformat
Specification February 1995.

3. Definitions

This clayse defines new terms, and the intended meaning-of certain common terms, used in this parf of
ISO/IEC|16500. Annex A of ISO/IEC 16500-1 defines additional terms and, in some cases, alternative
interpretations that are appropriate in other contexts, For convenience, the normative definitions belgw are
included|in the annex.

3.1. access controlProvides means to aceess services and protection against unauthorized use ¢f resources,
including| protection against the use of resources in an unauthorized manner.

3.2. onditional accessA means of.allowing system users to access only those services that are quthorized to
them. In general, conditional access:relates to environments in which data is broadcast.

3.3. fonfidentiality: The protection of information from unauthorized disclosure.

3.4. Control Word (CW):~The secret key used for a scrambling algorithm.

3.5. ata integrity: The detection or protection of unauthorized modification of data.

3.6. ata origin dauthentication: Corroboration that the identity of the source of data is as claimed.

3.7. ntitlement Control Message (ECM):Conditional access messages carrying an encrypted fofm of the

control words ora means to recover the control words, together with access parameters, ie., an identification of the
service gnd«of the conditions required for accessing this service.

3.8. Entitlement Management Message (EMM)Conditional access messages used to convey entitlements

or keys to users, or to invalidate or delete entittements or keys.

3.9. host: A piece of equipment where one or more devices can be connected (eg. an IRD, a VCR, a PC or a
STU).

3.10. key management.The generation, storage, distribution, archiving, deletion, revocation, registration, and
deregistration of cryptographic keys.

3.11. device:A small piece of hardware, not working by itself, designed to run specialized tasks in association
with a host, or to provide resources required by an application but not provided directly by the host. Examples
include a conditional access sub system or an electronic program guide application device.

2 DAVIC 1.3.1a Part 10 (1999) © ISO/IEC 1999 - All rights reserved


https://iecnorm.com/api/?name=dc091e0ec33bd44c5416c79958859654

ISO/IEC 16500-7:1999(E)

3.12. non-repudiation: The proof of the origin and reception of a message. This means that the sender cannot
deny the sending of the message and the receiver cannot deny the reception of the message.

3.13. PC card: Physical packaging standard conforming to PCMCIA Type 1 or Type 2 implementations.
3.14. peer-entity authentication: Corroboration that a communicating entity has the claimed identity.

3.15. resource:A unit of functionality provided by the host for use by a device. A resource defines a set of
objects exchanged between device and host by which the device uses the resource.

3.16. scrambling: The process of making a signal unintelligible at the transmission point in order that it can
only be received if an appropriate descrambling system is in place at the point of reception. Scrambling can be
applied to audio, video or data signals

3.17. service: A set of elementary streams offered to the user as a program. They are related by a common
synchronization. They may be made of different data, eg. video, audio, subtitles, other data.

3.18. smart card: Physical packaging standard conforming to ISO/IEC 7816 Parts 1 and 2(
3.19. Transport Stream: MPEG-2 Transport Stream.
4. Acronyms and abbreviations
This clause defines the acronyms and abbreviations used in this part of ISOMEE 16500. Annex|B of ISO/IEC
16500-1 defines acronyms and abbreviations used within ISO/IEC 16500
AC Access Conditions
AID Application Identifier
APDU Application Protocol Data Unit,
API Applications Programming Interface
ASN.1 Abstract Syntax Notation. Qne
ATM Asynchronous TransferMade
ATR Answer-to-Reset
BER Basic Encoding Rules
bslbf Bit String - Left Bjt First
BSS Business Support System
CA Conditional-Access
CAS Conditiohal Access (Sub)System
CBC Cipher Block Chaining
CD Committee Draft
CP Content Provider
CPE Customer Premises Equipment
cw Control Word
DE Data Element
DES Data Encryption Standard
DF Dedicated File
DIR Directory File
PO Data Object
DSM-CC Digital Storage Media Command and Control
DVB Digital Video Broadcast
DVB SI Digital Video Broadcast Service Information
ECM EntittermentComtrotMessage
EF Elementary File
ES Elementary Stream
ESP Encapsulated Security Protocol
EMM Entittement Management Message
EPG Electronic Program Guide
ETU Elementary Time Unit
FP Filter Program
FS Filter Set
HFC Hybrid Fibber Co-ax
HTML Hypertext Markup Language
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5

The style
for prese

IDL Interface Definition Language
IDO Inter-industry Data Object
IETF Internet Engineering Task Force
IP Internet Protocol

IPPV Impulse Pay Per View

IPR Intellectual Property Rights
Ipv4 Internet Protocol Version 4

Isb Least Significant Bit

IsB Least Significant Byte

MF Master File

MJD Modified Julian Date

MMI Man Machine Interface

MPEG Moving Pictures Expert Group
msb Most Significant Bit

msB Most Significant Byte

NIU Network Interface Unit

NP Network Provider

OMG Object Management Group
PCR Program Clock Reference
PDU Protocol Data Unit

PID Packet Identifier

PIN Personal Identification Number
PIX Proprietary Application Identifier Extension
PMT Program Map Table

PPV Pay Per View

PTS Protocol Type Selection

RFU Reserved for Future Use

RID Registered Application Providerddentifier
RP Record Pointer

RPC Remote Procedure Call

SP Service Provider

SPI Security Parameter_lndex
STU Set-Top Unit

SVB Switched Video-Broadcast
TCP Transmission~Control Protocol
TLV Tag Length, Value

TS Transport Stream

UDP User'Datagram Protocol

URL Uniform Resource Locator
uTC Universal Coordinated Time
VoD Video on Demand

Conventions

of this specification follows ti@uide for ITU-T and ISO/IEC JTC 1 cooperation. Appendix II:

ntation-of ITU-T | ISO/IEC common text (March 1993)

Rules

6.

4 DAVIC 1.3.1a Part 10 (1999)

VETView of Security System

The definition of a single, common security system for DAVIC is a very difficult task. Security requirements vary
from application to application, and will also depend on the characteristics of the access network, the nature and
value of the content, and the business models which govern the system. Furthermore, implementations of security
related hardware and software are subject to strict Government regulation, which controls the deployment and
movement of such equipment. A final consideration is the very different failure modes of security systems
compared to other systems: it is almost impossible to formally verify the strength of individual cryptographic
algorithms, and the decreasing cost of computational power makes any given algorithm more vulnerable to attack
over time.
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For these reasons it is necessary to provide some scope for flexibility in the choice of security mechanisms. In
particular, it is desirable to allow the coexistence of multiple cryptographic algorithms, and to provide suitable
mechanisms for negotiating their use. This will allow algorithms to be replaced if they are compromised. Note that
this will have an implication for interoperability, since a service which makes use of particular security algorithms
will not be available unless parties involved in the service delivery have implemented compatible algorithms.

This part of ISO/IEC 16500 defines a number of security tools which must be provided within DAVIC systems
implementing the security profiles. These tools include security protocols which operate across DAVIC interfaces.
Where possible, these protocols have been designed to be independent of particular cryptographic algorithms.
Within certain limits, there exists the flexibility to negotiate the types of algorithms which are used. This is
particularly true in the case of algorithms for session confidentiality and integrity.

In the case of conditional access for broadcast services, even more scope for flexibility is required. Due to the
nature of the threats in such a system, it is desirable for the design of the system to be kept secret, thereby
increasing the cost of an attack on the system. For this reason, it is inevitable that conditional access systems will
remain proprietary in nature.

To enhance interoperability, two security related interfaces in the STU are specified. These)intgrfaces allow
varijous components of the security system to be replaced, either in response to attacks,.to faciltate customer
molpility, or to promote interoperability. By replacing the security devices connected-ta these intgrfaces, the STU
may be used with different (proprietary) conditional access systems.

Theg next clause defines a number of security tools. These consist of protocols‘for
» scrambling the S1 flow;

» scrambling algorithm negotiation and key distribution for the S1 flow;

» quthentication and key exchange between the end user and,the-service provider over the S2 flow;
» ¢onfidentiality and integrity of the S2 and S3 flows;
» secure download of data and/or software images;
» parental control.

Clapse 9 describes the STU architecture with respect to security, introducing the two conditiongl access interfaces
CA( and CAL. The CAOQ interface is based on'the Common Interface (EN 50221), with extensions defined in
clayse 12 to support interactive services. The CA1 interface is specified in clause 12.

7.| Security Tools

This clause defines a number-of:Security tools for DAVIC. These tools are generic in nature, and may be used by a
widg variety of applications.in“different types of systems, to provide interoperable security. Theif specification and
use| does not preclude thenimplementation of additional, application specific, security services af the application
laygr.

7.1 S1 Scrambling

A sgrambling-system is a tool which alters the digital representation of the content (video, audid, coded data) in
such away as to make it unintelligible to unauthorized users of the system, but which may be rgcovered by
autlporized users.

The requirement of the use of a scrambling system tool will typically be specified by Content Providers and/or
Service Providers (including intermediate service providers), since these parties have a vested interest in the
ability to limit the distribution of the content information to selected users on the DAVIC system. The scrambling
system tool may be implemented by Content Providers, Service Providers, and/or Network Providers; however,
content at any point in the DAVIC system can only be scrambled once.

7.1.1 Scrambled Elements

Scrambling can occur at any location within the system, but it shall be done at the MPEG 2 Transport Stream
packet layer. Descrambling shall therefore also be done at the MPEG 2 Transport Stream packet layer.
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Scrambling shall be applied only to payload, according to an algorithm determined by a combination of the
algorithms available to the scrambling equipment and those available in the STU. The prefix fields must be left in

the clear. Since services may be independently supplied to the same MPEG 2 level data multiplex th
services must be independently scrambled within the data multiplex.

en these

The ISO/IEC 13818-1 specification specifically prohibits the encryption of transport packet headers and
adaptation fields. This allows transport control and de-multiplexing/re-multiplexing without requiring decryption.
This allows the Program Clock Reference (PCR), for example, to be carried and modified by multiplexers without

scrambling.

TS packets shall be scrambled independently of each other. This prevents erroneous de-scrambling
in the event of packet loss.

7.1.2 Control Word Synchronization

of information

Control v
Transpo
nature of

ords (CW) are cryptographic keys necessary to de-scramble the scrambled payload of the

the security application in use.

For secu
time cha
even ang

The MPH

Fity reasons, the CWs may have a very short life (eg. in the order of seconds). Ifa-order to fa
hge of the control words, it may be necessary to store two separate control words. These ar
odd control words.

FG-2 Transport Packet header contains the transport scrambling control field to indicate the

parity (eyen or odd) of the CW used to scramble the packet payload. This field,shall be used to indic
the scrambling tool. The 00 state is defined in ETR 289 as signifying thatthe packet is unscrambled.
compliant systems, the following additional definitions shall apply:

value Description

00 Not scrambled

01 Reserved for futufé use

10 Scrambled withh EVEN CW

11 Scrambled with'ODD CW

7.1.2.19

Considelling the potential legal and commercialfactors which affect the implementation of scrambling
in varioup countries, a common scrambling-algorithm is not specified for DAVIC systems. As differen
algorithms may be used in DAVIC systems; the algorithm to be invoked must be identified.

bcrambling Algorithm Identification

In the cape of retrieval applications; the scrambling algorithm may be negotiated on the S2 flow as d
Subclauge 7.5 prior to the delivery of the service. Algorithms are identified using an ASN.1 Algorithm

MPEG-2

t Stream packets. The control words may be distributed or derived in a number of ways; depending on the

Cilitate a real
b known as

status and the
hte the use of
For DAVIC

algorithms
scrambling

bscribed in
Identifier

as defingd in ISO/IED 8824 and.ISO/IEC 8825. Scrambling algorithms used in DAVIC compliant systems must

be registered with an apprapriate authority to enable identification.

In the cape of distributign applications, the algorithm used to scramble a signal is indicated in a desc
Program|Map Table-(PMT) during the delivery of the MPEG-2 scrambled service. This allows the ST
determing the corfect descrambling algorithm, or to flag appropriate error conditions. Encoding of thi
is define@l below—The STU may signal the scrambling algorithm and conditional access systems avai
STU as part of the STU profile.

riptor of the
U to

5 descriptor
able in the

7.1.2.2 The Scrambling Descriptor

The following descriptor may be used in either the global loop, or the local loop of the PMT to indicat
algorithm used to scramble the signal.
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Syntax No. of Bits Encoding
scrambling_descriptor() {
descriptor_tag 8 uimsbf
descriptor_length 8 uimsbf
scrambling_code 8 uimsbf

:1999(E)

descriptor_tag: This value indicates the type of descripfdnis value is still to be determined. A request will be
made of the DVB to define this descriptor as part of the DVB specification.

descriptor_length: This is the number of byte immediately following this field to the end of the descriptor. For

this

descriptor, this value is always 1.

scrambling_code This field indicates the type of scrambling in use, coded as described below:

7.1

Bed
del

accpss point granularity. That is, such an approach providés'the absolute minimum wait time fo
poift. Some block cipher scrambling algorithms require-the’/packet payload size to be a multiplg
length (8 bytes). For these algorithms, some constraintstare put on the size of the adaptation fi
oad is a multiple of a block length. This constraint does not apply to combination block/stream ciphers or to

pay
stre

7.2

A th
bety
syn
me
mai

7.2
The

Code Description

0 Reserved

1 DVB Common Scrambling
2-3F Reserved for DVB

40-7F Reserved for DAVIC
80-FE User Private
FF Reserved

2.3 Scrambling Algorithm constraints

ause channel change time must be minimized, the decoder,must be able to start decryption

without significant

y. Therefore it is advisable to originate the scrambler on packet boundaries since this provifles for the best

am ciphers.

S2/S3 Authentication

ree way authentication mechanisimas described in ITU X.509 shall be used to provide mutt
veen communicating entities intan S2 and S3 flow. Three way authentication eliminates the
chronized clocks, and allowsfor the establishment of session keys and negotiation of sessid
hanisms as part of the authentication process. Nevertheless, timestamps appear in the pro
ntain syntactic compatibility with ITU X.511. Their value should be ignored.

.1 Authentication Protocol
semantics.of the authentication exchange are described below:
1. A<B. A{B T, N, IntAlgs ConfAlgs:, £

The prover 4) initiates the exchange by sending a time st@ijiand noncéN, bound to the \

F a stream entry
of the block
Id to ensure that the

al authentication
heed for

n security

ocol in order to

erifier's

© ISO/IEC 1999 - All rights reserved

identity B with the prover's signature. Also Included Is an optional list of integrity and cor

fidentiality

algorithms [ntAlgsandConfAlgg supported by the prover. The prover's iderignd certificateC, are
included in the message. The nohbemay be either a random number or a sequence number.

2. BoA B{AT, N, N, IntAlg{ K} ™ ConfAlg, &% > ¢

The verifier responds with its own time staifpand noncéNg which is bound to the prover's identity

and the prover's initial challend, with the verifier's signature. Also included is an optional session key
and algorithm identifier for encryption and integrity protection of the subsequent session. The algorithms
must be chosen from the list provided by the prover in the previous message. These session keys are
encrypted with the public key of the prover. This message authenticates the verifier to the prover.
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3. A.p: A{BT, N}>

The final message is a signed response from the prover including the verifier's nonce and identity. This
message completes the mutual authentication by verifying the prover's identity to the verifier.

7.2.2 Syntax of Authentication Messages

The following ASN.1 structures are used to transfer authentication messages between the two authenticating
parties in an S2 or S3 information flow. ExceptAathRequestParameterall structures are taken from ITU

X.511. The way in which these data structures are carried in the S2 and S3 information flows is defined below.
The SPIValue of AuthRequestParameteris used to identify the key(s) which may be exchanged during the
authentication to the IP security tools defined in Subclause 7.3.

AuthRequestParameter ::= SET {

argument [0]
SPIValue [1]
BindArgument ::= SET {
credentials [0]
versions [1]

Credentials ::= CHOICE {

BindArgument,
BIT STRING OPTIONAL}

Credentials OPTIONAL,
Versions DEFAULT {v3}}

simple [0] SimpleCredentials,

strong [1] StrongCredentials,

externalProcedure [2] EXTERNAL,

spkm [3] SpkmCredentials }
$impleCredentials ::= SEQUENCE {

name [0] DistinguishedName,

validity [1] SET {

timel [0] UTCTime/OPTIONAL,

time2 [1] UTCTime OPTIONAL,

random1 [2] BIT'STRING OPTIONAL,

random2 [3] BIT STRING OPTIONAL } OPTIONAL,

password [2] CHOICE {

unprotected OCTET STRING,
protected SIGNATURE { OCTET STRING} } OPTIONAL }

$trongCredentials S2SET {

certification-path [0] CertificationPath OPTIONAL,

bind-token [1] Token,

name [2] DistinguishedName OPTIONAL }
Token ::= SIGNED { SEQUENCE {

algorithm [0] Algorithmldentifier

name [1] DistinguishedName,

time [2] UTCTime,

random [3] BIT STRING

response [4] BIT STRING OPTIONAL,

bindIntAlgorithm [5] SEQUENCE OF Algorithmidentifier OPTIONAL,

bindintKeylnfo [6] BindKeyInfo OPTIONAL,

bindConfAlgorithm [7] SEQUENCE OF Algorithmlidentifier OPTIONAL,

bindConfKeyInfo [8] BindKeylInfo OPTIONAL,

dirqop [9] OBJECT IDENTIFIER OPTIONAL,

attributeCertificate [10] AttributeCertificate OPTIONAL,

clearanceCertPath [11] ClearanceCertPath OPTIONAL }}
Versions 2= BIT STRING {v1(0), v2(1), v3(2) }

8 DAVIC 1.3.1a Part 10 (1999)
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BindKeylnfo ENCRYPTED { BIT STRING }

The above syntax does not preclude the use of additional private conventions consistent with the syntax which
may extend the capabilities of the security services specified herein. In particular, it is to be noted that:

7.2

As
pro

digi
digi
7.2

Cer

Cer
usir

7.2

Wit

Aut

the

The

me

Use of Distinguished Names may be supplemented, or even supplanted, with use of the Alternative Name
attribute in the X.509 certificate. By this means, for example, Internet domain names may be supplied. Also
such names are covered by the same certificate as the Distinguished Name. If a Distinguished Name is not
supplied, but an Alternative Name is supplied, it is the responsibility of the Directory to establish the mapping

between the Alternative Name and the Distinguished Name.

Clone detection may be based on the use of a monotonically increasing sequence number. Such a sequence

number may be incorporated into the Random field provided by the prover. The existence of
a private arrangement between the prover and the authentication server. Participating serve

such a structure is
rs have the

esponsibility to implement the detection of clones based on violations of the monotonic Incr:
seguence.

.3 Key Use
ngle key pair is used for both sighing authentication tokens and for encrypting.keys in the at

fal signatures (eg. as used for non-repudiation) may well use a different key pair. This sepal
fal signatures on one hand, and authentication and key exchange on the other, is encourag

4 Certificates
tificates according to ITU-T X.509 Version 3 shall be used:

tificate revocation is application specific. Certification revocation lists may be obtained by a
g a directory access protocol, eg. as described inITU-T X.500.

5 Integration with Protocols for S2

nin the S2 flow, the end user will alwaysadopt the role of prover in the authentication excha
nentication exchanges are initiated at\the discretion of the user, although the server may ref
user without such an authenticatien. This is signaled to the user by isSiind\BITH exception.

authentication messages described above are carrieduthifequest_T structure in DSM-CC
bsages. In particular, the firsst:message will be included authinfo parameter in th8erviceCont

base of the

thentication

tion of keys for
d.

ocol. This requires only a single certificate chain to be transferred in eitherdirection. Note t%at long term

Directory lookup

nge.
ISse to interact with

user to user
pxtList of

an qttempted operation invocation on the server object. The response from the server is caridedghiD ke

par
rep
aut

hmeter of AlO_AUTH_exception. The final response from the client is carried iS#émeiceConte
pated attempt. Any operation which returnd\fle AUTH exception can be used to perform the
entication exchange. For example, the authentication exchange may occur when the client

dirgctory.open operation on the server.

ThgqAuthReguest_Ttype is defined as opaque in DSM-CC. DAVIC compliant systems shall mak
autihentication tokens defined in X.511. A BER encoding oAtithRequestParameterASN.1 structdre shall be

us

7.3

forthewthinfo andauthData parameters.

tListof a

attempts a

e use of the

S2/S3 Confidentiality and Integrity

Confidentiality and integrity functions must be performed below DSM-CC because preservation of common bit
representations cannot be guaranteed through the RPC operations performed by DSM-CC. Confidentiality shall be
provided by encrypting data at the IP level. The IP Encapsulating Security Payload (ESP) [26] shall be used in
Transport mode. The IP Authentication Header [25] shall be used to provide integrity and data origin

autl

Ol

hentication, if required.
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7.3.1 Negotiation of Confidentiality and Integrity Algorithms

Confidentiality and integrity algorithms on S2 are negotiated during the authentication exchange described above.
This results in the choice of an encryption algorithm and an integrity algorithm, together with session keys for
each. In RFC 1825, support of DES CBC mode encryption is recommended. At present, DAVIC does not specify
default algorithms.

7.3.2 Definition of the SPI value

The encryption algorithm and integrity algorithm, together with the source and destination addresses, define two
uni-directional security associations between the two end-points. These are referenced using a security parameter
index (SPI) as described in [24]. The value used for the SPI for a channel is gsRiMayue in the

authentication exchange TS@IVaIue shall be defmed by the destlnatlon party as recommend in [24] Itisa

local matte
authentigation exchange shaII be used to refer to the securlty assomaﬂon from the STU to the server| The
SPIValug in theAuthRequestParameterof the final message of the authentication exchange shall'he dsed to
refer to the security association from the server to the STUSPRhéalue of the AuthRequestParameterof the
first mesgage may be ignored.

7.3.3 $ignaling

The appljcation program shall signal to the IP layer protocol entity if data has 1o be confidentiality or |ntegrity
protected. This signaling is a local matter of the application which is not defined here. The use of corjfidentiality
and/or integrity services is signaled to the receiving party in the IP security protocol headers.

7.3.4 Replay Protection on S2

The integrity mechanisms of IP security protect the PDU which.means that an attacker cannot alter the content of
TCP layer information since it is protected by an integrity check value. Therefore an already used TQP sequence
number ill be repeated. This will be detected by the TCP\layer.

Note: Two problems are associated with this pragmaticsolution:
e TCP yill not report a detection of repeated sequence number as a security error.

e TCP $equence numbers may wrap around.“An attacker could then insert a packet with a previougly used
sequégnce number. This cannot be detected by TCP.

Proposals for addressing replay protection within IP are being discussed within the IETF. Any solutigns
developad will be considered by DAVIC in a future revision.

7.4  $2 Digital Signatures

In some ppplications itis necessary to sign data which is transferred across the S2 flow. This may be for data
origin authentication-and/or non-repudiation. In general this must be done at the application layer, since the unit of
data beinjg signed has significance only in the context of the application protocol being used. Conseduently
DAVIC dpes net-specify any mechanism to carry out this function.

7.5 DSMCCCommandsfor St-Security Mamagement

Within the retrieval profile, the security services provided on the S1 flow may be negotiated and managed over the
S2 flow. This subclause defines DSM-CC User to User commands to configure a security association between the
STU and the Server for the S1 flow. This includes the negotiation of scrambling algorithms and the establishment
and updating of cryptographic keys. These commands are defined within a separate interfaé Sadladty.

7.5.1 Security Association Configuration

TheassocConfigoperation is used to establish the security association for the S1 flow. This includes negotiation
of the scrambling algorithm. Also included is either the transfer of the cryptographic keys needed to descramble
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the S1 flow, or an indication of the CA system which will be used to deliver the keyas3deConfigoperation
forms part of the&S1Securityinterface.

7.5
The

.1.1IDL Syntax

following syntax shall be used for thesocConfigoperation:

module DAVIC_Security {

const AccessRole assocConfig_ ACR = READER,;
typedef sequence<octet> AlgorithmiD;

typedef sequence<AlgorithmID> AlgorithmIDList;
typedef sequence<octet> Key;

typedef sequence<octet> CASystemid;

exception ALGORITHM_UNAVAILABLE;

exception UNKNOWN_SYSTEM,
interface S1Security {
void assocConfig (
in AlgorithmIDList supportedAlg,
in any systemCharacteristics,
out Algorithmid s1Alg,
out Key oddKey,
out Key evenKey,
out u_long keyChangelnterval,
out CASystemld caSystem)
raises (NO_AUTH, ALGORITHM_UNAVAILABLE, UNKNOWN_SYSTEM);

1.2 Semantics

S1Security assocConfig(pperation establishes asecurity association between the STU and
S1 flow. This includes the negotiation of a scrambling algorithm, and the transfer of a cryptg
server to the STU. A lifetime for the key is also defined. In some environments it may be de
cryptographic keys via the CA system. In,such a case the server includes the CA system id4
hmeters.

STU lists the scrambling algorithms which it supports vistipportedAlg parameter. Algorithm

tified by ISO object identifiers as\defined in ITU X.509. The server chooses a single algdrih
exception. The ser|

the server over
graphic key from
sirable to deliver
ntifier in the return

5 are
vhich

Ver returns

pdd and even

by changes, which

is non zero,

f a key

reference to the

e coding

ple. Unless a pre-

ation must be

glven to potential network latencies, as WeII as processing speeds, when determmmg a suitable value. In general, a
minimum key change interval will be of the order of a few seconds, if not minutes or hours. Note that in broadcast

con

ditional access systems the key changes may occur much more frequently.

In some environments it may be necessary to deliver the keys via the CA system. In such a case the server returns
a two octet CA system identifier, coded as described in ETR 289. Otherwise a null sequence should be returned.

Note: These messages shall be protected by confidentiality services on the S2 flow. This will be indicated by the
ALL SECURE flag in DSM-CC.
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7.5.1.3 Privileges Required

The invoking object requirdREADER privileges.

7.5.1.4 Parameters

The following table summarizes the parameters oatisacConfigoperation:

Type/Variable Direction Description

AlgorithmIDList input A list of identifiers of scrambling algorithms supported by the

supportedAlg STU, ordered by preference (eg. due to speed).

any input A description of some system characteristics eg. delays in accgss

systemCharacteristics network or return path. Coding of this parameter is not defined

AlgorithmID output The identifier of the scrambling algorithm which will be used td

s1Alg protect the ST flow.

Key output Odd parity key used for descrambling S1 flow.

oddKey

Key output Even parity key used for descrambling S1 flow.

evenKe

u_long output The minimum time in milliseconds between-key changes.

keyChangelnterval

CASystemid output The CA System identifier of the CArsystem used to delivier

caSystgm cryptographic keys (or null if the Keys are to be transferrgd dirdctly
over S2 in the output parameters).

7.5.2 Key Retrieval

If more than one scrambling key is to be delivered over the S2 flewgethkewKeyoperation shall be used to

retrieve subsequent keys.

7.5.2.1 DL Syntax

The folloving syntax shall be used for thetNewKeyoperation:

module DAVIC_Security {

¢onst AccessRole assocConfig_ ACR= READER,;
typedef sequence<octet> Key;

interface S1Security
oid getNewKey (
out Key key,

k

7.5.2.2 $emantics

{

out boolean kéyParity,
out u_longckeyChangelnterval)
raises (NO) AUTH);

The S1S¢curity getNewKey(pperation is used by the STU to retrieve new keys for descrambling the [S1 flow.

New keys are needed at intervals indicated bkély€hangelnterval returned by the previogetNewKey()or
assocConfig(Joperations. The new key is returned inkbg parameter, while the parity of this key (odd or even)

is indicated bykeyParity.

Note: These messages must be protected by confidentiality services on the S2 flow.

7.5.2.3 Privileges Required

The invoking object requirdREADER privileges.
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The following table summarizes the parameters ofjttslewKeyoperation:

7:1999(E)

Type/Variable Direction Description

Key output New key used for descrambling S1 flow.

key

boolean output Parity of the above key O=even; 1=odd.

keyParity

u_long output The minimum time in milliseconds until the next key change.
keyChangelnterval T

7.6 Secure Download

Thi

he integrity, source

and freshness of the data are protected by this mechanism; however, confidentiality of the data|is not provided.

Sequre download is implemented by including a security module in the downloaded datanm
the |security module shall be OXFFFE. No other type of module in a DAVIC compliant System m

mo

7.69.1 Format of Security DownloadInfoRequest

aibed of
y use the OxFFFE

ulelD. ThemoduleVersionfor security modules conforming to this specification.should be 0401.

Thq STU signals its requirement for a secure download iprib@te DataByfeSin theDownloadinfoRpquest
megsage. DAVIC systems implementing the security mechanisms defined in this part of ISO/IEC 16500 shall
make use of the following format for tpevateDataBytes (Syntax aceording to ISO/IEC 13818-6):

Syntax

No. of Bits Encoding

}

}

davicPrivateSecurityData() {

for (i=0;i<N;i++) {

privateDataBytes

securityModuleVersion 8 uimsbf
securityParametersLength 8 uimsbf
if (securityModuleVersion==1){
challenge 32 uimsbf
hashingMechanism 8 uimsbf
signatureMechanisim 8 uimsbf
certificationPublickeyHash 32 uimsbf

ThgsecurityModuleVersion indicates which version of the security module definitions the STU sppports. A
valye of O indicates'it does not support or does not require security. The security module defined in this
specification.should be indicated by the value 0x01.

ThgsecurityParametersLengthindicates the number of bytes devoted to security parameters in this message. For
version,1-defined in this specification the value should be 10 (Ox0A).

h I} Il : £, [y ol 1 U (e ) £ 1 £ el ") e 4
T CHanciigcio a Tuur UytT 1aliauliT Lhalictigc ustTu tu TTISUTT UTT TTToTMTITSS UT UIT autlliclitiutativu

mechanism.

ThehashingMechanismindicates the hashing mechanism supported by the STU or a security device. Encoding
of this field is proprietary, and will be defined by the STU or security device manufacturer.

ThesignatureMechanismindicates the signature mechanism supported by the STU or security device. Encoding
of this field is proprietary.

Note: The STU shall send information for identifying the smart card and/or security device manufacturer within
the compatibilities oprivateData. This will allow the server to link the mechanism identifier to a manufacturer
and thereby choose the correct mechanism.

© ISO/IEC 1999 - All rights reserved
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ThecertificationPublicKeyHash is the four least significant bytes of the hash of the public key the STU will use
to check the signature, or, if a certificate chain is provided, to check the first certificate in the chain. Hashing is
according to the hash algorithm indicated bydigmatureMechanism It is included as a check that secure
download is possible. If not, the download may be aborted, since the signature will fail.

The remainder of thBrivateData field is proprietary. The number of proprietary bytes may be computed from
the total length of thBrivateData field, given in theDownloadInfoRequestmessage.

7.6.2 Format of Security DownloadIinfoResponse

The format of DownloadInfoResponse messages in DAVIC is generally unchanged from the definition in DSM-
CC; however, where a security module is presentvith@uleInfo field corresponding to the security module shall
conform to the following format:

Jyntax No-of BitS Encoding
Modulelnfo() {
timeStampLength 8 uimsbf
for(i=0;i<timeStampLength;i++) {
UTCTimeBytes
}
for (i=0;i<N;i++) {
privateDataBytes
}
}

The UTCJTimeBytes represent the current time at which b@wnloadIinfoResponsanessage was generaged. It
is coded|according to the definition of UTC time in ISO/IEC 8824

The remainder of th®lodulelnfo field is proprietary. The number.of proprietary bytes may be computed from the
total length of thevlodulelnfo field, given in theDownloadInfoResponsemessage.

7.6.3 Format of Security Module

The secyrity module shall conform to the following format:

(n

yntax No. of Bits Encoding
DownloadSecurityModule() {
signatureLength 16 uimsbf
for(i=0;i<sighaturelength;i++) {

signatureBytes
}

certificateChainLength 16 uimsbf
for (i=0;i<eertificateChainLength;i++) {
certificateChainBytes

ThesignatureBytesare obtained by calculating a signature on the concatenation of bit strings usec represent
the DownloadInfoRequestmessage, thBownloadinfoResponsemessage and the entire data image excluding

the security module. This data image is formed by concatenatiigpttiddataBytesof DownloadDataBlock

messages, to form individual modules, and ordering these modules as specifiddawnleadInfoResponse

message. It is recommended that the padding mechanism for the signature generation should be according to 1ISO
9976-2 (currently CD); however, the actual definition of the padding mechanism will form part of the definition of
the signature mechanism used. Note that the headBrmnafloadDataBlockmessages, and the contents of
DownloadDataResponsenessages are not included in the calculation of the signature. In a pure broadcast
environment the signature will be calculated ovebenloadinfoResponsemessage and the downloaded data

only.
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ThecertificateChain is optional. If present it contains a chain of certificates which can be used by the STU to
verify the public key of the server. This key would then be used to verify the signature. The certificates are X.509
version 3. The first certificate in the chain must be issued by the certification authority whose key is available at
the STU (the hash of which is sent in bwnloadIinfoRequestmessage). In this version of the download

protocol, it is assumed that there will be at most a single certificate in the chain. If there is no certificate chain, the
certification authority public key is used to verify the signature directly.

Note: The certification authority used to verify download images may be different to the general purpose
certification authority used for authentication etc, and may take an active role in verifying the
correctness/suitability of the code.

7.6.4 Download Reasons in DownloadDataResponse

TheDownloadDataResponséo theDownloadDataBlockof the last block of the secure download, ie. the last
blo¢k of the security module shall indicate the result of the verification of the signaturdoWwhmadReason
congcerning this are defined in the following table.

downloadReason Definition
0xFO Signature OK
OxF1 Signature verification failed
OxF2 Failure due to expiration of certificate
0xF3 Other failure
7.1 Parental Control

7.7.1 Introduction

Pargntal control enables the user to block certain contents.)Parental Control is not a mandatory| feature for DAVIC.
Supporting parental control may depend on legal issues{or the decisions of the provider/manufacturers. However,
if parental control is supported the necessary information must be transmitted in an interoperable manner.

DAYIC specifies a rating based system. It is assumed that a specific rating (eg. suitable for chilfiren of age 10
years or older) is associated with all content (eg. a movie). However, DAVIC is not responsible for finding the
appgropriate rating for specific content.

In the context of Parental Control, DAVIC distinguishes between retrieval services, such as VoI, and distribution
seryices such as Pay-per-channel or'Switched Video Broadcasting (SVB). In both cases it is hecessary that the
infofmation about the user on which-the access control is based (like this user is allowed to watth all content up to
rating xyz) is input to some CPE\device (like the STU). This information is aadkdaccess rightia the
follgwing. DAVIC does not specify the user interface for entering the user access rights to the GPE device.
DAYIC does not mandatethé use of cryptographic methods for enforcing parental control, ie. pgarental control
may or may not be pefformed by the security subsystem.

7.7.2 Retrieval Services

For|retrieval.services like VoD the most efficient way for parental control is to block the content gt the source, ie.
to gnforce,parental control by the Service Provider. The user access rights must be available tg the Service
Propiderwhich then can decide if the user is allowed to order a certain content. This informationr may be stored by
the 'Service Providerintheuserprofite:

7.7.3 Distribution Services

For distribution services it is assumed that the rating is not necessarily the same for all contents of the channel, ie.
the rating shall be content based and not channel based.

For distribution services the network provider usually does not know both pieces of information necessary for
parental control, the content rating and the user access rights. Even in the SVB scenario the broadcast control unit
and the replication unit in the access network do not know the content rating because the rating is transmitted with
the content in S1 and the access network is only a pipe for S1. The broadcast provider usually does not have the
ability to block content for certain users.
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Therefore, for distribution services (like Pay-per-channel or SVB) DAVIC specifies that if parental control is
supported it is supported by the STU. If the content rating is sent it shall be part of the Service Information (SI)
data. The content rating shall be based on ETS 300 468, which specifies the transmission of content rating in the
Sl data of the MPEG transport stream. However, it is recognized that the DVB Sl specification does not meet the
requirements of content rating schemes of some non-European countries. Therefore, some extensions will be
necessary.

The STU reads the rating of the content and compares it with the user access rights. If the user is not allowed to
receive the content, the content is blocked. The implementation is left to the STU manufacturer.

In a situation where billing depends on the user behavior (like Pay-per-view or SVB) it must be guaranteed that
blocked content is not billed. It is the responsibility of the STU to either not request for a channel with
inappropriate rating or to switch (eg. to a default channel) if the program is already received by the STU.

8. ~Flows and Protocol Stacks

This clayse defines the information flows and protocol stacks associated with the security tools-specified in
clause 7

8.1 $Hample Flow: Scrambled Video on Demand (Informative)

This subglause shows the information flows between different entities associated with the delivery ofja scrambled
video on{demand service. The authentication exchange can take place on the/S2 flow at any point diiring the

navigatign process. It will be triggered by a no authentication exception raised by the server. The mejssage flows
are sumiparised in Figure 1.
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Server STU
S1
content comﬁnt
SOU:? sin

S2

(e.g., navigation for video service provider performed)

Diregt ory open( ).invocat ion

Diredory open( ).NO AUTH

Diredt ory_open( ).invocat ion(authlnfo)

Directory open( ).NO_AU TH4uthD aa)

Direct ory_open( ).invocat ion(authl nfo)

Direct ory open( ).response

IP Seaur ity B PN .

Irtegrity and S1Seaurity_asoeConf ig().invocat ien &

Corfidentidity ) )

Proted ed S1Sewrity asoaConf_ig().repone . ﬂ
Stream _play().invecat ion o
Stream _play( ).regponse I

Mideo Stream ddivery (sr am bled)
12b

Figure 1. =t Information flows for scrambled VoD scenario
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la-1b Navigation through server directory using DSM-CC - no security services have been invoked af this
stage.
2a-2b Directory open operation invoked by STU, referring to object requiring authentication.
3a-3b Server returns NO_AUTH exception with empty authData parameter
4a-4b STU repeats the Directory open operation, this time carrying security authenticate information ip the
service context list of the operatiokuthinfo parameter is BER encoding of following:
AuthRequestParameter ::= SET {
argument [0] BindArgument,
SPIValue [1] BIT STRING }
BindArgument ::= SET {
credentials [0] Credentials,
VCTITOoIUITS [1] \VICID;UI |a}
Credentials ::= CHOICE {
strong [1] StrongCredentials}
StrongCredentials n=SET{
certification-path [0] CertificationPath,
bind-token [1] Token }
Token ::= SIGNED { SEQUENCE {
algorithm [0] Algorithmldentifier
name [1] DistinguishedName,
time [2] UTCTime,
random [3] BIT STRING,
bindIntAlgorithm [5] SEQUENCE OF AlgorithmlIdentifier,
bindConfAlgorithm  [7] SEQUENCE OF Algorithmldentifier }}
5a-5b Server responds witHO_AUTH exception. ThauthData parameter of this exception contaips the|
following ASN.1 object encoded in BER:
AuthRequestParameter ::= SET {
argument [0] BindArgument,
SPIValue [1] BIT STRING}
BindArgument ::= SET {
credentials [0] Credentials,
versions [1] Versions }
Credentials ::= CHOICE {
strong [1] StrongCredentials }
StrongCredentials n=SET{
certification-path [0] CertificationPath,
bind-token [1] Token }
Tokem = SIGNED{SEQUENCET
algorithm [0] Algorithmldentifier
name [1] DistinguishedName,
time [2] UTCTime,
random [3] BIT STRING,
response [4] BIT STRING,
bindIntAlgorithm [5] SEQUENCE OF Algorithmldentifier,
bindIntKeylnfo [6] BindKeylinfo,
bindConfAlgorithm  [7] SEQUENCE OF Algorithmlidentifier,
bindConfKeylnfo [8] BindKeyinfo } }
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6a-6b The STU re-issues the Directory open invocation, again including the security authenticate parameter
authinfo in the service context list. The following ASN.1 type is BER encoded todathinfo:

AuthRequestParameter ::= SET {

argument [0] BindArgument,

SPIValue [1] BIT STRING}
BindArgument ::= SET {

credentials [0] Credentials,

versions [1] Versions }

Credentials ::= CHOICE {

strong [1] StrongCredentials }

StrongCredentials = SET{
certification-path [0] CertificationPath,
bind-token [1] Token }

Token ::= SIGNED { SEQUENCE {
algorithm [0] Algorithmldentifier
name [1] DistinguishedName;
time [2] UTCTime,
response [4] BIT STRING$A

7a-fb The Directory open operation succeeds. At this stage both ends of the connection have complete

information for the S2 security association, and can ivoke the security services negptiated for $2. In
general this will happen on the first operation to the'new object (in this case a stream object providing a
movie on demand).

8a-8b STU invokesassocConfig(Joperation to negotiate the security services on S1. This ogeration infarms
the server of the scrambling algorithms supported by the STU.
9a-9b The server responds indicating the scrambling algorithm it will use to protect the conptent, and

informing the STU of the keys it will\dse to scramble the content. Note that this mesgage must b
protected by S2 confidentiality services.

D

104-10b | The STU invokes &tream play()operation to begin playing the movie.

1149-11b | Response from play operation.

124-12b | The scrambled movie is‘sent on the S1 flow.

9. Security Interfaces

Thgre are many advantages in providing detachable security device(s) on the STU. Such an agproach allows
secprity functionality-te_be replaced in response to successful attacks, or changing functional requirements. While
it is|possible to implement changes in the STU functionality which is not related to security by means of software
downloads, this;approach is not acceptable for security related functions. These will require some form of trusted
(tamper-resistant) hardware.

An additional advantage of a detachable device is that it allows the STU to be generic, in that itfcontains no
customer-specific data. This allows customer mobility (in that a customer may make use of othgr STUs - eg. when
travelling, or visiting friends), easy replacement of the STU, and reuse of an STU (eq. if a customer moves or
ceases to subscribe to a service). This solution permits open competition while maximizing the commonality of the
STU.

Two interfaces are defined to different parts of the security system. These are CAO and CA1 as shown in Figure 2.
A DAVIC STB or STU that is compliant with the security tools must offer at least one of these interfaces. The first
interface CAQ is to all security and conditional access functions, including the high speed descrambling functions,
while CA1l is an interface to a low cost, tamper resistant device used for low speed cryptographic processing. This
cryptographic processing function is implemented in a smart card. Where a CA1 interface is implemented, the
filtering function described in this specification must also be implemented.

However, if the DAVIC STB utilizes the DAVIC Internal AO tool, it may support the physical CA1 smart card
reader component on the NIU rather than in the STU. In this case all other security elements reside in the STU.
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Figure 2.— Security interfaces in the STY

Security Interface CAO

Introduction

interface is between a PC card based security device and a host where stream decryption,

Smartcard

(security processing etc)

conditional

becurity and more generally defined proprietary functions may be implemented in the PC caid. This
hiso allows service providers to use secufity devices containing solutions from different suppliers in the

work thus increasing their choice and@nti-piracy options. The interface to be used is based
Interface standard CENELEC EN 50221 and CENELEC R 206-001.

on the

ification defines a set of functions, partitioned into resources. Not all of the functions requirgd are defined
| EC EN 50 221. Necessary-additional resources to support DAVIC systems are defined in dlause 12.

ps identified these to DVB_together with requirements for other additions for incorporation in

of the standard.

3 of CENELEC EN 50 221 specifies an optional smart card reader resource class dedicate

future

| to electronic

e applications. The resource is intended to support a smart card reader in a host or on a dgvice used for

short ter

sessions, such as a Bank Card, teleshopping or pay-per-view transactions. This resource

is intended to

offer users alternative-payment options which use smart cards issued by financial services organizations. This

Annex of CENELEC EN 50 221 is also adopted, as an optional resource.

10.2

dditional DAVIC Requirements far CAQ

10.2.1 Host to Security Device Authentication

This has been identified as needed to support clone detection, and also to associate a PC card with a particular
host. These requirements will be refined in a future version of the specification.

10.2.2 Security Services

S2 security is supported by resources defined in clause 12. However applicatiing on the STU will also
require security services, for example to support payment protocols. These services will also be provided by the
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PC card, but the exact nature of the Application Programming Interface to be provided will be defined in a future
version of the specification.

11.

Profiles/Contours

DAVIC 1.3.1 defines two security profiles:

1. a secure distribution services profile which supports

the interfaces CAO/CA1,
the secure download
the STU authentication of the smart card,

2. asecure retrieval services profile which supports

the interfaces CAO/CAL,

Bot

12.

12

12

The
imp
pro
inte
pro
Usi
con

The

7816 parts 1-6 are used, but the usage of especially parts 3 and 4 are carefully limited to selec

fun
and
ope

12

The
par
ass
furt

the secure download
the S1, S2, S3 security tools,
the S1 negotiation.

h profiles are optional.
Security Interface CAl

1 Introduction and scope

1.1 Introduction

following text specifies the CAl interface. The approach taken emphasizes optimization of

mote interoperability of components without impasing unnecessary limitations on implement
Iface is cost effective and has benefits for both the replacement/change of conditional acce
iding the means to allow the STU to be usérindependent. The CA1 interface is based on p
Ng existing standards promotes openness$ and takes advantage of economies of scale due {
current use in other industries.

specification is compliant to the ISO/IEC 7816 standard for smart cards (parts 1-6). Eleme

tions so as not to burden the.implementation with excessive overhead. The solution is netw
is able to co-exist with other security interface definitions. By emphasizing the use of existir
nness of the CA1 interface is enhanced.

1.2 CA1 reference model

architecture-of the CA1 interface is shown in Figure 3. In this figure, the incoming transport
5ed and. the appropriate streams are sent tietfioeambling unit and themessage filter The speci
Lumes-that data are descrambled in MPEG-2 Transport Stream [ISO/IEC 13818-1] level. The
ner parses the input stream to extract eg. CA messages. These are then sent for processing

Te

the

ementation cost and user-friendliness. The governing principle in the design is to provide sufficient detail to

htions. The CAl

ES systems and for
foven technology.
D previous or

ts of ISO/IEC
d, minimum
ork-independent
g standards, the

stream (TSin) is
ication

message filter

by the smart card.

The

message filter is initialized by the smart card for filtering This is shown by the (logical) rela

ion between the

smart card and the message filter in Figure 3.
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t card processes CA messages that belong to its CA system and uses the results of ECM p
hedescrambler unit. This is shown in the figure by the (logical)Telation between the smart c
bler. Data exchange may include CA system identificatiorsrifduae card also supports interactio
bntities by interfacing with tsgstem controlunit. This interaction can be both with a local user
| entry) and/or with a network or servers (eg. service @rdering, authenticatiometwer ehannel.
Cification is not restricted to a particular implementation of the return channel. For example,
may flow over a different physical path than the forward channel data.

ng initialized by themart card, thedescrambleftises the CWs to process the incoming MPEG
lear. The stream is then passed as TSoutfor further processing by the STU or other units.

Chitecture, there is a physical separatioh of security functionsméecard is distinguished from
bler/message filteat all layers.

itecture for the CA1 interface includes a physical layer (based on ISO/IEC 7816-1,2) and al
, protocol and data structure specifications (based on ISO/IEC 7816-3,4). ISO/IEC 7816-5 &

limits and constraintsithat promote cost-effective implementation without significant reductio
lity.

Cification is based.on the following assumptions about DAVIC conditional access implement
CA systemyis‘identified by its CA_system_id (as defined in ETR 289)

5TU may function with one or more CA system(s)

r more service providers may use the same security device.

ocessing to
ard and the
N with

(eg.

the return

L2 stream

the

b0 contains
nd ISO/IEC

re also used. Based on these standards this CA1 specification provides specific usage methods/structures

n of

ptions:

The diffe

The CATINtertace is delivery network independent

rent elements in the CA1l reference model have the following functionality:

TS in: This is the full transport stream input to the STU.

TS out This is the full transport stream output to the back-end of the STU. This stream may include descrambled

services.

Control: This represents the user interface, and any control the user may apply to the STU, such as channel

changes

and setting maturity ratings.

System Control This represents the STU central control microprocessor. This controller can communicate with
the smart card for user interfaces, and setting services.
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Return Channel: This is the DAVIC return channel which may be used for authentication, or digital interactive
services.

CAl Interface: This is an ISO 7816 compliant interface used to communicate with the smart card.

Descrambler. this is the common descrambler unit used to descramble services using control words from the
smart card.

Message Filter this is a combination of hardware and/or software filters used to reduce the ECM or EMM data
rate from the high speed transport stream to a rate suitable for the smart card interface. The filter program (state
machine) is read from the smart card and loaded into the message filter.

Smart Card: This is the actual integrated circuit card defined by 1SO. This intelligent card contains the
conditional access system used to control the services available to the STU. This card also handles DAVIC
authentication, digital signatures, and may contain some high-level man-machine interfaces.

12(2 Notation

In &ll representations of data objects the left most bit represents the most significant bit:‘(msb) ahd the right most
bit fepresents the least significant bit (Isb). The same holds for bytes: the left most er first byte represents the most
significant byte (msB), while the right most or last byte represents the least significant byte (IsB). The Figure 4
illudtrates this.

mskit) Isbgity ... mskit) Ishy(it)
b8|b7|b6|b5|b4|b3|b2|h1 b8ib7|b6|b5|b4|b3|b2|h1
byte 1 = msB(yte) byte n = IsB(yte)

Figure 4. — Representation of data objects.

12|3 Physical characteristics of thetCAl security device

Thqg physical characteristics of the CAL security device shall satisfy the specifications ISO/IEC 7816-1 and
ISQ/IEC 7816-2.

12|14 Electronic signals:and transmission protocols on the CAl interface

1214.1 Additions and-restrictions to ISO/IEC 7816-3

Theg electronic signals)and transmission protocols on the CALl interface shall satisfy ISO/IEC 78[16-3, but with the
follgwing additions and restrictions:

1. The STUrshall be able to support raw data rates of communication of up to 107.563 kilobit per second,
petween:the security device and the STU.

2. Théssmart card shall respond with the asynchronous answer-to-reset (ATR) as described in [SO/IEC 7816-3.

3. The ATR shall be transmitted in half-duplex mode.

4. The character frame for the ATR shall be as in clause 6.1.2 of ISO/IEC 7816-3. That is, a character shall
consist of 12 bits, which are: a start bit, 8 bits of information, a parity bit and 2 stop bits. This is only a
repetition of ISO/IEC 7816-3. It does not give any restriction to the standard.

5. The ATR shall specify the T=0 protocol. The STU shall support T=0.

6. There is no requirement for the STU nor the smart card to support Vpp.

7. The STU must support the PTS protocol, but it is not mandatory for the smart card to support it.
8. During ATR the clock frequency shall be in the range defined by ISO.
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9. During normal operation, the clock frequency shall be at least 5Mhz.
10.The STU shall execute an external reset before using the card.

11.Support of the retry mode is not mandatory in the STU.

12.4.2 Logical channels
It is mandatory for the STU to support at least two logical channels as described in ISO/IEC 7816-4.

12.5 CA message format and filter specification

12.5.1 CA message mechanism and format

The CA rlnessage mechanism and format shall be according to ETR 289. Figure 5 shows the CA-mes
from this|specification.

7 bytes of
3 offset D filtering
by [b
Table | Rs | Section tg tg CA_data_bytes
id vrd | length || |7 (max. 253 bytes)
" section header sectiongpayload f
(3 bytes) (max. 253 bytes)

Figure 5.— CA message syntax<according to DVB.

Table_id} this is an 8-bit field for message type identification.

Rsvrd: this is a 4-bit field which consist ofsgction tsyntax_indicator(1 bit) field, aDVB_reserved(1 bit)
field, and anSO_reserved(2 bits) field.

Section_Jength:this is a 12-bit field, that specifies the number of bytes that follow the section_length {
the end ¢f the section.

CA_datal byte: this is an 8-bit field'which carries private CA information.

12.5.2 [riltering of a CA'message

Filters are used by a STUto extract required messages for an incoming MPEG-TS stream. In the ca
conditiorfal access system these messages are normally EMMs and ECMs. For the STU to extract th

sage syntax

ield up to

e of a
ese messages

it needs {o be toldthe characteristics of these messages. In the case of this specification these characteristics are

retrieved| from the:smart card. The STU uses these characteristics together with the CA_descriptors
CAT or BRMJT to’program its filters dedicated to conditional access and assign them to the correct PIL
a trivial thsk as:

ound in the
. This is not

« Filters may be time variable.
« Multiple CA messages may exist for one service which requires the set-up of multiple filters.

« Different CA messages for multiple services may be contained in one PID. This requires different
programs on the same PID to acquire the correct message. The different services should come fr
service provider.

e Support of remultiplexing requires extra association information.

For filtering the table_id byte together with up to 7 filter bytes are compared within the filterable area

filter
om the same

of a CA

message. This area is the first 38 bytes of the payload of the CA message. The offset sets the first location for
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comparing the (up to) 7 filter bytes. Use of offset values other than zero may cause some degradation of the
filtering data rate. See filter program section for details.

When a message is filtered it shall be passed to the smart card. This filtering scheme is intended for ECM and
EMM type messages. For ECMs the smart card normally will return (a) control word(s) required for descrambling.

12.5.3 Filter specification

The filter part for conditional access shall consist of 16 filters in parallel. Each filter:
* must filter on one PID stream

« shall be able to filter on the table_id of a section

» shall be able to filter up to 7 contiguous bytes of section payload

e the? contiguous bytes may start within the first 31 bytes of the section payload

Depending on the offset the speed with which the filter is able to process data may be variable.|This depends on
the |physical implementation of the filter. Regardless of the implementation the filter must. maintdin a throughput of
a 1000 sections per second for all offsets.

Any data filtered in the first 7 bytes of the section payload must have a throughput of the full trapsport data rate.
Thgse bytes can be used to decrease the data rate to enable further filteringnin-the other part of the filterable area
such that the input rate for this part does not exceed 1000 sections per secand for all filters defined by the filter
set,

12]5.4 Filter programming

12p.4.1 Introduction

Within this specification two main objects used for filtering can be distinguished. These are the filter_set and the
filtef_program(s). The latter contains the detailed iAstructions on how to filter a message and hqw to update the
filtef. The filter_set groups the various filter programs in different categories, depending on the {ype of CA
megsage they should operate on. This approach of using a higher level object grouping and referencing the
diff¢rent filter programs has a number of advantages:

» [Easy indication of type of filtered message, for example ECM or EMM.
« [Easy and fast referencing of filter programs by message type.

» [Easy to define global settings*for all filter programs or for specific types (for example: command to send
nessage to smart card, indication of preprocessing, etc.).

12.6.4.2 Filter,set

Thq filter set groups the different programs for filtering of one type of message. There must be ¢ne filter set to
define all of the\filtering for all CA messages. A filter set object logically groups filter programs gccording to the
typrI of message. Typical messages are ECMs and EMMs, each of which could use multiple filter programs to

genrferate the stream of sections to the smart card.
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Syntax No. of bits Encoding
Filter_set()}{
filter_set_tag 8 uimsbf
filter_set_length 8 uimsbf
filter_set_info_length 8 uimsbf
for(i=0;i<N;i++){

object()

}

for(i=0;i<NZ1;i++){
priority 2 uimsbf
filter_type 6 uimsbf
number_of_filter_identifiers 8 uimsbf
for(i=0;i<N2;i++){

— flter program—number— 8 uimsbf
}
filter_program_info_length 8 uimsbf
for(i=0;i<N3;i++){
object()

}

filter_set| info_length: this 8-bit field gives the length in bytes in the loop of-0bjects immediately following.

priority: [this 2-bit field allows the STU to prioritize the order that messages are sent to the smart carfl. A value of
zero is the highest priority. If two messages of different priority are in‘the output buffer to the smart card, the
higher pifiority message is sent first. Messages of equal priority are sent in order of arrival to the outgut buffer.

filter_typp: this 6-bit field identifies which messages are intended for filtering. The filter type is coded|in the
following|way:

\alue Meaning

‘00’ reserved for future.ise
‘01 EMMs

‘02 ECMs

‘03-'1F reserved for future use
‘20-'3E’ user private

‘3F reserved for future use

number_lof filter_identifiers: this 8-bit field identifies the number of bytes in the loop immediately follgwing.

filter_program_number: this-8-bit field gives an index to a filter program. All programs shall have a different
filter number. This number‘can be used to identify a specific filter program.

filter_program_infolMength: this 8-bit field gives the length in bytes of the loop of objects immediately
following

object: These-objects may be one of those given in Subclause 12.5.5.2 in the FS column. Objects inthe global
loop are the default if present. Objects in the second loop provide specific overrides for individual filtgr types.

12.5.4.3 Filter program object

The filter program object describes the programming of a filter.
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Syntax No. of bits Encoding

Filter_program(){
filter_program_tag 8 uimsbf
filter_program_length 8 uimsbf
filter_program_number 8 uimsbf
for(i=0;i<N1;i++){
object()
}

filter_program_number: this 8-bit field identifies the number of the filter program. It also serves as the index
referencing by the filter set.

filte
obj4

12

12.

—program—tength—this-8=bitfretddentifres themumber-of object bytes:

pct: These objects may be one of those given in Subclause 12.5.5.2 in the FP column,
5.5 Filter objects

5.5.1 Introduction

Filter objects may be included in a filter set object or a filter program object-as required. A filter

logi
of W

12.

The
orf

12.
The
obj4

cally groups filter programs according to the type of message. Typical messages are ECMs
hich could use multiple filter programs to generate the streamefsections to the smart card.

5.5.2 Filtering object identification and location

Iter program (FP).

set object
and EMMs, each

following table lists the objects defined for filtering«It also gives the intended placement in the filter set (FS)

Object FS

APDU_object *

CA_descriptor_association_object

CA_descriptor_selection_object

Pre-processing_object *

CW_association_object

ol I I L B Bl e |

filter_state object

5.5.3 Filteringwobject coding
following semantics/apply to all objects in this subsection:

bCt_tag: the abject tag is an 8-bit field which identifies each object.

obj

obj¢ct following the byte defining the value of this field.

ct_lengthsthe object length is an 8-bit field specifying the total number of bytes of the data portion of the

12.85.31 APDLI object

The APDU object specifies the instruction to send the filtered message to the smart card. If the object is used in
the filter set it holds for the complete set. For a specific filter program the set or the default settings can be

ove
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Syntax No. of bits Encoding
APDU_object(}{
object_tag 8 uimsbf
object_length 8 uimsbf
CLA 8 uimsbf
INS 8 uimsbf
P1-P2 16 uimsbf

If this object is not present the default Put_data(send_message) command shall be used.
CLA: this is an 8-bit field specifying the value of the CLA byte in the APDU.

INS: this

is an 8-bit field specifying the value of the INS byte in the APDU.

P1-P2:tH

12.5.5.3.

is is a 16-bit value specifying the value of the P1 and P2 bytes in the APDU.

“ CA descriptor association object

The CA glescriptor association object enables the possibility to make a distinction betweena ECMs ref

the globgl part of the PMT and ECMs referenced from a specific local part of the PMT. The object m
connectipn with the component_tag in the stream_identifier_descriptor as defined'in'DVB-SI ETS 30
object is|not present, the MPEG defined association shall be used. This object(enables reliable refer
number.
Yyntax No-0f bits Encoding
QA _descriptor_association_object(){
object_tag 8 uimsbf
object_length 8 uimsbf
component_tag 8 uimsbf
}
compongnt_tag:this 8-bit field identifies the CA_deéscriptor of a component stream for associating a f
program|with the correct transport packet PID,eontaining the desired CA messages.
12.5.5.33 CA descriptor selection‘object

The CA gescriptor selection object.allows selection of the correct CA_descriptor when multiple CA_d

erenced from
bkes a

D 468. If the
ence to a PID

Iter

escriptors
i to match

occur with the same CA_system_id within one loop of the PMT or CAT. The first CA_descriptor foun
this pattgrn will be used to defermine the PID for the ECM (or EMM) stream.
Yyntax No. of bits Encoding
QA _descriptofselection_object(){
ohject_tag 8 uimsbf
object_length 8 uimsbf
offset 8 uimsbf
pattern 8*n uimsbf
mask 8 aimshf
}

offset: this 8-bit field gives the start position of the pattern and mask within the private bytes of the
CA_descriptor.

pattern: this 8*n-bit field is a contiguous block of data to compare against the private data bytes in the
CA_descriptor.

mask: this 8*n-bit field is a mask used to indicate the individual bits to use when comparing the pattern to the
private data. Only bits set (‘1’) in the mask shall be used in the compare. All bits used in the compare must match
exactly, or the CA_descriptor shall not be used to determine the PID.
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12.5.5.34 Pre-processing object

The pre-processing object enables to perform some simple processing on filtered messages before they are sent to
the smart card. If preprocessing is done on two or more filtered messages the recommended placement is in the
filter set.

Syntax No. of bits Encoding
Pre-processing_object(){
object_tag 8 uimsbf
object_length 8 uimsbf
operation 8 uimsbf
number_of_filter_identifiers 8 uimsbf
for(i=0;i<N1;i++){
filter_program_number 8 uimsbf

1
for(i=0;i<N2;i++){
operand_object()

}
}
opdration: this 8-bit field gives the action to be performed. It is coded as follows:
Value Meaning
‘00’ reserved for future use
‘01’ concatenate operands in given received order
‘02-'7F reserved for future use
‘80'-'FE’ user private
‘FF’ reserved for future use

number_of_filter_identifiers: this 8-bit field identifies the number of bytes in the loop immediately following.

filtef_program_number : this 8-bit field references’messages filtered by the corresponding filter program. The
mesgsages filtered are considered to be operands.

Thg operand() objects can be used to introduce other operands. They are reserved for future upe.

12.$.5.3.5 CW association object

Thi$ object enables the assogiation of the result, eg. control word, of processing a CA messagd with the correct
elementary_PID. If the objectis not present, the MPEG defined association shall be used.

Syntax No. of bits Encoding
CW_association__object(){
object_tag 8 uimsbf
Object_length 8 uimsbf
for(i=0;i<NZ1;i++){
component_tag 8 uimsbf
}
¥

component_tag:this 8-bit field identifies the ES loop in the PMT associated with this control word (CW). This
loop then points to the PID of the elementary stream using the CA_descriptor. There must be a
stream_identifier_descriptor as specified in DVB-SI in every ES loop of the PMT to use this mechanism. Delivery
of an association tag component_tag is a private mechanism in the ECM and allows delivery of multiple control
words for one ECM message.
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12.5.5.3.6 Filter state object

The filter state object describes a simple programming language to describe a state machine for filtering CA
messages. Each filter program may contain a sequence of filter patterns which are executed in order. The filter in
the STU shall be initialized with the state having the lowest filter_state identifier value. After having successfully
filtered the first message the programmed filter state shall be updated as soon as possible by the STU given the
instructions indicated by next_state and filter_update_condition in the filter_state object. Multiple of these
filter_state_objects are allowed.

Syntax No. of bits Encoding
filter_state_object(){
object_tag 8 uimsbf
object_length 8 uimsbf
reserved 4 bslbf
filter state identifier 4 uimsbf
filter_update_condition 4 bslbf
next_state 4 bslbf
for(i=0;i<N;i++){
sub_object()
}
}

reserved} this 4-bit field is reserved for future use. It shall be set to ‘F'.

filter_stafe_identifier: this 4-bit field identifies the state name of the filter. (This makes it possible to reference
different states of the filter for update purposes.

next_state:this 4-bit field identifies the following state in the filteringrogram.

filter_update_condition: this 4-bit field identifies when a filter set>up should be updated. It is coded a$ follows:

\alue Meaning

‘00’ reserved for future use

‘01 update after successfulfiltering of message to “next_state”

‘02 update after successful filtering of message to the state followirlg
the state with matching pattern

‘03’ update after.permission from smart card

‘04’-'0F’ reserved.fop future use

sub_objdct The filter_state_objectimay contain the following sub_objects:

Table'id object

The tabl¢_id object describes the filter pattern and mask for the table_id field. Only one object may ke present. If
none, nol changes ismade to the previously set pattern or mask. Prior to initialization, the pattern shall be set to
zero and|the mask'shall be set to one.

yntaX No. of bits Encoding
table”id_object(){
object—tat 8 timsbf
object_length 8 uimsbf
table_id_pattern 8 uimsbf
table_id_mask 8 uimsbf
}

table_id_pattern: this 8-bit field identifies the pattern on which the table_id field shall be filtered.

table_id_mask: this 8-bit field which bits of the table id_pattern shall be masked. A bit shall be used for filtering
if the corresponding bit in the mask has a value of 1.
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Filter pattern object

This filter_pattern object describes the filter pattern to filter on.

Syntax No. of bits Encoding
filter_pattern_object(){
object_tag 8 uimsbf
object_length 8 uimsbf
offset 8 uimsbf
for(i=0;i<N;i++){ (N<8)
CA_data_byte pattern()
}
}

offget: this 8-bit field gives the offset in bytes from the beginning of the payload data of the CAn

CA|data_byte pattern: this 0-7-byte field identifies the bit pattern on which the given CA data_|
filtefed.
Filter mask object
The filter_mask object describes the filter mask to mask the filter pattern. If this-0bject is not pre
masking.
Syntax No..ef\bits Encoding
filter_mask_object(){
object_tag 8 uimsbf
object_length 8 uimsbf
offset 8 uimsbf
for(i=0;i<N;i++){ (N<8)
CA_data_byte_mask()
}
}
offget: this 8-bit field gives the offset in bytes from the beginning of the payload data of the CA
CA|data_byte mask:this 0-7-byte field identifies which bits of the CA_data_byte_pattern shall &
bit ih the received message shall-be used for filtering if the corresponding bit in the CA_data_by

vall

12

12.
Thi

hessage.
pytes should be

sent there is no

e of 1.
5.6 Response abjects from smart card

5.6.1 Introduction

5 subclause defines a number of response objects from the smart card to interact with the fil

lessage.

e masked. A
te_mask has the

ler program.

12.

.62 Update filter state

The update_filter_state object indicates if and to what state the filter which filtered the message send to the smart
card shall be updated by the STU. This object can only be present when the filter should be updated after
indication by the smart card. When in this case the object is absent the filter shall not be updated.
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Syntax No. of bits Encoding

Update_filter_state_object(){
object_tag 8 uimsbf
object_length 8 uimsbf
reserved 3 uimsbf
absolute 1 uimsbf
next_state 4 uimsbf

}

absolute this 1-bit field indicates it the update of the filter state is absolute (value=1) or relative (value=0).

next_state:this 4-bit field gives an absolute goto in the filter program (absolute=1) or a signed relative goto in the
filter program (absolute=0). The state of the filter program when this response is returned, depends on the

d-tha cana

“filter_u
For arel

- For the
updated
state, in
leave thg

- For the
Therefor
transmis

12.5.6.3

The update_filter_conditions object tells the STU that the filter eotditions have changed for a specifi

ata_ocond
Tt

wian” cnacifind b tha filltar octatn that iccin ha mac
E—CoRttoR—S oyt St SSHEeatHEe-ReESSage-

pPTTmcT e ThTteT te—troee T

htive goto the mechanism operates as follows:

update after successful filtering message condition, the filter program will have automaticall
by the STU by the time this response is returned. Therefore, a value of ‘F’ is used,to replay
he case where there was a transmission error detected. A value of zero (or no-object) is no
filter state where it is.

update after permission from smart cardi condition, the filter program will have remained un
b, a value of zero (or no object) is used to replay the last filter state«n'the case where there
5ion error detected. A value of one is normally used to move the filter'to the next state.

Update filter conditions

gives thg new filter state values for this filter.
Jyntax No. of bits Encoding
Update_filter_conditions(){
object_tag 8 uimsbf
object_length 8 uimsbf
filter_program_number 8 uimsbf
filter_state _object()
}
filter_program_number: this 8-bit field identifies the number of the filter program to be updated.

filter_sta

12.5.71
A CAme
{(the filte

e_object: contains the.hew filter_state object that applies to this filter.

Filter conditions
ssage must'be filtered (and passed to the smart card as indicated by the filter program) if:

rable area XOR the filter pattern) AND (filter mask)} is equal to zero.

y been
the last filter
‘mally used to

touched.
was a

pd filter. It

12.5.8 Further filter requirements

The STU shall be able to descramble up to 6 independent (elementary) streams simultaneously, meaning that they
may be scrambled with independent control word streams.
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12.6 |Initialization of the smart card and application

12.6.1 Answer-to-Reset

12.6.1.1 Introduction

The Answer-to-Reset (ATR) is information given by the smart card to the STU at the beginning of a session just
after a hardware reset. The ATR contains operational data and consists of the Initial and Format characters, the
Interface characters, the Historical characters, and conditionally the Check character TCK, according to ISO/IEC
7816-3. The ATR consists of at most 33 characters. The values and presence of the different characters in this
specification are given below. Besides in the ATR, information, for example in the Historical characters, may also
be contained in the ATR file or DIR file. These are also described below.

126.1.2 The Initial and Format characters

Thq initial character TS, and the format character TO are both mandatory. The initial character TS defines the

coding convention for all subsequent characters. The format character TO indicates-which interface characters are
pregent and gives the number of historical characters. The coding of both characters’is specifiefl in ISO/IEC 7816-
3.

126.1.3 The interface characters

Theg table below gives information on the interface characters. It describes the purpose of the d|fferent characters
and whether they could be sent by the smart card. In addition, it describes whether they will be pvaluated by the
STW and how the STU shall react to them. The table is comparable to the one given in ETS 300 608.
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| characters

n ISO/IEC

EC 7816-4

Interface Contents Sent by the a) evaluation by STU

character card b) reaction by STU

TAl parameters to calculate the work optional a) always if present

(global) etu and bit rate adjustment b) if TALl is not ‘11’ PTS procedure

shall be used

TB1 parameters to calculate the optional a) always if present

(global) programming voltage and current b) See item 6 subclause 12.4.1
and indicates if Vpp is connected
in the card

TC1 parameters to calculate extra optional a) always if present

(global) guard time between bytes for b) use the guard time accordingly
communication from STU to
smart card

TDl pIUtUbU: tleC, il Id;bcltul fUI t: 1T U}JtiUl ICl: (1) a=vvaya If |JICDCI It
presence of interface characters b) reject the card if the T=0 protog¢ol if
specifying rules to be used for not supported by the card
transmission with the given
protocol type

TA2 not used for protocol T=0 optional a) optional

(specific) b) ...

TB2 parameters to calculate the never See item 6 subclause 12.4.1

(globgl) programming voltage

TC2 parameters to calculate the worl optional a) alwaysiifpresent

(specific) waiting time b) use.the work time accordingly

TDi protocol type; indicator for the | optional a) always if present

(i>1) presence of interface characters b) identifying the subsequent chafactgrs
specifying rules to be used for accordingly
transmissions with the given
protocol type

TAI, T|Bi, characters which contain interfageoptianal a) optional

TCi characters for other transmissior b) ...

(i>2) protocols

12.6.1.4 The Historical characters/bytes

The numper (0 to 15) of historical characters is indicated by the Format Character TO as described gbove. The

historical characters give (access to) card identification data. This information may be carried by the}ristorical

charactefs but may also be found ja‘the ATR or DIR file as specified in ISO/IEC 7816-4. The historic

consist of three fields:

* a mamndatory category indicator (1 byte)

. optio:[al COMPACT-TLY data objects as described in ISO/IEC 7816-4, clause 8.3. Also applicatipn
identification and_selection data objects defined in ISO/IEC 7816-5 and/or other IDOs as defined
781646 may appear in the historical characters. However, if the tag value of these objects is ‘4X’ the coding of
the their tag and’length fields shall be modified to the COMPACT-TLV format as specified in ISO/
clause 8.3

Remark:|If'thése objects appear in the ATR file, they shall be encoded according to the basic encoding rules of

ASN.1 and not in the COMPACT-TLV format!

e a conditional status indicator (3 bytes)

The following table gives the format of the historical bytes which is according to ISO/IEC 7816-4. The possible
presence of data objects in the historical bytes, their need for evaluation by the STU and the required reaction of
the STU is also indicated in the table.
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Object T/IL Contents Presence in a) Evaluation,
historical b) (re)action
char. by STU
Category - “First historical byte” always a) always
indicator b) Continue in specified way
if V(alue) ='00’ or ‘80’
Optional ‘XX’ | Various (any data allowed by optional a) see clause 12.6.4
data objects ISO/IEC 7816 to be here) b) see clause 12.6.4
Status - Category indicator is ‘00"
information byte 1: card life status - optional a) optional
b) ...
byte 2/3: status bytes SW1-SW2 - optional a) always
b) ...
Cateonaonrimdioator 1o fONY. )
UL UUTY TTTUTUALlVT 1o UV,
‘81’ card life status - optional a) optional
b) ...
‘82’ SW1 and SW2 - optional a)always
b) ...
‘83’ card life status + SW1, SW2 - optional a) always (SW1 and SW2)
b) .
12.6.1.5 Check character TCK
If only the transmission protocol T=0 is indicated, TCK shall not be gent. In all other cases, TCK shall be sent. In
this|case the value shall be according to ISO/IEC 7816-3.
12)6.2 Conditional PTS procedure
A P[TS procedure according to clause 7 of ISO/IEC 7816-4 is allowed. It shall be supported by the STU.
Depending on the desired protocol or some other ATRparameters (F, D) the card shall suppor{ PTS.
1216.3 The ATR and/or DIR file
Bedides in the historical bytes card identification and initialization data may also be located in the ATR and/or
DIR file. If their presence is indicated in‘the historical bytes they shall be read as soon as possi

rea

12

The
and
Thi
(ap
12.

ling possible initial access data.

6.4 Card identification-and initialization data

smart card may locate*any data allowed by ISO/IEC 7816 in the historical bytes, initial acce
DIR file. The STU.shall at least be able to evaluate and react on the data objects given in t
5 does not mean'that it should be able to support all the services which can be indicated in t
blication-independent) card services which at least shall be supported by the STU are descr
5.6.

ble, but always after

ss data, ATR file,
he following table.
hese objects. The
bed in Subclause
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le (‘2FO1)

ct. Itis

with the file

Object Tag Length Probable Description Reference
location
Card service | ‘31 in tag Hist. bytes | Denotes methods available in ISO/IEC
data (‘'43) | (‘O1) the card for supporting card | 7816-4 and
services 7816-6
Initial access | ‘41 in tag Hist. bytes | Allows the retrieval of a string| ISO/IEC
data ‘43’ in tag of data objects called “initial | 7816-4 and
(‘44 | (‘'01'to ‘'02) data string”. Use of this object 7816-6
is not recommended
Card Tr in tag Hist. bytes | Gives card capabilities for ISO/IEC
capabilities 72 in tag application-independent card| 7816-4 and
73’ in tag services in the first, second, | 7816-6
‘47 ‘01’ to ‘03’ ATR file and third software function
talkl
Appligation | ‘FY’ Y=1to ‘F Hist. bytes | Uniquely identifies the ISO/IEC
identifjer ‘4F ‘01’ to '10° DIR file application. The object is 7816-5and
(less whenin | ATR file mandatory for the smart card| 7816-6
hist. bytes) to give.
Applidation ‘61’ ‘03" to ‘7F DIR file Container for all application ([\)SO/IEC
template ATR file identification and selection 7816-5 and
objects 7816-6
(not all possible objects in
container need to'be
recognised by STU).
12.6.5 Application identification and selection
12.6.5.1 Location of application identification data
In case qf a single application smart card the AID or application template shall be located in one of the following
locationd:
« Histogical characters (Not recommended if AlR\is long).
« ATR file ("2F00’) (Accessible with file selection and read commands; presence indicated in historifal
charagters).
« DIR file ("2F01") (Accessible with file;selection and read commands; presence indicated in historidal
charagters).
In case qf a multi-application smart card the AID or application template shall be located in the DIR f
(Accessiple with file selection’and read commands; presence indicated in historical characters).
12.6.5.2 Application selection
In this sgecification an application can be selected in at least the following two ways: implicit and dire
indicated in the'card capabilities object in the historical bytes if the application is selected implicitly. An
applicatipn«an’be selected directly with the Select File command, specifying the AID as DF name or
identifierLThe use of the Select File command is depending on the smart card capabilities as indicat:

pd in the first

software function table of the card capabilities object. Implicit application selection is not recommended for multi-
application cards.

12.6.5.3

The AID
An AID n
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Format of application identification data
data object is coded as follows:

umber for DAVIC applications will be added to this Subclause as soon as it is available.
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Tag Length Bytes Contents
‘4F ‘01’ to ‘10’ 00-04 (RID) DAVIC_application_id
(‘FY") Y="1"to'F (05-15) (PIX)
(depending on available | 05 Extended_DAVIC_application_id
length in historical bytes)| 06 Application_version
07-08 System_id
09-15 RFU

The extended_DAVIC_application_id is coded as follows:

Theg other application objects, besides the application template, specified in/ISO/IEC 7816-5 ar
mandatory for an STU to support these. The application template objecthowever shall be supp

Theg application_version is used to code the version of the application: This specification curren
apglication_version ‘01’ for broadcast pay-TV and interactive security functions. All other values
future use. The System_id shall be equal to the CA_system, id-for extended DAVIC_applicatio
and ‘03"

12]6.6 Application-independent card services

This specification adopts the application-independent card services as specified in ISO/IEC 78]
follawing restrictions:

12|7 Smart card-security functions

12]7.1 Access conditions

Acgess to smart card files and data objects by commands is controlled with the access conditio
access/conditions are respected the desired command will be performed on the selected file or

Theldifferent-access-conditionstogether with-their-4-bitcodinglevelsfor the DAVIGC-application

Value Meaning

‘00’ reserved for future use

0T Broadcast pay-1V funciions

‘02’ Interactive security functions

‘03’ Broadcast pay-TV + interactive security functions
‘03-'7F’ reserved for future use

‘80'-'FE’ private use

‘FF’ reserved for future use

Support of application selection by partial DF name as described in clause 9.3.2 of ISO/IEC
equired.

tfhe historical bytes, the injtial\data string, the ATR file, and the DIR file is not required. See 3
816-6.

b optional. It is not
brted by the STU.

Hly specifies
are reserved for
h_id values ‘01’

6-4 with the

7816-4 is not

Support of retrieval of data objeets besides (for example indirect retrieval by means of wrapper DE) those in

Iso ISO/IEC

ns. As long as
relevant data object.

diffarant accace canditinne tnnatharvwath thair 4 hit eadina Invale far tha NAV/IIC annlicatinn

are specified

below This specification is an adapted subset of the access conditions specified in ETSI prEN 726-3.

© ISO/IEC 1999 - All rights reserved

DAVIC 1.3.1a Part 10 (1999) 37


https://iecnorm.com/api/?name=dc091e0ec33bd44c5416c79958859654

ISO/IEC 16500-7:1999(E)

Level Access Condition

‘0’ ALW (always)

‘1’ PWRD (password)

‘2’ RFU

‘3 PRO (protection)

‘4 AUT (authentication)

‘5’ RFU

‘6’ PWRD/PRO (password + protection)
7 RFU

‘8’ PWRD/AUT (password + authentication)
‘9'-'E’ RFU

‘F NEV (never)

The mealning of these access conditions for the application specified is as follows:
ALW: The command shall always be possible without any restriction.

PWRD: The command shall only be possible after a correct PWRD (password) verification.

PRO: he command shall only be possible in a protected way (ie. after checking of data integrity g
hich for example applies to EMMs and ECMSs).
AUT: he command shall only be possible after an internal authentication (ie..an authentication byj

the smart card).
NEV: he command shall never be possible.

Although the access conditions have levels theyarprioritized.

12.7.2 Commands and access conditions

A file or ¢lata object can have different access conditions-for different groups of commands. This spe
allows cgmmands to be divided into 8 separate groups concerning their access conditions. This grod
commangs is dependent on the data container (filedtype, data object) the command is supposed to o
each group a separate access condition can be defined.

The folloving group of commands operating-on DF(/MF) files with the same access conditions exist:
(conditiopal access). The other 7 groups:of commands are RFU or private for DF(/MF) files. Comma
group CA normally transfer CA-system specific messages from the STU to the smart card, for examg
EMMs.

The folloving groups of commands operating on EF files with the same access conditions exist: Rea
Write, arjd CA (Conditional Aecéss commands). The other 4 groups of commands are RFU for EF fil

nd origin,

the STU of

Cification
ping of
perate on. For

CA
nds of the
le ECMs and

, Update,
PSS,

The follopving groups of conimands operating on DOs with the same access conditions exist: Get (R¢ad), Put

 does not
mmand can
group the
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Current File

Command (MF) DF EFrans EFfixed EFyar EFcy DO
Select file X X X X X X
Read hinary Read
Read record Read Read Read
Seek Read Read Read
Verify pwrd
Change pwrd
Disable pwrd
Enable pwrd
Internal_authentication
Write brnary Write
Write—record White White White
Update_binary Update
Update_record Update | Update | Update
Gef response
Getf data Get
Put| data Put
Put| data(send _message) | CA CA CA CA CA CA CA
Put| data(select) Get
Change maturity rating Write Write Write Write
Get| application_status
Perform_security operation| CA CA CA CA CA CA CA
12)7.3 Password management
In this specification passwords (PWRDSs) are\related to DFs. Each DF may have its own password which is
indicated in the DF file header. Passwordandling shall therefore be done by the smart card in|the following

password of the parent DF shall be used and so on. In the end, if the application does not have|a password, the
globbal password (on MF level) of-thie smart card shall be used. This implicitly requires that the gpplication has
acckss to the file storing the password on MF level. If the application doesn’t require a password there is no
problem. The access condition’PRWD just is not used then.

ma%ner. In all cases the password of the‘current DF shall be used. If the current DF does not haive a password the

1217.4 Authentication

127.4.1 Authentication on the S2/S3 Flows

In drder/to;support the authentication mechanisms specified for the S2 flow, the CA1 security d¢vice must, in case
of tihe |nteract|ve secunty functions apphcatlon perform all prlvate key operatlons reqmred in the X.509

5 ion keys. In general,
the S|gnature will |nvoIve hashing foIIowed by the prlvate key operatlon Normally, the hashmg will be performed

on the STU.

The Perform_security_operation command (see 12.10.19) shall be used to perform private key operations on the
CAL security device. The command is defined as a proprietary command for a DAVIC specific application.

The following table summarizes the relevant secure messaging data objects (defined in ISO 7816-4), which are
used to support authentication and key establishment:
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Tag Value

‘80 Plain Value (non BER-TLV coded data)

‘86’ Padding indicator byte, followed by cryptogram (plain value not codgd in
BER-TLV)

QA Digital signature input

‘OF’ Digital signature

‘92’ Certificate (non BER-TLV coded data)

‘9C’ Public key

These objects shall be used in the correct context (Perform_security _operation command or Key file(s)) to prevent
misinterpretation. The user’s certificate is indicated by the tag ‘92’.

12.7.4.2 Digital Signatures for DSM-CC Downloads

A Certifigation Authority public key for download is stored on the smart card. A tag of ‘9C’ is usedto indicate a
public key.

12.8 Data structures in the smart card

12.8.1 Introduction

This subglause describes the method for accessing data stored in the different files within the DAVIQ pay-TV
smart-card. This specification complies with ISO/IEC 7816-4.

12.8.2 [rile organization

12.8.2.1 Logical model

The logigal organization of data in the smart card is\aceording to ISO/IEC 7816-4, eg. a structure with one Master
File (MF), several Dedicated Files (DFs) and Elementary Files (EFs).

12.8.2.2 Elementary file structures

As in ISQ/IEC 7816-4, this specificationidefines the following elementary file (EF) structures: Transparent EF, EF
with linedr fixed structure, EF with linear variable structure, and Cyclic EF. Their specification is equdl to that
describefl in ISO/IEC 7816-4.

12.8.2.3 Allocation;of file identifiers

Within ISO/IEC 7816:the following file identifiers are already allocated: ‘2F00’ (DIR), ‘2F01’ (ATR), ‘3F00’
(MF), ‘3RFF’ and /EREFF'. All other file identifiers may be freely used within the application. However, Houble file
identifiers underthe’ same parent are not allowed as described in ISO/IEC 7816-4.

12.8.2. File structure

Figure 6 shows a typical file structure of the smart card in the DAVIC application for broadcast pay-TV. The
actual structure including access to data objects is implementation specific. However, for the application data
object referencing (Get_data, Put_data) is preferred. In the figure, applications are located in their own DF below
the MF. When only one application is present on the smart card application might also be located on MF level.
Figure 7 shows the typical file structure for this situation. In the figures, the shown DAVIC broadcast pay-TV
application file contains the following files with the following characteristics:

e system application file(s). This file(s) contain general-purpose data objects (eg. application_id, system_id) and
common data objects that can be used by all service providers (eg. password, filter_set, filter_program, keys,
parental_rating). Data objects defined can be selected by the Get_data command if indicated in the file header.
The detailed structure below the system level file(s) is implementation specific.
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» service provider file(s). Each service provider is allocated a file (DF or EF) which contains all data objects
used for managing a service (eg. service_provider_id, keys, entitlements, specific filter conditions). Data
objects defined can be selected by the Get_data command if indicated in the file header. The detailed structure
below the service provider file(s) is implementation specific.

MF
‘3FO0’
EFoir l
. ) EF
2F00 ATR
‘2F0Y1’
D I:Application D I:Application D I:Application
‘DAVIC XXXX YYYY’
System leve]
file(s)
Service Service Service
provider ‘aaa’ provider ‘bbb’ provider ‘ccc’

Figure 6.— Typical smart card file structure-for the DAVIC CAL pay-TV application.

MF

‘3F0Q’
EFor
. : EF
2F00 ATR

‘2F01’
System level
file(s)
Service Service Service
provider ‘aaa’ provider ‘bbb’ provider ‘ccc’

Figure 7.— Typical smart card file structure for the DAVIC CA1 pay-TV application
with only one application on the card.
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Figure 8 shows a typical file structure of the smart card in the case of the DAVIC application for interactive
security services. The key file(s) contain(s) the public key and the certificate. The data objects can be accessed as
indicated by the file header.

MF
‘3F00’
EFr
‘ , EFatr
2F00
‘2F01’
l)I_Application I-”‘Application I-”‘Application
‘DAVIC’ XXXX YYYY’
, System leve]
Key file(s) file(s)

Figure 8.— Typical smart card file structure for the DAVIC interactive application.

Identical|files or objects which are lower in the file structure overrule‘the same files and objects whicl are higher
in the strpcture if selected.

12.8.3 Pata structure headers

12.8.3.1 Introduction

Data strycture headers give information on the data structures like MF, DF, and EF. As an example, [this
informatipn may include the identifier of the structure and access conditions (AC) to the structure. The following
paragrafghs describe the exact specificationyof the different structure headers.

12.8.3.2 Header information

All data gtructure header information is contained in the FCI (file control information) template (Tag=16F"). This
FCI template may contain alhobjects defined in clause 5.1.5 of ISO/IEC 7816-4 and other objects allpwed by ISO
7816. Hqwever, it is not mandatory for the STU to support all these objects. The following table gives the ISO
7816 specified objects the STU shall support

Tag Length [ Value Support by STU
79 var |'4F’|LJAID|: DAVIC tag allocation schemé¢ Mandatory

82’ 1to 3/4 | File descriptor Mandatory

‘83’ 2 File identifier Mandatory

‘84’ 1to 16 | DF name Mandatory

‘85’ var Application proprietary information Mandatory

XX’ Y Other ISO objects for file header Optional

Paragraph 12.8.3.3 specifies the contents of the application proprietary information (tag='85").

The application root (MF or DF) shall at least contain the (DAVIC) tag allocation scheme (tag='79’), the file
descriptor (tag='82"), the file identifier (tag='83") or DF name (tag='84"), and the application proprietary
information (tag='85").
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All the other headers in the (DAVIC) application shall at least contain the application proprietary information

(tag="'85").
12.8.3.3 Application proprietary information
12.8.3.3.1 General

This subclause describes the contents of the application proprietary information (tag='85") within the FCI
template. The application proprietary information consists of two parts: a common part and a specific part which
depends on the structure type.

The common part of the application proprietary information is specified as follows:

Byte Description Length
1 Tag = ‘85’ 1 byte
2 Length 1 byte
3-4 File identifier 2 bytes
5 Type of file (1) T\byte

1) The coding of this byte is equal to the contents of the file descriptor byte-as defined in d

ISQ/IEC 7816-4.

Thdg following paragraphs specify the file specific part for the different fileltypes.

12.8.3.3.2 (MF/)DF

In the case of a DF in the application or as the root of the application, which can also be the MR

of tihe application proprietary information is coded as follaws:
Byte Description Length
6-7 RFU 2 bytes
8-11 Access conditions (3) 4 bytes
12 File status (4) 1 byte
13 Number of DFs under the selected directory 1 byte
14 Number of EFs undenthe selected directory 1 byte
15-16 Directory file identifier (‘FFFF’ means no directory file) 2 bytes
17 DF access (5) 1 byte
18 PWRD chatracteristics (6) 1 byte
19 PWRD status (7) 1 byte

®3)

Access conditions (byte 8 - 11) (see also 12.7.1):
Byte 8: b8-b5: RFU
Byte 8: b4-bl: RFU
Byte 9: b8-b5: RFU
Byte 9: b4-bl: RFU
Byte 10: b8-b5: RFU

Byte 10: b4-b1l: RFU

lause 5.1.5 of

, the specific part

(4)

Byte 11: b8-b5: CA
Byte 11: b4-bl: RFU

File status (byte 12):
b8-b3: RFU
b2: ‘0 Readable when invalidated
1" Not readable when invalidated
bl: ‘0" Invalidated
1" Not invalidated
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(®)

(6)

(1)

The heagler can be obtained by a Get_response command direct after a Select_file command.

DF access (byte 17):

b8-b3: RFU

b2: ‘0" No Get_data/Put_data
1" Get_data/Put_data

b1: ‘0 No Read/Write
1 Read/Write

PWRD characteristics (byte 18):

b8-b7: ‘00>  No PWRD
‘01 PWRD
10 RFU
11 RFU

b6-bl: PWRD length

PWRD status (byte 19)

h8: ‘o’ Not activated

‘1 Activated

Number of allowed PWRD retrials
‘0000000’ = blocked
1111111’ = no limit

bh7-bl:

12.8.3.33 EF

In the cape of an EF (data structure type ‘03’) the specific part of the application proprietary information is coded
as follows:

Hyte Description Length

q-7 File size (2) 2 bytes

g-11 Access conditions (3) 4 bytes

12 File status (4) 1 byte

13 Record length (if fixed structure) 1 byte

@)

®)

4

File size (byte 6 - 7):

- Variable EF: Number of bytes in body part.
- Fixed/cyclic EF:-Number of records in EF.

\ccess conditions (byte 8 - 11) (see also 12.7.1):
Byte 8:b8-b5: Read
Byte)8:'b4-bl: Update
Byte'9: b8-b5:  Write
Byte 9: b4-bl: RFU
Byte 10: b8-b5: RFU
Byte 10: b4-b1: RFU

- Transparent EF: Number of bytes in body part.

Byte 11: b8-b5: CA
Byte 11: b4-b1: RFU

File status (byte 12):

b8-b3: RFU
b2: ‘0" Readable when invalidated
‘1" Not readable when invalidated
bO: ‘0" Invalidated
‘1" Not invalidated
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The header can be obtained by a Get_response command direct after a Select_file command.

12.8.4 EF file content

12.8.4.1 MF level EFs

According to ISO 7816 parts 4 to 6, the following files may be present for application identification in the card.

12.8.4.1.1 EFpr

The directory EF (Efr) contains information on the application(s) on the smart card and may contain other
(private) information. It is defined within ISO/IEC 7816-4 and ISO 7816-6 and has the following characteristics:

Parameter Value
File ID ‘2F00’
Structure -
Presence Optional: Mandatory if AID information not in ATR or ATR file
Access conditions
(recommended)
Length Private
Object M/O | #DO
TLV objects contained| AID M n
12.8.4.1.2 EFarr

Thg answer to reset EF (Fgk) contains information on the applieation(s) in the smart card and may contain other
(priyate) information. It is defined in ISO/IEC 7816-3 and 1S@ 7816-4 and has the following chafacteristics:

Parameter Value

File ID ‘2F01’

Structure -

Presence Optional: Mandatory if AID information not in ATR of DIR file

Access conditions

(recommended)

Length Private

Objéect M/O | #DO

TLV objects contained|. AID M n

12.8.4.2 EF 4oy

Whgn present belew-a DF, this EF may be used to reference data objects available under the DF. This optional file
enables easy look-up of the different objects without fixing the file structure. If this file is not pregent files can be
selgcted usingythe Select_file command with the selection options select first or only occurrenceé and next
occlurrence-as specified in Subclause 12.10.3.

For|(indirect) referencing data objects the wrapper DO (tag='63") is used as defined in ISO/IEC|7816-6 clause

5 6 Onbrtha tanc ‘EC (tanbicot) (B fnath ta An N Aand (B9 (Aamarmand +a narfarm) ara manday ry for the STU

SOy Ty o O (g ot O (Pat oo = ;7 arn o Oz (COTT oo to— g o arcrar oot

to support. The following figure is an example of a wrapper referencing a number of objects with tags Tagl, Tag2,
and Tag3 on a file location indicated by Path:

[63 |L [5C [L |Tagl, Tag2, Tag3, ... [51 [L | Path |

Figure 9.— Wrapper object example.

With the Path the desired file can be selected with the Select_file command. shhg.ERas the following
characteristics:
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Parameter Value
File ID Referenced from DF file header
Structure -
Presence Optional
Access conditions
(recommended)
Length Private
Object M/O #DO

TLV objects contained| Wrapper for Application_related_data
Wrapper for System_related_data

Wrapper for Parental_rating

Wrapper(s) for Service_provider_related_data
Wrapper for Filter_set

Wrapper(s) Filter_prog

Wrapper for Entitlement_template

Wrapper for Interactive_security related data
Wrapper for other data objects

000gooooo
5/5.5 5 k,rSkrRrR

If a template is referenced with a wrapper, for example the service_provider_related «data template, futomatically
all data (pbjects) which may be contained in that template are referenced. This prevents long tag sequences within
the wrapper. However, it could be advantageous to indicate each tag contained-in the template separately to
directly indicate which data are present on the card and if overruling may occur:

It shall npt be directly assumed that only one object with an indicated tag(isypresent in the referenced EF. Multiple
objects With the same tag could occur in the same EF. The wrappers may contain tags of templates gnd tags of data
objects.

12.8.5 Qverview of DAVIC data objects

This subglause gives the list of data objects (for the pay-T\/Aapplication) that can be found in a DAVILC application
DF.

System related data is considered to be on a higherlevel than service provider related data. Service|provider
related data shall overrule the same data on system level if content from that specific service providqgr is selected

by the uger. If overruling can occur service provider related data shall be allocated within (separate) thild DFs in
the file sjructure of the smart card to express the hierarchy compared to system data. Other data objects referenced
from the [data directory EF are considered'to be on system level unless they are within an EF of DF fpr service
provider data. Then they are said to:beson service provider level. This can be determined by examining the path
containefl in the wrapper or by analyzing the response to the Get_data command.

12.8.5.1 System rélated data

The folloving table gives the list of all data objects that can be found at the system level:
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Object

o

#DO

Application_template
Application_related_data_template
Application_id (AID)
Application_label
Application_expiration_date
Application_effective date

System_related_data_template

System_id (=CA_system_id for broadcast pay-TV)
CA_descriptor_selection

System_label

System_provider_label

Preferred_service provider

O00O0OZ0|0O0O00O0OO0IL

PRPRRSRPES|PRPRRRRER

>
3

12.
The

12

12

Thi
pre
obj4
des

12

s 4
LILLLA > R

3

Filter program

Parental rating

Entitlement template

O|0|0

SA= (S |H

B8.5.2 Service provider related data

following table gives the list of all data objects that can be found atdhe-service provider levgl:

11%

Object

M/O

#DO

Service_provider_related_data_template
Service_provider_id
CA_descriptor_selection
Service_provider_label

Base channel

Filter_set

Filter program

Entitlement_template

o|0o|ojoo0oLO

b I e Bl o e T s

Apq

9.1 Introduction

9 Basic data objects

9.2Application_related_data

5 subclause describés-the various data objects which may be stored in the smart card and r
ent them in a logical way they are grouped according to their context. This subclause only dlescribes the data
pcts for basic eperation. Data objects for special functions are described in separate section
cription of thevfunction.

bsponse objects. To

s together with the

n objects or as a

lication template: The application template may be used as a container for other applicatio
reference to application objects.
Tag Length Byte Contents
see 12.12 | var n Application objects

Application_related_data_template The application_related_data_template may be used as a container for
other application related objects or as a reference to application related objects.

© ISO/IEC 1999 - All rights reserved
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Contents

see 12.12

var

n

Application related objects
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Application_id: The application_id identifies the type of DAVIC application and the version of that application.
It is equal to byte 5 and 6 of the PIX in the AID (see Subclause 12.6.5.3).

Tag Length Byte Contents
see 12.12 | 02 01 Application_id
02 Application_version

Application_label: The application_label gives the name of the CA1 interface application.

Tag

Length

Byte

Contents

see 12.12

var

n

text according to ETS 300 468

Application_expiration_date: The application_expiration_date gives the date the application will stop operating.

Ta Length | Byte | Contents
see 12.12| 02 01-02 | Date coded as Modified Julian Date (MJD) according to,ETS 309
468
Applicatipn_effective_date The application_effective_date gives the date the application will start operating.
Ta Length | Byte | Contents
see 12.12| 02 01-02 | Date coded as Modified Julian Date (MdDB)according to ETS 309
468

12.9.3 fystem_related_data

System_felated_data_templateThe system_related_data_template may be used as a container for o

objects dr as a reference to system related objects.

Tal

Length

Byte

Contents

see 12.12

var

n

System,related objects

System_Jd: The system_id identifies the system which uses the application. For broadcast pay-TV thi

equal to the CA_system_id defined in ISO/IEC 13818-1.

Ta Length Byte Contents
see 12.12 | n 01-02 id number according to ETR162 (=CA_system_id)
03-On private data

CA_desgriptor_selection The CA_descriptor_selection enables more detailed selection of the correc
CA_desqriptor then/tthe CA_system_id alone. The CA_descriptor_selection object is described in mo

Subclauge 12.5.5.3)3.

her system

5 number is

re detail in

Ta | Length | Byte Contents

see1242 2n+l 01 offset
0Z2-n+1 pattern
n+2-2n+1 | mask

System_label:The system_label gives the name of the system.

Tag

Length

Byte

Contents

see 12.12

var

n

text according to ETS 300 468

System_provider_label The system_provider_label gives the name of the (CA) system provider.
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Tag Length Byte

Contents

see 12.12 | var n

text according to ETS 300 468

Preferred_service_provider. The preferred_service_provider may be used to indicate the service provider to

tune to when using the CA system.

Tag Length Byte

Contents

see 12.12 | 01 or 02 01(-02)

service_provider_id

12.9.4 Service_provider_related_data

container for

seryice provider related data templateThe service provider data template may be used as

oth¢r service provider objects or as a reference to service provider objects.

Tag Length Byte

Contents

see 12.12 | var n

Service provider objects

seryice_provider_id The service_provider_id identifies the service provider opetating the system.

Tag Length Byte

Contents

see 12.12 | 01 or 02

01(-02)

service provider id

seryice_provider_label The service_provider_label gives the name-of the service provider operating the system.

Tag Length Byte

Contents

see 12.12 | var -

text according totEN'S 300 468

rams.

base channelThe base_channel identifies the channel(s) the service provider transmits its prog
Tag Length Byte Contents
see 12.12 | 06 01-02 network_id
03-04 original_network id
05-06 transport_stream id

CA| descriptor_selection The-CA:_descriptor_selection enables more detailed selection of the ¢

Drrect
3.3.

CA] descriptor then the CA. system_id alone. It is described in more detail in Subclause 12.5.5)
Tag | Length® | Byte Contents
see12.12 2n+t 01 offset
02-n+1 pattern
n+2-2n+1 | mask

1219:5Filtering

filter_set: The filter_set groups filter programs for a certain type of messages.

Tag Length Byte

Contents

see 12.12 | var n

filter set as defined in Subclause 12.5.4.2

filter_program: The filter_program describes the programming of a filter.

Tag Length Byte

Contents

see 12.12 | var n

filter program as defined in Subclause 12.5.4.3

© ISO/IEC 1999 - All rights reserved
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12.9.6 Parental_rating

parental_rating: The parental_rating object contains the parental rating value. It is encoded according to the
contents of the DVB-SI parental rating descriptor (ETS 300 468).

Tag Length Byte Contents
see12.12 | 4 01-03 country code
04 rating

12.9.7 Entitlement data

entittement_template The entitlement_template shall be used to package all entitement data. Besides proprietary
objects it may contain the other objects specified in this paragraph.

Contents
entitlement objects

Tal Length Byte
see 12.12 | var n

entittemgnt_type The entitlement_type contains information on the type of entitlement.

Contents
entitlement_type

Tal Length Byte
see 12.12 | 01 01

The field|entitlement_type is coded as follows:

\alue Meaning

‘00’ reserved for future use
‘01 subscription

‘02 PPV

‘03 IPPV

‘04'-'7F reserved for future use
‘80'-'FE’ private use

‘¥FF reserved for futurewise

service_provider_id The service_provider (id identifies the service provider operating the system.

Contents
servide provider_id

Tal Length Byte
seg 12.12 | 01 or 02 01(-02)

entittlemgnt_labet The entitlement_label gives a description of the entitlement.

Contents
text according to ETS 300 468

Tal Length Byte
see 12.12 | var n

entitlemgnt_dates The entitlement_dates object identifies the beginning and finishing dates of the entitiement.
These dates-are MJD coded according to ETS 300 468.

Tag Length Byte Contents
see 12.12 | 04 01-02 Begin-date (MJD coded)
03-04 End-date (MJD coded)

entittement_date/duration: The entitlement_date/duration object identifies the start time and duration of an

entitlement.
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Tag Length Byte Contents

see 12.12 | 08 01-02 Begin-date (MJD coded)
03-05 Start time
06-08 Duration

To enable close co-operation with Sl information in the stream the following object can also be used.

Sl-link: The SlI-link object enables to create a backward link from the entitlement data in the smart card to the Sl
data in the MPEG stream. It contains the following data:

Tag Length Bytes Contents

see 12.12 | 08 or 10 01-02 network_id
03-04 original_network_id
05.06 fr:ncpnrt_efrn:\m_id
07-08 service _id
09-10 event id (optional)

12/9.8 Response messages

This subclause describes response messages from the smart card which may*occur after a chajlenge.

Evgn_control_word: This object gives an even control word for descrambling.

Tag Length Byte

Contents

see 12.12 | var n

Even control word

Odd_control_word: This object gives an odd control word.for descrambling.

Tag Length Byte

Contents

see 12.12 | var n

Odd control word

Evgn/odd_control_word This object gives anreven and an odd control word for descrambling.

Tag Length Byte Contents
see 12.12 | 2n 01-n Even control word
n+1=2n Odd control word

Stafus The status object gives status information from the smart card to the STU. It allows pasging of multiple
status words at the samé-time due to its variable length. When the status object contains multigle status words the
firsword has the highgst priority, the last word the lowest.

Tag Length Byte Contents
see 1212 | 2n 2n-1 status
2n additional information

e, (] bmlrdes. | - 4 s (] (] bl
Tht Slalus AU auuttaoridar miurTraturt airc COUTU asS TUNTUWS.
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e STU the

turned to the

Status Additional information
Value Meaning Value Meaning
‘00’ reserved - -
‘01’ soft reset (of smart card | ‘00’ no additional information
due to information
change)
‘01-'7F RFU
‘80'-'FE’ user private
‘FF’ RFU
‘02’ control word descrambled ‘00’ no additional information
‘0l entitlement available
‘02’ free preview
‘03'-'7F’ RFU
‘80'-'FE’ user private
‘FF’ RFU
‘09’ control word not ‘00’ no additional information
descrambled
‘0l no entitlement
‘02’ geographical black-out
‘03’ maturity rating
‘04'-'7F RFU
‘80'-'FE’ user private
‘FF’ RFU
‘04 reserved for purchase ‘00’ no additionakinformation
‘01-'7F RFU
‘80'-'FE’ user private
‘FF’ RFU
‘0§'-'7F" | reserved
‘8(¢'- user private
‘ER
‘FH’ reserved
Status_témplate In the case additional parameters together with status words should be passed to th
status tenplate can be used to serve as a'container for the status words and parameters.
Ta Length Byte Contents
see 12.12 | var n status words and additional parameters
Update_filter_state See Subclause 12.5.6.2
Update_filter_conditions. See Subclause 12.5.6.3.
Access_tonditions~abjectWith the access_conditions_object the access conditions to data can be re
STU as flesponse.to a command.
Tag ength Byte [ Contents
see 12.1R101 or Q2 01 hlnh nibble—access-conditions gr:\nfnrl (as-described-in p:\r:\grnph 12 71)

Iow nibble: access conditions (as described in paragraph 12.7.1)

of byte 19 described in 12.8.3.3.2.

02 If the access condition is PWRD or PWRD/AUT, then the remaining PWRI]
trials are in this byte. The msb is RFU. The encoding of bit 7 to 1 is equal t

D that
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12.10 Smart card commands

12.10.1 Introduction

This subclause specifies the functions and their command coding that the smart card may use for this specification.

ISO/IEC 16500-7:1999(E)

Application specific commands are only valid within the application, eg. the application selected. Most commands
are defined as a subset of ISO/IEC 7816-4 and ETSI prEN 726-3. Some commands are proprietary to this
specification and are mainly related to the interactive digital TV environment.

12.10.2 Coding of the commands

The following commands are specified in this specification:

command CLA INS Ll FZ
Select file see text ‘A4’ control type
Read_binary see text ‘BO’ offset offset
Read record see text ‘B2’ rec. no mode
Seek see text ‘A2’ ‘00’/offset type/modsd
Verify password see text 20’ ‘00’ ‘00’
Change password see text 24’ ‘00’ ‘00’
Disable password see text ‘26’ ‘00’ ‘00’
Enable password see text ‘28’ ‘00’ ‘00’
Internal authentication see text ‘88’ 00’ ‘00’
Write_binary see text ‘DO’ offset offset
Write_record see text ‘D2’ rec. no mode
Update binary see text ‘D6’ offset offset
Update record see text ‘DE rec. no mode
Get_response see text 'CO’ ‘00’ ‘00’
Get_data see text ‘CA’ tag ref./ tag ref./
app. data app. data
Put_data see text ‘DA’ tag ref./ tag ref./
app. data app. data
Put_data (send_message) see text ‘DA’ ‘01’ ‘01’
Put_data (select _object) see text ‘DA’ ‘01’ ‘02’
Change maturity rating see text ‘F4’ ‘00’ ‘00’
Get_application_status see text ‘F8’ ‘00’ ‘00’
Perform_security \operation see text ‘BA’ tag ref. tag ref.

For|the application the CLA-bytes ‘8X’ shall be used, where the last nibble is encoded accordin
ISQ/IEC 7816-4 and bit 4 and 3 are equal to 0. For application independent commands accordi
bytes ‘0X’ may also be used, where the last nibble is encoded according to Table 9 of ISO/IEC

anJB are equal to 0.

) to Table 9 of
ng to 1ISO CLA-
7816-4 and bit 4

12.10.3 Select_file

12.10.3.1 Functional description

The Select_file function enables the selection of a file (MF, DF or EF) according the methods as specified in
ISO/IEC 7816-4. After a selection, the selected file becomes the Current File. Subsequent functions on files will

be implicitly on the Current File.

© ISO/IEC 1999 - All rights reserved
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12.10.3.2 Access conditions

No access conditions are defined for this function.

12.10.3.3 Command message

The command message for the Select_file function is as follows:

CLA See 12.10.2
INS ‘A4’
P1 Selection control:

‘00’: Selection by file identifier

‘01’: Select DF under current directory

‘02': Select EF under current directory

U3~ Select parent DF

‘04’: Direct selection by DF name

H2 Selection options:

‘00’: First or only occurrence (no identical file IDs allowed in same
DF/MF in file structure)

‘02’: Next occurrence

Lic field Length of the subsequent data field
Data field If present, according to P1:
- file identifier
- DF name/ Application identifier
Le field Empty
12.10.3/4 Response message

The response to the Select_file command is as follows:

Data field Empty
qW1-SW2 Status bytes

The smalt card shall give the file header of the file selected if the Get_response command is given jyst after the
Select_file command.

Status cgnditions are described in Subglause 12.10.20.

12.10.4 Read_binary

12.10.4[1 Functional description

The Reaf_binary/function enables the retrieval of (part of) the content of a transparent EF.

12.10.4)2 Access conditions

The function will be performed on the Current (EF) File. The command will only be processed if the AC for Read
functions of the Current File is satisfied.

12.10.4.3 Command message

The command message for the Read_binary function is as follows:
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he

CLA See 12.10.2

INS ‘BO’

P1 Selection control:
b8=0

P2 P1||P2 is the offset of the first byte to be read from the beginning of
file.

Lc field Empty

Data field Empty

Le field Number of bytes to be read

12.10.4.4 Response message

Theg response to the Read_binary command is as follows:

Data field

Data read (Le bytes)

SW1-SW2

Status bytes

Stafus conditions are described in Subclause 12.10.20.

12]10.5

1210.5.1

Read_record

Functional description

Thg Read_record function enables reading records from record’'type EFs. The mode of the conpmand and the value

of the record pointer (RP) determine the record read from-ttie Current (EF) File. Concerning the

and record pointer management this specification is (almost) equal to ETSI prEN 726-3.

12.10.5.2

Theg function will be performed on the Current (EF) File. The command will only be processed if

Access conditions

Read functions of the Current File is satisfied. AC=PRO is not applicable for this function.

different modes

the AC for the

12.10.5.3 Command message
Thg command message for thé.Read_record function is as follows:

CLA See 12.10.2

INS ‘B2’

P1 Record. no.
(P1 only has significance if P2='04" or ‘05'. In all other cases it shall pe
set to ‘00’ by the STU.)

P2 Mode:
- ‘00’ = first record; RP set to first record before reading
- ‘01’ = last record; RP set to last record before reading
- ‘02’ = next record; RP increased before reading
- ‘03’ = previous record; RP decreased before reading
- ‘04’ = absolute mode/current mode, the record number is given in P1
with P1 = ‘00’ denoting the current record. The RP is not affected.
- ‘05’ = read all records from P1 up to the last

Lc field Empty

Data field Empty

Le field Number of bytes to read. If Le ='00’ the whole record shall be read
(P2="00" ‘01’ ‘02’ ‘03’ ‘04") or all records from P1 until the end of the
file shall be read (P2="05").
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In the ‘next’ (P2='02") and ‘previous’ (P2="03") mode the RP shall not be increased or decreased if it is set on the
last or first record, respectively, and the Read_record command shall not be performed. This shall however not be
true in the case of a cyclic file where virtually no first and last records exist and the pointer just shall be increased

or decreased to the ‘next’ record before it is read.

12.10.54 Response message

The response to the read_record command is as follows:

Data field Lr (may be equal to Le) bytes

SW1-SW2 Status bytes

Status conditions are described in Subclause 12.10.20.

12.10.4 Seek

12.10.6{1 Functional description

The Seek function locates a record with a certain characteristic within the Current File-(record type H

commang can only be used for EFs containing records.

12.10.6)2 Access conditions

The function will be performed on the Current File. The command will @nly be processed if the AC fo

functionqd is satisfied.

12.10.643 Command message
The command message for the Seek function is as follows:
gLA See 12.10.2
INS ‘A2’
H1 Offset (in bytes) within the record. ‘00’ means no offset.
H2 Type/mode:
xxxx0000 seek from beginning forward
xxxx0001 seek from end backward
xxxx0020 seek from next location forward
xxXxx0011 seek from previous location backward
0000xxx type 1, no response data
000Ixxxx type 2, record number as response data
Lic field Empty
Data field Pattern to compare with
Le field Empty or 1 byte in case of type 2

F). The

Read

12.10.64 Respense-message

The response to the Seek command is as follows:

Data field Empty for type 1 seek
1 byte for type 2 seek
SW1-SW2 Status bytes

Status conditions are described in Subclause 12.10.20.
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12.10.7 Verify_password

12.10.7.1 Functional description

The verify_password function, used to verify a password stored in the smart card, may be used with any DF or EF
within the application selected. The command is equal to the verify command defined in ISO/IEC 7816-4 with
P2=0x00. The smart card should unambiguously know where the find to password stored. In this way it is possible
to have a global card password or an application specific password. The nearest (parent) DF header gives the
length of the desired password.

12.10.7.2 Access conditions

For this function no access conditions are defined. However, other access conditions may change as a result of the

confiparison of the password. The number of acceptable unsuccessiut comparisons may pe fimited.
12.110.7.3 Command message
Thg command message for the Verify _password function is as follows:
CLA See 12.10.2
INS 20’
P1 ‘00’
P2 ‘00’
Lc field Length of the subsequent data field
Data field Password
(length of the password is given in the nearest (parent) DF header)
Le field Empty
12.10.7.4 Response message (hominal-case)

Theg response to the Verify _password command is as follows:

Data field Empty
SW1-SW2 Status bytes

Stafus conditions are describedin’ Subclause 12.10.20.
12]10.8 Change: password

12.10.8.1 Functional description

Thg Change,_password function enables the change of the password in the smart card. It may he used with any DF
or BF (withinthe application) selected. The smart card should unambiguously know where to firjd the password
storled. In-this way it is possible to have a global card password or an application specific password.

12.10.8.2 Access conditions

For this function no access conditions are defined.

12.10.8.3 Command message

The command message for the Change_password function is as follows:
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CLA See 12.10.2
INS 24
P1 ‘00’
P2 ‘00’
Lc field Length of the subsequent data field
Data field old_password
new_password
(length of the password is given in the nearest (parent) DF header)
Le field Empty
12.10.84 Response message
The response to the Change_password command is as follows:
Data field Empty
JW1-SW2 Status bytes

Status cgnditions are described in Subclause 12.10.20.

12.10.9

12.10.9]1

The Disgdble_password function, disables the necessity for password'verification. Effectively, this res

Disable_password

Functional description

Ilts in the

access cpndition Password no longer being present. The smayt-Card should unambiguously know where the find to
passwordl stored. In this way it is possible to have a global card“password or an application specific password.

12.10.92

No accesgs conditions are defined for this function., The command is only possible if Disable and Ena
allowed for the EF which stores the password. Fhe disabling of the password remains effective until

Access conditions

again by|the enable command.

ble are
t is enabled

12.10.943 Command message
The command message for the Disable_password function is as follows:
gLA See'12.10.2
INS 28’
H1 ‘00’
H2 ‘00’
Lic field Length of the subsequent data field
Data field password
(length of the password is given in the nearest (parent) DF header)
field Fmpfy
12.10.9.4 Response message

The response to the Disable_password command is as follows:

Data field

Empty

SW1-SW2

Status bytes

Status conditions are described in Subclause 12.10.20.

58 DAVIC 1.3.1a Part 10 (1999)

© ISO/IEC 1999 - All rights reserved


https://iecnorm.com/api/?name=dc091e0ec33bd44c5416c79958859654

ISO/IEC 16500-7:1999(E)
12.10.10 Enable_password

12.10.10.1 Functional description

The Enable_password function, enables the necessity for password verification. Effectively, this results in the
access condition Password being present. The smart card should unambiguously know where the find to password
stored. In this way it is possible to have a global card password or an application specific password.

12.10.10.2 Access conditions

No access conditions are defined for this function. The command is only possible if Disable and Enable are
allowed for the EF which stores the password. The command shall only be performed if password verification is
disabled and the password is not blocked.

12.110.10.3 Command message

Thg command message for the Enable_password function is as follows:

CLA See 12.10.2

INS ‘28’

P1 ‘00’

P2 ‘00’

Lc field Length of the subsequent data field
Data field password

Le field Empty

12./10.10.4 Response message (nominal case)

Theg response to the Enable_password command is*as follows:

Data field Empty
SW1-SW2 Status bytes

Stafus conditions are described in Subclause 12.10.20.
12]10.11 Write_binary

12.10.11.1 Functional description

Thg Write_binary function enables the writing of content in to a transparent EF.

12.10.112 Access conditions

Theg fdnction will be performed on the Current (EF) File. The command will only be processed iffthe AC for Write

functions-of-the Current File are satisfied

12.10.11.3 Command message

The command message for the Write_binary function is as follows:
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CLA See 12.10.2

INS ‘DO’

P1 Selection control:
b8=0

P2 P1||P2 is the offset of the first byte to be read from the beginning of the
file.

Lc field Length of subsequent data field
Data field | Data to be written
Le field Empty

12.10.11.4 Response message

The response to the Write_binary command is as follows:

Data field Empty
JW1-SW2 Status bytes

Status cgnditions are described in Subclause 12.10.20.
12.10.12 Write_record

12.10.12.1 Functional description

The Write_record command allows writing of records in to record type EFs.

12.10.12.2 Access conditions

The function will be performed on the Current (EF) File."The command will only be processed if the AC for Write
functiong of the Current File are satisfied.

12.10.12.3 Command message

The command message for the Write_reeord function is as follows:

dqLA See 12.102
INS ‘D2’
A1 Record. no.

(RXonly has significance if P2="04". In all other cases it shall be set fo
00’ by the STU.)

H2 Mode:

- ‘00" = first record; RP set to first record before reading
- ‘01’ = last record; RP set to last record before reading
- ‘02’ = next record; RP increased before reading

- ‘03’ = previous record; RP decreased before reading
- ‘04’ = absolute mode/current mode, the record number is given in P1
with P1 = ‘00’ denoting the current record. The RP is not affected.

Lc field Length of the subsequent data field
Data field Record to be written
Le field Empty

In the ‘next’ (P2="02") and ‘previous’ (P2='03") mode the RP shall not be increased or decreased if it is set on the
last or first record, respectively, and the Write_record command shall not be performed. This shall however not be
true in the case of a cyclic file where virtually no first and last records exist and the pointer just shall be increased
or decreased to the ‘next’ record before it is written.
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12.10.12.4 Response message

The response to the Write_record command is as follows:

Data field Empty
SW1-SW2 Status bytes

Status conditions are described in Subclause 12.10.20.
12.10.13 Update_binary

12.10.13.1 Functional description

Thg Update_binary function enables the updating (overwriting) of binary data in a transparent,HF.

12.10.13.2 Access conditions

Theg function will be performed on the Current (EF) File. The command will only be.processed iffthe AC for Write
fungtions of the Current File are satisfied.

12.110.13.3 Command message

Thg command message for the Update_binary function is as follows:

CLA See 12.10.2

INS ‘D6’

P1 Selection control:
b8=0

P2 P1||P2 is the offset of theirst byte to be read from the beginning of jhe
file.

Lc field Length of subsequentdata field

Data field Data to be written

Le field Empty

12.10.13.4 Response message

Theg response to the Update_binary command is as follows:

Data field Empty
SW1-SW2 Status bytes

Stafus conditions are described in Subclause 12.10.20.

121014 Update_record

12.10.14.1 Functional description

The Update_record function allows updating (overwriting) of records in record type EFs.
12.10.14.2 Access conditions

The function will be performed on the Current (EF) File. The command will only be processed if the AC for Write
functions of the Current File are satisfied. AC=PRO is not applicable for this function.

© ISO/IEC 1999 - All rights reserved DAVIC 1.3.1a Part 10 (1999) 61


https://iecnorm.com/api/?name=dc091e0ec33bd44c5416c79958859654

ISO/IEC 16500-7:1999(E)

12.10.14.3

Command message

The command message for the Update_record function is as follows:

CLA See 12.10.2
INS ‘DC’
P1 Record. no.
(P1 only has significance if P2="04". In all other cases it shall be set fo
‘00’ by the STU.)
P2 Mode:
- ‘00" = first record; RP set to first record before reading
- ‘01’ = last record; RP set to last record before reading
- ‘02’ = next record; RP increased before reading
- ‘03’ = previous record; RP decreased before reading
— 04 —absSoiute Mode/CUITENt ModE, the Tecord TTamber 1S giverT Pt
with P1 = ‘00’ denoting the current record. The RP is not affected.
Lic field Length of subsequent data field
Data field Record to be updated
Le field Empty

In the ‘ngxt’ (P2="02") and ‘previous’ (P2="03") mode the RP shall not be increased-or decreased if it
last or firgt record, respectively, and the Update_record command shall not be (performed. This shall
be true ip the case of a cyclic file where virtually no first and last records existé@nd the pointer just sh

increasefl or decreased to the ‘next’ record before it is updated.

12.10.14.4

Response message

The response to the Update_record command is as follows:

Data field

Empty

JW1-SW2

Status bytes

Status cgnditions are described in Subclause 12:10.20.

12.10.15

12.10.1%.1

Get_response

Functional description

The Get|response function is.used to get APDU(s) which otherwise could not be obtained.

12.10.1%.2

Access.conditions

No access conditions are defined for this function.

s set on the
however not
Al be

12.10.15.3/,~ Command message
The command message for the Get_response function is as follows:
CLA See 12.10.2
INS ‘CO’
P1 ‘00
p2 ‘00
Lc field Empty
Data field Empty
Le field Maximum length of data expected in response
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12.10.15.4

The normal response to the Get_response command is as follows:

Response message

Data field (Part of) APDU with length Le
SW1-SW2 Status bytes

Where the Get_response command is issued immediately after a Select_file the response will be the file header.

Where the Get_response command is issued immediately after a Put_data(send_message) command the response
can be very diverse and will vary from control words to MMI dialogue objects.

Where the Get_response command is issued immediately after a Get_status command the response will reflect the
status of the smart card

Stafus conditions are described in Subclause 12.10.20.

12)10.16 Get_data

12.110.16.1

Thg Get_data function is used for the retrieval of one primitive data object.or the retrieved of orle or more data
obj¢cts contained in a constructed data object. In case multiple objects\Wwith the same tag exist jin the same
environment the next object with the same tag will be read during the following get_data refererjcing the same tag.
Usipg the Put_data command the first object can be read again.

Functional description

12.10.16.2 Access conditions

This functions operates on an object. The function will only be processed if the AC for Get funclions is satisfied.

12.110.16.3 Command message

Thg command message for the Get_data function is as follows:

CLA See 12.10.2
INS ‘CA’
P1-P2 ‘0000/-to-‘003F: RFU

‘0040° 1o ‘0O0FF: BER-TLV tag (1 byte) in P2
‘0100’ to ‘017F": RFU for application data

‘0180’ to ‘01FF’: Private for application data
‘0200’ to ‘02FF’: Simple-TLV tag in P2

‘0300’ to ‘3FFF’: RFU

‘4000’ to ‘FFFF":BER-TLV tag (2 bytes) in P1-P2

Lc field Empty
Datafield Empty
Le)field Number of bytes expected in response

12.

10.16.4 Response message

The response to the Get_data command is as follows:

Data field

Data read (may be equal to Le bytes)

SW1-SW2

Status bytes

Status conditions are described in Subclause 12.10.20.
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12.10.17 Put_data

12.10.17.1 Functional description

The Put_data function is used for storing one primitive data object, or one or more data objects contained in a
constructed data object. The exact storing function (writing once and/or updating and/or appending) depends on
the context.

12.10.17.2 Access conditions

This functions operates on an object. The function will only be processed if the AC for Put, CA, or Get functions
is satisfied.

12.10.1Y.3  Command message

The command message is as follows:

GLA See 12.10.2
INS ‘DA’
H1-P2 ‘0000’ to ‘003F": RFU

‘0040’ to ‘00FF: BER-TLV tag (1 byte) in P2
‘0100’ - ‘017F: RFU for application data

‘0180’ - ‘01FF’: Private for application data
‘0200’ - ‘02FF: Simple-TLV tag in P2

‘0300’ - ‘3FFF: RFU

‘4000’ - ‘FFFF: BER-TLV tag (2 bytes) intP1-P2

Lic field Length of the subsequent data field
Data field Parameter + data to be written
Le field Empty

The folloving special Put_data commands are defined:
Transfer|CA Message

To transfer a message from the STU to the smart card.

H1-P2 ‘0101": Send; message
Data field Origin (TL:V_coded)
Filtered message (Transparent)

The origin object indicates thé origin of the accompanying message.

Tal Length Byte Contents
seg 12.12 | 02 01 source
02 source detailed

The sourceé.and source detailed field are coded as follows:

Source Source detailed

Value Meaning Value Meaning

‘00’ reserved - -

‘01’ section filter XX’ filter program number
‘02’ MMI ‘00’ no additional information
‘03’ interaction channel | ‘00’ no additional information
‘04’-'7F | reserved

‘80’-'FE’ | user private

‘FF’ reserved
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Select Objects

To select objects.

P1-P2 ‘0102": Select_object

Data field Target object (TLV coded)
Pattern (TLV coded)

Mask (TLV coded) (optional)

The target_object object indicates the object to work on.

Tag Length Byte Contents
see 12.12 | 01 or 02 01(-02) | tag value

If the tag value is primitive the indicated pattern shall be looked for. If the tag value is constricteéd an object within
the|indicated constructed object which satisfies the pattern (first part pattern is tag and length of intended object)
shajl be looked for.

Theg pattern object gives the pattern to compare with.

Tag Length Byte Contents
see 12.12 | var n pattern

Thg mask object gives the mask to mask the pattern with.

Tag Length Byte Contents
see 12.12 | var n mask
12.010.17.4 Response message
Theg response the Put_data command is as follews:
Data field Empty
SW1-SW2 Status bytes

Stafus conditions are described in'Subclause 12.10.20.

12]10.18 Get_application_status

12.710.18.1

Thg Get_application_status function enables the STU to regularly poll the status of the smart cqrd. Regularly
polljng of the.status is mandatory.

Funetional description

12.10.;18.2 Command message
The command message for the Get_application_status function is as follows:
CLA See 12.10.2
INS ‘F8’
P1 ‘00’
P2 ‘00’
Lc field Length of the subsequent data field
Data field Date + time
Le field Empty
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12.10.18.3

Response message (nominal case)

The response to the Get_application_status command is as follows:

Data field

Empty

SW1-SW2

Status bytes

Together with the Get_response command smart card output data can be obtained.

Status conditions are described in Subclause 12.10.20.

12.10.19

Perform_security_operation

12.10.19.1

Functional description

The Perfprm_security _operation function enables security services in the case of interactive applicatjons.

12.10.19.2 Command message
The command message for the Perform_security_operation function is as follows:
gLA See 12.10.2
INS ‘BA’
A1 Tag of the data object the value field of which(is\transmitted in the
response data field (as defined in ISO/IEC.7816-4).
H2 Tag of the data object the value field of which is transmitted in the
command data field (as defined in ETS 300 468).
L. field Length of subsequent data field
Data field Value of the data object specified\in P2
L. field Maximum number of bytes expected in response
12.10.19.3 Response message (nominal“case)

The response to the Perform_security_operation command is as follows:

Data field

Data or empty

JW1-SW2

Status bytes

Status cgnditions are described in Subclause 12.10.20.

Note: The format of this command mirrors functionality currently being defined in ISO DIS 7816-8. Changes in
the ISO definition may:result in revision to this DAVIC specification.

12.10.20

Status Conditions returned by the smart card

After eadh~Cemmand the smart card shall return the status bytes SW1 and SW2 according to ISO/IEC 7816-3. The

status conditions defined are in line with ISO/IEC 7816-4. The STU shall support the following minimum set of
status bytes. It is allowed for the smart card to also output other status words if desired.

12.10.20.1 Normal ending
SW1 SW2 Description
‘90’ ‘00’ Normal ending of the command
‘61’ XX’ Normal ending of the command. SW2 indicates the length of respon
bytes still available

1
D
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12.10.20.2 General errors

SwW1 SW2 Description

‘67’ ‘00’ Wrong length

‘6B’ ‘00’ Wrong parameter(s) P1 or P2

‘6C’ XX’ Wrong length Le: SW2 indicates the exact length
‘6D’ ‘00’ Instruction code not supported or invalid

‘6E’ ‘00’ Class not supported

‘6F’ ‘00’ Error: no precise diagnosis

12.10.20.3 Command not allowed

SWI SWZ Description

‘69’ ‘81 Command incompatible with file structure
‘69’ ‘82’ Security status not satisfied

‘69’ ‘83’ Authentication method blocked

‘69’ ‘84’ Referenced data invalidated

‘69’ ‘85’ Conditions of use not satisfied

‘69’ ‘86’ Command not allowed (no current EF)

12.10.20.4  Wrong parameter(s) P1-P2

SwW1 SW2 Description

‘6A ‘80’ Incorrect parameters in the datasfield
‘B6A ‘81 Function not supported

‘BA’ ‘82’ File not found

‘6A’ ‘83’ Record not found

‘B6A ‘84’ Not enough memory space in file

‘6A’ ‘85’ Lc inconsistent with'file structure

‘A’ ‘86’ Incorrect parameters P1-P2

‘BA’ ‘87 Lc inconsistentwith P1-P2

‘B6A ‘88’ Referenced, data (data objects) not found

12.10.20.5 Additional errors

SW1 SW2 Description

‘62’ ‘83’ Selected file invalidated
‘63’ ‘00’ No information given
‘63’ cX Counter privided by ‘X’
‘65’ 81’ Memory failure

12.110.2076 Summary of Status Conditions for Commands

Theg follewing tables show an overview of the possible status conditions for each command.
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OK General errors Additional errors

Commands 90 (61 (67 |6B [6C |6D |6E |6F |62 |63 |63 |65

00 [xx 00 |00 [xx |00 |00 [00 (|83 |00 [Cx |81
Select file * W S S S e
Read_binary * W e S e S s
Read_record * W e S e S s
Seek * * * * * * *
Verify password * W e S e S s W
Change password * W e S e S s
Disable password * W e S e S s
Enable password * W e S e S s
Unblock password * W e S e S s
Internal authentication * o o S S S
Write_|binary * W e S e S s *
Write_[record * W e S e S s *
Updatg binary * W e S e S s *
Updat¢ record * W e S e S s *
Get_rgsponse [ S | S e e e e
Get data W e S e S s
Put data * * * * * * * *

*
Put_data(send_message) |* W e S e S s
Put_data(select) * SR EE
Change maturity rating * W e S e S s
Get_application_status * I S S S e
Perform_security operation|* W e S e O s
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Command not allowed Wrong parameter(s) P1-P2

Commands 69 |69 (69 [69 |69 |69 [- |[[6A |6A |6A [6A |6A |6A |6A [6A |B6A

81 182 (83 [84 |85 |86 80 |81 [82 [83 |84 |85 (86 |87 |88
Select file *o|* W
Read_binary i * *o|*
Read record i * N S
Seek
Verify password *o|* * *
Change password *o|* * *
Disable password *o|* * *
Enable password *o|* * *
Unblock password
Internal authentication o * *
Wrlte_binary i * *o|*
Wrlte_record i * S S e S
Uppate binary i * *o|*
Uppate record i * S S S A
Gel response *
Get data * * * *
Pu data * * * * * *
Puf data(send message) * * * (* *o|*
Puf data(select) i * * ) * * *
Chpnge maturity rating * o |* ¥
Ge} application_status * |
Pefform security operation * W
12(11 Man machine interface
12)11.1 Introduction
Thgq man machine interface will- be'as much as possible the same as the high level man maching interface of the
CA( interface specification. Iq practice this means that the syntax and semantics of the high-leyel MMI objects
defined in CENELEC EN,50 221 will be copied into this specification, except for tag allocation which will be
such that it fits into this-Specification.
In addition to the already specified man-machine interactions the high-level interface of the CA( interface
specification (CENELEC EN 50 221) may also be used. Therefore this specification adopts all gf the CAO
specified highslevel MMI objects. These include:
text()
enq()
answ()
menu()

menu_answ()
list()

However, for inclusion into this specification these objects are modified as follows:

» The object tag fields (text_tag, enq_tag, ...) are replaced by the unified object_tag field. The length of this
object_tag field is 16 bits uimsbf.

* The 'length_field()' is replaced by the object_length field. The length of the object_length field is 8 uimsbf.
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The following text is copied from CENELEC EN 50 221:

The MMI objects define the transactions required but allow the host to determine the format and type of display.
The contents of any text will be interpreted according to the current character set.

12.11.2 MMI objects
12.11.2.1 Text
The text object is used to display a block of text on the screen.
Syntax No. of bits Encoding
text(){
objecttag 8 uimshf
J — g
object_length 8 uimsbf
for(i=0;i<length;i++){
text_char 8 uimsbf
}
}
A text object with length equal to O will be interpreted as a null object: nothing is-displayed.

text_chal

The text

indicatiop of how the display is to be presented. The interpretation of these control characters is at th

of the ho

12.11.2
Eng and

: Text information is coded using the character sets and methods described in CENELEC E

sent by the application may include control characters as are defined by CENELEC EN 502

St.

2 Enqg(uiry)

Answ allow the application to request user input>-There is a single statement, which may be

N 50221.

P1 to provide
e discretion

a request for
ject. The Enq
/ the host. For

informatipn such as user's PIN code. The response_to‘the Enq is returned by the host in the Answ ol
object allows the application to specify whether the“user's input should be echoed back to the user b
example| when entering a PIN code, the numbersentered by the user should not be displayed.
Jyntax No. of bits Encoding
enq({
object_tag 8 uimsbf
object_length 8 uimsbf
reserved 7 bslbf
blind_answer. 1 bslbf
answer _text length 8 uimsbf
for(i=0;i<abject_length-2;i++){
textSehar 8 uimsbf
}
}
innd_an swer set to 1 means that the user inpll'r has not to be di:playpd when entered.The host had

the choice of

the repla

cement character used (star, ...).

answer_text_length expected length of the answer. Set to hex 'FF' if unknown by the Application.

text_char: Text information coded using the character sets and methods described in CENELEC EN 50221.

12.11.2.

3 Answ(er)

This is object is used together with the Enqg object to manage user inputs.
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follg

The

The value cancel

Syntax No. of bits Encoding
answ(){
object_tag 8 uimsbf
object_length 8 uimsbf
answ_id 7 bslbf
if(@answ_id == answer){ 8 uimsbf
for(i=0;i<length;i++){
text_char 8 uimsbf
}
}
}
answ_id: This field is used to indicate the type of response received from the user. answ id values are coded as
WS:
answ _id value
cancel 00
answer 01
reserved other values
value answer means that the object contains the user input (which maybe of zero length).

medns that the user wishes to abort the dialogue.

12.
Thi

can

Chd
The

fun

11.2.4 Menu

5 object is used in conjunction with the Menu Answ object to manage menus in the high leve
meiu is made of one Title, one sub-title, several choices‘and one bottom line. Text objects with

| MMI mode. A
text_length=0

be used (.g. if no sub-title or no bottom text are used).

Syntax No. of bits Encod|ng

menu(){
object_tag 8 uimsbf
object_length 8 uimsbf
choice_nb 8 uimsbf
TEXT() /* title text.*/
TEXT() /* sub-title text */
TEXT() /* bottom text */
for (i=0; i<choice_nb;i++) /* when choice_nb ='FF’ */
TEXT()

}

cold

red I(nyt:, \oice nfr‘)

ice_nb:="FFtmeans that this field does not carry the number of choices information.

way the\host has to display the text, the menu box and select the choice is manufacturer d
example;the host is free to display the choices on several pages and to manage itself the page
tions:"The manufacturer is also free to define how the user selects the choice (numerical kg

bpendent. For
-down and page-up
ypad, arrows,

12.11.2.5 Menu answ(er)

This object is used in conjunction with the menu object to return the user choice, and the with list object to
indicate that the user has finished with that object.
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Syntax No. of bits Encoding

menu(){
object_tag 8 uimsbf
object_length =1 8 uimsbf
choice_ref 8 uimsbf

}

choice_ref :the number of the choice selected by the user. If the object was preceded by a menu object, then
choice_ref = 01 corresponds to the first choice that had been presented by the application in that object (first
choice text after the bottom text in the menu object) and choice_ref = 02 corresponds to the second choice text
presented by the application.

choice_ref = 00 indicates that the user has cancelled the preceding menu or list object without making a choice.

12.11.216 List

This objgct is used to send a list of items to be displayed (eg. during a consultation of the entitlements). It has

exactly the same syntax as the Menu object, and is used in conjunction with the Menu_answ object. A list is made
of one Title, one sub-title, several items and one bottom line. Text objects with text_length = 0 can b¢ used (eg. if
no sub-tifle or no bottom text are used).

Jyntax No. of(bits Encoding
menu(){
object_tag 8 uimsbf
object_length 8 uimsbf
item_nb 8 uimsbf

TEXT() /*title text */

TEXT() /* sub-title text */

TEXT() /* bottom text */

for (i=0; i<item_nb;i++) /* when choice_nb
I=FF */

TEXT()

Iltem_nb:| = 'FF' means that this field does net carry the number of items information.

The way(the host has to display the title;-sub-title, bottom text and items is manufacturer dependant. |For example,
the host |s free to display the items-on-several pages and to manage itself the page-down and page-ip functions.

12.12 Tag allocation

12.12.] General
In generdl tag allocation is according to the following table:
Clasg Tag range Primitive or constructed
Universal ‘00’ - 1E"; '1F01’ - IF7F primitive
‘20’ - ‘3E’; '3F01’ - '3F7F constructed
Application ‘40’ - '5E’; '5F01" - ‘5F7F primitive
‘60’ - ‘7E’; '7TFOL1’ - '7TF7F constructed
Context-specific ‘80" - ‘OE’; '9F01’ - '9F7F’ primitive
‘A0’ - ‘BE’; '‘BFOY1’ - ‘BF7F constructed
Private ‘CO’ - ‘DE’; ‘DF01’ - ‘DF7F primitive
‘EQ’ - ‘FE’ ‘FFOY’ - ‘FF7F constructed

This specification reserves the following private tag range for DAVIC use:
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‘CO"-‘CF private, primitive
‘DFOF’ - ‘DF3F’ private, primitive
‘EQ’" - ‘EF’ private, constructed

‘FFOF’ - ‘FF3F’ private, constructed

The following range of tags can be used privately:

‘DO’ - ‘DE’ private, primitive
‘DF40’ - ‘DF7F’ private, primitive
‘FO’ - ‘FE’ private, constructed

‘FF40’ - ‘FF7F private, constructed

12.12.2 Tag allocation for DAVIC application

DAYIC pay-TV application data objects (including universal class and application class objects):

Tad Name of Data Description & Reference Lgth May be1odated
Element within tempjlate

‘4F Application A DE which uniquely identifies an applicationvar ‘6E’ ‘61’

apg, identifier (AID) in a smart card. (see ISO/IEC 7816-5)

prim

‘50’ Application label | A DE to give the application a name for the | var ‘6E’ ‘61’

apg, man machine interface (see ISO/IEC 7816-5

prim

‘51’ Path Gives the location of a DE (see ISO/IEC)7816ar -

app, 4)

prim

‘52’ Command to Gives a command to perform @-desired actigrvar -

apg, perform (see ISO/IEC 7816-5 and JSO/IEC 7816-6)

prim

‘5C Taglist A concatenation of tags)without delimiters var -

app,

prim

‘5FP4’ | Application Gives the datetvafter which the application |5 ‘6E’

apg, expiration date expires. Cading is according to ETS 300 464

prim (MJD)

‘5FP5’ | Application Gives the date from after which the applicatiph ‘6E’

apg, effective date can(be used. Coding is according to ETS 30D

prim 168 (MJD)

‘61’ Application The application template contains one or mgrear -

apg, template objects related to the application

constr

‘63’ Wrappet: The wrapper enables indirect referencing andar -

apg, retrieval of DOs (see ISO/IEC 7816-5)

constr

‘6E Application related| As defined in ISO/IEC 7816-6 var -

apg, data template

congstr

‘6F’ FCI template As defined in ISO/IEC 7816-4 (see 4.4.2) var -

app,

constr

79 Coexistent Tag | As defined in ISO/IEC 7816-6 (see 4.4.4) var -

app, Allocation

constr | Authority template

‘CO’ System_id A DE which identifies the system which usepvar ‘EQ’

priv, the application. For broadcasting this is equal to

prim the CA_system id
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‘Cl System_label A DE used at the man machine interface to| var ‘EQ’
priv, describe the system

prim

‘C2 System_provider_I A DE used at the man machine interface to |var ‘EQ’
priv, abel describe the provider of the system

prim

‘C3 CA_des_selector | A DE describing the characteristics of the |var ‘EQ" ‘E1’
priv, MPEG CA descriptor meant for the system

prim

‘C4’ Service_provider_| A DE which identifies an service provider of |1 or 2 ‘EY’
priv, d the system

prim

‘CH’ Service_provider_| A DE used at the man machine interface to |var ‘EL’
priv, fabyet describeanmservice pluvidcl of-the system

prim

‘C6’ Base_channel A DE identifying the channel on which an |6 ‘ET’
priv, service provider transmits his content

prim

‘C7 Parental_rating A DE containing the programmed maturity |var -
priv, rating value

prim

‘C8’ Password Enables TLV coding for the password var -
priv,

prim

‘CY’ Preferred_service | Indicates the preferred service_provider whgi®1/02 ‘EQ’
priv, provider using the CA system

prim

‘CA Even/odd_ A DE to transfer an even and oddcontrol wordar -
priv, control_word to the STU for descrambling

prim

‘CB’ Even_control_ A DE to transfer an evenceontrol word to the|var -
priv, word STU for descrambling

prim

‘CC’ Odd_control A DE to transfer.@af’odd control word to the |var -
priv, _word STU for descrambling

prim

‘CD’ Status A DE which represents the status of the smavar -
priv, card

prim

‘CE’ Access-conditions|{SA'DE which contains the access conditionqy t@aa -
priv, DO

prim

‘CF Origin This DE indicates the origin of a filtered 02 -
priv, message

prim

‘DF01'p | Filter set This DE lists the different filter programs var -
riv,

prim

‘DF02’ |Filter_program This DE describes the states of one filter |var -
priv, program

prim

‘DF03’ | Update_filter_ A DE which contains a new filter state for thg 1 -
priv, state filter program irunningf in the STU

prim

‘DF04’ | Update_filter_ A DE which contains new filter conditions forj var -
priv, conditions the filter program irunningf in the STU

prim
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‘DF06’ |Target This DE gives the tag value of the target objéxt/02 -

priv, to look in

prim

‘DFO7’ | Pattern This DE gives the pattern to compare with ipvar -

priv, the target object

prim

‘DF08’ [Mask This DE gives an optional mask to mask the| var -

priv, pattern to compare with in the target object

prim

‘DF10’ |text() This DE is used to pass a text to display on tkar -

priv, screen

prim

‘DF11’ |[enq() This DE allows the application to request userar -

privg ptt

prim

‘DFL2" |answ() This DE transfers the user input on an enquisar -

priv, from the STB to the smart card

prim

‘DFL3’ [ menu() This DE represents a menu to be shown on|ter E

priv, screen. It is used in conjunction with

prim menu_ans()

‘DFfL4’ [menu_ans() This DE transfers the answer on a presentedl -

priv, menu. It is used in conjunction with menu()

prim

‘DFL5’ | menu_list() This DE is used to send a list of itemis’to be|var -

priv, displayed to the STB

prim

‘EO System_related_ | This DE contains system related data. It can|var -

priv, data template also be used to reference System related data by

const the wrapper

‘El Service_provider_| This DE contains seryice provider related datear -

priv, related_data It can also be used to reference service provider

const template related data by:the wrapper

‘E2 Entitlement_data_| Template whi€h contains context specific  |var -

priv, template entitlement data

conist

‘E3 Interactive Template which contains related data for var -

privi _security interactive security functions

const _related_data

Theg application_related_data template (tag='6E’) may contain the following objects:

Tad Name.of Description & Reference Lgth May be lodated
Ddta)Element within templlate

‘4F Application A DE which uniquely identifies an applicationvar ‘6E’

apg, identifier in a smart card. (see ISO/IEC 7816-5)

prinh

‘50’ Application label | A DE to give the application a name for the | var ‘6E’

app, man machine interface (see ISO/IEC 7816-5

prim

‘6F24’ | Application Gives the date after which the application |5 ‘6E’

app, expiration date expires. Coding is according to ETS 300 464

prim (MJD)

‘5F25’ | Application Gives the date from after which the applicatiph ‘6E’

app, effective date can be used. Coding is according to ETS 30D

prim 468 (MJD)
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The system_data template (tag="EQ’ priv, const) may contain the following objects:

Tag Name of Description & Reference Lgth May be locate(
Data Element within

template

‘CO’ System_id A DE which identifies the system which usepvar ‘EQ’

priv, the application. For broadcasting this is equal to

prim the CA_system id

‘Cl System_label A DE used at the man machine interface to| var ‘EQ’

priv, describe the system

prim

‘C2 System_provider |A DE used at the man machine interface to |var ‘EQ’

priv, _label describe the provider of the system

prim

‘C3’ CA_descriptor A DE describing the characteristics of the |var ‘EQ’

priv, _selector MPEG CA descriptor meant for the system

prim

‘CY’ Preferred_service | A DE used to indicate which is the preferred|1 or 2 ‘EQ’

priv, _provider service provider on the card

prim

The service_provider_data template (tag="E1’ priv, const) may contain the following objects:

Tag Name of Description & Reference L'gth May be locateq

Data Element within

template

‘C6’ Service_provider_| A DE which identifies an service provider of |1 or 2 ‘EY’

priv, d the system

prim

‘C7’ Service_provider_| A DE used at the man machiné interface to |var ‘EYL’

priv, abel describe an service providerof the system

prim

‘C8’ Base_channel A DE identifying the channel on which an |var ‘ET’

priv, service provider.transmits his content

prim

‘Co’ CA_descriptor A DE describing the characteristics of the |var ‘BT

priv, _selector MPEG CA'descriptor meant for the system

prim

The folloving context specific'data objects only may occur in the FCI template (tag='6F" app, const).
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Tag Name of Description & Reference Lgth Shall be located
Data Element within template
‘82 File descriptor A DE describing the corresponding file. As |1, 3/4 ‘6F’
contxt, defined in ISO/IEC 7816-4 (see 5.1.5)
prim
‘83’ File identifier Gives the file identifier in the file header. As|2 ‘6F’
contxt, defined in ISO/IEC 7816-4 (see 5.1.5)
prim
‘84’ DF name Gives the DF name in the file header. As |1to 16 | ‘6F
contxt, defined in ISO/IEC 7816-4 (see 5.1.5)
prim
‘85’ Application Gives application proprietary information in thear ‘6F’
contxt, |proprietary infO [file header
pring
XX Other DOs Other DOs as defined in ISO/IEC 7816-4 may -
be contained in the file header (see 5.1.5 for]
other context specific DOS)
Theg following context specific data objects only may occur in the Filter_set objettyor Filter_program object.
Tad Name of Description & Reference Lgth Shall only be located
Data Element within objegt
‘91’ APDU A DE containing the APDU which should'\be’| 4 ‘DFOY’
confxt, used to send a message from the STU\o the ‘DF02’
prim smart card
‘92’ CA_descriptor_ | A DE containing a component_tag)(see DVB-1 ‘DF0Y’
conxt, |association Sl) to enable correct referencédo a CA- ‘DF02’
prim descriptor and PID.
‘93’ CW_association A DE containing a component_tag (see DVB- ‘DF0Y’
conixt, Sl) to associate a control word with the corrgct ‘DF02’
prim elementary PID
‘94’ Filter_state A DE describing\the different states ofa | var ‘DFOY’
confxt, filter_program ‘DF02’
prim
‘95’ Table_id A DE containing the table_id of the section {@ ‘94’ in
conitxt,pr filter.on ‘DFOY’
im ‘DF02’
‘96’ Filter_pattern A DE containing the characteristics to filter phto 9 ‘94’ in
congxt, for a section ‘DFOY’
prim ‘DF02’
‘97’ Filter_mask A DE containing a mask value for the sectigitm 9 ‘94’ in
congxt, filter on ‘DFOY’
prim ‘DF02’
Theg following context specific data objects only may occur in the Entitlement_template (tag="EZ priv, const).
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Tag Name of Description & Reference Lgth Shall only be located
Data Element within template

‘C6’ Service_provider_{ A DE which contains the service provider |1 or 2 -

priv, d identification number

prim

‘91’ Entitlement_type | A DE which represents the type of an 1 ‘E2’

contxt, entitlement present

prim

‘94’ Entitlement_label | A DE containing a description of the var ‘E2’

contxt, entitlement

prim

‘95’ Entittement_dates| A DE containing the begin and end date thgt ‘E2’

contxt, entitlement is valid

prim

‘96’ Fntitlement_date/d A DE containing the start time and duration ¢ ‘E2’

contxt, |diration an entitlement

prim

‘97’ 51_link A DE containing a backward link to service g ‘E2’

contxt, or event information in the stream

prim

The folloving table gives the basic response messages of the smart card.

Tag Name of Description & Reference Lgth May be located
Data Element within template

‘CA Even/odd_ A DE to transfer an even and odd controt wordar -

priv, control_word to the STU for descrambling

prim

‘CB’ Even_control_ A DE to transfer an even control*'word to the |var -

priv, word STU for descrambling

prim

‘CC’ Odd_control A DE to transfer an odd-control word to the |var -

priv, _word STU for descrambling

prim

‘CD’ Status A DE which represents the status of the smavar -

priv, card

prim

‘CE’ Access-conditions| A DEJdescribing the access conditions to g file -

priv, or. data object

prim

‘DF03’ | Update_filter_ A DE which contains a new filter state for thg 1 -

priv, state filter program “running” in the STU

prim

‘DF04’ | Update( filter_ A DE which contains new filter conditions for var -

priv, conditions the filter program “running” in the STU

prim

The following data objects may be used for man machine interaction:
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Tag Name of Description & Reference Lgth Maybe located
Data Element within template

‘DF10’ |text() This DE is used to pass a text to display on tkar -

priv, screen

prim

‘DF11’ |[enq() This DE allows the application to request userar -

priv, input

prim

‘DF12" |answ() This DE transfers the user input on an enquisar -

priv, from the STB to the smart card

prim

‘DF13" [menu() This DE represents a menu to be shown on|ter -

priv, screen. It is used in conjunction with

pri Y mernt—at |a()

‘DFfL4’ [menu_ans() This DE transfers the answer on a presented -

priv, menu. It is used in conjunction with menu()

prim

‘DFL5’ | menu_list() This DE is used to send a list of items to be|var -

priv, displayed to the STB

prim

13. Additional Resources for the DAVIC CAOInterface

Thq baseline document CENELEC EN 50 221 for the CAO spe¢ification defines a set of resourges, some of which

are
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name services to find relevant:security information.

13.
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writ

used in the DAVIC environment. Other resources not in.that specification but mandatory in
ronment are defined here.

1 Host-provided Resources

1.1 TCP/IP Socket Resource

5 resource defines an interface very-similar to a subset of the BSD Sockets interface for the

s the PC card general access.to TCP/IP services, but in particular is intended to allow it to

1.1.1 BSD Sockets

kets were developed as part of the BSIXUmplementation as an inter-process communicatio
NIX both pipesiand Unix-domain sockets, as well as TCP/IP are supported by the socket al
posal only TLEP/IP is supported. I the socket interface consists of a set of system service
ket(), bind(), connect(), accept(), listen(), send(), sendto(), recv() and recvfrom(). The functid
setsockopt() are also provided to perform management operations on sockets. The file sys
b (), close() and select() are also supported on sockets, as is the I/O management function ig

set

he DAVIC

CAO security

ce to create TCP and UDP connéctions on an IP communications stack already establishedl by the STU. It

Ise directory and

n abstraction.
straction but in this
function calls -

ns getsockopt()

fem functions read(),
ctl() with a limited

f nparntinne

13.

1.1.2 Resource Concept

Operation of the resource protocol is by exchange of objects, rather than as function calls. However the function
call mechanism allows synchronous operation, where the calling process can be blocked until the conditions for
function completion exist. In the standard BSD sockets implementation several functions - connect(), accept(),

select(), amongst others - naturally make use of this blocking behavior.

In contrast the protocol used by all resources is naturally asynchronous. An object is sent but no blocking occurs at
that point. Any response arriving later as a result is processed when it is read by the application. How this is done
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