INTERNATIONAL ISO/IEC
STANDARD 18000-7

Fourth edition
2014-09-01

Information technology — Rad:Jl(:
frequency identification for ite
management —

Part 7:
Parameters for-active air interface
communications at 433 MHz

Technologies de linformation — Identification par radiofréquence
(RFID) pour la.gestion d’objets —

Partie 7: Paramétres de communications actives d’une interface radio
a 433 MHz

Reference number

@ m ISO/IEC 18000-7:2014(E)
Y=
©ISO/IEC 2014



https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2014
All rights reserved. Unless otherwise specified, no part of this publication may be reproduced or utilized otherwise in any form
or by any means, electronic or mechanical, including photocopying, or posting on the internet or an intranet, without prior
written permission. Permission can be requested from either ISO at the address below or ISO’s member body in the country of
the requester.

ISO copyright office

Case postale 56 « CH-1211 Geneva 20

Tel. + 41 22 749 01 11

Fax + 4122749 09 47

E-mail copyright@iso.org

Web www.iso.org

Published in Switzerland

ii © ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Contents Page
FOT@WOTM ... oottt iv
|00 0 Yo L) ot 5 () ¢ OSSOSO \'4
1 SCOPI ...t 1
2 (003 13 107 0 4 1 T 1 4 Lol <0

2.1 RF emissions general population

2.2 RF emissions and susceptibility health care setting...........oininns 1

2.3 Command structure and extensibility

S 1 B~ W

Anned

Anne
Anne
Anne
Anne
Bibli

2.4 Mandatory commands...........ccon:
2.5 Optional commands......
2.6 Custom commands.......
2.7 Proprietary commands

NOIMALIVE FEECICIICES .........ooooooooooooeeeeeeeeeseeseensessesssee e N e
Terms and definitiONS ... e oo
Symbols and abbreviated terms...

433,92 MHz active narrowband specification.....................em\
6.1 PRYSICAL JAYET ..o g S e
6.2 Data Link layer
6.3 Tag commands
6.4 Tag collection and collision arbitration.... %

6.5 Multi-packet UDB Collection..........cccoe2 oo
6.6 Physical and Media Access Control (MAC) parameters..
6.7 SECUTILY AICRITECTUTE ... s

EXEENAEA MOAE..........ooo 8 s s
7.1 GENETAl AESCTIPTION ..ot BN et
7.2 Physical (PHY) Layer...

7.3 MAC Layer ...t

7.4  Application layer Framework

x A (normative) Co-existence of different application standards based on ISO/IEC
188

X B (informative) Berivation of Session Key Kg Using SHA-1 ...
x C (informative),Overview of PKI and Digital Certificates
x D (normative) Implementation of ISO/IEC/IEEE 21451-7 Sensors into ISO/IEC 1
x E (informative) Example of ISO 15962, 6-bit Encoded Data on an ISO/IEC 18000

DEBLFAPIIY ...

© ISO/IEC 2014 - All rights reserved

iii


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenahg
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordahce wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document(may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any omall such patent r
Details of any patent rights identified during the development of the document will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patents).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms ahd expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (TBT) see the following URL: Foreword - Supplementary information

The committee responsible for this document is Joint Fechnical Committee ISO/IEC JTC 1, Inform
technology, Jubcommittee SC 31, Automatic identification and data capture techniques.

This fourth |edition cancels and replaces the-third edition (ISO/IEC 18000-7:2009), which has
technically revised and extended.

ISO/IEC 180P0 consists of the following\parts, under the general title Information technology —
frequency identification for item management:

— Part 1: Reference architecture.and definition of parameters to be standardized
— Part 2: Barameters for air interface communications below 135 kHz
— Part 3: Rarameters for-dir interface communications at 13,56 MHz

— Part 4: Harameters for air interface communications at 2,45 GHz
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been
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— Part 6: Hargmeters for air interface communications at 860 MHz to 960 MHz General

— Part 61: Parameters for air interface communications at 860 MHz to 960 MHz Type A
— Part 62: Parameters for air interface communications at 860 MHz to 960 MHz Type B
— Part 63: Parameters for air interface communications at 860 MHz to 960 MHz Type C
— Part 64: Parameters for air interface communications at 860 MHz to 960 MHz Type D

— Part 7: Parameters for active air interface communications at 433 MHz
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Introduction

This part of ISO/IEC 18000 is intended to address radio frequency identification (RFID) devices
operating in the 433 MHz frequency band, providing an air interface implementation for wireless, non-
contact information system equipment for item management applications. Typical applications operate
at ranges greater than one metre.

The RFID system includes a host system and RFID equipment (interrogator and tags). The host system
runs an application program, which controls interfaces with the RFID equipment. The RFID equipment
is composed of two pr1nc1pal components tags and 1nterrogators The tag IS intended for attachment

A : : d other data
regailding the tag or item and of commumcatlng thls information to the 1nterrogator The interrogator
is a device, which communicates to tags in its RF communication range. The interrogdtor controls
the protocol, reads information from the tag, directs the tag to store data in some cases,|and ensures
messpge delivery and validity. This system uses an active tag.

RFID|systems defined by this part of ISO/IEC 18000 provide the following nmiinimum features:

—e

lentify tag in range;

— read data;

— yrite data or handle read-only systems gracefully;
— sglection by group or address;

— graceful handling of multiple tags in the field of view;
— ¢rror detection.

This |part of ISO/IEC 18000 consists of two."'modes, Base and Extended. The following simplified
diffeffences should be drawn between the two modes:

Hase Mode defined in clause 6 is backwards compatible and includes all features des¢ribed in the
last revision of this part of ISOAEC 18000 (ISO/IEC 18000-7:2009) with the additiop of security
features as described in clause6.7.

— Hxtended Mode defined in’'clause 7 is new to this part of ISO/IEC 18000. Extended M¢de presents
a new communicationprotocol stack (PHY, MAC and Application layers) and providesfan extended
feature set that addesses more complex user and deployment requirements.

Subsfantive differences exist between Base Mode and Extended Mode across all Idyers of the
communicatior protocol (PHY, MAC and Application). However, both modes may co-existfin any given
physical environment.

All parties-are directed to consider carefully their use model before determining the mostl appropriate
modd.

The International Organization for Standardization (ISO) and International Electrotechnical Commission
(IEC) draw attention to the fact that it is claimed that compliance with this document may involve the
use of patents concerning radio frequency identification technology.

ISO and IEC take no position concerning the evidence, validity and scope of these patent rights.

The holders of these patent rights have assured ISO and IEC that they are willing to negotiate licences
under reasonable and non-discriminatory terms and conditions with applicants throughout the world.
In this respect, the statements of the holders of these patent rights are registered with ISO and IEC.

© ISO/IEC 2014 - All rights reserved \%
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on the declared patents may be obtained from:

Patent Holder:

Legal Name  CISC Semiconductor GmbH
Contact for license application:

Name & Department Markus Pistauer, CEO
Address Lakeside B07

Address 9020 Klagenfurt, Austria

lel. +43(465) 500 olo
Fax  +43(463) 508 808-18
E-mail m.pistauer@cisc.at

URL (optional) www.cisc.at

Patent Holder:

Legal Name Impinj, Inc.

Contact for license application:

Name & Department Stacy Jones

Address 701 N 34th Street, Suite 300
Address Seattle, WA 98103, USA

Tel. +1 206 834 1032

Fax  +1206 517 5262

E-mail stacy.jones@impinj.com

URL (optional) www.impinj.com

Attention is
patent rights
any or all su

Ch patent rights.

drawn to the possibility that seme of the elements of this document may be the subject of
other than those identified.above. ISO and IEC shall not be held responsible for identifying

The latest information on IP thatmay be applicable to this part of ISO/IEC 18000 can be found at ywww.

iso.org/pate

nts.
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Information technology — Radio frequency identification

for

item management —

Part 7:
Parameters for active air interface communications at 433
MHz

1

This part of ISO/IEC 18000 defines the air interface for radio frequency identification (R
opergting as an active RF tag in the 433 MHz band used in item management application;
a corthmon technical specification for RFID devices that can be used by ISO technical
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rate,
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2.1

Devid
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2.2

cope

FID) devices
. It provides
committees

ping RFID application standards. This part of ISO/IEC 18000 is intended to allow for ¢
0 encourage inter-operability of products for the growing*RFID market in the
etplace. This part of ISO/IEC 18000 defines the forward and peturn link parameter

nel bandwidth, maximum power, spurious emissions, modulation, duty cycle, data coc
te accuracy, bit transmission order, and, where appropriate, operating channels, fr
hop sequence, spreading sequence, and chip ratefThis part of ISO/IEC 18000 furthe
nunications protocol used in the air interface.

onformance

‘ules for evaluation of RFID device,"conformity to this part of ISO/IEC 18000 ar
EC TR 18047-7.

RF emissions general population

e manufacturers claiming conformance to this part of ISO/IEC 18000 shall declare
nsibility that RF emissions do not exceed the maximum permitted exposure limits re
her IEEE C95.1:2005 or ICNIRP according to IEC 62369-1. If a device manufacturer is 4
hmendation is tebe cited for compliance, the manufacturer shall declare on theirownr
NIRP limits.

RF emissions and susceptibility health care setting

ompatibility
ternational

s;Eor technical
utes including, but not limited to, operating frequency,Zoperating channel accuracy, occupied

ling, bit rate,
bquency hop
 defines the

D

defined in

-

n their own
commended
nsure which
esponsibility

Devig

enmanufacturers claiming conformance to this part of ISO/IEC 18000 shall declare

bn their own

responsibility that RF emissions and susceptibility comply with IEC 60601-1-2.

2.3

Command structure and extensibility

This part of ISO/IEC 18000 includes a definition of the structure of command codes between an
interrogator and a tag and indicates how many positions are available for future extensions.

Command specification clauses provide a full definition of the command and its presentation.

Each

command is labelled as being “mandatory” or “optional”.

The clauses of this part of [ISO/IEC 18000 make provisions for “custom” and “proprietary” commands.

© ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

2.4 Mandatory commands

A mandatory command shall be supported by all tags that claim to be compliant and all interrogators
which claim compliance shall support all mandatory commands.

2.5 Optional commands

Optional commands are commands that are specified as such within this part of ISO/IEC 18000.
Interrogators shall be technically capable of performing all optional commands that are specified in
this part of ISO/IEC 18000 (although they need not be set up to do so). Tags may or may not support

optional commands.

If an option|
ISO/IEC 180

2.6 CUSt:I:
Custom commands may be permitted by those applying this part of ISO/IEC 18900, but they ap

specified in

A custom co

defined in thfis part of ISO/IEC 18000 by a different method. An interrogator shall use a custom com

only in accof

2.7 Proprietary commands

Proprietary
specified in

A proprieta
command d
shall be dis3

manufacturing purposes and shall not be used in field-deployed RFID systems.

3 Norma

The followir
indispensab
references, t

ISO/IEC 885
alphabet No.

ISO/IEC 154

al command is used, it shall be implemented in the manner specified in thig ps
DO.

commands

his part of ISO/IEC 18000.

mmand shall not solely duplicate the functionality of any mandatory or optional com

dance with the specifications of the tag manufacturer.

commands may be permitted by those applying this part of ISO/IEC 18000, but they a1
his part of ISO/IEC 18000.

'y command shall not solely duplicate’the functionality of any mandatory or opf

bled before the tag leaves the tagsfanufacturer. Proprietary commands are intendg

tive references

g documents, in whole or in part, are normatively referenced in this document an|
e for its application. For dated references, only the edition cited applies. For un
he latest edition.of the referenced document (including any amendments) applies.

D-1, Information technology — 8-bit single-byte coded graphic character sets — Part 1:
1

b9(alY parts), Information technology — Unique identifiers

irt of

e not

mand
mand

'e not

ional

efined in this part of ISO/IEC 18000 by a different method. All proprietary commpands

d for

d are
Hated

Latin

ISO/IEC 15963, Information technology — Radio frequency identification for item management — Unique
identification for RF tags

ISO/IEC TR 18047-7, Information technology — Radio frequency identification device conformance test
methods — Part 7: Test methods for active air interface communications at 433 MHz

ISO/IEC 19762-1, Information technology — Automatic identification and data capture (AIDC) techniques
— Harmonized vocabulary — Part 1: General terms relating to AIDC

ISO/IEC 19762-3, Information technology — Automatic identification and data capture (AIDC) techniques
— Harmonized vocabulary — Part 3: Radio frequency identification (RFID)

IEC 62369-1, Ed. 1.0, Evaluation of human exposure to electromagnetic fields from short range devices
(SRDs) in various applications over the frequency range 0 GHz to 300 GHz — Part 1: Fields produced by
devices used for electronic article surveillance, radio frequency identification and similar systems

2
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[EC 60601-1-2, Medical electrical equipment — Part 1-2: General requirements for basic safety and essential
performance — Collateral standard: Electromagnetic compatibility — Requirements and tests

ICNIRP Guidelines, Guidelines for limiting exposure to time-varying electric, magnetic, and electromagnetic
fields (up to 300 GHz), International Commission on Non-lonizing Radiation Protection

IEEE C95.1:2005, IEEE Standard for Safety Levels with Respect to Human Exposure to Radio Frequency
Electromagnetic Fields, 3 kHz to 300 GHz

IEEE Std 802.15.4, I[EEE Standard for Local and metropolitan area networks Part 15.4: Low-Rate Wireless
Personal Area Networks (LR-WPANSs)

4 Terms and definitions
For the purposes of this document, the terms and definitions given in ISO/IEC 19762+1 ahd ISP/IEC 19762-
3 apply.

5 Symbols and abbreviated terms

For the purposes of this document, all symbols and abbreviated terims given in ISO/IEC|19762-1 and
ISO/IEC 19762-3 shall apply.

AES Advanced Encryption Standard

AES-CBC  Advanced Encryption Standard - Cipher Block Chaining
HMA(C Hash-based Message Authentication Code

LR-WPAN Low-Rate Wireless Personal Areg Network

PKI Public Key Infrastructure
PMK Pairwise Master Key

PSK Pre-shared Key

SHA-1 Secure Hash Algotithm - 1

HB2-128 Hummingbird2 128-bit key cipher

6 433,92 MHz active narrowband specification

6.1 |Physical layer

The ; commmieation 3 D W
with the following nominal characteristics:

ao—sha thze-anarrowbandHF frequency

Carrier Frequency 433,92 MHz
Modulation Type FSK
Frequency Deviation +/- 50 kHz
Symbol LOW fc +50 kHz
Symbol HIGH fc-50 kHz

© ISO/IEC 2014 - All rights reserved 3
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Data Modulation Rate 27,7 kHz

Wake up Signal Modulation with 31,25 kHz square wave signal followed by modulation with 10
square wave signal

For detailed physical layer specifications, see section 6.6.

kHz

The Wake Up Signal shall be transmitted by the interrogator for a minimum of 2,45 seconds to wake
up all tags within communication range. The Wake Up Signal shall consist of a 2,35 to 4,8-second 31,25
kHz square wave modulated signal called the “Wake Up Header” immediately followed by a 0,1-second
10 kHz square wave modulated signal called the “Co-Header.” Upon detection and by completion of the

Wake Up Sig

alall tags shall enterinto the andy state :n/\mifing acommand from the infprrng:\f

r. See

Figure 1. At

valid comma

commands.

-
«

hg has two states, awake/ready and asleep. During the ready state, the tags will acCej

Minimum 2,35 s Maximum 4,8 s

{

»

n

Once awoke

)y

‘ »

L

nds from interrogators and respond accordingly. When the tag is asleep, it willNigna
| ULULUL

W,

e N‘ IWMWWWWM

Wake Up Header
gy

(il H H I
Header

AL

Figure 1 — Wake Up Signal

, the tag shall stay awake for a minithum of 30 seconds after receipt of the last well-fo

message packet consisting of a valid Protocol ID, command code, and CRC values, unless the interro

otherwise c
seconds, the

from Interrad

The commu
interrogaton

I(mmands the tag to sleep. If no-well-formed command message is received within t

tag will transition to the sleep state and SHALL no longer respond to command mes
gators.

transmissions from tags shallbe controlled by the collection algorithm described in 6.4.

6.2 Datal

6.2.1 Gengd

Link layer

pral

nication between Jhterrogator and tag shall be of the Master-Slave type, wherg
shall initiate communications and then listen for a response from a tag. Multiple response

bt the
re all

rmed
gator
he 30
sages

the

Data between interrogator and tag shall be transmitted in packet format. A packet shall be comprised of
a preamble, data bytes and a final end period. The last two level changes of the preamble shall indicate
the end of the preamble and beginning of the first data byte. The same two level changes of the preamble
also indicate the originator of the data packet. Data bytes shall be sent in Manchester code format.
Transmission order shall be most significant byte first; within a byte, the order shall be least significant
bit first. Figure 2 illustrates the logic levels for the data communication timing of the preamble and the

first byte of

a packet.

© ISO/IEC 2014 - All rights re
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PREAMBLE DATA BYTE
. 1296ps or 1308us 324pus
logic [ > -
low
15ps <b0>l<b1 :':bz=|<b3>'<b4=|<b5=|<b6>|<b7=|<b8=
0 I 1 ! 1 ! 0 | 0 | 0 ! 1 | 1 | 0

2t_Jzo

30us 30us 42/54ps 54pus 18us
/ N\
from _from
T 1
FINAL DATA BYTE i

o i rising
ki " edas
b0 ;b1 | b2 b3 b4 | b5 , b6 , b7 | b8 l
PR T I P ) TR T P

NOTE
bit fir

6.2.2| Preamble

The
by tw
inter

6.2.3| Data bytes

Data
bit pq
indic

6.2.4| Packet end period

| |
Jus 15us

logic logic

o high

Data byte transmitted order is most significant byte first; within each byte the orderisle
5t. A 15 ps logic low level precedes the first preamblé€ ¢ycle. Byte shown is code 0xCé.

Figure 2 — Data,communication timing

reamble shall be comprised oftwenty (20) cycles of 60 us period, 30 ps high and 30 ps|]
o final level changes which-identifies the communication direction: 42 us high, 54 p
fogator); or 54 pus high, 54\is low (interrogator to tag). Refer to Figure 2 above.

bytes shall bein-Manchester code format, each byte is comprised of 8 data bits and one
riod shall b&:36 ps, the total byte period shall be 324 ps. A falling edge in the centre o
htes a 0 pit)\a rising edge indicates a 1 bit. The stop bit is coded as a zero bit.

hstsignificant

ow, followed
s low (tag to

stop bit. The
Fthe bit-time

A final period of 36 ps of continuous logic low, followed by a logic low to logic high transit

on, followed

by continuous logic high for a minimum of 15 ps shall be transmitted after the last Manchester encoded

bit within the packet.

6.2.5 Interrogator-to-tag message format

Tags shall recognize the interrogator-to-tag message format described in Table 1 and Table 2:

© ISO/IEC 2014 - All rights reserved
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Table 1 — Interrogator-to-tag command format (broadcast)

Protocol ID Packet Packet Session ID Command Command Argu- |CRC
Options Length Code ments
0x40 1 byte 1 byte 2 bytes 1 byte N bytes 2 bytes
Table 2 — Interrogator-to-tag command format (point-to-point)
Protocol |Packet Packet |Tag Tag Serial |Session ID Command Command CRC
ID Options Length |Manufacturer Number Code Arguments
ID
0x40 1 pyte 1 byte 2 bytes 4 bytes 2 Bytes 1 byte N bytes 2 pytes
See Annex A for other alternative application specific standards, which are identified with [their
respective Protocol ID.
6.2.5.1 Protocol ID

The protocg
(“derived ap
same physid

| ID field allows different application standards based on this part of ISO/IEC 18000
plication standards”) to be developed. All derived application' standards shall share the
al layer protocols, but their command/response structute/field and command sets

may

vary dependling on the application. The three basic commands (“Collection with Universal Data Block”,

“Sleep” and
application g
this part of |
application 3

tandards.

‘Sleep All But”) defined in this part of ISO/IEC 18000’shall be supported by all dgrived
tandards. All other commands required by this partof ISO/IEC 18000 shall be supported by
SO/IEC 18000 compliant products, but not nece$sarily by products compliant with derived

When the interrogator sends out a Wake Up Signal all’tags based on the air interface of this part of

ISO/IEC 180

The interrog
the interrog
command as
derived app
with the col
of ISO/IEC 1
“Sleep Al B
derived sta

DO and derived standards shall wake up:

fator may send out various commands as specified by the application. In the event that
htor wants to inventory all the-active tags within its range, it shall send out a Collgction
defined in this part of ISO/IEC 18000. All tags adhering to this part of ISO/IEC 18000 or
ication standards shall respond to this basic Collection command. A tag shall redpond
ection response definéd by the tag’s own application data link layer standard (this
8000 or derived standard). The tags shall also accept the Sleep commands (“Sleep
t”) defined in this-part of ISO/IEC 18000. The co-existence of this part of ISO/IEC 18000 and
ards is illustrated in Annex A.

part
" and

6.2.5.2 Parket Options
Table 3 — Packet options field
Bit
7 6 5 4 3 2 |1 0
Reserved |Reserved |Reserved |Reserved |Reserved |12 |0= Broadcast (Tag serial number and |Reserved

Tag manufacturer ID not present)
1= Point to Point (Tag serial number
and tag manufacturer ID present)

a  Bit 2 of the “packet oiptions field” has a fixed value of “1” for backwards compatibility.

The Packet Options field, described in Table 3, shall be used to indicate the presence of the Tag serial
number and Tag manufacturer ID fields within the command message (packet). As indicated in Table 4,
a particular command can be point-to-point or broadcast. The command type is indicated as follows:

Point-to-point only, Packet Option field Bit 1 must be set to 1.

© ISO/IEC 2014 - All rights reserved
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roadcast only and Packet Option field Bit 1 must be set to 0.

Reserved bits are for future use. The default value shall be “0”.

6.2.5.

3 Packet Length

-7:2014(E)

The packetlength field shall be used to indicate the full length of the message in bytes, from the Protocol

ID up

6.2.5.

to and including the CRC field.

4 Tag Manufacturer ID

The
Many
This

byte)
assig

The 7
defin

The s

6.2.5

The
mantu
and d
bere
Tag M
This s
An eX

0001

6.2.5
The§

ag Mamnufacturer 1D 15 a umnique tdentifier that 15 15sued to eacit tag manufactua
facturer ID is a 16-bit code assigned by the Registration Authority as called out in.IS
16-bit code is a combination of the ISO/IEC 15963 Allocation Class “0001 0004 (imos
and the 8-bit Issuer UID “xxxxxxxx” (least significant byte). For example, if'the I
hed as 00000100, the Tag Manufacturer ID would be 00010001 00000100

[ag Manufacturer ID format and content shall follow the requirements of unique i
pd in ISO/IEC 15459-1.

tructure and allocation of the Tag Manufacturer ID is describeddn ISO/IEC 15963 and

5 Tag Serial Number

facturing. This number cannot be changed and isread only. The Tag Serial Number has
oes not contain any information besides uniquely identifying a tag. The Tag Serial Nu
1sed. Issuance of Tag Serial Numbers may be;managed and administered by each manu
anufacturer ID and Tag Serial Number together uniquely identify a tag as defined in IS
ix-byte combination includes the two-byte Tag Manufacturer ID followed by the Tag Se
ample of the combined data structure‘for Tag Manufacturer ID and Tag Serial Numbe

D001 00000100 XXXXXXXX XXXXXXXX XXXXXXXX XXXXXXXX

6 SessionID

essionIDisa16-bitinteger value thatuniquelyidentifiesaninterrogator fromany other

com

may be changed withoubrestriction, but its value shall be set to a value not in use by other i
complliant with this patrt of ISO/IEC 18000 in the local vicinity. No two interrogators compli
part ¢f ISO/IEC 18000 within RF range of the same tag shall have the same Session ID. At thd
Sessipn ID is ¢changed in an interrogator, any ongoing communication between that interrog
tag shall beferminated. An interrogator that receives a tag message containing a Session I}
its oyn Session ID shall not transmit any packets over the UHF interface regarding the co
tag nlessage. The Session ID 0x0000 is reserved and shall not be used.

liantwith this partefISO/IEC 18000 in the local vicinity. The Session ID of an individual

er. The Tag
/IEC 15963.
t significant
ssuer UID is

dentifiers as

INCITS 256.

Tag Serial Number is a 32-bit integer that is uniquely assigned to each individual tag during

no structure
mber cannot
facturer. The
D/IEC 15963.
rial Number.
I is:

interrogator
interrogator
nterrogators
ant with this
moment the
ator and any

not equal to
ntents of the

6.2.5

.7 Command Codes

The Command codes and their function as a Read and/or Write command shall be as listed in Table 4,
below. Codes not identified are reserved.
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Table 4 — Command codes

Command |Command name Command |Mandatory/Optional Description
code + Sub type
Command Interrogator |Tag
Code
(R/W)
0x1F /NA |Collection with Broadcast |Mandatory |Mandatory |Collects all Tag IDs and Universal
Universal Data Data Block
Block
NA / 0x15 |Sleep Point to Mandatory |Mandatory |Puts tag to sleep
Point
NA /0x16 |Sleep All But Broadcast |Mandatory |Mandatory |Puts all tags but one to sleep
0x13 / 0x93 |User ID Point to Mandatory |Optional |Sets user assigned ID,(1 60 bytes)
Point
0x09 / 0x89 |Routing Code Point to Mandatory |Mandatory |Reads and writes.bouting code
point
0x0C / NA |Firmware Version |Pointto Mandatory |Optional |Retrievesmanufacturer-defingdd tag
Point firmwdre revision number
0x0E / NA |Model Number Point to Mandatory |Optional |Retrieves manufacturer-defingdd tag
Point model number
0x60 / OXEOQ [ Read/Write Point to Mandatory |Optional ~}Reads and writes user memory
Memory Point
NA / 0x95 |[Set Password Point to Mandatory |Optiomal |Setstag password (4 bytes long)
Point
NA /0x97 |SetPassword Pro- |Point to Mandatory “{Optional |Engages/disengages password|pro-
tect Mode Point tection (see section 6.3.4)
NA/ 0x96 [Unlock Point to Mandatory |Optional |Unlocks password protected t4g
Point
0x70 / NA |Read Universal Point to Mandatory |Mandatory |Reads the Universal Data BlocK
Data Block Point
0x26+0x01 [Table Create Point to Mandatory |Optional Creates a database table
Point
0x26+0x02 |Table Add Records {Point to Mandatory |Optional Prepares to add new records tg¢ the
Point specified database table
0x26+0x03 |Table Update Point to Mandatory |Optional |Prepares to modify the specifi¢d
Records Point table records
0x26+0x04 |Table Update Point to Mandatory |Optional |Prepares to update the specifigd
Fields Point fields of a table record
0x26+0x05 |Table Delete Point to Mandatory |Optional |Deletes existing record from tHe
Record Point pvich'ng database table
0x26+0x06 |Table Get Data Point to Mandatory |Optional |Prepares to retrieve the specified
Point table records
0x26+0x07 |Table Get Proper- |Pointto Mandatory |Optional |Gets total number of records and
ties Point the
maximum number of records the
table can hold
0x26+0x08 |Table Read Frag- |Pointto Mandatory |Optional |Retrieves a block of data from a
ment Point table as initiated by the Table Get
Data command
8 © ISO/IEC 2014 - All rights reserved
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Table 4 (continued)
Command |[Commandname |Command |Mandatory/Optional Description
code + Sub type Interrogator |Tag
Command
Code
(R/W)
0x26+0x09 |[Table Write Frag- |Pointto Mandatory |Optional |Writes a block of data into a table as
ment Point initiated by the Table Add Records,
Table Update Records, or Table
Update fields command
0x26f0xt0—TTable QueTy Broadcast—[Mamdatory —joptiomnat Tittates tabtesearcit bpsed on the
or Point to specified criteria
Point
0xE1{/ NA |Beep ON/OFF Point to Mandatory |Optional |Turnstag’s béepér ON ¢r OFF
Point
0x8E Delete Writeable |Point to Mandatory |Optional Deletes all'allocated writeable data
Data Point on atag
The Lommand Type column indicates whether the command is¢broadcast (does not|include Tag

Manu
and 1T

For c
Comy

6.2.5

Some
shall
each

6.2.5

A CR
Zerod
comil
to th¢
V.41

decoq

6.2.6

The t

facturer ID and Tag serial number in the message) or point-tespoeint (includes Tag Man
ag Serial Number in the message).

pmmands requiring a Sub Command Code, the Sub Command Code field is the firs
hand Arguments field that follows the Command Code.

8 Command Arguments

commands require arguments. For those ¢ommands where arguments are defined, ar
be supplied with the command. The coritents and length of any required arguments a
rommand. See section 6.3 for details;

9 CRC

> checksum shall be calculated as a 16-bit value for each command message, initial
s (0x0000), over all data bytes (excluding preamble) from the protocol ID up to and i
nand arguments accerding to the CCITT polynomial (x16 + x12 + x5 +1). The CRC shall
e data included in-theé command message as a two bytes field. Reference: ITU-T Reco
Extract from the Blue Book), Code-independent error-control system, Appendix I - |
ing realization.for cyclic code system.

Tag-te-interrogator message format

pgcto-interrogator message shall use one of two formats depending on the type of m

transta

ufacturer ID

[ byte of the

gument data
re specific to

zed with all
ncluding any
be appended
mmendation
‘ncoding and

essage being

mitted ta the Interragatar The taa chall alvwave roacnand ta 49 cammaand ucinag ano of
Tt ato0tH et o gt et g Sy o+ eSS p o a0 co a5 o1e-0+

he response

formats described below except in the following situations, for which the tag shall not respond:

the received command packet

r

eceipt of a broadcast command containing an invalid command code or other error

the tag is in the asleep state

There are two possible response formats:

— the Broadcast response message format

© ISO/IEC 2014 - All rights reserved
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— the Point-to-Point response message format

6.2.6.1 Broadcast response message format

The message format shown in Table 5 shall be used in response to Interrogator broadcast
commands received by tags within the Interrogator’s communication range. Broadcast commands are
identified in Table 4.

Table 5 — Broadcast response message format

Protocol |Tag Packet Session ID Tag Manufac- Tag Serial Command |Data |CRC

ID tatus Length turer ID Number Code

0x40 4bytes |1byte 2 bytes 2 bytes 4 bytes 1 byte N 2 pytes
bytes

— Tag Status: Indicates various conditions such as response format, tag type, alaritn’and hardware
fault. Sef section 6.2.6.4, Tag Status, for more details.

— Packet Length: Message length in bytes from the Protocol ID field up to and including CRC fig¢ld.

— Session|ID: ID of a particular session: An unsigned integer value frem’ 0x0001 to 0XFFFH. The
Session [D 0x0000 is reserved and shall not be used.

— Tag Manpufacturer ID: Unique ID assigned to manufacturer

— Tag Serjal Number: Unique tag serial number preset during'manufacturing

— Commahpnd Code: Command code (see Table 4) received.from the Interrogator

— Data: Djta returned by the tag as aresponse to an dnterrogator’s valid broadcast command request.
The valye of N, the length of the data in bytes, is specific to the command. In the event that the tag
receiveslan invalid command, no response is-$ent to the interrogator

— CRC: CC|TT code check bytes as described'in section 6.2.5.9.

6.2.6.2 Pojnt-to-point response message format

This messagp format, shown in Table 6, shall be returned to the Interrogator as a response to all poiht-to-
point commands, which requiréthe Tag Manufacturer and Serial Number in order to access a particular
tag. (Point-t¢-point commands.are identified in Table 4).

Table 6)— Tag-to-interrogator response format (point-to-point)

Protocol |Tag Packet Session ID | Tag Tag Serial |Command Response CR(
ID Status.) |Length Number Code Data*
Manufacturer
ID
0x40 2 bytes |1 byte 2 bytes 2 bytes 4 bytes 1 byte N bytes 2 bytes

*This field is command dependent; some commands may or may not need this field

— Tag Status: Indicates various conditions such as response format, tag type, alarm and
hardware fault. See section 6.2.6.4, Tag Status, for more details.

— Packet Length: Message length in bytes from the Protocol ID field up to and including the CRC
field

— Session ID: ID of a particular session, an unsigned integer value from 0x0001 to OxFFFF. The
Session ID 0x0000 is reserved and shall not be used.

10 © ISO/IEC 2014 - All rights reserved
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Tag Manufacturer ID:  Unique ID assigned to manufacturer.
Tag Serial Number: Unique tag serial number preset during manufacturing
Command Code: Command code received from the Interrogator

Response Data: Data returned by the tag as a response to an Interrogator’s valid command
request. The value of N, the length of the data in bytes, is specific to the command. In the event an
error is detected, a NACK flag within the Tag Status word will be set and the Response Data will
contain an error response as described in subsection 6.2.6.3.

CRC: CCITT code check bytes as described in section 6.2.5.9.

6.2.6

Inres
error

3 Error codes

ponse to a point-to-point command a tag may reply with one of the errorslisted in Table
s are detected in a point-to-point command, only the first error is reporteédyErrors re

| 7. [f multiple
sulting from

broadcast commands do not generate responses.

Table 7 — Error code

Error Code Description

0x01 Invalid Command Code

0x02 Invalid Command Parameter
0x03 Optional Command not Supported
0x04 Not Found

0x06 Can’t Create Object

0x08 Authorization Failure

0x09 Object is Read=Only

0x0A Operation\Failed

0x3f Implementation Dependent
0x40 Stale Token

0x41 Boundary Exceeded

Erroj response data shall'consist of a one-byte error code; possibly a one-byte sub-code, depending on
the kjind of error; pgssibly one or more bytes of parameter data, also depending on the drror; and an
optiopal, manufacturer-defined number of additional data bytes, as shown in Table 8. In fhe following

error|definition sections, the optional, manufacturer-defined data bytes are not shown.

Table 8 — General error format

LrrorCode Sub-code LrrorParameler Dala Manufacturer Data

1 byte 1 byte N bytes M bytes

— Error Code: a value from Table 7 identifying the kind of error

— Sub-code: an optional value that further refines the nature of the error and is specific to the kind of

error. This field is absent if the error does not define a Sub-code. Sub-codes are specified in the error
description subsections below.

Error Parameter Data: N bytes of data, where N is zero or greater, whose existence, length, and
content depend on the nature of the error. This field is absent if the error does not define Error
Parameter Data. Error specific Error Parameter Data and length N of this field, if any, is specified in
the error description subsections below.
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— Manufacturer Data: M bytes of data, where M is zero or greater, whose existence, field length, and
content are at the discretion of the tag manufacturer

6.2.6.3.1 Invalid command code error

Table 9 shows the structure of this error code.

Table 9 — Invalid command code error

Error Code
0x01

This error a4 defined in Table 9 shall be generated when the tag receives a packet with a Command|Code
and/or Sub (ommand Code that is not defined in this part of [SO/IEC 18000.

6.2.6.3.2 Invalid command parameter error

Table 10 shows the structure of this error code.

Table 10 — Invalid command parameter error

Error Code Sub-code Parameter Offset
0x02 1 byte 1 byte

— Sub-code: a code as shown in Table 11 that describes thejerror more specifically. Following values
are defined:

Table 11 — Invalid command parameter error sub-codes

Sub-code |Sub-error Name Meaning

0x01 Harameter Out of Range |The valueof a parameter is not legal

0x02 Too Few Parameters There are fewer bytes in the Command Arguments field than expedted
0x03 "lloo Many Parameters There are more bytes in the Command Arguments field than expected

Parameter pffset:  the offsetin bytes from the beginning of the Command Arguments field where
the error wals detected.

This error als defined in Table 10 shall be generated when the tag receives a command with invalid
or malformegd parameters: If more than one parameter is in error, the first invalid parameter shpll be
reported.

6.2.6.3.3 (ptional Command Not Supported

Table 12 shows the structure of this error code.

Table 12 — Optional Command Not Supported error

Error Code
0x03

This error shall be generated when the tag receives an ISO optional command that is not supported on
this tag.

6.2.6.3.4 Not found error

Table 13 shows the structure of this error code.
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Table 13 — Not found error

Error Code Sub-code
0x04 1 byte
Sub-code: a code as shown in Table 14 that describes the error more specifically. Following values

are defined:

Table 14 — Not found error sub-codes

Sub-code Sub-error Name Meaning

0x01 Table Does Not Exist There is no existing table for the table ID given

0x02 Record Does Not Exist There are fewer records than the record numbes'given
0x03 Field Does Not Exist There are fewer fields than the field number’given

6.2.6/3.5 Can’t create object error

Tabld 15 shows the structure of this error code.

Table 15 — Can’t create objectlerror

Error Code Sub-code
0x06 1 byite

— Sub-code: a code as shown in Table 16 that describes the error more specifically. The following
vialues are defined:

Table 16 — Can’t'ereate object error sub-codes

Sub-dode Sub-error Name Meaning

0x02 Table Already ExistsThe requested table ID is already in use

0x03 Out of Memory There is insufficient memory in the tag to create the requesited table
0x04 Table ID Reserved ;[‘a};)el(;cable ID provided is reserved, and not available for assignment to a

This grror as shownsn-Table 15 shall be generated upon an unsuccessful attempt to create a database
table

6.2.6/3.6 Authorization failure error

Tabld 17 shows the structure of this error code.

Table 17 — Authorization failure error

Error Code
0x08

This error as shown in Table 17 shall be generated upon an invalid attempt to access a tag feature
protected by a password or authorization method.

6.2.6.3.7 Objectisread-only error

Table 18 shows the structure of this error code.
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Table 18 — Object is read-only error

Error Code

0x09

This error as shown in Table 18 shall be generated upon an attempt to modify some tag data entity for
which the tag does not allow modifying operations.

6.2.6.3.8 Operation Failed error

Table 19 shows the structure of this error code.

Table 19 — Operation Failed error

Error Code Sub-code
0x0A 1 byte
— Sub-code: a code as shown in Table 20 that describes the error more specifically. The follqwing
values afe defined:
Table 20 — Operation Failed error sub-codes
Sub-code  [Sub-error Name Meaning
0x01 Write Failure The Memory weite operation failed.
0x02 Erase Failure The Memory«erase operation failed.
0x03 Memory Consistency Memory-corruption has been detected
0x04 Other Failure Operation failed for other reason

This error a

5 shown in Table 19 shall be generated upon the failure of a valid command to conjplete

properly. Thiis error shall only be reported if the command failed to complete and no other errdr has

been reportg

6.2.6.3.9 1

Table 21 sho|

This error d

d.

mplementation dependent error

ws the structure of this error code.

Table 21 — Implementation dependent error

Error Code

Sub-code

0x3F

1 byte

odé€-as shown in Table 21 shall be reserved for tag manufacturers and applicatiqns to

define for ta

g Dbehaviour errors not covered by thiS part ot ISU/IEUC I800UU. AT a minimum, the tag

implementation shall include a Sub-code field. Sub-code and any additional fields of the error are left to

the tag manufacturer and applications to specify.

6.2.6.3.10 Stale Token error

Table 22 shows the structure of this error code.

14

Table 22 — Stale Token error

Error Code

0x40
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This error as shown in Table 22 shall be generated by the tag when a submitted Request Token is invalid
due to an intervening modification that was made to the table for which the Request Token applies.
These modifications include invocations of the following commands: Table Add Records, Table Update
Records, Table Update Fields, and Table Delete Record.

6.2.6.3.11 Boundary exceeded error

Table 23 shows the structure of this error code.

Table 23 — Boundary exceeded error

Error Code

Sub-code

0x41

1 byte

— Sub-code: a code as shown in Table 24 that describes the error more specifically. T|

vlalues are defined:

Table 24 — Boundary exceeded error sub-codes

he following

Sub-dode Sub-error Name Meaning

0x01 Table Full The table has been filled/to-the create-time allotment
0x02 Record Does Not Exist The record has not been‘added yet

0x03 Fragment Overrun The write operation completed with still more to writg
0x04 Field Does Not Exist The field doeshot exist

This error as shown in Table 23 and sub-code shown in Table 24 shall be generated upon a

accesfs a record outside of a valid boundary.

6.2.6|4 Tag status

The Tag Status field shown in

following information:

Table 25 — Tag status field format

Table 25, included in all tag-to-interrogator messages, shall ¢

n attempt to

onsist of the

Bit
15 14 13 12 11 10 9 8
AcKnowledge-
Mode field Alarm Reserved | Reserved mehtl = NACK
0 = ACK
Bit
7 6 5 4 3 2 1 0
Reserved Tag type Reserved Reserved Service bit

Note

reserved fields are set to a value of “0”.

— DMode field indicates the format (response to Broadcast command or response to Point-to-Point
command) of the response data from the tag. The list of possible values is shown in Table 26.

© ISO/IEC 2014 - All rights reserved
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Table 26 — Tag status field format

Mode field Mode format code (bit 15 - 12)
Broadcast Command 0000
Point to Point Command 0010

Alarm is intended as a general status bit indicating a non-command related reportable condition.
If set (‘1’), an alarm condition has been detected by the tag. The interpretation, actions to retrieve
data and clear the alarm bit is defined by the tag vendor.

Acknowledgment, when clear (‘0’), indicates that the tag has received a valid command (CRC ok

and all

ields valid) from the Interrogator and processed the command successfully. If set ({1

commard was invalid or the tag encountered an error during the processing of the command
that as described in section 6.2.6, the tag issues no response in the case of a CRC error.

Tag typ

can use

Service

Lhis value to indicate manufacturer-defined special features.

Additional information on the hardware fault condition may be retrievedwith the Hardware
Status UDB element.

6.3 Tag commands

6.3.1 Collection with Universal Data Block (UDB)

The Collecti
Tag Serial N
Universal Ddta Block (Collection with UDB) commangd-shall be as shown in Table 27.

Table 27 — Collection witlvUniversal Data Block command

), the
Note

le is a value assigned by, and meaningful only to, the tag manufacturer. The’'manufadturer

bit when set (‘1’) indicates that the tag has detected a hardware-related fault condition.

Fault

bn with Universal Data Block command shallibe used to collect Tag Manufacturer IIp and
imbers with the contents of a specified UDB.data block. The format of the Collection with

Command Cdde Windows size Max Packet Length UDB Type Code
0x1F 2 bytes 1 byte 1 byte
— Window Size: the number of 57,3’ ms intervals to use for listening for tag responses in the colldction

algorith
integer,

. See 6.4 for an explanation of the collection algorithm. Encoded as an unsigned
wvith a valid range of 1 to 512.

Max Pag¢ket Length;. an integer in the range 20 to 255 inclusive that specifies the maximum
that a tajg can use-asthe Packet Length field of it’s response. Tags may select a different reply packet
length als long as-the length does not exceed the value of Max Packet Length. This paramete

be used

16-bit

value

" may

to tlne performance or to limit RF transmission times for compliance with regionjal RF

regulatdrydequirements. The value 20, the size of a minimum tag response packet (the length 20

include

[l PR £ \ N 1 3 41 . C +1 LR T, oo 1 21 £ h
O Uy LES TUT TESPUIIST DALRTLU OVETIICAU, 1T DYy LT 10U LIIT UDD 1TyptT LUUC VAdIUL, 2 Dy LES tor the

Total UDB Length value and 2 bytes for the Requested Offset value), indicates no bytes of the UDB
should be included in the tag response.

— UDB Type Code: identifies the requested UDB type. See Table 40 for a list of defined UDB types.

The tag shall select a random time slot based upon the Window Size and Max Packet Length values
received (see 6.4). The tag shall respond in the time slot with the Collect with Universal Data Block
broadcast response message as shown in Table 28.

When this command is received the tag shall save all requested UDB data and ensure no change to the
UDB data until all data has been sent.

16
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Command Code

UDB Type Code Total UDB Length Requested Offset

UDB data

0x1F 1 byte 2 bytes 2 bytes

N bytes

UDB Type Code: identifies the requested UDB type.

Total UDB Length: the total length, in bytes, of UDB data on the tag for the selected UDB Type.

Requested Offset: the tag shall reply with the value zero for its response to a Collection with UDB

command. All Collection with UDB commands will begin at the implied offset of zero and the tag

S,

[o

|

6.3.1

The U
Leng
UDB
the U
be in

The v

all rncpnnd with data ]’\ngihhing at the first hyfn of the rnqnncfnﬂ UDB block and

ffset value with the value 0 for the Requested Offset field.

Iniversal Data Block data: an initial portion of the Universal Data Block.

1 Universal Data Block

Iniversal Data Block contains zero, one or more data elements which\are referred to a
'h, Data) Elements, and are formatted as shown in Table 29. Each(TLD element is iden
Element Type ID (see Table 30). Non-present or zero length datalelements shall not b
hiversal Data Block. For example, if the length of the User ID iS'zero, no part of the User
luded in the UDB.

Table 29 — TLD element format

onfirm this

s TLD (Type,
tified with a
b included in
ID TLD shall

UDB Element Type ID Length Data
1 byte 1 byte N bytes
UDB Element Type ID N Data bytes
(see Table 30) (length of Data in bytes)

DB Element Type ID: identifies Data element, UDB Element Type IDs are defined in ]
ength: number of bytes in length of Data element.
Jata: the informational eontent of the TLD, such as a Routing Code or User ID.

alues for the UDB-Element Type ID shall be as shown in Table 30.

Table 30 — UDB Element Type ID values

lable 30.

UDB Element Description Note
Typ¢ ID (Lhyte)
0)400 #0%X0A |Reserved
1

0x10 Routing Code I'he routing code as specified within this document

0x11 User ID User ID as specified within this document

0x12 Optional Command Alist of command codes for optional commands supported on this
List tag

0x13 Memory Size Total and available memory on this tag

0x14 Table Query Size The total number of Table Query elements supported on this tag

0x15 Table Query Results | Results for the previously executed Table Query

0x16 Hardware Fault Hardware reset count, Watchdog reset count and Hardware Fault
Status bitmap (including low battery flag) to provide additional informa-

tion when the “service” bit is set in the tag Status word
0x17 - 0x7F Reserved These elements are reserved for future tag data elements

© ISO/IEC 2014 - All

rights reserved
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Table 30 (continued)

UDB Element
Type ID (1 byte)

Description Note

0x80 - OXFE Future extension Reserved for future use
0xFF Application Element |Application extensions
The Routing Code UDB Element (0x10) shall be as shown in Table 31.

Table 31 — Routing Code UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x10 N Routing code data

The User ID

UDB Element (0x11) shall be as shown in Table 32.

Table 32 — User ID UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N b§rtes
0x11 N User ID data

The Optiona] Command List Element (0x12) shall be as shown in{lable 33. The data returned in thi
element is a |ist of one-byte command code values for the optional commands that are implement
this tag.
Table 33 — Optional Command List Element
UDB Element Type ID Length Data

1 byte Tbyte |N bytes

0x12 N N 1-byte command code values
The Memory|Size Element (0x13) shallbe as shown in Table 34. The datareturned in this TLD is comj

of three 4-by
number of b
the Table da
number of u

fabase memory (available memory size does not include overhead and simply report

te values: the total number of bytes available for Read/Write Memory commands, the
ytes allocated forTable database memory, and the number of bytes currently availa

hused memary.bytes).

Table 34 — Memory Size Element

5 TLD
ed on

hosed
total
ble in
s the

UDB Elem¢ntType ID Length Data
1 byte 1 byte 12 bytes
0x13 0x0C 4 bytes 4 bytes 4 bytes
R/W Memory Total Table Memory Available Table Memory

The Table Query Size Element (0x14) shall be as shown in Table 35. The 8-bit unsigned integer value
returned in this TLD element represents the number of Table Query elements supported on this tag.

18

Table 35 — Table Query Size Element

UDB Element Type ID | Length Data
1 byte 1 byte 1 byte
0x14 0x01 number of Table Query elements supported

© ISO/IEC 2014 - All rights re
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The Table Query Results Element (0x15) shall be as shown in Table 36. The data returned in this TLD is
available after the successful execution of a Table Query and includes a Query Status value, the Table ID
for the queried table, the number of records matched in that table, and the index of the first matching

record.

Table 36 — Table Query Results Element

UDB Element Type | Length Data
ID
1 byte 1 byte 7 bytes
Query Status| Table ID Number of Records Index of Firgt Matched
Matched Recqrd

The vjalues of the Query Status field shall be as shown in Table 37.

Table 37 — Query Status values

Qugry Status Value Description

0x00 The Table Query operation was successful.

0x01 The tag did not execute the query because thétag did not receive a complefe sequence
of Table Query packets, or a command hastheen received by the tag that hals invalidated
any previous query results.

0x02 The tag received a complete sequence’of Table Query packets but the tag cannot comply
and did not execute the query (e.g:‘the Table ID is invalid on the tag or a Sequence ID
value greater than the maximunr number supported by the tag).

0x03 Partial Query Results. The Table Query operation started but has not completed. The
Number of Records matéhied and Index of First Matched Record field represent partial
results of the Query.

0x04|-0xFF Reserved.

The Hardware Fault Status Element (0x16) shall be as shown in Table 38. The data rety

rned in this

TLD |s composed of three 1-byte values: the lifetime count of hardware resets, the lifetme count of
Watchdog (firmware) resets;\ahd the Hardware Fault bitmap. The Hardware Fault Bitmap fis defined as
shown in Table 39.
Table 38 — Hardware Fault Status Element
UDB Element Fype ID Length Data
1 byte 1 byte 3 bytes
0x16 0x03 1 byte 1 byte | byte
Lifetimecount Lifetime-ecount Hardware Fault
of hardware resets of firmware resets Bitmap
Table 39 — Hardware Fault Bitmap
bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
reserved reserved reserved reserved reserved reserved Memory Low
Corruption Battery
Detected Detected
Where:

— Low Battery Detected (bit 0): when set (‘1) indicates that the tag battery is “low”. The exact
meaning of “low” is implementation defined.
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Memory Corruption Detected (bit 1): when set (‘1) indicates that the tag has detected a memory
hardware fault condition.

Reserved (bits 2-7): reserved for future use.

A UDB Type is a predefined collection of UDB Element Types. The Collection with UDB and Read UDB
commands include a UDB Type argument that allows an application to select one of the available
predefined collections of UDB data. All UDB Types may include additional Application Extension TLD
Elements following the required TLD Elements. The values of the UDB Type shall be as shown in Table

40.
Fable40—YHDB-Types
UDB Type Description UDB Elements included for this UDB Type
0x00 Transitdata |Routing Code UDB element (Element Type 0x10), User ID UDB element (Element
Type 0x11) and any Application defined UDB elements.
0x01 Capability data |Optional Command element (Element Type 0x12), Memory Size’element (Elg-
ment Type 0x13) and Table Query Size element (ElementType 0x14) and any
Application defined UDB elements.
0x02 Query results |Table Query Results element (Element Type 0x15)and any Application defined
UDB elements.
0x03 Hardware |Hardware Fault Status element (Element 0x16).-and any Application defined/UDB
Faultdata |elements.
The Universpl Data Block may optionally include one or mor& UDB Application Extension Blockg each
encapsulatirlg one or more TLDs, which are uniquely identified by the included Application I} (see

Table 41). Anly individual tag may support the extensions défined by multiple vendors (with appropriate
licensing if required).

Table 41 — UDB Application Extension Block format

Application Exten- | Application Extension Application ID Application
sion Typdg ID Length TLD Element TLD Elements
1 byte 1 byte N bytes M bytes
OxFF N + M bytes TLD containing the Application ID | one or more Application
Type and Application ID value defined TLDs
Where:

20

Applica[rion Extension Type ID: The Application Extension Type ID defined in Table 30] This
Application Extension ID identifies that all TLDs included within this UDB Application Blodk are
identifigdd by the:included Application ID.

Applicafion” Extension Length: The full length of UDB Application Extension Block in bytes,
including the Application ID TLD, and the combined lengths of the included Application TLD
elements.

Application ID TLD Element: The Application ID TLD Element must be formatted as described in
Table 29 and consists of an Application ID Type, a one-byte length field and a data field containing
the Application ID value for the entity responsible for defining the following Application defined
TLD elements. Application ID Types are defined as in Table 42.

TLD Elements: A series of one or more TLDs each consisting of a Type ID byte defined by the included
Application ID, a one-byte length field and a data field. The TLD Type IDs are defined solely by the
Application identified, and are not required to be made public. All of the included TLDs must be
formatted as described in Table 29, except that the Type ID is assigned by the manufacturer rather
than this part of ISO/IEC 18000. All of the included TLDs must fit completely within the Application
Element Length byte count.
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Table 42 — Application ID TLD Types

Application ID TLD Application ID TLD value
Type code
0x00 Manufacturer ID - the Application ID is the 16-bit Tag Manu-

facturer ID assigned by the Registration Authority as called
out in ISO/IEC 15963.

0x01 Routing Code - The Application ID is the Tag Data Routing
Code as defined in ISO 17363.
0x02 - OxFF Reserved

-7:2014(E)

See H

Code
elemg

element, a User ID element and an Application extension block with two applicati
ents.

Application UDB extension block

igure 3 for an example Universal Data Block of UDB Type 0x00. The example includes a Routing

bn extension

[J7o] | [11] | C_ | \ | \ [ )1 \ [
yre len data | type len data | len \ type len App. ID data | type len data I type len data
Routing Code TLD element User ID TLD element Application ID TLD Applicatiof TLD element 1 Application T|D element 2

6.3.2

To pu

Uponl
respg
the W

6.3.3

To pu

total length of Application extension

OxFF = beginning of Application extension block

Figure 3 — Example Universal Data Block - UDB Type 0x00

Sleep

t atagto Sleep the command in Table 43 shall be sent (written) to the tag.

Table 43 — Sleep command format (Write)

Command code
0x15

receiving the Sleep command in Table 43, the tag shall enter the Sleep state. The
nd to this command-and shall ignore any subsequent commands until the tag is wo
fake Up Signal.

Sleep all'but

t all except one tag to Sleep the command in Table 44 shall be sent (written) to the tag

Table 44 — Sleep all but command format (Write)

tag shall not
ken again by

et

Command code Tag Manufacturer ID Tag Serial Number
0x16 2 bytes 4 bytes

— Tag Manufacturer ID: the Tag Manufacturer ID of the tag which should remain awake following the

S

leep All But command.

— Tag Serial Number: the Tag Serial Number of the tag which should remain awake following the

S

leep All But command.

The Sleep All But command is a broadcast command used to place all tags into the sleep state, as with
the Sleep command of section 6.3.2, except for the one tag that matches the provided Tag Manufactures
ID and Tag Serial Number. Upon receiving this command, all tags except the one tag that matches the

provi

ded Tag Manufactures ID and Tag Serial Number shall enter “sleep” state.
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The tags shall not respond to this command.

6.3.4 Security commands

Access to tag write commands shall be guarded by a password protection mechanism that application
software can command the tag to engage or disengage (see Figure 4). If password protection is engaged,
those write commands shall be non-accessible unless the tag is unlocked; that is, they will not perform
their usual operations but rather respond with an Authorization Failure error. If the password protection
is disengaged, the commands are accessible - they behave as described in the corresponding sections of
this part of ISO/IEC 18000 without the possibility of an Authorization Failure error. Password protection
is engaged and disengaged by means of the Set Password Protect Mode command described in section
6.3.4.2. Password protection is disengaged by default.

Unlock (password)
AND
SetPasswordProtectMode(0)

Tag Password Protection
Yocked Cleared
N i (secure byte=0x00)
~—~——2A Password Protection 3
Enabled Unlock (password
Unlock (passwprd) AND AND
30 s timeout or Sleep SetPasswordProtectMofe(0)
Unlock (password)
AND
/!-”“ﬁ'\ SetPasswordProtectModeid) Y—
Tag Password Protection
Unlocked Enabled
E (secure byte=0x01) 4 |
Unlock (password
SetPassword (new passweord) AND

SetPasswordProtectMoHe(1)

Figure 4= Tag security state machines

While password protection is engaged, application software can command the tag to enter the unlpcked
state tempotarily. While a tagis unlocked, the password-protected write commands shall be accedsible.
Any time thg tag enters the'sleep state (either the tag receives a “Sleep” or “Sleep All But” command or
30 seconds passes sincesthe last well-formed command has been received), the tag shall return fo the
locked state,|in which-thie password-protected commands shall be non-accessible. The Unlock command
of section 6.B.4.3 puts-the tag into the unlocked state. There is no command to put a tag into the lpcked
state explicifly.

T bl 45 1 t§ gl oo o do dbhh o Sy S At by s o corazae P2 IEEEPN =T S P-E Y
a e IS CIITCU CUTIIIIIAIIVUS UlIIdlu drv diicoeilu IJ)’ }ana AAAYS %Y lJl ULLUCLIVUIL.

Table 45 — Write commands affected by password protection

Command code Command name Description
0x93 User ID Sets user assigned ID (1 - 60 bytes)
0x89 Routing Code Writes routing code
0xEO Write Memory Writes user memory
0x95* Set Password* Sets tag password (4 bytes long)
0x97* Set Password Protect Engages/disengages password protection
Mode*
0x26 Table Create Creates a database table
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Command code Command name Description
0x26 Table Add Records Prepares to add new records to the specified database table
0x26 Table Update Records Prepares to modify the specified table records
0x26 Table Update Fields Prepares to update the specified fields of a table record
0x26 Table Delete Record Deletes existing record from the existing database table
0x26 Table Write Fragment Writes a block of data into a table as initiated by the Table Add
Records, Table Update Records, or Table Update fields command

0x8E Betete Writeablte Data Betetesattattocatedwriteabledataomratag;

* These commands behave as though password protection were engaged permanently:

6.3.4

To se

— K
q

1 Security — Set Password

[ the password of a tag, the command in Table 46 shall be sent (written)-to the tag.

Table 46 — Set Password command format-(write)

To thee Set Password command the tag shall respend with a point-to-point response mes

data,

This
comn
is Ox}

The

unless an error is encountered) as showndn Table 47.

Table 47 — Set Password command format (write response)

Command code
0x95

fommand sets the tag’s password. This command requires tag to be first unlocked wit
nand of section 6.3.413 before the command can be accessed. The initial value of the ta
‘'FFFFFFF.

ossible error'responses shall be as shown in the Table 48.

Table 48 — Set Password command errors

Command code Password
0x95 4'bytes
assword: a four byte binary value, which shall act as the password for subseqiient security
ommands.

sage (and no

h the Unlock
b’s password

Erro

r Code Error Name Reason

0x02Z Invalid Command Parameter [Password parameter is missing or the wrong length

0x08 Authorization Failure Unlock command not invoked prior to invocation of this command

6.3.4

.2 Security — Set Password Protect Mode

To set a tag’s Password Protect Mode the command in Table 49 shall be sent (written) to the tag.

Table 49 — Set Password Protect Mode command format (write)

Command code Secure
0x97 1 byte
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a flag that specifies whether password protection shall be engaged or disengaged. The
value 0x01 shall cause password protection to be engaged, the value 0x00 shall cause password
protection to be disengaged.

To the Set Password Protect Mode command the tag shall respond with a point-to-point response
message (and no data, unless an error is encountered) as shown in Table 50.

Table 50 — Set password Protect Mode command format (write response)

Command code
0x97

This comma
shall first be
password pr

The possible

hd engages or disengages password protection in the tag. To access this command, t}
unlocked with the Unlock command of section 6.3.4.3 regardless of the state)of the
otection.

error responses shall be as shown in Table 51.

Table 51 — Set Password Protect Mode command errors

le tag
tag’s

Error Code Error Name Reasan
0x02 Invalid Command Parameter |Secure parameter is missing or the wrong length
0x08 Authorization Failure Unlock command not invoked prior to invocation of this comnpand
6.3.4.3 Se¢urity — Unlock

To unlock a

Passwo
Passwot

To the Unloc

ag the command in Table 52 shall be sent (written) to the tag.

Table 52 — Unlock command format (write)

Command code Password

0x96

4 bytes

rd: a four-byte binary value that was previously defined as the password via th
d command.

k command the tag shall respond (write response) as shown in Table 53.

Tablé 53 — Unlock command format (write response)

Command code
0x96

e Set

This comma

nd unlocks the tag. IT the supplied password matches tag's password, the tag shall p

ermit

the execution of all commands ordinarily non-accessible because of password protection. The tag shall
remain in the unlocked state until it receives the Sleep command, Sleep All But command, or 30 seconds
has elapsed since the tag received a command.

The possible

error responses shall be as shown in Table 54.

Table 54 — Unlock command errors

Error Code Error Name Reason
0x02 Invalid Command Parameter Password parameter is missing or the wrong length
0x08 Authorization Failure Incorrect password supplied
24 © ISO/IEC 2014 - All rights reserved
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6.3.5 Transit information commands

6.3.5.1 UserlID

The User ID is a user-readable and writeable memory whose meaning and size (up to 60 bytes) is user
defined. The User ID format and content shall follow the requirements of unique identifiers as defined
in ISO/IEC 15459-3. Moreover, organisations wishing to allocate unique User ID shall do so according
to the rules defined by the accredited issuing agency. Issuing Agencies shall apply to the Registration
Authority for registration according to 15459-2.

To retrieve a tag’s User ID the command in Table 55 shall be sent to the tag.

Table 55 — User ID command format (read)

Command code
0x13

To the User ID read command the tag shall respond with a point-to-point response njessage with
command code and data as shown in Table 56.

Table 56 — User ID command format (read response)

Command code User ID Length User ID
0x13 1 byte N bytes

— User ID Length: the length in bytes of the UserdD being returned, where N is betwg¢en 0 and 60
hclusive.

—n

— UserID: contents of the User ID on thetag.

To set a tag’s User ID the command in Table 57 shall be sent to the tag.

Table 57.-— User ID command format (write)

Command code User ID Length User ID
0x93 1 byte N bytes

— User ID Length;.the length, N, in bytes, of the User ID, where N is between 0 and 60 inglusive.
— User ID: thecontents of the User ID

To thee User.lD)write command the tag shall respond with a point-to-point response njessage with
command-cade (and no data, unless an error is encountered) as shown in Table 58.

Table 58— UseriDcommand formmat {writeresponse)——————
Command code
0x93

This command sets and gets the size and contents of the User ID. In addition to this command, the
Collection with UDB and Read Universal Data Block commands also retrieve the User ID, except that
when the User ID Length parameter is set to zero, the UDB message will not contain the User ID. The
default length of the User ID is zero.

The possible error responses shall be as shown in Table 59.
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Table 59 — User ID command errors

Error
Code

Error Name Reason

0x02 |Invalid Command |The length of the User ID parameter does not agree with the User ID Length

Parameter parameter, or the wrong number of parameter bytes was given, or the User ID
Length parameter is greater than the maximum, 60
0x08 |Authorization Command an invalid attempt to access a tag feature protected by a password or
Failure authorization method

0x0A |Operation Failed |Tag data corrupted, or internal failure on write of User ID on tag

6.3.5.2 Ro

Lting Code

To retrieve g tag’s Routing Code the command in Table 60 shall be sent to the tag.

To the Routi

Table 60 — Routing Code command format (read)

Command code
0x09

hg Code read command the tag shall respond with a pointto-point response message

command cqde and data as shown in Table 61.

Table 61 — Routing Code command format (read response)

Command code Routing Code Length Routing Code
0x09 1 byte N bytes

— Routing Code Length: the length in bytes, of the Routing Code being returned, where¢
betweern] 0 bytes and 50 bytes inclusive.

— Routing Code:  contents of the Routinng Code on the tag.

To set a tag’y Routing Code the commandin Table 62 shall be sent to the tag.

Table 62.— Routing Code command format (write)

Command(code Routing Code Length Routing Code
0%89 1 byte N bytes

— Routing Code Length: the length, N, in bytes, of the Routing Code, where N is between 0 a

inclusive

with

N is

nd 50

— Routing Cade: the data to be written to Routing Code on the tag

To the Routing Code write command the tag shall respond with a point-to-point response message with
command code (and no data, unless an error is encountered) as shown in Table 63.

Table 63 — Routing Code command format (write response)

Command code
0x89

The Routing Code is a user-readable and writable memory whose purpose and size (up to 50 bytes) is
user defined. The Routing Code should be used as defined in ISO 17363. Note that the Routing Code is
part of the tag’s response to the Collection with UDB and Read Universal Data Block commands, except

26
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that when the Routing Code Length parameter is set to zero, the UDB message will not contain the
Routing Code. The default length of the Routing Code is zero.

The possible error responses shall be as shown in Table 64.

Table 64 — Routing Code command errors

Error Error Name Reason
Code
0x02 |Invalid Command |Routing Code Length parameter is greater than 50 (maximum length permit-
Parameter ted), or the length of the Routing Code parameter does not agree with the Rout-
Ing Code Length parameter, or the wrong number oI parameter by tg¢s was given
0x08 |Authorization Command an invalid attempt to access a tag feature protected by'a ppssword or
Failure authorization method
0x0A |Operation Failed |Tag data corrupted, or internal failure on write of User ID on tag
6.3.6/ Manufacturing Information Commands
The fpllowing two commands enable the tag manufacturer to providemanufacturer-definedl, immutable

infor

6.3.6

Tore

To th
comiy

— K
The H

mation about a tag.

1 Firmware Version

[rieve a tag’s Firmware Version the command in Table 65 shall be sent to the tag.

Table 65 — Firmware Version command format (read)

Command code
0x0C

e Firmware version command the\tag shall respond with a point-to-point response message with

nand code and data as shown ir(Table 66.

Table 66 —Firmware Version command format (read response)

Command code Firmware version
0x0C 4 bytes

irmware Version: tag firmware version from the tag, a manufacturer defined immut

irmware-Version indicates the tag firmware version.

6.3.6

able value.

2."“Model Number

To retrieve a tag’s Model Number the command in Table 67 shall be sent to the tag.

Table 67 — Model number command format (read)

Command code
0x0E

To the Model Number command the tag shall respond with a point-to-point response message with
command code and data as shown in Table 68.
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Table 68 — Model Number command format (read response)

Command code Model number

0x0E

2 bytes

— Model number: tag model number from the tag, a manufacturer defined immutable value.

The Model N

umber indicates the tag model number.

6.3.7 Memory commands

A tag may p
the user can

concepts (such as User ID and tables) defined in this part of ISO/IEC 18000. Associated with 'every

of memory is
of memory t

6.3.7.1 Wi

To write mefnory the command in Table 69 shall be sent (written) to the tag;

FOVIde one or more bytes of user-readable and writable random-access memory 11 |
store and retrieve user-defined data. This memory is independent of all other data st

an unsigned integer address, through which that memory byte can be accesséd.For B
he addresses 0 through B-1 access the full range of memory.

ite Memory

Table 69 — Write Memory command format-{write)

Command Code Number of Bytes Start Address Data

0xEO 1 byte 3 bytes N bytes

Numbei
bytes of
the com
field and

Start A
manufaq

To the Writg
command cg

pined length of the command packet header, the number of bytes field, the start ad

Data: the memory contents to write.

" of Bytes: N, the number of bytes to write, in‘the range 1 to 237 inclusive. The numl
data in a Write Memory command message ‘must be no greater than 255 - 18 = 237

the CRC bytes).

ldress: the memory address of-the first memory byte to write, in the range 0 t
turer-defined maximum address.

e Memory command the tag shall respond with a point-to-point response message
de (and no data, uniless an error is encountered) as shown in Table 70.

Table 70-— Write Memory command format (write response)

Command Code
0xEO

vhich
brage
byte
bytes

ber of
(18 is
dress

o0 the

with

The Write

later

TCTITOT coTiritier e oo oS o c C eI eI o T

Nemorv command stores the agiven data inta the user randameaaccess moemarv for
> Ho—toreS—he—grve—bata—ht J—+O+

retrieval with the Read Memory command of the next section.

The possible

error responses shall be as shown in Table 71.

Table 71 — Write Memory command errors

Error Error Name Reason
Code
0x02 |Invalid Command |The length of the Data parameter does not agree with the Number of Bytes param-
Parameter eter, or the wrong number of parameter bytes was given, or the Number of Bytes
parameter is outside its legal range, or the Start Address plus Number of Bytes
extends beyond the maximum address
28 © ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000

-7:2014(E)

Table 71 (continued)
Error Error Name Reason
Code
0x08 |Authorization Command an invalid attempt to access a tag feature protected by a password or
Failure authorization method
0x0A |Operation Failed |Tag data corrupted, or internal failure on write of memory on tag

6.3.7.2 Read Memory

Tore

d memory the command in Table 72 shall be sent to the tag

(mill )

Table 72 — Read Memory command format (read)

Command Code Number of Bytes to Read Start Address

0x60 1 byte 3.bytes

umber of Bytes to Read: the number of bytes to read, in the range 1'to 239 inclusive.
f bytes of data in a Read Memory command message must be no-gréater than 255 - 16
he combined length of the response packet header, the numbetofbytes field and the (

The number
=239 (16is
RC bytes).

— Start Address: the memory address of the first memory)byte to read, in the ramge 0 to the

n

To the Read Memory command, the tag shall respond~with a point-to-point response 1

comn

— N

dlways agrees with Numbercof Bytes to Read.

hanufacturer-defined maximum address.

nand code, parameter, and data as shown in Table’ 73.

Table 73 — Read Memory command format (read response)

essage with

Command Code Number of Bytes Actually Read Data

0x60 1 byte N bytes

umber of Bytes Actually Read: N, the number of bytes of data returned in the res;

bonse, which

— Data: the memory contents read from tag memory.
The Read Memory commniand retrieves from the user random-access memory the requested data
previpusly written with the Write Memory command of the previous section.
The gossible errerresponses shall be as shown in Table 74.
Table 74 — Read Memory command errors
Error Error Name Reason
Code
0x02 |Invalid Command | The wrong number of parameter bytes was given, or the Number of Bytes to Read
Parameter parameter is outside its valid range, or the Start Address plus Number of Bytes to
Read extends beyond the maximum address
0x0A |Operation Failed |Tagdata corrupted, or internal failure on read of memory on tag

6.3.8

Delete Writeable Data

To delete all allocated writeable data on a tag, the command in Table 75 shall be sent to the tag. Data that
is permanent on the tag and that is marked non-writeable is left untouched.

© ISO/IEC 2014 - All rights reserved

29


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Table 75 — Delete Writeable Data

Command code
0x8E

To the Delete Writeable Data command the tag shall respond with a point-to-point response message
with command code (and no data, unless an error is encountered) as shown in Table 76.

Table 76 — Delete Writeable Data (response)

Command code
0x8E

This command restores all user-writeable memory to factory defaults. In particular,,the follgwing
operations are performed:

— The length of the User ID is reset to zero.

— The length of the Routing Code is reset to zero.

— All userdatabase tables are deleted. See 6.3.10 for database table definitions.
— The pas$word shall be reset to OxFFFFFFFF (initial value).

— Passwoid Protect Mode is reset to disabled mode.

— Any exiqting database table tokens shall be invalidated.

— The Table Query Results table (Table 0x0000) shall he’cleared.

The possiblg error responses shall be as shown in Table 77.

Table 77 — Delete Writeable Data command errors

Error Error Name Reason

Code

0x08 thorization Command an invalid attempt to access a tag feature protected by a password
Fhilure ormauthorization method

0x0A dperation Failed Internal failure on deleting data on tag

6.3.9 Real Universal,Data Block

The Read Unjiversal:Data Block command is used to read the Universal Data Block (UDB). As described
in section 6/3.1.4, the UDB can become large enough to require multiple Read Universal Data Block
commands towretrieve the entire UDB. The Offset into UDB field allows an interrogator to retrieve a
specific portion of the complete Universal Data BIock. To read the Universal Data Block the Read UDB
command in Table 78 shall be sent to the tag.

Table 78 — Read UDB

Command Code UDB Type Code Offset into UDB Max Packet Length
0x70 1 byte 2 byte 1 byte

— UDB Type Code: identifies the requested UDB type. See Section 6.3.1.1 for further discussion of the
UDB Type field.

— Offsetinto UDB: used by the interrogator to identify a starting offset into the specified UDB. In order
to retrieve longer Universal Data Blocks, the interrogator will use multiple Read UDB commands
and advance the offset value appropriately after each successfully received tag response
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— Max Packet Length: an integer in the range 21 to 255 inclusive that specifies the maximum value
that a tag can use as the Packet Length field in its response. The value 21 includes the 15 bytes of
response packet wrapper, one byte of UDB Type Code, two bytes of Total UDB Length value, 2 bytes
for the Requested Offset value and at least one byte of UDB data.

To the Read Universal Data Block command, the tag shall respond with a point-to-point response message
with command code, parameters, and data as shown in Table 79.

Table 79 — Read UDB Response

Command Code UDB Type Code Total UDB Length Requested Offset Universal Data Block
0x70 1 byte 2 bytes 2 bytes N.bytes

— UDB Type Code: identifies the requested UDB type.
— Total UDB Length: the total length, in bytes, of UDB data on the tag for the-selected UPDB Type.
— Requested Offset: the value provided in the Interrogator’s command niessage.

— Universal Data Block: a portion of the Universal Data Block. The contents and f¢rmat of the
Universal Data Block are described in section 6.3.1.

To repd the entire UDB, an Interrogator will begin with Offset intoUDB set to 0 and Max Packet Length
set td the largest acceptable packet size. Tags may select a smaller packet size than the length specified
by M3ximum Packet Length but may not exceed that value,After successfully receiving the iitial portion
of th¢ UDB, the Interrogator may continue by advancingthe Offset into UDB value to the|next unread
data byte position and sending a second Read UDB command. The interrogator may continye to read the
entirg UDB but that it does not have to read the entite UDB.

An Infterrogator is not required to retrieve the éntire UDB. In addition, the Interrogator is not restricted
to send Read UDB commands with any ordered sequence of Offset into UDB values to the tag.

The gossible error responses shall be asshown in Table 80.

Table’80 — Read UDB command errors

Errpr Error Name Reason
Code
0x(J2 |Invalid Command |The Offsetinto UDB parameter is greater than the total length of th¢ specified
Parameter UDB, or Max Packet Length is less than 21, or the wrong number of parameters
bytes was given.

6.3.10 Database table commands

The IDatabase Table commands prov1de basic database functlonallty, allowmg appllcatlon software to

: u = he Database
Table commands prov1de no mechanlsm for performlng table ]oms The schema and maximum number
of records of a Database Table is fixed at table creation time.

A table schema consists of a list of field (column) widths, in bytes. Fields are numbered (indexed)
sequentially, left to right, starting at O for the first field. Every field in a table is untyped; that is, all field
value comparisons are performed on a byte-for-byte basis, with equality being established between two
fields if all bytes in each field match. One field is considered “less than” a second field if for some byte
position p in the two fields, all bytes in the byte range 0 to p-1 are equal in the two fields, and byte p of the
first field is less than byte p of the second field. In other words, a straight multi-byte value comparison
is performed with the first byte being the most significant and the last byte being the least significant.

Table records (rows) are indexed starting at O for the first record. The record number (the record index)
does not maintain a fixed relationship with a record. When a record is deleted, any remaining records in

© ISO/IEC 2014 - All rights reserved 31


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

the database table are re-numbered and may be different than the record order prior to the Table Delete

Record command.

Associated with a database table is a Table ID, an immutable 2-byte value that is assigned at
creation time which uniquely identifies a table among all other tables in the tag.

The database tables can be divided into the following types by Table ID, as shown in Table 81.

Table 81 — Table ID space definitions

Table ID range Table Type

table

0X0000 Table QUery Results (SO defined)
0x0001 - 0x7FFF |ISO reserved (for future definition)
0x8000 - 0xBFFF |Solution

0xC000 - OXFFFF |Manufacturer / Vendor

Table IDs in §he “ISO Defined” range are reserved for future inclusion in this part of ISO/IEC 18000.
ID 0x0000 id reserved for the Query Results table (see section 6.3.10.10).

Table IDs in the “Solution” range are reserved for special features, functions'@nd enhancements. I
region, the database tables are read and written with standard databasé.commands, but the table

Table

h this
5 may

have specialffunctions and can have side effects. Table IDs within the Selution range must have publiished

interfaces, and Table ID numbers shall be defined and assigned by the'entity that owns the routing

code.

Table IDs in the “Manufacturer/Vendor” range are reserved fof.vendor proprietary extensions, features

and enhancgments. In this region, the database tables are read and written with standard dat
commands, but the tables my have special functionality.and can have side effects. Table IDs with
Manufacturgr/Vendor range are available for use solelyatthe vendor’s discretion, with no requirer
to make pullic the purpose or use of the interfaceswithin this Table ID space. Data collected fi

hbase
n the
nents
om a

“Collect withh UDB” command contains data from:both the Manufacturers Data Block (MDB) anld the

Universal D4ta Block (UDB). The MDB data shall’be stored in database tables within the range
Manufacturgr/Vendor Table ID space as described in clause 6.3.10.

size restrictfiofis). The tag then performs the read or write, also subject to context-dependen
restrictions,land-generatesanew-tokenvalue-Thenew-tokenispassed-back to-theinterrogato

in next Table Read Fragment or Table Write Fragment command.

bf the

h way
ed in
e Add
Table
Upon
ator.
from
hdent
[ size

I use

The value of the token is completely at the discretion of the tag implementer, except for the following

requirements.

1.

32

While theinterrogatorisissuingaseries of Table Read Fragment or Table Write Fragment commands,
by inspecting the token value the tag shall be able to differentiate the next command in the series
from the most recently received command in that series. For example, if an interrogator sends the
tag a command to read or write a fragment of data, receives no response from the tag, and then
sends the same command again with the intention of reading or writing the same fragment, the tag
shall identify it as a retry attempt (by means of the token). See Special Database Retry Situations
section below.
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2. Inresponse to the last command of the series, as determined by the limits imposed by the Table Add
Records, Table Update Records, Table Update Fields, or Table Get Data command that preceded the
series, the tag shall return a single-byte token whose value is specifically 0x00. That special value
informs the interrogator that the tag considers the series to be complete.

3. A tag shall support the existence of multiple, independent “read tokens”, and may support the

existence of multiple, independent write tokens. A tag shall support a minimum of two
read tokens.

independent

A “read token” is a token generated by an invocation of the Table Get Data command and used
subsequently in invocations of the Table Read Fragment command A ‘write token isa token generated

bya

Update Record F1elds Supporting multiple, independent read tokens means thatan i
Tablg Get Data or Table Read Fragment using one token does not affect the operatign af thos
using another token, even if the two tokens are associated with the same table, Support
indegendent write tokens means that an invocation of a Table Write command(Table Add R
Update Records, and Table Update Fields) with one token shall not affect the;operation of an
Writ¢ command with another token, provided that the two tokens are asSociated with diff
Howsgver, invoking a table write command on a table will invalidate all tead and write toker]
with that table.

The h
byte,
0x00
belov

igh-order 4 bits of the first byte of the token indicates the length of the token, not inclu
so zero indicates a token length of 1 byte (see Table Wkite Fragment). The Token val
is reserved, and indicates an end-of-iteration condition. The structure of a Token fi
 in Table 82:

Table 82 —Token structure

: of the Table
Records, and
nvocation of
e commands
ing multiple,
bcords, Table
y other Table
erent tables.
1S associated

Hing the first
e of exactly
eld is shown

N: Token Length Token Data

N value in bits 7-4 [Value of N = 0 - 15] 4 low order bits of Token Length byte, the]

n N bytes

Table
comn
the t4
Field
will 1

commands are categorized as, being either a read command or a write commar
hands include Table Get Data, Table Get Properties, Table Query, and Table Read Frag
ble write commands includeTable Create, Table Add Records, Table Update Records,
5, Table Delete Record, and Table Write Fragment. For all table write commands, th
ave to rewrite the data,on the tag for any error occurs during the table write commar

Specjal Database Retry Situations

For t
Table
respd
Aret
using

he commands, Table Create, Table Add Records, Table Delete Records, Table Read Fr
Write Fragment special error handling is necessary if the interrogator does not
nse from-a successful completion of the command and, therefore, must do a retry of t}
'y of the command shall be shall an identical copy of the initial invoked command pack
thé same Session ID, Command Code, Sub Command Code, Sequence ID or Request

d. The read
rment, while

Table Update

e application
1d operation.

agment, and

receive the
le command.
et, explicitly
Token, Table

ID (if

R I n S Lo L A RY 41 o 1 ] b 1 11 1 4 : Lyl |
ustuj, dilu DUdild (11 USTUJ 45 LT UT'IgIIdI. TTIT tdg SIIdIT UTLTTIHIITIC 1T 4 CUIITIIdITU TTU U

est is a retry

of the previously successful database command by comparing it to the previously received command

packet. If the tag identifies a request to be a retry of the previous executed and success

ful database

command then the tag SHALL resend the same response from the previous successful command. Refer
to command descriptions for Table Add Records, Table Delete Records, Table Read Fragment, and Table
Write Fragment for additional details. Note that other database commands also may incur retry requests

and retries should be supported.

6.3.10.1 Table Create

When invoking Table Create the command in Table 83 shall be sent to the tag.
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Table 83 — Table Create

Command Sub Command | TableID | Maximum Number | Number of Fields Length of Each Field
Code Code of Records
0x26 0x01 2 bytes 2 bytes 1 byte N bytes
Where:

Table ID

To the Tablg
command cg

This comma
consisting of
has no recor

The possible

NOTE If

successfully the tag SHALL NOT execute the request and instead, SHALL resend the same response fro

previous sucd

, the second element specifies the length of the second field (index'1), and so fortH.

a field shall lie within the range 1 to 255 inclusive.

b Create command the tag shall respond with a point-te*point response message
de (and no data, unless an error is encountered) as shown in Table 84.

Table 84 — Table Create response

Command Code
0x26

nd creates a database table with a defined maximum number of records, the record f
a specified number of fields each haying a specified length. Initially after creation, the|
ds.

error responses shall be assshown in Table 85.
he tag identifies a request{ofithis command to be aretry of the previous command that was exd

essful command.

Table 85 — Table Create command errors

Table ID indicates the identifier to be assigned to the table. Valid ID range is 0x0001 to OxFFFF.
0x0000 is reserved for the Query Results Table.

hrray
field
The

with

rmat

table

cuted
m the

Error | Err

Code

r Name Reason

0x02 |Inval

d€oem- |A parameter is missing, or the Number of Fields parameter is outside its valid rang

e, or

mand

Param- |the length of the Length of Field array does not match Number of Fields, or one or 1

nore

eter

given.

of the Length of Field elements is zero, or the wrong number of parameter bytes was

0x06 Can’t

Object

codes define the kind of error:
Create
0x02 Object already exists
0x03 Out of Memory

0x04 Reserved

The Table ID is already assigned to an existing table and this is not a retry command, or
the tag does not have sufficient memory, or the Table ID is 0x0000. The following sub-
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Error | Error Name Reason

Code

0x08 |Authorization |Command was attempted with password protection engaged and tag in the locked state
Failure

0x0A |Operation Database is corrupted, or unable to create table regardless of valid command param-
Failed eters or available memory

6.3.10.2 Table Add Records

Wherp invoking Table Add Records the command in Table 86 shall be sent to the tag.

Table 86 — Table Add Records

(Jommand Code Sub Command Code Table ID Sequence [P Numbd

r of Records

0x26 0x02 2 bytes 1 byte y

bytes

Where:

To th

Table ID indicates the identifier assigned to the table.

Sequence ID is used to identify unique transactions. Eoreach invocation of this cd
ihterrogator shall supply a different value for Sequence ID. If the interrogator receives 1
n invocation of the command (due to a communigation error, for example) the inter
retry the Table Add Record command using the samé Sequence ID as the unsuccessful
tpg shall verify the Sequence ID is different from the value provided with the last suc
dd Record command, only then is the table fecord added.

mmand, the
oreply from
fogator shall
httempt. The
cessful Table

umber of Records indicates the total rfumber of records to add to the table. Valid range is 1 to the

aximum Number of Records set at the time of table creation (Ref. 6.3.10.1) minus th
records previously added to the table:

Table 87 — Table Add Records

Token
N bytes

Command Code
0x26

Token indicates a value used to iteratively write data to the added records. The To
exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure of
i shown above in Table 82.

e number of

e Table Add Records command-the tag shall respond with a point-to-point response message with
command code and data as shown'in Table 87.

ken value of
n Token field

This command instructs the tag to prepare to add the specified number of records to the Table. The
record contents are written to the table with a sequence of Table Write Fragment commands. This
command invalidates any existing tokens for this Table ID. This command also invalidates any Table
Query results present in Table 0x0000.

NOTE

If the tag identifies a request of this command to be aretry of the previous command that

was executed

successfully the tag SHALL NOT execute the request and instead, SHALL resend the same response from the
previous successful command.

The possible error responses shall be as shown in Table 88.
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Table 88 — Table Add Records command errors

Error Error Name Reason
Code
0x02 |Invalid Command Number of Records is zero, or the wrong number of parameter bytes was
Parameter given, or the Sequence ID is the same value used with the previous same com-
mand.
0x04 [Not Found There is no database table associated with the specified Table ID
0x08 |Authorization Fail- |Command an invalid attempt to access a tag feature protected by a password
ure or authorization method
0x09 | Obfect is Read-Only Tabte, Record, o FIeld IS IOt WTTtable; Such as Table 1D 0X0000, The query
results table, which is read only
0x41 |Bolndary Exceeded |The table is too full to accept an additional Number of Records new recorls
6.3.10.3 Table Update Records
When invoking Table Update Records the command in Table 89 shall be sent to theé-tag.

Table 89 — Table Update Records

Command Cqde | Sub Command Table ID Starting Record Namber Number of Recoyds
Code
0x26 0x03 2 bytes 2 bytes 2 bytes
Where:
— Table II) indicates the identifier assigned to the table:
— Starting Record Number indicates the first record to begin updating. Valid range is 0 up to (Number
of Recor{ds in the Table - 1).
— Number of Records indicates the totalnumber of records that will be updated. Valid range ig 1 up
to (Numper of Records in the Table - Starting Record Number).
To the Table] Update Records command the tag shall respond with a point-to-point response megsage
with commalnd code and data as shown in Table 90.
Table 90 — Table Update Records response
Command Code Token
0x26 N bytes
— Token injdicates a value used to iteratively write data to the updated records. The Token value of
exact]y x00 is reserved _and indicates an end-of-iteration condition The structure of a Taken field

is shown in Table 82.

This command instructs the tag to prepare to update the specified table records. The new record
contents are written to the table with a sequence of Table Write Fragment commands. This command
invalidates any existing tokens for this Table ID. This command also invalidates any Table Query results
present in Table 0x0000.

The possible error responses shall be as shown in Table 91.
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Table 91 — Table Update Records command errors

Error Error Name Reason

Code

0x02 |Invalid Command Number of Records is zero, or the wrong number of parameter bytes was
Parameter given

0x04 |Not Found There is no database table associated with the specified Table ID

0x08 |Authorization Failure |Command an invalid attempt to access a tag feature protected by a pass-

word or authorization method

0x09 Objectis Read-Only

Table, Record, or Field is not writable; such as Table ID 0x0000, the query

results table, whicn is read only

Oxft1  |Boundary Exceeded

Starting Record Number plus Number of Records extends I
total number of records in the table

eyond the

6.3.10.4 Table Update Fields

When invoking Table Update Fields the command in Table 92 shall be sent fo the tag.

Table 92 — Table Update Fields

Comjmand Code |Sub Command Code Table ID Record Number | Starting Field |Number of Fields
Number
0x26 0x04 2 bytes 2 bytes 1 byte 1 byte
Where:

This fommand instructs the tag to prepare to update the specified fields of a table reca
field fontents are written with a sequence of Table Write Fragment commands. This comm
modify fields withinra single record, which is provided as the Record Number. This comman
existing tekéns for this Table ID. This command also invalidates any Table Query results present in
Table 0x0006:

hE Table Update Fields command the tag shall respond with a point-to-point respo

with

any

To t

The

Table ID indicates the identifier assigned to the table.

> wl

lecord Number indicates the record to\update. Valid range is 0 up to (Number of Re
able - 1).

—

Starting Field Number indicates the first field to begin updating. Valid range is fi
(Number of Fields in the Table -'1).

Number of Fields indicates'the total number of fields in the specified record that wil
Valid range is 1 up to ,(Number of Fields in the Table - Starting Field Number).

cords in the

rom 0 up to

be updated.

rd. The new
and can only
d invalidates

[nse message

Table 93 — Table Update Fields

Command Code Token
0x26 N bytes

Token indicates a value used to iteratively write data to the updated records. The Token value of

exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure of
is shown in Table 82.

possible error responses shall be as shown in Table 94.
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Table 94 — Table Update Fields command errors

Error Error Name Reason

Code

0x02 |Invalid Command |Number of Fields is zero, or the wrong number of parameter bytes was given
Parameter

0x04 |Not Found There is no database table associated with the specified Table ID

0x08 |Authorization Command an invalid attempt to access a tag feature protected by a password or
Failure authorization method

Table, Record, or Field is not writable; such as Table ID 0x0000, the query results

0x09 |Objectis Read-Only
Tabte, which 15 read only

Record Number is greater than or equal to the total number of records in‘the
0x41 |Boundary Exceeded |table, or Number of Fields plus Starting Field Number extends beyond the number
of fields in the table

6.3.10.5 Table Delete Record

When invoking Table Delete Record the command in Table 95 shall be sent to the tag.

Table 95 — Table Delete Record

Command Code Sub Command Code Table ID Sequenge ID Record Number
0x2¢ 0x05 2 bytes Lbyte 2 bytes

Where:
— Table II) indicates the identifier assigned to the table:

— Sequenge ID is used to identify unique transactions. For each invocation of this command, the
interrogator shall supply a different value for;Sequence ID. If the interrogator receives no reply|from
an invodation of the command (due to a communication error, for example) the interrogator|shall
retry the Table Delete Record commandjusing the same Sequence ID as the unsuccessful attempt.
The tag|shall verify the Sequence ID(is different from the value provided with the last succ¢ssful
Table Dglete Record command, only-then is the table record deleted.

— Record Number indicates the'index number of the record to delete.

To the Table Delete Record cemmand the tag shall respond with a point-to-point response messagg with
command cdde (and no data;-unless an error is encountered) as shown in Table 96.

Table 96 — Table Delete Record

Command Code

0x26

This command instructsthe tagto delete asingle record from the Table, renumbering the record numbers
of the remaining records in such a way as to keep the record numbers contiguous starting with 0x0000
(zero). Following execution of Table Delete Record, the order of the remaining records in the table is
undefined, and may be different than the record order prior to the Table Delete Record command.

This command invalidates any existing tokens for this Table ID. To read or write data to the database, a
new table write command (Table Add Records, Table Update Records, Table Update Fields) or table read
command (Table Get Data) shall be issued.

This command also invalidates any Table Query results present in Table 0x0000.

The possible error responses shall be as shown in Table 97.
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If the tag identifies a request of this command to be a retry of the previous command that was executed
successfully the tag SHALL NOT execute the request and instead, SHALL resend the same response from
the previous successful command.

Table 97 — Table Delete Record command errors

Error Error Name Reason

Code

0x02 |Invalid Command The wrong number of parameter bytes was given or the Sequence ID is the
Parameter same value used with the previous same command.

0xP4—NotEound Thereisno-databasetable-associated-with-the-specified-TablelD

0xP8 |Authorization Failure |Command an invalid attempt to access a tag feature protected Hy a pass-
word or authorization method

Table, Record, or Field is not writable; such as Table [D\0x0000, the query

0xp9  |Objectis Read-Only results table, which is read only

0xPA |Operation Failed Database is corrupted, or unable to complete record removal

Record Number is greater than or equal to.the'total number of fjecords in the

0x#1 |Boundary Exceeded table

6.3.10.6 Table Get Data

Whei invoking Table Get Data the command in Table 98 shall be sent to the tag.

Table 98 — Table'Get Data

Conymand Code |Sub Command| Table ID Starting Record Number Starting Hield Number
Code
0x26 0x06 2 bytes 2 bytes 1pyte
Whette:

— Table ID indicates the identifier-assigned to the table.

— jtarting Record Number indicates the first record to begin reading.
tarting Field Number indicates the first field to begin reading.

To thle Table Get Ddtay command the tag shall respond with a point-to-point response njessage with
command code and\data as shown in Table 99.

Table 99 — Table Get Data response

Command Code Token
0x26 N bytes

Where:

— Token indicates a value used to iteratively read record data. The Token value of exactly
0x00 is reserved, and indicates an end-of-iteration condition. The structure of a Token field is
shown in Table 82.

The Table Get Data command instructs the tag to prepare to read data from a database table starting
with a specified record and field. A sequence of Table Read Fragment commands performs the actual data
reading. Unlike the table write commands Table Add Records, Table Update Records, and Table Update
Fields, Table Get Data is an open-ended iteration that terminates either at the application software’s
choosing or when the end of the table is reached.
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The Table Get Data tokens, and subsequent tokens returned by Table Read Fragment are invalidated by
any of the following commands: Delete Writeable Data, Table Add Records, Table Update Records, Table
Update Fields, Table Delete Record, and Table Write Fragment, which operate on the same Table ID.

The possible error responses shall be as shown in Table 100.

Table 100 — Table Get Data command errors

Error Error Name Reason
Code
0x02 |Invalid Com- The wrong number of parameter bytes was given

mand Param-
eter

There is no database table associated with the specified Table ID, or Tableé ID is
0x0000 and there is no query result, either because no query was executed or the

0x04 | Not|Found query result has been made invalid by an intervening table write cémmand on the
table that was queried or by starting a new query.
Bouhdar Starting Record Number is greater than or equal to the total number of recordsfin
0x41 y the table, or Starting Field Number is greater than or equal to the number of fields in
Exceeded
the table
6.3.10.7 Table Get Properties
When invoking Table Get Properties the command in Table 101 shalf'be sent to the tag.
Table 101 — Table Get Praoperties
Command Code | Sub Command Table ID
Codé€
0x26 0x07 2 bytes
Where:

— Table II) indicates the identifier assigned to the table.

The Table G
number of u

To the Table

Get Propertiescommand the tag shall respond as shown in Table 102.

Table 102 — Table Get Properties response

et Properties command-retrieves information about the specified table. It retrieve
sed (filled) records.ihithe table and the maximum number of records defined for the t

s the
hble.

Command|Codge

Total Number of Records Maximum Number of Records

Reserved

0x26

2 bytes 2 bytes

1 bytes

Where:

— Total Number of Records indicates total number of records in the table.

— Maximum Number of Records indicates the maximum number of records specified for the table as
specified at table creation by the Table Create command.

— Reserved is a byte reserved for future use and shall have the value 0x00.

The possible error responses shall be as shown in Table 103.
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Error Code Error Name Reason
0x02 Invalid Command Parameter |The wrong number of parameter bytes was given
0x04 Not Found There is no database table associated with the specified Table ID
6.3.10.8 Table Read Fragment

When invoking Table Read Fragment the command in Table 104 shall be sent to the tag.

Table 104— Table Read Fragnrent

Command Code Sub Command Code Request Token Requested Read
Length
0x26 0x08 N bytes 1| byte
Whette:
— Request Token is the token from the prior Table Get Data or Table Read Fragment command. The

o

To th
with

oken value of exactly 0x00 is reserved, and indicates an end-offiteration condition. T
f a Token field is shown in Table 82.

lequested Read Length is the requested length of data to return. Valid range is from

e Table Read Fragment command the tag shall respond with a point-to-point respo
command code and data as shown in Table 105.

Table 105 — Table Read Fragment response

he structure

to 46 bytes.

hse message

(ommand Code Response Token Actual Read Length Data
0x26 N bytes 1 byte M bytes
Whete:
— Response Token is the resulting new token from a successful Table Read Fragment command. The

> wlile ~ S |

|

The
table
prior

oken value of exactly 0x00 is reserved, and indicates an end-of-iteration condition.

lctual Read Length'is the number of bytes of data actually read, and may be less tha
equested Read(Length.

Jata is theactual data read from the tag database table and is the Actual Read Length

'able Read Fragment command reads a block of data bytes from a database table. T
contents to be read are inherently identified by the Request Token received from

n or equal to

bytes long.

he database
the tag via a

invecation of the Table Get Data command or a previous invocation of this Table Re

hd Fragment

command.

The Table Read Fragment command cannot read beyond the last record of a table. If the initial byte to
be read by the Table Read Fragment command is within the table, but the Requested Read Length would
reach beyond the end of the last record in the table, the command shall be considered valid, and shall
return as Actual Read Length not more than the number of bytes remaining to be read in the table.

The possible error responses shall be as shown in Table 106.

NOTE Ifthe tag identifies a request of this command to be aretry of the previous command that was executed
successfully the tag SHALL resend the same response from the previous successful command.
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Table 106 — Table Read Fragment command errors

Error Error Name Reason
Code

0x02 |Invalid Com- |Request Token is malformed (as defined by the tag implementation), or Requested
mand Param- |Read Length is zero, or the wrong number of parameter bytes was given. Request
eter Token is malformed (as defined by the tag implementation), or Requested Read
Length is zero, or the wrong number of parameter bytes was given, or the Request
Token is 0x00

Request Token is properly formed and not 0x00 but is invalid due to an intervening
modification of the table(s) to which the Request Token applies.

0x40 |Stalg Token These modifications include invocations of the following commands, associated yith
the Table ID supplied to the commands: Table Add Records, Table Update Records,
Table Update Fields, and Table Delete Record.

Opefation Read operation failed or database is corrupted
Fail¢d

0x0A

6.3.10.9 Table Write Fragment

When invoking Table Write Fragment the command in Table 107 shall be setitto the tag.

Table 107 — Table Write Fragment

Command Code Sub Command Code Request Token Data Length Data
0x26 0x09 N bytes 1 byte N bytes

Where:

— Request Token is the token from the prior Tablé\Add Records, Table Update Records, Table Update
Fields, of Table Write Fragment command. The:structure of a Token field is shown in Table 82

— Data Lepgth is the length of data to write=Valid range is from 1 to 46 bytes.
— Data is the data bytes to be written'te-the tag database table.

To the Tablel Write Fragment commarid the tag shall respond with a point-to-point response megsage
with commalnd code and data assshown in Table 108.

Table 108 — Table Write Fragment response

Command Code Response Token
0x26 N bytes

Where:

— Response Token is the resulting new token from a successful Table Write Fragment command. The
Token value of exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure
of a Token field is shown in Table 82.

The Table Write Fragment command writes a block of data bytes to a database table. The database
table contents to write are inherently identified by the Request Token received from the tag via a
prior invocation of the Table Add Records, Table Update Records, or Table Update Fields command or a
previous invocation of this Table Write Fragment command.

This command invalidates any existing tokens for this Table ID. This command also invalidates any
Table Query results present in Table ID 0x0000.
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The possible error responses shall be as shown in Table 109.

NOTE

-7:2014(E)

If the tag identifies arequest of this command to be a retry of the previous command that was executed
successfully the tag SHALL resend the same response from the previous successful command.

Table 109 — Table Write Fragment command errors

Error Error Name Reason
Code
0x02 |Invalid Command |Request Token is malformed (as defined by the tag implementation), or Data
Parameter Length is zero, or the length of the Data parameter does not agree with Data
tengtis orthe wrong mamber of paramteter by tes was giverr, or the Rgquest Token
is 0x00
0x08 |Authorization Command was attempted with password protection engagedrand tag in the
Failure locked state
0x0A |Operation Failed |Write operation failed or database is corrupted
Request Token is properly formed and not 0x00 butijsihvalid due to gn interven-
ing modification of the table(s) to which the Request Token applies.
0x40 |Stale Token These modifications include invocations of the fellowing commands, associated
with the Table ID supplied to the commands:Table Add Records, Table Update
Records, Table Update Fields, and Table-Delete Record.
0x41 |Boundary The Data Length for this request would*exceed the length declared in] the original
Exceeded Table Add Records, Table Update,Récords, or Table Update Record Figlds com-
mand
6.3.10.10 Table Query
Wher invoking Table Query the command in Tablé 110 shall be sent to the tag. The Table Query command

canb
singld

P tag.

e sent as either a Broadcast message to all tags simultaneously, or as a Point-to-Point

Table 110 — Table Query

message to a

Command Sub Table ID\\'Sequence Query Element
Cpde Opcode ID Logical Logical Operand
Operator Field Relational | Comparison |[Comparison
Number | Operator | Data Length Data
0x26 0x10 2 bytes 1 byte 1 byte 1 byte 1 byte 1 byte N bytes
Whefte:
— TableID indicates the identifier assigned to the table.

© ISO/IEC 2014 - All rights reserved

Sequence ID identifies a query element among a sequence of query elements. For a sequence of N
query elements, the Sequence ID is N-1 for the first query element, N-2 for the second query element,
and so forth, down to 0 (zero) for the Nth query element. The tag shall support a minimum of 4
query elements per sequence; Sequence IDs from 3 down to 0. The actual number of query elements
supported on a tag can be retrieved through the UDB Element Type 0x15 (Table Query Size). See
Section 6.3.1.1.

Logical Operator defines the role of the current query element within the complete query. The
possible values of the logical operator are the ISO/IEC 8859-1 characters ‘C’ (CLEAR), ‘A’ (AND), or
‘0’ (OR).

Field Number indicates index number of the field to match. The Field Number shall be less than the
number of fields in the table.
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Relational Operator defines the method by which the field contents are compared with Data. The

possible values of the relation operator are the ISO/IEC 8859-1 characters ‘=" (EQUAL), ‘<’ (LESS

THAN),

>’ (GREATER THAN), or ‘' (NOT EQUAL).

Data Length is 1 to 32.

Comparison Data Lengthindicateslength ofthe Comparison Datainbytes. Therange of Comparison

Comparison Data specifies the byte array to which the field contents are compared. Comparison

Data is Comparison Data Length bytes long, and may include the special ISO/IEC 8859-1 prefix *’,

the wild

6.3.10.10.1

This comma
complete qu

{<qu

where each ;

card character.

—Overviewof Query Syntax
hd defines a query element, one table search criterion among a sequence of such(erite
b1y conceptually has the form:

bry element;>} {<query element;>} ... {<query elementy>}

cquery element>, of which there is at least one, has the form:

<logical operator> <logical operand>

where <logid
<fiel

where Logic
Query comn
ICI’ IAI’ Or lOI’

l<l, l>l, 1!1’ al’ld

al operand> has the form:
l number> <relational operator> <comparison data>

h] Operator, Field Number, Relational Operator, and*Comparison Data are fields in the
and format shown in Table 110. Logical Operator is one of the ISO/IEC 8859-1 chard
Field Number is a table field, Relational Operater is one of the ISO/IEC 8859-1 characte
Comparison Data is a 1 to 32 byte string of‘'data bytes. The angle brackets (<, >) and

braces ({, }) in the above syntax serve only as delimiters’for the purposes of this discussion and ha

syntactic me

aning or literal presence in an actual command. A complete query, therefore, is specif

a sequence df Table Query commands.

6.3.10.10.2

Query elemgq
specify how
operator cay

Query Elements

nts within a complete guery are related to one another by their logical operators, ¥
those query elements dre aggregated into a compound Boolean expression. A 1
be a logical AND,«a‘logical OR, or the special case CLEAR. Logicals AND and OR ar

ria. A

Table
cters
rs ‘=,
curly
ve no
ed as

vhich
gical
b Jeft-

associative binary operators(of - equal precedence which have their conventional Boolean meanings,
while CLEAR merely indicates that the query element is the first element of the complete query. If CLEAR
is the logica] operator feriany query element, any prior set of query elements are discarded anld the
current query elementds to be regarded as the first query element of a new query. Upon receigt of a
valid Query ¢ontaininhg a CLEAR, any pre-existing results from any previous query shall be removed; all
existing recqrds(inTable 0x00 shall be deleted.

The relational-eperands—eensistof-the—database—tablefieldidentifiedby—the Field Numberand the
Comparison Data.

6.3.10.10.3 Interpretation of Queries

A complete query is to be interpreted as an expression whose constituents are the logical operator
and logical operand of each query element, read left to right. For example, suppose a complete query is
composed of four query elements and the logical operands of the first, second, third, and fourth query
elements are A, B, C, and D, respectively. The complete query

(CLEAR A) (AND B) (OR C) (AND D)
is to be interpreted as the Boolean expression

CLEAR (((A AND B) OR C) AND D)
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where for each record of the table being searched each logical operand evaluates to “true” or “false”
values as described below, the Boolean operators combine those values into a single “true” or “false”
value in the conventional manner for Boolean operators, and the CLEAR operator has no impact on the
Boolean value of the entire expression. If the entire expression evaluates to “true” the table record is
included in the query results table, also described below.

6.3.10.10.4 Logical Operands

Alogical operand specifies how each record of the table to be searched is to be checked for inclusion in
the set of matching records. The field number of the logical operand specifies which field of each record is
to be inspected. The comparison data specifies the value to which the field contents are to be compared.
And the relational operator specifies the manner in which the field contents and comparion data, the
two rnelational operands of the relational operator, are to be compared. Additionally, the\first byte of the
complarison data affects the nature of the comparison. If that byte is the ISO/IEC 8859-1chafacter **, the
complarison is a wildcard comparison; otherwise, the comparison is a full-match comparison.

6.3.10.10.5 Full-Match Comparisons

If the relational operator is ‘=" for a full-match comparison, the relational operands are compared on a
byte-for-byte basis for an exact match. If the bytes at some positiondn,both relational operands do not
match, the logical operand evaluates to “false”. If one relational,eperand is longer than the other, the
logical operand evaluates to “false”. Otherwise, the logical operand’evaluates to “true”. For pxample, the
following comparison evaluates to “true”.

HabC" l=7 MabC"
The fpllowing comparisons evaluate to “false”.

uabcn l<l uabcn

uabdbu l<l uabcen
Mabcn l>l Mabcn
Mabcn 1!' uabcn

“

If thqg Relation Operator is(“!’“or a full-match comparison, the comparison is handled|in the same
manrjer as the ‘=" relation operator but generates the opposite result. Any comparison in which the
‘=" operator would resultin the “true” condition, the ‘!’ operator results in “false”, and any] comparison
in which the ‘=" operator would result in the “false” condition, the ‘I’ operator results i “true”. The
following comparisons evaluate to “true”.

“abc” A abcd”
“abct " “ABC”
“ahc” 1’ “ahd”

“abc” ‘I’ “ab”

The following comparison results in “false”.
(labC” l!! llabCH

If the Relational Operator is ‘<’ or >’ for a full-match comparison, the relational operands are compared
on a byte-for-byte basis as for the ‘=" operator until the first non-matching byte is found. If no non-
matching byte is found, the logical operand evaluates to “false”. The non-matching bytes are compared
according to the relational operator. If the operator is ‘<’ and the byte from the field contents is less than
the byte from the comparison data, the logical operand evaluates to “true”. If the operator is >’ and
the byte from the field contents is greater than the byte from the comparison data, the logical operand
evaluates to “true”. For the inequality operators ‘<’ and ">/, if the length of one relational operand is less
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than that of the other relational operand, then the shorter operand is considered for the purposes of
comparison to contain an additional final byte whose value is less than the minimum possible value for
a byte.

Note that because the comparison data is limited to 32 bytes, for fields greater than 32 bytes in length,
full-match comparisons with the ‘=" operator always evaluate to “false”, while full-match comparisons
with the ‘" operator always evaluate to “true”.

For example, the following comparisons evaluate to “true”.

uabbn l<l uabcn

«

aad |<r uabcn

nabu 1 uabc
uabcl « uadn
uabci « uabbn
uabci t>l uaadn
nabcr D uabn
nadn ’ uabc
uabci l!l nabdn
uabcl l!l l(abu

”

The following comparisons evaluate to “false”.

“abc” ‘<’ “abq”
“abdb” ‘<’ “alpce”
“abc” ‘>’ “abq”
“abc” ‘! “abc

6.3.10.10.6 ( Wildcard Comparisons

For wildcard comparisons with the relational operator ‘=, the field contents starting with the first byte
and the comparison datastarting with the byte after “*’ are compared on a sliding basis for a atch
as in a full-match condparison until the end of the field contents is reached. That is, starting fron the
beginning of/ the field-contents and sliding to the right a byte at a time until the end of the field contents,
Comparison|Data Length bytes of field data are compared against the Comparison Data Length pytes
of ComparisprData bytes lookmg for a complete match If a complete match is found the compar1son
is discontinted—-3 plete-mateh—was—fotnd—and ¢ Operater drison
evaluates to a “true”, otherWISe 1t evaluates to a “false The results for the ‘r operator are “false if the
complete match was found, otherwise it evaluates to a “true”. Wildcard comparisons with the relational
operators ‘<’ and ‘>’ are illegal, as are wildcard comparisons for which the comparison data is the single
character ¥’

In the following examples, the first item is the field number, and the last item is the Comparison Data.
The following comparisons evaluate to “true.”

“abcde” ‘=" “*bcd”

“abcbcde” ‘=" “*bed”

nabcecdn t!l u*bcd!l
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The following comparisons evaluate to “false.”

6.3.1

uabcdeu l!l u*bcdn

uabcen l=l l(*bcdn

0.10.7 Query Failures

The possible error responses shall be as shown in Table 111.

Table 111 — Table Query command errors

-7:2014(E)

Err
Cod

Error Name Reason

[¢’]

0x0

Invalid Com-
mand Parameter

Sequence ID is greater than the maximum number of query eperators |
supports; or Sequence ID is not the same as, or one less thansthat of th
Table Query command AND Logical Operator is not CLEAR;

or Table ID is not the same as that of the previous Table-Query commar
cal Operator is not CLEAR;

or Comparison Data Length, Logical Operator ¢y Relational Operator a
their valid range of values; or Data Length is zero; or the length of Data
agree with Data Length, or the wrong number of parameter bytes was

hat the tag
P previous

d AND Logi-

re outside
does not
given

0x0

=

Not Found There is no database table associated 4with the specified Table ID

0x4

Boundary
Exceeded

Field Number greater than or equdl to the number of fields in the table

6.3.1

Upon|
have
ident
table

The (
Quer
Resu
numb
bere
recor

6.3.1

The ]
valud

0.10.8 Execution of Complete Query

receipt of the final Table Query commdnd (which has a Sequence ID of zero), the tag
the complete Query criteria. The tag shall execute the complete query on each recorc
fied by Table ID, beginning with Reeord Number 0 and incrementing through all the r

Duery Results Table (Table ID-0x0000) contains the complete results of the query op
) Results Table has recerds with a single two-byte field. Each 2-byte field/record
ts table contains the record number of a matching record in the queried table. The maf]
ers, if any, in the Query Results table, shall increase monotonically. Records in Table
urned in response to Table Get Data and Table Read Fragment. The record number of ed
d shall be returnéd as individual records in MSB first order.

0.10.9 ~Point-to-Point and Broadcast Queries

ablé Query command exists as both a point-to-point command and a broadcast co

r should now
| in the table
bcords in the

eration. The
n the Query
ching record
Dx0000 shall
ich matching

mmand. The
command is

oféthe Packet Options field, as described in section 6.2.6.1, determines whether the

broa

cast or point-to-point. The tag does not respond with any message to any broadcast

command, even in case of error.

Table Query

For non-final point-to-point Table Query commands, which have a non-zero Sequence ID, the tag shall
verify itreceived a valid non-final Table Query command. If the command is a valid initial or intermediate
Table Query command, the tag shall respond with a point-to-point response message with command code
(and no data, unless an error is encountered) as shown in Table 112. This response merely indicates that
the tag successfully received a valid query element, so no database query operation results are available
or expected.

© ISO/IEC 2014 - All rights reserved
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Table 112 — Intermediate Table Query Response

Command Code
0x26

Upon completion of the point-to-point query command sequence, the tag shall respond with a point-to-
point response message with command code and data as shown in Table 113. If the query resulted in
no records matched, the number of records matching the criteria shall be zero and the index of the first
matched record shall be zero in response to the final point-to-point Table Query command.

Table 113 — Final Point-to-Point Intermediate Table Query response

Numbei
meet th

Index of first
matched record

Number of
Records matched

Command Code

0x26 2 bytes 2 bytes

" of Records Matched contains the number of records found in the-Gueried table, ¥
e complete query criteria. This field shall be formatted as an unsigried’16-bit integer

matchi

Index
queried
contain

An Interrog:
Get Data an

(Table 0x0000).

I

records were found, this field shall contain 0.
table, which meets the complete query criteria. If no recoxds were found, this field
D.

tor may follow up a sequence of point-to-point Tabl€ Query commands by using the
1 Table Read Fragment commands to retrieve<the’results from the Query Results

6.3.10.10.1
The broadc

the complet¢ sequence of Table Query commahds has been transmitted. To retrieve the query re
an Interroggtor may send the Collection with UDB command with the UDB Type field set to 0x0}

Table 36). T

The Table Qu
and the inde
matching re
may then fol
0x0000) wit

6.3.10.10.11

The results
0x0000). An

Broadcast Collection with UDB (Query Results UDB)

t Collection with UDB command may-be used to retrieve the query results from tags|

gs will return their Tag serial.number with the Table Query Results element (see Tabl|
ery Results element includes the index of the queried table, the number of matching re
x of the first matching record. If the query resulted in no records matched, the numl
fords shall be zero ahd the index of the first matched record shall be zero. The Interro
ow up successfulquery matches by retrieving the records in the Query Results Table (|
h Table Get Data and Table Read Fragment commands.

| Deleting Table Query Results

of thie, Table Query command are written to the query results table (reserved Tah
. database command that modifies any of the database tables on the tag (Table Add Rec

vhich
If no

First Matched Record contains the record number of the\first matching record ¢f the

shall

Table
Table

after
sults,
 (see
e 36).
cords
ber of
gator
Table

le ID
ords,

n the

Table Updat

n de Tollalladatra Riald TolhlaDNDalata AN cla o1l £ daolads £11 |
NCLUOTUS, TdUTCT U PUdTTTTICTUS, TdUTCT DTICTTT NCTUT U SITAIT TOT LT UTTCTTIUIT U AITT TLOTUS

query results table. Any subsequent Table Get Properties commands for the query results table shall

return 0 ast

he the number of records currently in the table.

6.3.11 Beep ON/OFF

When invoking Beep ON/OFF the command in Table 114 shall be sent to the tag.

48

Table 114 — Beep ON/OFF

Command Code
0xE1

Beeper On/Off
1 byte
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Where:

— Beeper On/Off parameter when 0x01 will turn tag’s beeper ON or when set to 0x00 will turn tag’s
beeper OFF.

To the Beep ON/OFF command the tag shall respond with a point-to-point response message with
command code (and no data, unless an error is encountered) as shown in Table 115.

Table 115 — Beep ON/OFF response

Command Code

UXE 1L

The Beep ON/OFF command turns the tag’s beeper on or off. When the tag’s beeper.is turned on, the
beepér stays on until explicitly turned off or until the tag returns to the Sleep state:

The possible error responses shall be as shown in Table 116.

Table 116 — Beep ON/OFF command errors

Errop Error Name Reason

Cods

0x02 |Invalid Command Param- |Beeper On/Off parameter is missiiig or the wrong length or outgide its valid
eter range of values

6.3.12 Sensor implementation

The tetrieval and transmission of data and contrel information related to tag-based semsors can be
impldmented within this part of ISO/IEC 18000. Sensor status and data can be added t¢ a returned
Univgrsal Data Block using an Application extension block. Sensor data logs and control infgrmation can
be repd and written using the existing database table commands.

6.3.12.1 UDB application extensions for sensors

Manyfacturers can record sensor'status in the UDB using the UDB Application Extension Block format
(see Table 41 and the related‘descriptive text in clause 6.3.1.). Manufacturers can record densor status
in the UDB using the UDBApplication Extension Block format (see Table 41 and the related descriptive
textip clause 6.3.1)).

Depending on the‘application and the complexity of the sensor implementation, the UDB application
exterjsion block’provides flexibility on how to report sensor status. Specifically, one of many TLD
eleménts can'be defined in the UDB according to the TLD element format described in Table 29.

6.3.12.2/ Sensor data storage

Sensor data and control information can be stored in database tables as described in section 6.3.10.
Sensor related data can be stored in either the Solution Table ID space or the Manufacturer / vendor
Table ID space depending on the application as defined in section 6.3.10.

6.3.12.3 Commands to retrieve sensor status information and sensor data

The following standard commands can be triggered by the interrogator to retrieve sensor status
information in the UDB:

— Collection with UDB (command code 0x1F)

— Read UDB (command code 0x70)
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Sensor activity logs can be retrieved using the following commands

— Table Get Data (command code 0x26+0x06 followed by a Table Read Fragment (command code
0x26+0x08)

Or

— Table Query (command code 0x26+0x10)

Standard response message formats are sent back to the interrogator with the requested information.

6.3.12.4 Sel

nsor data characteristics and formats

The sensor d

NOTE Se

hsor data formats will also be described in a future International Standard (ISO/IEG 24753).

6.3.12.5 Physical interface between the sensor and RF tag

When the ta
RF tag shoul

p and sensors are discrete/separate units, the physical interface between the sensor ar
d be as described in ISO/IEC/IEEE 21451-7

6.4 Tag collection and collision arbitration

This standay
or more tags
Communicat

d specifies the method by which the interrogator shallidentify and communicate wit
present in the operating field of the interrogator ever a common radio frequency chg
ions specified include methods to: identify a tag)réad data from a tag, write data to

and commaid the tag to perform a specific function. Tags.do not transmit unless commanded

so by the in
population a

In the follo
field of the i

General exp

The tag collg
iterative pro
collisions, w
referred to 4

ferrogator, and an interrogator can commuuicate with tags individually, or with th
s a whole.

\A:IIing discussion, the terms all tags and-tag population refer only to tags within the ope

terrogator.
lanation

ction process is used tg-identify tags in the operating field of the interrogator. This
cess thatincludes methods for coordinating responses from the tag population and han
hich occur when multiple tags transmit at the same time. The entire tag collection prog
s a Complete Collection Sequence.

Tag Collection

Figure 5 sho
of collection

period (LP),

ws a cothplete collection sequence consisting of a wakeup period (WP) followed by a s
periods (CP). Each collection period consists of a synchronization period (SP), a
and an acknowledge period (AP).

ata reported by the RF tag should follow the formats described in ISO/IEC/IEEE 21451.

—

d the

h one
nnel.
a tag
to do
e tag

ating

is an

dling
ess is

eries
isten
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Wakeup Period (WP) - the time period in which the interrogator transmits one or more Wake Up
Signals to bring all tags to the ready state. This Wake Up Signal is defined in section 6.1. The Wakeup
Period is transmitted only once during a collection sequence.

Collection Period (CP) - the time periods in which the tags are actually identified and acknowledged.
A sequence of Collection Periods is used, repeating until all responding tags have been identified.
Each Collection Period consists of a Synchronization Period, a Listen Period, and an Acknowledge
Period.

Synchronization Period (SP) - the time period in which the interrogator sends a broadcast collection
command to the tag population in the operating field of the interrogator. Each tag shall synchronize
its timing with the end of the packet reception Interrogator broadcast command.
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Listen Period (LP) - the time period in which the interrogator waits for responses from tags. The
listen period is divided into Time Slots (TS) which are time windows for tags to respond. Each tag
selects a random Time Slot for its response, and delays its response to fit into the chosen Time Slot.

Acknowledge Period (AP) - the time period in which the interrogator acknowledges responding tags
and may optionally retrieve additional data from a tag. For each tag identified by the interrogator
during the previous Listen Period, the interrogator optionally collects additional data from the tag,
and then commands the tag to sleep using the Sleep command.

Collection Period
As shown in Figure 6, the collection period consists of a synchronization period, listen period, and
ackn(l;wledge period. The listen period is further divided into multiple Time Slots as shown] in Figure 5.

The ipterrogator’s collection command provides the duration of the Listen Period as-the Window Size

parameter. Listen Period is computed:

Listen Period Duration = (Windows Size * 57.3 milliseconds), rounded up.tothe nearest millisecond

The Listen Period is divided into Time Slots, which are individual time windows for t
messpges. The Time Slot duration is the time necessary to transmit the maximum length
messhge plus a slot guard time to cover timing inconsistencies between tags and the inter]
maximum tag message size is provided as the Max Packet Length'parameter, which is i
Colleqtion with Universal Data Block command. The Time Slot dutation is computed:

Timed
millisecond

324 Us/byte is the transmit time for each byte (8 data bits plus one stop bit at 36 us per bit).

3332
slot guard time.

The Number of Time Slots is computed by“the number of Time Slots, which can fit into the I
It is domputed:

Number of Time Slots = (Listen‘Period Duration / Time Slot Duration), rounded dow
integpr

Wake Up Period

The fpllowing is a stépsby-step description of the Complete Collection Sequence. See the tin
in Figure 5.

Wakg

Slot Duration = (324 ps/byte * Max Packet Length) + 3332 ps, rounded up to

us is the duration of the tag preamble (1296:us) plus packet end period of 36 pus, plus a 2

Up Period:

Ihterrogator: transmits the Wake Up Signal to all tags in the operating field of the inte

ag response
fag response
rogator. The
ncluded in a

the nearest

millisecond

isten Period.

n to nearest

ing diagram

"rogator.

’Iag: wake up Into the ready state and Iisten 1or commands ITom the Interrogator.

Collection Period:

© ISO/IEC 2014 - All rights reserved

Interrogator: transmit a Collection with Universal Data Block command to the tags. This command
includes the Window Size and Max Packet Length parameters.

Tag: If in the ready state, receives and decodes the Collection with Universal Data Block command,
computes Listen Time Duration, Time Slot Duration and Number of Time Slots. Randomly selects a
Time Slot for its response to interrogator and delays until the start of the selected time slot.

Interrogator: computes Listen Time Duration, Time Slot Duration and Number of Time Slots. Begins
listening for tag responses.
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— Tag: at beginning of selected time slot, transmits the response message to the interrogator. The tag
shall issue only one response during a Collection Period.

— Interrogator: receives valid tag response with a correct CRC, or a collision (if more than one tag
chose the same response time slot), or the interrogator receives no tag response because no tag

respond

ed during that time slot (empty time slot).

— Interrogator: continues listening for the remainder of time slots, until the end of the Listen Period.

— Interrogator: for each tag from which the interrogator received a valid response message, the
interrogator may send point-to-point Read Universal Data Block commands to retrieve any remaining

UDB fro

m the tag, and then the interrogator shall send a point-to-point Sleep command to the

tag.

— Tag: will
from the

— Tag: on
commar

— Interrog
many co
commuyi
If there
Collectio
shall red

— Interrog
repeatt
collectid

respond to any point-to-point Read Universal Data Block commands, which may be'xéd
interrogator.

receiving a Sleep Command, shall leave the ready state and shall not respond to fu
ds from the interrogator until after the tag receives a Wake Up Signal.

ator: If during the preceding Collection Period, the Interrogator senses that there aj
|lisions or thatthere isasignificantamount of empty airtime, the Interrogator shall ada
ication channel bandwidth by transmitting control parameters.in'the Collection com
hre too many collisions, the Interrogator shall use a larger Window Size parameter i
n with Universal Data Block command. If there are few or ng’collisions, then the Interro
uce the Window Size parameter.

ator: if no tags were identified and no collisions)ywere detected, the interrogator
e collection period for a minimum of one and up4o a maximum of three consecutive e
n periods.
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Figure 5 — Interrogator-tag communication timing diagram
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Figure 6 — Detailed Interrogator-tag anti-collision scheme timing diagram

min 245 sec. 5 msec Initial Window Size = N x 57.3 msec
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- Collection Sleep (Read UDB Sleep
Interrogator Wake Up Signal o m— ::.ﬂa Tag #1 Tag #N ) Tag #N
N’
Tab #1 Tag #1 » » ‘\ Tag #1
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Tag #2 Q
Tap#2 Response <>
Tag #3 Q
Tap #3
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\\('\ Tag #N Tha#N
ag fd
Tap #N \‘A Response Repponse
Q!
W\ \

Single slot eqaialent in No tag has
duration to¥agwesponse selected this slot
transmission fime

Single Collection Round

Figure 7 — Collection sequence and timing

6.5 |[Multi-packet UDB Collection

The following section provides a simple example of a multi-packet UDB Collection. [I'ypically an
interfogator will initiate the process by transmitting a broadcast Collect with UDB commahd. Tags that
receiyeithe Collect command will reply with a response packet that includes their tag identjification and
the first portion of the requested UDB type. The interrogator can then retrieve the remaining UDB data
by sending a point-to-point Read UDB command to each tag identified in the first phase.

1. Figure 8 shows the interrogator’s Collection with UDB command packet. This is a broadcast packet
and all tags that receive the packet will participate in the collection process.
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Protocol Packet Packet Session | Command | Command CRC
Code Options Length ID Code Arguments
0x40 8 bits 1 byte 2 bytes Ox1F 4 bytes 2 bytes

Figure 8 — Interrogator Collect with UDB broadcast for the initial collection of the tags

Command Arguments
Window | Max Packet| UDB Type
Size lenath Code
Siz Length Cod
2 bytes 1 byte 1 byte

2. Figure 9 illustrates a tag response packet to the broadcast Collection with UDB.command (command
code 0x1F). The reply is in the format of a broadcast response packet.

Maximum Packet Length

K

3. Figure 10

Protocol Tag Packet Session Tag Tange?ial Command | Response R
Code Status Length ID Mfg ID NOmber Code Data
0x40 2 bytes 1 byte 2 bytes 2 bytes 4 bytes 1 byte N+5 bytes | 2 bytés
ST a
Response Data
SUDBType | Total UDB | Requested UDB
Code Length Offset Data
1 byte 2 bytes 2 bytes N byte

Figure 9 — Tag response to interrogator’s Collection with UDB command

shows the interrogator’s Read Universal Data Block command directed to a tag identified

during the previous eollection. The point-to-point command is directed to a specific tag using the tag
identificatioh value'discovered in the previous collection. Note that the Offset into UDB field will contain
a value equall to the'number of bytes of UDB data returned in the Tag’s collection response (N in Higure

9, above).
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Protocol Packet Packet Tag Tag Serial Session | Command | Command CRC
Code Options Length Mfg ID Number ID Code Arguments
0x40 1 byte 1 byte 2 bytes 4 bytes 2 bytes 0x70 4 bytes 2 bytes
Command Arguments
UDB Type Offset | Max Packet
Code into UDB Length
1 byte 2 bytes 1 byte
FiguLe 10 — Interrogator’s point-to-point request to a specific tag for the remajinder of the UDB
data
4.Figure 11 shows the tag reply in response to the interrogator’s Read UDB comitand. The r¢ply contains
the s¢cond part of the UDB message using the point-to-point (directed) packet format.
Maximum Packet Length
< >
Pfotocol Tag Packet Session Tag TagSerial | Command | Response CRC
Code Status Length ID Mfg ID Number Code Data
0x40 2 bytes 1 byte 2 bytes 2 bytés 4 bytes 1 byte N+5 bytes 2 bytes
Response Data
UDBType | Total UDB | Requested UDB
Code Length Offset Data
1 byte 2 bytes 2 bytes N bytes
Figure 11 — Tag response(to'interrogator’s request for additional information with|a point-to-
point Read UDB command
6.6 |Physical and:Media Access Control (MAC) parameters
6.6.1] Interrogator to taglink
The interrogator-to-tag link parameters are summarized in Table 117.
Table 117 — Interrogator to tag link parameters
Ref. Parameter Value
Int:1 Nominal Operating Frequency range 433,92 MHz
Int:1a  |Default Operating Frequency 433,92 MHz
Int:1b  |Operating Channels Not applicable in this mode
Int:1c  |Interrogator Transmit Centre Fre- +30 ppm
quency
Int:1d  |Frequency Hop Rate Not applicable in this mode
Int:1e  |Frequency Hop Sequence Not applicable in this mode
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Table 117 (continued)
Ref. Parameter Value
Int:2 Maximum Interrogator Transmit Modu- {200 kHz (transmit)
lation Bandwidth @-10dBc
Int:2a  |Minimum Tag Receiver Bandwidth @ 300 kHz
-3dB
Int:3 Interrogator Transmit Maximum EIRP |As allowed by local regulations
Int:4 Interrogator Transmit Spurious Emis-
sions
Int:4a  |Interrogator Transmit Spurious Emis- |Not applicable in this mode
dions, In-Band
Int:4b  |Ipterrogator Transmit Spurious Emis- |The interrogator shall transmit in conformance with
dions, Out of Band spurious emissions requirements defined by the coup-
try’s regulatory authority within whichithe system iy
operated.
Int:5 Ihterrogator Transmitter Spectrum Not applicable in this mode
Mask
Int:6 Timing
Int:6a |Transmit to Receive Turn Around Time |1 ms
Int:6b  |Receive to Transmit Turn Around Time |1 ms
Int:6¢c  |Interrogator Transmit Power On Ramp |1 ms
Int:6d  |Interrogator Transmit Power Down 1 ms
Ramp
Int:7 Modulation Frequency Shift Keying (FSK)
Int:7a  |Ypreading Sequence Notapplicable in this mode
Int:7b | ¢hip Rate Not applicable in this mode
Int:7c  |Ghip Rate Accuracy Not applicable in this mode
Int:7d  |Modulation Index Not applicable in this mode
Int:7e  |Puty Cycle Not applicable in this mode
Int:7f  |Ipterrogator Transmit Frequency +50 kHz+10kHz
Deviation
Int:8 Data Coding Manchester, 36 ps bit period. Logic one: 18 ps low fol-
lowed by 18 us high, logic zero: 18 ps high followed Ly 18
us low
Int:9 Nominakhlnterrogator Data Bit Rate 27,778 kbit/s
Int:9a | Bit Rate Accuracy 27,778 kbit/s +2%
Int:10  |Ipterrogator Transmit Modulation Not applicable in this mode
Accuracy
Int:11  |Preamble
Int:11a |Preamble Length 1308 us
Int:11b  |Preamble Waveform Square wave as defined in Int:11c
Int:11c |Bit Sync Sequence 20 cycles of 30 ps high, 30 us low, followed by one cycle
54 ps high, 54 ps low
Int:11d |Frame Sync Sequence 20 cycles of 30 us high, 30 ps low, followed by one cycle
54 ps high, 54 ps low
Int:12  |Scrambling Not applicable in this mode
Int:13  |Bit Transmission Order Byte: least significant bit (LSB) first

Data: most significant byte first
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Table 117 (continued)
Ref. Parameter Value
Int:14  |Wake-up Process Yes
Int:15 |Polarization Not Specified

6.6.2 Tag to interrogator link

The tag to interrogator link parameters are summarized in Table 118.

Fable448—F . b
Reef. Parameter Value

Tag:1 Nominal Operating Frequency range 433,92 MHz

Tag:1a |Default Operating Frequency 433,92 MHz

Tag:1b |Operating Channels Not applicable in this mode

Tag:1c |Tag Transmit Centre Frequency +30 ppm

Tag:1d |Frequency Hop Rate Not applicable in thiséode

Tag:1le |Frequency Hop Sequence Not applicable jn\this mode

Tag:2 Maximum Tag Transmitter Modulation |200 kHz (transmit)
Bandwidth @ -10dBc

Tag:2a |Minimum Interrogator Receiver Band- |300 k{z
width @ -3dB

Tag:3 | Transmit Maximum EIRP Approximately 1mW EIRP as allowed by locall regulations

TJg:4 Transmit Spurious Emissions

Tag:4a |Transmit Spurious Emissions, In-Band |Notapplicable in this mode

Tag:4b |Transmit Spurious Emissions,Qut of The tag shall transmit in conformance with dpurious
Band emissions requirements defined by the counfry’s regula-

tory authority within which the system is opfrated.

Tag:5 Transmit Spectrum Mask Not applicable in this mode

T;Jg:6 Timing

Tag:6a |Transmitto Receive Turn Around Time |1 ms

Tag:6b |Receive t0 Transmit Turn Around Time |1 ms

Tag:6¢c |Transmit Power On Ramp 1 ms

Tag:6d |Tramsmit Power Down Ramp 1 ms

Tdg:7 ~[Modulation Frequency Shift Keying (FSK)

Tag:7d/ |Spreading Sequence Not applicable in this mode

Tag:7b | Chip Rate Not applicable in this mode

Tag:7c | Chip Rate Accuracy Not applicable in this mode

Tag:7d |On-Off Ratio Not applicable in this mode

Tag:7e |Sub-carrier Frequency Not applicable in this mode

Tag:7f |Sub-carrier Frequency Accuracy Not applicable in this mode

Tag:7g |Sub-carrier Modulation Not applicable in this mode

Tag:7h |Duty Cycle Not applicable in this mode

Tag:7i |Tag Transmit Frequency Deviation +50 kHz+10 kHz (FSK deviation)

© ISO/IEC 2014 - All rights reserved
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Table 118 (continued)
Ref. Parameter Value
Tag:8 Data Coding Manchester, 36 ps bit period.
Logic one: 18 pus low followed by 18 ps high,
Logic zero: 18 pus high followed by 18 us low
Tag:9 Nominal Tag Data Bit Rate 27,778 kbit/s
Tag:9a |Bit Rate Accuracy 27,778 kbit/s +5%
Tag:10 |Tag Transmit Modulation Accuracy Not applicable in this mode
Tag:11 |Preamble

Tag:11la |Preamble Length

1296 us

Tag:11b |Preamble Waveform

Square wave as defined in Tag:11c

Tag:11c |Bit Sync Sequence 20 cycles of 30 ps high, 30 ps low, followed by one cyfle
42 ps high, 54 ps low
Tag:11d |Irame Sync Sequence 20 cycles of 30 ps high, 30 us low, fellowed by one cyfle
42 ps high, 54 ps low
Tag:12 |$crambling Not applicable in this modé
Tag:13 |Bit Transmission Order Byte: least significant bit (LSB) first
Data: most significant byte first
Tag:14 Reserved by committee)
Tag:15 |Polarization Not Specifiéd
Tag:16 |Minimum Tag Receiver Bandwidth 200 kHz
6.6.3 Protpcol parameters
The protoco] parameters are summarized in Talste 119.
Table 119 — Protocol parameters
Ref. ParameteriName Description
P:1 Who talks first Reader-Talks-First (RTF)
p:2 Tag addressing capability Yes
P:3 Tag UID Yes
P:3a UID Length 48 bit
P:3b UID Fermat binary
P:4 Readsize 1-255 bytes
P:5 Write Size =255 bytes
P:6 Read Transaction Time Nbytes_Read*324 pus+margin
p:7 Write Transaction Time Nbytes_Read*324 us+margin
P:8 Error detection CCITT 16
P:9 Error correction None
P:11 Command structure and extensibility 8 bits for command
6.6.4 Anti-collision parameters
The anti-collision parameters are summarized in Table 120.
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Ref. Parameter Name Description
A:l Type Probabilistic
A:2 Linearity (for N tags) Probabilistic: 0,065*N seconds for 1 <= N <= 3000
A:3 Tag inventory capacity Probabilistic: 3000
6.7 Security architecture

This section defines a security architecture providing data and communication security including

authe
writdg

Implg
inter
tag, t

6.7.1

Mutul
ident|

Two 1
meth
defin
mutul

ntication and encryption between tag and interrogator. This is distinct from the pas
protection described in Section 6.3.4.

mentation of security features such as authentication and/or encryption“are
rogator and tag. If authentication and/or encryption features are implemented on in

Mutual Authentication

al authentication is the process by which devices in a commiunications link authe

ypes of authentication are defined using either a pre-shared key or public keys. Mult
pds may be defined using the same framework. Mutual authentication with a pre
s a mandatory method with AES and SHA, while-HB2-128 is provided as an optional 1
al authentication method is assigned an Authentication Type Code as shown in Table

Table 121 — Authentication type codes

ties to each other by sending certificates, encryption keys;and challenge informatior.

sword based

optional for

:Lerrogator or
he implementation should conform to the security architecture defined-inthis section.

nticate their

iple optional
-shared key
hethod. Each
121.

Authentication Mutual Authentication Description Mandatgry/Optional
Type Code
0x00 RESERVED
0x01 Pre-shared key-with AES-128 and SHA-1 Mandatory
0x02 Pre-shared(key with HB2-128 Ogtional
0403 - 0xOF RESERVED
0x10 Mutual Authentication using PKI Optional
Ox11-0x7F RESERVED
0k80-0xFE User defined authentication methods Optional
6.7.1{1 , ‘Mutual authentication framework using a pre-shared Key

Thef

AMEWOT R fOoT TUtUal authentication USing a pre-siared Key CONSIStS 0f tWO COMITands

that support

challenges and responses from both the interrogator and the tag plus any additional information
required by a specific method. Optionally, a third command to distribute keys for broadcast messages is
provided. The process for this mutual authentication method with a pre-shared key is shown in Figure
12 and described below.

One or more pre-shared keys are stored on each tag during a commissioning or setup process. Each pre-
shared key consists of a PMK and a corresponding Key ID which serves as a nickname or reference for

the P

MK.
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prove it kng
within this
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In Message 3 the interrogator proves to the tag that it knows the pre-shared key by sending its res
to a challenge received in Message 2. The interrogatotr may also send additional parameters i
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message it
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returnares
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in sequence.
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I the interrogator initiates the mutual authentication and maj~s€nd challenge param
king the tag to prove it knows the pre-shared key.

P, if a challenge was received in Message 1 the tag typically responds to the challen
ws the pre-shared key. It may also include its challenge parameters to the interro

S
%ﬂveven the processing of the command and its parameters may vary by method.

Figure 12 — Mutual authentication using a pre-shared key

ork allows either the interrogator or the tag to initiate the first challenge.and the resj
uent challenge may be issued within the same message. Typically, thémessaging pro

essage. If Message 2 includes the tags challenge(response the interrogator typicall

as a broadcast key to be used only with broadcast messages. When the tag receive
ill typically verify the interrogatorisresponse to authenticate the interrogator.

the tag may simply acknowledge receipt of any parameters from Message 3 or it
onse to prove it knows the pre-shared key if not done previously. Regardless of wheth
or tag initiated the first-challenge, after Message 4 both the tag and the interrogato
that each knows the pre-shared key and, thus, they are mutually authenticated.

ach of the mutualatithentication messages is provided by two commands thatare proc
The Secure Challenge Start command shall be sent by the interrogator as the first com
itual authentication. The subsequent command sent by the interrogator shall be the S
d command. Optionally, the Secure Broadcast Key command may be sent by the interro
ire Challenge End command, or at any time after mutual authentication has completed

codes for mutual authentication commands are the same for all mutual authentig

Table 122 — Command codes for pre-shared key mutual authentication

ponse
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Command code + Sub Com-|Command name Command type Description

mand Code

0x50 Secure Challenge Start Point to Point Initial command to start
mutual authentication
with pre-shared key
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Command code + Sub Com-|Command name Command type Description
mand Code
0x51 Secure Challenge End Point to Point Terminating command
of mutual authentication
with pre-shared key
0x52 Secure Broadcast Key Point to Point Optional command to
distribute the Encrypted
Broadcast Msg Key
Each pfthemutuatauthenticatiomr framrework commmarnds has the foltowing formmat:
Table 123 — Mutual authentication command format
Command Code Authentication Type AuthenticationParam-
eters
1 byte 1 byte Nbytes
e (ommand Code: The 1 byte value defining this command as described in Table 122.
e Authentication Type: The mutual authentication type defined in Table 121.
¢ Authentication Parameters: Various parameters such as key identifier, challenge data, or
ipitialization vectors as required for mutual authenti¢ation and defined by the Authentjcation Type.

6.7.1

This
using

In this method, both the interrogator andtag are mutually authenticated if they can prove {
know the same pre-shared key. Once mutually authenticated they can then exchang
frames. If either the interrogater or the tag does not know the pre-shared key thej
mutujally authenticated and willfiot be able to exchange encrypted traffic. Retries can be |
n mutual authentication:

they
data

obtai

The f

2 Mutual authentication using a pre-shared key with AES and SHA

cection describes an optional method of mutual authentication between an interrog
a pre-shared key with AES and SHA. The pre-shared key is used to derive session key

rocess for this mutual authentication method is shown in Figure 13 and described be

Message 1
Key ID, R4

Y

Message 2
Key ID, f(Kpuk,R1,IV),IV,R,

A

Message 3

ator and tag
S.

o each other
e encrypted

y will not be

erformed to

low.

oVl

Rey 10, T(Reuk, Rz 1V, Broadcast Mg Key)
| -

HOLWOOHHALNI

A

Figure 13 — Mutual authentication using a pre-shared key with AES and SHA

In Message 1 the interrogator sends the challenge value Rq - a high quality 16 byte random number.
Message 1 represents the Secure Challenge Start Command.

In Message 2 the tag responds to Message 1 with f(Kpmk, R1, IV) and Ra2. Function f(Kpmk, R1, IV)
presents challenge Rq encrypted using the pre-shared key Kpmk and IV. The Initiation Vector (IV) may
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be a high quality random number 16 byte number or may start with a value of zero or a random value
and be incremented by one for each additional message. It is important that the IV is unique for each
encrypted message. It is better if the IV starts some value (or zero) and being incremented by one for
each message.Kpmk is a 128 bit Pair-wise Master Key (PMK) derived from the pre-shared key. IV is the
16 byte initialization vector. Rz is the challenge generated by the tag - a high quality 16 byte random
number. When the interrogator receives Message 2 from the tag it will decrypt the R1. If R1 matches
the original R1 sent by the interrogator in Message 1, then the tag proves it knows the pre-shared key
and the tag is authenticated by the interrogator. Message 2 represents the Secure Challenge Start
Response.

In Message 3 the 1nterr0gator proves to the tag that it knows the pre shared key It sends f(KpMK, Ry,
IV). Ry is thg s A s this
message it will decrypt Rz usmg its pre- shared key and compare 1t agalnst the orlgmal it sentsin the
second mesgage. If the decrypted and original Rz match then this proves the interrogator‘knows the
same shared key and the interrogator is authenticated by the tag. The interrogator and tdg ar¢ now
mutually authenticated. Message 3 represents the Secure Challenge End Command

"V

Also in Messjage 3 is the Broadcast Msg Key which the tag uses to encrypt and deerypt ISO/IEC 18000-
7:2009 broaglcast messages after authentication. The Broadcast Msg Key is encrypted using the s¢ssion
key Kg which is derived from the pre-shared key and the challenges Ry and R%. Refer to Annex B for the
method to d¢rive session keys. The session key Kg is used to encrypt and dectypt broadcast messages of
clauses 6.2, §.3, 6.4 and 6.5 after authentication (See e.g. Table 4).

THe ACK message is shown in Figure 13. This is not part of thé<mutual authentication process,|but is
the tag response the command was received as required by this standard®

Furthermor¢, in Figure 13 to replace “ACK” on the fourth linme with “Tag Response AES in CBC mgde is
used as a symnmetric cryptographic algorithm for mutual authentication based on a pre-shared kejy.

6.7.1.2.1 Secure Challenge Start command

The Secure (Jhallenge point-to-point command initiates mutual authentications between an interrogator
and tag using AES and SHA. This command ahd response represent the first and second messages of
mutual authgntication process using a presshared key as shown in Figure 13.

Table 124 —-Secure Challenge Start command format

Command code
0x50

Authentication Type
0x01

Key ID
2 bytes

Challenge R1
16 bytes

e Authentication Type:Pre-shared key with AES and SHA.

e Key ID:|Interregator can propose the Key ID for the pre-shared key Kpmk to be used for :]utual
authentication:~If the tag has the PMK with the same Key ID, the tag will use the PMK for mutual
authentlcation. If the tag does not have the proposed PMK it will use one which it has and returp that

key ID ill thC DCLUlld lllCDOaSU-

e Challenge R1: high quality random 16 byte number

The tag’s response includes the encrypted R; challenge response plus its Ry challenge back to the
interrogator. The tag shall respond to the Secure Challenge command with a point-to-point response as
shown in Table 125.

Table 125 — Secure Challenge Start response format

Command Authentication Key ID Encrypted Chal- v Challenge R
code Type lenge Rq
0x50 0x01 2 bytes 16 bytes 16 bytes 16 bytes
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Authentication Type: Pre-shared key with AES and SHA (the same value that was s
command)

Key ID: The ID of the pre-shared key Kpmk that was used to encrypt the challenge Rj.

-7:2014(E)

ent with the

Encrypted Challenge Ri: f(Kpmk, R1) -Tag’s Ry challenge response encrypted using shared key

KpMmk (PMK) (16 bytes) and IV.
IV: Initialization Vector created by tag

Challenge R3: a high quality 16 byte random number

gossibleerrorresponsesstattbeasshowmim Table 126

Table 126 — Secure Challenge Start command errors

Exror Code Error Name Reason
0x50 Authentication Authentication failure
failed

6.7.1]12.2 Secure Challenge End command

The

procdss method using AES and SHA. It shall be sent immediately after completion of a succg
Challenge Start command. This command represents_the third message of mutual ay
procgss using a pre-shared key with AES and SHA, and also includes the distribution of th

becure Challenge End point-to-point command is used. to complete the mutual au

thentication
ssful Secure
thentication
e Encrypted

Broaglcast Msg Key..
Table 127 — SecureéChallenge End command format
Conpmand Authentication Key ID Encrypted challenge I\% Encrypte(d Broadcast
dode Type Ry Msg Key
Ox51 0x01 2 bytes 16 bytes 16 bytes 16 |bytes

Authentication Type: Prershared key with AES and SHA.

(il ]

he same key ID,implying the same shared key is used by the tag in the previous mess

ncrypted challenge Ry: The interrogator’s Ry challenge response. The Rz value r¢
he tag’s response to the Secure Challenge command is encrypted using shared key Kpy
ytes) and1V.

o ot

P

V:dnitialization Vector created by interrogator which is used to encrypt both R and Bi

(ey ID: The ID of the\pre-shared key used to encrypt the challenge R;. The interrogdtor shall use

hge.

ceived from
ik (PMK) (16

‘oadcast key.

Encrypted Broadcast Msg Key: A key used by tags to encrypt and decrypt broadcast
is encrypted using the session key K.

messages. It

The tag shall respond to the Secure Challenge End command with a point-to-point response as shown
in Table 128.

The

Table 128 — Secure Challenge End response format

Command code
0x51

possible error responses shall be as shown in Table 129.
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Table 129 — Secure Challenge End command errors

Error Code Error Name Reason

0x50 Authentication failed |Authentication failure

6.7.1.2.3 Secure Broadcast Key command

The Secure Broadcast Key point-to-point command is used to distribute the Encrypted Broadcast Msg
Key if the Encrypted Broadcast Key is to be transmitted to a tag.

Table 130 — Secure Broadcast Key command format

Command cofde |Authentication Type Encrypted Broadcast Msg Key 1\
0x52 0x01 16 bytes 16 bytes

e Authentication Type: Pre-shared key with AES and SHA.

¢ Encrypted Broadcast Msg Key: This key is used by the tag to decrypt encrypted broadcast
messagds. It is 16 bytes and encrypted using the session key Ks as des¢ribed in Annex B.

e IV: Initiflization Vector created by the interrogator which is thefrused to encrypt the Encrypted
Broadcafst key.

The tag shal] respond to the Secure Broadcast Key command awith a point-to-point response as shown
in Table 131

Table 131 — Secure Broadcast Key response format

Command code
0x52

The possiblg error responses shall be as shewn in Table 132.

Table 132 £ Secure Broadcast Key command errors

Error Cod Error Namme Reason

[¢)

0x50 Authenticdtion failed |Authentication failure

6.7.1.3 Mytual authentication using a pre-shared key and HB2-128

This section|describes an optional method of mutual authentication between an interrogator and tag
using a pre-shared Rey and the HBZ-1Z8 algorithm. The pre-shared Key 1s used to derive session keys.
This method follows the mutual authentication framework described in section 6.7.1 and borrows some
concepts from the AES and SHA mutual authentication method.

In this method, both the interrogator and tag are mutually authenticated if they can prove to each other
they know the same pre-shared key. Once mutually authenticated they can then exchange encrypted
data frames. If either the interrogator or the tag does not know the pre-shared key they will not be
mutually authenticated and will not be able to exchange encrypted traffic. Retries can be performed to
obtain mutual authentication.

The process of mutual authentication with a pre-shared key using the HB2-128 algorithm is shown in
Figure 14 and described below.
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Figure 14 — Mutual authentication using a pre-shared key and HB2:128
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When the interrogator receives this message it will encrypt two blocks beginning witl its current

inter

calculated cipheitext with the two blocks sent by the tag. If the two blocks match, then th

nal state and\encrypting a function of its internal state. The interrogator then ¢

ompares its
s proves the
4 represents

tag knows the-same shared key and the tag is authenticated by the interrogator. Message
the Secure Challenge End Response.
HB2-128-isused-as—a-symmetric-eryptographicalgorithmfor mutual authenticationbas
shared key.

6.7.1.3.1 Secure Challenge Start Command

d on a pre-

The Secure Challenge point-to-point command initiates mutual authentications between an interrogator
and tag. This command and response represent the first and second messages of mutual authentication
process using a pre-shared key and HB2-128 as shown in Figure 14.

Table 133 — Secure Challenge Start command format

Command code
0x50

Authentication Type
0x02

Key ID
2 bytes
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Authentication Type: re-shared key with HB-128.

Key ID: Interrogator can propose the Key ID for the pre-shared key Kpmk to be used for mutual
authentication. If the tag has the PMK with the same Key ID, the tag will use the PMK for mutual
authentication. If the tag does not have the proposed PMK it will use one that it has and return that
key ID in the second message.

The tag’s response includes the initialization vector [V, a high-quality 8 byte random number, and blocks
of cipher text calculated by encrypting a function of internal state after the initialization process.

Table 134 — Secure Challenge Start response format

Command dode | Authentication Type Key ID Encrypted Data 1\Y%

0x50 1 byte 2 bytes 6 bytes 8 bytes

The possiblg error responses shall be as shown in Table 135.

Authentication Type: Pre-shared key with HB2-128 (the same value that wasssent with the
commard)

Key ID: [The ID of the pre-shared key Kpmxk that was used to generate the response.

Encrypted ID: f(Kpmgk, V) -Tag’s challenge of encrypted state using shared key Kpmk (PMK) (32
bytes) and IV.

IV: Initiglization Vector created by tag

Table 135 — Secure Challenge Start command errors

Error Cod Error Name Reason

¢)

0x50 Authentication failed |Authenticationfailure

6.7.1.3.2 Secure Challenge End Command

The Secure
process. Its
This comma
with HB2-12

Challenge End point-ta-point command is used to complete the mutual authentig
all be sent immediately after completion of a successful Secure Challenge Start com

d represents the-third message of mutual authentication process using a pre-share
8, and also includes the distribution of the Encrypted Broadcast Msg Key.

ation
nand.
d key

Table 136 — Secure Challenge End command format

Command Authentication Key ID Encrypted challenge| Challenge Encrypted Broadcast
code Type Msg Key
0x51 0302 2bytes 4-bytes 4-bytes 0-or32byte

66

Authentication Type: Pre-shared key with HB2-128.

Key ID: The ID of the pre-shared key used to encrypt the challenge. The interrogator shall use the
same key ID, implying the same shared key is used by the tag in the previous message. NOTE: The
Key ID concept is the borrowed from the AES and SHA mutual authentication method.

Encrypted challenge: The interrogator’s challenge response to the tag. The Challenge value is
encrypted using shared key Kpmk (PMK) (32 bytes) and IV.

Challenge: Challenge created by interrogator.
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Encrypted Broadcast Msg Key: A key used by tags to encrypt and decrypt broadcast messages.
It is encrypted using the session key Ks. NOTE: The Encrypted Broadcast Msg Key concept is the

borrowed from the AES and SHA mutual authentication method.

The tag shall respond to the Secure Challenge End command with a point-to-point response as shown
in Table 137.

Table 137 — Secure Challenge End response format

Command code Authentication Type Key ID Encrypted Data
0x51 0x02 2 bytes 4 bytes

e Authentication Type: Pre-shared key with HB2-128 (the same value that was 'Sent with the
dommand)

e Key ID: The ID of the pre-shared key Kpmk that was used to generate the response. NQTE: The Key
ID concept is the borrowed from the AES and SHA mutual authenticationmethod.

e Hncrypted Data: f(Kpmk) -Tag’s response of encrypted state using‘shared key Kpykg (PMK) (32
hytes).

The possible error responses shall be as shown in Table 138.

Table 138 — Secure Challenge End'’command errors

Exror Code Error Name Reason

0x50 Authentication failed |Authentication failure

6.7.1{3.3 Secure Broadcast Key command

The Jecure Broadcast Key point-to-point command is used to distribute the Encrypted By
Key if the Encrypted Broadcast Keyisito be transmitted to a tag.

oadcast Msg

NOTE The Secure Broadcast:Kéy command is as defined from the AES and SHA mutual quthentication
meth¢d.
Table 139 — Secure Broadcast Key command format
Conmand code Authentication Type Encrypted Broadcast Msg Key V]
0x52 0x02 16 bytes 16 byttes

Authentication Type: Pre-shared key with HB2-128.

Hncrypted Broadcast Msg Key: This kev is used by the tag to decrypt encrypte

d broadcast

messages. It is 32 bytes and encrypted using the session key K as described in Annex B.

IV: Initialization Vector created by the interrogator that is then used to encrypt th
Broadcast key.

e Encrypted

The tag shall respond to the Secure Broadcast Key command with a point-to-point response as shown
in Table 140.

Table 140 — Secure Challenge Broadcast Key response format

Command code
0x52
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The possible error responses shall be as shown in Table 141.

Table 141 — Secure Broadcast Key command errors

Error Code Error Name Reason

0x50 Authentication failed |Authentication failure

6.7.1.4 Mutual Authentication with pre-shared key and multiple tags

The Base M p tags
and the broadcast key distribution as depicted in Figure 15.
IMPORTANT — When security is enabled no data other than identification information shall be
transmitted until both an interrogator and tag have been authenticated. When ausing myitual
authenticatiion within a collection process the Collect with UDB command is allowed, however,
UDB data SHALL NOT be provided by the tag until after mutual authenticationhas been completed
and data cap be transferred using a secure channel. The interrogator can then use the ReadUDB
command(s) to obtain UDB data over the secure channel.
min 2.45 sec. 5 msec Initial Window Size = N x 57.3 msec Aeknowledge Period
l | |
) /| Tag #] Point-to- Tag #N Point-to-
point'commands point commands
e
. Collecti
Interrogator Vake Up Signal C:memalml |:
A A A
Tag #1
Tag #1 Reggonse Collision|conditjon
Tag #2
Tag #2 Response
Tag #3
Tag #3 Re:gonse
v vlylw
Tag #N
Tag #N Response U UL
Singletslot equivalent in duration No tag has
I to tag.response transmission time selected this slot I
Single Collection Round
Mutual Authentication Message 3 gnerypted
3-Way Handshake allenge Challenge ReadUDB Sleep
S35 T§;§1 Tag #1 Tag #1
A
Message 1 v v encrypted v
Tag #1 Tag #1 Tag #1 ITag |
Response Response Response | |#1 |
Message 2

Figure 15 — Mutual Authentication/Broadcast key distribution with multiple tags

Since R1 is a high quality 16 byte length random numbers, the Rq sent to the Tag #1 is different from R
sent to Tag #2, and it is different from R1 sent to Tag #n. The same statement is valid for all Rps.

6.7.1.5 Mutual Authentication using PKI

This section describes a mandatory method of mutual authentication between an interrogator and tag
using Public Key Infrastructure (PKI) and digital certificates. An overview of PKI and digital certificates
is described in Appendix B. This method comprises a two-stage process in which digital certificates are
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exchanged first, then the interrogator and tag are mutually authenticated. Once mutually authenticated
they can then exchange encrypted and authenticated data frames. If either the interrogator or the tag
cannot provide a signed certificate or does not have a valid private and public key pair they will not be
mutually authenticated and they will not be able to exchange encrypted traffic. Retries can be performed

to obtain mutual authentication.

6.7.1.5.1

Interrogator/Tag Certificate Exchange

The first stage of the process for mutual authentication with PKI is the exchange of certificates. This is
shown in Figure 16 and described below.

Note

T
[Reertificate, I'm interrogato r]Interruga(or

\

ovl

Message 2
[Tcertificate, I'M tag]Tag

HOLVOOHHILNI

Figure 16 — Interrogator and Tag exchange certificates

Signing is encrypting digest with private kKey - [ Jmy-privateskey

Messpge 1 is sent by the interrogator and contains the integrogator’s certificate and additi

— Signing the message: Interrogator creates a message digest using a hash function on

The message digest serves as a “digital fingerprint” of the message; if any part of th
modified, the hash function returns a differentresult. Interrogator then encrypts the m
Wwith its own private key. This encrypted message digest is the digital signature for {
Ihterrogator sends the message which includes digital signature to Tag.

erifying the signature (checking“'the message authenticity): When the tag
hterrogator’s certificate it decrypts the signature using the interrogator’s public key, t}
he message digest. To verify the\message, tag then hashes the message with the same h
hterrogator used and compates the result to the message digest it received from Inf
hey are exactly equal, tag'ean be confident that the message did indeed come from the
nd has not been changed-The tag uses the interrogator’s public key to verify the signa
essage digests are.net equal the message either originated elsewhere or was altereg
signed.

o+ — ot e e

hecking the Interrogator’s certificate authenticity: Tag can check the interrogator
signature using the CA public key. Tag will hash all data from the certificate to create t}
ag will'deéryptoriginal cert signature using CA’s public key. Tag will compare these tw
[f they are the same the interrogator certificate has not been forged. Tag saves interrog

onal data.

the message.
e message is
essage digest
he message.

receives the
lus revealing
ash function
errogator. If
interrogator
ure, so if the
| after it was

s certificate
he signature.
b signatures.
ator’s digital

sighatture which contains interrogator’s public key.

Message 2 is sent by the tag and contains tag’s certificate and additional data. The process of creating
the message, signing the message, checking the message and certificate authenticity is the same as
described for Message 1 except the interrogator and tag roles are swapped.

At the end of the certificate exchanges:

Both the interrogator and tag have verified if a received certificate is valid and has not

been forged.

Interrogator has its private and public key, its certificate signed with a private key of Certificate

Authority (CA), CA certificate and Tag’s certificate.

Tag has its private and public key, its certificate signed with a private key of Certificate Authority

(CA), CA certificate and Interrogator’s certificate.
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6.7.1.5.2 Interrogator/Tag Mutual Authentication

The second stage of the process for mutual authentication with PKI is mutual authentication with signed
messages. This is shown in Figure 17 and described below.

Message 1
[R1 ]Interrogator

v

Message 2
[RZ, {R1 }Interrogator]Tag

A

Messayc 3
[{R2, Broadcast Msg Key} ag linterrogator

Tag Response

HOLVOOHHHLNI
/
oVl

Encrypted Data Exchange
f(Ks , Data)

Higure 17 — Interrogator and Tag Mutual Authentication using Public Keys

NOTE Signing (encrypt digest) - [ Imy-private-key Encrypt - { }otheér4dide-public-key

In Message [l the interrogator sends to the tag the challenge value R1 - a high quality 16 byte rahdom
number. The¢ complete message is signed using the interrogator’s private key. The tag receivgs the
message and, using the interrogator’s public key received previously when certificates were exchajnged,
verifies the message signature.

In Message 2 the tag responds to Message 1 with encrypted Rq using the interrogator’s public key and
Rz, arandonp number. The complete message-is signed using the tag’s private key. When the interrojgator
receives Megsage 2 it verifies the message-signature using the tag’s public key. If the message signpture
is verified the interrogator then decrypts R1 and compares it to the original Rq sent by the interrogator
in the Messajge 1. If they match then the tag is authenticated by the interrogator-.

In Message 3 the interrogatogresponds to tag’s challenge with Rz, a random number which is encrypted
using the tag’s public key. The complete message is signed using the interrogator’s private key. When
the tag recejves Message 3.it verifies the message signature using the interrogator’s public key. [If the
message sighature is ¥erified the tag then decrypts Ry using its private key and compares it to the
original Ry if sent in'Message 2. If they match then the interrogator is authenticated by the tag.

Also in Mesgage-3 is the Broadcast Msg Key Wthh the tag uses to encrypt and decrypt broadcast
messages afte

NOTE The ACK message is shown in Figure 17. This is not part of the mutual authentication process, but is the
tag response to the interrogator command as required by this standard.

Once Interrogator and Tag are mutually authenticated they can exchange as many encrypted Data
messages as needed. Only authenticated tag can get the broadcast key from the interrogator.

6.7.1.5.3 Base Mode commands for mutual authentication using PKI certificates

The following describes the commands and responses required to support the mutual authentication
process using PKI with digital certificates as described in clauses 6.7.1.5.1 and 6.7.1.5.2. Note these
commands are optional, but if any one is supported then all shall be supported.
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Table 142 — Command codes for mutual authentication using PKI

Command code + Sub Com-
mand Code

Command name

Command type

Description

0x53

PKI Cerificate Exchange

Point to Point

Exchanges interrogator
and tag digital certificates
for PKi

0x50

Secure Challenge Start

Point to Point

First phase of mutual
authentication with pre-
shared key

0x51

Point to Point

Final phase of mutual

Secure Challenge End

authentication with pre-
shared key:

0x52

Secure Broadcast Key

Point to Point

Distributes a Broadcast
Msg Key

6.7.1{5.3.1 PKI Certificate Exchange command

The HKI Certificate Exchange command is used to exchange digital certificates between an|interrogator
and dne or more tags as the first state of mutual authentication usitig’PKI as shown in Figure 17. This

command may be sent as either a broadcast or point-to-point command.

Table 143 — PKI Certificate Exchange command/response format

Command code

Authentication Type

Certificate

Message $ignature

0x53

0x10

N bytes

N bytes

e Authentication Type: Mutual authentication based on PKI certificates

e (ertificate: The interrogator’s (for command) or tag’s (for response) unique public key certificate

which contains its identifying information and its public key, and is signed by the [Certification
Authority. See Appendix B for infermation on public key certificates.

e Nessage Signature: The message digest encrypted with the interrogator’s (for commjand) or tag’s

(For response) private key.

When the tag receives the.interrogator’s certificate it first extracts the interrogator’s public key from

ssage digest.
rogator used
ly equal, the
|l respond as
1stead of the

Table 144 — PKI Certificate Exchange command errors

Error Code

Error Name

Reason

0x50

Authentication failed

Authentication failure

6.7.1.5.3.2 Secure Challenge Start command

The Secure Challenge point-to-point command initiates mutual authentications between an interrogator
and tag. This command and response represent the first and second messages of mutual authentication
process using PKI as shown in Figure 17.
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Table 145 — Secure Challenge Start command format

Command code Authentication Type Challenge R Message Signature
0x50 0x10 16 bytes N bytes

e Authentication Type: Mutual authentication based on PKI certificates
e Challenge R1: high quality random 16 byte number

e Message Signature: The message digest encrypted with the interrogator’s private key.

The tag’s response includes its encrypted R; challenge response plus its Ry challenge back to the
interrogator] The tag shall respond to the Secure Challenge command with a point-to-point respoijse as
shown in Table 146.

Table 146 — Secure Challenge Start interrogator response format

Command code | Authentication Type | Encrypted challenge Challenge R Méssage Signatjre
Ry
0x50 0x10 16 bytes 16 bytes N bytes

e Authentication Type: Mutual authentication based on PKI certificafes

¢ Encrypted challenge Rq: The tag’s Rq challenge response enérypted using interrogator’s public
key

e Challenge R3: Ry, a high quality 16 byte random numbef
e Message Signature: The message digest encryptediwith the tag’s private key.

The possible error responses shall be as shown in Table 147.

Table 147 — Secure Challenge Start command errors

Error Cod Error Name Reason

[¢)

0x50 Authentication failed~Authentication failure

6.7.1.5.3.3 [Secure Challenge’End command

The Secure |Challenge End point-to-point command is used to complete the mutual authentidation
process. It shall be senfimmediately after completion of a successful Secure Challenge Start comrhand.
This command represents the third message of mutual authentication process using PKI, and also
includes the|disttibution of the Encrypted Broadcast Msg Key.

Table 148 — Secure Challenge End command format

Command | Authentication Type | Encrypted challenge | Encrypted Broadcast Msg | Message Signature
code Ry Key

0x51 0x10 16 bytes 16 bytes N bytes

e Authentication Type: Mutual authentication based on certificates

e Encrypted challenge R3: The interrogator’s Ry challenge response encrypted using tag’s public
key.

¢ Encrypted Broadcast Msg Key: A key used by tags to encrypt and decrypt broadcast messages. It
is encrypted using the tag’s public key.
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e Message Signature: The message digest encrypted with the interrogator’s private key.

The possible error responses shall be as shown in Table 149.

Table 149 — Secure Challenge End command errors

Error Code Error Name Reason

0x50 Authentication failed |Authentication failure

6 7 1 -4 I 1 a Pal oy 4= H A ) n Ad ol L£all dei. D _ |
wla o P § LAUIAIIGHIS CCT UIIITATITS IIT UIT DAST MIUUT LUTITLUvUII 1 1ottuurc

The dollection process can be used for implementing certificate exchange with multiple tagk as depicted
in the Figure 18 below. The Collect with UDB command shall be sent with a Max Packet Length of 20
(x014) so that no UDB data is returned and collect only the tag’s identity. After certificate exchange,
another collection process may be initiated so as to do mutual authentication and-collection|of UDB data.

See clause 6.7.1.5.5 for details.

min 2.45 sec. 5 msec Initial Window Size = N x 57.3 msec Acknowledge Period
4 N
’\ /W Tag #1 Point-to- Tag #N| Point-to-
point commands point cgmmands
" 7 7
. Collection
Interrogator Wake Up Signal Command - I:
Al
|
Tag #1 \
Tag #1 Response Collisiony condition
Tag #2
Tag #2 Response
Tag #8

Tag #3 Response.
vy
Tag #N H
Tag#N Response Ll

Single slot equivalent in duration No tag has
I to tag response transmission time selected this slot I
Single Collection Round

PKI Certification

Exchange Certification
& Exchange 78433?1
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h
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y Y4 —
Tag #1 Thg |
Response | #1 I
Message 2
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6.7.1.5.5 Base Mode Extension Mutual Authentication using PKI and multiple tags

The collection process can be used for implementing Mutual Authentication using PKI with multiple tags
and the broadcast key distribution as depicted in Figure 19.

IMPORTANT — When security is enabled no data other than identification information shall be
transmitted until both an interrogator and tag have been authenticated. When using mutual
authentication within a collection process the Collect with UDB command is allowed, however,
UDBdataSHALL NOT be provided by the tag until after mutual authentication has been completed
and data can be transferred using a secure channel. The interrogator can then use the ReadUDB
command(s) to obtain UDB data over the secure channel.
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min 2.45 sec 5 msec Initial Window Size = N x 57.3 msec Acknowledge Period
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Figure 19 — Mutual Authentication with multiple tagsiusing PKI and Broadcast key distrib
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6.7.2 Frame Security

6.7.2.1 Security protocol ID

Significant changes to the command and response packets are required to support security. Therefore, it
will be necessary to create a new protocol ID (0x50) to support security and maintain compatibility and
coexistence with Base Mode devices. It is assumed that devices not supporting this security extension
will check the protocol ID to avoid interoperability and conformance problems.
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6.7.2.2 Frame protection

This clause describes confidentiality and integrity of wireless frames. The following variants of the
frame format of Base Mode are considered:

— Securing the payload of the ISO/IEC 18000-7 frames (Commands and command parameters)

For the frames described below some fields previously defined in ISO/IEC 18000-7 are reused, and some
fields are new. Only the new fields are described. Refer to ISO/IEC 18000-7 for information of reused
fields

6.7.2.3—Encryption/Authenticationoftheframepaylgad —

Table 150 — Interrogator-to-tag frame format (broadcast)

Profocol | Packet | Packet | Session IV/CCM Encrypted | AuthenticationData (SHA]- CRC
ID Options | Length ID Header Payload |96|SHA1|CBC-MAC|HB2-12B)
0xi50 1 byte 1byte | 2bytes | 16/8 bytes N bytes 12/20/8 bytes 2 bytes

e IV/CCM Header: The initialization vector used to encrypt the frame'with a symmetridalgorithm
e Hncrypted Payload: All data including the command and patrameters that is encrypted.

e Authentication Data: The hash function result calculatéd over the payload prior to erlcryption

Table 151 — Interrogator-to-tag command format (point-to-point)

Profocol ID | Packet Options | Packet Length | TagManufacturer ID |TagSerial Num-| Session ID
ber
(x50 1 byte 1 byte 2 bytes 4 bytes 2 bytes
IV/CCM Header Encrypted Authentication Data CRC
Payload (SHA1-96|SHA1|CBC-MAC|HB2-128)
16/8 bytes N bytes 12/20/8 bytes 2 bytes

e IV/CCM Header: Thetinitialization vector used to encrypt the frame with a symmetrid algorithm
¢ Hncrypted Payload: All data including the command and parameters that is encrypted.

e Authentication Data: The hash function result calculated over the payload prior to erlcryption

Table 152 — Tag-to-interrogator response format (broadcast and point-to-point)

ProfoeolID Tag Status | Packet Length Session ID Tag Manufacturer ID Tag S¢rial
Number
0x50 1 byte 1 byte 2 bytes 2 bytes 4 bytes
IV/CCM Encrypted Authentication Data CRC
Header Payload (SHA1-96|SHA1|CBC-MAC|HB2-128)
16/8 bytes N bytes 12/20/8 bytes 2 bytes

e IV/CCM Header: The initialization vector used to encrypt the frame with a symmetric algorithm
e Encrypted Payload: All data including the command and parameters that is encrypted.

e Authentication Data: The hash function result calculated over the payload prior to encryption
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This frame format provides privacy and authentication of the payload, but does not include protection
for the tag and interrogator identity information such as Tag Manufacturer ID, Tag Serial Number, and
Session ID. In this case it is possible to have a unique key per tag. Tag Manufacturer ID, Tag Serial Number,
and Tag Manufacturer ID shall be used to determine the tag’s key.

Tag Manufacturer ID, Tag Serial Number, and Session ID are sent in the clear.

The size of the Authentication field depends on the selected authentication algorithms. The replay
protection can be done by enforcing IV sequencing.

6.7.2.4 Packet Options

Table 153 — Packet options field

BITS
7 6 5 4 3 2 1 (
PKI Protection suites Secure
See See Table 187
7.3.6.1.4
0=PKI not 0= Frame is not 1 |0=Broadgast (Tag serial Reserfed
used encrypted (there is number-and Tag manufac-
1=PKI no IV and authen- turerID not present)
- tication field in the 1=Point to Point (Tag serial
used
frame) number and tag manufac-
1= Frame is turer ID present)
encrypted

The Packet Pptions field Bit 3, described in the abovestable, shall be used to indicate if the frame is
secured or npt. If the value of the bit 3 is:

e IfSecurg¢is setto 1 then the frame is securedrand the fields IV/CCM Header, Encrypted Payload, and
Authentjcation Data are present in the-frame. The command code and command arguments are
encrypted within the Encrypted Payload field.

e IfSecurg¢issetto 0 then the franie is NOT secured and the fields [IV/CCM Header, Encrypted Payload,
and Authentication Data are NOT present in the frame. The command code and command argutnents
are NOT|encrypted.

6.7.2.5 Protection suites — Symmetric cryptography

Cryptograpljic protection of Base Mode messages consists of an optional message encryption step
followed by|a message authentication step. Each protection suite type is assigned an enumejrated
descriptor alsocalled a protection suite identifier. A protection suite identifier is written as a desighator
of an encryption’method followed by a designator of an authentication method:

<message-encryption-method>-<message-authentication-method>

The protection suite descriptor uniquely identifies the methods used to authenticate and encrypt the
message.

Table 154 specifies crypto protection suites.

Table 154 — Base Mode Protection Suites

Protection Suite Encryption |Key Size, | Encryption | Authentication | Authentication | Packet Options
Descriptor Algorithm bit Mode Algorithm size, # bits (Protection
suites bits)
AES-128-CBC-SHA1-96 AES 128 CBC SHA1-96 96 001
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Table 154 (continued)
Protection Suite Encryption |Key Size, | Encryption | Authentication | Authentication | Packet Options
Descriptor Algorithm bit Mode Algorithm size, # bits (Protection
suites bits)
AES-128-CBC-SHA1 AES 128 CBC SHA1 160 010
CCM -7 (CCM for ISO/ AES 128 Counter | AES-CBC-MAC 64 011
IEC 18000-7)
NULL - NULL None N/A N/A None N/A 000
(secure bitis 0)
HB2-128 HB2-128 128 Normal HB2-128 16-128 100
Packpt Options (Protection suites bits) values 110, 101, 111 are for future extensions.
CCM- is based on CCM, a generic authenticated encryption block cipher mode-of 'AES. CqM is a mode
of opgration defined for any block cipher with a 128-bit block size. CCM combinés two well-known and
provén cryptographic techniques to achieve robust security. First, CCM usés-CETR for confidentiality and

Ciphd

6.7.2

r Block Chaining MAC (CBC-MAC) for both authentication and integrity protection.

6 Protection suites - Asymmetric cryptography

When PKIisused, PKI bitin the Packet Optionsis setto 1. Protection suite bits will code the PKI algorithm

used

001 H
010 K

Packg
extern

6.7.3

This
1SO/1

6.7.3

Data

for mutual authentication:
CC
SA

sions.

Tag Data Access

section describes the methods of security to allow or prevent access to data
EC 18000-7 tags.

1 Tag data storage overview

Ktorage on a Base' Mode tag is described in Table 155.

bt Options (Protection suites bits) values’00, 011, 100, 101, 110, 111 are reserve

d for future

residing on
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Table 155 — Data Storage Summary

Storage Contents Access Access Commands
Universal Data Block (UDB) |Transit data (Type 0) Read Only Read UDB
. Routing Code R/W Routing Code
. User ID UDB R/W User ID
. Application data
Capability data (Type 1) Read Only Read UDB
. Optional Commands
. Memory Size
. Table Query Size
. Application data
Query Results (Type 2) Read Only Read UDB
. Application data
Hardware Fault (Type 3) Read Only Read UDB
. Hardware Status
. Application data
R/W Memory User defined data Read/Write |Read Memory, Write
Memory
Database Talles User defined data Read/Wriite |Table commands

7 Extended Mode

7.1 General description

An LR-WPAN is a simple, low-cost communication network that allows wireless connectivi
applications|with limited power and relaxed throughput requirements. The main objectives of a
WPAN are epse of installation, reliable@ata transfer, short-range operation, extremely low cost,
reasonable Hattery life, while maintaining a simple and flexible protocol. Some of the characterist

an LR-WPAN are as follows:

— Over-th¢-air data rates 0£.250 kb/s, 100kb/s, 31.25 kb/s

— Star or peer-to-peerseperation

— Allocated 8-bitshort or 64-bit extended addresses

— Optiona] alloeation of guaranteed time slots (GTSs)

ty in

n LR-

and a
ics of

— Carrier sense multiple access with collision avoidance (CSMA-CA) channel access

— Fully acknowledged protocol for transfer reliability

— Low power consumption

— Energy detection (ED)

— Link quality indication (LQI)

Four different device types can participate in an IEEE 802.15.4 network; a full-function device (FFD),
a reduced-function device (RFD), reduced function receive only device (RFD-RX) and reduced function
transmit only device (RFD-TX). The FFD can operate in three modes serving as a personal area network
(PAN) coordinator, a coordinator, or a device. An FFD can talk to RFDs or other FFDs, while an RFD
can talk only to an FFD. An RFD is intended for applications that are extremely simple, such as a light
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switch or a passive infrared sensor; they do not have the need to send large amounts of data and may
only associate with a single FFD at a time. Consequently, the RFD can be implemented using minimal
resources and memory capacity.

In order to align Base Mode of ISO 18000-7 Accept which is specified in Clause 6, new air interface is
being specified in addition to already existing Base Mode. This air interface is called Extended Mode and
specifies the following:

— Physical layer (PHY), which is adopted from IEEE 802.15.4f-2012 standard

— Media access control layer (MAC) which is adopted from IEEE 802.15.4-2011 and IEEE 802.15.4e-
2012 standard

— logical Link Control layer (LLC) which provides interface between MAC and higheéi networking
layers (e.g. [Pv4)

— Wake-On mechanisms which provide methods to wake up the device fromsleep mode

All specifications for PHY and MAC layers are adopted from IEEE 802:5.4-2011 stanglard and its
addendums: IEEE 802.15.4f-2012 and IEEE 802.15.4e-2012 standards» Those documgnts provide
compllete normative specification for PHY and MAC layer of Extended Mode.

7.1.1| Architecture

Extended Mode is a layered architecture that is based on\the Open System Interconrection (OSI)
sever] layer model defined in ISO/IEC 7498-1:1994. Eachidayer represents one aspect of the complete
archifecture and provides management and data services to the higher layers. The interface between
each Jayer provides the logical link to these layers..Figure 20 illustrates the protocol layers supported
by Extended Mode.
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Figure 20 — Extended Mode Protocol Stack

The PHY layjer is responsible for transport of bit-stream data across the radio link and managgment
of the hardware to achieve this. This-includes enabling and disabling of the radio transceiver, channel
selection, clpar channel detection‘and assessment, and collision avoidance. Additionally, the] PHY
provides corjtrols for conservation of device power as determined by higher layers.

The MAC sup-layer is responsible for data and management services which include transmissioh and
reception oflpacket datafrom the PHY and synchronization, validation, and acknowledgement of frame
delivery. Additionally,)the MAC sub-layer manages power savings for the device, the associatioph and
disassociatign of.devices within its network, and provides infrastructure for security within this |ayer.

The Logical|Link Control (LLC) sub-layer can access the MAC sub-layer through a service-splecific
convergence sub-layer (SSCS). The detail of this functionality is beyond the scope of this document.

The upper layers consist of the Network layer, the Transport layer, and the Application layer. The
Network layer provides configuration, manipulation, and message routing. The Transport layer controls
the reliability of a given link using flow control, segmentation, and error control, and acknowledges
successful data transmission to the Application layer. The Application layer provides the intended
functionality of the device. The definition of the LLC, Network, and Transport layers is outside the scope
of this document.

Extended Mode devices incorporate a minimum of a PHY layer, a MAC sub-layer, and an Application
layer. The LLC, Network, and Transport layers are optional and may present an excessive frame size
versus the short frame with direct routing to the Application layer. Still, a clear separation of protocol
layers is maintained in this case.

80 © ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

7.1.2

Exter
Inste

ISO/IEC 18000-7:2014(E)

Application Layer

Dala Manragameant

MAC Layer

¥

Data Manapamant

PHY Laver

'

Physical Medium

Figure 21 — Typical Extended Mode protocol stack

Extended mode components

hd Extended Mode Devices are defined as three standardized device settings calle

lded Mode devices are not defined strictly as Interrogators and Tags as they are ir] Base Mode.

H Endpoints,

Subcontrollers, and Gateways. Other settings are possible and subject to future inclysion in this

stand
the a

7.1.2

bplication.

1 Endpoint Setting

ard. Moreover, a single device is permitted to switch between multiple settings as mecessary by

The Endpoint Setting is similar in behaviéur to a tag in the Base Mode. While in an Endpoint Setting,

an EY
recei

tended Mode device spends mest of its time in a low-power state. Once the device

ina
the (ﬂrannel access methods defined in this specification.

7.1.2

The
Devig

2 Subcontroller Setting

ubcontrollerySetting behaves halfway between the Endpoint Setting and the Gate
es in the Subcontroller Setting open and maintain communication with Endpoint Se

or otler Subgontroller Setting devices. Devices that support the Subcontroller Setting shall

the E

hdpoifit Setting.

hwakens (by

ying a wake-on event or triggered by internal sensor or triggered by internal timer), it{[shall engage
ocess of processing the request and usually accessing the communication channel through one of

way Setting.
ting devices
also support

7.1.2

2 Gatewav Satting
> odtewWay-oettdi

The Gateway Setting behaves much like a typical implementation of the Base Mode’s interrogator: it is
always on, it is actively receiving, and it is generally connected to a wire-line power-supply. In Extended
Mode, the Gateway Setting is defined in two ways:

Itisa

Itiso

7.2

device that connects an Extended Mode network to another type of network.

ptimized for lowest latency channel access and network arbitration.

Physical (PHY) Layer

Extended Mode specifies a physical layer that is not interoperable with the Base Mode PHY, but it is
similar enough that RF resources capable of generating the Extended Mode PHY can typically generate
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the Base Mode PHY as well. Additionally, Extended Mode specifies provisions for coexistence with Base
Mode via configuration options that propagate through most layers of the stack.

This clausespecifiesthe Extended Mode MAC sub-layer.Itisbased and fully compliantwith IEEE 802.15.4f-
2012 standard specification. Only some elements of IEEE 802.15.4f-2012 specification are utilized in
Extended Mode as described in this clause. For full specification and implementation details refer to
IEEE 802.15.4f-2012 standard specification (433 MHz portion).

7.2.1 Spectrum Utilization and Channels

ISO 18000-7 Extended Mode uses the 433 MHz ISM Band, occupying 433.05 to 434.79 MHz. The formal

Extended M
is defined by
device may, g
practice, hoy

Table 156 sp

Table 156 — Extended Mode Conformance to IEEE 802.15.4f-2012 Spectrum and Channdls

ecifies spectrum and channel conformance of Extended Mode to IEEE 802,¥5.4f-2012

nnnel

an index specifying its center frequency and an index specifying its bandwidth. Anyjgiven
tany given time, permit communication on any combination of supported channéls. Optimal
vever, is to minimize the usage of overlapping channels within a single netwark!

Clause o
IEEE 802.15.4f- Title Conformance Comment
2012

8 General PHY Requirements :

8.1.1. Operating Frequency Range Partial Only 433 MHz PHY supported

8.1.2. Channel Assigment Yes

8.1.2.6. Channel numbering for MSK PHY 433 | Yes
MHz band

8.1.2.7. Channel numbering for MSK PHY No Only 433 MHz PHY supported
2450 MHz band

8.1.2.8. Channel numbering for LRP UWB No Only 433 MHz PHY supported
PHY

7.2.1.1 Chpannel Center Frequencies

Channel ce;ﬁer frequencies are.indexed pursuant to Table 157. Channel identification includgs the

channel fre

ency index.

Table 157 — Channel Center Frequency Indexes

Center Freqq. Center Frequency Center Freq. Center Frequency

Index Index

0x00 433164 MHz 0x01 433272 MHz
0x02 433.380 MHz 0x03 433.488 MHz
0x04 433.596 MHz 0x05 433.704 MHz
0x06 433.812 MHz 0x07 433.920 MHz
0x08 434.028, MHz 0x09 434,136 MHz
0x0A 434.244 MHz 0x0B 434.352 MHz
0x0C 434.460 MHz 0x0D 434.568 MHz
0x0E 434.676 MHz 0xOF —

7.2.2 RF Modulation

Table 158 specifies conformance of Extended Mode to IEEE 802.15.4f-2012 relevant to RF modulation.
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Table 158 — Extended Mode Conformance to IEEE 802.15.4f-2012 RF Modulation

Clause of
IEEE 802.15.4f- |Title Conformance Comment
2012
16.4 MSK Modulation Yes
16.4.1 Reference Modulator Diagram Yes
16.4.2 Bit-To-Symbol Mapping Yes
16.4.3 Signal Modulation Yes
16.5 MSK PHY Requiremetns -
16.5.1 Operating Frequency Range Partial Only 433 MHz PHY supported
16.5.p Transmit PSD Mask Partial Only 433 MHz PHY-5upported
16.5.8 Symbol Rate Yes
16.5.4 Transmit Center Frequency Toler- Yes
ance
16.5.b. Transmit Power Partial Only 433 MHz PHY supported
16.5.6. Receiver maximum input level of Yes
desired signal
16.5.7. Modulation frequency deviation Yes
tolerance
16.5.8 Zero Crossing Tollerance Yes

7.2.2|]1 Channel Bandwidths
Chanpel bandwidths are indexed pursuant te!Zable 159. Channel identification includes|the channel

bandwidth index. The Channel Bandwidth Index also stipulates the type of modulation and symbol rate
the identified channel shall utilize.

Table«159 — Channel Bandwidth Indexes

Bandlwidth Index Chanrel Bandwidth Modulation Symbpl Rate
0x00 0.324 MHz MSK (Normal) 100 ksymbols/s
0x01 0.108 MHz MSK (Narrow band) 31.25 kgymbols/s
0x02 0.540 MHz MSK (Wide band) 250 ksymbols/s

7.2.212 Chanmnel Classes

Chanpel Classes specify the data rates, message modulation types, passband requirpments, and
stopHandrequirements for each Extended Mode channel. Channels in a given class may alsq be required
to participate in a CSMZA process prior to transmission.

Normal Class Basic channel class.
Wide-Band Class Maximum data rate
Narrow-Band Class Low data rate

Tables 160 and 161 lists channel parameters which are more stringent than channel parameters
specified in [EEE 802.15.4f-2012 or are not specified in IEEE 802.15.4f but are important parameters
required to meet some of worldwide regulatory requirements relevant to RFID devices.
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Table 160 — Basic Physical Requirements for all Modulation Classes

Specification Min Typ Max Units
Peak to Channel-Stopband Attenuation 30 dB

EIRP at Channel-Stopband -40 dBm
EIRP at Neighboring Channel-Stopband -60 dBm
Passband EIRP 0 dBm

Table 161 — Additional Physical Requirements per Modulation Class

Channel Clas CSMA Carrier Sense Min | 1% BERMin Sensitiv-
Sensitivity ity
Normal Optional -110 dBm -90 dBm
Wide-Bangd Optional -96 dBm -84 dBm
Narrow-Barld Optional -110 dBm -92 dBm

7223 W

Certain cha
uses a nomi
stopband re

e-Band MSK Modulation

:Elel classes use a Wide-Band MSK modulation, which in Extended Mode is 250 kS/

hal modulation index of 0.5. Transmission filtering may.bé&required in order to me¢
quirements for a given Channel Class.

7.2.2.4 Normal MSK Modulation

Certain char
uses a nomi
stopband re

7.2.2.5 Na

Certain charn
uses a nomi
stopband re

nel classes use a Normal-Band MSK modulation, which in Extended Mode is 100 kS
hal modulation index of 0.5. Transmission,filtering may be required in order to me¢
Juirements for a given Channel Class.

rrow-Band MSK Modulation

nel classes use a Narrow-Band"MSK modulation, which in Extended Mode is 31.25 kS
hal modulation index of 0,5.;Transmission filtering may be required in order to me¢
quirements for a given Channel Class.

7.2.2.6 Normal Channel Class

The Normal

Channel Classyprovides for up to five concurrent channels, using MSK Modulation on Ch

Center Frequency Indiees:0x01, 0x04, 0x07, 0x0A and 0x0D. The Channel Bandwidth is always 324

CSMA-CAis

7.2.2.7 W]Id

bptionalprior to transmission.

e-Band Channel Class

5 and
bt the

s and
bt the

s and
bt the

hnnel
kHz.

The Wide-Band Channel Class permits up to three concurrent channels, using Extended Mode high data
rate MSK Modulation on Channel Center Frequency Indices 0x02, 0x07, 0x0C. The Channel Bandwidth is
always 540 kHz. CSMA is optional, prior to transmission.

7.2.2.8 Na

rrow-Band Channel Class

The Narrow-Band Channel Class permits up to fifteen concurrent channels, using Extended Mode
low data rate MSK Modulation. The Channel Bandwidth is always 108 kHz. CSMA is optional, prior to
transmission.
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7.2.3 CCA Process

Certain Channel Classes may make use of a CSMA routine prior to transmission of data over the channel,
and for others it is optional. Upper layers of the specification, particularly the Data Link Layer and
Transport Layers, describe the processes that utilize CSMA and Collision Avoidance models (CSMA-CA).

Table 162 — Extended Mode Conformance to IEEE 802.15.4-2011 Clear channel Assesment

Clause of Title Conformance Comment
IEEE 802.15.4f-

2012

8.2.7. Clear Channel Assesment Yes

7.2.4| PHY Layer Packet Structure

Extennded Mode Packets contain a Preamble, Sync Word, Payload Length, Payloadyand CRC. Additionally,
power ramp-up and ramp-down periods may precede and follow the packet;These periofds should be
kept as short as possible, and used only for the purpose of meeting the channel stopband rgquirements
presdnted in 7.2.2.2.2.

PHY Packet is constructed as specified in IEEE 802.15.4-2011 with specifics relevant to 433 MHz PHY
which are specified in I[EEE 802.15.4f-2012.

Tahle 163 — Extended Mode Conformance to IEEE 802:15.4-2011 PHY Layer Packet|Structure

Claugde of

IEEE[802.15.4- Title Conformance Comment
2011

9. PHY Services -

9.1. Overview Yes

9.2. PHY Constants Yes

Tabjle 164 — Extended Mode Conformance to IEEE 802.15.4f-2012 PHY Layer Packef Structure

Claude of

IEEEB02.15.4f- |Title Conformance Comment
2012

16.1 PPDU Formats Yes

16.2 Data Rate Yes

16.3 SFD for MSK PHY Yes

PHY layerpacket structure as specified by above tables is shown in Table 166.

Table 165 — PHY Packet Structure

Preamble Sync Word Payload Length Payload CRC
32 symbols 16 symbols 8 bits (1 byte) 0 - 96 bytes 16 bits
(2 bytes)

7.2.4.1 Preamble

The Preamble is a series of 32 binary symbols, 10101...1010. used for the purpose of calibrating data rate
circuits on the receiver and reliable detection of packet start. The Preamble always starts with binary
1 and ends with binary 0.
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7.2.4.2 Sync Word

The Sync Word is a block of 16 symbols (which are well intended binary), chosen for excellent correlation
properties when following the Preamble.It is used to align the frame.

7.2.4.3 Payload Length

Payload Length is an eight bit field consisting of a 7 bit value containing the length of the Payload field,
and the eighth bit (MSB) reserved.

7.3 MAC Layer

This clause
IEEE 802.15
are utilized
details refer

These are the functions of the MAC Layer:

Generat
— Syn
Sup
Sup
Emy

Proy

Proy

7.3.1 Requirements of industrial and other application domains - IEEE 802.15.4e-2012 Fed

tures

Several beha
domains and

The differen
in conflict w
specifying nj

The intentio
to

specifies the Extended Mode MAC sub-layer. It is based and fully compliant
4e-2012 standard specification. Only some elements of IEEE 802.15.4e-2012 specifig
in Extended Mode as described in this clause. For full specification and implément
to IEEE 802.15.4e-2012 standard specification.

ng network beacons if the device is a gateway or subcontroller
Chronizing to network beacons

borting network association and disassociation

borting device security

loying appropriate mechanism for channel aceess

Fiding a reliable link between two peer MAC entities

Fiding management utility to access PHY“layer and the layer above the MAC

viorsare provided in IEEE802.15.4e-2012 Draftfor differentindustrial and otherapplic
functional improvements compared to IEEE 802.15.4:2011.

L industrial and other application domains have quite different requirements that are
ith each other sugh that the resulting solutions cannot be the same. That is the rationa
ore than onesolution because there is more than one problem to solve.

hs of thése behaviors are to enhance and add functionality to the IEEE 802.15.4-2011

better si

ipport the industrial markets and

permit compatibility with modifications being proposed within the Chinese WPAN.

with
ation
ation

ation

often
le for

MAC

Industrial applications have requirements that are not adequately addressed by the IEEE 802.15.4-2011
standard such as low latency, robustness in the harsh industrial RF environment, and determinism.

The Chinese Wireless Personal Area Network (CWPAN) standard hasidentified enhancements toimprove
network reliability and increase network throughput to support higher duty-cycle data communication
applications.

Specifically, the MAC enhancements are grouped into two categories:

Industrial and other application domains such as Process automation, Factory automation and

Additional functional improvements such as Low energy.
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The MAC enhancements are:
a) Time Slotted Channel Hopping (TSCH), e.g. for Process automation, see 1.2 and 1.6.
b) Low Latency Deterministic Networks (LL), e.g. for Factory automation, see 1.3.

c) Distributed Synchronous Multi-Channel Extension (DSME), e.g. for Process automation and
Commercial applications, see [.4.

d) RFID Blink (RFID), e.g. For item and people identification, location, and tracking, see 1.7.
e) Asynchronous Multi-Channel Adaptation (AMCA), see .8.

Additional functional improvements are:

—

. ow Energy (LE), optional, see L.5.

¢ Hnhanced Beacon request (EBR), optional, see 1.6.

e Hnhanced Security and Overhead Reduction (ESOR)
e MAC Performance Metrics (Metrics)

e Hastassociation (FastA)

e Asynchronous Multi-Channel Adaptation (AMCA), see 1.8

Annex [ of IEEE 802.15.4e-2012 Draft provides material{for a better understanding for the different
solutjons specified in this chapter.

7.3.2] MAC frame formats

The MAC frame format specified in this clause'shall:

(%)

upport the clear separation of the higher protocol layers from the MAC layer,
— support encapsulation of any network layer protocol (e.g. [Pv4, 6LowPAN/IPv6) in the|MAC
— sjupport direct encapsulation of the Application layer
— Allows various formstef addressing to be deployed

This subclause specifies’the format of the MAC frame (MPDU). Each MAC frame consists of the following
basic|components:

a) AMHR, which comprises frame control, sequence number, address information, and secjurity related
information.

b) A MAC payload, of variable length, which contains information specific to the |frame type.
\cknowledgment frames do not contain a payload.

c) A MFR, which contains a FCS.

7.3.3 General MAC frame format

Extended Mode MAC frame structureisadopted from IEEE 802.15.4-2011 and addendum IEEE 802.15.4e-
2012 standard. Description provided here is shown for informational purposes only. For full specification,
refer to the IEEE 802.15.4-2011 and IEEE 801.15.4e standards.

Note: IEEE 802-15.4e-2012 standard is an addendum to previously published IEEE 802.15.4-2011
standard. Itis mandatory to take into account all aspects of both standards when constructing Extended
Mode MAC frames. For clarity and simplicity reasons, references given sometimes call only clauses in
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IEEE 802.15.4e-2012. However, these clauses in many cases have their own calls to relevant clauses in

IEEE 802.15.

4-2011.

A complete MAC frame consists of the MAC Header, MAC Payload, and FCS as shown in Table 166. See 7.2

for a descrip

tion on the PHY Header and CRC.

Table 166 — General MAC frame format

PHY Header MAC Header MAC Payload FCS

7.3.3.1 MAC Header

Normative s
clauses.

Tal

becification of MAC header is given in IEEE 802.15.4e-2012 standard. Table 167 listsr'él

ble 167 — Extended Mode Conformance to IEEE 802.15.4e-2012 MAC Header

evant

Clause of
IEEE 802.15.
2012

le- |Title Conformance Comment

5.2.1.

General MAC Frame Format Yes
aresrelevant to Extended Mode

Frame format.

All sub-clauses under clause 5.2.

MAC

A MAC head
present.

br consists of fields shown in Table 168. Unless specified different, all frame fields sh

Table 168 — MAC Frame‘Header Format

all be

Frame
Control

Inform
Eleme

Source Source Address
Network

[dentifier

Desti-
nation
Address

Dest.
Network
Identifier

Sequence
Number

Security
Header

ion
ts

The Frame
other fields y

The Sequend

A MAC framg
Address, De
address field
the Informat

The Security

Lontrol field contains information that specifies the type of MAC frame and the usa
vithin the MAC frame header: The Frame Control field is described in clause 7.3.3.3.

e Number field is an incrémenting value that is unique for each and every MAC frame

b header shall confain a minimum of zero and maximum of four of the address fields: S
stination Address, Source Network Identifier, and Destination Network Identifier.
s in MAC Header are supressed, alternate address methodology shall be provided in ¢
ion Eleménts field or in Payload .

Header shall be present if the Security bit is a value of 1 in the Frame Control field.

Information

ge of

burce
If all
bither

Elements field are used to encapsulate frame specific data. Devices can accept or disg

ard a

particular element if the element ID is unknown. Information Elements (IE) are divided into “Header IE”
and “Payload IE”. Only “Header IE” belongs in MAC Header.

7.3.3.2 MAC Payload

The MAC Payload field contains the encapsulated data specific for the MAC frame type. Optionally,
application data can be tunnelled through any of the network and transport layer protocols. Refer to
7.3.3.4 for more information on use of the network and transport layers.
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Table 169 — MAC data frame using optional LLC, Network, and Transport layers

MAC Header MAC Payload

Refer to 7.2 Network Network Frame |Network Address-| Application Data (optional)
Frame Control | Type (optional) ing (optional)

Network Frame Control defines what fields are included in MAC payload.

Network Frame Type defines what kind of higher layer addressing is used (LLC, network, transport) and
if Application Data is present.

7.3.3[3— Frame Control

Frargﬁ type is specified by Frame Control Field. General format of Frame Control Field[FCF|) is specified
in clauses referenced in Table 170.

Table 170 — Extended Mode Conformance to IEEE 802.15.4e-2012 Frame Control Field (FCF)

Claude of

IEEE[802.15.4e- |Title Conformance Cemment

2012

5.2.1]1. Frame Control Field Yes All sub-clauses under clause 5.2.1.1.

are relevant to Extendeld Mode
Frame Control Field

7.3.313.1 Beacon, Data, Acnowledgement and Cornmand Frames

All 4 frame types specified in IEEE 802.15.4-201%ave amended by IEEE 802.15.4e-2012 with addition of
Information Elements. Table 171 provides refefénces for constructing Beacon, Data, Acknqwledgement
and Jommand frame types.

Table 171 — Extended ModeConformance to IEEE 802.15.4e-2012 Beacon, Data,
Acknowledgement, Command Frames

Claugde of

IEEE[802.15.4e- |Title Conformance Comment
2012

5.2.2]1. Beacon)Frame Format Yes

5.2.2]2 Rata’Frame Format Yes

5.2.2|3. Acknowledgement Frame Format Yes

5.2.2(4. MAC Command Frame Format Yes

7.3.3}13:1x1 Beacon Frame

Beacon Frame is sent by Network Coordinator to synchronize network devices and advertise network
capabilities.

A coordinator can transmit network beacons in a beacon-enabled PAN. The MAC payload contains the
superframe specification; GTS fields, pending address fields, and beacon payload. The MAC payload is
prefixed with a MAC header (MHR) and appended with a MAC footer (MFR). The MHR contains the
MAC Frame Control field, beacon sequence number (BSN), addressing fields, and optionally the auxiliary
security header. The MFR contains a 16-bit frame check sequence (FCS). The MHR, MAC payload, and
MFR together form the MAC beacon frame (i.e., MPDU).

The MAC beacon frame is then passed to the PHY as the PHY service data unit (PSDU), which becomes
the PHY payload. The PHY payload is prefixed with a synchronization header (SHR), containing the
Preamble Sequence and Start-of-Frame Delimiter (SFD) fields, and a PHY header (PHR) containing the
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length of the PHY payload in octets. The SHR, PHR, and PHY payload together form the PHY packet (i.e.,

PPDU).

Reference I[E

7.3.3.3.1.2

EE 802.15.4e-2012 Clause 5.2.2.1.

Data Frame

Data Frame is general purpose frame sent to exchange data between two devices.

The payload of a data frame shall contain the sequence of octets that the next higher layer has requested

the

MAC sub-layfr to transmit.

The data payload is passed to the MAC sublayer and is referred to as the MAC service data unit (MFDU).
The MAC payload is prefixed with an MHR and appended with an MFR. The MHR contains the Frame
Control field, data sequence number (DSN), addressing fields, and optionally the-auxiliary sequrity
header.

The MFR is fomposed of a 16-bit FCS. The MHR, MAC payload, and MFR together form the MA( data

frame, (i.e., )

The MPDU is
with an SHR
PHY payload
synchroniz

Reference |

7.3.3.3.1.3

1PDU).

passed to the PHY as the PSDU, which becomes the PHY payload. The PHY payload is pr¢
containing the Preamble Sequence and SFD fields, and’a PHR containing the length
in octets. The preamble sequence and the data SFDenable the receiver to achieve sy
ion. The SHR, PHR, and PHY payload together férni the PHY packet, (i.e., PPDU).

a
ErEE 802.15.4e-2012 Clause 5.2.2.2.

Command Frame

The MAC payyload contains the Command Type tfield and the command payload. The MAC payld

prefixed wit
addressing f
MAC payloag

The MPDU i
is prefixed

h an MHR and appended with an’MFR. The MHR contains the MAC Frame Control field
elds, and optionally the auxiliary security header. The MFR contains a 16-bit FCS. The
|, and MFR together formth€ MAC command frame, (i.e., MPDU).

yith an SHR, containing the Preamble Sequence and SFD fields, and a PHR containin

length of th
synchroniza

e PHY payload (n‘octets. The preamble sequence enables the receiver to achieve sy
ion. The SHR\PHR, and PHY payload together form the PHY packet, (i.e., PPDU).

fixed
bf the
mbol

ad is
DSN,
MHR,

then passed to thei\PHY as the PSDU, which becomes the PHY payload. The PHY pajyload

g the
mbol

The following Command Frames are defined:
- Association Request is sent by un-associated device when it want to associate with the network
- AssociatietrResponse aceept or

reject the associa

tion request

Disassociation Notification is sent by a device which wants to terminate its association with the
network

Data Request is sent by a device which wants to send unsolicited data to other network device.

PAN ID Conflict Notification is sent by a device by a device to the network coordinator when a
Network identifier conflict is detected.

Orphan Notification command is used by an associated device that has lost synchronization with its
coordinator.
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- Beacon Request Command is used by a device to locate all coordinators within its radio

communications range during an active scan.

- GTS Request Command is used by an associated device that is requesting the allocation of a new
Guaranteed Time Sloty or the deallocation of an existing GTS from the PAN coordinator.

Reference IEEE 802.15.4e-2012 Clause 5.2.2.4.

7.3.3.3.1.4 Acknowledgement Frame

Acknowledgement Frame is sent as either in response to a received Data Request Command or in

the agknowledgment is to be sent.

Referfence IEEE 802.15.4e-2012 Clause 5.2.2.3.

7.3.313.2 Low Latency Frame

Low LLatency frames are used to minimize overhead in latency critical networks. Low latency
a 1 ogtet frame control and are designed’for minimal overhead through the use of 1-octe

addrgsses.

The Sub Frame Type field is 2 bits'in length and indicates the type of the low latency frame. I
descijiption of Low Latency Frame type and usage refer to IEEE 802.15.4e-2012 specificati

payload. The
'he MHR and

Y payload is
ntaining the
packet, (i.e.,

he frame for

frames have
F destination

For deteailed
b1,

mat

are relevant

Table 172 — Extended Mode Conformance to IEEE 802.15.4e-2012 Low Latency|Frame
Clauge of
IEEE[802.15.4e- _{Title Conformance Comment
2012
5.2.2|5. Low Latency Command Frame For- |Yes All sub-clauses under clause 5.2.2.5.

7.3.3.3.3 Multipurpose Frame

Construction of Multipurpose Frame is specified in Table 173.

Table 173 — Extended Mode Conformance to IEEE 802.15.4e-2012 Multipurpose Frame

Clause of

IEEE 802.15.4e- |Title Conformance Comment

2012

5.2.2.6. Multipurpose Frame Format Yes All sub-clauses under clause 5.2.2.5.

are relevant
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The Multipurpose frame is similar to the Data frame, but the frame control field allows for more options
to control 4 addressing fields (including suppression of all 4 addressing fields and using application
specific addressing in IE or Payload), suppression of sequence number, and inclusion of IEs.

Multipurpose Frame allows minimum packet length by utilizing single octet frame control (instead
of 2-octet frame control field) and optional suppression of all other fields, including address fields.
Multipurpose Frame is used to transmit various frame types.

Two implementations of Multipurpose Frame which are particularly important fopr Extended Mode are:

- Blink Frame

- RFID Wake-Up Frame

7.3.3.3.3.1 |Blink Frame

The Blink ig a periodic transmission from active RFID tags that is received by RFID interrogator
infrastructufre. Multipurpose Frame can be configured in such a way to serve as Blink-Frame as sperified
by Table 174

Table 174 — Extended Mode Conformance to IEEE 802.15.4e-2012 Blink Frame

Clause of Title Conformance |Gomment
IEEE 802.15.4e-

2012

5.2.2.7. Multipurpose Blink Frame

5.2.2.7.1. General Yes

5.2.2.7.2. Blink Payload Field Yes

The Blink frame has been designed to be of minimal‘size to make its transmission require the lgwest
amount of efpergy to give maximum battery life t&'RFID tags.The MHR for a Blink frame shall typijically
only contain|a 1-octet, Frame Control Field, the\Sequence Number Field, and the Source Address fi¢ld. In
its shortest form, Blink Frame has format asshown in Table 175.

Table 175 — Multipurpose Blink Frame of minimal size

Octets] 1 1 8 0-127 2

Frame Coptrol Sequence/Number Source Address Payload FCS

The Blink frame provides:a mechanism for a device to communicate its ID (i.e. the IEEE EUI-64 Spurce
Address as defined) and/or an alternate ID (in payload field, as referenced in Table 174), and optignally
additional ppyload ‘data to other devices without prior association and without an acknowledgment.
The frame cdn bé used by “transmit only” devices to co-exist within a network, utilizing Aloha profocol.
Any devices|tliatare not interested in this Blink have an opportunity to reject the frame at early [stage
during frameprocessingamdmotburdenrthe MAC ortigher commumicatiom layerswithrthis, potentially
high volume, data traffic.

7.3.3.3.3.2 RFID Wake-Up Frame
The RFID Wake-up frame is used by a Network Coordinator to wake up a specific device or a group of

devices (all devices with the same PAN ID). This frame is constructed as per rules for constructing LE-
Multipurpose Wakeup Frame.
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Table 176 — Extended Mode Conformance to IEEE 802.15.4e-2012 LE-Multipurpose Wake-up

Frame
Clause of
IEEE 802.15.4e- |Title Conformance |Comment
2012
5.2.2.8. LE-Multipurpose Wake-Up Frame -
5.2.2.8.1. General Yes
5.2.2.8.2. Wake-up frame payload Yes

t frame will

RFID \/\/nl(n-”p Erameis using Information Elements field to cpnr‘ify the time when the ne;

be sept. Use of Information Elements is specified in Table 176

Table 177 — Extended Mode Conformance to IEEE 802.15.4e-2012 Information Elements

Clauge of

IEEE[802.15.4e- |Title Conformance |Comment

2012

5.2.4 Information Element --

5.2.4[1. General Yes Extended Mode is using only IE as
part of MAC Header

5.2.4]2. Header Information Elements Yes Element ID = 0x1D is uded (Randez-
vous Time)

5.2.4[10. Randezvous Time IE Yes

The Rendezvous Time (RZ Time) header Information‘Elementis 2 octet field. The RZ Time is fhe expected

length of time in units of 10 symbols between the end of the transmission of the RFID Whkeup frame

and the beginning of the transmission of the;payload frame (if present). The RZ Time shall pe set by the

next higher layer when requesting the MAC sublayer to transmit. The last wakeup frame[in a wakeup

sequénce shall have RZ Time set to the:value zero. If no data is intended to follow RFID Wakeup frame,

RZ Time shall be set to value zero.

7.3.3]14 Network and transportlayer routing of application data

Application Data can be routed through any of the network and transport layer proto
accorpplished by setting:Network Protocol type to appropriate protocol, including the L
and transport headers\within the Mac Payload field, preceding the application data (see 7.3

In thjs scenarig.the LLC protocol type will specify network layer protocol such as 6Lo
etc. The netwerk layer will then specify the transport layer protocol such as TCP or UDR
trangport layer protocol will specify the port number for the application. Note that inclu
protdcol headers within the MAC frame may increase the size of the frame significantly, s
used ffeither the MAC frame size is big enough or if the IP (Internet Protocol) connectivity i

cols. This is
.C, network,
.3.2).

WPAN, [Pv4,
. Finally, the
sion of these
b this can be
b mandatory.

To reduce the MACT frame size, the bLowPan can be used with compression. This 1s a standard method
for encapsulation of network and transport layer protocols. These protocols (802.11 LLC, 6LowPAN,
I[P, UDP, TCP, etc) are used as defined by their standards, and there is no need for modification of these

protocols for support in Extended Mode.

7.3.4 Channel Access

This subclause describes the mechanisms for channel access which includes scheduling, an

d contention

based and contention free access of the channel. Contention-based access allows devices to access the

channel in a distributed fashion using a CSMA-CA back-off algorithm.
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7.3.4.1 Superframe structure

Use of superframe structure is optional for Extended Mode. The format of superframe is defined as per
IEEE 802.15.4-2011. Relevant clauses are specified in Table 177.

Table 178 — Extended Mode Conformance to IEEE 802.15.4-2011 Superframe Structure

Clause of

IEEE 802.15.4- Title Conformance |[Comment
2011

4.5.1. Superframe structure Yes

4.5.2. Data Transfer Model Yes

4.5.2.1. Data Transfer to a Coordinator Yes

4.5.2.2. Data Transfer from a Coordinator Yes

4.5.2.3. Peer-to-Peer Data Transfer Yes

The format pf the superframe is defined by the coordinator. The superframe is. bounded by network

beacons sent by the coordinator and is divided into equally sized slots. Optionally, the superframe
active and an inactive portion. The beacon frame is transmittéd in the first slot off each

can have an

superframe.|If a coordinator does not wish to use a superframe structure,’it will turn off the b

transmissiois. The beacons are used to synchronize the attached deviees, to advertize the capab

of the netw

For low-latehcy applications or applications requiring specifie;data bandwidth, the coordinatoj

k, and to describe the structure of the superframes.

dedicate poftions of the active superframe to that application? These portions are called guara
time slots (QTSs). The GTSs form the contention-free period (CFP), which always appears at the gnd of
the active syperframe starting at a slot boundary immediately following the contention access period

(CAP).

For networkls supporting beacons, synchronizatienis performed by receiving and decoding the b
frames. For petworks not supporting beacons, $ynchronization is performed by polling the coordi

for data.

Detailed desgription of how to use supefframe structure is is specified in Table 178.

Table 1j79 — Extended Mode Conformance to IEEE 802.15.4-2011 Superframe Structur¢

bacon
lities

may
hteed

pacon
nator

4

Clause of
IEEE 802.15.4-  |Title Conformance |Comment
2011
5.1.1. Channel Access Yes
5.1.1.1. Superframe Structure Yes
5.1.1.1.1. Contention Access Period (CAP) Yes
51.1.1.2. Contrntion-Free Period (CFP) Yes
5.1.1.2. Incoming and outgoing superframe Yes
timing
5.1.1.3. Interframe Spacing Yes

7.3.5 Data transfer model

As specified in Table 177, three types of data transfer transactions exist:

- Data Transfer to a coordinator

- Data transfer from a coordinator
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- Peer-to-peer data transfer

7.3.5.1 Data transfer to a coordinator

When a device wishes to transfer data to a coordinator in a beacon-enabled PAN, it first listens for the
network beacon. When the beacon is found, the device synchronizes to the superframe structure. At
the appropriate time, the device transmits its data frame, using slotted CSMA-CA, to the coordinator.
The coordinator may acknowledge the successful reception of the data by transmitting an optional
acknowledgment frame. This sequence is summarized in Figure 22.

- MNetwork
Coordinator e

Beacon

Data

-

Acknowledgment |
(if requested)

Figure 22 — Communication to a coordinater'in a beacon-enabled PAN

When a device wishes to transfer data in a nonbeacon<enabled PAN, it simply transmits it$ data frame,
using unslotted CSMA-CA, to the coordinator. The codrdinator acknowledges the successful reception
of th¢ data by transmitting an optional acknowledgment frame. The transaction is now cdmplete. This
sequénce is summarized in Figure 23.

Coofgh;tgr m“

- Data

Acknowledgment .
(if reguested)

Figure 23 — Communication to a coordinator in a nonbeacon-enabled PAN

7.3.5|2 Datatransfer from a coordinator

indicates in
3 o data message is pending stens tolthe network
beacon and, if a message is pending, transmits a MAC command requesting the data, using slotted
CSMA-CA. The coordinator acknowledges the successful reception of the data request by transmitting
an acknowledgment frame. The pending data frame is then sent using slotted CSMA-CA or, if possible,
immediately after the acknowledgment. The device may acknowledge the successful reception of the
data by transmitting an optional acknowledgment frame. The transaction is now complete. Upon
successful completion of the data transaction, the message is removed from the list of pending messages
in the beacon.

This sequence is summarized in Figure 24.
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Coordinator

Beacon

Data Request
Acknowledgment
Data

When a coo
data for the
transmitting

application-dlefined rate.

The coordin
acknowledg

in the ackno

If requested
acknowledg

7.3.5.3 Pe

In a peer-to
influence. In

rdinator wishes to transfer data to a device in a nonbeacon-enabled PAN, it store

ment frame. If a data frame is pending, the coordinator ‘¢ransmits the data frame,
unslotted CSMA-CA, to the device. If a data frame is not pending, the coordinator indicates this fact ¢
vledgment frame following the data request or in adata frame with a zero-length pay

ment frame. This sequence is summarized in Figure 25.

_ Acknowledgment

Figure 24 — Data transfer from a coordinator

appropriate device to make contact and request the data. A device may make contd
a MAC command requesting the data, using unslotted CSMA-CA, to.its coordinator

ator acknowledges the successful reception of the datd yequest by transmittiy

the device acknowledges the successful reception of the data frame by transmitti

————
‘ Data Reguest
Acknapedgment

Data

-

_Acknowledgment

Figure 25 — Communication from a coordinator a beacon-enabled PAN

er-to-peer data transfers

peer PAN, every device may communicate with every other device in its radio sphe
order to do this effectively, the devices wishing to communicate will need to either r¢

constantly o
using unslo

s the
ct by
at an

1g an
using
pither
rload.
hg an

bre of
ceive
data

r.synchronize with each other. In the former case, the device can simply transmit its

synchronization.

Such measures are beyond the scope of this standard.

7.3.5.4 CSMA-CA mechanism

hieve

Two types of CSMA-CA channel access mechanism can be used, depending on the network configuration:
Beacon and Non-Beacon. Both of these mechanisms are using the methods specified in Table 180.
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Table 180 — Extended Mode Conformance to IEEE 802.15.4-2011 CSMA-CA Mechanism

Clause of

IEEE 802.15.4- |Title Conformance |Comment

2011

4.54.1. CSMA-CA Mechanism Yes

5.1.1.4. CSMA-CA Algorithm Yes

7.3.5.5 ALOHA mechanism

Alohamechanism allows for transmission nfnnm‘knm/v]pdgpd and unassaociated frames This method of
netwprk access is particularly important for very low power RFID devices.

7.3.5{6 Frame acknowledgment

A sudcessful reception and validation of a data or MAC command frame cambe optionally confirmed
with fan acknowledgment. If the receiving device is unable to handle theseceived data ffame for any

reasdg

Ifthe

sever

n, the message is not acknowledged.

al retries, the originator can choose either to terminate thejtransaction or to try aga

ackn

Deta

]>w1edgment is not required, the originator assumes the‘transmission was successful.

originator does notreceive an acknowledgment after some periodd,it assumes that the
was ynsuccessful and retries the frame transmission. If an acknowledgment is still not r¢

led specification of frame acknowledgemtn and retransmission is provided in Table 1l

ransmission
bceived after
n. When the

81

Tablle 181 — Extended Mode Conformance to IEEE 802.15.4-2011 Frame Acknowledgement and

Retransmission

Claude of
IEEE[802.15.4- Title Conformance |Comment
2011
5.1.6H4. Use of Acknowledgement and Retrans- |Yes

mission
5.1.64.1. No Acknowledgement Yes
5.1.64.2. Acknowledgement Yes
5.1.6/4.3. Retransmission Yes
7.3.5{7 Data yerification

In or

Uniof<~Telecommunication Standardization Sector (ITU-T) cyclic redundancy check (CR

er todetéct bit errors, an FCS mechanism employing a 16-bit International Telecomnpunication

) is used to

4 : £ £ = 11 400
dete(,l, CITOIS HI'EVETy ITAIlIC d5 PCT TCICTCIICC 11T 1dDIC 104.

Table 182 — Extended Mode Conformance to IEEE 802.15.4-2011 Data Verification

Clause of

IEEE 802.15.4- Title Conformance |[Comment
2011

5.2.1.9. FCS Field Yes

7.3.6 MAC Security

MAC level security for Extended Mode is specified by references in Table 183.
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Table 183 — Extended Mode Conformance to IEEE 802.15.4-2011 MAC Security

Clause of

IEEE 802.15.4- Title Conformance |Comment
2011

4.5.6. Security Yes

7 Security Yes

7.3.6.1 Frame Security for Extended Mode

Fional

Besides the frame security suppart defined in the IEEE 802 15 4-2011 this standard prm/idpc addi

frame secur
[SO 18000-7
be used with

This securit)

Mutual 4

Frame S

Mutual Auth
authenticati
key derivati
described in

Frame Secur
The MAC paj

7.3.6.1.1 B

In orderto e
Mode Securi
IE List Prese|
processed at

IEscanbem

ty methods and algorithms as defined in ISO/IEC 29167. The Frame Security for Exte
does not interact with the Frame Security defined in the IEEE 802.15.4. Each method
out any interaction with each other.

F protocol consists of following components:
Authentication with key derivation procedure

ecurity

bn commands are encapsulated in MAC Data or Mutlipurpose frames. All processin
bn process is performed at the application layer. The-application part of this proto
section 7.4.7 of this document.

ity is performed at the MAC Layer providing confidentiality and integrity of wireless fr
rload (including application layer data) is encrypted and authenticated.

xtended Mode Security Information Element

ktend MAC functionality to supportthe Extended ISO 18000-7 Security Services, Exte
[ty Information Element is defined-and its presence in the MAC header is marked by s¢
nt bit in the Frame Control field of the MAC header. The Security Information Elem
the MAC Layer.

inaged and unmanaged.'For the purpose of specifying Extended Security services, Exte

Mode is usinjg Unmanaged IE with.Element ID = 0x01.

The constru

ction of IE field(s,determined by references in Table 184.

nded
| may

entication with key derivation procedure is a part of the Application Framework. All Mutual

b and
col is

pmes.

nded
tting
ent is

nded

Table 184 — Extended Mode Conformance to IEEE 802.15.4-2011 Information Element$
Clause of
IEEE 802.15.4- Title Conformance |Comment
2011
5.2.4. Information Element
5.2.4.1. General Yes
5.2.4.2. Header Information Elements Partial Unmanaged IE = 0x01 is used for
Extended Security Services.
5.2.4.3. Payload Information Element No Only Header IE is used.
Extended ISO 18000-7 Security IE Content is shown in Table 185 — Extended ISO 18000-7 Security IE
Content
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Table 185 — Extended ISO 18000-7 Security IE Content

1 byte 16/8 bytes

IV/CCM Header

Security Options

Security Options field is defined in Security Options section.

-7:2014(E)

[V/CCM Header: The initialization vector used to encrypt the frame with a symmetric algorithm.

7.3.6.1.2 Security Options

Secu]

1ty Uptions 11eld 1s defied 1n lable 166.

Table 186 — Security Options

Bit$: 0 1 2 3 4 5 6 7
Resefved | Reserved Secure Protection suites Reserved PKI
Extended IS0 | ¢o. raple 187 See 7.3.6.1.4
0=Frameis 0=PKI not
not encrypted Lsed
(thereisno IV
and authenti- 1=PKI used
cation field in
the frame)
1= Frameis
encrypted
The Secure Extended ISO bit, described in the above table, shall be used to indicate if the frame is secured

7.3.6

Cryp

step

descr
of an

e
or nSL If the value of the bit 3 is:

If the Secure Extended Mode bit isset to 1 then the frame is secured and it contai
Node Security IE with Security Options and IV/CCM fields, as well as Encrypted |
Authentication Data present inthe frame. The Application command code and comman
dre encrypted within the Enctypted Payload field.

|
S
d

Fthe Secure Extended Mode bit is set to 0 then the frame is NOT secured and Extended
ecurity IE, Encrypted Payload, and Authentication Data are NOT present in the frame
ata containing command code and command arguments are NOT encrypted.

1.3 Extended Mode protection suites - Symmetric cryptography

ographic protection of the Extended Mode messages consists in an optional messag
ollowed by a message authentication step. Each protection suite type is assigned an
ipteralso called a protection suite identifier. A protection suite identifier is written as

ns Extended
Payload, and
d arguments

ISO 18000-7
. Application

e encryption
enumerated
a designator

nery natorofanauthentication methaod:

cIrcT orcoT— oo ororcrrerrcroorcr o rrre crro-or

ntion method followed hyv 9 decia
PO e o600 ey a5

<message-encryption-method>-<message-authentication-method>

The protection suite descriptor uniquely identifies the methods used to authenticate and encrypt the

mes

Tabl

sage.

e 187 contains some of the currently considered crypto protection suites.

Table 187 — Extended Mode Protection Suites

Protection Suite Encryption Key | Encryption | Authentication | Authentication Protection
Descriptor Algorithm |Size, bit Mode Algorithm size, # bits suites bits
AES-128-CBC-SHA1-96 AES 128 CBC SHA1-96 96 001
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Table 187 (continued)
Protection Suite Encryption Key | Encryption | Authentication | Authentication Protection
Descriptor Algorithm |Size, bit Mode Algorithm size, # bits suites bits

AES-128-CBC-SHA1 AES 128 CBC SHA1 160 010
CCM -7 (CCM for ISO/ AES 128 Counter | AES-CBC-MAC 64 011
IEC 18000-7)
HB2-128 HB2-128 128 Normal HB2-128 16-128 100
NULL - NULL None N/A N/A None N/A 000
(secure bitis 0)

Packet OptiLns (Protection suites bits) values 100, 101, 111 are for future extensions.

CCM-7 is bas
of operation
proven cryp
Cipher BlocK

7.3.6.1.4 B

When PKl is
used for muf

001 ECC
010 RSA
Packet Optig

7.3.6.1.5 E

Once adevic
Authenticati

and authenticated paylaod.

The Applicaf
the MAC lays
encryption g
Extended IS
Information
value AES-1
Element Id a
set to one. T

ed on CCM, a generic authenticated encryption block cipher mode of AES. €CM is a
defined for any block cipher with a 128-bit block size. CCM combines twa well-know

Chaining MAC (CBC-MAC) for both authentication and integrity protection.

xtended Mode protection suites - Asymmetric cryptography;,

1sed, PKI bitin the Packet Optionsis setto 1. Protection suite bits will code the PKI algo
ual authentication:

ns (Protection suites bits) values 011, 100,101, 111 are for future extensions.

ncryption process

pbn section, the device can ex¢hange MAC data and multupurpose frames with encr)

ion layer sends a packet-as defined in Table 201 with Application Header and Paylq
br. MAC layer checks'thé device configuration. If e.g. the device is configured to use Al
nd SHA1 for authentication, MAC will generate an Initialization Vector (IV) and cre3
D 18000-7 Secutity Information Element (see 7.3.6.1.1). The Extended ISO 18000-7 Sec
element will.contain the IV and Security Options - Protection suites field initialized
P8-CBC-SHA1. The Information Element Header will be initialized with the the Se
nd IE Content Length. IE List Present bit in the Frame Control field of the MAC header w
hen/MAC will generate authentication field caculating SHA1 over the the packet rec

from the Ap

lication Layer, and MAC will encrypt the packet using AES algorithm with the session

mode
n and

fographic techniques to achieve robust security. First, CCM uses CTR for-¢confidentialitly and

Fithm

e is mutually authenticated and the'session keys are generated as described in 7.4.7.1 Mutual

ypted

ad to
S for
te an
urity
with
Curity
ill be
eived
keys

- A e 1A 4+l . dnn. D
generated dur TITgvViutudalr AUCITEITCICAtION T TOCESS:

Encrypted and authenticated payload of the Multipurpose/Data frame is shown in Table 188 —
Encrypted and Authenticated MAC Mutlipurpose/Data Frame Payload. The size of the Authentication
field depends on the selected authentication algorithms.

Table 188 — Encrypted and Authenticated MAC Mutlipurpose/Data Frame Payload

N byte 12/20/8 bytes
Encrypted MAC Authentication Data
Payload (SHA1-96|SHA1|CBC-MAC)

¢ Encrypted MAC Payload: The encrypted application layer header and payload.
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e Authentication Data: The hash function result calculated over the payload prior to encryption.

7.3.6.1.6 Decryption process

If MAC receives a Multipurpouse/ Data frame with both IE List Present bit in the Frame Control field
of the MAC header set to one and with the the Security Element present in the MAC header. MAC will
decrypt the payload using IV provided in the Security Element and algorithms in Security Options -
Protection suites. Then MAC will re-calculate authentication field over decrypted payload and compare
itwith one received in the frame. If the authentication check is successful, then decrypted payload will be
sent to the Application Layer. If the authentication check is not successful, the frame will be descarded.

7.3.7| Wake on Mechanisms

Following Wake on mechanisms may be supported:
e UHF Wake on

e [|F Wake on

¢ Sensor/Alarm wake on

e Additional wake on

7.3.7})1 UHF Wake on

As dgfined by the ISO 18000-7, the Wake Up Signal is teansmitted by the interrogator for ajminimum of
2.4 s¢conds to wake up all tags within communicatien range. The Wake Up Signal consists of a 2.3 to
4.8-second 31.25 kHz square wave modulated signalcalled the “Wake Up Header” immediafely followed
by a 0).1-second 10 kHz square wave modulated signal called the “Co-Header.” Upon detection and by
complletion of the Wake Up Signal all tags enter into the Ready state awaiting a commagnd from the
intertogator. A tag has two states, awake/ready and asleep. During the ready state, the tagq accept valid
commands from interrogators and respond‘accordingly. When the tagis asleep, itignores all commands.

MMM [N

Minimum 2,35 s Maximum 4,8 s 0,1

o W M

o —— mmnm
Wake Up Header Header
s AN — e

Figure 26 — Wake Up Signal

Once awoken, the tag shall stay awake for a minimum of 30 seconds after receipt of the last well-formed
message packet consisting of a valid Extended protocol ID, command code, and CRC values, unless the
interrogator otherwise commands the tag to sleep. If no well-formed command message is received
within the 30 seconds, the tag will transition to the sleep state and SHALL no longer respond to command
messages from Interrogators.

The communication between interrogator and tag shall be of the Master-Slave type, where the
interrogator shall initiate communications and then listen for a response from a tag.
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7.3.7.1.1 Distributed Sliding Wake-up Algorithm

Instead of sending complete 2.4 sec wakeup signal, an interrogator can distribute the wakeup signal into
multiple smaller wakeup units, and distribute sending of these Distributed Wakeup Signals following

the Distrubu

ted Wake-up Algorithm.

There two variants of the Distributed Wakeup Signal:

One dim

ensional distribution of the wakeup signal

Two dimensional distribution of the wakeup signal

7.3.7.1.2 (

In ISO 1800(
wakeup sign
receives the
»wakeup sup

The 2.4 secq
millisecond
periodically
up procedur

Oneofthe 10
to 100 millis
frames. In th
the second (]
third (index
up, a 100 mi
occupy beac
perform the

It takes 24 W

In 57.6 sec alll tags will be woken up and:possibly collected. This would guarantee that newly ay

tags will be
Overhead fo

Figure 27 de

|0 millisecond beacon intervals from total of 24 in each wakeup super frame, will be dedi

ne dimensional distribution of the wakeup signal

-7, each RFID tag wakes up every 2.4 seconds and checks for a wakeup signal. If there

wakeup signal and wakes up. In the context of this algorthm, 2.4 secondinterval is (
er frame"

nd interval, can be sub-divided into multiple beacon intervals, e:g. 24 intervals wit
Huration each. In a beacon enabled RF network, the interrogatof,shall send a beacon f
every beacon interval. The interrogator will distrubute wakeup signal and embed the y
e into normal operating cycle.

econd wakeup signal. The wake-up signal is distributed between multiple wakeup

e first (index 0) wakeup super frame, the wake up.signal will occupy beacon interva
ndex 1) wakeup super frame, the wake up signal will occupy the beacon interval 1. |
2) wakeup super frame, the wake up signal will take the beacon interval 2. Since the y
lisecond interval slides, in the last (index23) wakeup super frame, the wake up signg
bn interval 23. After each of the 100 milkiseécond wake-up signals, the RFID interrogatc
collection procedure of the woken upttag group before sending the next wake up sign|

ake-up intervals (100msec each) to wake up all tags.

voken up (discovered) in'57.6 seconds (24 X 2.4sec = 57.6 sec).
 sending distributed-sliding wake-up signals is 1/24 equals 4.17%.

picts the Distributed Sliding Wake-up algorithm for 100 millisecond beacon interval.

is no

al, the tag will go back to sleep for additional 2.4 seconds. This process repedts until the tag

alled

n 100
rame
vake-

cated
super

0.In
n the
vake-
1 will
rcan
al.

rived
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23

We a

The interrogator can take multiple of 2.4 second\intervals for collection of a group of w

betw

group of tags can be woken up.

Note:

Up
[100ms|
0 1 2 3 4 5 6 7 8 9 101 11 12 13 1 14 15 1 16 1 17 18 19 120 | 21 22 23
Wake
Up
100m
0 1 2 3 4 5 6 7 8 9 101 11 12 13 1 14 15 1 16 1 17 18 19 120 | 21 22 23
Wake
Up
[100ms|
0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 22 23
VVARE
Up
100ms
0 1 2 3 4 5 6 7 8 9 10 1 12 13 14 15 16 17 18 19 20 21 P2 23
4,56,..,22
Wake
Up
I I I e s I I O A I T
|0 |1|2|3|4|5 | 6|7|8| 9|10|11|12|13|14|15|16|17|18|19|20|21|22|23|
2.4 sec

Figure 27 — Distributed Sliding Wake-up Algorithm

sume that the wakeup interval slides in the frames 4 to 22 from slot 4 to slot 22.

ben two sliding wake-ups. It is importantthat next 100msec wake up interval slides

if the network is configured to be-in beconless mode of operation, the intorrogato

ken up tags
, so the next

r will not be

sending beacons, and the distributiomof the wakeup signal will remain the same as descriled.

7.3.7

In be
wake
each
inay
fram
woul
the is

1.3 Two dimensional-distribution of the wakeup signal

hcon enabled networks the wakeup signal can be reduced bellow a beacon interval. In |
up signal is 1/6 of the beacon interval. In each wakeup super frame, the wakeup signal
beacon interval. The wakeup signal is distributed in two dimensions, both in a beacon
vakeup superiframe, Figure 28 The RFID devices are divided into 24 groups, althou
e is divided-into 4 beacon intervals. In one dimensional distribution of the wakeup

l be only four groups of devices. Two dimensional distribution shall even further be
sue of evenly waking up a population of a large number of tags.

‘igure 28 the
s slide inside

interval and
oh the super
signal, there
tter address
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Wake

Waked Wake 2 Wake 3 Wake
] ] ] -
1
Oake Wak% Wake® Wa\ke4
- ] - -
2
0 Wake 2 Wake 3Wake 4\Nake
[ - - -
3
0 Wake 2 Wake 3 Wake™ 4 Wake
_Up _Up _Up _Up

2.4 sec

Note: if the 1
sending bea

7.3.7.1.4 T

Existing ISO

istributed Wake-up Signal in Extended ISO 18000-7

Figure 28 — Two dimensional distribution of the wakeup.signal

etwork is configured to be in the beconless mode of operdtion, the intorrogator will 1
ons, and the distribution of the wakeup signal will rem@ain the same as described.

18000-7 defined Wakeup signal with scaled down Wake-Up Header and Co-H

ot be

pader

duration car] be used re-used for Distributed Sliding Wakeup Algorithm as presented in the Table 1§89 —
Distributed Wakeup Signals.
Table 189 — Distributed Wakeup Signals

Wake Up Type Wake Up Header Co-Header

square wave modulated signal square wave modulated signal

Duration Frequency Duration Frequency
ISO 18000-7 Wakeup (2.3 to 4.8-second 31.25 kHz 0.1-second 10 kHz
signal
Distributed Wake Up |Tryw & Configurable |Fpw 31.25 kHz Trc <= 0.1 second Frc =10 kHz
signal <=1.2'sec
7.3.7.2 LF[Wake:-On
The Low Frdquéncy (LF) link supports short range communication from an exciter to the tag. This LF

link enables the system to wake-up the tag and issues commands to the tag. As LF is a one-way link,
the tag’s response to the LF command is transmitted through the UHF link making use of the Extended
Mode PHY, MAC and Application framework.

7.3.7.2.1 Exciter to Tag Communication (LF link)

The exciter to tag communication utilizes low frequency (122.64 kHz) AM modulation scheme and
operates at short range. Data is transmitted from the exciter to the tag without acknowledgment over
LF (one way LF communication link).
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7.3.7.2.1.1 Data modulation and coding

Data transmitted between the exciter and the tag utilizes OOK scheme with two distinctive signal levels
(RF carrier frequency being switched on or off).

7.3.8 Preamble

The preamble shall be comprised of eight (8) cycles each 16T period long (where T = 1/32768 sec). The
preamble shall start with signal high and then alternating between 8T high and 8T low periods.

The preamble shall be preceded by RF Burst (RF ON) of minimum duration of 48T followed by 8T of

sign

lTlow(REOEEY PRafar+o g )
TOVY (I O~ I 7 IcCIeTtO—TT

Note

Surc =z

be trgnsmitted only for the first transmitted packet.

7.3.9| Data bytes

Data
shall
theb

7.3.1

A find

8T hi

Signal

ONIQFF Key
RF Bignal
Demddulated \
N

be 16T (where T = 1/32768 sec), the total byte period shall be 128T. A falling edge in
t-time indicates a 0 bit, a rising edge indicates a 1 bit.

0 Packet end period

bh shall be transmitted after the last Manchester.encoded bit within the packet.

Preamble

RF Burst (8 x cycles of 16T period)

Manchester Encoded Data bits Packet

1 1 1

N
U g

a bits. 1

that when multiple packets are being transmitted back to back the RF Burst signal i§ required to

bytes shall be in Manchester code format, each byte is comprised of 8.data bits. The ddta bit period

the centre of

11 period of 24T of continuous high, followed by a 24T continuous low and followed by|minimum of

[Termination

.
—

\
48T - 3201 8T 8T 8T 8T  &T 247
- = e e e e

- -

‘ 1287 (1 byte)

|7H

| epetitive part of packet (when transmitling the packet back to back)

Figure 29 — Data Modulation

The bit period shall have duration of 16T, where T = 1/32768 seconds with an error tolerance of +/-3%.
This symbol rate of produces effective data rate of 2.048 kb/s.

The packet structure is as shown in Figure 31.
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Manchester Encoded

N
4 N
RF BURST PREAMBLE SYNC PAYLOAD FCS PACKET END
(48T - 320T) (8-bits) (16-bits) (0-127 bytes) (16-bits) (56T)

Figure 30 — Packet Structure

Notes:
The order of|transmitted Data bytes is in accordance with 802.15.4e MAC specification.
The packet fransmission starts with transmission of carrier signal (CW) in duration of 48T periqds to
320T periodk. Acctual duration of CW transmission is application dependant and can be\used to ftrade
off RFID tagfresponse time versus its power consumption.
Peramble figld (P) follows CW signal and is 8 bits long (all “0” when Manchester encoded).
Sync Word flield serves to detect start of frame and shall be 0x115F (binary value = 0001 0001{0101
1111) . The Preamble of 0x00 and Sync Word of 0x115F work together to provide accurate start of packet
(start of frarhe delimitation).
A CRC check$um shall be calculated as a 16-bit value for each packet, initialized with all zeroes (0x(000),
over entire gayload bytes (excluding preamble and sync word) according to the CCITT polynomial (x16
+x12 + x5 +]). The CRC shall be appended to the data includedin‘the command message as a two pytes
field. Reference: ITU-T Recommendation V.41 (Extract from¢the Blue Book), Code-independent grror-
control syst¢m, Appendix I - Encoding and decoding realization for cyclic code system.
7.3.10.1.1.1{ Protocol
The type and amount of data being transmitted fFfom the exciter to the tag is dependent on the particular
application. peveral modes of operation are being defined to provide flexible message structure tojmeet
various applfcation requirements.
7.3.10.1.1.2) Message structure
The exciter to tag communicatien protocol uses byte oriented, packet based message structure utilizing
16-bit Framg Check Sequence (ECS) error detection mechanism for reliable communication. The pratocol
utilizes 16-bjt mode field prefix that defines the message structure and optimizes the packet size that is
being sent td the tag.
The messagg structure with all the fields is shown in Table 190.
Table 190 — Payload message structure
LF Mode | Application ID Tag ID Exciter ID LF RSSI Exciter Time- Command Parameters
(Optional) (Optional) (Optional) out Code (Optional)
(Optional) (Optional)
8-bits/16- 8-bits 48-bits / or 16-bits 8-bits 8-bits 8-bits Variable 16-bits
bits 64-bit IEEE ID
Notes:

The transmission of the packet fields within the message starts with the LF Mode field and ends with
the FCS field. The most significant bit within each byte is sent first. Lower order byte is sent first within
each field. The FCS calculation includes all bytes in the packet except itself.
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7.3.10.1.1.3 LF Mode field

The LF mode field bits are defined Table 191

ISO/IEC 18000-

Table 191 — LF Mode field (byte 1)

7:2014(E)

Value ‘0’ 1 Definition
bit 0 No Application ID Application ID This bit indicates whether the Application ID is
included or excluded from the message.
bit 1 No Tag ID Tag ID This bit indicates whether the Tag ID field is
included or excluded from the message.
bit 2 48-bit Tag ID 64-bit I[EEE ID This bit indicates whether 48-bit\'Tqg ID or
64-bit IEEE address is being used..
bit 3 LF RSSI threshold not used LF RSSI threshold |This bit indicates whethet, LF'RSSI threshold
used value (1 byte) is included’in the mesgsage. The
RSSI threshold levelinforms a tag dn bound-
ary of the LF field@twhich it shall lespond
(tag’s measured'LF RSSI is greater than LF
RSSI thresheld). If the measured RYSI is lower
than provided LF RSSI threshold a fag will not
respond.If this field is not included|in the mes-
sage atag shall respond to all correctly received
LFimessages regardless of the signgl level.
bit 4 No Command Command This bit indicates whether the Command and
associated parameters fields are influded in the
message.
bit5 LF Sequence ID LF Sequence ID is used to identify alll identical
& messages sent by the exciter as a pgrt of the
bit 6 same transaction (same Sequence ID).
bit 7 Extension Mode byte not Extension Mode byte |This extension bitis used to expancll LF Mode
included included byte with additional 8-bit of bitmagped link
control bits. If 2nd LF Mode byte is pot included
than it is assumed that bit options defined in
2nd LF Mode byte are set to zero.
The IJF mode field bits are defined Table 191
Table 192 — LF Mode field (byte 2)
Valus ‘0’ 1 Definition
bit 0 Exditer Timeout not used |Exciter Timeoutis |Exciter Timeout field is included in the packet.
used
bit 1 Exciter IN Exciter IN and OUT |This option instructs the tag to generate one or two
fupag of UHrasponses-depandinaonthe opera-
Sy PeSOrY SSpomSESaTpeHe s O
tional scenarios. If Exciter IN and OUT response
is selected than tag will send two UHF messages,
IN when entering the Exciter field and OUT when
leaving the Exciter field. If Exciter IN response is
selected than the tag will generate only IN UHF mes-
sage as it passes through the Exciter.
bit 2 Reserved Reserved
bit 3 Reserved Reserved
bit 4 Reserved Reserved
bit 5 Reserved Reserved
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Table 192 (continued)

Value ‘0’ ‘1 Definition
bit 6 Reserved Reserved
bit 7 Reserved Reserved

7.3.10.1.1.4 Message Parameters

e  Application ID indicates the tag command set to be used. If this field is not included in the message,
the Application ID is defaulted to 0x02.

e TaglD iy
address

ng is used

the 48 bit or 64-bit ID of the target tag, depending if Base Mode addressing or IEEEE

UI-64

e Exciter ID is a 16-bit number that uniquely identifies the exciter. The range of the'Exciter IDs is|from
1 to 21641. The Exciter ID zero is reserved.

e Exciter [[imeout represents the exciter OFF time during its periodic traidsmission. It is used to
prevent|the tag to retransmit the same message for every exciter transmission cycle. The range of
the Excifer Timeout is from 1 to 255 seconds.

e Command Code follows a simple structure with only two main command categories:
e  Write to
e Read fra

Where comn

Parameters
The length of the parameter field is derived based on the command code and is not explicitly spec

7.3.10.1.1.5

The exciter (
tag comman

m the tag

hand format is defined as follows:

d setto be used

the tag

Table 193 —€ommand format

Command prefix Tag Command code
(1-bit) (7-bits)
1 #Write See Section 7.3.10.1.1.5.
0-- Read

s a variable lergth field that contains the parameter(s) associated with the LF Comf

Tag Command Code

arlissue tag commands from multiple tag command sets. The Application ID indicatg

nand.
fied.

s the

Table 194 describes the default tag command set that is associated with Application ID 0x02. Note that
if no Application ID is included in the LF packet, this default tag command set should be assumed. The
definition of additional tag command sets is outside of the scope of this specification.

Default tag command set:
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Table 194 — Default tag command set for Application ID 0x02

Tag Tag Parameter Name Tag Param- Parameter Type Description R/W
Command Codes eter_ Size Status
[bits]
0x07 User ID byte length 8 User ID byte length indicates the length R
of the ISO User ID data field. When the
User ID Length is set to 0 the User ID is
disabled and will not be reported within
the UHF response message.
0x0B Tag type 8 Tag Type is used to distinguish various R
tag models and Is manufiacturer specific.
0x0E Wake Up - This command is only applicable. for thg -
that supports 2-way UHF communica
tion. Upon reception of this’command
tag will turn on UHF recéivér and listgn
for incoming UHF cominand from the
Coordinator.
0xB1 /0xB1 |Tagtransmission period 1+15 The most significant bit is used to engble | R/W
under the Exciter field or disable tagperiodic exciter IN trang-
missions while tag is still under Excitgr
LF filed<The lowest 15 bits indicate
periodiin‘seconds. If all 15 bits are zeto
thamtio change in transmission rate iy
dssumed and only most significant bif is
used to enable or disable transmission
rate.
0xB2 / 0xB2 |Tagbeacon transmission 1415 The most significant bit is used to engble | R/W
period or disable periodic tag beacon transniis-
sion. The lowest 15 bits indicate peridd
in seconds. If all 15 bits are zero thanfno
change in transmission period is assumed
and only most significant bit is used tp
enable or disable transmission rate.
Oxft3 / 0xC3  |Manufacturer specific.
0x98 Manufacturerspecific.
0x99 Manufaeturer specific.
0x9A Manufacturer specific.
0x2A / 0xAA |Manufacturer specific.
7.3.10.1.2 Tag'Response (UHF link)
The thg's response to the LF packet is encapsulated within an Application Data Packet and fis carried by
the MAE lcl_yt:l usingMACBata frameor-MAE rv{ultipu1 pose frame:

The data being sent to the coordinator has a different format depending on the mode of operation. The
LF response application payload format is shown in Table 195.

Table 195 — LF response appliation payload format

Application ID | Tag Sta- | TagID | Exciter LF RSSI User ID Command Command
tus ID (Optional) (Optional) Code Arguments
(Optional) (Optional)
8-bits 16-bits | 48-bits | 16-bits 8-bits 16-bits 8-bits Variable
/ 64-bit
IEEE ID
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Transmission order is least significant byte (LSB) first (within multi-byte field) while within a byte the order
is least significant bit first.

7.3.10.1.2.1 Message parameters

e Application ID is equal to the Application ID in the LF packet. If no Application ID is received, the

default value of 0x02 should be included in this field.

e Tag Status (see descriptions in Section 7.3.10.1.2.2)

e TagID is the 48-bit or 64-bit ID of the transmitting tag, depending if Base Mode addressing or IEEE

EUI-64 gddressingisused-

D is the 16-bit Exciter ID in the LF packet received from the exciter.

s an alternate ID used to address the tag and is manufacturer specific.

e Exciter]|

e UserID

e Comma

] CommaI
commarjd.

7.3.10.1.2.2| Tag Status

The Tag Stat

fields indica

Table 196 — Tag status word

d Code is the same command code in the LF packet received from the exciter.

d Arguments is the response to the LF command. Its length depends on the particul

us word is transmitted in every tag UHF response. It represents a collection of vario
ing the current tag operational states and packet fopmat as defined in in Table 196.

ar LF

s bit

Bit
15 14 13 12 11 10 9 8
IEEEirllkd_d(;‘ess- Ack Hlag
UHF Mode field Reserved=0 Reserved=0 8 1 = Npck
Base Mode
Addressing=1 0= Ack
Bit
7 6 5 4 2 1 0
Tag beacon User ID
mode
UHF Sequence ID Tag type 1 = enabled 1=yes Servick bit
0=disabled | 0= 1°
e Service bit when set (‘1’) indicates that the tag has detected a hardware-related fault condition.

e Tagbeacon mode indicates whether tag’s beacon mode is enabled or disabled.

e User ID flag indicates whether a manufacturer specific User ID is used to identify a tag.

e Tagtype is used to distinguish various tag models and is manufacturer specific.

e UHF Sequence ID is used to identify all identical messages sent by the tag as a part of the same
transaction.

e Acknowledgment flag is used to notify the system that a valid command has been received from the

Exciter.

e UHF Mode Field (see below)
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The data being sent to the system has a different format depending on the mode of operation.

The UHF mode field indicates the tag’s mode of operation. Table 197 specifies the available UHF mode:

Table 197 — Available UHF modes

UHF Mode field format code |UHF Mode

(bit3, bit2, bit1, bit0)

0000 Exciter IN

0001 Tag Beacon

0010 Command

0011 Exciter OUT

01xx Manufacturer Specific
1xxx Reserved

7.3.10.1.2.4 Tag response message format

Two distinctive tag response formats are used depending on thetF Mode field bit 2 setting (No Command

or Command).

7.3.10.1.2.5 Exciter no-command tag response forniat

If the|exciter packet does not contain command field,then the UHF response has the following structure:

Table 198 — Exciter no:command tag response format

Application ID

Tag Status

Tag ID

Exciter ID

User ID*

8-bit

16-bits

48-bits/64-bits

16-bits

N x 8 bitp

* Optlonal field depending on whether User ID is enabled within the tag.

7.3.10.1.2.6 Exciter command tag response format

If the|exciter packet contains command field, then the UHF response has following structufe:

Table 199 — Exciter command tag response format

Application TD Tag Status Tag ID Exciter ID Command Commgdgnd Param-
eters*
Code
8-bits 16-bits 48-bits/64- |16-bits 8-bits N x 8 bits
bits

* Optional field depending on the command code

The command code is the same command code received from the exciter. The command parameters
field is optional and its length depends on the particular command issued by the exciter.

7.4 Application layer Framework

This clause specifies the Extended Mode Application layer which provides a framework and services for
user applications to employ. It is responsible for the following tasks:

— Defines resident resources and provides core services to access and manage resources

© ISO/IEC 2014 - All rights reserved
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— Routing of application data to/from MAC to resident applications

7.4.1 Gene¢ral Application data packet format

\

Application A Application B Application C
’\ _ |
ore Memory
Application Data Services I
\ UDB

Application Message Handler

Application Payload
(from MAC)

Figure 31 — Application Layer Framewerk

The Application Data Packet consists of a MAC or Mutlipurpose Data Frame with a MAC Headefr and
MAC Payloadl. An Application Data Packet consisting of an”Application Header and Application Pafyload
is embedded within the MAC Payload along with opgtienal LLC.

Table 200 — MAC Data Packet format with Application Data

MAC Header

MAC Data Frqme type

or MAC Multipurpose
Frame type

(refer to 7.3.4.1)

LLC
(optional)

6LowPAN or
IPv4 Header

(optional)

UDP/TCP
Header

(optional)

Application
Header

Application Pay

oad

An Application Header consists of fields shown in Table 201. Unless specified, all frame fields shpll be

present.

Table 201 — Application Data Format

Extended prdtototib

Options/ Tag
Status

Al A 13 . ha - n
AILETIIdIE AU ESSIITE (OPUIOIIdl)

PaytoadData

1 byte

1/ 2 bytes

Variable

0-N

The Application header consists of Extended protocol ID, Options (in request packets) or Tag Status (in
response packets) and Payload Length field.

7.4.2 Extended protocol ID

Extended protocol ID presents a unique identifier for a specific application. Following extended protocol
IDs are carried over from ISO 18000-7 as application IDs.

112
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Table 202 — Extended protocol ID

Extended protocol ID Standards

0x01 18000-7 version 1
0x02 LF

0x03 Security Services
0x04 Alternate Addressing

-7:2014(E)

In order to support any of above application a separation of the application layer from the MAC and PHY

has to be done. In this standard, the Application Layer relies on IEEE 802.15.4 MAC funct

ionality. The

netwprk s created on the MAC layer. Once the network is created, the application layer onyin|
and end devices can exchange application layer commands to perform required functions.

7.4.3| Creating a wireless network

The I
netw
procg
then
Data

EEE 802.15.4 standard defines the methods for creating Beacon enabléd-and Beacon
brks. This process may include association procedure of wireless devicés as well as syn
dure. Depending of a specific use case, wireless devices create athetwork with a coo
pxchange application layer messages. Application layer messages‘are carried in the paj

7.4.3|]1 Tag Initiated Communications

iation process can introduce additional overhead\especially if devices are quickly
ing very little time in a network. For such casés, there may not be sufficient time to
the network and exchange data. So, there is a need\for having an optional association pr¢
methpd supported by IEEE 802.15.4 which allows for the exchange of frames withoutan pri
procddure is the use of the multipurpose frame:=Multipurpose frames are treated in the sa
Data frames, and their content is passed to/from the next higher layer using the MCPS-DAT
This
resulf of any internal event or alarm and it can use multipurpose or blink frames for sendin
interfogator without being previously associated to the network.

Morepver, a tag may initiate a communication as a result of a wake on mechanism such as thg
incl

7.4.4] 1S0O 18000-7 Application Support

In or
and P
and t
funct

ler to suppertISO 18000-7 functionality, the application layer has to be separated f7
HY as desefibed in this section of the document. The commands without dependencie
he PHY'remain unchanged. However, some commands and procedures dependent on t
ionality are modified.

[frastructure

ess wireless
rhronization
rdinator and
rload of MAC

frames. Application layer will configure the MAC and PHY depending on the applicatipn use case.

moving and
associate to
cedure. One
association

O
nfe manner as

A primitives.

rocedure is called the Tag Initiated Communication. A Tag can initiate communication as a

g data to the

se described

om the MAC
5 on the MAC
he MAC/PHY

The f

olds of the nrigina] 1S0 18000-7 par‘]znfc are mnppnd as followss:

header

IS0 18000-7 Command Code and Command Arguments are mapped into the applicat

Application header and payload fields for legacy ISO 18000-7 type of application are defi
203.
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Table 203 — Application payload format for legacy ISO 18000-7 type of application

Application Application Payload

Header

Extended proto- |Options/ Tag Tag Manufacturer |Tag Serial Num-|Command Command
colID Status ID (optional) ber (optional) Code Arguments
0x01 1/ 2 bytes 2 bytes 4 bytes 1 byte N bytes

7.4.4.1 Extended protocol ID

Extended pr

The extende

7.4.4.2 Command Codes

The Comma
below. Codeq

otocol IDis mapped into the Extended protoco ield of the Application header.
d protocol ID field 0x01 for support of legacy ISO/IEC 18000-7 applications.

Table 204 — Command codes

nd codes and their function as a Read and/or Write command shall be.as listed in Table 4,
not identified are reserved.

Command (Command name Command |Mandatory/Optional Description
code + Sub type
Command Interrogator |Tag
Code
(R/W)
0x1F / NA |LCollection with Broadcast |Mandatory“:Manda- |Collects all TagIDs and Universpl
[Universal Data Block tory Data Block
NA / 0x15 |Pleep Point to Mandatery |Manda- |Puts tagto sleep
Point tory
NA / 0x16 |[Fleep All But Broadcast |Mandatory |Manda- |Puts all tags but one to sleep
tory
0x13 / User ID Point to Mandatory |Optional |Setsuser assigned ID (1 - 60 byjtes)
0x93 Point
0x09 / Routing Code Roint to Mandatory |Manda- |Readsand writes routing code
0x89 point tory
0x0C / NA |Firmware Version) |Pointto Mandatory |Optional |[Retrieves manufacturer-definegl tag
Point firmware revision number
0xOE / NA |Model Number Point to Mandatory |Optional |Retrieves manufacturer-definegl tag
Point model number
0x60 / Read/Write Memory|Point to Mandatory |Optional [Readsand writes user memory
0xEO Point
NA / 0x95 |[Set Password Point to Mandatory |Optional |Setstag password (4 bytes long)
Point
NA / 0x97 |Set Password Pro- |Pointto Mandatory |Optional |Engages/disengages password pro-
tect Mode Point tection (see section 6.3.4)
NA/ 0x96 |Unlock Point to Mandatory |Optional |Unlocks password protected tag
Point
0x70 / NA |Read Universal Data |Point to Mandatory |Manda- |Reads the Universal Data Block
Block Point tory
0x26+0x01 |Table Create Point to Mandatory |Optional |Creates a database table
Point
0x26+0x02 |Table Add Records |Pointto Mandatory |Optional |Preparestoadd new records to the
Point specified database table
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Table 204 (continued)
Command |Command name Command |Mandatory/Optional Description
code + Sub type Interrogator |Tag
Command
Code
(R/W)
0x26+0x03 |Table Update Point to Mandatory |Optional |Preparesto modify the specified
Records Point table records
0x26+0x04 |Table Update Fields |Pointto Mandatory |Optional |Prepares to update the specified
Point fields of a table record
0x26(-0x05 |Table Delete Record |Point to Mandatory |Optional |Deletes existing record [from the
Point existing database table
0x26[0x06 |Table Get Data Point to Mandatory |Optional |Prepares to retrieve thg specified
Point table records
0x26[-0x07 | Table Get Properties | Point to Mandatory |Optional |Gets totalnumber of reg¢ords and the
Point .
maximum number of records the
table can
hoeld
0x26}-0x08 | Table Read Frag- Point to Mandatory |Optional/ |Retrieves a block of datp from a
ment Point table as initiated by the|[Table Get
Data command
0x26[-0x09 | Table Write Frag- Point to Mandatory~{Optional |Writes a block of data injto a table as
ment Point initiated by the Table A¢ld Records,
Table Update Records, dr Table
Update fields command
0x26[0x10 |Table Query Broadcast [Mdndatory |Optional [Initiates table search bdsed on the
or Point to specified criteria
Point
0xE1{/ NA |Beep ON/OFF Point te Mandatory |Optional |Turnstag’s beeper ON or OFF
Point
0x8E Delete Writeable Point to Mandatory |Optional |Deletes all allocated wrfteable data
Data Point on atag
The (ommand Type column indicates whether the command is broadcast or point-to-point. Once the
payldad is passed down)the protocol stack, MAC layer will initialize addresses and framg control bits
accor{dingly.
For cpmmands{requiring a Sub Command Code, the Sub Command Code field is the firsf byte of the
Comipand Arguments field that follows the Command Code
7.4.4{3° . Command Arguments

Some commands require arguments. For those commands where arguments are defined, argument data
shall be supplied with the command. The contents and length of any required arguments are specific to
each command.

7.4.4.3.1 Tag-to-interrogator payload format

The tag-to-interrogator message shall use one of two formats depending on the type of message being
transmitted to the Interrogator. The tag shall always respond to a command using one of the response
formats described below except in the following situations, for which the tag shall not respond:

— the command is explicitly specified as requiring no response

— receipt of a broadcast command containing an invalid command code or other error
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— thetagi

s in the asleep state

There are two possible response formats:

— the Broadcast response message format

— the Poin

7.4.4.3.1.1

t-to-Point response message format

Broadcast response application payload format

The application payload format shown in Table 205 shall be used in response to Interrogator broadcast
commands received by tags within the Interrogator’s communication range. Broadcast comman

s are

identified in

Table 203.

Table 205 — Broadcast response application payload format

Extended protocol ID Tag Command Code Data
Status
0x01 2 bytes 1 byte N bytes
— Tag Status: Indicates various conditions such as response format, tagtype, alarm and hard

fault. Se
Comma

Data: D4
The valt
receives

7.4.4.3.1.2
This applicaf

to all point-
access a part

Table 2

b section 7.4.4.3.2.1, Tag Status, for more details.

nd Code: Command code (see Table 4) received from the Interrogator

ita returned by the tag as a response to an Interrogator’s valid broadcast command rec
e of N, the length of the data in bytes, is specifi¢to'the command. In the event that tk
an invalid command, no response is sent to the.interrogator

Point-to-point response application payload format

o-point commands, which require*the Tag Manufacturer and Serial Number in ord
icular tag. (Point-to-point commands are identified in Table 203).

06 — Tag-to-interrogator response application payload format (point-to-point]

Extended protocol ID\\ [Tag Command Code

Status

Response Data*

0x01 2 bytes 1 byte N bytes

*This field i

Tag Stat
hardwa

command{dependent; some commands may or may not need this field

us:
refault.

Indicates various conditions such as response format, tag type, alarn

ware

juest.
le tag

ion payload format, shown in Table 206, shall be returned to the Interrogator as a response

er to

and

Response Data:

Command Code: Command code received from the Interrogator

Data returned by the tag as a response to an Interrogator’s valid command

request. The value of N, the length of the data in bytes, is specific to the command. In the event an
error is detected, a NACK flag within the Tag Status word will be set and the Response Data will
contain an error response as described in Error codes subsection.

7.4.4.3.1.3

Error codes

In response to a point-to-point command a tag may reply with one of the errors listed in Table 207.
If multiple errors are detected in a point-to-point command, only the first error is reported. Errors

resulting fro
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Table 207 — Error code

Error Code Description

0x01 Invalid Command Code

0x02 Invalid Command Parameter
0x03 Optional Command not Supported
0x04 Not Found

0x06 Can’t Create Object

0x08 Authorization Failure

0x09 Object is Read-Only

0x0A Operation Failed

0x3f Implementation Dependent
0x40 Stale Token

0x41 Boundary Exceeded

Erroj response data shall consist of a one-byte error code; possibly a Gne-byte sub-code, depending on
the kjind of error; possibly one or more bytes of parameter data, also’depending on the drror; and an
optiopal, manufacturer-defined number of additional data bytes, as)shown in Table 208. In the following
error|definition sections, the optional, manufacturer-defined data bytes are not shown.

Table 208 — General érror format

Error Code Sub-code Error Parameter Data Manufacturer Data

1 byte 1 byte N bytes M bytes

— Hrror Code: a value from Table 7 identifying the kind of error

— Sub-code: an optional value that further refines the nature of the error and is specific §o the kind of
ror. This field is absent if the error does not define a Sub-code. Sub-codes are specified in the error
escription subsections below.

— Hrror Parameter Data: ~ N bytes of data, where N is zero or greater, whose existencd, length, and
ntent depend on the.nature of the error. This field is absent if the error does not |[define Error
arameter Data. Errorspecific Error Parameter Data and length N of this field, if any, i$ specified in

the error descriptioh subsections below.

— Manufacturer'Data: M bytes of data, where M is zero or greater, whose existence, fieldl length, and
dontent aréatthe discretion of the tag manufacturer

Invalid comimand code error

Tabldg 209 shows the structure of this error code.

Table 209 — Invalid command code error

Error Code
0x01

This error as defined in Table 9 shall be generated when the tag receives a packet with a Command Code
and/or Sub Command Code that is not defined in this part of ISO/IEC 18000.

Invalid command parameter error

Table 210 shows the structure of this error code.
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Table 210 — Invalid command parameter error

Error Code

Sub-code

Parameter Offset

0x02

1 byte

1 byte

— Sub-code: a code as shown in Table 211 that describes the error more specifically. Following values
are defined:

Table 211 — Invalid command parameter error sub-codes

Sub-code |Sub-error Name

Meaning

0x01 Harameter Out of Range |The value of a parameter is not legal

0x02 Too Few Parameters There are fewer bytes in the Command Arguments field than‘expedted
0x03 'Iloo Many Parameters There are more bytes in the Command Arguments field than expecfed
Parameter pffset:  the offset in bytes from the beginning of the Command Arguments field where
the error wals detected.

This error ajs defined in Table 10 shall be generated when the tag receives‘a’command with invalid
or malformegd parameters. If more than one parameter is in error, the firstihvalid parameter shpall be
reported.

Optional Command Not Supported

Table 212 sh

pows the structure of this error code.

Table 212 — Optional Command Not Supported error

Error Code

0x03

This error shall be generated when the tag receives an ISO optional command that is not supported on

this tag.
Not found e

Table 213 sh

'ror

ows the structure ef'this error code.

Table 213 — Not found error

Error Code

Sub-code

0x04

1 byte

Sub-code:
are defined:

a’code as shown in Table 214 that describes the error more specifically. Following vialues

Table 214 — Not found error sub-codes

Sub-code Sub-error Name Meaning

0x01 Table Does Not Exist There is no existing table for the table ID given

0x02 Record Does Not Exist There are fewer records than the record number given
0x03 Field Does Not Exist There are fewer fields than the field number given

7.4.4.3.2 Cannot create object error

Table 215 shows the structure of this error code.

118

© ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000

Table 215 — Can’t create object error

Error Code Sub-code
0x06 1 byte

-7:2014(E)

— Sub-code: a code as shown in Table 216 that describes the error more specifically. The following

values are defined:

Table 216 — Can’t create object error sub-codes

Sub-code |[Sub-error Name Meaning

0x02 Table Already Exists |The requested table ID is already in use

0x03 Out of Memory There is insufficient memory in the tag to create the requested fable
0x04 Table ID Reserved tTa};)eletable ID provided is reserved, and not available for assignnjent to a

This error as shown in Table 216 shall be generated upon an unsuccessful ‘attempt to creat

table

Authprization failure error

Tabl

el 217 shows the structure of this error code.

Table 217 — Authorization failure error

Error Code
0x08

This prror as shown in Table 217 shall be generated upon an invalid attempt to access {
protgcted by a password.

Object is read-only error

Tabl

e] 218 shows the structure of-this error code.

Table 218 — Object is read-only error

Error Code
0x09

This error as(shown in Table 218 shall be generated upon an attempt to modify some tag d

Ope
Tabl

tion Failed error

e a database

| tag feature

hta entity for

whicl]\athe fag'does not allow modifying operations.

e 219 shows the structure of this error code.

Table 219 — Operation Failed error

Error Code Sub-code
0x0A 1 byte

— Sub-code: a code as shown in Table 220 that describes the error more specifically. The following

values are defined:

© ISO/IEC 2014 - All rights reserved

119


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Table 220 — Operation Failed error sub-codes

Sub-code  |Sub-error Name Meaning

0x01 Write Failure The Memory write operation failed.
0x02 Erase Failure The Memory erase operation failed.
0x03 Memory Consistency Memory corruption has been detected
0x04 Other Failure Operation failed for other reason

This error as shown in Table 19 shall be generated upon the failure of a valid command to complete
properly. This error shall only be reported if the command failed to complete and no other error has

been reportg
Implementj

Table 221 sh

This error cd
for tag behay
tag impleme
to the tag m3

Stale Token|
Table 22 sho|

This error ag
due to an i
These mod
Records, Tah

Boundary e

Table 23 sho|

ition dependent error

;Ications includ€ invocations of the following commands: Table Add Records, Table U

d.

pows the structure of this error code.

Table 221 — Implementation dependent error

Sub-code
1 byte

Error Code
0x3F

de as shown in Table 21 shall be reserved for tag manufacturers and applications to d
Fiour errors not covered by this part of ISO/IEC 18000 kExtended Mode. At a minimur
htation shall include a Sub-code field. Sub-code and-afiy additional fields of the error a1
inufacturer and applications to specify.

error

ws the structure of this error code.

Table 222 ~Stale Token error

Error Code
0x40

shown in Table 22 shall be generated by the tag when a submitted Request Token is iy
ervening modifieation that was made to the table for which the Request Token ap

le Update Fields, and Table Delete Record.
xceeded error

ws the structure of this error code.

efine
n, the
e left

valid
plies.
bdate

Table 223 — Boundary exceeded error

Sub-code
1 byte

Error Code
0x41

XXX XXX XXXXXX XXX XXX XX XXX XXX XX XXX XXX XXXXXX

— Sub-code: a code as shown in Table 24 that describes the error more specifically. The following

values a
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Table 224 — Boundary exceeded error sub-codes

7:2014(E)

Sub-code Sub-error Name Meaning

0x01 Table Full The table has been filled to the create-time allotment
0x02 Record Does Not Exist The record has not been added yet

0x03 Fragment Overrun The write operation completed with still more to write
0x04 Field Does Not Exist The field does not exist

This error as shown in Table 23 and sub-code shown in Table 24 shall be generated upon an attempt to

access a record outside of a valid boundary.
7.4.413.2.1 Tag status
The Tag Status field shown in Table 25, included in all tag-to-interrogator messages,-shall ¢onsist of the
following information:
Table 225 — Tag status field format
Bit
15 14 13 12 11 10 9 8
Ackngwledge-
Modq field Alarm Reserved Base M_ode ment] = NACK
addresing Ak
0=ACK
Bit
7 6 5 4 3 2 1 0
Resefved Tag type Reserved Reserved Service bit
Note reserved fields are set to a value'of “0”

Mode field indicates the format (response to Broadcast command or response to P
dommand) of the response data from the tag. The list of possible values is shown in Tal

Table 226 — Tag status field format

pint-to-Point
hle 26.

Mode fietd Mode format code (bit 15 - 12)

Broadeast Command 0000

Peint to Point Command 0010

llarm jis intended as a general status bit indicating a non-command related reportab

et

le condition.
s to retrieve

F set('1'), an alarm condition has been detected by the tag. The interpretation, action

ataand clear the atarm bit s defined by the tag vendor:

Base Mode Addressing, when set, specifies that Base Mode addressing (manufacturer ID (2 bytes)
and Tag ID (4 bytes) is used in application Application Header. When set, IEEE EUI-64 addressing in

Multipurpose Frame should be turned off.

Acknowledgment, when clear (‘0’), indicates that the tag has received a valid command (CRC ok
and all fields valid) from the Interrogator and processed the command successfully. If set (‘1'), the
command was invalid or the tag encountered an error during the processing of the command. Note

that as described in section 6.2.6, the tag issues no response in the case of a CRC error.

Tag type is a value assigned by, and meaningful only to, the tag manufacturer. The manufacturer

can use this value to indicate manufacturer-defined special features.
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121


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

— Service bit when set (‘1') indicates that the tag has detected a hardware-related fault condition.
Additional information on the hardware fault condition may be retrieved with the Hardware Fault
Status UDB element.

7.4.4.4 Tagcommands

7.4.4.4.1 Collection with Universal Data Block (UDB)

The Collection with Universal Data Block command shall be used to collect Tag Manufacturer ID and
Tag Serial Numbers with the contents of a specified UDB data block. The format of the Collection with
Universal Data Block (Collection with UDB) command shall be as shown in Table 227,

Table 227 — Collection with Universal Data Block command

Command Cdde Windows size Max Packet Length UDB Type Code
0x1F 2 bytes 1 byte 1 byte

— Window Size: the number of 57,3 ms intervals to use for listening for tag respenses in the collgction
algorithm. Encoded as an unsigned 16-bit integer, with a valid range of 1 t0.512. This is a Base Mode
specificlparameter and not used in the Extended Mode mode of operation.

— Max Pagket Length: an integer in the range 20 to 255 inclusive that specifies the maximum yalue
that a tajg can use as the Packet Length field of it’s response. Tagsumay select a different reply packet
length als long as the length does not exceed the value of Max Packet Length. This parameter may
be used|to tune performance or to limit RF transmission times for compliance with regionjal RF
regulatdry requirements. The value 20, the size of a minimum tag response packet (the length 20
include 15 bytes for response packet overhead, 1 bytefor the UDB Type Code value, 2 bytes for the
Total UD)B Length value and 2 bytes for the Requested Offset value), indicates no bytes of thg UDB
should He included in the tag response.

A%

— UDB Type Code: identifies the requested UDB type. See Table 40 for a list of defined UDB types.

The tag shall select a random time slot based upon the Window Size and Max Packet Length values
received. The tag shall respond with the.Collect with Universal Data Block broadcast response megsage
as shown in [[able 28.

When this ﬂ)tmmand is received the tag shall save all requested UDB data and ensure no change to the
UDB data unftil all data has beefrsent.

Table'228 — Collection with Universal Data Block response

Command Cdde UDB Type Code Total UDB Length Requested Offset UDB datg
0x1F 1 byte 2 bytes 2 bytes N bytes

— UDB Ty he'Codeidentifiesthe reguested UDB tune

AvAal
Srterre <t Ty P

— Total UDB Length: the total length, in bytes, of UDB data on the tag for the selected UDB Type.

— Requested Offset: the tag shall reply with the value zero for its response to a Collection with UDB
command. All Collection with UDB commands will begin at the implied offset of zero and the tag
shall respond with data beginning at the first byte of the requested UDB block and confirm this
offset value with the value 0 for the Requested Offset field.

— Universal Data Block data: an initial portion of the Universal Data Block.

7.4.4.4.1.1 Universal Data Block

The Universal Data Block contains zero, one or more data elements which are referred to as TLD (Type,
Length, Data) Elements, and are formatted as shown in Table 229. Each TLD element is identified with
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a UDB Element Type ID (see Table 30). Non-present or zero length data elements shall not be included
in the Universal Data Block. For example, if the length of the User ID is zero, no part of the User ID TLD
shall be included in the UDB.

Table 229 — TLD element format

UDB Element Type ID Length Data

1 byte 1 byte N bytes
UDB Element Type ID N Data bytes
(see Table 30) (length of Data in bytes)

ength: number of bytes in length of Data element.

Jata: the informational content of the TLD, such as a Routing Code or UserID.

DB Element Type ID: identifies Data element, UDB Element Type IDs are definednin Table 30.

The vjalues for the UDB Element Type ID shall be as shown in Table 230
Table 230 — - UDB Element Type ID.values

UDB Element Type |Description Note

ID (1|byte)

0x00(- 0x0A Reserved

0x10 Routing Code The routing code as specified within this documenit

0x11 User ID User ID.as specified within this document

0x12 Optional Command List |A list of command codes for optional commands sypported on
this tag

0x13 Memory Size Total and available memory on this tag

0x14 Table Query Size The total number of Table Query elements supported on this
tag

0x15 Table Query Results Results for the previously executed Table Query

0x16 Hardware Fault Status |Hardware reset count, Watchdog reset count and Hardware
Fault bitmap (including low battery flag) to provide additional
information when the “service” bit is set in the tag Status word

0x17f Ox7F Reserved These elements are reserved for future tag data el¢ments

0x80]- OxFE Future extension Reserved for future use

0xFF Application Element Application extensions

The Routing Code UDB Element (0x10) shall be as shown in Table 231.

Table 231 — Routing Code UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x10 N Routing code data

The User ID UDB Element (0x11) shall be as shown in Table 232.
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Table 232 — User ID UDB Element

UDB Element Type ID Length Data
1 byte 1 byte N bytes
0x11 N User ID data

The Optional Command List Element (0x12) shall be as shown in Table 233. The data returned in this
TLD element is a list of one-byte command code values for the optional commands that are implemented

on this tag.

Table 233 — OptionalC | ListEl

UDB Element Type ID Length Data

1 byte 1 byte N bytes

0x12 N

N 1-byte command code values

The Memory
of three 4-by
number of b
the Table da
number of u

k]a

Size Element (0x13) shallbeasshownin Table 234. The datareturned ifxthis TLD is comj
te values: the total number of bytes available for Read/Write Memory commands, the
tes allocated for Table database memory, and the number of bytes currently availa

base memory (available memory size does not include overhead and simply reporf
hused memory bytes).

Table 234 — Memory Size Element

bosed
total
ble in
s the

UDB Element

Type ID Length |Data

1 byte

1 byte 12 bytes

0x13

0x0C 4 bytes 4 bytes 4 bytes

R/W Memory Total Table Memory Available Table Memory

The Table Qi
returned in {

hery Size Element (0x14) shall be @s’shown in Table 235. The 8-bit unsigned integer

his TLD element represents thenumber of Table Query elements supported on this t4g

Table-235 — Table Query Size Element

UDB Element Type ID Length |Data

1 byte 1byte |1byte

0x14 0x01

number of Table Query elements supported

The Table Quiery Results Element (0x15) shall be as shown in Table 236. The data returned in thi

is available 4

b

ID for the qurried table, the number of records matched in that table, and the index of the first mat|

record.

fter thessuccessful execution of a Table Query and includes a Query Status value, the

value

g.

TLD

Table
ching

Table 236 — Table Query Results Element

UDB Element Type |Length |Data
ID
1 byte 1 byte |7 bytes
0x15 0x07 1 byte 2 bytes |2 bytes 2 bytes
Query Status|Table ID |Number of Records Index of First Matched
Matched Record

The values of the Query Status field shall be as shown in Table 237.
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Table 237 — Query Status values

Query Status Value Description

0x00 The Table Query operation was successful.

0x01 The tag did not execute the query because the tag did not receive a complete
sequence of Table Query packets, or a command has been received by the tag that has
invalidated any previous query results.

0x02 The tag received a complete sequence of Table Query packets but the tag cannot com-
ply and did not execute the query (e.g. the Table ID is invalid on the tag or a Sequence
ID value greater than the maximum number supported by the tag).

0x03 Partial Query Results. 11e 1able Query operation started put has not commpleted. The
Number of Records matched and Index of First Matched Record fieldreptesent partial
results of the Query.

0x04|-0xFF Reserved.

The Hardware Fault Status Element (0x16) shall be as shown in Table 38. The'data returne
is cor
(firm
Table 238.

Table 238 — Hardware Fault Status-Element

d in this TLD

nposed of three 1-byte values: the lifetime count of hardware resets, thejlifetime countfof Watchdog
fware) resets, and the Hardware Fault bitmap. The Hardware Fault Bitmap is defined|as shown in

UDB Element Type ID Length Data
1 byte 1 byte 3 bytes
0x16 0x03 1 byte 1 byte 1 byte
lifetime count lifetime count Hardwgre Fault
of hardwaftéresets of firmware resets Bitmap
Table 239*— Hardware Fault Bitmap
bit 7 bit 6 bit 5 bit 4 bit 3 bit 2 bit 1 bit 0
reserved reserved reserved reserved reserved reserved Memory Low
Corruption |[Battery
Detected Detected
wherf:
— Ijow Battery Detected (bit 0): when set (‘1) indicates that the tag battery is “low.” The exact

=

heaning of “low” is implementation defined.

emoryCorruption Detected (bit 1): when set (‘1) indicates that the tag has detect
ardwadre fault condition.

bd a memory

— RKReserved (bits 2-7): reserved for future use.

A UDB Type is a predefined collection of UDB Element Types. The Collection with UDB and Read UDB
commands include a UDB Type argument that allows an application to select one of the available
predefined collections of UDB data. All UDB Types may include additional Application Extension TLD
Elements following the required TLD Elements. The values of the UDB Type shall be as shown in Table

240.

Table 240 — UDB Types

UDB Type Description UDB Elements included for this UDB Type

0x00

Transit data Routing Code UDB element (Element Type 0x10), User ID UDB eleme
Type 0x11) and any Application defined UDB elements.

nt (Element
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Table 240 (continued)

UDB Type Description UDB Elements included for this UDB Type

0x01 Capability data|Optional Command element (Element Type 0x12), Memory Size element (Ele-
ment Type 0x13) and Table Query Size element (Element Type 0x14) and any
Application defined UDB elements.

0x02 Query results |Table Query Results element (Element Type 0x15) and any Application defined
UDB elements.
0x03 Hardware Hardware Fault Status element (Element 0x16) and any Application defined UDB
Fault data elements.

The Univershl Data Block may optionally include one or more UDB Application Extension Blockg each
encapsulatirlg one or more TLDs, which are uniquely identified by the included Application ID-(see [Table
241). Any individual tag may support the extensions defined by multiple vendors (with‘@ppropriate
licensing if required).

Table 241 — UDB Application Extension Block format

Application Hxten- |Application Extension Extended protocol ID Application

sion Type ID Length TLD Element TLD Elements

1 byte 1 byte N bytes M bytes

OxFF N + M bytes TLD containing the Extended one or more Applicatipn
protocol ID Type and Extended defined TLDs
protocol ID value

Where:

— Applicatrion Extension Type ID: The Application, Extension Type ID defined in Table 230{ This
Applicatiion Extension ID identifies that all TLDS\included within this UDB Application Blodk are
identifigd by the included Extended protocol ID.

ion Extension Length: The fulllength of UDB Application Extension Block in bytes,
including the Extended protocol ID TLD, and the combined lengths of the included Application TLD

— Extendé¢d protocol ID TLD Elenient: The Extended protocol ID TLD Element must be formfatted
as descrjibed in Table 29 and\consists of an Extended protocol ID Type, a one-byte length field and
a data field containing the\Extended protocol ID value for the entity responsible for defining the
followinlg Application defined TLD elements. Extended protocol ID Types are defined as in [Table
242.

— TLD Elements: A series of one or more TLDs each consisting ofa Type ID byte defined by the incJuded
Extended protacol ID, a one-byte length field and a data field. The TLD Type IDs are defined sol¢ly by
the Applicatien identified, and are not required to be made public. All of the included TLDs must be
formatt¢das described in Table 229, except that the Type ID is assigned by the manufacturer nather
than this part of ISO/IEC 18000 Extended Mode. All of the included TLDs must fit completely within
the Application Element Length byte count.

Table 242 — Extended protocol ID TLD Types

Extended protocol ID |Extended protocol ID TLD value
TLD Type code

0x00 Manufacturer ID - the Extended protocol ID is the 16-bit Tag
Manufacturer ID assigned by the Registration Authority as
called out in ISO/IEC 15963.
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Table 242 (continued)

Extended protocol ID |Extended protocol ID TLD value

TLD Type code

0x01 Routing Code - The Extended protocol ID is the Tag Data
Routing Code as defined in the ISO 17363 standards.

0x02 - OxFF Reserved

See Figure 3 for an example Universal Data Block of UDB Type 0x00. The example includes a Routing
Code element, a User ID element and an Application extension block with two application extension

elements.
Application UDB extension block
\ \
[qo] \ [11] | _ \ | | \ | [ €Y=
‘ tfpe len data | type len data | len ‘ type len App. ID data | type len data f type len data |
Routing Code TLD element User ID TLD element Application ID TLD Application TLD element 1 Application|TLD element 2

7.4.4{4.2 Sleep

To pyt a tag to Sleep the command in Table 243 shall bé.sent (written) to the tag.

Upon| receiving the Sleep commandcn Table 243, the tag shall enter the Sleep state. The
respdnd to this command and shall ignore any subsequent commands until the tag is wo
the Wake Up Signal.

7.4.4{4.3 Sleep all but

To pyt all except one(tag to Sleep the command in Table 244 shall be sent (written) to the t:

total length of Application extension

0xFF = beginning of Application extension block

Figure 32 — Example Universal Data Block -\UDB Type 0x00

Table 243 — Sleep commmand format (Write)

Command code
0x15

tag shall not
ken again by

g,

Table 244 — Sleep all but command format (Write)

Command code Tag Manufacturer ID Tag Serial Number

0x16 2 bytes 4 bytes

Tag Manufacturer ID: the Tag Manufacturer ID of the tag which should remain awake following the

Sleep All But command.

Tag Serial Number: the Tag Serial Number of the tag which should remain awake following the

Sleep All But command.

The Sleep All But command is a broadcast command used to place all tags into the sleep state, as with
the Sleep command of section 6.3.2, except for the one tag that matches the provided Tag Manufactures
ID and Tag Serial Number. Upon receiving this command, all tags except the one tag that matches the
provided Tag Manufactures ID and Tag Serial Number shall enter “sleep” state.

The tags shall not respond to this command.
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7.4.4.4.4 Security commands

Access to tag write commands shall be guarded by a password protection mechanism that application
software can command the tag to engage or disengage (see Figure 4). If password protection is engaged,
those write commands shall be non-accessible unless the tag is unlocked; that is, they will not perform
their usual operations but rather respond with an Authorization Failure error. If the password protection
is disengaged, the commands are accessible — they behave as described in the corresponding sections
of this part of ISO/IEC 18000 Extended Mode without the possibility of an Authorization Failure error.
Password protection is engaged and disengaged by means of the Set Password Protect Mode command
described in section 6.3.4.2. Password protection is disengaged by default.

Unlock (nacoward)
L

AND
SetPasswordProtectMode(0)

Tag Password Protection
Voikig Cleared
\ l (secure byte=0x00)
~——— A Password Protection [ —7
Enabled Unlock (password
Unlock (passwjord) AND AND
30 s timeout or Sleep SetPasswordProtectMdde(0)
Unlock (password)
AND
/L""—“\ SetPasswordProtectMode(1) ¥
Tag v Password Protection
Unlocked Enabled
¢ (secure byte=0x01) 4
Unlock (password
SetPassword (new password) AND

SetPasswordProtectMade(1)
Figure 33 — Tag security state machines

While password protection is engagedyapplication software can command the tag to enter the unlpcked
state tempotarily. While a tag is unloeked, the password-protected write commands shall be accegsible.
Any time the tag enters the sleepistate (either the tag receives a “Sleep” or “Sleep All But” commalnd or
30 seconds passes since the last'well-formed command has been received), the tag shall return fo the
locked state,|in which the password-protected commands shall be non-accessible. The Unlock command
of section 6.8.4.3 puts the'tdg into the unlocked state. There is no command to put a tag into the lpcked
state explicifly.

Table 245 lists the ecommands that are affected by password protection.

Tablc 245 - ‘V‘V’l it!: LUlllllldlldD dffcbtcd b_y pdbb wWul d lJl UtCLtiUll
Command code |Command name Description
0x93 User ID Sets user assigned ID (1 - 60 bytes)
0x89 Routing Code Writes routing code
0xEO Write Memory Writes user memory
0x95* Set Password* Sets tag password (4 bytes long)
0x97* Set Password Protect Engages/disengages password protection
Mode*
0x26 Table Create Creates a database table
0x26 Table Add Records Prepares to add new records to the specified database table
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Table 245 (continued)

Command code |Command name Description

0x26 Table Update Records Prepares to modify the specified table records

0x26 Table Update Fields Prepares to update the specified fields of a table record

0x26 Table Delete Record Deletes existing record from the existing database table

0x26 Table Write Fragment Writes a block of data into a table as initiated by the Table Add
Records, Table Update Records, or Table Update fields command

0x8E Delete Writeable Data Deletes all allocated writeable data on a tag,

* These commands behave as though password protection were engaged permanently.

7.4.4

To se

4.4.1 Security — Set Password

F the password of a tag, the command in Table 246 shall be sent (written)tojthe tag.

Table 246 — Set Password command format (write)

Command code Password
0x95 4 bytes
— Rassword: a four byte binary value, which shall act as the password for subsequent security

To th|
data,

This

command of section 6.3.4.3 before the command can be accessed. The initial value of the ta
is OxFFFFFFFF.

The possible error responses shall be as shown in Table 248.

cdommands.

e Set Password command the tag shall respond<with a point-to-point response mes
unless an error is encountered) as shown in Table 247.

Table 247 — Set Password command format (write response)

Command code
0x95

rommand sets the tag’s password. This command requires tag to be first unlocked wit

Table 248 — Set Password command errors

sage (and no

h the Unlock
b’s password

Erronf Code<fError Name Reason

0x02

Invalid Command Parameter |Password parameter is missing or the wrong length

0x08 Authorization Failure Unlock command not invoked prior to invocation of this command

7.4.4.4.4.2 Security — Set Password Protect Mode

To set a tag’s Password Protect Mode the command in Table 249 shall be sent (written) to the tag.

© ISO
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Command code Secure
0x97 1 byte
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a flag that specifies whether password protection shall be engaged or disengaged. The
value 0x01 shall cause password protection to be engaged, the value 0x00 shall cause password

on to be disengaged.

To the Set Password Protect Mode command the tag shall respond with a point-to-point response

message (an

d no data, unless an error is encountered) as shown in Table 250.

Table 250 — Set password Protect Mode command format (write response)

This comma
shall first be
password pr

The possible

Command code
0x97

hd engages or disengages password protection in the tag. To access this command, t}
unlocked with the Unlock command of section 6.3.4.3 regardless of the state)of the
otection.

error responses shall be as shown in Table 251.

Table 251 — Set Password Protect Mode command errors

le tag
tag’s

Error Code |Error Name Reason

0x02 Invalid Command Parameter |Secure parameter is missing or ‘the wrong length

0x08 Authorization Failure Unlock command not invoked prior to invocation of this comnpand
7.4.4.4.4.3 |Security — Unlock

To unlock a

Passwo
Passwot

To the Unloc

ag the command in Table 252 shall be sent (wwitten) to the tag.

Table 252 — Unlock command format (write)

Command code Password

0x96

4 bytes

rd: a four-byte binary value that was previously defined as the password via th
d command.

k command the tag shall respond (write response) as shown in Table 253.

Table 253 — Unlock command format (write response)

Command code
0x96

e Set

This comma

The possible

nd unltocks the tag. If the supplied password matches tag s password, the tag snall permit
the execution of all commands ordinarily non-accessible because of password protection. The tag shall
remain in the unlocked state until it receives the Sleep command, Sleep All But command, or 30 seconds
has elapsed since the tag received a command.

error responses shall be as shown in Table 254.

Table 254 — Unlock command errors

Error Code Error Name Reason

0x02 Invalid Command Parameter Password parameter is missing or the wrong length

0x08 Authorization Failure Incorrect password supplied

130 © ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

7.4.4.4.5 Transitinformation commands

7.4.4.4.5.1 UserlID

To retrieve a tag’s User ID the command in Table 255 shall be sent to the tag.

Table 255 — User ID command format (read)

Command code
0x13

To the User ID read command the tag shall respond with a point-to-point responsenijessage with
command code and data as shown in Table 256.

Table 256 — User ID command format (read responsg)

Command code User ID Length User ID

0x13 1 byte N bytes

— User ID Length: the length in bytes of the User ID being returnéd, where N is betwg¢en 0 and 60
hclusive.

[

— UserID: contents of the User ID on the tag.

To sef a tag’s User ID the command in Table 257 shall be&'sent to the tag.

Table 257 — User ID.command format (write)

—

Command code

User [DLength

User ID

0x93

1 byte

N bytes

ser ID Length: the length, N, in.bytes, of the User ID, where N is between 0 and 60 in

rlusive.

— User ID: the contents of the User ID

To the User ID write command the tag shall respond with a point-to-point response njessage with
command code (and no data, unless an error is encountered) as shown in Table 258.

Table 258 — User ID command format (write response)

Command code
0x93

The UserD is a user-readable and writeable memory whose meaning and size (up to 60 Qytes) is user
defined. The User ID format and content shall follow the requirements of unique identifiers as defined
in ISO/IEC 15459-3. Moreover, organisations wishing to allocate unique userids shall do so according
to the rules defined by the accredited issuing agency. Issuing Agencies shall apply to the Registration
Authority for registration according to 15459-2:

http://www.iso.org/iso/home/standards_development/
list_of_iso_technical_committees/maintenance_agencies.htm

This command sets and gets the size and contents of the User ID. In addition to this command, the
Collection with UDB and Read Universal Data Block commands also retrieve the User ID, except that
when the User ID Length parameter is set to zero, the UDB message will not contain the User ID. The
default length of the User ID is zero.

The possible error responses shall be as shown in Table 259.
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Table 259 — User ID command errors

Error |Error Name Reason

Code

0x02 Invalid Command |The length of the User ID parameter does not agree with the User ID Length
Parameter parameter, or the wrong number of parameter bytes was given, or the User ID

Length parameter is greater than the maximum, 60

0x08 Authorization Write command was attempted with password protection engaged and tag in the
Failure locked state

0x0A  |Operation Failed |Tag data corrupted, or internal failure on write of User ID on tag

7.4.4.4.5.2 |Routing Code

To retrieve 4

To the Routi
command cq

tag’s Routing Code the command in Table 260 shall be sent to the tag.

Table 260 — Routing Code command format (read)

Command code

0x09

hg Code read command the tag shall respond with a pointto-point response message
de and data as shown in Table 261.

Table 261 — Routing Code command format (read response)

with

Command code

Routing Code Length Routing Code

0x09

1 byte N bytes

Routing
betweer

Routing

To set a tag’s

Code Length:

0 bytes and 50 bytes inclusive.

Code:

Routing Code the commandin Table 262 shall be sent to the tag.

Table 262 — Routing Code command format (write)

contents of the Routinig Code on the tag.

the length in bytes, of the Routing Code being returned, wherel N is

Command code Routing Code Length Routing Code
0x89 1 byte N bytes
— Routing Code Length: the length, N, in bytes, of the Routing Code, where N is between 0 ahd 50
inclusive
— Routing Cade: the data ta he written to Routing Code on the tag

To the Routing Code write command the tag shall respond with a point-to-point response message with
command code (and no data, unless an error is encountered) as shown in Table 263.

Table 263 — Routing Code command format (write response)

Command code

0x89

The Routing Code is a user-readable and writable memory whose purpose and size (up to 50 bytes)
is user defined. The Routing Code should be used as defined in the ISO 17363 standard. Note that the
Routing Code is part of the tag’s response to the Collection with UDB and Read Universal Data Block
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commands, except that when the Routing Code Length parameter is set to zero, the UDB message will

not contain the Routing Code. The default length of the Routing Code is zero.

The possible error responses shall be as shown in Table 264.

Table 264 — Routing Code command errors

Error Error Name Reason
Code

0x02 Invalid Command |Routing Code Length parameter is greater than 50 (maximum length permit-
Parameter ted), or the length of the Routing Code parameter does not agree with the Rout-

1ng Lode Length parameter, or the wrong number oI parameter byt

bs was given

Failure locked state

0x08 Authorization Write command was attempted with password protection engaged

nd tag in the

0x0A Operation Failed |Tag data corrupted, or internal failure on write of User ID onh tag

7.4.414.6 Manufacturing Information Commands

The fpllowing two commands enable the tag manufacturer to providemanufacturer-define

information about a tag.

7.4.4{4.6.1 Firmware Version

To retrieve a tag’s Firmware Version the command in Table 265 shall be sent to the tag.

Table 265 — Firmware Version command format(read)

Command code
0x0C

1, immutable

To the Firmware version command the\tag shall respond with a point-to-point response miessage with

command code and data as shown in(Table 266.

Command code Firmware version
0x0C 4 bytes

Table 266 —Firmware Version command format (read response)

— HRirmware Version: tag firmware version from the tag, a manufacturer defined immutable value.

The Hirmware-Version indicates the tag firmware version.

7.4.414.62 Model Number

To retrieve a tag’s Model Number the command in Table 267 shall be sent to the tag.

Table 267 — Model number command format (read)

Command code
0x0E

To the Model Number command the tag shall respond with a point-to-point response message with

command code and data as shown in Table 268.
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Table 268 — Model Number command format (read response)

Model number

2 bytes

Command code
0x0E

Model number: tag model number from the tag, a manufacturer defined immutable value.

The Model N

umber indicates the tag model number.

7.4.4.4.7 Memory commands

A tag may p
the user can
concepts (su

with every lbyte of memory is an unsigned integer address, through which that memory byte c

accessed. Fo

7.4.4.4.7.1

To write mefnory the command in Table 269 shall be sent (written) to the tag:

FOvide Olle Or MOTe Dytes of user-readable and writable random-access memory 10 v
store and retrieve user-defined data. This memory is independent of all other data st
ch as User ID and tables) defined in this part of ISO/IEC 18000-7 Extended Mode:;Ass0¢

I B bytes of memory the addresses 0 through B-1 access the full range of niemory.

Write Memory

Table 269 — Write Memory command format(write)

Command Cqgde Number of Bytes Start/Address Data

0xEO 1 byte 3 bytes N bytes

— Numbey of Bytes: N, the number of bytes to write, inithe range 1 to 237 inclusive. The number of
bytes of|ldata in a Write Memory command message ‘must be no greater than 255 - 18 = 237 [18 is
the compined length of the command packet header, the number of bytes field, the start address
field and the CRC bytes).

Start A
manufaq

To the Writg
command cg

Data: the memory contents to write

ldress: the memory address of-the first memory byte to write, in the range 0 t
turer-defined maximum address

e Memory command the tag shall respond with a point-to-point response message
de (and no data, uniless an error is encountered) as shown in Table 270.

Table 270 — Write Memory command format (write response)

Command Code
0xEO0

The possible error responses shall be as shown in Table 271.

Table 271 — Write Memory command errors

Error |Error Name Reason
Code
0x02 Invalid Command |length of the Data parameter does not agree with the Number of Bytes param-
Parameter eter, or the wrong number of parameter bytes was given, or the Number of Bytes
parameter is outside its legal range, or the Start Address plus Number of Bytes
extends beyond the maximum address
134 © ISO/IEC 2014 - All rights reserved
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Table 271 (continued)
Error |Error Name Reason
Code
0x08 Authorization Write command was attempted with password protection engaged and tag in the
Failure locked state
0x0A |Operation Failed |Tag data corrupted, or internal failure on write of memory on tag

7.4.4.4.7.2 Read Memory

Tore

d memory the command in Table 272 shall be sent to the tag

— Number of Bytes to Read: the number of bytes to read, in the range 1'to 239 inclusive.
f bytes of data in a Read Memory command message must be no-gréater than 255 - 16
he combined length of the response packet header, the numbetofbytes field and the (

(mill )

Table 272 — Read Memory command format (read)

Command Code Number of Bytes to Read Start Address
0x60 1 byte 3 bytes

The number
=239 (16is
RC bytes).

— Start Address: the memory address of the first memory)byte to read, in the ramge 0 to the

To the Read Memory command, the tag shall respond~with a point-to-point response 1
command code, parameter, and data as shown in Table’273.

— N

— D

manufacturer-defined maximum address

dlways agrees with Numbercof Bytes to Read

Table 273 — Read Memory.command format (read response)

essage with

Command Code Number of Bytes Actually Read Data

0x60 Lbyte N bytes

umber of Bytes Actually Read: N, the number of bytes of data returned in the res;

ata: the memory contents read from tag memory

bonse, which

e The Read Memory command retrieves from the user random-access memory the requested data

dreviously written with the Write Memory command of the previous section.

ossible errorresponses shall be as shown in Table 274.

Table 274 — Read Memory command errors

Errot Error Name Reason
Code
0x02 Invalid Command | The wrong number of parameter bytes was given, or the Number of Bytes to Read
Parameter parameter is outside its valid range, or the Start Address plus Number of Bytes to
Read extends beyond the maximum address
0x0A Operation Failed |Tag data corrupted, or internal failure on read of memory on tag
7.4.4.4.8 Delete Writeable Data

To delete all allocated writeable data on a tag, the command in Table 275 shall be sent to the tag. Data
that is permanent on the tag and that is marked non-writeable is left untouched.
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Table 275 — Delete Writeable Data

Command code

0x8E

To the Delete Writeable Data command the tag shall respond with a point-to-point response message

with command code (and no data, unless an error is encountered) as shown in Table 276.

This comm3

Table 276 — Delete Writeable Data (response)

Command code

0x8E

operations are performed:

The possible

The length of the User ID is reset to zero.

The length of the Routing Code is reset to zero.

All user|database tables are deleted.

The password shall be reset to OxFFFFFFFF (initial value).

Passwoid Protect Mode is reset to disabled mode.

Any exigting database table tokens shall be invalidated.

The Table Query Results table (Table 0x0000) shall he’cleared.

error responses shall be as shown in Table 277.

nd restores all user-writeable memory to factory defaults. In particular,,the folld

Table 277 — Delete Writeable Data command errors

wing

Error Code |frror Name Reason

0x08 Authorization Fail- |Command was attempted with password protection engaged and tag inf the
uyre locked state

0x0A peration Failed Internal failure on deleting data on tag

7.4.4.4.9 Read Universal Pata Block

The Read Urnjiversal Pata Block command is used to read the Universal Data Block (UDB). The UDB can

become large enoughito require multiple Read Universal Data Block commands to retrieve the é¢ntire

UDB. The Offset\into UDB field allows an interrogator to retrieve a specific portion of the conjplete

Universal Dgta‘Block. To read the Universal Data Block the Read UDB command in Table 278 shall be

sent to the tag.

136

Table 278 — Read UDB

Command Code

UDB Type Code

Offset into UDB

Max Packet Length

0x70

1 byte

2 byte

1 byte

UDB Type Code: identifies the requested UDB type.

Offsetinto UDB: used by the interrogator to identify a starting offsetinto the specified UDB. In order
to retrieve longer Universal Data Blocks, the interrogator will use multiple Read UDB commands

and advance the offset value appropriately after each successfully received tag response

© ISO/IEC 2014 - All rights reserved
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— Max Packet Length: an integer in the range 21 to 255 inclusive that specifies the maximum value
that a tag can use as the Packet Length field in its response. The value 21 includes the 15 bytes of
response packet wrapper, one byte of UDB Type Code, two bytes of Total UDB Length value, 2 bytes
for the Requested Offset value and at least one byte of UDB data.

To the Read Universal Data Block command, the tag shall respond with a point-to-point response message
with command code, parameters, and data as shown in Table 279.

Table 279 — Read UDB Response

Command Code UDB Type Code Total UDB Length Requested Offset Universal Data Block
0x70 1 byte 2 bytes 2 bytes N bytes

— UDB Type Code: identifies the requested UDB type.
— Total UDB Length: the total length, in bytes, of UDB data on the tag for the-selected UPDB Type.
— Requested Offset: the value provided in the Interrogator’s command niessage.
— Universal Data Block: a portion of the Universal Data Block.

To repd the entire UDB, an Interrogator will begin with Offset inte-UDB set to 0 and Max Packet Length
set td the largest acceptable packet size. Tags may select a smaller-packet size than the length specified
by Mgximum Packet Length but may not exceed that value. After'successfully receiving the ifitial portion
of th¢ UDB, the Interrogator may continue by advancingthe)Offset into UDB value to the|next unread
data byte position and sending a second Read UDB command. The interrogator may continye to read the
entirg UDB but that it does not have to read the entir€ UDB.

An Infterrogator is not required to retrieve the entice UDB. In addition, the Interrogator is njot restricted
to send Read UDB commands with any ordered@equence of Offset into UDB values to the tag.

The possible error responses shall be as shewn in Table 280.

Table 280 — Read UDB command errors

Erroy Error Name Reason
Code
0x02 Invalid Command\_|The Offset into UDB parameter is greater than the total length of th¢ specified
Parameter UDB, or Max Packet Length is less than 21, or the wrong number of parameters
bytes was given.

7.4.4]14.10 Database table commands

The Patapase Table commands provide basic database functionality, allowing application software to
creatg gne-or more tables of Varymg schemas perform table updates and query a table. 'Ihe Database
S e schema axithum number

of records of a Database Table is flxed at table creatlon t1me

A table schema consists of a list of field (column) widths, in bytes. Fields are numbered (indexed)
sequentially, left to right, starting at 0 for the first field. Every field in a table is untyped; that is, all field
value comparisons are performed on a byte-for-byte basis, with equality being established between two
fields if all bytes in each field match. One field is considered “less than” a second field if for some byte
position p in the two fields, all bytes in the byte range 0 to p-1 are equal in the two fields, and byte p of the
first field is less than byte p of the second field. In other words, a straight multi-byte value comparison
is performed with the first byte being the most significant and the last byte being the least significant.

Table records (rows) are indexed starting at O for the first record. The record number (the record index)
does not maintain a fixed relationship with a record. When a record is deleted, any remaining records in
the database table are re-numbered and may be different than the record order prior to the Table Delete
Record command.
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Associated with a database table is a table ID, an immutable 2-byte value thatis assigned at table creation
time which uniquely identifies a table among all other tables in the tag.

The database tables can be divided into the following types by Table ID, as shown in Table 281.

Table 281 — Table ID space definitions

Table ID range Table Type

0x0000 - 0x7FFF ISO defined

0x8000 - OxBFFF Solution
OxCOO0=0xFFFF Mamufacturer 7/ Vemndor

Table IDs in|the “ISO Defined” range are reserved for future inclusion in this part of ISQAEC 1
Extended M¢de. Table ID 0x0000 is reserved for the Query Results table.

Table IDs in the “Solution” range are reserved for special features, functions and enhah€ements. I
region, the database tables are read and written with standard database commands,-but the table

8000

h this
5 may

have specialffunctions and can have side effects. Table IDs within the Solution range must have publiished

interfaces, and Table ID numbers shall be defined and assigned by the entity that owns the routing

code.

Table IDs in the “Manufacturer/Vendor” range are reserved for vendor proprietary extensions, features

and enhancgments. In this region, the database tables are read and written with standard dat
commands, but the tables my have special functionality and can have side effects. Table IDs with
Manufacturgr/Vendor range are available for use solely at the vendor’s discretion, with no requirer
to make pullic the purpose or use of the interfaces within this Table ID space. Data collected f1

“Collect wit
Universal Da
Manufactursg

Read and W

Certain table
for the tag ix
a single mes
Records, Tah
ID, record #,
receipt of of
Subsequentl
the interrog
size restrict
restrictions,
in next Table

The value off

hbase
n the
nents
om a

UDB” command contains data from both the*Manufacturers Data Block (MDB) and the

ta Block (UDB). The MDB data shall be stored'in database tables within the range
r/Vendor Table ID space.

rite Tokens

 read and write commands producea data element called a “token”. Tokens provide
hplementation to abstract sequential data access to data sets larger than may be pass
bage, and do some amount of error detection and recovery. The write commands (Tabl
le Update Records, and Tablé Update Fields) declare a start location in logical terms
field #) and a count. The.read command, Table Get Data, declares only a start location.
e of these commands the tag generates a token value and returns it to the interro
y, the token is passed in a Table Read Fragment or Table Write Fragment command
htor, back to tlie ;Same tag, along with any necessary data (subject to context-depe
ions). The tag.then performs the read or write, also subject to context-dependen
and generates a new token value. The new token is passed back to the interrogator fq
Read Eragment or Table Write Fragment command.

the'teken is completely at the discretion of the tag implementer, except for the folld

bf the

h way
ed in
e Add
table
Upon
ator.
from
hdent
[ size
r use

wing

two requirements.

4,

138

While theinterrogatorisissuingaseries of Table Read Fragment or Table Write Fragment commands,
by inspecting the token value the tag shall be able to differentiate the next command in the series
from the most recently received command in that series. For example, if an interrogator sends the
tag a command to read or write a fragment of data, receives no response from the tag, and then
sends the same command again with the intention of reading or writing the same fragment, the tag
shall identify it as a retry attempt (by means of the token). See Special Database Retry Situations
section below.

In response to the last command of the series, as determined by the limits imposed by the Table Add
Records, Table Update Records, Table Update Fields, or Table Get Data command that preceded the
series, the tag shall return a single-byte token whose value is specifically 0x00. That special value
informs the interrogator that the tag considers the series to be complete.
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6. A tag shall support the existence of multiple, independent “read tokens,” and may support the
existence of multiple, independent write tokens. A tag shall support a minimum of two independent

r

ead tokens.

A “read token” is a token generated by an invocation of the Table Get Data command and used
subsequently in invocations of the Table Read Fragment command. A “write token” is a token generated
by an invocation of one of the table write commands and used subsequently in invocations of the Table
Write Fragment command. The table write commands are Table Add Records, Table Update Records, and
Table Update Record Fields. Supporting multiple, independent read tokens means that an invocation of
Table Get Data or Table Read Fragment using one token does not affect the operation of those commands
using another token, even if the two tokens are associated with the same table. Supporting multiple,

inde

memww&m&

Updage Records, and Table Update Fields) with one token shall not affect the operation of an

Writg
Howse
with

The h
byte,
0x00
belov

command with another token, provided that the two tokens are associated withdiff
ver, invoking a table write command on a table will invalidate all read and wxitetoker
that table.

igh-order 4 bits of the first byte of the token indicates the length of theteken, not inclu
so zero indicates a token length of 1 byte (see Table Write Fragment)."The Token val
is reserved, and indicates an end-of-iteration condition. The structure of a Token fi
7 in Table 282:

Table 282 — Token structure

pcords, Table
y other Table
erent tables.
1S associated

ding the first
e of exactly
eld is shown

N: To

ken Length Token Ddta

N val

lie in bits 7-4 [Value of N =0 - 15] 4 low prder bits of Token Length byte, then N

bytes

Table
comn
the t4
Field
will 1

Spec

For t

commands are categorized as being eitherra read command or a write commarn
hands include Table Get Data, Table Get Ptoperties, Table Query, and Table Read Frag
ble write commands include Table Create, Table Add Records, Table Update Records,
5, Table Delete Record, and Table Write Fragment. For all table write commands, th
ave to rewrite the data on the tag for' any error occurs during the table write commar

al Database Retry Situations

he commands Table Add Records, Table Delete Records, Table Read Fragment, and

Fragment special error handling is necessary if the interrogator does not receive the re

a suc
the c
the s

cessful completionof-the command and, therefore, must do a retry of the comman
bmmand shall bé shall an identical copy of the initial invoked command packet, ex]
hme Session [Dx€ommand Code, Sub Command Code, Sequence ID or Request Token

used]

, and Data-(if used) as the original. The tag shall determine if a command request

the previously~Successful database command by comparing it to the previously receive
packet. If the'tag identifies a request to be a retry of the previous executed and success|
command then the tag SHALL resend the same response from the previous successful com
to comiand descriptions for Table Add Records, Table Delete Records, Table Read Fragme

d. The read
rment, while
[able Update
e application
1d operation.

Table Write
sponse from
d. A retry of
licitly using
, Table ID (if
is a retry of
d command
ful database
mand. Refer

nt, and Table

Write Fragmentfor additional details. Note that other database commands also may incurretry requests

andr

7.4.4

etries should be supported.

.4.10.1 Table Create

When invoking Table Create the command in Table 283 shall be sent to the tag.

Table 283 — Table Create

Command Sub Command |Table ID Maximum Number |Number of Fields Length of Each Field
Code Code of Records

0x26 0x01 2 bytes 2 bytes 1 byte N bytes
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0x0000 is reserved for the Query Results Table.

Table ID indicates the identifier to be assigned to the table. Valid ID range is 0x0001 to OxFFFF.

Maximum Number of Records indicates how many records may ultimately exist in the table in

total. Valid range is from 0x0001 to OxFFFF. The remaining amount of unallocated table memory on
the tag may additionally limit the valid range.

Number of Fields the number of the fields, N, per record. Its valid range is 1 to 32

Length of Each Field is a byte array of length N bytes. Each one-byte element of the byte array

indicatef the size of a field. The first element of the byte array specifies the Iength of the first field
(index 0)), the second element specifies the length of the second field (index 1), and so_forth. The
length of a field shall lie within the range 1 to 255 inclusive.
To the Tabl¢ Create command the tag shall respond with a point-to-point response/message| with
command cdde (and no data, unless an error is encountered) as shown in Table 284.
Table 284 — Table Create response
Command Code
0x26
This commahd creates a database table with a defined maximum nwimber of records, the record format
consisting of a specified number of fields each having a specified\ength. Initially after creation, the{table
has no recorgds.
The possiblg error responses shall be as shown in Table 285.
Note If fhe tag identifies a request of this command'to.be a retry of the previous command that was exgcuted
successfully the tag SHALL NOT execute the requesttand instead, SHALL resend the same response from the
previous sucdessful command.
Table 285 — Table Create command errors
Error [ErronName Reason
Code
0x02 |Invalld Com- |A parameter is missing, or the Number of Fields parameter is outside its valid range, or
mand Param- |the lerigth of the Length of Field array does not match Number of Fields, or one or rpore
eter of the Length of Field elements is zero, or the wrong number of parameter bytes was
given.
The Table ID is already assigned to an existing table and this is not a retry commard, or
the tag does not have sufficient memory, or the Table ID is 0x0000. The following spib-
codes define the kind of error:
Can’t/Create
0x06 Object 0x02Objectatready exists
0x03 Out of Memory
0x04 Reserved
0x08 |Authorization |Command was attempted with password protection engaged and tag in the locked state
Failure
0x0A |Operation Database is corrupted, or unable to create table regardless of valid command param-
Failed eters or available memory
7.4.4.4.10.2 Table Add Records

When invoking Table Add Records the command in Table 286 shall be sent to the tag.

140
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Command Code Sub Command Code |Table ID Sequence ID Number of Records
0x26 0x02 2 bytes 1 byte 2 bytes
Where:

— Table ID indicates the identifier assigned to the table.

— Sequence ID is used to identify unique transactions. For each invocation of this command, the

interrogator shall supply a different value for Sequence ID. If the interrogator receives

T
e
i

This
recor
comn
Quer

NOTE
succe
previ

The f

etry the Table Add Record command using the same Sequence ID as the unsuccessful
hg shall verify the Sequence ID is different from the value provided with the last\suc
dd Record command, only then is the table record added.

[umber of Records indicates the total number of records to add to the-table. Valid
he Maximum Number of Records set at the time of table creation mihus the numbg
reviously added to the table.

nand code and data as shown in Table 287.

Table 287 — Table Add Records

Token
N bytes

Command Code
0x26

oken indicates a value used to iteratively, write data to the added records. The To
xactly 0x00 is reserved, and indicates ait.end-of-iteration condition. The structure of
5 shown above in Table 82:

rommand instructs the tag to prepare to add the specified number of records to th

nand invalidates any existingtokens for this Table ID. This command also invalidat
 results present in Table 0x0000.

If the tag identifies arequest of this command to be aretry of the previous command that
ssfully the tag SHALE NOT execute the request and instead, SHALL resend the same resp
us successful cadminiand.

ossible errorresponses shall be as shown in Table 288.

Table 288 — Table Add Records command errors

no reply from

rogator shall
httempt. The
cessful Table

range is 1 to
r of records

e Table Add Records command the tag shall respond with a poifat;to-point response nmpessage with

ken value of
n Token field

e Table. The

d contents are written to thétable with a sequence of Table Write Fragment commands. This

es any Table

was executed
nse from the

Erro Error Name Reason

Code

0x02 Invalid Command Number of Records is zero, or the wrong number of parameter bytes was

Parameter given, or the Sequence ID is the same value used with the previous same com-

mand.

0x04 Not Found There is no database table associated with the specified table ID

0x08 Authorization Failure | Command was attempted with password protection engaged and tag in the
locked state

0x09 Object is Read-Only |Table ID is 0x0000, which specifies the read-only query results table

0x41 Boundary Exceeded |The table is too full to accept an additional Number of Records new records
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7.4.4.4.10.3 Table Update Records

When invoking Table Update Records the command in Table 289 shall be sent to the tag.

Table 289 — Table Update Records

Command Code |Sub Command Table ID Starting Record Number Number of Records
Code

0x26 0x03 2 bytes 2 bytes 2 bytes

Where:

— Table I indicates the identifier assigned to the table.

— Starting Record Number indicates the first record to begin updating. Valid range is O up to (Number

of Recor{ds in the Table - 1).

— Number of Records indicates the total number of records that will be updated. Valid range i

to (Numper of Records in the Table - Starting Record Number).

To the Table] Update Records command the tag shall respond with a pointéto-point response me

with commalnd code and data as shown in Table 290.

— Token idicates a value used to iteratively write data to the updated records. The Token va
exactly (x00 is reserved, and indicates an end-efsiteration condition. The structure of a Toker

Table 290 — Table Update Records response

Command Code Token

0x26

N bytes

is shown in Table 82.

This command instructs the tag to prepare~to update the specified table records. The new r
contents arg written to the table with a séquence of Table Write Fragment commands. This com
invalidates gny existing tokens for this Table ID. This command also invalidates any Table Query r4

present in Table 0x0000.

The possiblg error responses shall be as shown in Table 291.

Table’291 — Table Update Records command errors

1 up

ssage

ue of
field

bcord
mand
bsults

Error Efror Name Reason

Code

0x02 Invalid Command Number of Records is zero, or the wrong number of parameter byteg was

Parameter given

0x04 Not Found There is no database table associated with the specified table ID

0x08 Authorization Failure = |Command was attempted with password protection engaged and tag in
the locked state

0x09 Object is Read-Only Table ID is 0x0000, which specifies the read-only query results table

0x41 Boundary Exceeded Starting Record Numbe.r plus Number of Records extends beyond the
total number of records in the table

7.4.4.4.10.4 Table Update Fields

When invoking Table Update Fields the command in Table 292 shall be sent to the tag.

142
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Command Code |Sub Command Code|Table ID Record Number |Starting Field Number of Fields
Number

0x26 0x04 2 bytes 2 bytes 1 byte 1 byte

Where:

— Table ID indicates the identifier assigned to the table.

— Record Number indicates the record to update. Valid range is 0 up to (Number of Records in the

Table 1)
=~ J

— Starting Field Number indicates the first field to begin updating. Valid range.is from 0 up to

|
Pl ] W -

Number of Fields in the Table - 1).

jJumber of Fields indicates the total number of fields in the specified recard that will be updated.
alid range is 1 up to (Number of Fields in the Table - Starting Field Nunmiber).

This fommand instructs the tag to prepare to update the specified fields of a table recdrd. The new
field fontents are written with a sequence of Table Write Fragment commands. This commfnd can only
modify fields within a single record, which is provided as the Record Number. This commangd invalidates
any ejxisting tokens for this Table ID. This command also invalidates any Table Query results present in

Tablg 0x0000.

To the Table Update Fields command the tag shall respond with a point-to-point respohse message
with pommand code and data as shown in Table 293.

Table 293 — TFable Update Fields

Command Code

Token

0x26

N bytes

oken indicates a value used toGteratively write data to the updated records. The Tg
xactly 0x00 is reserved, and.indicates an end-of-iteration condition. The structure of

=@ e

The f

E shown in Table 82.

ossible error responses shall be as shown in Table 294.

Table 294 — Table Update Fields command errors

ken value of
a Token field

Errof |Error Name Reason
Code
0x02| |Invalid Command |Number of Fields is zero, or the wrong number of parameter bytes was given
Parameter
0x04 [Not Found There is no database table associated with the specified table ID
0x08 |Authorization Command was attempted with password protection engaged and tag in the
Failure locked state
0x09 |Objectis Read-Only |Table ID is 0x0000, which specifies the read-only query results table
Record Number is greater than or equal to the total number of records in the
0x41 |Boundary Exceeded [table, or Number of Fields plus Starting Field Number extends beyond the number
of fields in the table

7.4.4.4.10.5 Table Delete Record

When invoking Table Delete Record the command in Table 295 shall be sent to the tag.
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Table 295 — Table Delete Record

Command Co

de Sub Command Code | Table ID Sequence ID Record Number

0x26

0x05

2 bytes 1 byte 2 bytes

Where:

— Table ID indicates the identifier assigned to the table.

— Sequence ID is used to identify unique transactions. For each invocation of this command, the
interrogator shall supply a different value for Sequence ID. If the interrogator receives no reply from

an invo

ation of the command (due to a3 communication error for examnle) the interrogator
T 7 s 5

shall

retry th
The tag
Table D¢

Record

To the Table
command cq

This comma
of the remai
(zero). Follo
undefined, a

e Table Delete Record command using the same Sequence ID as the unsuccessful att
shall verify the Sequence ID is different from the value provided with the lastcsuccs
lete Record command, only then is the table record deleted.

Number indicates the index number of the record to delete

Delete Record command the tag shall respond with a point-to-point response message
de (and no data, unless an error is encountered) as shown in Table 296.

Table 296 — Table Delete Record

Command Code
0x26

hd instructs the tagto delete asingle record from the Table, renumbering the record nun
hing records in such a way as to keep the record numbers contiguous starting with 0x

hd may be different than the record orderprior to the Table Delete Record command.

bmpt.
bssful

with

hbers
0000

ving execution of Table Delete Record, the order of the remaining records in the taple is

This commahd invalidates any existing tokens.for this Table ID. To read or write data to the databpse, a
new table write command (Table Add Records;Table Update Records, Table Update Fields) or tablg read
command (Tlable Get Data) shall be issued.
This commahd also invalidates any Table Query results present in Table 0x0000.
The possiblg error responses shall be as shown in Table 228.
If the tag ideptifies a requestofthis command to be a retry of the previous command that was exefuted
successfully[the tag SHALL NOT execute the request and instead, SHALL resend the same response{from
the previoug successfuhcommand.
Table 297 — Table Delete Record command errors
Error Error'Name Reason
Code
0x02 Invalid Command The wrong number of parameter bytes was given or the Sequence ID is the
Parameter same value used with the previous same command.
0x04 Not Found There is no database table associated with the specified table ID
0x08 Authorization Failure |Command was attempted with password protection engaged and tag in the
locked state
0x09 Object is Read-Only Table ID is 0x0000, which specifies the read-only query results table
0x0A Operation Failed Database is corrupted, or unable to complete record removal
0x41 Boundary Exceeded Record Number is greater than or equal to the total number of records in
the table
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7.4.4.4.10.6 Table Get Data

When invoking Table Get Data the command in Table 298 shall be sent to the tag.

Table 298 — Table Get Data

Command Code |Sub Command |Table ID Starting Record Number Starting Field Number
Code

0x26 0x06 2 bytes 2 bytes 1 byte

Where:

able ID indicates the identifier assigned to the table.

— Starting Record Number indicates the first record to begin reading.

— Starting Field Number indicates the first field to begin reading.

To thle Table Get Data command the tag shall respond with a point-to-paint response njessage with
command code and data as shown in Table 299.

Whet

e:

Table 299 — Table Get Data response

Command Code Token

0x26 N bytes

— Token indicates a value used to iteratively read record data. The Token value of exactly 0x00 is
reserved, and indicates an end-of-iteratieri’condition. The structure of a Token field|is shown in
Table 82.

The Table Get Data command instructs the tag to prepare to read data from a database table starting
with [ specified record and field. A Sequence of Table Read Fragment commands performs the actual
data reading. Unlike the table write commands Table Add Records, Table Update Records, Table Update
Field§, and Table Get Data is aniopén-ended iteration that terminates either at the applicatign software’s
chooging or when the end of the table is reached.

The Table Get Data tokens; and subsequent tokens returned by Table Read Fragment are injvalidated by

any

the following commands: Delete Writeable Data, Table Add Records, Table Update Ré¢cords, Table

Update Fields, Table Delete Record and Table Write Fragment, which operate on the same Table ID.

The p

ossible ertor responses shall be as shown in Table 300.

Table 300 — Table Get Data command errors

Error |Error Name Reason
Code
0x02 Invalid Com- The wrong number of parameter bytes was given
mand Param-
eter
There is no database table associated with the specified table ID, or Table ID is
0x0000 and there is no query result, either because no query was executed or the
0x04 Not Found ; : . : :
query result has been made invalid by an intervening table write command on the
table that was queried or by starting a new query.
Boundar Starting Record Number is greater than or equal to the total number of records in
0x41 Y the table, or Starting Field Number is greater than or equal to the number of fields in
Exceeded the table
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Table Get Properties

When invoking Table Get Properties the command in Table 301 shall be sent to the tag.

Where:

Table 301 — Table Get Properties

Table ID
2 bytes

Sub Command Code
0x07

Command Code
0x26

— Table Ipimdicates the identifierassignedto the tabte:

The Table G
number of u

To the Table

et Properties command retrieves information about the specified table. It retrieve
bed (filled) records in the table and the maximum number of records defined,forthe t

Get Properties command the tag shall respond as shown in Table 302.

Table 302 — Table Get Properties response

s the
hble.

Command Co

de Total Number of Records Maximum Number of Records Reserved

0x26

2 bytes 2 bytes 1 bytes

Where:

Maximu
specifie

The possible

Total Number of Records indicates total number of recofds'in the table.

im Number of Records indicates the maximui'number of records specified for the ta
1 at table creation by the Table Create command.

Reservéd is a byte reserved for future use and shall have the value 0x00.

error responses shall be as shownin Table 303.

Table 303 — Table Get Properties command errors

ble as

Error Code |[Error Name Reason
0x02 Invalid Command Parameter |The wrong number of parameter bytes was given
0x04 Not Found There is no database table associated with the specified tabl¢ ID
7.4.4.4.10.8| Table Read-Fragment
When invoking Table Read Fragment the command in Table 304 shall be sent to the tag.
Table 304 — Table Read Frngmﬂnf

Command Sub Command Code |Request Token Requested Read

Code Length

0x26 0x08 N bytes 1 byte
Where:

Request Token is the token from the prior Table Get Data or Table Read Fragment command. The

Token value of exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure
of a Token field is shown in Table 282.
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To the Table Read Fragment command the tag shall respond with a point-to-point response message
with command code and data as shown in Table 305.

Table 305 — Table Read Fragment response

Command Code Response Token Actual Read Length Data
0x26 N bytes 1 byte M bytes
Where:

— Response Token is the resulting new token from a successful Table Read Fragment command. The

The ]
table
prior
comn

The
bere
reach
retun

The

NOTE
succe

Token value of exactly 0x00 1s reserved, and indicates an end-of-1teration condition.

lctual Read Length is the number of bytes of data actually read, and may be less)tha
equested Read Length.

Jata is the actual data read from the tag database table and is the Actual(Read Length

able Read Fragment command reads a block of data bytes from ardatabase table. T
contents to be read are inherently identified by the Request Tgken received from
invocation of the Table Get Data command or a previous invogdtion of this Table Re
nand.

[able Read Fragment command cannot read beyond the.last record of a table. If the i1
hd by the Table Read Fragment command is within the table, but the Requested Read L

beyond the end of the last record in the table, theséommand shall be considered va
n as Actual Read Length not more than the number‘of bytes remaining to be read in t

ossible error responses shall be as shown ifx‘Table 306.

Ifthe tagidentifies a request of this command to be a retry of the previous command that
Esfully the tag SHALL resend the same response from the previous successful command.

Table 306 ——Table Read Fragment command errors

h or equal to

bytes long

he database
the tag via a
hd Fragment

hitial byte to
ength would
id, and shall
he table.

was executed

Errofj Error Name Reason
Code
0x02 Invalid Com- Request Token is malformed (as defined by the tag implementation), or Requested
mand Param- {Read Length is zero, or the wrong number of parameter bytes was given.|Request
eter Token is malformed (as defined by the tag implementation), or Requested Read
Length is zero, or the wrong number of parameter bytes was given, or th¢ Request
Token is 0x00
Request Token is properly formed and not 0x00 but is invalid due to an irftervening
modification of the table(s) to which the Request Token applies.
0x40  {Stale Token These modifications include invocations of the following commands, assqciated with
+h Tall 1D Laodia 1 d Tl AddD | Tall ILhadat Records
aIC 1AduIC 1L auyyucu LU LUIIC CUIIITIIAIITUS,. TAdUICU INTUU IN\CLUTUS, TAdUIT UlJuaLC ']
Table Update Fields, and Table Delete Record.
Operation Read operation failed or database is corrupted
0x0A .
Failed
7.4.4.4.10.9 Table Write Fragment

When invoking Table Write Fragment the command in Table 307 shall be sent to the tag.

Table 307 — Table Write Fragment

Command Code Sub Command Code |Request Token Data Length Data

0x26

0x09 N bytes 1 byte N bytes
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Request Token is the token from the prior Table Add Records, Table Update Records, Table Update

Fields, or Table Write Fragment command. The structure of a Token field is shown in Table 82.

Data Length is the length of data to write. Valid range is from 1 to 46 bytes.

Data is the data bytes to be written to the tag database table.

To the Table Write Fragment command the tag shall respond with a point-to-point response message
with command code and data as shown in Table 308.

Where:

Respon
Token v
of a Tokq

The Table W
table conten
prior invoca
previous iny

This command invalidates any existing tokens for thisiTable ID. This command also invalidate|

Table 308 — Table Write Fragment response

Response Token

N bytes

Command Code
0x26

ke Token is the resulting new token from a successful Table WriteFragment commanc

. The

hlue of exactly 0x00 is reserved, and indicates an end-of-iteration condition. The structure

bn field is shown in Table 282.

rite Fragment command writes a block of data bytesc¢tova database table. The dat
ts to write are inherently identified by the Request(Token received from the tag
fion of the Table Add Records, Table Update Records;.or Table Update Fields comman
pcation of this Table Write Fragment command.

hbase
via a
 or a

S any

Table Query|results present in Table ID 0x0000
The possiblg error responses shall be as shown inIable 309.
NOTE If fhe tag identifies a request of this cominand to be a retry of the previous command that was exgcuted
successfully the tag SHALL resend the same response from the previous successful command.
Table 309 —Table Write Fragment command errors
Error |Errgr Name Reason
Code
0x02 Invalid Commands | Request Token is malformed (as defined by the tag implementation), or Data
Pargmeter Length is zero, or the length of the Data parameter does not agree with Data
Length, or the wrong number of parameter bytes was given, or the Request Token
is 0x00
0x08 Authorization Command was attempted with password protection engaged and tag in the
Failure locked state
0x0A Operation Failed |Write operation failed or database is corrupted
Request Token is properly formed and not 0x00 but is invalid due to an interven-
ing modification of the table(s) to which the Request Token applies.
0x40 Stale Token These modifications include invocations of the following commands, associated
with the Table ID supplied to the commands: Table Add Records, Table Update
Records, Table Update Fields, and Table Delete Record.
0x41 Boundary The Data Length for this request would exceed the length declared in the original
Exceeded Table Add Records, Table Update Records, or Table Update Record Fields com-
mand
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When invoking Table Query the command in Table 310 shall be sent to the tag. The Table Query command
can be sent as either a Broadcast message to all tags simultaneously, or as a Point-to-Point message to a

single tag.
Table 310 — Table Query
Command |Sub Table ID [Sequence |Query Element
Code Opcode 1D Logical Logical Operand
Operator Eield Relatienal—Comparisen—{ omparison
Number |Operator |Data Length{jiData
0x26 0x10 2 bytes |1 byte 1 byte 1 byte 1 byte 1 byte N bytes
Whette:

able ID indicates the identifier assigned to the table.

ol ol = T - [ iNe)

=

(
[
t

Over]

|

' (GREATER THAN), or " (NOT-EQUAL).

equence ID identifies a query element among a sequence of query, elements. For a s
uery elements, the Sequence ID is N-1 for the first query element/N-2 for the second qy

quence of N
ery element,

nd so forth, down to 0 (zero) for the Nth query element. The tag shall support a mlinimum of 4

uery elements per sequence; Sequence IDs from 3 down tal®; The actual number of qu
upported on a tag can be retrieved through the UDB Elément Type 0x15 (Table Query

ogical Operator defines the role of the current qifery element within the complet
ossible values of the logical operator are the ISO 8859-1 characters ‘C’ (CLEAR), ‘A’
DR).

ield Number indicates index number of the field to match. The Field Number shall be
umber of fields in the table.

lelational Operator defines the méthod by which the field contents are compared w
ossible values of the relation operator are the ISO 8859-1 characters ‘=" (EQUAL), <’ (

omparison Data Lengthindicateslength ofthe Comparison Datainbytes. The range of
ata Length is 1 to 32.

omparison Data specifies the byte array to which the field contents are compared.
ata is Comparison Data Length bytes long, and may include the special ISO/IEC 885
he wildcard«character.

view of Query Syntax

This

compllete’query conceptually has the form:

tommand defines a query element, one table search criterion among a sequence of su

b1y elements
Size).

e query. The
(AND), or ‘0’

less than the

th Data. The
LESS THAN),

Comparison
Comparison

0-1 prefix *,

th criteria. A

{<query element;>} {<query element;>} ... {<query elementy>}

where each <query element>, of which there is at least one, has the form:

<logical operator> <logical operand>

where <logical operand> has the form:

<field number> <relational operator> <comparison data>

where Logical Operator, Field Number, Relational Operator, and Comparison Data are fields in the Table
Query command format shown in Table 110. Logical Operator is one of the ISO/IEC 8859-1 characters
‘C’, ‘A, or ‘O’, Field Number is a table field, Relational Operator is one of the ISO/IEC 8859-1 characters ‘=,
‘<’, >, I, and Comparison Data is a 1 to 32 byte string of data bytes. The angle brackets (<, >) and curly
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braces ({, }) in the above syntax serve only as delimiters for the purposes of this discussion and have no
syntactic meaning or literal presence in an actual command. A complete query, therefore, is specified as
a sequence of Table Query commands.

Query Elements

Query elements within a complete query are related to one another by their logical operators, which
specify how those query elements are aggregated into a compound Boolean expression. A logical
operator can be a logical AND, a logical OR, or the special case CLEAR. Logicals AND and OR are left-
associative binary operators of equal precedence which have their conventional Boolean meanings,
while CLEAR merely 1nd1cates that the query element is the f1rst element of the complete query IfCLEAR
is the logica : : Lsare ¢ dedand the
current query element is to be regarded as the f1rst query element of a new query Upon receipt of a
valid Query fontaining a CLEAR, any pre-existing results from any previous query shall be removed; all
existing recqrds in Table 0x00 shall be deleted.

al operands consist of the database table field identified by the Field-Number and the

Data.

The relation
Comparison

Interpretatjon of Queries

A complete
and logical g
composed of

uery is to be interpreted as an expression whose constituents are the logical ope
perand of each query element, read left to right. For example/suppose a complete qu
four query elements and the logical operands of the first,-second, third, and fourth

rator
ery is
query

elements arg A, B, C, and D, respectively. The complete query

(CLEAR A) (AND B) (OR C) (AND D)

is to be interpreted as the Boolean expression

CLEAR (((A AND B) OR C) AND D)

false”
false”
n the
brd is

ch record of the table being searched' each logical operand evaluates to “true” or “
scribed below, the Boolean operators combine those values into a single “true” or “
value in the fonventional manner for Boolean operators, and the CLEAR operator has no impact d
Boolean valye of the entire expression. f the entire expression evaluates to “true” the table rec
included in the query results table, also:described below.

where for ed
values as de

Logical Operands

onin
prd is
ared.
h, the
bf the
‘I, the

A logical opdrand specifies how' each record of the table to be searched is to be checked for inclus
the set of mafching records. The field number of the logical operand specifies which field of each rec
to be inspected. The coniparison data specifies the value to which the field contents are to be comp
And the relaftional operator specifies the manner in which the field contents and comparison dat
two relationgl operands of the relational operator, are to be compared. Additionally, the first byte
comparison fataaffects the nature of the comparison. If that byte is the ISO/IEC 8859-1 character
comparison js\awvildcard comparison; otherwise, the comparison is a full-match comparison.

Full-Match Comparisons

If the relational operator is ‘=" for a full-match comparison, the relational operands are compared on a
byte-for-byte basis for an exact match. If the bytes at some position in both relational operands do not
match, the logical operand evaluates to “false.” If one relational operand is longer than the other, the
logical operand evaluates to “false.” Otherwise, the logical operand evaluates to “true.” For example, the
following comparison evaluates to “true.”

n_ru

“abc abc”

The following comparisons evaluate to “false.”

Hl )«

“abc abc”
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uabdbn {<l Mabce"
uabcu l>l Mabcn
uabcn l!l uabcn

a

for a full-match comparison, the comparison is handled

-7:2014(E)

in the same

manner as the ‘=’ relation operator but generates the opposite result. Any comparison in which the ‘=’
operator would result in the “true” condition, the ‘I operator results in “false,” and any comparison

in which the ‘=" operator would result in the “false’

J a’

condition, the

following comparisons evaluate to “true.”

operator results in “true.” The

The f

If the
on a
matc
accor
the b
theb
evalu
than
comp
a byt

Note

full-nhatch comparisons with the =" operator always evaluate to “false,” while full-match

with

Fore

"abc” T "abcd”
“abc” ‘" “ABC”
“abc” " “abd”

“abc” " “ab”

bllowing comparison results in “false.”

“abc abc”

»oa

Relational Operator is ‘<’ or >’ for a full-match comparisen,the relational operands a
byte-for-byte basis as for the ‘=" operator until the first non-matching byte is foun
hing byte is found, the logical operand evaluates to ¢false.” The non-matching bytes a
ding to the relational operator. If the operator is /<%and the byte from the field content
yte from the comparison data, the logical operand evaluates to “true.” If the opera
yte from the field contents is greater than the byte from the comparison data, the log
ates to “true.” For the inequality operators’;<’ and ">, if the length of one relational op
that of the other relational operand, then the shorter operand is considered for the
arison to contain an additional final byte whose value is less than the minimum poss

h

that because the comparison data is limited to 32 bytes, for fields greater than 32 by

the ‘I’ operator always evaluate to “true.”

kample, the following.comparisons evaluate to “true.”
“abb” ‘<’ “abd”
“aad” ‘<vfabc”

uabu l<l uabcu

ni_ru

re compared
d. If no non-
re compared
s is less than
for is ‘>’ and
ical operand
erand is less
purposes of
ble value for

es in length,
comparisons

“Gbc ad”

<

n )«

“abc” >’ “abb”

dn

n )«

“abc” >’ “aa

n

“abc” >’ “ab”
“ad" l>l “abC"
(labCH l!! llabd”

Mabcn l!l uabn

The following comparisons evaluate to “false.”

ne_ru

<

“abc abc”
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nabdbnt<ulabcen
nabcnl>ulabcn
uabcn l!l Mabcu

Wildcard Comparisons

For wildcard comparisons with the relational operator ‘=’, the field contents starting with the first byte
and the comparison data starting with the byte after *’ are compared on a sliding basis for a match
as in a full-match comparison until the end of the field contents is reached. That is, starting from the
beginning of the field contents and sliding to the right a byte at a time until the end of the field contents,

Comparison|Data Length bytes of field data are compared against the Comparison Data Length pytes
of Comparispn Data bytes looking for a complete match. If a complete match is found, the compdrison
is discontinyed. If a complete match was found and the Relational Operator was ‘=’, theccompdrison
evaluates tofa “true”, otherwise it evaluates to a “false”. The results for the ‘I’ operator are “false”|if the
complete mgtch was found, otherwise it evaluates to a “true”. Wildcard comparisons with the relational
operators ‘<]and ‘>’ are illegal, as are wildcard comparisons for which the comparison-data is the §ingle
character ¥’
In the followling examples, the first item is the field number, and the last iteni,isthe Comparison Data.
The following comparisons evaluate to “true.”

Mabc e" l=7 ll*bcdll

llabc Cde" I=I{l*bcdll

“abcgcd” ‘1’ “*bed”
The followir]]g comparisons evaluate to “false.”

llabc e" t!l ll*bcd"

Mabc(x" I=I “*bcd”
Query Failufres
The possiblg error responses shall be as shown in Table 311.

Table 311 — Table Query command errors
Error |Errpr Name Reason
Code
0x02 Invilid Com: Sequence ID is greater than the maximum number of query operators that the tag
mand Parameter |supports; or Sequence ID is not the same as, or one less than, that of the previous
Table Query command AND Logical Operator is not CLEAR;
or Table ID is not the same as that of the previous Table Query command AND l.ogi-

cal Operator is not CLEAR;

agree with Data Length, or the wrong number of parameter bytes was given

or Comparison Data Length, Logical Operator or Relational Operator are outside
their valid range of values; or Data Length is zero; or the length of Data does not

0x04 Not Found There is no database table associated with the specified Table ID
0x41 Boundary Field Number greater than or equal to the number of fields in the table
Exceeded

Execution o

f Complete Query

Upon receipt of the final Table Query command (which has a Sequence ID of zero), the tag should now
have the complete Query criteria. The tag shall execute the complete query on each record in the table
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identified by Table ID, beginning with Record Number 0 and incrementing through all the records in the
table.

The Query Results Table (Table ID 0x0000) contains the complete results of the query operation. The
Query Results Table has records with a single two-byte field. Each 2-byte field/record in the Query
Results table contains the record number of a matching record in the queried table. The matching record
numbers, if any, in the Query Results table, shall increase monotonically. Records in Table 0x0000 shall
bereturned inresponse to Table Get Data and Table Read Fragment. The record number of each matching
record shall be returned as individual records in MSB first order.

Point-to-Point and Broadcast Queries

mmand. The
o-point. The
se of error.

The
valug
tagd

Table Query command exists as both a point-to-point command and a broadcast o
of the Packet Options field, determines whether the command is broadcast or paint-{
hes not respond with any message to any broadcast Table Query command, evén in ca

For non-final point-to-point Table Query commands, which have a non-zero Ségfience ID,
verify it received a valid non-final Table Query command. If the command is awalid initial or i

the tag shall
ntermediate

Tabld
(and
the t4

Query command, the tag shall respond with a point-to-point response message with co
ho data, unless an error is encountered) as shown in Table 312. This response merely i
g successfully received a valid query element, so no database query operation results

mmand code
hdicates that
are available

or expected.

Table 312 — Intermediate Table Query Response

Command Code
0x26

completion of the point-to-point query command sequence, the tag shall respond with a point-to-
response message with command codéCand data as shown in Table 313. If the query resulted in
cords matched, the number of recordsimatching the criteria shall be zero and the indg¢x of the first

hed record shall be zero in responséto the final point-to-point Table Query commang.

Upon
point
no re
matc

Table 313 — Final Point-to-Point Intermediate Table Query response

Index of first
matched record

Number of
Records matched

Command Code

0x26 2 bytes 2 bytes

table, which
nteger. If no

Number of Records Matched contains the number of records found in the queried
heet the complete query criteria. This field shall be formatted as an unsigned 16-bit
matching records were found, this field shall contain 0.

ecord of the
is field shall

Index_of First Matched Record contains the record number of the first matching 1
queried table, which meets the complete query criteria. If no records were found, th
contain 0.

An Interrogator may follow up a sequence of point-to-point Table Query commands by using the Table
Get Data and Table Read Fragment commands to retrieve the results from the Query Results Table
(Table 0x0000).

Broadcast Collection with UDB (Query Results UDB)

The broadcast Collection with UDB command may be used to retrieve the query results from tags after
the complete sequence of Table Query commands has been transmitted. To retrieve the query results,
an Interrogator may send the Collection with UDB command with the UDB Type field set to 0x02 (see
Table 36). Tags will return their Tag serial number with the Table Query Results element (see Table 36).
The Table Query Results element includes the index of the queried table, the number of matching records
and the index of the first matching record. If the query resulted in no records matched, the number of
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matching records shall be zero and the index of the first matched record shall be zero. The Interrogator
may then follow up successful query matches by retrieving the records in the Query Results Table (Table
0x0000) with Table Get Data and Table Read Fragment commands.

Deleting Table Query Results

The results of the Table Query command are written to the query results table (reserved Table ID
0x0000). Any database command that modifies any of the database tables on the tag (Table Add Records,
Table Update Records, Table Update Fields, Table Delete Record) shall force deletion of all records in the
query results table. Any subsequent Table Get Properties commands for the query results table shall
return 0 as the the number of records currently in the table.

7.4.4.4.11 Beep ON/OFF
When invoking Beep ON/OFF the command in Table 314 shall be sent to the tag.

Table 314 — Beep ON/OFF

Command Code Beeper On/Off
0xE1 1 byte

Where:

— Beeper |On/Off parameter when 0x01 will turn tag’s beeper ONyor when set to 0x00 will turr tag’s
beeper (FF.

To the Beep| ON/OFF command the tag shall respond with{a point-to-point response message|with
command cdde (and no data, unless an error is encountered) as shown in Table 315.

Table 315 — Beep*ON/OFF response

Command Code
0xE1

The Beep ON/OFF command turns the'tag’s beeper on or off. When the tag’s beeper is turned on, the
beeper stayq on until explicitly turned off or until the tag returns to the Sleep state.

The possiblg error responses shall be as shown in Table 316.

Table 316 — Beep ON/OFF command errors

Error |ErroiName Reason

Code

0x02 |InvalldCemmmand Param- |Beeper On/Off parameter is missing or the wrong length or outside its yalid
eter range of values

7.4.4.4.12 Sensor implementation

The retrieval and transmission of data and control information related to tag-based sensors can be
implemented within this part of ISO/IEC 18000 Extended Mode. Sensor status and data can be added
to a returned Universal Data Block using an Application extension block. Sensor data logs and control
information can be read and written using the existing database table commands.

7.4.4.4.12.1 UDB application extensions for sensors

Manufacturers can record sensor status in the UDB using the UDB Application Extension Block format.
Manufacturers can record sensor status in the UDB using the UDB Application Extension Block format.
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Depending on the application and the complexity of the sensor implementation, the UDB application
extension block provides flexibility on how to report sensor status. Specifically, one or many TLD
elements can be defined in the UDB according to the TLD element format.

7.4.4.4.12.2 Sensor data storage

Sensor data and control information can be stored in database tables. Sensor related data can be stored
in either the Solution Table ID space or the Manufacturer / vendor Table ID space depending on the
application.

7.4.4.4.12.3 Commands to retrieve sensor status information and sensor data

The following standard commands can be triggered by the interrogator to retrievesensor status
information in the UDB:

— (ollection with UDB (command code 0x1F)
— Head UDB (command code 0x70)
Sensgr activity logs can be retrieved using the following commands

— Table Get Data (command code 0x26+0x06 followed by a Table Read Fragment (coinmand code
x26+0x08)

o

Or

—

able Query (command code 0x26+0x10)

Standard response message formats are sent back to'the interrogator with the requested ipnformation.

7.4.4]4.12.4 Sensor data characteristics and formats

The stored data from the sensor should fellow the formats described in IEEE 1451 and ISOfIEC 24753.

7.4.414.12.5 Physical interface between the sensor and RF tag

The ghysical interface betwegen'the sensor and the RF tag should be as described in IEEE 1451.7.

7.4.4\5 Tag collection {optional)

This standard spegcifies the optional method by which the interrogator shall identify and djommunicate
with pne or more tags present in the operating field of the interrogator over a common radjiio frequency
chanpel. Commiunications specified include methods to: identify a tag, read data from a taf, write data
to a tag andicommand the tag to perform a specific function. Tags do not transmit unless commanded to
do so| by the interrogator, and an interrogator can communicate with tags individually, or{with the tag
population as a whole.

In the following discussion, the terms all tags and tag population refer only to tags within the operating
field of the interrogator.

The tag collection process is used to identify tags in the operating field of the interrogator. This is an
iterative process that includes methods for coordinating responses from the tag population.

Tag collection procedure in the Extended Mode of operation differs from Base Mode since the MAC
layer is IEEE 802.15.4 based. Depending on the MAC mode of operation (beacon or beaconless) the tags
will follow MAC rules and create a network of devices with the interrogator. This procedure will be
explained in this specification in more details. Once the network is formed, the application layer on the
interrogator can exchange application layer commands such as a Collection with Universal Data Block, a
Read Universal Data Block and a Sleep Command with the tags and collect the tag data.
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Collection pr

Interrog

ocess may include following steps:

Tag: wake up into the ready state and listen for commands from the interrogator

ator: transmit a Collection with Universal Data Block command to the tags.

requested UDB type.

to thet

Tag: will
from the

Tag: on
comma

7.4.4.6 My

The following section provides a simple example of a multi*packet UDB Collection. Typical

interrogator
receive the (
the first por
by sending al

1. Figure 34
and all tags {

Interrodator: for each tag from which the interrogator received a valid response messag
interrogator may send point-to-point Read Universal Data Block commands to retrievd
remainipg UDB from the tag, and then the interrogator shall send a point-to-point Sleep’com

S.

respond to any point-to-point Read Universal Data Block commands, which may be red
interrogator.

receiving a Sleep Command, shall leave the ready state and shall not respond to fu
ds from the interrogator until after the tag receives a Wake p Signal.

Iti-packet UDB Collection

will initiate the process by transmitting a broadg¢ast Collect with UDB command. Tag
ollect command will reply with a response pagket that includes their tag identificatio
ion of the requested UDB type. The interrogator can then retrieve the remaining UDH
point-to-point Read UDB command to eack’tag identified in the first phase.

shows the interrogator’s Collectionwith UDB command packet. This is a broadcast p
hat receive the packet will participate in the collection process.

Interrogator: transmits the Wake Up Signal to all tags in the operating field of the interrogator

Tag: If in the ready state, receives and decodes the Collection with Universal Data Block command,

Tag: reply with a response packet that includes it’s tag identification and the first portion of the

b, the
b any
mand

eived

rther

ly an
5 that
n and
data

acket

Exten
protoc|

Max Packet
Length

UDB Type
Code

Windows
size

Command
Code

ded
pl ID

Options Payload

Length

0xQ

1 1 byte 1 byte Ox1F 2 bytes 1 byte 1 byte

Figure 3

2. Figure 35
code 0x1F).

4 — Interrogator Collect with UDB broadcast for the initial collection of the tag

illustrates’a tag response packet to the broadcast Collection with UDB command (com
['he replyis in the format of a broadcast response packet

7]

mand

Extended

Tag Payload Command | UDB Type | Total UDB Requested Universal Do

ta

protocol ID

Status Length Code Code Length Offset Block

0x01

2 bytes 1 byte Ox1F 1 byte 2 bytes 2 bytes N bytes

Figure 35 — Tag Read UDB response to interrogator’s Collection with UDB command

3. Figure 36 shows the interrogator’s Read Universal Data Block command directed to a tag identified
during the previous collection. The point-to-point command is directed to a specific tag using the tag
identification value discovered in the previous collection. Note that the Offset into UDB field will contain
a value equal to the number of bytes of UDB data returned in the Tag’s collection response (N in Figure

35 above).
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Extended Options Payload Command UDB Type Offsetinto | Max Packet
protocol ID Length Code Code UDB Length
0x01 1 byte 1 byte 0x70 1 byte 2 byte 1 byte

Figure 36 — Interrogator’s Read UDB request to a specific tag for the remainder of the UDB data

4. Figure 37 shows the tag reply in response to the interrogator’s Read UDB command. The reply contains
the second part of the UDB message using the point-to-point (directed) packet format.

Extended Tag Payioad Command | UDBType | Totar UDB Requested Universal
prgtocol ID | Status Length Code Code Length Offset Data Block
0x01 2 bytes 1 byte 0x70 1 byte 2 bytes 2 bytes N bytes
Figure 37 — Tag response to interrogator’s request for additional information with|a point-to-

7.4.5
This

7.4.5

To e

Extended Services

Appli

point Read UDB command

clause describes the how application services are defined.ofy an Extended Mode devicg.

1%

1 Method for Extending ISO/IEC 18000-7 Extended Mode Application Functionality

ttend functionality such as sensors, or other features into ISO/IEC 18000-7 Extgnded Mode
ation the data link shall include a simple méssage transport capability. This message transport

is provided by a set of Extended Service commands that encapsulate the application’s|message for
trangportacross the physical layer to enable ififrastructure devices (interrogators) to contrpl and access
servifes (applications) resident in the tags: These extended service applications can shafe resources
within the tag, and also connect to exterial devices using secondary communications (e.g. ¢GPS, wireless

sensd
servi
furth

rs, etc.). Additionally, UDB elements are added to enable discovery and support of th¢se extended
ces. Thus, with the Extended Service option the functionality of the tag can be exterjded without
er additional changes to the standard.
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Transport lj’&n}s) ESID | Service Payload
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Figure 38 — Extended Q@ice Support

@
7.4.5.1.1 Qverview of the Extended Service o&gj}'n

The Extend¢d Service option includes threcﬁ}ommands (Extended Service Tx, Extended Servide RXx,
and Extendef Service TxRx) that provide b@lsport of messages, and two new UDB elements to pllow
extended sefvices to notify clients of their presence and identity (the Extended Services List Element),
and to provifle alarm information (t arm Summary Element).

ESID is a unfique value in th ge of 0x80 to 0x8F (value of 0x00 through 0x7F are reserved) that

is assigned by the tag for @ application it supports. The ESID for an application is determingd by

the tag when the applic first becomes available and shall remain constant while the applicatjion is

available. Hqwever, th ID for an application may or may not be constant for every tag. For example,

one tag ma :Z§® ESID value of 0x80 to application ‘Foo’ whereas another may assign an|ESID
to

Within the thg, Extended Servicﬁépplications are identified using an Extended Service ID (ESID). The

value of 0x9/ same application. The application’s identity and ESID value can be discovered |n the
ist UDB element. The ESID is used in the Extended Service commands to route the

messages tolh

Extended Service applications have an input and output mailbox for messages. Messages sent to an
application (typically commands) go to the input mailbox which can only be written; messages received
from application (typically command responses) go into the output mailbox which can only be read.
Each message has an associated ESID and Message ID for routing and linking. If a message initiated
requires a response then the response message shall contain the same Message ID value.

The Extended Service Tx and Extended Service Rx commands only transport a message to or from
the application’s mailbox and reply that the message was delivered or received. They do not wait for
the application’s response. This decouples the timing and processing between the transport and the
application and enables asynchronous processing by the application. Additionally, the Extended Service
TxRx command is provided to support a round trip synchronous transfer in situations where an
application’s response is immediate and asynchronous processing would be less efficient.
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7.4.5.1.2 Changes and Additions to ISO/IEC 18000-7 Extended Mode Application Support

The following are the changes and additions to ISO/IEC 18000-7 Extended Mode Application Support
to support the proposed Extended Service functionality. Where applicable, specific sections, tables,
figures, etc. in the standard are noted.

7.4.5.1.3 Extended Service Tx

This command transports a message packet to a specified Extended Service application’s input mailbox.
Multiple consecutive invocations of this command can be used to transmit a sequence of message
packets that form a complete message. After the last message packet of a sequence has been transmitted
asyn¢hronous processing of thatmessage (S initiated: Thiscommand may aiso be used wititthe Extended
Service TxRx command to initiate synchronous messages.

Table 317 — Extended Service Tx command format

Comthand |Sub Com- Sequence |ESID Message |Message |Offset Data Size |[Data
Code mand ID ID Size

0x27 0x00 1 byte 1 byte 1 byte 2 bytes Zbytes 1 byte N bytes

or a sequence of N packets, the Sequence ID is N-1 for the“first packet, N-2 for the second packet,
nd so forth, down to 0 (zero) for the Nth packet. The makximum Message Size and the number of
fdackets per message are implementation dependent.,

- aequence ID: Identifies this message packet in a sequepce of message packets t¢ be written.

- HBSID: The identifier of the application to recé€ive this message packet.

- Message ID: The unique identifier of thermessage. If a complete message requjres multiple
message packets then all message packets shall use the same identifier. The value of 0x0( is reserved.
If a response message is associated with\this message then it shall contain the sam¢ Message 1D

vialue.
- essage Size:  The total number of bytes of the complete message. If this is te second or
reater message packet for a previous message then the Message Size must be the samg¢ as previous
essage.

ffset: = The offsetintothe message for where this data is to be written. An offset valfie of 0x0000
i$ the first byte of the\message.

ata Size: The number of bytes (1...50) of message data in this packet.
- ata: The message bytes (application’s payload) to be delivered.

When the tag receives an Extended Service Tx message packet it shall write the data into the input
mailloxof the ESID at the offset of the message specified by Message ID. The tag shall then ilespond with
a poinpt-te-point response with parameters shown below. If the Sequence ID equals zero (()) then, after
sending the response, the tag shall notify the application that a complete message has been received.
Note the application’s response, if any, is not returned with this command. Refer to the Extended Service
Rx command to obtain the application’s response.

Table 318 — Extended Service Tx response format

Command Code Sequence ID ESID Message ID Total Message Bytes
0x27 1 byte 1 byte 1 byte 2 bytes

- Sequence ID: The sequence ID of the completed command packet.

- ESID: The identifier of the application receiving this message packet.

- Message ID: The unique identifier of the message.
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- Total Message Written: The total number of bytes of the message that has been written.

Table 319 — Extended Service Tx command errors

Error Error Name Reason
Code
0x02 Invalid Command e Sequence ID is not the same value or one less than the value of the previous

Parameter Extended Service Tx command with the same Message ID, or...

¢ ESID is invalid or no application is associated with it, or...

* Message ID is zero or does not match the previous invocation of this com-

mand where the Sequence 1D was not zero, Or...

e Message Size is zero or does not match a previous invocation of this ,cem|
mand with the same Message ID which is in progress, or...

or...
e Data Size is zero, or the length of the Data parameter dges'not agree, or..

e The wrong number of parameters bytes was supplied.

e The Offset into Message ID is greater than the total length of the message

0x0A Ops4

bration Failed * Write operation failed or the application’s inputinailbox is full

7.4.5.1.4 E

The Extendd
application’s
that form a

message pad

xtended Service Rx

romplete message. The tag responds to each command with an acknowledgment th
ket was sent.

Table 320 — Extended Service Rx command format

d Service Rx command transports a message packet from a specified Extended Sqrvice
output mailbox. This command may be used to-fransport a sequence of message pdckets

Wt the

Command Co

de Sub Command ESID Message ID Max Packet Size Offset

0x27

0x01 1 byte 1 byte 1 byte 2 bytes

- ESID:

- Messag
received

- Max Pagq
and use
providin
tag resp
value, 1

The identifier of the application requesting data from.

e ID: The unique identifier of the message that corresponds to an input me
previously. The yalue of 0x00 indicates to return the first available message.

as the Packet Length field of its response. Tags may use a different response Packet L
g the value does not exceed the value of Max Packet Length. The value 22 is the min
onse.packet which includes 15 bytes for response packet overhead, 1 byte for the
bytefor the Message ID value, 2 bytes for the Message Size value, 2 bytes for the Requ

Offset v

h[ue/and 1 byte of message data.

ssage

ket Size: This value of 22 to 255 specifies the maximum number of bytes a tag canfsend

bngth
mum
ESID
Iested

- Offset:

The offset into the message from which to begin reading.

When the tag receives an Extended Service Rx response packet it shall respond with a point-to-point
response message with command code, parameters, and data as shown. If a complete message is not
available in the application’s output mailbox then the Message Size shall be 0x0000 and no Data bytes
are returned. Tags may select a smaller packet size than specified by Max Packet Length but may not
exceed that value. After successfully receiving the initial portion of the message, the Interrogator may
use subsequent invocations of this command to read the remaining message bytes by advancing the
Offset value to the next unread data byte position. The interrogator does not have to read the entire
message; however, the message may not remain upon receipt of the next input message.

160

© ISO/IEC 2014 - All rights reserved


https://iecnorm.com/api/?name=f45fe4e97d730bda6f6f4802d306621a

ISO/IEC 18000-7:2014(E)

Table 321 — Extended Service Rx response format

Command Code |ESID Message ID Message Size Requested Offset |Data
0x27 1 byte 1 byte 2 bytes 2 bytes N bytes
- ESID: The identifier of the application providing message packet.

Message Size:  The total number of bytes in mailbox message.

Message ID: The unique identifier of the message. A value of 0x00 indicates this message is
not associated with a previous input message (i.e. it may be an alert message).

Requested Offset: The offset into the mailbox of the data returned

Data: The returned output mailbox data

Table 322 — Extended Service Tx command errors

Errofj Error Name Reason

Code

0x02 Invalid Command ¢ ESID is invalid or no application is assogldated with it, or...
Parameter

e Max Packet Length is less than 22, er..

¢ The Offset into Message ID is greater than the total length of the message,
or...

¢ The wrong number of parameéters bytes was supplied.

7.4.5/1.5 Extended Service TxRx

This rommand is used when a message is tfansmitted to an application that requires a $ynchronous
respdnse. This command may be used eithér to transmit a single packet message or in conjiinction with
an Extended Service Tx command to transmit the last message packet of a multi-packet mgssage.

Table 323.'= Extended Service TxRx command format

Comipand Code |Sub Command ESID Message ID Message Size Offset

0x27 0x02 1 byte 1 byte 2 bytes 2 bytes

Data fSize Data Max Packet Size |Response Time

1 byte N bytes 1 byte 1 byte

- BSID; The identifier of the application to receive this message packet.

- Message Size: The total numher of hytes of the complete message [f this is tHe second or

greater message packet for a previous message then the Message Size must be the same as previous
message.

Message ID: The unique identifier of the message. If this message packet is the last of a
sequence of message packets forming a complete message then this value shall be the same as used
with previous commands. The value of 0x00 is reserved. If a response message is associated with
this message then it shall contain the same Message ID value.

Offset:  The offsetinto the message for where this data is to be written. An offset value of 0x0000
is the first byte of the message.

Data Size: The number of bytes (1...50) of message data in this packet.

Data: The message bytes to be written.
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Max Packet Size: This value of 20 to 255 specifies the maximum number of bytes a tag can send
and use as the Packet Length field of its response. Tags may use a different response Packet Length
providing the value does not exceed the value of Max Packet Length. The value 20 is the minimum
tag response packet which includes 15 bytes for response packet overhead, 1 byte for the ESID
value, 1 byte for the Message ID value, 2 bytes for the Message Size value, and 1 byte of message
data.

Response Time: The maximum time to wait in 10 millisecond increments for the application’s
completed response message before returning a response.

When the tag receives an Extended Service TxRx command it shall write the data into the 1nput mailbox

of the ESID

tes of
ly for

processing. he tag shall then monitor the output mailbox for a complete response message until the

When the application’s response is available the tag shall transmit the response with the command
code, parameters, and data as shown. Tags may select a smaller packet size than specified by Max Placket
Length but nhay not exceed that value. After successfully receiving the initial portign of the message, the
Interrogaton may use subsequent invocations of this command to read the remaining message bytes by
advancing the Offset value to the next unread data byte position. The interrogator does not have tq read

the entire mpssage; however, the message may not remain upon receipt gfithe next input message

Table 324 — Extended Service TxRx respense format

Command Cdde ESID Message ID Message Size Data
0x27 1 byte 1 byte 2.bytes N bytes
- ESID: The identifier of the application providing this message packet.

- Message ID: The unique identifier of the . message.

Message Size:  The total number of bytes of the message.

Data: The message bytes (applidgation’s payload) received.

Table 325 —Extended Service RxTx command errors

Error Ernor Name Reason

Code

0x02 Invplid Commarid « ESID is invalid or no application is associated with it, or...
Parlameter

e Message ID is zero or does not match the previous invocation of an Extended
Service Tx command where the Sequence ID was not zero, or...

e Message Size is zero or does not match a previous invocation of Extended

Service Txwith the same Mnccngn IDwhich isin progress, or

e Max Packet Length is less than 20, or...

e The wrong number of parameters bytes was supplied.

0x0A Operation Failed e Write operation failed or the application’s input mailbox is full

7.4.5.1.6 UDB Elements

The

following ISO/IEC 18000-7 Extended Mode Application Support tables have been updated to indicate

the new UDB Elements associated with the Extended Service capability:
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