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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,

governmen

tal and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the ISO/
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Introduction

Ever since ebooks have grown in popularity, copyright protection has been an important issue for authors
and publishers.

While the distribution of ebooks around the world is mostly based on the open EPUB standard, most ebook
retailers are using proprietary technologies to enforce usage constraints on digital publications in order to
impede oversharing of copyrighted content. The high level of interoperability and accessibility gained by the
use of a standard publishing format is therefore cancelled by the use of proprietary and closed technologies:
ebooks are only readable on specific devices of software applications (a retailer "lock-in" syndrome), cannot
be accessed anymore if the ebook distributor which protected the publication goes out of business or if the
DRM technology evolves drastically. As a result, users are deprived of any control over their ebooks.

Requirements related to security levels differ depending on which part of the digital publishin‘F market is
addressed.|In many situations, publishers require a solution which technically enforces the“digital rights
they provide to their users; most publishers are happy to adopt a DRM solution which-guarantges an easy
transfer of|[publications between devices, a certain level of fair-use and provides permanent a¢cess to the
publicationis acquired by their customers.

This is where this document comes into playb.

1) Although this document is primarily intended for the protection of EPUB publications, it can also protect digital
publications in other formats, provided that the publication format supports the encryption of resources and the
embedding of a license. This is especially the case for PDF documents contained in a Readium Packaging Format, as
presented in Annex C. This is important for owners of large PDF collections, who want to apply the same DRM to their
EPUB and PDF collections.

© ISO/IEC 2024 - All rights reserved
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Information technology — Specification of digital rights
management (DRM) technology for digital publications —

Part 2:

User key-based protection
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3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

IEC Ele

3.1

[SO Online browsing platform: available at https://www.iso.org/obp

ctropedia: available at https://www.electropedia.org/

codec content type
content type that has intrinsic binary format qualities

EXAMPLE
Note 1 to en

3.2
content ke
symmetric

3.3

Such as video and audio media type.

y
key used to encrypt and decrypt publication resources (3.15)

encryption profile

set of encryjption algorithms used in a specific protected publication (3.10)and associated license dodg
34

container

EPUB contpiner

zip-based packaging and distribution format for EPUB publications (3.13)

[SOURCE: HPUB 3.3, clause 4]

3.5

license authority

entity whidh delivers provider certificates (3.12)to content providers (3.11)

3.6

license do¢ument

document that contains references ;to the various keys, links to related external resources,
restriction$ that are applied to protécted publication (3.10), and user (3.18) information

3.7

licensed cgntent protection

LCP

Readium LCP

DRM technplogy published by the Readium Foundation

3.8

non-codeclcontenttype

content type that benefits from compression due to the nature of its internal data structure

EXAMPLE

39

Such as a file format based on character strings (e.g. HTML, CSS)

package document

publication

3.10

resource (3.15) carrying meta information about an EPUB publication (3.13)

protected publication
LCP-protected publication

publication

(3.13) in which resources (3.15) have been encrypted according to this document

© ISO/IEC 2024 - All rights reserved
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content provider
entity that delivers LCP licenses for protected publications (3.10) to users (3.18)

3.12

provider certificate
certificate that is included in the license document (3.6) to identify the content provider (3.11) and validate

the signatu

3.13

re of the license document

publication
EPUB publication

logical dod

container (3.4

[SOURCE: E

3.14
reading sy
system tha

[SOURCE: H

3.15
resource
publicatio

content or instructions that contribute to the logic and rendering of an EPUB publication (3.13)

3.16

root certif
certificate
order to co

3.17
status doc

license stajtus document

document 1
with histor]

3.18
user
individual 1

3.19
user key
hash value

stem
f processes EPUB publications (3.13) and presents them to users (3.18))

PUB Reading Systems 3.3]

1 resource

jcate
possessed by the license authority (3.5) and embedded in each EPUB reading syste
hfirm that the provider certificate (3.12)s valid

iment

hat contains the current status and possible interactions with a license document
ical information

hat consumes ao/EPUB publication (3.13) using an EPUB reading system (3.14)

pf the user passphrase (3.20), used to decrypt the content key (3.2) and any encrypted

informatio11 émbedded in a license document (3.6)

m (3.14) in

(3.6), along

user (3.18)

3.20

user passphrase
string of text entered by the user (3.18) for obtaining access to the protected publication (3.10)

4 Abbreviated terms

DRM
[ANA

digital rights management

Internet Assigned Number Authority
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5 Overview

5.1 General

In order to deliver a publication to users without risk of indiscriminate redistribution, most publication
resources are encrypted and a license document is generated.

The license document can be transmitted outside an EPUB container or be embedded inside it. Following the
EPUB 3.3 specification, META-INF/encryption.xml identifies all encrypted publication resources and points
to the content key needed to decrypt them. This content key is located inside the license document and is
itself encrypted using the user key. The user key is generated by calculating a hash of a user passphrase. It is
used to decrypt the content key, which in turn is used to decrypt the publication resources.

The licensel document may also contain information about which rights are conveyed to the usejnand which
are not, and information identifying the user and links to external resources. Rights information may include
things like the time for which the license is valid, whether the book may be printed or copied;etc.|Finally, the
license docpment always includes a digital signature to prevent modification of any of its,components.

Figure 1 shpws the relationships among the various components of LCP.

OCF|(.epub)
encryption.xml
Unprotected |~ EncryptedData/CipherReference User passphrase
resources KeylInfo/RetrievalMethod
=1
=
| 8
=]
2
<
@
license.lcp] =
icense.lc
D ! 4
Protected | . ) -
resources ﬂ< Decrypts [@w Content Key ﬂ @ User|key
N ]
- U . .
i__ 6}} ir?fi)r Rights Links
AN
Signature

Figure 1 — Protected publication with a license document

5.2 Protpctingthe publication

To protect apubticatiom, acomntent provider fottows these steps:

a) Generate a unique content key for the publication.

b) Store this content key for future use in licensing the publication.

c¢) Encrypteach protected resource using that key, after compression if applicable.
d) Add these protected resources to the container, replacing unprotected versions.

e) Create a META-INF/encryption.xml document (as described in 9.3) which includes an EncryptedData
element for each protected resource, that contains:

1) an EncryptionMethod element that lists the algorithm used;

© ISO/IEC 2024 - All rights reserved
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2) a Keylnfo element with a RetrievalMethod child that points to the content key in the license
document;

3) aC

ipherData element that identifies the protected resource.

f) Add META-INF/encryption.xml to the container.

The publication is now protected (i.e. has become a protected publication) and is ready for licensing to one
Or more users.

5.3 Licensing the publication

After a user requests a protected publication, the following steps are followed by the content provider to

license thea[u otected publiLaLiuu.

a) Gener
and ass

b) Encryp

c¢) Create

1) aunique ID for this license;

2) the
3) thg
4) the
5) inf]

6) lin
(or

7) inf]
8) inf

d) Generate a digital signature for.thellicense document data and add it to the license document.

There are t

— Licensé

to the protected publication’s container and delivers this to the user.

— Licensg
to the g
proces

e the user key by hashing the user passphrase (as described in 6.4.2). It is assumed tl
ociated user passphrase are already known to the provider.

t the content key for the protected publication using the user key.

A license document (META-INF/license.lcpl) with the following contents:

date the license was issued;

URI that identifies the content provider;

encrypted content key;

prmation relative to the user passphrase and user key;

ks to additional information stored outside of the protected publication and license
tional);

prmation on specific rights being gtfdanted to the user (optional);

prmation identifying the user(6ptional); some of the fields may be encrypted using tt

hen two different methods to deliver the license document and protected publication

documentincluded inside protected publication: The content provider adds the licens

document.delivered separately: The content provider includes a link from the licens
rotected-publication, and then delivers just the license document to the user. The reac

nat the user

b document

1e user key.

to the user.

e document

e document
ling system

sing(the license document retrieves the protected publication and add the license document to the

contaii

erof this protected publication.

Whichever method is used, the reading system is presented with an EPUB container that includes the
protected publication and the license document.

5.4 Reading the publication

In order to decrypt and render a protected publication, the user’s reading system follows these steps.

a) Verify the signature for the license document.

b) Getthe

user key (if already stored) or generate it by hashing the user passphrase.

c) Decryptthe content key using the user key.

© ISO/IEC 2024 - All rights reserved
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d) Decryptthe protected resources using the content key.

6 License document

6.1 General

This clause defines the license document’s syntax, its location in the container, its media type, file extension
and processing model.

While META-INF/encryption.xml describes how the resources are encrypted and where the encrypted
content key is located, every other relevant information for LCP is stored in the license document.

Annex A sh

DWS dIl EXAIpIe Of a HICENSe QOCUITIETL,

6.2 Content conformance

Alicense d

Document properties:

— Itshall
— Itshall

File proper

be encoded using UTF-8.

fies:

— Its filepame shall use the file extension .lcpl.

— Its MIM

pcument shall meet all of the following criteria:

meet the conformance constraints for JSON documents as defined in RFC 4627.

[E media type shall be application/vnd.readium.lcp.license.v1.0+json.

— Its location in the container shall be META-INF/license.lcpl.

6.3 License information

6.3.1 General

The licensd

contain updated, rights and user objéects as defined in Table 1.

Table 1 — Objects list of license document

document shall contain.id,issued, provider, encryption, links and signature objects and may

Name Value/Object Format/data type Refquired?
id Uniquéidentifier for the license String Yeq

issued Daté.and time of first issue of the license ISO 8601-1 date and time Yeq
updated Date and time of last update of the license ISO 8601-1 date and time No
provider Identifier for the content prnvidpr URI Ye
encryption encryption object Object as defined in 6.3.2 Yes

links links object Object as defined in 6.3.3 Yes

rights rights object Object as defined in 6.3.4 No

user user object Object as defined in 6.3.5 No
signature signature object Object as defined in 6.3.6 Yes

The date and time format shall follow the rules defined in ISO 8601-1.

© ISO/IEC 2024 -

All rights reserved
6


https://iecnorm.com/api/?name=8ed5c7b5e2c9ae220d66a5540ff15bbf

ISO/IEC 23078-2:2024(en)

6.3.2 Encryption (transmitting keys)

6.3.2.1 General

To transmit keys, the encryption object shall contain profile, content_key and user_key objects.

6.3.2.2 Profile

The encryption/profile object shall contain the value defined in Table 2.

Table 2 — Profile information in encryption

Name Value Fnrmatllda a type

profile Identifier for the encryption profile used by this LCP-protected URI
publication

6.3.2.3 Cpntent key

The encryption/content_key object contains the content key (encrypted using thesuser key) used to encrypt
the publication resources. It shall contain the name/value pairs described in Tahle 3.

Table 3 — Content key information in eneryption

Namle Value Format/data type
encrypted_yalue Encrypted content key Base 64 encoded octet
sequence
algorithm Algorithm used to encrypt the content keyridentified using the URI

URIs defined in W3C XML Encryption. This shall match the con-
tent key encryption algorithm named fnthe encryption profile
identified in encryption/profile.

6.3.2.4 User key

The encryption/user_key object contains information regarding the user key used to encrypt fhe content
key. It shalllcontain the name/value paits.defined in Table 4.

Table4 — User key information in encryption

Name Value Format/data type
text_hint Hint to be displayed to the user to help them remember the user String
passphrase
algorithm Algorithm used to generate the user key from the user passphrase. This |URI

URIshall match the user passphrase hash algorithm specified in the
éncryption profile identified in encryption/profile.

key_check Value of the license document’s id field encrypted using the user key and |Base 64 encodpd octet
the same algorithm identified for content key encryption in encryption/ |sequence
content_key/algorithm. This is used to verify that the reading system
handles the correct user key.

EXAMPLE Encryption information for a license document that uses the basic encryption profile for LCP 1.0.

{
"id": "efl5e740-697f-11e3-949a-0800200c%a66",
"issued": "2013-11-04T01:08:15+01:00",
"updated": "2014-02-21T09:44:17+01:00",
"provider": "https://www.imaginaryebookretailer.com",
"encryption": {
"profile": "https://readium.org/lcp/basic-profile",
"content key": {
"encrypted value": "/k8RpXgf4E2WEunCp76E8P7hS051NXwAXeTDlioazYxCRGVHLACk/

© ISO/IEC 2024 - All rights reserved
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KQ3cCh5JxDmCKOnRLYyA xs1X0aA3z55boQ==",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"
s

"user key": {
"text hint": "Enter your email address",
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#sha256",
"key check": "JJEJjUDipHK30jGt6kFq7dcOLZuicQFUYwQ+TYKAIWKmM6XvV6kpHFhF7LOKUK/Owww"
}
by
"links": "...",
"rights": "...",
"signature": "..."

6.3.3 Links (pointing to external resources)

6.3.3.1 (General

To specify ¢xternal resources, the license document shall contain a links object. This is uséd to agsociate the
license dociiment with resources that are not locally available.

Each link object nested in links contains the link UR], a link relationship andsdnjoptional set of other link
properties.

6.3.3.2 Ljnk object

Each link object supports the names/values defined in Table 5.

Table 5 — Object listin'link

Name Value Format/data type Required?
href Location of the linked resource URI or URI Template Yes
List of well-known relation
rel Link relationship to the document values, URIs for extensions as Yes
defined in 6.3.3.3
title Title of the link String No
type Expected MIME media type value for the exter- MIME media type No, but{highly
nal resources recomipended
templated [|Indicates that the hrefis a URI Template Boolean 'l'\Ifc;,l;iee"fault value is
profile Expected profile used to identify the external URI No
resource
length Content length in octets Integer No
hash SHA-256 hash of the resource Base 64 encoded octet sequence |No

Templated PJRIs-follow the RFC 6570 specification.

6.3.3.3 Linkrelationships

Table 6 introduces the link relationships for each link object which is used for value of rel.
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Table 6 — Link relationships of link

Relation Semantics Required?
. Location where a reading system can redirect a user looking for

hint o . . Yes

additional information about the user passphrase
L Location where the publication associated with the license document

publication Yes
can be downloaded
As defined in the IANA registry of link relations: "Conveys an identifier

self o " No
for the link's context

support Support resources for the user (either a website, an email or a telephone number) No

status Location of the status document associated with the license document No

NOTE [fraddition to these INK relationsnips, this document introduces the LCP LInk Relations Registry, in which

all link relatjons defined in this document are referenced.

Link relatignships may also be extended for vendor-specific applications. Such links shall use a URI instead
of a string f|o identify their link relationships.

The repres¢ntation of the URI mentioned in the status link shall be a valid status-document.

EXAMPLE A license document points to a publication, contains the location of-a hint about its user|{passphrase,
several supgort links and uses an extension to provide authentication.

{
"id": "gf15e740-697f-11e3-949a-0800200c%a66",

"issued"|: "2013-11-04T01:08:15+01:00",

"updated": "2014-02-21T09:44:17+01:00",
"providgr": "https://www.imaginaryebookretailer.com',,
"encrypfion": "...",
"links":| [
{ "rell": "publication",
"hregf": "https://www.example.com/file.epub™,
"tyde": "application/epub+zip",

"length": "264929",
"hagh": "8b752f93e5e73a3effflc706clc2e267dffcbec01lc382cbe2a6cadbd57¢cc8378"

"rell": "hint",
"hrgf": "https://www.example.coft/passphraseHint?user id=1234",
"tyge": "text/html"
by
{ "rel]": "support",
"hrgf": "mailto:support@eXample.org"
by
{ "rel]": "support",
"hrgf": "https://Example.com/support",
"tyge": "text/html™
by
{ "rell": "wwwedtiaginaryebookretailer.com/lcp/rel/authentication",
"hrgf": "https://www.example.com/authenticateMe",
"tifgle" »~"Authentication service",
"tyde'V:,Mapplication/vnd.myextension.authentication+json"
}
I
"rights": "...",
"signature": "..."

}

6.3.4 Rights (identifying rights and restrictions)

To identify rights and restrictions, the license document may also express a series of rights using
the rights object. The rights object may include the fields defined in Table 7.
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Table 7 — Object list in rights

Name Value Format/data type Default
. Maximum number of pages that can be printed over . . o
print | ifetime of the license Unsigned integer Unlimited
o Maximum number of characters that can be copied to Unsiened integer Unlimited
PY " lthe clipboard over the lifetime of the license 8 §
start |Date and time when the license begins ,Icisr?168601_1 date and None (perpetual license)
end Date and time when the license ends ,Icisr?168601_1 date and None (perpetual license)

The date and-timeformat-shall-follow-thetrules-definedinlS0-8601-1-

All name/V|

leading zer

bes in values (e.g. “9”, not “09”).

For the print right, a page is defined as follows:

a) the page as defined in the publication, if it is pre-paginated (fixed layout), ox

b) the page as defined by the page-list nav element of the EPUB navigation document, as
EPUB 3.3, subclause 7.4.3, if this exists, or

c) 1024 Upicode characters for all other cases.

The copy right only covers the ability to copy to the clipboard and\is limited to text (no images, e

NOTE

In addition to these rights, this document introduces«he/LCP rights registry, in which all righ

this documelnt are referenced.

The rights |jobject may be extended to include any number of implementor-specific rights. Eacl

right shall

EXAMPLE
the lifetime
right to twe

{

"id": "
"issued
"updatg
"provid

"encryp

"links"|:

"rightsg
"pr
"CC
"St
"en

e identified using a URI controlled by thie'implementor.

Df the license; the license has a start-and an expiration date. There is also a vendor extension
bt parts of this book.

ef15e740-697f-11e3-949a-0800200c9%a66",

"h

": "2013-11-04T01:08:I5+01:00",

d": "2014-02-21TQ9x»44:17+01:00",

er": "https://wWwrlmaginaryebookretailer.com",

tion": "...",

". {

int": 10

py": 2048,

arts N'2013-11-04T01:08:15+01:00",
d'v:,"2030-11-25T01:08:15+01:00",

tps¥ //www.imaginaryebookretailer.com/lcp/rights/tweet": true

dlue pairs using an integer as their data type (print and copy for this document)/shall not use

defined in

LC.).

ts defined in

h extension

Alicense document grants the following rights: print up to 10 pages and copy up to 2048 characters for

cranting the

by

"signat

ure":

6.3.5 User (identifying the user)

To identify a user, the license document may embed information about the user using the user object.
The user object includes the fields defined in Table 8.
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Table 8 — Object list in user

Name Value Format/data type Required?

id Unique identifier for the user ata String No, but highly
specific Provider recommended

email The user’s e-mail address String No

name The user’s name String No

encrypted Alist of which user object values are |Array of one or more strings matching |Yes if encryption is
encrypted in this license document |the above names or an extension used for any field

NOTE In addition to this user information, this document introduces the LCP user fields registry, in which all user

fields defined in this document are referenced.

As with rights, the user object may be extended to include any number of implementor-specific ffields. Each
extension fleld shall be identified by a URI controlled by the implementor.

To protect] private user data, any of these fields may be encrypted, except the encrypted field
which shall remain in plain text. If encrypted, the field values shall be encrypted,tising the uger key and
the same efcryption algorithm identified in the encryption/content_key object. The'names of al| encrypted
fields shall pe listed in the encrypted array.

EXAMPLE Alicense document where an identifier, a provider and an email are’previded. There is also fn extension
to indicate the user’s preferred language. The email is encrypted.

{
"id": "gf1l5e740-697f-11e3-949a-0800200c9%a66",

"issued"|: "2013-11-04T01:08:15+01:00",

"updated": "2014-02-21T09:44:17+01:00",

"providgr": "https://www.imaginaryebookretailer.com',

"encryptjion": "...",

"links": "...",

"rights"l: "...",

"user": [{
"id": "d9f298a7-7£34-49e7-8aae-4378echd597",
"enail": "EnCt2b8c6d2afd9%4aed4ed201b2%049d8celafe31a90ceb8cod2afd94aeded201lb27(4RjkaXRve

ARAarHwdlIQ1KCIwEmS",

"erjcrypted": ["email"],
"htjtps://www.imaginaryebookret&iler.com/lcp/user/language": "fr"
by

"signatyre": "..."

}

6.3.6 Signature (signing thelicense)

To validate|that it has net beéen altered, the license document shall include information about thie signature
using the signature object. The signature object shall include the fields defined in Table 9.

Table 9 — Object list in signature

Name Value Format/data type

algorithm Algorithm used to calculate the signature, identified using the URIs given |URI
in W3C XML Signature. This shall match the signature algorithm named
in the encryption profile identified in encryption/profile.

certificate The provider certificate: an X509 certificate used by the content provider |Base 64 encoded DER
certificate

value Value of the signature Base 64 encoded octet
sequence

For more information on how the signature and the certificate should be calculated, encoded and processed,
see 6.5.

EXAMPLE Signature based on the basic LCP encryption profile.
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"id": "efl5e740-697£f-11e3-949a-0800200c9%a66",
"issued": "2013-11-04T01:08:15+01:00",
"updated": "2014-02-21T09:44:17+01:00",
"provider": "https://www.imaginaryebookretailer.com",
"encryption": "...",
"links": "...",
"rights": "...",
"user": "...",
"signature": {
"algorithm": "http://www.w3.0rg/2001/04/xmldsig-moref#rsa-sha256",
"certificate":

"MIIDEJjCCAfoCCQDWMOjkYYOjPjANBgkghkiGOwOBAQUFADBLMQOswCQYDVQQGEWJVUZETMBEGAL UECBMKQ2FsaWzZvcmb
PYTETMBEGA1UEBxMKRXZ1cnl3aGVyZTESMBAGALUEAXMIDG9]YWxob3NOM B4XDTEOMDEwWM] IxXM]jYxXN1oXDTE1MDEwWM] I
xM3YxN1lowSzELMAkGA1UEBhMCVVMxEZARBgGNVBAGT CkNhbGlmb3JuaWExEzZARBgNVBACTCkV2ZXJ5d2hlcmUxEjAQBgN

VBAMTCWXVY,

FsaGozdDCCAST wDQOVYIKoZThveNAQERBOADGOEPADCCAQOCOOERAQPRCRECG7icpfOH37k1IAMT

420qggB

0i1koTpo5 ¥
ZALKGhV7VY
eMkBFk1Qf+
800dda6T+4
1w403£3YtA
Ibaj8/wHKW
CShccCaWJdy
dcYOACubtH
"valudg
"q/3IInicY
100wnNEij5
nlf2y3sUcH
vGjJIf£SrlN
}

}

6.4 User

6.4.1 Ge)

Symmetric
user key. T
document.
document.

LCP uses a
system rec
defines the
defined pas

apyt+s5eFSp8HSqwhIYgZ4SghNLkj3e652SALav/chyZ2viivitZycY+ag50n5UTTxDvdwsC52ZNe
PEhtWZNmOgruntronNa8l2WS0aF7P5SbhJ65SDQGprFFaYOSyN6550P3kg aAO7tDddcAlomul]
1h+3uRP2wztOTECSMRxX/hIkCe5DRFDK2MuDUyc/1i Y8IbYOhMFFGw5J7MWOWZLBOaZHXMLES 1
LYAVzsmJdHIFtaRguCaJdVtSX KQUAMCAWEAATANBgkghkiG9wOBAQUFAAOCAQEAL 9H M+ PMfgX4
G/ohzt5 i8DKiKUG3YAnwRbL/VzXLZaHru7XBC40wmKefKqoAORHYNEdAXgtY/axz0lETvp+xi]

DeSASLXLPCE]jrTi/pyDzC4kLFOVIHY1KT71g5RkMO6GeC+7YFvJItA yssM2nquna?1UgyQHbl g4
WWOITpHz8N7e0+r1dtH/BF4yxeWl 6p5kGLvuPXNU2 1ThgA==",

c/EaJHyG1Kkgk5v1z1JINsiQBmxz41ykhyD3dA2jg2ZzrOenYU9IGxP/xheSH5Kt2Wa J/hnt8+Gj
CmIpZ63yRNKNFS5rSRNDMYmMQT/ fkUYco7BUL17MPPUGOFf4+kaToNW 48w/ Z1MxDcS3BZnVhSEK]
jes7TwHbImDc6dRthbL/E+assh5HEgqakrDuA41M8XN fukEYQJInivghgMLOGM33RnS5nZKrPPK/
3W3J1ds0/MZ6wtVeKIugR06c56V6+ gKsnMLAQJaeOxxBXmbFdAEyPlP91irndDItQZKgbbMIw=A

key

heral

encryption relies on an agreed-upon key shared by the sender and receiver: in LCH
he content provider accesses the user key in order to secure the content key within
The reading system also accesses-the user key in order to decrypt the content key in

bassphrase model for shating the user key: in its most generic implementation, when
pives a new license document, it prompts the user for a passphrase to access the conte
user key as a hash of this user passphrase. The user passphrase can be anything at
sword, a content/provider-defined password like an e-mail address, a library card nu

6.4.2 Ca

The user p3

the user pa

culating the.user key

ssphrase’/shall be a UTF-8 encoded string. There are no restrictions on the length o
sphrase. There are no requirements for how it is to be created.

TycuzVW

DRE8tOII
YByPbMH7
RUYOrGxL
rop+D4DwJ

YGBUCA/VgGY7JeSYYTUSUuz2RoYtJPNRELIXNS8A+D+nkJI3dxdFQ6jFfVEahN3nCLgRUOGRIOt1KaNI39

Ih/

IrEx
UNQ
2F/

this is the
the license
the license

the reading
nt key. LCP
all: a user-
mber, etc.

- content of

provided

in the encryption/user_key object in the license document. Processing of any kind, including whitespace
escaping or normalization, shall not be done on the user passphrase before hashing.

6.4.3 Hints

In order to facilitate the entry of the passphrase by the user, the LCP license document supports two ways
for the reading system to provide passphrase prompts or hints to the user.

a) The user_key/text_hint field is a simple prompt that can be displayed to the user when entering the user
passphrase (e.g. “Enter your Imaginary Book Retailer password”).

b) The links object with rel=hint points to a location that provides passphrase hints or other assistance.
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The content of user_key/text_hint and of the resource pointed to by the links object with rel=hint should be
human-readable, directed to the user, and should help the user enter their passphrase.

6.4.4 Requirements for the user key and user passphrase

In order to simplify the process for accessing protected publications, the content provider should use the
same user key for all licenses issued to the same user.

The security of LCP depends in large part on the security of the user key and user passphrase. Therefore,
special care should be taken to secure these throughout the licensing workflow.

a)

b)

c) Ifthe(
should

d) User kg
user pa

6.5 Sign

6.5.1 Gel

Passphrases should be sufficiently complex to prevent brute-force attacks.

Laoll Lo i W loiat £
Passphl‘raaco Stramr ot e tTratsthreea Hrpratext:

be transmitted over secure channels.

ssphrases for privacy reason.
ature and public key infrastructure

neral

Given the importance of the precise expression of various objects-in the license document, it is

the reading

altered. Thiis is done via a digital signature that is verified\via a public key infrastructure as

RFC 5280.

Calculating
document

signature b
form beforg
added to th

Reading sy
the provid
the signatu
calculating
using the p
confirms th

Because th
the reading

system be able to verify that the content of the licénse document is authentic and h

iwhere multiple representations might'{ead to the same structure. Thus, to ensu
etween the content provider and theiteading system, the license document is put in
the signature is calculated, as described in 6.5.3. The signature and provider certific
e license document, as described in 6.5.4.

at the contents.of the license document have not been altered in transit.

To make su

revocation [i

a signature is done on a byte stream, which is unique, while the license documer

stems contain the root certificate obtained from the license authority. They fir
er certificate, preventing\a rogue entity from forging license documents. Then they validate
re by putting the licensé document (minus the signature object itself) in its cand
the hash of this canonical data, decrypting the signature value given in the signature object
ublic key given in the provider certificate and confirm that it matches the calculatec

e providericertificate is included in the license document and the root certificate is el
systemj.the entire validation process can take place without any Internet connectivif

[e that the provider certificate has not been revoked, the reading system also checks §

ontent provider needs to share user key information among multiple systems, such information

bys should be stored by Readium systems in a secure manner; readingssystems shalll not store

rritical that
s not been
defined in

t is a JSON
re a stable
a canonical
hite are then

st validate
nical form,

hash. This

mbedded in
y.

| certificate
ling system

does not need to check the revocation list every time it processes a license document. It is only necessary
that it updates the list regularly when an Internet connection is available (e.g. every time it downloads a new

license or b

00Kk).

6.5.2 Certificates

6.5.2.1 P

rovider certificates

The content providers shall have a certificate in the X.509 v3 format (as defined in RFC 5280) issued and
signed by the license authority using the root certificate: this is referred to here as the provider certificate.
The subject of the provider certificate should represent the content provider.
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Content providers shall distribute their provider certificate in any license document they issue in
the signature/certificate field. They also shall use the private key paired with their provider certificate’s
public key to sign the license document. For a license document to be considered valid, the provider
certificate shall have been valid at the time the license document was issued (as indicated by the issued
field), and the provider certificate shall not have been revoked.

6.5.2.2 Root certificate

Reading systems shall obtain the root certificate in the X.509 v3 format (as defined in RFC 5280) from the
license authority, and should keep it up to date. It shall be embedded in the reading system for offline use.

6.5.3 Canonical form of the license document

6.5.3.1 General

The canonifal form of the license document is used when calculating and validating the-signaturg. To create

the canonidal form of the license document, the following serialization rules shall be folowed.

a) Since the signature object of the license document is the product of the calculation, it shall be removed
from the license document.

b) AIllJSON object properties (i.e. key/value pairs) of the license documentshall be lexicographigally sorted
by Uni¢ode code point. Note that this rule is recursive, so that members are sorted at all lev¢ls of object
nesting.

c¢) Within|arrays, the order of elements shall not be altered.

d) Numbdrs shall not include insignificant leading or trailing/’zeroes. Numbers that include a fijaction part
(non-integers) shall be expressed as a number, fraction; and exponent (normalized scientifjc notation)

using an upper-case “E”.

e) Stringq shall use escaping only for those characters for which it is required by RFC 4627: bagkslash (\),
doubletquotation mark (“), and control characters (U+0000 through U+001F). When escaping control
characters, the hexadecimal digits shall beaipper case.

f) Non-significant whitespace (as defihed in RFC 4627) shall be removed. Whitespace fopnd within

strings

shall be kept.

6.5.3.2 Example

For this ex4

{

n"idr. g

"issued"|:

"updated
"providg
"encrypt

mple, a license document which contains a link (hint) and basic user information is u

£15e740-699f-11e3-949a-0800200c9%a66",

"2013-1r-04T01:08:15+01:00",
"2044-02-21T09:44:17+01:00",

r"; ("https://www.imaginaryebookretailer.com",
iod": |

"o

sed.

"profil

lealh e =E]
- = o

1

"conte
"enc
RLyAxsl1X0a

lov. "h"*‘p :
nt key": {
rypted value":
A3z55boQ==",

—org B et + 7

"/k8RpXgf4E2WEUNCp76E8PIhSO051NXwAXeTD1ioazYxCRGVHLACk/KQ3cCh5JxDmCKOn

"algorithm": "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"

o

"user key": {
"text hint":
"algorithm":
"key check":

"Enter your email address",
"http://www.w3.0rg/2001/04/xmlenc#sha256",
"JJEJUDipHK30]Gt6kFq7dcOLZuicQFUYWQ+TYKATWKM6Xv6kpHFhEF7LOKUK/Owww"
}
br
"links":
{
html"}
1,

[

"rel": "hint", "href": "https://www.imaginaryebookretailer.com/lcp/hint", "type": "text/
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}
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{ "id": "d9f298a7-7f34-49e7-8aae-4378ecb1ld597"}

First of all, sort this document. Every JSON object needs to be sorted:

{
"encrypt
"cont
"algori
"encr

ion": {

ent key": {
thm": "http://www.w3.0rg/2001/04/xmlenctaes256-cbc",
ypted value":

LyAxs1X0aA3z55boQ=="

Hy
"profile
"user ke
"alg
"ke

": "https://readium.org/lcp/basic-profile",

y"s oo

orithm":
ool .

"http://www.w3.0rg/2001/04/xmlenc#sha256",

N JE DI HK 30 Cr ek ol o0l 707
7 T T 7 T

OVt TV EDA TWKMAY e bk HEREIT ORIK /Quiuins! ,
= T

"/k8RpXgf4E2WEUNCp76E8PThS051NXwAXeTD11i0azYxCRGVHLACk/KQ3cCh5JxDmCKONR

"tex
}
by

nidT. g

"issued"|:

"links":
{
"rell
"hreg
"typ
}
I
"providsg
"updated
"user":

}

Now that t}

{"encrypti
cbc", "encH
DmCKONRLYA
key":{"alqg
0jGtekFg7d
address"}}
"links": [{
html"}],"p
1:00"™, "us9g

6.5.4 Ge)

6.54.1 G

In order to

Eﬁhint": "Enter your email address"

£15e740-697£-11e3-949a-0800200c9%a66",
"2013-11-04T01:08:15+01:00",
[

£
e :

"hint",
"https://www.imaginaryebookretailer.com/lcp/hint",
"text/html"

": "https://www.imaginaryebookretailer.com",
"2014-02-21T09:44:17+01:00",

{"id": "d9f298a7-7£34-49e7-8aae-4378ecbld597"}

r

"o

e document is sorted, strip all whitespaces and€nd of lines:

on":{"content key":{"algorithm":"http:A/fwww.w3.0rg/2001/04/xmlenc#aes256-
yvpted value":"/k8RpXgf4E2WEuUnCp76E8RI¥SO51NXwAXeTDlioazYxCRGVHLAC k/KQ3cCh
xs1X0aA3z55boQ=="1}, "profile":"httpss//readium.org/lcp/ basic- profile", "usq
orithm":"http://www.w3.0rg/2001/04/xmlenc#sha256", "key check":"jJEJjUDipHK
cOLZuicQFUYwWQ+TYKAIWKmM6XvVOkpHFNFY LOKUK/Ow ww", "text hint":"Enter your email
,"id":"efl5e740-697f-11e3-94%ax 0800200c9a66", "issued":"2013-11- 04T01:08:]
"rel":"hint", "href":"httpsy{Jwww.imaginaryeboo kretailer.com/lcp/hint", "tyy
rovider":"https://www.imagifi aryebookretailer.com", "updated":"2014-02- 21T
r":{"1id":"d9f298a7-7£34£49%9e7-8aae-4378ecbld597"}}

herating the signature
eneral
5ign a license.document, the content provider shall go through the following steps in

nonicalform of the license document shall be generated following the rules given in 6|

nature shall be calculated using this canonical form of the license document, using th

Ix
38

5+01:00",
e":"text/
9:44:17+0

brder.
5.3.

e algorithm

edin the algorithm field and the private key of the provider certificate.

a) Theca
b) The sig

descri
)

d)
[t shall

use the DER notation as defined in ISO/IEC 8824-1 and be encoded using Base 64.

6.5.4.2 Example

Given the following license document in its canonical form:

{"encrypti

on":{"content key":{"algorithm":"http://www.w3.0rg/2001/04/xmlenc#aes256-

The signature shall be embedded in the value field of the signature object after Base 64 encoding.

The provider certificate used to calculate the signature shall be inserted in the certificate field.

cbc","encrypted_value":W/kSRquf4E2WEunCp76E8PjhSOSlNXwAXeTDlioazYxCRGvHLAc k/KQ3cCh5Jx
DmCKOnRLyAxs1X0aA3z55boQ=="}, "profile":"https://readium.org/lcp/ basic- profile","user

key":{"algorithm":"http://www.w3.0rg/2001/04/xmlenc#sha256",
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0jGt6kFq7dcOLZuicQFUYWQ+TYKAIWKM6XV6kpHFhF7LOKUK/Ow ww", "text hint":"Enter your email
address"}},"id":"efl15e740-697f-11e3-949%a- 0800200c%a66","issued":"2013-11- 04T01:08:15+01:00",
"links": [{"rel":"hint","href":"https://www.imaginaryeboo kretailer.com/lcp/hint","type":"text/
html"}],"provider":"https://www.imagin aryebookretailer.com","updated":"2014-02- 21T09:44:17+0
1:00", "user":{"id":"d9f298a7-7£34-49e7-8aae-4378ecbld597"}}

Consider that the signature algorithm required by the encryption profile is SHA-256; the license document
is hashed using this algorithm, giving the following byte sequence, represented here in hexadecimal:

23c68442c7214ba294ddd1a2902756e9fe575116a88£36e55baf94590a90c2ad

This SHA-256 string is then signed using the content provider’s private key, giving a Base 64 result of the form:

q/3IInic9c/EaJHyGlKkgk5v1z1INsiQBmxz41ykhyD3dA27g2Zzr0enYU9GxP/xhe5H5Kt2Wad /hnt8+GWrEx1QOwnNE
135CmIpZ63yRNKNFS5rSRNDMYmMQT/ fkUYco7BUL7MPPUGOFf4+kaToNWl 8m/Z1MxDcS3BZnVhSEKzUNQnlf2y3sUcXjes

TwHbImDc6JRENDL/ ETassNoHEJakr DUAZ IMBXNT UKEYQJUN1IVINOMLOGMI SRNSONZKIPPR/ CZEF/VGJULLSoL 1]
MZ6wtVeKIWgR06c56V6+g KsnMLAQJaeOxxBXmbFdAEyplP9irn4D9tQZKgbbMIw==

With this s
{

"issued":
"updated":
"encrypt
"contdg
"alg

"end
RLyAxs1X04g
by
"profi
"user |
"alg

"key checkK
"tex

}
by
"id": "g
"links":

{ "rel

"hreg
"tyH

}

I
"user":
"signaty

"algoq

"certi

EGA1l UECBM
M3 IxMjYxN1
TCkV27ZXJ5d
ECG7icpfOH
50n5UTTxDy
3kg aA07tQ
5J7MWOwZLH
UFAAOCAQENA

gnature and the certificate, a valid license is of the form:

2013-11-04T01:08:15+01:00",
"2014-02-21T09:44:17+01:00",

ion": {

nt key": {

orithm": "http://www.w3.0rg/2001/04/xmlenc#aes256-cbc",
rypted value": "/k8RpXqgf4E2WEuUnCp76E8PIhS05INXwAXeTDl4d9azYxCRGVHLACk/KQ3cCH
A3z55boQ==""

le": "https://readium.org/lcp/basic-profile",
key": |
orithm":

"http://www.w3.0rg/2001/04/xmlenc#gha’256",
"3 JEJUDipHK30jGt 6kFq7dcOLZuicQFUYwWQ+TY RATWKM6Xv6kpHFhF7LOKUK/Owww",
t hint": "Enter your email address"

£15e740-697£f-11e3-949a-0800200c9a66/™,

[
£":
e :

"hint",
"https://www.imaginaryebook¥etailer.com/lcp/hint",
"text/html"

{"id":
re": {
ithm": "http://wwy.w3.0rg/2001/04/xmldsig-morefrsa-sha256",
ficate":
KQO2FsaWZvcemSpYTETMBEGALIUEBXMKRXZ1cnl3aGVyZTESMBAGALIUEAXMIbGIOjYWxob3NOM B4X]]
OXDTE1MDEwWM]) IXM] YxN1owSzELMAKGALIUEBhMCVVMxEZARBgNVBAgGT CkNhbGlmb3JuaWExEzAHY
2h1cmUxEjAQRgNVBAMTCWxVY2FsaG9zdDCCASI wDQYJKoZIhvcNAQEBBQADggEPADCCAQoCggH
37kuAM7s420g9gBoikoTpo5 yapy+s5eFSp8HSqwhIYgZ4SghNLkj3e652SALav7chyZ2viNvit]
AdwsCS5ZNENFycuzVWZALKGhV7VUPEhtWZNmOgruntronNa812WS0aF7P5SbhJ65SDOGprFFaYOSy
ddcALemirI IDRF8tOIIeMkBFk1Qf+1h+3uRP2wztOTECSMRxX/hIkCe5DRFDK2MubDUyc/1 Y8IDbY
0aZKBX+Lf510YByPbMH7800dda6T+tLYAVzsmIdHIFtaRguCadVtSX KQUAMCAwWEAATANBgkghk]
19 IM+FMfgXsRUYOrGxL1w403f3YtAG/ohzt5 18DKiKUG3YAnwRbL/VzXLZaHru7XBC40wmKe]

"d9f298a7-7£34249€7-8aae-4378ecb1d597"},

K3W3J1ds0/

15IxDmCKOn

"MIIDEECAfoCCQDWMOSkYYO]PjANBgkqhkiGOw0OBAQUFADBLMOswCQYDVQQGEWIVzETMB

TEOMDEwW
BgNVBAC
[BAOpPCR
ycY+aqg
IN6550P
rOhMFFGw
GO9w0OBAQ
[KqoAORH

yNEddXgtY

aXz 01 fTvp+xirop+D4DWJ Tbaj8/wHKWYGBUCA/VgGYT7JeSYYTUSUZ2ROYEIPNRET TXNSA+D+N

[ J3dxdFQ

6JFfVEahN3nCIgR qRIOt1KaNI39CShccCaWI5DeSASLXLPCErTi/pyDzCAkLFOVIHY1KT71g5RkMO6GeC+7YFvItA
yssM2nqunA21UgyQHblg4Th/dcYOACuUbtBWwWOITpHZz8N7e0+r1dtH/BF4yxeWl6p5kGLVvuPXNU2 1ThgA==",

"value

"o

"q/3IInic9c/EadHyGl1Kkgk5v1z1INsiQOBmxz41ykhyD3dA2jg2Z2zrOenYU9GxP/xhe5H5Kt2Wa J/

hnt8+GWrEx1QOwnNE1j5CmMIpZ63yRNKNFS5rSRNDMYmMQT/ fkUYco7BUL 7TMPPUGOFf4+kaToNW 18m/Z1MxDcS3BZnVhSE
KzUNQnlf2y3sUcXjes7wHbImDc6dRthbL/E+assh5HEqakrDuA41M8XN fukEYQJInivghgMLOGM33RnS5nZKrPPK/c2F/
vGJJIf£Sr1X3W3J1ds0/MzZewtVeKIugR06c56V6+ gKsnMLAQJaeOxxBXmbFdAEyplP9irn4dDI9tQZKgbbMIw==""

}
}
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idating the certificate and signature

6.5.5.1 Validating the certificate

a) Thereadingsystem shall check the signature of the provider certificate using the root certificate it embeds.

b) If a network connection is available, the reading system shall periodically update its certificate
revocation list, as defined in RFC 5280.

3) Thereading system shall check that the provider certificate was not revoked, as defined in RFC 5280.

4) The reading system shall check that the provider certificate was not expired when the license document
was last updated.

6.5.5.2 Vplidating the signature

In order to palidate the signature, the following steps shall be followed in order.

a) Thereading system shall extract and remove the signature from the license do¢ument.

b) The repding system shall calculate the canonical form of the license document followinyg the rules
expresped in 6.5.3.

c) Thereading system shall recalculate the signature as defined in 6.5:4,

d) Thereading system shall verify that the calculated signature value’is consistent with the ong previously
extracfed from the license document.

7 License status document

7.1 Gengral

This clause|defines the status of a DRM license along with the interactions that might affect its stptus. It may

also contain a history of the events associated'with the license.

The interagtions defined in this documentaim at supporting lending in public libraries, where|a user may

have the ahjility to renew a time-limited)loan or return one before it expires.

In case the pversharing of a protectéd publication has been detected by a content provider, the ligense status

is the way g license revocationiis'notified to a reading system.

Annex A slows an example) of a license status document. Annex B depicts use case scenarios| for library

lending mofel using licensé status document.

7.2 Content conformance

Alicense stptis’document shall meet all of the following criteria.

— Itshall

It shall
[t shall

meet the conformance constraints for JSON documents as defined in RFC 4627.
parse as a single JSON object.
be encoded using UTF-8.

Its access shall not require any form of authentication.

It should not be served over an insecure connection.

HTTP servers should set the “Content-Type” header appropriately.

© ISO/IEC 2024 - All rights reserved
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7.3 License status information

7.3.1 General

A status document contains objects defined in Table 10.

Table 10 — Object list of license status document

Key Semantics Format/data type Required?
id Unique identifier for the license String Yes
document associated to the status
document
status CUTTENT STatus Of UIE HTEnse Comtrotted vocabulary, as ae- [ Yes
fined in 7.3.2
message A message meant to be displayed to the String Yes
user regarding the current status of the
license
updated updated object Object as defined in(A3:3 Yes
links links object Object as definedin-7.3.4 Yes
potential_rights potential_rights object Object as defihed in 7.3.5 No
events events object Object as.defined in 7.3.6 No
All messages provided in the message key should be localized based oh the HTTP Accept-Langyage header

included in

the request for the status document.

7.3.2 Status

The status|field succinctly describes the current status of the license. The values defined in Tpble 11 are

allowed.

Table 11 — Allowed value list in status
Name Semantics

ready The license document is availdble, but the user hasn't accessed the license and/or
status document yet.

active The license is active, and'a’device has been successfully registered for this license. This is the
default value if the litense document does not contain a registration link, or a registration
mechanism through'the license itself.

revoked The license is nolonger active, it has been invalidated by the issuer.

returned ||The license is'no longer active, it has been invalidated by the user.

cancelled |[|The licénse is no longer active because it was cancelled prior to activation.

expired Thelicense is no longer active because it has expired.

7.3.3 Updated (timestamps)

The status document shall include an updated object where the keys and associated timestamps defined in
Table 12 are provided.

Table 12 — Object list in updated

Key Semantics Format/data type
license |Time and date when the license document was last updated [SO 8601-1 time and date
status Time and date when the status document was last updated ISO 8601-1 time and date

The time and date format shall follow the rules defined in ISO 8601-1.

© ISO/IEC 2024 - All rights reserved
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contains the link URI, a link relationship and an optional set of other properties.

A status document shall include at least one link where the relation is set to license.

7.3.4.2 Link object

Each link object contained in links supports the keys defined in Table 13.

Table 13 — Object list in link

Name Value Format/data type Required

href Link location URI or URI template Yes

rel Link relationship to List of well-known relation values, Yes
the document URIs for extensions as defined in

7.3.4.3

title Title of the link String Ne

type Expected MIME media MIME media type No, but highly recommended
type value for the
external resources

templated Indicates that the hrefisa |Boolean No, default value is "false"
URI template

profile Expected profile used URI No, default value is "ht{ps://readi-
to identify the external um.org/lcp/basic-profile”
resource

7.3.4.3 Ljnk relationships

This documpent introduces the link relationships defined in Table 14 for each link object which

value of rel

Table 14 — Allowed value list in rel

Relation Semantics Templated Required HITP verb
license Location of the Jicense document associated to the No Yes GET
status document
register Interactiofoway associated to register new device Yes No POST
return Interaetion way associated to return a license Yes No PUT
renew Intéraction way associated to renew a license Yes No PUT

is used for

7.3.5 Potential rights

A status document may provide a list of potential changes allowed for a license document using the potential _
rights object.

This document defines the expression of potential rights in Table 15.

Table 15 — Object list in potential_rights

Key

Semantics

Format/data type

end Time and date when the license ends

ISO 8601-1 time and date

The time and date format shall follow the rules defined in ISO 8601-1.
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nts

A status document may provide an ordered list of events related to the change in status of alicense document.

These events are documented in an events object where the keys defined in Table 16 are used to describe

an event.
Table 16 — Object list in events
Key Semantics Format/data type

type Identifies the type of event See the enumeration below.
name Name of the client, as provided by the client String

during an interaction
id Identifies the client, as provided by the client String

during an interaction
timestamp Time and date when the event occurred ISO 8601-1 time and-date

The time and date format shall follow the rules defined in ISO 8601-1.

The allowe

1 type values are defined in Table 17.

Table 17 — Allowed value list of type

Name Semantics
register Signals a successful registration event by a device
renew Signals a successful renew event
return Signals a successful return event
revoke Signals a revocation event
cancel Signals a cancellation event
7.4 Interactions
7.4.1 General

This subclg
document,

7.4.2 Ha

To provide
Problem Dg

The set

The se

hnd the errors which can-appear during such interactions.

ndling errors

use defines the interactions that are exposed through the links object in the lic

a consistent-behaviour for both clients and end users, all servers shall handle erro
tails JSONObject as defined in RFC 7807 with the following additional requirements:

ver shall return a title and a type in the Problem Details JSON object;

ense status

s using the

ver’'should attempt to localize both title and detail based on the Accept-Language hed

der sent by

the clie

nt.

Each interaction in this document provides a number of failure types that are returned to the client if the

interaction

fails.

7.4.3 Checking the status of a license

A client should on a regular basis retrieve a status document in order to update a license document.

If the license timestamp in the updated object of the status document is more recent than the timestamp
contained in the local copy of the license document, the client shall download the license document again
and replace its previous copy with the new one.
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If the links object contains more than one link with a relation set to license, the client shall select one of the
link objects based on the value of their profile property. The selected link object shall correspond to the
highest profile value the client can handle. The order of the links is of no importance.

If the client does not find a profile it can handle in the previous set, it shall consider that no updated license
is available.

If the status value of a status document contradicts the corresponding up-to-date license document, the
license document takes precedence.

If the status document is unavailable or if the client is unable to obtain an internet connection, it shall not
block the user from accessing the publication tied to the license document.

7.4.4 Retlstermg adevice

Registratio
document.

is meant to provide the server with a hint of how many clients have interacted ‘with a license

When a clignt opens a license document for the first time and gets access to its assodiated status|document:
— it shalljattempt to register itself using the link exposed in the status docunzent;

— it shalll not block the user from accessing the publication associated -to the license document if the
registrption fails;

— itshall pttempttoregisteritselfagain ifit couldn’t do so the first timethat the license document yas opened.

During the registration, the client shall always try to send the sameé unique identifier for a specific device, no
matter whifrh status document it interacts with. Any furtherjnteraction with a provider should ufge the same
identifier/rlame. The client should consider user privacy.when generating a unique identifier, for example
by generating a random string during software installation. To prevent user tracking across providers, the
client may generate device unique ids for each provider.

If a providé¢r uses registration to monitor license abuse, the provider should take care to preyent forged
registratiops. Table 18 defines a HTTP protocolfor the register interaction.

Table 18 — HETP protocol for register interaction

Relation Semantics Templated? Required? HT'TP verb
register Associate a new Yes No POST
device with the
License
Parametef Format Semantics Required?
id String A unique identifier for the device Yes
name String Human readable name for the device Yes

Table 19 defines expected behaviour of server and client on the register interaction.

Table 19 — Expected behaviour of register interaction

Server side behaviour HTTP status code Client side behaviour
The server registers the device identified by 'id' and returns |200 The client shall not attempt to
an updated status document. The server shall update the register the device again.

timestamp of the status document contained in the status
key of the updated object.

If the status was previously set to ready, it shall be updated
by the server to ‘active’ instead. The server may also add a
new event in the events object of the status document.

Table 20 defines expected failures of server response on the register interaction.
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Table 20 — Expected failures of register interaction

Type HTTP status code Title
https://readium.org/license-status-docu- 400 Your device could not be registered
ment/error/registration properly.
https://readium.org/license-status-docu- 5xx An unexpected error has occurred.
ment/error/server
EXAMPLE A simple registration link.

{
"links": [
{
"rel": "register",
"href": "https://example.org/license/aaa-bbbb-ccc/register?id, name",
"ltype": "application/vnd.readium.license.status.vl.0+json",
"ltemplated": true
}
]
}
7.4.5 Returning a publication
Returning a publication is meant primarily for library use cases, where.asatron can return a [publication

early in ord

If returnin
necessarily

er to get access to a new loan.

b is unsuccessful, the client should attempt to return thelicense again at a later ti
asking the user again. Table 21 defines a HTTP protocol for the return interaction.

Table 21 — HTTP protocol fotrs€turn interaction

me without

Relation Semantics Templated? Required? HTTP verb
return Request for the License to be |Yes No PUT
immediately deactivated.
Parametdr Format Semantics Required?
id String Unique identifier for the device No
name String Human readable name for the device No
Table 22 defines expected behaviour)of server and client on the return interaction.
Table 22 — Expected behaviour of return interaction
Server side behaviour HTTCI:)(siteatus Client side behaviour
The server ghall returp an updated status document. The status |200 The client shall downlgad an
document shall centdin a status with its value set to ‘returned’ if updated status document. The

the status W

ras’previously set to ‘active’ or ‘cancelled’ if the status

tamp of bot
and license

was previoysly'set to ‘ready’. The server shall update the times-

new event in the events object of the status document.

client shall not allow tH

e user to

open the publication aymore.

h license and status document contained in the status
keys of the updated object. The server may also add a

The client should not attempt to
return the license anymore.

Table 23 defines expected failures of server response on the return interaction.

© ISO/IEC 2024 - All rights reserved
22


https://iecnorm.com/api/?name=8ed5c7b5e2c9ae220d66a5540ff15bbf

Table 23 — Expected failures of return interaction

ISO/IEC 23078-2:2024(en)

Type

HTTP status
code

Title

https://readium.org/license-status-document/error/return

400

Your publication could not be
returned properly.

https://readium.org/license-status-document/error/return/already| 403

Your publication has already
been returned before.

https://readium.org/license-status-document/error/return/expired|403

Your publication has already

expired.
https://readium.org/license-status-document/error/server 5xx An unexpected error has oc-
curred.
EXAMPLE A simple return link.
{
"links":| [
{
"rell": "return",
"Href": "https://example.org/license/aaa-bbbb-ccc/return?id, namé'™,
"type": "application/vnd.readium.license.status.vl.0+json",
"Hemplated": true
}
]
}
7.4.6 Renewing a license

Renewing a license is also meant primarily for library use.€ases, where a patron can renew a
extended pgriod of time. Table 24 defines a HTTP protocol fér the renew interaction.

Table 24 — HTTP protocol for renew interaction

loan for an

Relation Semantics Templated? Required? HTTP
verb
renew Request for ex- |Yes No See
tending the term below
of the license.
Media type Semantics Templated? Verb
text/html A URL where human interac- No GET
tions will be required. Returns
an HTML page. These interac-
tions should ultimately result
in the extension of the term of a
license document.
applicationfvnd readium.license.status.v1.0+json A URL where the License Yes PUT
Document can be
programmatically renewed. Re-
turns a status document.

The parameters defined in Table 25 are strictly for the case where the license document is programmatically

renewed.
Table 25 — Parameters for renew interaction protocol
Parameter Format Semantics Required?
id String A unique identifier for the device No
name String Human readable name for the device No
end ISO 8601-1 A new expiration date for the license No
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The time and date format shall follow the rules defined in ISO 8601-1.

Table 26 defines expected behaviour of server and client on the renew interaction.

Table 26 — Expected behaviour of renew interaction

Server side behaviour

HTTP status code

Client side behaviour

document.

The server shall return an updated status document.
The server shall update the timestamp of both license
and status document contained in the status and
license keys of the updated object. The server may also
add a new event in the events object of the status

200

The client shall download an
updated status document. The
client may attempt to renew the
license again later.

Table 27 deffines expected failures of server response on the renew interaction

Table 27 — Expected failures of renew interaction

Type HTTP status code Title
https://readium.org/license-status-document/error/ |4xx Your publication ¢ould
renew rot be renewed pfoperly.
https://readium.org/license-status-document/error/ |403 Incorrect renewal period,
renew/date your publication qould not

be renewed.

https://readium.org/license-status-document/error/ |5xx An unexpected erfror has
server occurred.
EXAMPLE An example with two renewal links: one meant feryhuman interactions (HTML) and anothgr for clients

that can senfl the proper information to the server (returns a status document).

{

"links":| [

{
"lrel": "renew",
"href":
"ltype": "text/html"

bo

{
"lrel": "renew"
"href":
"ltype":
"lcemplated": true

8 Encryptionprofile

wral

"https://example.org/licénse/aaa-bbbb-ccc/renew",

"https://examplé.org/license/aaa-bbbb-ccc/renew?end, id, name",
"applicatign/ynd.readium.license.status.v1l.0+json",

8.1 Gene

TOr

In order to maintain maximum flexibility, no specific algorithms are specified by this document. Instead, the
design of both encryption.xml and the license document allow for the identification of encryption algorithms
to be discovered by reading systems when presented with a protected publication.

In order to simplify the discovery process, LCP defines the notion of encryption profile, which is the set of
encryption algorithms used in a specific protected publication and associated license document. Reading
systems that implement the algorithms identified in the encryption profile will be able to decrypt protected
publications encoded using such encryption profile. The identification of the encryption profile in the license
document eases the discovery of these requirements by reading systems.
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This document defines the Basic encryption profile 1.0, composed from a set of associated algorithms
extracted from W3C XML Encryption or W3C XML Signature. The Basic encryption profile is for test only, as
it does not provide the level of obfuscation required by a reliable protection mechanism.

NOTE Other encryption profiles are (or will be) defined for use in production; these profiles are referenced in the
LCP encryption profiles registry.

8.2 Encryption profile requirements
All encryption profiles shall identify algorithms for the following targets:

a) publication resources;

b) contenfkey-anduserficlds{twheneneryptedy:
c) user pgdssphrase;
d) signatyre.

All algorithms used in an encryption profile should be defined in W3C XML Encryption orf W3C XML
Signature.

All encryptjion profiles shall use a URI to identify themselves in the profile property of the encryjption object
in the licenpe document.

8.3 Basig encryption profile 1.0
The Basic encryption profile 1.0 is officially identified by the URL https://readium.org/lcp/basigprofile.

The algorithms defined in Table 28 are associated with the Basic encryption profile 1.0.

Table 28 — Algorithm list for the basic encryption profile 1.0

Encryptipn Algorithm Algorithm (URI) Identified in
target (name)
Publication AES 256 bits CBC |http://www.w3.org/2001/04/xmlenc#aes256-cbc encryptipn.xml
resources
Content keyj AES 256 bits CBC |httpy//fwww.w3.org/2001/04/xmlenc#aes256-cbc License document
user fields (jif
encrypted)
User SHA-256 http://www.w3.0rg/2001/04/xmlenc#sha256 License document
passphrase
Signature RSA with'SHA- | http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256 |License dJocument
256

9 Integration in EPUB

9.1 General

LCP follows the EPUB 3.3 specification to identify encrypted resources within the EPUB container.
Specifically, LCP uses META-INF/encryption.xml to indicate which resources listed in the package document
are encrypted and to reference the content key.

9.2 Encrypted resources

In order to make sure that protected publications remain identifiable by reading systems, a certain number
of resources are prohibited from being encrypted.
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LCP inherits the following list of files prohibited from being encrypted from the EPUB 3.3 specification:

META-H¥

mimetype;
META-INF/container.xml;
META-INF/encryption.xml;
META-INF/manifest.xml;
META-INF/metadata.xml;
META-INF/rights.xml;

EPUB 1
In addition

META-

naviga
listed i

NCX dg
listed i

NF/stgnaturesxmk:

ootfiles (the package document for any rendition).

this document defines that the following files shall not be encrypted:
NF/license.lcpl;

iondocumentsreferenced in any package document from the publicatien (all publicatio
h the publication manifest with the “nav” property defined in EPUB'3.3, subclause D.6

h the publication manifest with the media type “application/x-dtbncx+xml”);

coveri

defined in EPUB 3.3, subclause D.6.1).

9.3 Using META-INF/encryption.xml for LCP

As defined
encryption

Publication
algorithm 3

Resources y
introduce
would impsg

In publicati
resource alj

Streams of
metadata t
Compressid

ages (all publication resourceslisted in the publicationanifest with the “cover-imag

n the EPUB 3.3 specification, all encrypted publication resources are identified in the
xml file using W3C XML Encryption.

resources with non-codec content types should be compressed and the Deflate c
hall be used. This practice ensures that file entries stored in the container have a sm3

vith codec content types.should be stored without compression. In such case, compres
Innecessary processing.overhead at production time (especially with large resourc
ct audio/video playback performance at consumption time.

ons protected using LCP, there are additional requirements for determining the lengt
lead of mediatplayback, especially when using partial content requests:

p specify the size of the initial resource (i.e. before compression and encryption),
n XML element defined in EPUB 3.3, subclause 4.2.6.3.2.2).

nresources
.3);

cuments referenced in any package document from the publication (all publication resources

e” property

META-INF/

bmpression
ller size.

sion would
e files) and

h of the full

Hata thatare compressed before they are encrypted shall provide additional EncryptionProperties

as per the

Streams of data that are not compressed Defore they are encrypted should provide such additional

EncryptionProperties metadata.

In publications protected using LCP, the following XML syntax identifies the key used to encrypt resources

(the LCP content key).

a) The ds:KeyInfo element shall point to the content key using the ds:RetrievalMethod element.

b) The URI attribute of ds:RetrievalMethod shall use a value of “license.lcpl#/encryption/content_key”
to point to the encrypted content key stored in the license document. This URI follows JSON Pointer
defined in RFC 6901.

c) The Type attribute shall use a value of “http://readium.org/2014/01/lcp#EncryptedContentKey” to

identify the target of the URI as an encrypted content key.
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encryption.xml expresses that main.html (original size 35K) is deflated and aes256-cb

using an LCP content key.

<encryptio
xmlns
xmlns:
xmlns:
<enc:E

n
="urn:oasis:names:tc:opendocument:xmlns:container"
enc="https://www.w3.0rg/2001/04/xmlenc#"
ds="https://www.w3.0rg/2000/09/xmldsig#">
ncryptedData Id="ED1">

¢ encrypted

<enc:EncryptionMethod Algorithm="http://www.w3.0rg/2001/04/xmlenc#aes256-cbc"/>
<ds:KeyInfo>
<ds:RetrievalMethod URI="license.lcpl#/encryption/content key" Type="http://

readium.or
</

<e

g/2014/01/1cp#EncryptedContentKey"/>
ds:KeyInfo>
nc:CipherData>

<enc:CipherReference URI="main.html"/>

~

</1eer

<g

<
</enc:
</encrypti

10 Reading system behaviour

10.1 Dete
reading sys
a)

b) thepre
LCP co

the pre

If encryption.xml references an LCP contenttkey but the license document is missing, t|

system sho

10.2 License document processing

10.2.1 Ov
In processi

Reading sy

information.

10.2.2 Validating the license document

H 1 Do
—Cpherbate
nc:EncryptionProperties>
<enc:EncryptionProperty xmlns:ns="http://www.idpf.org/2016/encryptiondcomy
<ns:Compression Method="8" OriginalLength="35000"/>
</enc:EncryptionProperty>
enc:EncryptionProperties>
EncryptedData>
on>

cting LCP protected publication

tems can detect that a publication is protected using, LEP by either of these means:
sence of the license document (META-INF/licensg.I¢pl);

sence of ads:Keylnfo/ds:RetrievalMethod eletmentin META-INF/encryption.xml thatre
htent key (i.e. Type attribute value is “httpi//readium.org/2014/01/lcp#EncryptedCo

uld report this to the user.

prall
ng a license document, reading systems shall ignore all name/value pairs they do not ¢

stems shall ‘not store unencrypted versions of the content key and/or unencr

ression">

ferencesan
ntentKey”).

he reading

inderstand.

ypted user

Reading sy

TeTIo—OTrortT

a) validate the syntax and completeness of the license document;

b) validate the signature as defined in 6.5.5.

10.2.3 Acquiring the publication

When license documents are delivered independently of the protected publication, reading systems shall
download the protected publication at the URL given in links/publication/href.

A reading system that will make the protected publication file accessible to the user shall add the license
document to the downloaded protected publication at META-INF/license.lcpl.
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Reading systems should verify the integrity of the downloaded protected publication, if a hash is provided.

A reading system should report any failure to acquire the protected publication to the user.

10.2.4 License status processing

Ifalink with the relation status is not present in the links object, the client shall process the license document
according to the core LCP specification.

If a link with the relation status is present in the links object, the client shall process the status document
according to the rules listed in 7.4.3.

10.3 User key processing

Reading sy

— showthe texthintand the URL of the hint page (if any) when prompting the user for theirtiser |

Reading sy

store tl

try pre
a licens

Reading sy

use an

associd
correct

Reading sy

store t]

10.4 Sign
Reading sy
— validat
— update
Reading sy
be able]

Reading sy

ctems shall:

stems should:
ne user key in a secured manner;

viously stored user keys before prompting the user to enter their iiser passphrase for
e document.

ttems may:
hlternate technique to discover and exchange the user key in the background;

te specific user keys with specific providers anddser IDs in order to optimize the disc
user key for processing a license document.

ttems shall not:

e user passphrase, but only the userkey.

Ature processing
ttems shall:

e the signature and provider certificate as described in 6.5.5;

the certification revocation list on a regular basis.
stems should:
to update'their root certificate.

bt€ms may:

bassphrase.

processing

bvery of the

— choose

to open a publication even if their own root certificate is deprecated.

Reading systems shall not:

— opena

publication with an invalid signature or provider certificate;

— blockauser from openinga publication ifa network connection is unavailable or the certificate revocation
list can’t be reached.
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10.5 Publication processing

Reading systems shall:

— respect all rights limitations given in the license document.
Reading systems may:

— delete a protected publication if its License expired.
Reading systems shall not:

— store unencrypted publication resources.
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Annex A
(informative)

Examples

A.1 Example of LCP license document

In the following example, the license document contains the following information:

— Profilelname: https://readium.org/Icp/basic-profile
— Rights]no print, allowing copy as much as 2048 words at once, with starting and expiration |date
— URL of{the publication: https://www.example.com/file.epub

— URL offthe status document: https://example.org/license/status/aaa-bbbbscce

{
"id": "efl5e740-697f-11e3-949a-0800200c9a66",
"issued":"2013-11-04T01:08:15+01:00",
"updated":"2014-02-21T09:44:17+01:00",
"encryptjion": {
"contgnt key": {
"algorithm": "http://www.w3.0rg/2001/04/xmlenc#ace?256-cbc",

"endrypted value": "/k8RpXgf4E2WEunCp76E8PjhSO5ANXwAXeTDlioazYxCRGVHLACk/KQ3cCh5IxDmCKONn
RLyAxs1X0aA3z55boQ==""
b
"profi]le": "https://readium.org/lcp/basic-préfile",
"user |key": {

"allgorithm": "http://www.w3.0rg/2001/€4/xmlenc#sha256",
"key checK":"jJEjUDipHK303Gt6kFq7dcOLZui cQEIYWQ+TYKATWKMEXY 6kpHFhF7LOKUK/Owww™",

"tgxt hint": "Enter your email add¥ess"
}
s
"rights": |{
"pygint": O,
"copy": 2048,
"stlart": "2019-01-01T00:00:00+01:00",

"end": "2030-12-31T23%59:59+01:00",
"hitps://www.imagimaxyebookretailer.com/lcp/rights/tweet": true
by

"links":| [
{ "rell": "hint",
"hrgf": "httpé€?//www.imaginaryebookretailer.com/lcp/hint",
"tyde": "text/html"
by
{ "rell":/ status",
"hr¥ef": "https://example.org/license/status/aaa-bbbb-ccc",
"type": "application/vnd.readlium.llcense.status.vl.0tjson"
by
{ "rel": "publication",
"href": "https://www.example.com/file.epub",
"type": "application/epub+zip",

"length": "264929",
"hash": "8b752f93e5e73a3effflc706clc2e267dffcbec01lc382cbe2a6cabd57cc8378"
}

1y
"user": {"id": "d9f298a7-7f34-49e7-8aae-4378ecbld597"},

"signature": {
"algorithm": "http://www.w3.0rg/2001/04/xmldsig-more#rsa-sha256",
"certificate": "MIIDEJCCAfoCCQDwWMOJkYYOjPjANBgkghkiGO9wOBAQUFADBLMQswCQYDVQQGEWJVUZETMB

EGAl UECBMKQ2FsaWZvcmSpYTETMBEGAIUEBxMKRXZ1cnl3aGVyZTESMBAGALIUEAXMJIbGYjYWxob3NOM B4XDTEOMDE
wMj IxM]jYxN1oXDTE1IMDEWM] IxMjYxNl1owSzELMAKGALIUEBhMCVVMxEZzZARBgNVBAgGT CkNhbGlmb3JuaWExEzARBgNVB
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