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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of document should be noted. This document was drafted in accordance with the editorial rules of the 1ISO/
[EC Directive i i i i
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Introduction

“Biometric recognition” is the automated recognition of individuals based on their biological and
behavioural characteristics. The field is a subset of the broader field of human identification science. Example
technologies include, among others: fingerprint recognition, face recognition, hand geometry recognition,
speaker recognition and iris recognition.

Some techniques (such as iris recognition) are more biologically based, whereas some (such as signature
recognition) are more behaviourally based, but all techniques are influenced by both behavioural and
biological elements. There are no purely “behavioural” or “biological” biometric systems.

“Biometric recognition” is frequently referred to as simply “biometrics”, although the term “biometrics”
has also historically been associated with the statistical analysis of general biological data. The word

“biometrics’
and informad
identificatio

like “genetics”, is usually treated as singular. It first appeared in the vocabula

h” in use in the 1970s. Biometric systems recognize “persons” by recognizing “

distinction etween person and body is subtle but is of key importance in understanding

capabilities

deals with ¢
and is usual
with the beh

Today, bioms
access contr

ind limitations of these technologies. Within the context of JTC 1/SC 37 document
bmputer-based recognition of patterns created by human behavioursiand biologic
y associated more with the field of computer engineering and statistical pattern g
avioural or biological sciences.

trics is used to recognize individuals in a wide variety of contexts, such as computer

of physical

r
tion security around 1980 as a substitute for the earlier descriptor "automa};ic personal

bodies”. The
the inherent
5, biometrics
] structures
nalysis than

and physical

bl, law enforcement, voting, border control, social benefit'programs and driver licefcing.
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Information technology — Biometrics — Overview and

application

1 Scope

This document describes the history and purpose of biometrics, the various biometric technologies in
general use today (for example, fingerprint recognition, face recognition and iris recognition) and the

architecture
technologies
border mang
jurisdictiond

Additionally]
use of biome

2 Norma

of the systems and the system processes that allow automated recognition
. It provides information on the application of biometrics in various business-dom|
gement, law enforcement and driver licencing. It also provides information‘on’the
| considerations that are typically taken into account in biometric systems5:

tric recognition systems.

tive references

using those
hins, such as
societal and

this document provides guidance on the use of the International Standards that finderpin the

The followinlg documents are referred to in the text in such a way that some or all of their contenft constitutes

requirement
the latest ed

ISO/IEC 238

3 Terms

3.1 Term
For the purp|
ISO and IEC

IEC Elec

[SO Onli

s of this document. For dated references, only the edition cited applies. For undate
tion of the referenced document (including any ammendments) applies.

D-37, Information technology — Vocabulary — Part 37: Biometrics

definitions and abbreviated terms

5 and definitions
oses of this document, the terms and definitions given in ISO/IEC 2382-37 apply.
maintain terminologicakdatabases for use in standardization at the following addr

tropedia: available.at https://www.electropedia.org/

ne browsing platform: available at https://www.iso.org/obp

3.2 Abbr

For the pur

viated(terms

ses-of this document, the following abbreviated terms apply.

 references,

LSSes:

ABC
API
AFIS
ABIS
BDB
BIAS
BIR

automated border control

application programming interface
automated fingerprint identification system
automated biometric identification system
biometric data block

biometric identity assurance services

biometric information record
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BIP Biometric Interworking Protocol

CBEFF Common Biometric Exchange Formats Framework
CNN convolutional neural network

DET detection error trade-off

DSV dynamic signature verification

DNA deoxyribonucleic acid

EU European Union

FBI Federal Bureau of Investigation

ICAO International Civil Aviation Organization
IR infrared

MAC message authentication code

MRTD machine-readable travel document

PET privacy enhancing technology

PCA principal component analysis

PIN personal identification number

RBR renewable biometric reference

SB security block

SBH standard biometric header

SOA service-oriented architecture

WSDL Web Service Description Language

4 Fundamentals oftbiometrics

4.1 Biometric characteristics

[SO/IEC 238p-37:2022 37.01.03 defines "biometrics" as an “automated recognition of individujals based on
their biologicatand-behavieoural-characteristies™

NOTE1 The all-encompassing term “biometrics” refers to the application of biology to the modern methods
of statistics. In the context of this document, biometrics consists of automated technologies that analyse human
characteristics for recognition purposes; the general application of statistics to biological systems is a separate
discipline.

ISO/IEC 2382-37:2022 37.01.02 defines “biometric characteristic” as a “biological and behavioural
characteristic of an individual from which distinguishing, repeatable biometric features can be extracted
for the purpose of biometric recognition.” So, biometric technologies are related to physical parts of the
human body or the behavioural traits of human beings, and the recognition of individuals based on either or
both of those parts or traits. A fuller explanation of the various biometric technologies is given in Clause 6.

NOTE 2  ISO/IEC 2382-37 recommends the use of the term “biometric” only as an adjective and deprecates its use as
anoun in places where "biometric characteristic” is more appropriate.

© ISO/IEC 2024 - All rights reserved
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The ideal biometric characteristic for all applications would have the following properties:
— Distinctive: Different across all subjects.
Repeatable: Similar across time for each subject, over a long time period (several years).

Accessible: Easily presented to a capture device (for example, camera or fingerprint capture device or
finger-geometry measurement device).

Universal: Observable on all people.

Acceptable: The subject is prepared to use the biometric characteristic in the given application.

Unfortunately, no biometric characteristic has all of the above properties and practical biometric
techno]ogie inevitahly compromise on every point

There are great similarities among different individuals.

Biometriic characteristics change over time.

Some pHysical limitations prevent presentation.

Not all people have all characteristics.

“Acceptgbility” is subjective.

Consequent]
and variatio

[y, the challenge of biometric deployment is to develop robust systems to deal with
s of human beings.

the vagaries

4.2 Biometric systems

It has been fecognized since 1970[28] that there are thiee pillars of automated personal re¢ognition for

access contrpl applications:

a) somethipg known or memorized;

b) something carried;

c) apersonal physical or behavioural characteristic.

The underlyjng assumptions are thatiindividuals authorized to access secure data will cooperatively make
positive claims (e.g. “I am authg@rized to access data on the system”) and can be counted on to protect

their personfal identification mumbers (PINs) and passwords. In such applications, biometric
compete with PINs, passwerds and tokens. For example, most web-based access control reg
ID and an apsociated password, not biometrics. Passwords have been more widespread tha

technologies
uires a user
h biometrics

in such appljcations beCause they are easily replaced, can vary across applications, require n¢ specialized

acquisition hardwadre; can be created with different levels of security and are exactly repe

htable under

conscious contral.

However, inbms & fFements. For
example, PINs, passwords and tokens cannot loglcally be used in applications Where enrolled individuals
have little motivation to protect their accounts against use by others, such as with amusement parks.
Similarly, in applications where the claim is negative (e.g. “I am not enrolled in the system as Pat”) PINs,
passwords and tokens cannot logically meet the requirements of demonstrating the truth of the claim.

Biometric systems recognize individuals by observing physical and behavioural characteristics of their
bodies. Biometric characteristics are not as easy to transfer, forget or steal as PINs, passwords and tokens, so
they can be used in applications for which these other authentication methods are inappropriate. Biometrics
can be combined with PINs and tokens into “multifactor” systems for added security.

Although biometric technologies cannot directly “identify” individuals, they can link bodies to records of
attributes, hereinafter referred to as “identities”. Consequently, biometric recognition can become part of an
identity management system.

© ISO/IEC 2024 - All rights reserved
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Biometric recognition is used in two main classes of applications.

1) Biometric verification applications, i.e. applications that use biometric comparison to verify a biometric
“claim of identity”.

2) Biometric identification applications, i.e. applications that search a database of the biometric references
of known individuals to find and return the identifier attributable to a single individual.

Biometric systems can also be used to “cluster” characteristics, labelling together those that come from the
same bodily source (i.e. from the same individual and biometric instance) even when the bodily source cannot
be attributed to any known individual. Such types of systems are gaining application in law enforcement.

Biometric verification systems verify claims (test hypotheses) regarding the source of a biometric data
record in a database. The claim can be made by the individual presenting a biometric sample (e.g. “I am the
source of a € sourcg by another
actor in the g$ystem (“She is the source of a biometric data record in the database”). The claims)cah be positive
(“I am the soyirce of a biometric record in the database”) or negative (“I am not the source of @biometric record
in the databdse”). Claims can be specific (“I am the source of biometric record A in the datdbase”) pr unspecific
(“ am not the source of any biometric record in the database”). Any combination efspecific o unspecific,
positive or negative, first-person or third-person, is possible in a claim.

According tp ISO/IEC 2382-37, an individual’s biometric data record in a‘\database is refefred to as a
“biometric reference” and the biometric sample used for comparison with'the stored biometfic reference
is referred tp as a “biometric probe”. It is possible to either look for a ‘match” between the bionetric probe
of an individual and an identified biometric reference stored in the ‘database, or to search a gopulation of
biometric references in a database for a match with the supplied biemetric probe and return an jdentifier for
any referende that matches. In both cases, it is necessary to set{thresholds for how close the sjmilarity has
to be before [the biometric probe and the biometric reference-¢an be considered to have come frpm the same
bodily sourde (a “match”). Of course, errors can be made,either by a “false non-match” failing| to correctly
declare a “match” when the probe and reference are indeed from the same bodily source, of by a “false
match” incogrectly declaring a match when the probe@nd reference are from different bodily sources. The
proportion df such errors over the total number of coniparisons are referred to as the “false magch rate” and
the “false nopn-match rate” for a given technology.and a given population in a given application gnvironment.

Systems requiring a positive claim to a specific enrolled reference treat the biometric ref¢rence as an
attribute of the enrolment record. These systems verify that the biometric reference in the claim¢d enrolment
record matches the probe sample submitted by the subject. Some systems, such as those for sdcial services
and driver licencing, verify negative claims of no biometric data record already in the databasg by treating
the biometric reference as a record identifier or pointer. These systems search the database |[of biometric
pointers to find one matching the\submitted biometric probe (this process is one of biometric identification).
However, th¢ act of finding an.identifier (or pointer) in a list of identifiers also verifies an unspgcified claim
of enrolment in the databaseyand not finding a pointer verifies a negative claim of enrolment. Consequently,
the differentiation between “identification” and “verification” systems is not always clear and|these terms
are not mutyally exclusive.

Usernames, ldentification numbers, personal smart cards or security tokens are often used to gnter specific
biometric clgimsinto biometric verification systems.

For example, a subject can claim to be the source of the fingerprint biometric reference stored on an
immigration card. To prove the claim, the subject inserts the card into a card reader which reads the
reference record, then places their finger on the fingerprint capture device. The system compares the
biometric characteristics of the fingerprint on the reader with those of the reference recorded on the card.
The system can conclude, in accordance with defined thresholds, that the subject is indeed the source of
the reference on the card, and therefore is afforded the rights and privileges associated with the card. This
does, of course, assume that the card has not been forged. All that the biometric verification achieves is to
determine that the human being has presented biometric characteristics that are a close match to those
recorded on the card.

Simple “identification” can require the comparison of the submitted biometric sample with all of the
biometric references stored in the database. The state of California requires applicants for social service
benefits to verify the negative claim of no previously enrolled identity in the system by submitting

© ISO/IEC 2024 - All rights reserved
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fingerprints from both index fingers. Depending upon the specific automated search strategy, these
fingerprints can be searched against the entire database of enrolled benefit recipients, or just the part of
the database corresponding to subjects of the same sex as the applicant, in order to verify that there are
no matching fingerprints already in the system. If matching fingerprints are found, the enrolment record
pointed to by those fingerprints is returned to the system administrator to confirm the rejection of the
applicant’s claim of no previous enrolment.

The number of comparisons to be made, and the prior probabilities that those comparisons will result in a
match (determination that biometric probe and reference have the same bodily source) depend upon both
the claim and the system architecture. The security risk posed by a wrong determination will also vary
by system function. Consequently, some systems are very sensitive to false matches (false positives), while
some systems are very sensitive to false non-matches (false negatives) for any comparison. Depending upon
the claim, either a false positive or a false negative can result in either a false acceptance or false rejection of
the claim.

5 History

Biometric characteristics have been used for centuries in a non-automated way.“Parts of our bodies and
aspects of olir behaviour have historically been used, and continue to be used, as'@ means of identification.
The use of fingerprinting dates back to ancient China, individuals are remenibered and ident:Eied by their
face or by thle sound of their voice, and signatures are the established methiod of authentication in banking,
for legal confracts and many other ways of life.

The modern
clerk, Alpho
measuremer

science of recognizing people based on physical measurenients owes much to the |
1se Bertillon, who began his work in the late 1870s.[4The Bertillon system invol
ts, including: height, weight, the length and width<of the head, width of the che

lengths of the trunk, feet, ears, forearms, and middle anddittle fingers. Categorization of iri

pattern was
repeat crim
began shortl

Although re
widespread
Galton[20] a
from profile

By the mid-

also included in the system. By the 1880s, the:Bertillon system was in use in Fran
nal offenders. Use of the system in the United States (US) for the identification
y thereafter and continued into the 1920s!

bearch on fingerprinting, began in the‘late 1850s, knowledge of the technique did
n the western world until the 18808%61[26] when it was popularized scientifically b
d in literature by Mark Twain &0l Galton’s work also included the identification o
facial measurements.

[920s, fingerprinting had,completely replaced the Bertillon system within the U

Investigation (later to become the'Federal Bureau of Investigation). However, research on ney

human iden

ification continued-in the scientific world. Handwriting analysis was recognized

rench police
ved multiple
eks, and the
5 colour and
e to identify
of prisoners

not become
y Sir Francis
 individuals

S. Bureau of
F methods of
by 1929[45]

and retinal {dentification was.suggested in 1935.[52] However, at this time, none of these tech
automated.

niques were

Work in autg
the 1940549

mated sp&aker recognition can be traced directly to experiments with analogue fiflters done in
and early 1950s.1131 With the computer revolution picking up speed in the 19604, speaker[2]
int(28] pattern recognition were among the very first applications in automated signal

\ Y Sy or personal locks
[591 Computerized face recognition research followed.18121] In the 1970s, the first operational fingerprint
and hand geometry recognition systems were fielded, results from formal biometric system tests were
reported,[44] measures from multiple biometric devices were combined[32l[17] and government testing
guidelines were published.[38]

Running parallel to the development of hand recognition technology, fingerprint recognition was making
progress in the 1960s and 1970s. During this time, a number of companies were involved in automating the
identification of fingerprints to assist law enforcers. The manual process of comparing fingerprints against
criminal records was laborious and used up too much manpower. Various fingerprint identification systems
developed for the FBI in the 1960s and 1970s increased the level of automation, but these were ultimately
based on fingerprint comparisons by trained examiners. Automated fingerprint identification systems
(AFIS) were first implemented in the late 1970s, most notably by the Royal Canadian Mounted Police in

© ISO/IEC 2024 - All rights reserved
5


https://iecnorm.com/api/?name=3a370e528fb75676ffe2bae40f67123a

ISO/IEC 24741:2024(en)

1977. The role of biometrics in law enforcement has grown exponentially since then and AFIS are used by
a significant number of police forces across the globe. Building on this early success, biometric applications
are now being explored in a range of civilian markets.

In the 1980s, fingerprint capture devices and speaker recognition systems were connected to personal
computers to control access to stored information. Based on a concept patented in the 1980s,19] iris
recognition systems became available in the mid-1990s.14] Today, there are close to a dozen approaches
used in commercially available systems, utilizing hand and finger geometry, iris and fingerprint patterns,
face images, voice and signature dynamics, computer keystroke, and hand/finger vein patterns.

Today’s speaker verification systems have their roots in technological achievements of the 1960s, while
biometric technologies such as iris, finger vein, and face recognition are relative newcomers to the industry.
Research in universities and by biometric vendors throughout the globe is essential for refining the
performance_of existing biometric technologies, while developing new and more diverse techniques. The

challenge is

laboratory tg
and are proy

6 Overview of biometric technologies

6.1 Finge

6.1.1 Fingerprintimaging

Historically,
of automate

technologies

However, th
is unable to
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finger m
angle of
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The way in

captured. Th
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fingerprintir

bringing a product to market and proving its operational performance. It takes
tchnology to migrate to a fully operational system. However, such systems are-curré
ing effective across a range of diverse applications.

r and palm ridge recognition

fingerprints were collected by placing inked fingérs onto collection cards. In th
| fingerprint recognition, those cards were then'scanned into a computer. With
that collect fingerprints without the use of ink, these historic methods are conside
bre can be occasions when an inked collection' is still necessary, e.g. when the ca
hcquire the biometric subject’s fingerprinpor is unavailable. Very recently, contact
been developed that use either laser*or*standard lighting that do not require tl

derived from finger friction ridges can vary from sample to sample for many
images captured are determinhed by the following:

oisture;

placement;

he
)’

mage.

is irclides the height and angle of the fingerprint capture device in relation to the
addressing these problems by designing ergonomic capture devices in order to

time for any
ntly in place

e early days
he advent of
ed obsolete.
pture device
less capture
ne fingers to

reasons. For

vhich_asubject interacts with a finger capture device has an important effect on the images

data subject.
bptimize the

T PrOCESS.

A key difference between the various contact-based fingerprint technologies on the market is the means
of capturing an image. Most large-scale systems capture finger images using optical technique or by
electronically scanning inked images from paper. Other capture techniques include capacitive, thermal and
ultra-sonic devices.

In contact fingerprint systems, the optical image technique is based on the concept of “frustrated total
internal reflection”. A glass platen is illuminated from below at an angle of incidence just beyond the critical
angle at which light becomes reflected. If nothing is touching the topside of the platen, all of the light is
reflected into the camera sensor. But where a finger ridge is touching the platen, the internal reflection is
“frustrated”, i.e. the light rays are not reflected but pass through to the finger. Consequently, the resulting
fingerprint image is dark where there are ridges and light where there are valleys, replicating the pattern
obtained through traditional ink impressions.
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With capacitive fingerprint sensors, the platen comprises an array of tiny cells, each smaller than the width
of a fingerprint ridge. Measurement of capacitance over the cells in the array indicates where the finger
ridges are in contact with the sensor, generating a fingerprint image.

Thermal techniques use silicon chip technology to acquire fingerprint data as the subject moves a finger
across the sensor. Variation in temperature between the ridges and the valleys are sensed and converted
into a black and white image.

Ultra-sonic imaging uses sound waves beyond the limit of human hearing. A finger is placed on a capture
device and acoustic waves are used to measure the density of the fingerprint pattern.

Fingerprints can be imaged one at a time, or in combinations of two or four. An image of four fingers (index
through little finger) is known as a “slap”. A slap is taken from each hand, followed by a single image of both
the thumbs to create a “ten-print” image. In large-scale identification systems, individuals are enrolled using
the optical ljve-scan capture process using multiple fingers, often taken as slaps. Law enforce;lnent AFIS or
ABIS capabiliities can include a biometric collection kit or booking station to capture prints/ofall ten fingers.

A booking s
civil AFIS or

Regardless 0
of numbers,
for finger in
range from (

Fingerprint

fingerprint g
ISO/IEC 197
fingerprint g

ation can operate in a standalone capability without connection to an AFIS)or AB
ABIS, however, need not capture all fingerprints and can operate effectively using aj

f the fingerprint imaging technology employed, the fingerprint capturedevice deve
each corresponding to a pixel, representing the fingerprint. The standard spatial s
ages is 197 pixels per centimetre (500 pixels per inch). The numbers in the mat

maging is one example of the biometric trait of friction\ridges. Just as the frictio
an be captured by the appropriate technology, so can the friction ridges of palms, ¢
D4-4 and ISO/IEC 39794-4 provide data interchange formats for exchange and q
nd palm images.

6.1.2 Fingerprint comparison

There are m|
the 1960s an

a)
b)

transfon
local corx
c) minutia

All three ha
popular, ney
breakthroug
least as com

any ways to compare fingerprints computationally (optical comparison methods
d 1970s are not covered in this docuiivent). The major computational approaches a

m-based;
relation;

b-based.

I uses of fingerprint recognition (for example on smartphones with small area
h in accuracyrdue to convolutional neural networks have made transform-based a
mon.

No two fingd

rprints-are alike. That is, even the same finger placed twice on a fingerprint platen

IS system. A
s few as two.

ops a matrix
hmpling rate
rix generally

(dark) to 255 (light), but some non-optical capture devices canotitput only a matrix of Os and 1s.

h ridges of a
bet, and toes.
rocessing of

Heveloped in
e:

ve been used in~Commercial systems. While minutiae-based systems were once the most

sensors) and
bproaches at

will produce

two different images of the ridge structure. There are no two identical fingerprints, even fr¢m the same
finger. The :]yithin-class variation of fingerprints from the same finger has many causes, inclugling changes
in pressure and orientation of finger placement, finger moisture and ridge damage, as well as changes of
imaging device.

Fingerprints can be compared using transform-based methods, correlation-based methods, or minutiae-
based methods. Transform-based methods were generally based on two-dimensional Fourier transforms
and Hough transforms applied to the matrix of pixels representing the fingerprint. In recent years,
convolutional neural networks (CNNs) have been successfully used to significantly increase accuracy. The
idea is to mathematically transform the image in some way, then compare coefficients of the transformed
images. In this context, the fingerprints’ features are the transform coefficients. See ISO/IEC 19794-3 for
information on transform-based fingerprint transmission and storage.

Correlation-based methods recognize that fingerprints, and their representative matrices from the capture
device, cannot simply be overlaid owing to all the variation. However, small areas of two fingerprints, when
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overlaid, can be correlated. If the geometrical relationship between centres of the small areas remains about
the same when overlaid to maximize correlation between the two images, it is possible that the images are
of the same finger friction ridges.

Minutiae-based methods analyse small friction ridge features of the finger and emulate what forensic
fingerprint examiners do. The minutiae are the ridge endings, and bifurcations (branching of fingerprint
ridges). Minutiae also have a direction associated with the ridge at the point they occur, and the distance
between ridges can also be analysed. The mathematical algorithm moves over the image searching for
ridges, as well as where they split or end, and creating a minutiae map. To compare two fingerprints, their
minutiae maps are laid on top of each other and are either spun or slid around or both. If some minutiae
produce overlay in position and direction, it is a match. ISO/IEC 19794-2 and ISO/IEC 39794-2 provide data
interchange formats for systems processing, generating and storing fingerprint minutiae data.

6.1.3 Palnrtechmotogtes

Palm biomet

As with fing
using optica
on the law ¢
fingerprints
fingerprints

Other palm |
in laboratory

6.2 Facer

Automatical
of algorithm
recognition

far IR (thern

rics can be closely aligned with finger-scanning, and in particular with AFIS or{/ABI

ers, friction ridges containing minutiae points are found on the palm. These can
techniques as with fingerprinting. This area of the biometrics industrylis particu
nforcement community, as latent palm prints are as useful in criminal investigat
The capture and comparison processes for palm prints are essentially the same
Some collection platforms are suitable for both fingerprint and-palmprints.

biometrics based on palm creases rather than on friction ridge structures have beg
 programs.

ecognition

y identifying an individual by analysing a face.is'a complex process for which there
ic approaches. A number of biometric vendoss and research institutions have de
bystems that use digital photographs or video to capture images in visible, near inf]
1al) wavelengths. Face recognition is made difficult by changes in images of the sam

the probe a

Algorithms

e, lighting, facial expression or adornment, and by the basic structural similarit

d reference samples can significantly degrade recognltlon accuracy.

ften start the identification process with image enhancement and normaliza

eye centres,|reposing the facial image to a full-frontal orientation, and adjusting for shadowd,

normalized jmage, a variety of image processing techniques are available to extract abstract me

b technology.
be captured
arly focused
ion as latent
as those for

n developed

are a variety
veloped face
rared (IR) or
e face owing
i of all faces
hition is also
e capture of

fion: finding
etc. On the
asures from

the image by the placement of filters over all or parts of the face. The extracted facial features|are abstract
measures ndt related directly to distances between “landmarks” on the face, such as nose, moyith and ears.
Such measufes, howevefheed to be both stable (not changing significantly for each individual from image
to image) anfd distinetiye (varying greatly between individuals).

between the

Face recognition technology can work accurately with high resolution (more than 100 pixels
eye centres)| fidl frontal images in good lighting. However, performance degrades as resolutlo reduces or
pose angle i the usage of
CNN to detect and encode face data provided a major technological breakthrough in the accuracy of face
recognition algorithms. Error rates dropped by orders of magnitude in the span of a few years, and this
fast improvement is still ongoing. This improvement has allowed face recognition to be used effectively in
previously challenging settings. At the current level of development, face recognition technology can work
quite accurately, even with limited resolution (from 30 pixels between the eye centres) and is resilient to
most defects (lighting, pose, angle, etc.). Only when several strong defects are present simultaneously will a
decrease in accuracy be noticeable.

Three-dimensional maps of the face can be created through various means, such as:
— laser ranging;

— the projection of a grid on to the face to observe grid distortion owing to facial structure;
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— merging of multiple images;
— using shading information in a single image.

Thermal imaging analyses heat that is caused by the flow of blood under the face. A thermal camera captures
the hidden, heat-generated pattern of blood vessels underneath the skin. Because IR cameras are used to
capture facial images, lighting is not important and systems can capture images in the dark. However, such
cameras are significantly more expensive than standard video cameras and face recognition systems based
on this technology have not been commercially available since the 1990s.

ISO/IEC 19794-5 and ISO/IEC 39794-5 provide a face image format for face recognition applications
requiring exchange of face image data. ISO/IEC 29794-5 specifies methodologies for computation of

objective, quantitative quality scores for facial images.

6.3 Iris relcognition

After the e3
commercial
environmen
for any form
searching th
systems coll
Technologie
walking thrd

In most imp
detail in eys
be done in a
with image

computer alg
is placed in 1

piry of patent protection, iris recognition technology became available’ from

sources and has been used successfully in border control, benefit programs‘and a
[s. [ris recognition has been successfully used in access control applications with
of claim of identity by the data subject. The data subject can be verified for systg

bcting images from a single eye and some systems collecting images of both eyes sin
are now available that can collect iris images from distancesaf over a metre or fron
ugh a portal.
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D4-6 and ISO/IEG-39794-6 provide a data record format for storing and transmi

images, inc

ding compactdata formats and compression targets. ISO/IEC 29794-6 provides

1
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Dynamic sig based—eon—thehanrdmevementsmade—durmethe st
names. It is the method of signing rather than the finished signature that is important. Thus, DSV can be
differentiated from the study of static signatures on paper. The technology was developed in the 1960s and

is one of the oldest forms of automated personal recognition.

Signature data can be captured via a special pen or tablet. The pen-based method incorporates sensors
inside the pen. The tablet method relies on the tablet to sense the distinctive signature characteristics.

A number of features can be extracted and measured by DSV. For example, the time taken to sign, the velocity
and acceleration of the signature, the pressure exerted when holding the pen and the number of times the
pen is lifted from the paper can all be extracted as distinctive characteristics. DSV is not based solely on the
static image, so even if a signature is traced, a forger would need to know the dynamics of that signature.
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A further advantage of signature biometric technologies is that the signature is one of the most accepted
means of asserting identity. It is also used in a number of situations to legally bind an individual, such as
the signing of a contract. These factors have taken signature biometrics to a number of diverse markets
and applications, ranging from checking welfare entitlement to document management and pen-based
computing.

ISO/IEC 19794-7 specifies data interchange formats for signature and sign behavioural data captured in the form
ofamultiple time-series, using devices such as digitizing tablets or advanced pen systems while ISO/IEC 19794-11
specifies a data interchange format for processed dynamic data extracted from the time-series.

6.5 Vascular recognition

The blood vessels (veins) that exist in the subcutaneous areas of the human body form a distinctive pattern
for each indipt rn cannot be
easily obtainjed by other 1nd1v1duals through the use of normal photography The underlyingmas¢ular pattern
can be captured using IR illumination either directed onto the region to be photographed‘or|transmitted
through the pody part being imaged. The blood vessels absorb IR light more than the surroundifg tissue and
appear darker in the acquired image. The vascular pattern can then be extracted andrencoded for reference
or comparis¢n by the biometric system.

In actual prdducts, the parts of body chosen (such as the palm, fingers, wrist@nd the back of thHe hands) are
the parts where a user can easily present the blood vessel pattern to the senSer.

[SO/IEC 19794-9 and ISO/IEC 39794-9 specify image interchange formats for biometric vasculgr images for
use in exchahge and comparison of vascular image data.

6.6 Hand|geometry recognition

Hand geomejtry recognition has been widely used in access' control applications since the 198ps. The most
common cc;rmercial approach takes one or more, two-dimensional silhouette images of tlhe hand and
processes thiose images using a proprietary algorithri‘to develop a 9-byte code.

A subject plgces a hand on a reflective platen,.aligning fingers with specially positioned guide. The platen
is illuminatgd with IR light and returns a reflection only where the hand is not covering the|platen, thus
producing a|silhouette image of the hand«4 mirror reflects light horizontally across the top|of the hand,
supplying a $econd two-dimensional silhouette of the side of the hand.

[SO/IEC 19794-10 specifies a data-interchange format that can be used for recording, [storing and
transmitting the information obtained from a hand silhouette.

6.7 Voice[recognition

Speaker recggnition is«@biometric technology based on the sound of the voice. Speaker recognition should
not be confuped with-the related non-biometric technology of speech recognition, which is used|to recognize
words for diftation‘or automate instructions given over the telephone.

e e e e : > vocal tract,
the shapes of the mouth and nasal cavities are all 1mportant Sound is measured as affected by these specific
characteristics. The technique of measuring the voice can use either text-independent or text-dependent
methods. In other words, the voice can be captured with the subject uttering a specifically designated
response to a challenge, combining phrases, words or numbers (text-dependent) or by speaking any form of
phrase, words or numbers without a specific challenge (text-independent).

Speaker recognition technologies are particularly useful for telephone-based applications. Biometric
systems can be easily incorporated into private or public telephone networks. However, environmental
background noise and interference over these networks can affect the performance of speaker recognition
systems.

Subjects speak into a microphone and utter a previously selected (text-dependent) or unguided (text
independent) phrase. The process is usually repeated a number of times during enrolment to build a
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sufficient model of the voice generally based on biometric features such as “cepstral coefficients” which
capture the resonance characteristics of the vocal tract.

ISO/IEC 19794-13 specifies a data interchange format for storing, recording, and transmitting digitized
human voice data assumed to be from a single speaker recorded in a single session. This format is designed
specifically to support both text-dependent and text-independent speaker identification and verification
applications.

6.8 DNA recognition

There are many types of semi-automated DNA analysis, some taking as little as fifteen minutes to implement.
Given a sufficient number of loci, DNA analysis can not only identify individuals, it can also identify heredity
relationships. Because DNA requires some form of tissue, blood or other physical biological sample, it is likely
to remain exphust i i TETTifT i trol market.

ISO/IEC 197P4-14 specifies a data interchange format. This data interchange format is fornon
data only, i.e], not providing information about specific genetic traits of an individual.

-coding DNA

6.9 Full bpdy recognition

There are a pumber of applications in which recognition can be based on analysis of traits of the

addition to t

forensic

he face or other biometrics. Analyses of the full body can be considered in, for exan

applications for law enforcement;

— video surveillance for gait analysis and tracking;
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ter victim identification.
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lultimodal biometric human verification¢or identification can utilize face featur
body gait and head movement. Multimedal biometric fusion can combine recognit
el, comparison-score level or decisiontlevel.

D4-16 addresses standard poses, eélement structures and data formats to help the pj

body tree data into body part representation’s and landmarks.

6.10 Gaitr
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of a mobile {
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based-methods for gait recognition analyse distinctive features of the shape and
e. Model-based methods of gait recognition model the relative positions and dyna

dynamics of

and limbs an

ics of joints
d\fit'features extracted from the gait sequence to that model. Tl

ISO/IEC 39794-17 provides requirements and recommendations on the capture of gait image sequence data
to support automated gait-based verification and identification.

6.11 Retina recognition

The retina is the light-sensitive layer of nerves and blood vessels on the inner surface of the eye. During
the 1980s and 1990s, retinal recognition systems that mapped the vein patterns on the retina were
commercially available. Such systems did not develop images of the vein patterns, but rather scanned an IR
lightbeam in a circular pattern over the retina and recorded the intensity of the returned light. This resulted
in a one-dimensional pattern with high values of reflected light over portions of the circle for which no blood
vessel was encountered and low values of reflected light where blood vessels absorbed the IR beam. Despite
rumours to the contrary, no health information was known to exist in these patterns and no laser light was
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ever used. Because of the requirement to shine the imperceptible IR light onto the back surface of the eye,
data subjects were required to look into the capture device at a very close proximity, in near contact with
the device. Today, retinal recognition devices are no longer commercially available.

6.12 Keystroke recognition

Keystroke dynamics analyse typing rhythm. An individual’s keystroke dynamics evolve over time as they
learn to type and develop their own distinctive typing habits. The algorithms will potentially need to cope

with subject

6.13 Scent

s becoming distracted or tired during the course of the day.

and odour recognition

Recognition of individuals through personal odour has long been suggested based on the proven ability of
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pgram recognition
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‘diac rhythm as displayed in electrical signals or by blood flow: There have been m
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modal biometrics

biometrics is the combination of different modalities. This combination can be u
iracy or improve flexibility, or both. The modalities are typically used in the same (

the application deciding how to best combine the results*to make the best decision given the c

solution.
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7 Geners:

7.1 Conce

4722 provides a reference on the methods for combining different modalities. ISO
|sion information format that characterizes the statistics of comparison score inpu
ess.

1l biometric system

ptual representation of general biometric system

Given the vdriety of applications and technologies, it can seem difficult to draw any generaliZ

biometric sy
acquired fr
distinctive b
The resultin
cases, the s

probe biometric sample can be compared to a specific reference, to many referen

stems. All{such systems, however, have many elements in common. Biometric
a subject by a biometric capture device and are submitted to a processor that
trepeatable measures of each sample (the biometric features), discarding all other

been under
ith receptor
1s molecules

s in the fine
hny research

bed to either
ontext, with
bntext of the

IEC 29159-1
L to optimize

Ations about
samples are
extracts the
components.
nce. In other

features can be stored in the biometric enrolment database as a biometric refere

ces, or to a

ent query or
11 references

already in the database to determine if there is a match. A decision regarding the biometric claim is made
based upon the similarities or dissimilarities between the features of the biometric probe and those of the
reference or references compared.

Figure 1 illustrates the information flow within a general biometric system consisting of data capture, signal
processing, data storage, comparison and decision subsystems. This diagram illustrates both enrolment and
the operation of verification and identification systems.
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Figure 1 — Components of a generaldiometric system

Subclauses 4.2 to 7.3 describe each of these components intmore detail. However, it should be
any implemgnted system, some of these conceptual compenents can be absent, or possibly not
correspondednce with a physical or software entity.

7.2 Conceptual components of a generallbiometric system

7.2.1 Data capture

Data captur¢ collects an image or signal of a subject’s biometric characteristics presented to t
capture device, and outputs this image or signal as a captured biometric sample.

7.2.2 Tranpsmission

Biometric data, samples;* features, probes, references, comparison scores and outcomes
transmitted|between different subsystems. Sometimes this can be via a manual submission
captured bigmetrie-sample can either be compressed or encrypted, or both, before transmissi
expanded orldecrypted, or both, before use. A captured biometric sample can be altered in tran

hoted that in
have a direct

he biometric

are usually
brocess. The
n and either
Emission due

to noise in thé\fransmission channel as well as losses in the compression and expansion proces

bes. Data can

be transmitted using standard biometric data interchange formats, and cryptographic techniques can be

used to protect the authenticity, integrity, and confidentiality of stored and transmitted biomet

7.2.3 Signal processing
Signal processing includes processes such as:

enhancement, i.e. improving the quality and clarity of the captured biometric sample;

biometric sample;

biometric sample;
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— quality control, i.e. assessing the suitability of samples, features, references, etc. and possibly affecting
other processes, such as returning control to the data capture subsystem to collect further samples
(recapture), or modifying parameters for segmentation, feature extraction, or comparison. Quality can
also be used in biometric fusion where the comparison scores are combined with a consideration of the
associated quality values of the samples used for each comparison.

In the case of enrolment, signal processing creates a biometric reference. Sometimes the enrolment process
requires features from several presentations of the individual’s biometric characteristics. Sometimes the
reference comprises just the features, in which case the reference can be called a “template”. Sometimes the
reference comprises just the sample, in which case feature extraction from the reference occurs immediately

before comp

In the case o

arison.

fverification and identification, the signal processing creates a biometric probe.
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oversight and
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arisons across the entire database, or both. The decision policy can allow or req

lllire multiple

organizational aspects.

In the context of a biometric application, the automated biometric decision policy can be a result of human

Conceptually, it is possible to treat multibiometric systems in the same manner as unibiometric systems,

by treating the combined captured biometric samples, references or scores as if they were a single sample, reference
or score and allowing the decision subsystem to operate score fusion or decision fusion as, and if, appropriate. See
ISO/IEC TR 24722 for further information.
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7.2.7 Administration

Administration governs the overall policy, implementation, configuration and operation of the biometric
system. Illustrative examples include:

a) interacting with the subject, including providing guidance feedback to the subject either during or after
data capture or both, and requesting additional information from the subject;

b) storing and formatting of either the biometric references or biometric interchange data, or both;

¢) providing final arbitration on output from either decision or score, or both;

d) setting threshold values;

e) setting hiometric system capture settings;

f) controlling the operational environment and non-biometric data storage;

g) providing appropriate safeguards for subject privacy and subject data security;

h) interact]ng with the application that utilizes the biometric system;

i) providing automated or ad-hoc reports to system users.

NOTE The administration subsystem is not portrayed in Figure 1.

7.2.8 Intefface to external application

The biometr
interface, an

NOTE TH

7.3 Funct

ic system will possibly not interface to an exterfnal* application or system via a \
application programming interface (API), a hardware interface or a protocol interf

e interface to the external application is not portrayed in Figure 1.

ions of general biometric system

7.3.1 Enr¢lment

In enrolmen
enrolment rg

Enrolment t)
a)
b)
9
d)

sample (

segment

feature

, a transaction by a capturesubject is processed by the system in order to generate
tference for that individual.

pically involves:

apture;

sample ¢ptimizatioh'or enhancement;

ation;

pxttaction;

veb services
ace.

and store an

e)

f)

g)

h)

quality checks, which may reject either the sample or the features, or both, as being unsuitable for
creating a reference, and require capture of further samples. Sample quality scores may also be stored
with the biometric reference for subsequent use in biometric comparison;

presentation attack detection checks, which may reject either the sample or the features, or both, as
being ineligible for use as an enrolment reference;

where system policy so requires, comparison against existing biometric references in order to ensure
the subject is not already enrolled;

reference creation, which can require features from multiple samples, and possibly generation of a
database index;
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i) storage of the biometric reference data record, possibly after conversion to a biometric reference data
interchange format;

j) testverification or identification attempts by the capture subject to ensure that the resulting biometric
reference is usable;

k) allowing repeat enrolment attempts, if the initial enrolment is deemed unsatisfactory (dependent on the
enrolment policy).

7.3.2 Verification of a positive biometric claim

In applications such as access control, a transaction by a subject can be processed by the system in order
to verify a positive specific claim about the subject’s enrolment (e.g. “I am enrolled as subject X”). Some
biometric systems allow a single subject to enrol more than one instance of a hiometric characteristic (for
example, an firis system can allow subjects to enrol both iris images, while a fingerprint systénj can require
enrolment of additional fingers for fall-back in case a primary finger is damaged).

Verification pf a specific positive claim typically involves:
a) sample ¢apture;

b) sample ¢ptimization or enhancement;

c¢) segmentation;

d) feature ¢xtraction;

e) quality fhecks, which may reject either the sample or the<features, or both, as being unsuitable for
comparison, and require capture of further samples (the’sample quality may also be cpnsidered at
biometrjc comparison);

f) presentation attack detection checks, which mayiseject either the sample or the featureq, or both, as
being ingligible for use;

g) probe cgeation, which can require features‘from multiple samples possible conversion int¢ a biometric
data int¢rchange format;

h) comparison of the probe and the reference for a biometric claim producing a comparison sdore;

i) determipation of whether the biemetric features of the probe match those of the reference based on
whether the comparison scote éxceeds a threshold (in cases where higher scores correspond to greater
similarity);

j)  decision| to verify a.claim based on the comparison result of one or more attempts as didtated by the
decision policy.

outcome is ¢onsidered to be erroneous if either a false claim is accepted (false accept) or a frue claim is
rejected (false.reject). In this application, a false acceptance occurs if the submitted sampl¢ is wrongly
matched to a stored reference not created by the data subject. A false rejection occurs if the submitted
sample is not matched to a reference actually created by the data subject.

The Verificaiion function either accepts or rejects the specific positive claim. The verificatlion decision

NOTE Verification of an unspecific positive claim is also possible with a biometric system. Such applications are
referred to as “PIN-less verification” because no PIN or other identifier was necessary to establish that the data subject
was indeed enrolled in the database. For verification of an unspecific positive claim, the process is as specified in 7.3.2
a) to g). However, steps h) to j) are different when the claim is unspecific:

h) comparison of the probe against all the references producing a score for each comparison;

i) determination of whether the biometric features of the probe match those of any reference based on whether the
comparison score exceeds a threshold (in cases where higher scores correspond to greater similarity);

j)  decision to verify a claim based on the comparison results of one or more attempts as dictated by the decision policy.
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7.3.3 Identification

In identification, biometric samples from a capture subject are processed to generate a probe, and the
enrolment database is searched to return identifiers of references similar to that probe. Identification
provides a candidate list of identifiers containing zero, one, or more identifiers. Identification is considered
correct when the subject is enrolled and an identifier for their enrolment is in the candidate list. The
identification is considered to be erroneous if either an enrolled subject’s identifier is not in the resulting
candidate list (false-negative identification error), or if a transaction by a non-enrolled subject produces a

non-empty candidate list (false-positive identification error).

Identification typically involves:

a) sample capture;

b) sample ¢ptimization or enhancement;

c) segmentation;

d) feature ¢xtraction;

e) quality fhecks, which may reject either the sample or the features, or beth;*as being unsuitable for
comparison, and require capture of further samples, the sample quality, may also be cpnsidered at
biometrjc comparison;

f) presentation attack detection checks, which may reject either the-sample or the featureg, or both, as
being ingligible for use;

g) probe creation, which may require features from multiple’ samples, and possible convdrsion into a
biometr|c data interchange format;

h) comparison against some or all references in the.énrolment database, producing a scpre for each
comparison;

i) determipation of whether each compared referénce is a potential candidate identifier foil the capture
subject, |based on whether the comparisonZscore either exceeds a threshold or is among the highest
ranked [cores returned, or both, produeing a candidate list (higher scores corresponfl to greater
similarity);

j) an identfification decision based-en-the candidate lists from one or more attempts, as didtated by the
decision| policy.

NOTE Inthe context of a biometric application, the automated biometric decision policy can be a result of human

oversight and|organizational aSpects.

8 Examyple applications

8.1 General

Applications of biometric technologies are extremely diverse and occur in a broad range of government,
commercial and personal applications and therefore are difficult to distinctly categorize. This clause is
organized by function of the application (e.g. “time and attendance”, automated payments) as opposed to the
implementing sector (e.g. banking, healthcare), while recognizing that a single biometric application can be
used in multiple sectors.

8.2 Physical access control

Some of the earliest applications of automated human recognition were for opening doors. These applications
continue at health clubs, theme parks and workplaces to allow members and employees to pass through
portals with minimal staff supervision. In the 1990s and early 2000s, hand geometry was the primary
biometric modality used for low to moderate security applications, but recently fingerprint recognition has
become dominant. In the 1980s and 1990s, some high security applications for both government and business
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were built around retinal recognition, but since then, iris recognition and multi-finger fingerprinting has
come to dominate.

Disney World in Orlando, Florida in the US, began using finger geometry (a form of hand geometry) in the
mid-1990s as a multi-factor access control solution for season pass holders. By the mid-2000s, the system
transitioned to fingerprinting and was applied to all holders of any access pass to Disney World to prevent
transference of passes.

8.3 Logical access control

The use of biometrics to control access to computer records was strongly advocated in the 1970s. By the late
1980s, many commercial fingerprint, retinal, and voice systems were being marketed. By the late 1990s,
fingerprint capture devices were being built into computer keyboards and cell phones, but uptake was slow.

On-card bio
2000s. This ftechnology stores the reference and does all calculations required for recognitio

e by the late
l on a smart

card controlled by the data subject. This solution is a privacy protective technology.-Althoyigh the data

subject is required to present a biometric sample to an external biometric capture devjice/that s
stored but ispassed immediately to the smart card for comparison with the stored reference.

The rapid uptake of smart phones in the 2010s allowed extension of the “mat¢h on card” co

ample is not

ncept to the

cell phone, but now with all aspects, e.g. biometric data collection, storage and comparison, unfler complete

control of the biometric data subject. Apps for voice, face, sclera-vein atid’ fingerprints bec
available forjunlocking the phone and other apps on the phone, with no fransfer of biometric dz
direct possepsion of the data subject. Specially secured hardware within the smartphone (i.e.
execution environment) is used to protect the biometric reference data and to carry out t

ame readily
ta out of the
the trusted
he biometric

comparison pperations.

Based on the specifications of the FIDO Alliance,18] usérS ‘can authenticate themselves decurely and
conveniently on the Internet with the help of cryptographic protocols running on a mobile dlevice under
their contro]. Access to the private key is secured by biemetric methods (such as fingerprint| face, or iris
verification)|or PIN based verification

8.4 Timefnd attendance

Biometric systems for recording the entry‘and exit of employees from work sites date at least to the early
1990s, with[current use extending to small business, industry and government. A variety of devices are
available baged on fingerprint, handgeometry and iris recognition. In addition to tracking time for payroll
purposes, thie systems can give supervisors immediate access to data about which employees 4re at the job

site at any time, information which is useful in the event of an emergency.

8.5 Accoyntability

ation. Some
[lection of a
Q registered

Biometric r¢
hospitals an
biometric crlI
individual i

bcognition)'can be used in applications requiring accountability and non-repud
d pharmacies use biometrics as a requirement for access to narcotics. The co
apaeteristic assures that the dispensing of each dosage can be attributed to
away that cannot be later repudiated.

8.6 Electronic authorizations

A number of banks have released smart phone applications using biometric characteristics to authorize
purchases and transfers of funds. Bank customers can be given a choice of biometrics, such as fingerprint,
face or voice, or can choose to not use biometrics at all.

8.7 Government and citizen services

eGovernment services in a number of countries recognize citizens and residents using biometrics. The
largest such application is the Unique Identification Authority India. Indian residents apply for an “Aadhaar”
number at any of thousands of enrolment sites, supplying two iris images, ten fingerprints and a face image.
The iris and fingerprint images are used for “de-duplication”, meaning a search of the entire database to
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avoid issuance of multiple Aadhaar numbers to a single individual. The issued number can be used with
one of the biometric characteristics (generally fingerprint) for multifactor recognition for the dispensing
of government benefits and services. The original purpose of the system was to promote economic
participation, including the creation of bank accounts, for individuals who otherwise have no identity
documents or government identity records.

The use of biometrics in voting has presented multiple challenges. The Mexican government has used facial
images, along with biographic information, to de-duplicate voter registrations on a precinct-by-precinct
basis. Use of biometrics at a national level on election day to connect voters with registrations has proven
problematic because of the throughput and bandwidth requirements and the need for exception handling
mechanisms for those not recognized.

The Australian Department of Human Services uses speaker recognition to verify the identity of phone

callers to thejmmmwwﬂ&ww%nben so that
an incoming|call from a recognized phone number needs only be compared to a very few speakler models to

verify the identity of the caller. This system operates in both text-dependent and text-indepeidé¢nt modes.
8.8 Bord¢r protection

8.8.1 ePassports and machine-readable travel documents

In the 1990k, the International Civil Aviation Organization (ICAO), which’is responsible fo
international passport standards, began an initiative for the creation of machine-rea
documents”|(MRTDs) and in 2003, established face images supplemented as necessary with fingerprint
and iris imapes as the preferred biometric reference for use on MRTDs. Since around 2006, liany nations
have issued gPassports which contain a computer chip compliant with ICAO MRTD specificati¢ns. The face

r specifying
Hable travel

image is sto c automated
border contj
previously e

8.8.2 Autgmated border control (ABC) systems

By the year
primary ling

travel document (generally a passport) by capturing the biometric characteristic presented by

and compar

red on the computer chip. This has enabled theyuse of ePassports with biometri
ol (ABC) systems, allowing passengers to transit'through systems on which they h|
hrolled. Some countries have augmented thissdata with the inclusion of fingerprint

2022, 33 nations had implemented"ABC systems for some international travelle
inspection with a biometric gate. The ABC system verifies the connection of the tr

ng it with that encoded in‘the MRTD (either with the face image or, on some paf

ave not been
image data.

s, replacing
veller to the
the traveller
sports, with

fingerprints) or with an enrolment reference previously created specifically for this ABC systen and linked
to the identity document. In theycase of a traveller not being recognized against the referende image, the
traveller is referred for processing by a border control officer.

Typically, ABC systems include other border control processing as required by a border contyol authority,
such as a chdck on the currency and authenticity of the travel document, and the name or docurhent number
against a wdtchlist. ABC systems are not intended to replace all manual or human border control policies

and procedulres and-are generally supported by human oversight.

8.8.3

Entnyllnvi t cycfnm S

Some countries introduce entry-exit systems for electronically recording the time and place of entry and
exit of third-country nationals with and without visas, in order to monitor compliance with the permitted
length of stay. In addition to information about the travel document used, fingerprints and face images of
travellers are also stored and compared.

8.8.4 Visas

Most countries require travellers from some countries to acquire visas from local consulates prior to entry.
Some visa issuance processes collect face and fingerprint images for comparison to those of individuals
previously denied visas and for comparison to the traveller upon arrival to prevent transference of the visa.

© ISO/IEC 2024 - All rights reserved
19


https://iecnorm.com/api/?name=3a370e528fb75676ffe2bae40f67123a

ISO/IEC 24741:2024(en)

8.8.5 EURODAC

EURODAC is a European Union (EU) fingerprint database of asylum seekers which has been operational
since 2003. The fingerprints of all EU asylum seekers over 14 years of age are compared to fingerprints of
previous EU asylum seekers, then stored in the EURODAC central system for 10 years. The purpose of this
system is to detect individuals applying multiple times for asylum within the EU within this 10-year period.

89 Lawe

nforcement

The law enforcement community uses many of the world’s largest biometric systems. The two main
biometric functions in law enforcement agencies involve identification of arrestees (usually through sets
of fingerprints but also in some applications through facial images), and identification of forensic evidence
(often through latent fingerprints, surveillance camera footage or DNA left at crime scenes). In the US,

fingerprints
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source of fir
frequently h
enforcement

on individuals. Police forces throughout the world use AFIS or ABIS technology \td
gerprints from crime scenes and to identify arrestees. Law enforcement databa
bld the fingerprints of individuals not associated with any criminal activity, such ag
, the military, or government positions of trust.

8.10 Civil hackground checks
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5. These checks are usually implemented by searching applicant fingerprints
held in the criminal portion of law enforcement databases.
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Biometric ddg

vic€s and systems can be tested in many different ways. Types of testing include:

a) functional capability;

b) technical performance (in terms of error rates and throughput rates);
c) reliability, availability and maintainability;

d) vulnerability;

e) security;

f) user acceptance;

g) human factors;
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h) cost/benefit;

i) legislative compliance, including that relating to privacy and transparency of the biometric data
recorded for an individual.

Technical performance tests are generally conducted with the goal of predicting system performance with a
target population in a target environment, but historically, extrapolation of results from a test environment
to the “real world” has been difficult. To make test results more predictive of real-world performance,
testing standards have been developed (the ISO/IEC 19795 series).

Technical tests can be either “closed-set” or “open-set”. In closed-set testing, all test subjects are enrolled in
the system. Closed-set tests cannot measure performance of the system when used by people who are not
enrolled. A closed-set test returns the rank of the true comparison when an input sample is compared to all
of the enrolled references. Closed-set tests measure the probability that the true pattern was found at rank
k, or better, in the search against the database of size N. In any test, the rank k probability is depgendent upon
the databasq size, decreasing as the database size increases.

An “open-sef” test does not require that all input samples be represented by a referénce in [the enrolled
database, arld measures all comparison scores against a score threshold. An open-set test feturns, as a
function of the threshold, the following probabilities:

1) declaring a non-match for a mated comparison of probe and reference from the same insthance (i.e. the
same firjger) from the same subject (the false non-match rate);

2) declarir;E a match for a non-mated comparison of probe and reférénce from different indjviduals (the
false match rate).

Examples of|both open-set and closed-set tests are found in the\literature, but as most applications have to
acknowledgg¢ the potential for impostors, open-set results are*of the greater practical value tp the system
designer or gnalyst.

Metrics gengrally collected in open-set technical tests include:
— failure-to-enrol;

— failure-tio-acquire;

— false acdept;

— false rejgct;

— throughput rates.

The failure-to-enrol rate is deétermined as the proportion of enrolment transactions in which tlje enrolment
cannot be cqmpleted because of system or human failure. The failure-to-acquire rate is deterfnined as the
proportion df capturéprocesses by all enrolled subject that are not acknowledged by the systgm. The false
reject rate i the proeportion of all verification transactions with true biometric claims erroneofisly rejected
by the system, Thé false accept rate is the proportion of verification transactions with untrfie biometric
claims errorjeauSly accepted by the system. Because false accept rate and false reject rate (o1 false match
rate and false non-match rate) are competing measures, they can be displayed together on a detection error
trade-off (DET) curve. The throughput rate is the number of individuals processed by the system per minute
and includes both the human-machine interaction time and the computational processing time of the system.

9.2 Types of technical tests
Three types of technical tests are described in Reference [46]:

— Technology test: The goal of a technology test is to compare competing algorithms from a single
technology, such as fingerprinting, against a standardized database collected with a sensor compliant
with a stated standard (a “universal” sensor). There are comparative technology tests in:

— speaker verification (see Reference [41]);
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recognition (see References [42], [5], [47], [48], [23], [24] and [25]);

— fingerprinting (see References [34], [35 ], [11], [12], [10], [54], [63], and [22]);

— iris (see References [29] and [48]).

Scenario test: While the goal of technology testing is to assess the algorithm, the goal of scenario testing

is to assess the performance of the subjects as they interact with the complete system in an environment
that models a real-world application. Each system tested has its own capture sensor and so receives
slightly different data. Scenario testing has been performed by a number of groups, but few results have
been published openly (see References [53], [7] and [36]).

Operational test: The goal of operational testing is to determine the performance of a target population in

a specific application environment with a complete biometric system. In general, operational test results
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There are biometric data interchange format standards (ISO/IEC 19794 and ISO/IEC 39794) for various
biometric technologies, each specifying one or more BDB formats (e.g. compact smart card formats as well
as normal formats). Each BDB format has a BDB format identifier that enables the format to be interpreted
and processed by any system that has knowledge of that format.

The second is that of a biometric information record (BIR). A BIR is a BDB with added metadata, e.g. when
it was captured, its expiry date, the equipment capturing it, whether it is encrypted. A number of different
BIR formats are defined by ISO/IEC 19785-3 as part of ongoing work in this area, based both on the amount
of information included in the BIR and on the compactness of the encoding scheme used. BIR formats have
an identifier, called a "Common Biometric Exchange Formats Framework (CBEFF) patron format identifier”.
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The BIR is the unit used in most International Standards for the storage and movement between software
modules and computer systems, for example, using biometrics identity assurance services (BIAS) and the
BioAPI interfaces (within a system) or the Biometric Interworking Protocol (BIP) (between systems).

The BIAS, BioAPI and BIP architectures are important for any work involving the movement of biometric
information (BDBs, BIRs) within a system or between systems.

The ISO/IEC 19785 series for CBEFF promotes interoperability of biometric-based applications and systems
by specifying standard structures for BIRs (BDBs plus metadata) and a set of abstract data elements and
values that can be used to create the header part of a CBEFF-compliant BIR.

A BIR is an encoding in accordance with a CBEFF patron format (as specified within 10.1). It is a unit of
biometric data for storage in a database or for interchange between systems or parts of systems. A BIR
always has at least two parts: a standard biometric header (SBH) and at least one BDB. It can also have a

third part called the security block (SB). CBEFF places no requirements on the content and. ¢
BDB, except|that its length needs to be an integral number of octets. The ISO/IEC 19794 ser
standardize¢l BDB formats for a number of biometric types.

The primary purpose of CBEFF is to define abstract data elements (data elements’with a s¢
abstract valyes, with their semantics) that are expected to be of general utility as parts of the S

A CBEFF paffron format is defined for a particular domain of use. A CBEFE pafron format is a
specificatiorn] of encodings that can carry some or all of the abstract values of the CBEFF d
defined in ISO/IEC 19785 (possibly with additional abstract values.determined by the CB
together with one or more BDBs containing biometric data.

The ISO/IEQ 19785 series consists of four parts. ISO/IEC 19785-1 specifies a full set of (me
elements andl their abstract values (without determining any pasticular encoding). ISO/IEC 197
procedures for the operation of the Biometric Registration*Authority. ISO/IEC 19785-3 defin
of useful patron formats that vary from minimal to maximal metadata and include both binz
encodings of the metadata. ISO/IEC 19785-4 defines the SB to provide for both integrity and e
the biometrik data.

10.2 Management of information on source of biometric data

The source pf biometric data can have a“significant impact on the appearance and charact
biometric sample. This dataset bias catised by different capture techniques or modes can bg
for processef like biometric feature(extraction. For example, samples acquired from a live face
from those firom a stored digital photo, while fingerprint images from a contactless capture
from those ¢f a contact-basedcapture device. Instead of using sample normalization or gen
processing, better results can-be obtained using specialized processing. In order to dispatch th
specialized processes, it isneCessary to obtain the biometric source information and make the c
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and technique, e.gthe' ISO/IEC 39794 defined biometric data formats. But biometric samples dp not always

come with stich information about their origin, or the information is not reliable. This lack of in

formation is
various data

possibly unintentional, e.g. when processing legacy data in a system in which the samples have

origins. Estimating the data origin of biometric samples can be done using a CNN.[2%!

10.3 Service architectures

Service-oriented architecture (SOA) is a software design pattern based on discrete pieces of software called
services. Services are independent software programs designed to fulfil a specific function and comprise a
set of capabilities to realize that function. The service is typically expressed in service contracts, which are
technical service descriptions designed for runtime consumption (for example, a Web Services Description
Language (WSDL) definition and an XML schema definition). Services are akin to APIs. The SOA design
pattern provides for services to be aggregated through service compositions, the effect of which is to provide
automated support to any business process that requires the functionality of the service composition.
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Biometric software services are designed to provide a generic set of biometric and identity-related functions
and associated data definitions to facilitate the collection, storage, use and disclosure of biographic and
biometric data in a variety of business contexts and domains. These services typically do not contain logic
that is specific and unique to a particular business operation. As such, logic is more appropriately contained
within the application logic layer. Rather, the services contain the logic required to enable biometric services
to be applied agnostic to the operating environment.

Biometric services include:

a) WS biometric devices (WS-BD), described in Reference [40], which define a number of primitive and
aggregate services for the integration of biometric sensor devices into biometric systems that have a
biometric capture component.

b) Biometric identity assurance services, described in ISO/IEC 30108. In essence, these services provide
for the qtorage and retrieval of biographic and biometric data collected from an individupl where the
biometr|c data is collected via a biometric sensor of some sort.

10.4 The BioAPI application programming interface

BioAPI prov]des an implementation architecture that supports biometric applications using s¢ftware (and
hardware) nmpodules from multiple vendors (see ISO/IEC 19784 for further infgrmation).

Biometric application Biometric:application

BioAPI framework

i
4

BSP BSP BSP
| Device 1 | | Device N |

Figure 2 — BioAPI architecture

The basic cancept is of applications (from multiple vendors) interacting with a BioAPI framework (from a
single vendar, but with defined\interfaces), which in turn interacts with biometric service proyiders (BSPs)
(from multigle vendors) to perform the biometric functions. The BioAPI architecture is shown in Figure 2.

Interaction hetween these various components is by passing a BIR.
BSPs can peffform-eapture, comparison, archiving, or processing of a BIR.

In a recent afldition to the BioAPI architecture, the BSP can consist of code from one vendor intdracting with
a BioAPI unitprovided by a different vendor (ty pically a hardware device and 1ts driver, thus mihimizing the
work needed by hardware suppliers to become part of a biometric system).

10.5 The BioAPI interworking protocol (BIP)

The BIP provides bits-on-the-line communication to enable an application in one BioAPI system to
interact with BSPs in a remote BioAPI system. This extension of the BioAPI architecture forms part of the
transmission subsystem described in 7.2.2 (see Figure 3) (see ISO/IEC 24708 for further information).
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reference will be stored in processed formas a template or in the same form as ad

the reference will be stored centrally in a database linked to the point of
jions system (see 10.5).

roach has positive implications for privacy (see Reference [30]), but if biometric re
hlly, several different questions arise.

acquired biometrictsample be sent to the central system or will the central syst

| to protect theldata during transmission.

bmetric sample is sent from the point of service to the central site, will it be in ra
c features? If the latter, computational power and knowledge of the feature extracti
ed ateach point of service, but the demand for transmission bandwidth is reduced

c¢) How willl the encrypted data be unencrypted when necessary for comparison?

viduals’ biometric reference will be carried:by the individual themselves on a tokgn, and if so,

quired, such

ervice by a

ferences are

em pass the

e to the point of service for processing? In either case, some strong form of encryption is

v form or as
bn algorithm

d) How will the individual trust the point of service to be legitimate and not to be storing the biometric
data after transmission?

Although these issues are not insurmountable, they demonstrate that the use of biometrics does not
eliminate the usual security issues.

11.2 Secur

ity of biometric data

Anindividual’s captured biometric data (and other personal data attached at the time of collection), including
facial appearance, should be confidential and not subject to unauthorized access, use and modification, or
disclosed to unauthorized entities. Ideally, the encryption of the biometric data should occur immediately
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upon creation of the biometric file as this is an important consideration for both the transmission and
storage of biometric data.

The integrity of the biometric data across the various processing subsystems in the biometric system is
critical. For example, if the integrity of the data is compromised resulting in an untrustworthy biometric
reference, subsequent verification and identification processing results are also untrustworthy.

If an individual’'s biometric reference is subject to identity theft and compromised by a successful
presentation attack or replay attack, the persistence of the biometric characteristics from which the
reference is derived means that it is very difficult to revoke the stolen reference and enrol a new one.
Therefore, methods for mitigating the risk of compromised biometric references include presentation attack
detection and provisions for revocable and renewable biometric references (RBRs).

Confidentiality, integrity, renewability and revocability of biometric data are achieved through the
application |of classical cryptographic techniques and homomorphic cryptographic techniques (see
ISO/IEC 24745).

Various forms of cryptographic encryption algorithms (ciphers) can be used for prowiding confidentiality

of stored data. The encryption algorithms are applied to the biometric data to produce enc
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lgorithm in a special way. ISO/IEC 19772 specifies six methods for authenticatedl encryption

Py security objectives:

fidentiality: Protectionagainst unauthorized disclosure of data.

pority: Protection that enables the recipient of data to verify that it has not been mg¢dified.

bin authentication:’Protection that enables the recipient of data to verify the identit
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All six meth
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d revocable biometric references are achieved through the concept of pseudonymo

sidentifiers

(PIs). PIs ard anonymous and renewable biometric identity verification strings in a predefined|context (see

Reference [8])-

eatures extracte

from a data

subject’s captured biometric sample are processed by a pseudonymous identified encoder, which generates a
pseudonymous identifier and auxiliary data (AD), providing an RBR. Once this reference is generated, it can
be stored and the captured biometric sample and extracted features discarded. For subsequent verification
processes, features are extracted from a captured biometric sample and a PI re-coder is applied generating
a probe PI based on the extracted features and the AD component of the RBR. The reference PI and probe
PI are then compared. They will only match if the correct biometric characteristics are presented and the

correct AD is used.
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In addition to enabling the reference probe comparison, the AD component of the RBR can be used to serve a

number of purposes, including:

— generation of multiple independent Pls from the same captured biometric sample to provide a sufficient
number of diversifications for the biometric characteristics of an individual and, therefore, an RBR

capability within the same application context;

generation of independent PIs from the same captured biometric sample with minimal common

information between the Pls to prevent biometric comparisons and linking across applications where

they are used.

Depending on the security requirements for the biometric system, RBRs can either be used or not used.
Where RBRs are not used, the generalized model for the biometric system at Figure 1 applies. Where RBRs

are used, the generalized model is varied as shown in Figure 4 (adapted from ISO/IEC 24745):

Enrolment Storage Verification (\b‘
Q |4
Data capture Signal Data storage Comparison Signal fl/Data capture
subsystem processing subsystem subsystem processin b"\ | sulsystem
subsystem subsystg‘i

PI

Biomefgric
encoder

charactefistics
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score

Biometric
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device

[aptured
biometric
ample

Decision
subsystem

O

re-coder

Figure 4§eneralized model of biometric system using RBRs
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e topologies

Model A-Storeomserverandcompareomrserver;
Model B: Store on token and compare on server;
Model C: Store on server and compare on client;
Model D: Store on client and compare on client;
Model E: Store on token and compare on client;
Model F: Store on token and compare on token;

Model G: Store distributed on token and server, compare on server;

Model H: Store distributed on token and client, compare on client.
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Each model has its own security and privacy advantages and disadvantages. See ISO/IEC 24745 for a detailed
description of these models.

11.3 Presentation attack (spoofing) detection

Notwithstanding the methods for biometric data protection, it has been well known since the 1970s that
biometric devices can be fooled by forgeries.[331.[38L[51] “Spoofing” is a term that has been commonly used
for presenting a forgery of another individual’s biometric characteristics, in order to be recognized as
that individual. ISO/IEC 30107-1, which focuses on biometric-based attacks on the biometric data capture
subsystem, uses the term “presentation attack”, which points to what can be done with a biometric
presentation to subvert the intended operation of a biometric system.

Two basic types of presentation attacks are identified:

where ah individual intends to be recognized as an individual other than themselves;

where a l so conceals

their big
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The use of biometrics does not reduce the need to appropriately confirm applicants' identity information
or authorizations. A biometric system can neither verify the external truth of the enrolled identity itself
nor establish the link automatically to an external identity with complete certainty. Determining a subject’s
“true” identity, if required, is done at the time of enrolment through trusted external documents, such as
a passport, birth certificate or (depending on national regulations) an identity card or driver's licence.
The biometric characteristics link the subject to an enrolled identity and associated authorizations and
affordances that are only as valid as the original determination process.

Not all systems, however, have a requirement to know a subject’s “true” name or identity. Biometric
characteristics can be used as pseudo-anonymous identifiers and, consequently, have potential for privacy
enhancement of authorization systems.
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All biometric characteristics can change over time, due to aging, injury or disease. Therefore, re-enrolment
can be necessary. If continuity of identity is required, re-enrolment necessitates presentation of trusted
external documentation or credentials. Enrolment template update mechanisms can also be employed to
periodically update enrolment references from biometric samples acquired in transactions subsequent to
enrolment. The aim of template updating is to automatically adapt a biometric reference over time. This
takes into account the variation of the biometric data presented on each occasion, for example due to ageing,
in order to minimize the impact of such variations on recognition performance.

12 Biometrics and privacy

12.1 General
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ference [2]). A classic definition is the intrinsic “right to be let alone” (see ‘Referernce [62]), but
hitions encompass informational privacy and the rights of individuals_to establish| appropriate
fhat constrain communication of personal information. A third, ‘more recent c¢ncern, is to
ndividual from having their identity stolen, or to be reliably,and quickly inforrhed after an
hcident.

Ing pervasiveness of web and mobile technologies means that more individuals are
y for social and economic reasons on the basis of personal information that they
ncluding biometric information. The safeguarding and-the controls in place for th¢
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e jarisdictions define biometric information as sensitive personal information, placing npore stringent
on entltles usmg blometrlcs For example in the EU Regulatlon 2016/679 (General Ddta Protection
5 4 . : FAEY - y—tdentify biometric

s sensitive personal information.

The objectives of these various instruments are the protection of the personal rights of those whose data are
processed and the protection of data subjects, not simply the protection of data. Using a biometric system
means, in most cases, using personal data, which in turn means operating within the privacy governance
regime generally established by national laws. Depending on how a system is deployed, use of biometrics can
either threaten or protect a data subject’s privacy. The possibility of protection is especially valid in view of
the special properties of biometric characteristics, which are intrinsically linked to the subject, unlike PINs
and passwords, which are only indirectly and weakly linked to an individual. Therefore, by using biometric
technologies, other types of personal data can be better protected from theft and misuse than by traditional
means. Biometrics can therefore be both an object to be safeguarded and a tool to enhance the safeguarding.
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12.2 Privacy protections for biometric applications
The key privacy protections that are generally considered for the applications of biometrics are:
— the proportionality of the application of the biometric data collected;

— the acceptability in the subject population of the biometrics employed given cultural, religious and,
therefore, privacy sensitivities;

— the confidentiality of the biometric data provided by the individual;
— the integrity of the biometric data provided by the individual;

— theirreversibility of the biometric data generated from the biometric samples provided by the individual;

— the unlipkability of the biometric data in contexts outside of permissions agreed to whenthe biometric
samples|were provided by the individual;

— therenepability of the biometricreference created from the biometric samples provided by the individual
in case they are compromised;

— the proHibition of processing of biometric data except in exceptional cases;
— explicit fonsent from the data subject to the processing of data for one*0¥more specific purposes;
— the data|subject manifestly made those data public;
— the progessing is a legal necessity.

In general t¢rms, the implementations of these protections/are guided by a number of general principles,
which are cdnsidered privacy enhancing, including:

— limit thq storing and use of personal data;

— use encilyption if using personal data;

— destroy raw data as soon as possible;

— anonymjze personal data wherever possible;

— do not upe central databases where they are not required;

ects control over their personal data;

ans of evaluation and certification to verify that an application delivers a guafantee of an
approprijate level oftrust.

See ISO/IEC R4714 forfurther information.

Biometrics qam thus be used as a privacy enhancing technology (PET). The principle of PETs applies to
biometrics fi ' ' ' ' icati ' ' 5 to follow a
correct privacy regime in order to be privacy enhancing. Second, biometrics itself can be a privacy enhancing
method. Whether or not identification is necessary for each of the processes of the conventional information
system is the main question with regards to the concept of PETs, as well as in general in the application
of biometrics, following the proportionality principle. In most cases, it is not necessary to know the data
subject’s identity in order to grant privileges. However, there are some situations in which the data subject's
identity is necessary in order to allow verification.

12.3 Proportional application of biometrics

In all biometric applications, the principle of proportionality should be applied. That means that biometric
data used should be adequate, relevant and non-excessive with regard to the purposes for which itis collected
and further processed. In practice this means that a biometric application is used to link the biometric
reference with the necessary and sufficient attributes of the identity of an individual to assign the rights or
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authorizations that the specific individual is entitled to in the application context. Such assignment occurs
upon verification of a biometric claim made by the individual concerned. However, there are applications,
especially in the context of border protection, fraud and forensics, where individuals are subject by law
to identification processes, and they are not always cooperative. Further, rights or authorizations can be
denied if the identification process results in an assessment by an authority that there is an unacceptable
risk to the community if the rights or authorizations are afforded. So, the notion of proportionality extends
to the basic purpose of the identification process (see Reference [31]).

12.4 Biometric technology acceptability

The acceptability of biometric technology is deeply related to personal preferences, values and norms
which are influenced by historical, societal and cultural backgrounds. Not surprisingly, there are differing
preferences, values and norms across geographic areas and populations, resulting in differences between
the acceptaHility of different biometric technologies.

Some biometric technologies require physical contact (for example, with a fingerprint capture d
is no differept from the use of a keypad to enter a PIN. Some require a light to shing‘into th
images). Butjmany technologies are very non-intrusive, such as face recognition and ipis scans.
there are some cultures where it is objectionable to display a face to a camera. Thus, a range
technologied will need to be employed if all preferences, values and norms are to be accommod

It can be argued (see Reference [3]) that a physical body is not identical.tg.the individual tha
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12.6 Integrity of biometric data

Given that rights and authorization can be afforded or denied an individual in decision making processes
following the assessment of biometric comparison results, it is critical for the operator of the biometric
system, decision makers and the individual concerned that the integrity of the biometric data is maintained
at all times. Decisions based on untrustworthy biometric data have the potential to deny individuals' rights
and authorizations and lead to unnecessary intrusions into their personal and private lives.

As discussed in 11.2, employing MAC algorithms or digital signature algorithms can achieve integrity of the
biometric data.
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12.7 Irreversibility of biometric data

It is possible that an observer of the biometric information, particularly raw biometric information as can
be contained in a captured biometric sample, can interpret it to mean that an individual has certain medical
conditions or that the individual is of a particular ethnicity or religion. This is generally considered personal
and highly sensitive information.

When creating biometric templates from captured biometric samples for reference or comparison purposes,
feature extraction algorithms perform data reduction and redundancy removal. This increases the difficulty
of using the extracted features to obtain medical or racial data. These data minimization approaches seek to
mitigate the risk of information leakage from the biometric data. However, at least until 2007, no systematic
research has been carried out with respect to retaining additional information in templates and the extent
to which information, such as medlcal hlstory, can still be derived (see Reference [31]) It 1s known that
the knowledge—ofa 5 S € apith -t : idual allows
reconstruction of the 1nd1v1dual S face (see Reference [1D. Flngerprlnt mlnutla mformatlon can also be
reverse engipeered from templates and used to create artificial fingerprints (see Reference\[27]).

In recent tinjes, significant research has been directed to methods which make it computationdlly harder to
retrieve biorpetric features from the stored templates. Current methods to achieve‘this include:

— encryptjon using a key only known either by the operator of the system or by the data subject, or both,
prevent$ external observers having access to the biometric data;

— usingPl$andirreversible transforms to provide a means to prevent access to the biometric chpracteristics
of the dqta subject.

12.8 Unlinkability of biometric information

Using biomelric data for purposes other than that communicated to an individual at the time [of collection
presents vaifious risks for that individual. For example<the biometric data can be used to identify links in
information |held by various organizations that are ndtwithin the scope of the purpose for WIiCh the data
was originally collected. This can result in an individual being disadvantaged in some way. For example,
being denied credit on the basis of credit information obtained from financial institution data h¢ldings using
the biometric data as the linking mechanism.

To mitigate|risks to the individual from“~unauthorized linking attempts, various mechanisms can be
employed, either separately or in combination, including (see ISO/IEC 24745):

— encrypt]on of biometric references employing different, secret keys or mechanisms across fipplications;
— indepenflent Pls created from a biometric reference (diversification);

— logical dr physical separation of the enrolment data record and the corresponding biomettic reference
data recprd, or PLand AD components where RBRs are employed;

— the use|of intompatible feature extraction algorithms or biometric data exchange fomats across
applicatjons.

The strength of the unlinkability of biometric references that are derived from the same source can be
quantized.[64]

13 Overview of biometric standardisation

13.1 Standards development organizations

There are a number of standards development organizations (SDOs) developing biometric standards. Most
are private sector organizations. There are presently around 200 biometric standards published or under
development. Almost all of these biometric standards have been developed, revised, amended, or corrected
as aresult of innovation, and feedback from testing and implementation over the last twenty years.
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Details of technical committees (ISO/IEC or other) currently developing standards for biometrics are listed
in Tables 1 to 10.

Clause 13.2 provides a representative snapshot of the types of biometric standards available and the
SDOs involved. These standards are periodically reviewed and either reaffirmed, revised, or withdrawn.
Moreover, amendments or corrections can occur at any time. Refer to the relevant SDOs for the latest status
of these standards.

13.2 Types of biometric standards

13.2.1 Biometric data interchange format standards

The documents listed in Table 1 specify the common content, meaning, and representation of biometric data
formats of bjfometric modalities (e.g. fingerprint, iris, face, DNA).

This list of ptandards is current at the time of the publication of this standard. Additionally, users are
encouraged fo utilize the online browsing platform (https://www.iso.org/obp/ui) for cufrent|information
about ISO/IHC documents.

Table 1 — Example standards: Biometric and data interchange formats

Published and under development SDO/Comipittee
ISO/IEC 19794, Information technology — Biometric data interchange formats ISO/IEC
Part 1: Framework (JTC1/SC 37)

Part 2: Finger minutiae data

Part 3: Figger pattern spectral data
Part 4: Finger image data

Part 5: Fare image data

Part 6: Iris image data

Part 7: Signature/sign time series data
Part 8: Finger pattern skeletal data
Part 9: Vascular image data

Part 10: Hand geometry silhouette data
Part 11: Signature/sign processed dynamic data
Part 13: Vpice data

Part 14: DNA data

Part 15: Palm crease image data

ISO/IEC 39794, Information technology*= Extensible biometric data interchange formats ISO/IEC (JTC 1/SC 37)
Part 1: Framework
Part 2: Finger minutiae data
Part 4: Finger image data
Part 5: Fage image data
Part 6: Iris image data
Part 9: Vajscular image data
Part 16: Full body-image data
Part 17: Gpitimayge sequence data

ANSI/NIST-I'TLMY Data Format for the Interchange of Fingerprint, Facial & Other Biometric  [ANSI NISTKITL)
Information

The ISO/IEC 19794 series specifies the first and second generations of internationally standardized
biometric data interchange formats. The first generation has been adopted widely, e.g. for biometric data
stored in machine-readable travel documents. The ISO/IEC 39794 series specifies the third generation of
standard biometric data interchange formats capable of being extended with additional data elements in a
defined way.

The following documents remain valid until January 2040, along with the latest editions of these documents:
— ISO/IEC 19794-4:2005;
— ISO/IEC 19794-5:2005;
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19794-6:2005;
19794-7:2007;
19794-8:2006;
19794-9:2007.

However, it is recommended that new fingerprint, face, iris and signature and vascular recognition
deployments should follow the latest editions of these standards.

13.2.2 Biometric technical interface standards

The documents listed in Table 2 specify interfaces and interactions between biometric components and sub-

systems, as
between sys

Using biomé
interchange
design or mg

tems.

nufacture.

well as the possible use of security mechanisms to protect stored data and data

tric data interchange format and biometric technical interface standards allg
and interoperability between biometric systems, which can include cdmponents

Table 2 — Example standards: Biometric technicakinterfaces

transferred

ws for data
of different

Published and under development

SDO / C

bmmittee

Part 4: CH

+ implementation

ISO/IEC 19784, Information technology — Biometric application programming.interface ISO/IEC (JTC 1/SC 37)
Part 1: BigAPI specification
Part 2: Bigmetric archive function provider interface
Part 4: Bipmetric sensor function provider interface
ISO/IEC 19785, Information technology — Common biometric exchange formats framework |ISO/IEC (JTC 1/SC 37)
Part 1: Ddta element specification
Part 2: Bigmetric registration authority
Part 3: Pdftron format specifications
Part 4: Sefurity block format specifications
ISO/IEC 24708, Information technology — Biometrics— BioAPI Interworking Protocol ISO/IEC (JTC 1/SC 37)
ISO/IEC 247Q9, Information technology — Confgrinance testing for the biometric application |ISO/IEC (JTC 1/SC 37)
programming interface (BioAPI)
Part 1: Mgthods and procedures
Part 2: Teft assertions for biometric sefvice providers
Part 3: Teft assertions for BioAPLframeworks
ISO/IEC 29164, Information techfiglogy — Biometrics — Embedded BioAPI ISO/IEC (JTC 1/SC 37)
ISO/IEC 301(6, Information technology — Object oriented BioAPI ISO/IEC (JTC 1/SC 37)
Part 1: Arfhitecture
Part 2: Java implementation
Part 3: C# implementation

13.2.3 Bior

Tetric conformmance testing stamdards

The documents listed in Table 3 specify the concepts, framework, test types, test methods, and criteria
required to test biometric products claiming conformance to biometric data interchange records or
biometric technical interfaces.
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Table 3 — Example standards: Biometric conformance testing

Published and under development SDO / Committee

ISO/IEC 18584, Information Technology — Test methods for on-card biometric comparison  |ISO/IEC (JTC 1/SC 17)
applications
ISO/IEC 24709, Information Technology — Conformance testing for the biometric application |ISO/IEC (JTC 1/SC 37)
programming interface (BioAPI)

Part 1: Methods and procedures

Part 2: Test assertions for biometric service providers

Part 3: Test assertions for BioAPI frameworks

ISO/IEC 29109,, Information Technology — Conformance testing methodology for biometric |ISO/IEC (JTC 1/SC 37)
data interchange formats defined in ISO/IEC 19794

Part 1: Generalized conformance testing methodology

Part 2: Finger minutiae data

Part 4: Finger image data

Part 5: Fare image data

Part 6: Iris image data

Part 7: Signature/sign time series data

Part 8: Finger pattern skeletal data

Part 9: Vajscular image data

Part 10: Hand geometry silhouette data

13.2.4 Biorpetric sample quality standards

The standar(ls listed in Table 4 specify the use and testing of im&ge quality metrics for a particylar modality
(e.g. face, irfs), which impacts the accuracy of a biometrieicomparison. Quality metrics aije useful for
understandipg and enhancing the performance of biometric fecognition systems.

Table 4 — Example standards: Biometric sample quality

Published and under development SDO / Committee

ISO/IEC 29794, Information Technology — Biometric.Sample quality ISO/IEC (JTC 1/SC 37)
Part 1: Framework
Part 4: Finger image data
Part 5: Fare image data
Part 6: Iris image data

ICAO TR, Portrait Quality (Reference Facial Images for MRTD) ICAO TAG/MRTD NTWG

Significant parts of this ICAO TR-are included in ISO/IEC 39794-5 as a normative annex. and
ISO/IEC (JTC1/SC17, &

ISO/IEC JTE 1/SC 37)

13.2.5 Biometric application profile standards

The standarnds’listed in Table 5 define conforming subsets or combinations of base standqrds used to
provide spegific’functions (e.g. enrolment, verification, identification). Profiles facilitate implementations
of the base standards (e.g. biometric data interchange format and biometric interface standards) for
defined applications. These profile standards define the functions of an application (e.g. physical access
control for employees at airports) and then specify use of options in the base standards to ensure biometric
interoperability.
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