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Foreword

ISO (the International Organization for Standardization) and IEC (the International E

lectrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees

established by the respective organization to deal with particular fields of technical activity.
technical committees collaborate in fields of mutual interest. Other international organizations,
and nam- it X : : : )

technology, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives

ISO and IEC
governmental
of information

Part 2.

The mjain task of the joint technical committee is to prepare International Standards. Draft International

Standdrds adopted by the joint technical committee are circulated to national bodies for voting.
an International Standard requires approval by at least 75 % of the national Bodies casting a vo{

Attentiopn is drawn to the possibility that some of the elements of this document may be the sy
rights. ]SO and IEC shall not be held responsible for identifying any.gr-all such patent rights.

ISO/IELC 24745 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Informatig
Subcommittee SC 27, IT Security techniques.

Publication as
e.

bject of patent

n technology,
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Introduction

As the Internet becomes a more pervasive part of daily life, various services are being provided via the

Internet, such as Internet banking, remote healthcare, etc. In order to provide these services in a

secure

manner, the need for authentication mechanisms between subjects and the service being provided becomes
even more critical. Some of the authentication mechanisms already developed include token based schemes,
personal identification and transaction numbers (PIN/TAN), digital signature schemes based on public key

Cryptosystems and-authenticatiorschemes uailly brometric tcuhlliquca.

Biometrics — [the automated recognition of individuals based on their behavioural and_(physid
characteristics|— has come of age, and includes recognition technologies based on fingerprintlimage
patterns, iris image, facial image, and the like. The cost of biometric techniques has been\decreasin
their reliabilitylhas been increasing, and both are now acceptable and viable for useas, an authen
mechanism.

Biometric authentication introduces a potential discrepancy between privacy and_authentication ass
On the one hand, biometric characteristics are ideally an unchanging property associated with and dis
an individual. This binding of the credential to the person provides strong assurance of authentication.
other hand, thig strong binding also underlies the privacy concerns surrounding the use of biometrics, s
unlawful procgssing of biometric data, and poses challenges to the security of biometric systems to

the compromise of biometric references. The usual solution to~the compromise of an authen
credential — tq change the password or issue a new token < is not generally available for bi
authentication |[pbecause biometric characteristics, being either intrinsic physiological properties or behg
traits of individuals, are difficult or impossible to change. At most another finger or eye could be enrol
the choices are usually limited. Therefore, appropriate.-gountermeasures to safeguard the securi
biometric systgm and the privacy of data subjects are essential.

Biometric systems usually bind a biometric reference with other personally identifiable information (|
authenticating|individuals. In this case, the binding is needed to assure the security of the data
containing biometric information. The increasing’linkage of biometric references with other PIl and the
of biometric infformation across legal jurisdictions make it extremely difficult for organizations to ass
protection of bfometric information and to achieve compliance with various privacy regulations.

logical
, voice
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lication
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Information technology — Security techniques — Biometric
information protection

1 CcOoOno
OpcC

This International Standard provides guidance for the protection of biometric informyation |lunder various
requirgments for confidentiality, integrity and renewability/revocability during storage and transfer. Additionally,
this Infernational Standard provides requirements and guidelines for the secure-and priyacy-compliant
management and processing of biometric information.
This Infernational Standard specifies the following:

lysis of the threats to and countermeasures inherent in a biomeétric and biometric system application
models;

— sepurity requirements for securely binding between a biometric reference and an identity reference;

— bigmetric system application models with different scenarios for the storage and comparispn of biometric
references; and

— guidance on the protection of an individual's,pfivacy during the processing of biometric information.

This Ipternational Standard does not incldde general management issues related to physical security,
environmental security and key management for cryptographic techniques.

2 Terms and definitions

For thg purposes of this doeument, the following terms and definitions apply.
21
authentication

procesp of establishing an understood level of confidence that a specific entity or claimed identiy is genuine

NOTE 1 Authentication includes the process of ascertaining an understood level of confidence of the tfuth of a claimed
identity pefore the entity can be registered and recognized in a domain.

NOTE 2  Although this definition is generic, its use within this International Standard is limited to the biometric
authentication of human subjects.

[ISO 19092:2008]

2.2

auxiliary data

AD

subject-dependent data that is part of a renewable biometric reference and may be required to reconstruct
pseudonymous identifiers during verification, or for verification in general

NOTE 1 If auxiliary data is part of a renewable biometric reference, it is not necessarily stored in the same place as the
corresponding pseudonymous identifiers.

© ISO/IEC 2011 — All rights reserved 1
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NOTE 2

NOTE 3

NOTE 4

EXAMPLE

Auxiliary data may contain data elements for diversification (i.e. diversification data).
Auxiliary data is not the element for comparison during biometric reference verification.

Auxiliary data are generated by the biometric system during enrolment.

Secret number encrypted by a key derived from a biometric sample using a helper data approac

commitment scheme, or fuzzy vault. See Annex D, Table D.1 for concrete examples of Pl and AD.

2.3
biometric cha

racteristic

h, fuzzy

physiological or behavioural characteristic of an individual that can be detected and from which distinguishing,

repeatable bio

Mmatric faatiirac oan ha aviractad fartha niirnaca af ardamatad racaanitinn ~f indnid ialc
RetHEeFeatteS-6ahipe-Extratte a+oRe-puipoSe-oathiomate a+e 6o ghHioR-eHRahHaHatS

[ISO/IEC JTC

24

biometric data

biometric sam

1/SC 37 SD2 (v.11)]

ble, biometric feature, biometric model, biometric property, other description data for the

biometric chargcteristics, or aggregation of above data

[ISO/IEC JTC

2.5

1/SC 37 SD2 (v.11)]

biometric data subject

subject
individual who

2.6

be biometric reference is within the biometric system

biometric feafure

numbers or lal
[ISO/IEC JTC

2.7

biometric infg
right to contro
information thr

2.8
biometric mo
stored function

NOTE
comparison sco

els extracted from biometric samples and used for comparison
1/SC 37 SD2 (v.11)]
rmation privacy

the collection, transfer, use, storage, archiving, disposal and renewal of one's own bi
pughout its lifecycle

el
(dependent @n the biometric data subject) generated from a biometric feature or feature

Conmparison-applies the stored function to the biometric features of a probe biometric sample tg

e.

priginal

bmetric

give a

EXAMPLE

Examptes—of stored—furctions—imclodeHiddermvtarkov—vtodets;,—GaussiamMixture—viodets—or

Neural Networks.

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

2.9

biometric property
descriptive attributes of the biometric data subject estimated or derived from the biometric sample by
automated means

EXAMPLE

Artificial

Fingerprints can be classified by the biometric properties of ridge-flow (i.e. arch, whorl, and loop types);
face images can be used for estimating age or gender.

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

© ISO/IEC 2011 — All rights

reserved
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2.10

biometric reference

BR

one or more stored biometric samples, biometric templates or biometric models attributed to a biometric data
subject and used for comparison

NOTE A biometric reference that can be renewed is referred to as a renewable biometric reference.

EXAMPLE Face image on a passport; fingerprint minutiae template on a National ID card; Gaussian Mixture Model,
for speaker recognition, in a database.

[ISO/IEC JTC 1/SC 37 SD2 (v.11)]

2.1
biometric sample
analog| or digital representation of biometric characteristics obtained from a biometrie capfure device or
biometfic capture subsystem prior to biometric feature extraction

[ISO/IHC JTC 1/SC 37 SD2 (v.11)]

212
biometric system
system for the purpose of the automated recognition of individuals based on their bghavioural and
physiological characteristics

213
biometric template
set of gtored biometric features comparable directly to probe biometric features

214
claim
assertipn of identity

215
claimant
individgial making a claim of identity.

NOTE Claims can be verified in a number of ways, some of which may be based on biometrics.

2.16
commpn identifier
identifier for correlating identity references and biometric references in physically or logically separated
databapes

217
diversffication
deliberate creation of multiple, independent, fransformed biomefric references from one or more biometric
samples obtained from one data subject for the purposes of security and privacy enhancement

218

identification

(biometrics) process of performing a biometric search against an enrolment database to find and return the
identity reference attributable to a single individual

219
identifier
one or more attributes that uniquely characterize an entity in a specific domain

EXAMPLES The name of a club with a club-membership number, a health insurance card number together with the
name of the insurance company, an IP address, and a universal unique identifier.

© ISO/IEC 2011 — All rights reserved 3
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2.20
identity

set of properties or characteristics of an entity that can be used to describe its state, appearance or other

qualities

2.21

identity mana
IdMS

system control

2.22

gement system

ling entity identity information throughout the information lifecycle in one domain

identity reference

IR
non-biometric
of the entity in

2.23
irreversibility

httribute that is an identifier with a value that remains the same for the duration of the_ex
a domain

property of a fransform that creates a biometric reference from a biometric sample(s) or features su

knowledge of
generating bio

2.24

the transformed biometric reference cannot be used to determine  any information ab
metric sample(s) or features

personally identifiable information

Pl

any informatio
— that identi
from whic

that is or 1

[ISO/IEC 2910

2.25

-

ies or can be used to identify, contact, or locate the person to whom such information pe
n identification or contact information of anjindividual person can be derived, or
nhight be directly or indirectly linked to.&natural person

D:—1)]

pseudonymodis identifier

Pl

part of a rene
by means of
auxiliary data

NOTE 1 Ap
sample, the orig

vable biometric reference that represents an individual or data subject within a certain
b protected identity that can be verified by means of a captured biometric sample 3
if any)

seudonymous identifier does not contain any information that allows retrieval of the original b
nal biometric features, or the true identity of its owner.

stence

ch that
but the

rtains,

Homain
nd the

ometric

pseudonymous identifier has no meaning outside the service domain

NOTE2 The
NOTE 3
identifier.

NOTE 4
NOTE5  See

A pseudonymous identifier is the element for comparison during biometric reference verification.

Annex D, Table D.1 for examples of Pl and AD.

1) To be published.

© ISO/IEC 2011 — All rights
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pseudonymous identifier encoder

PIE

system, process or algorithm that generates a renewable biometric reference consisting of a pseudonymous
identifier (PI) and possibly auxiliary data (AD) based on a biometric sample or biometric template

2.27

renewability
property of a transform or process to create multiple, independent transformed biometric references derived
from one or more biometric samples obtained from the same data subject and which can be used to recognize

the ind

ividual while not revealing information about the original reference

2.28

renewable biometric reference

revocaple or renewable identifier that represents an individual or data subject within~a_cert
means|of a protected binary identity (re)constructed from the captured biometric sample

NOTE A renewable biometric reference consists of a pseudonymous identifier and additional option
required for biometric verification or identification such as auxiliary data.

2.29

revocgbility

ability {o prevent future successful verification of a specific biometric-reference and the corresp
refererjce

NOTE Rejection of an entity may occur on the grounds of its appearance on a revocation list.

2.30

securg channel

commynication channel providing the confidentialityxand authenticity of exchanged messages
2.31

token

ain domain by

bl data elements

onding identity

physical device storing biometric reference and in some cases performing on-board biometric comparison

EXAMHAH

2.32

LES Smart card, USB membry stick or RFID chip in e-passport.

unlink

bility

proper{y of two or more-biometric references that they cannot be linked to each other or to the
which they were derived

2.33
verification
(biometrics). process of confirming a claim that an individual who is the subject of a biometric ¢

subject(s) from

apture process

is the qoufce of a claimed identity reference

3 Abbreviated terms

AD
AFIS
BR
BIR
Cl

Auxiliary Data

Automated Fingerprint Identification Systems
Biometric Reference

Biometric Information Record

Common Identifier

© ISO/IEC 2011 — All rights reserved
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OocCC On-Card Comparison

DBgr Database containing Biometric Reference
DBRr Database containing Identity Reference
IdMS Identity Management System

IR Identity Reference

MAC Message Authentication Code

PDA Personal Digital Assistant

PET Priyacy Enhancing Technology

Pl Pse@udonymous Identifier

PIC Psgudonymous Identifier Comparator
PIE Pse@udonymous Identifier Encoder

Pl Personally Identifiable Information

PIR Psg@udonymous Identifier Recoder

RBR Remewable Biometric Reference

RFID RaIio Frequency Identification

TTP Trusted Third Party

USB Universal Serial Bus

uuiD Uniyersal Unique Identifier

An farrow represents either a simpletinformation flow of data x or initiation of an interactive grotocol
— whose exchanged data may depend on the whole or a part of x.

NOTE 1x may be encrypted when a“secure messaging system such as ISO/IEC 7816-4 is used.
NOTE 2The interactive protocdhmay not transfer any information on x when, for example, a zero-knowledge technigue is
usefl.

4 Biometric systems

4.1 Introduction to'biometric systems

walking) characteristics.

Physiological characteristics include but are not limited to:

— fingerprint,

— face,

— iris,

— hand geometry,
— hand/finger vein,

— retina,

6 © ISO/IEC 2011 — All rights reserved
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— DNA, and

Im print,

and behavioural characteristics include but are not limited to:

— signature,

— ga
— VO

it, and

ice.

The following are desirable properties of biometric characteristics that lead to good subject discrimination and
reliable recognition performance [4]:

— un
— un

versality: Every individual should have the characteristic;

queness: Every individual should have a distinguishable characteristic;

— collectability: The characteristics should be easily collected from the subjects;-and

— ref

redognition of the subject.

From 3

— pe
— ac

cir
For ve
compa

an im3

[formance, which mainly refers to the success rate in recognizing individuals;

pof resistance, which indicates how difficult it is\to use a replica of the biometric ¢
cumvent the biometric system.

rison against stored biometric reference(s). The biometric reference could be a biometri

derived from the image) or it could be a biometric model composed from the features.

manence: The characteristics should not show variance with time, e.g. variance-over timg;

eatability: The characteristics should be sufficiently distinct and repeatable to achig¢ve successful

n application point of view, the following additional properties should also be taken into account:

ceptability, which represents the level of willingness by the subject to use the biometric system; and

haracteristic to

[ifying and/or identifying an individual a biometric system processes one or more prolbe samples for

c sample (e.g.,

ge representing the biometric charagteristic) or a set of biometric features (i.e., a tgmplate that is

haracteristic is

Specifically, physiological biometric-characteristics are very difficult to alter, so their compromise can have
permanent consequences for thelindividual in applications in which immutability of the ¢
assumed.

© ISO/IEC 2011 — All rights reserved
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4.2 Biometric system operations

Data Storage

. . Subsystem
Il’llel dual Identity Reference
Identity Claii DBg
S identity Registration - T e
R BB ‘11 (R aim - - 'de”‘g{s Heference ~~
Quest
Associationy BRCIalm - COI’I’IDal"lSOl’l N
Subsystem 2%
E Comparison —
— Biometric v Ns e0131on\ \
Reference T I Comparison H'bSYSteHl \
al.a Ca tulU A QIghnl i : ]
sys}‘Eem “eef  fu..Processing’ Biometric v < !
Biometric Subsyste | Features I I
Reference . Match? Cand|date’?l
Pfesentation - ’ I
Reference \ ~ I
- Creation Threshold I—
= Biometric A A/
Characteristics Biometric = Match/ .
Features & Non- (Candidate
match . ‘ List)
Quality Control
Feature Extraction
Segmentation Verified? Identified?
A\ %4 /
Decision
Policy |
18 ¥
Verification Identification
Captured Outcome Outcome

Biometric
Sample

Enrolment
Verification
— = — — ldentification

Figure 1 — Conceptual structure of a biometric system

The overall of
original one gi

The biometric

eration of a biometric system is depicted in Figure 1, which is an expanded version
en in ISO/IEC SC37 SD11 [18], to highlight the processing of the identity reference.

ystem usually consists of five'subsystems.

of the

A biometric data capture subsystem, which contains biometric capture devices or sensors for caollecting
signals from a biometric charagteristic and converting them into a biometric sample such as a fingerprint
image, facjal image or voice recording.

A signal processing subsystem, which extracts biometric features from a biometric sample with th¢ intent
of outputting numbersor labels which can be compared with those extracted from other biometric samples.
Here, the biometric:feature extracted in the enrolment process is stored in the data storage subsygtem as
a biometrig¢ reference for the identification and verification process.

A data storage subsystem, which serves primarily as an enrolment database where the linking of the
enrolled biometric references to the identity reference occurs. The data may contain biometric data and
also non-biometric data such as the identity reference related to the subject. In practice, DBjr and DBgr
are often logically or physically separated for reasons of security and privacy concerns. A more detailed
description of binding DBr with DBgr is given in Annex A.

A comparison subsystem, which determines the similarity between captured biometric samples (or derived
features) and stored biometric references. In the case of the one-to-one comparison used in the
verification process, a captured biometric sample is compared with a stored biometric reference from a
biometric data subject to produce a comparison score. However, in the one-to-many comparison used in
the identification process, an extracted feature of a biometric data subject is compared against a set of
biometric references of more than one biometric data subject to return a set of comparison scores.

© ISO/IEC 2011 — All rights reserved
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— A decision subsystem, which determines whether the captured biometric sample and the biometric

reference have the same source (biometric subject), based on a comparison score(s) and a decision
policy (or policies) including a threshold. In the case of the verification process, the biometric data subject
may be accepted or rejected according to the comparison score. In the case of identification, a list of
candidate identities that meet the decision policy is presented.

In essence, a biometric system involves three main functional processes:

— Enrolment process: creating and storing an enrolment data record for an individual who is the subject of a

biometric capture process in accordance with the enrolment policy. The subject usually presents his/her
biometric characteristics to a sensor along with his/her identity reference. The captured biometric sample
is processed to extract the features which are enrolled as a reference in the enrolment database with the

idgntity reference.

— ldgntification process: searching the enrolment database against the captured and“\extrs
fedtures to return a candidate list. The candidate list consists of individuals whosg.referen
thg feature in the comparison subsystems and have a similarity score value higher tha
threshold value.

— Veification process: testing a claim that an individual who is the subject ef a biometric cap
the source of a specified biometric reference. The subject presents _his/Her identity referenc
idgntity and also their biometric characteristic(s) to the capturing device, which acqu
sample(s) to be used for comparison with the biometric reference’ linked to the identity re
clajmed identity.

The verification process has a possibility of impacting on the\subject's information privacy sing
requires both biometric reference and identity reference. The‘identification process requires exh
of the |enrolment database. So, this also has a possibility of impacting on the subject's ph
Verification is generally considered to be less privacy ‘intrusive than identification.

cted biometric
ces match with
h a predefined

fure process is
e for a claim of
ires biometric
ference for the

e this process
austive search
ysical privacy.

The fije abovementioned subsystems represent.the technical and functional blocks that capture, process,

store, compare, and decide on the processing-of biometric data. In addition, other functional s
be inclyded [7].

Ibsystems can

— A feference-adaptation subsystenr, which modifies a reference using a new biometric feature, extracted

from a successful verification\or identification process. Adaptation is generally employe
systems to reflect external factors and to minimize their effects on the recognition rate.
bd for attenuating the'\potential effects of reference aging. Unsupervised adaptation can

i by biometric
t may also be
be performed

pon when the
entity. Since a
f a reference-
ric system.

f the biometric

Syste accordance—with the relevan
requirements. lllustrative examples include:

- provision of privacy relevant information to the subject during biometric processing;

- storage and formatting of the biometric references and/or biometric interchange data;

o

and privacy

- making of decisions on encryption and digital signature mechanisms for confidentiality and integrity

of Pll including biometric data;

- analysis of the vulnerabilities of and security attacks against the overall biometric system and

implementation of proper countermeasures;

- provisions of the final arbitration on output from decisions and/or scores;
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- setting of threshold values for the decision subsystem;

- control of the operational environment and non-biometric data storage; and

- provisions of appropriate safeguards for the subject's privacy.

4.3 Biometric references and identity references

A person has one identifier in any particular domain but may have several identity references to identify that
person within that domain. Each identity reference is an attribute, or combination of attributes, of the identity of

an entity that uniquely identifies that entity in a particular domain. An identity reference can also be a
combination of attributes of the person.

A biometric reference is one of many attributes belonging to a person that can be used to recognigze that
person within|a domain. This International Standard classifies identity attributes into nonsbiemetfic and
biometric oneg. For the sake of simplicity, the former is referred to as the identity reference (IR).-and thie latter
as the biometrjc reference (BR). Some examples, not a comprehensive or definitive list, of identity refgrences

and biometric feferences are depicted in Figure 2. Here, the surrounding box represents,the set of atfributes
that may be uged to identify an individual.

4.4 Biometri¢ systems and-identity management systems

. Name

. Social security number
. Driver license’s number
. etc

Identity.
reference

. Fingerprint image

. Face image

. Ordered set of fingerprint-minutiae
. etc

Biometric
reference

L~

Figure 2 — Identity references and biometric references

The identity mgnagement system (IdMS) has an important function in any domain to avoid identity conflicts or
ambiguities (for more ,details about IdMS, see ISO/IEC 24760-1). An authentication system requires an
accurate identfficationnand verification process, within a well-defined domain, and a defined relationship with
registration anfd enrolment processes which could be in that same domain or called in from another domain.
When biometricslis Used to provide an authentication service, the IdMS may request authentication fjom the

biometric systam-(a-in-Figure-3}-and-the biometric-system may provide-the-authenticationresult to-the lIMS (b

in Figure 3).

10
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[dMS

a) request authentication b) authentication result

Biometric System

[ |
( J

Figure 3 — Biometric system as an authentication service provider for IdMS

45P

Some piometric systems use biometric samples such as facial images ‘in.€-passports to dired
person| and others use biometric features such as the minutiae points of a fingerprint and
coefficlents of a face to indirectly identify the person bound with the‘identity reference. This abili
link bigmetric data to the subject makes biometric references PII.

rsonally identifiable information and universal unique identifiers

Due to|their distinctiveness, biometric references have the potential to be used as a unique uni
(UUID). A UUID is an identity reference which can be“used to link personal information

databalses, thereby resulting in a potential threat toyprivacy. As such, significant concer
expresped about using a biometric reference as a UUID. Unless there is a clearly demonstrated
biometfic references should not be used as a univéersal unique identifier.

The UUID becomes a potential risk to privacy in that an individual can be monitored and
databases containing the corresponding Rll. When the biometric reference or its binding w

tly identify the
the eigenface
ty to be able to

ersal identifier
ACross various
hs have been
need to do so,

racked across
th the identity

refererce is used, it could be classifiedxas personally identifiable information that may be very important to the

individ
consid
Cross-g
Stand4

al depending on the specifiec domain [5]. If UUID databases of biometric data
pration should given to a design that meets requirements for revocability and renewabili
omparison, for example,~though the use of diversified references as described in th
rd.

4.6 Sqcietal considerations

The application~of biometric systems always has a societal dimension, aspects of which may

bre  employed,
ty to limit such
s International

be codified in

legal r
person

bquirements regarding the operation of such systems (such as those relating to th

|

ahdata), while other aspects such as acceptability by subjects using these systems are|very desirable

protection of

and wi
ethnic and cultural factors, as well as by individual psychological traits.

I"confribute To good system performance. The accepfability of a system may be influenced by religious,

In all deployments of biometric systems those persons and organisations responsible for their operation
should recognise that protection of the biometric data by appropriate security mechanisms is necessary to

satisfy the legal requirements (for personal data protection), as well as to contribute to their
society and individuals.

© ISO/IEC 2011 — All rights reserved
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In a similar way, designers and operators of systems using biometrics should ensure that legal obligations and
good practice are observed in relation to the following:

— health and

safety;

— accessibility, which ensures that systems are usable with a low physical and cognitive effort by as wide a

population

as possible, especially for physically or mentally incapacitated subjects; and

— usability, which delivers systems that are effective, efficient and satisfying in use.

A more extended discussion of the societal and cross-jurisdictional considerations in commercial applications

is to be found i

n ISO/IEC TR 24714-1 [19].

5 Securit

5.1 Security

5.1.1 Confidgntiality

Confidentiality

systems, a bipmetric reference stored in a biometric reference database during the enrolment pro

transmitted to
the biometric

identity information may be revealed. Unauthorized disclosure of datalmay cause critical privacy threat

biometrics are
access control

) aspects of a biometric system

requirements for biometric systems to protect biometric information

is the property that protects information against unauthorized access’or disclosure. In bi

B comparison subsystem during the verification and identification process. During this p
eference may be accessed by unauthorized entities and.'may be read or the bindin

sensitive. The confidentiality of stored and transmitted biometric data can be obtaing
mechanisms and various forms of encryption techniques.

NOTE \%

ddta. For more detailed information, see Annex B.1.

5.1.2 Integrit

Integrity is the|property of safeguarding the accuracy and completeness of assets. The integrity of a bi

reference is ¢
process is de
captured and
untrustworthy.
reasons:

accidental

accidental
an authori:

modificatid

rious forms of encryption algorithms, with a symmetric or asymmetric cipher, can be used for providing confide

itical to the assurance of overall*biometric system security. The integrity of the authen
pendent on the integrity of.the biometric reference. If either the biometric reference
extracted biometric feature is untrustworthy, the resulting authentication will a
Untrustworthy biometric. references or samples could occur for one or more of the fg

corruption due.to-a malfunction in hardware or software;

or intentional modification of a bona fide biometric reference by an authorized entity (i.e
red enrolee or a system owner), without intervention of an attacker;

bmetric
Cess is
rocess,
y to its
S since
d from

htiality of

bmetric
lication
or the
so be
llowing

, either

n\(including substitution) of a biometric reference of an authorized enrolee by an attacker;

’

Biometric systems shall employ effective data integrity protection. This could be realized through access
control mechanisms preventing unauthorized access to biometric data or by integrity checking using
cryptographic techniques. Integrity protection may need to be combined with other techniques (such as time
stamping) to protect against the reuse of stolen biometric data and replay attacks.

NOTE 1

integrity. For more detailed information, see Annex B.2.

NOTE 2

Various techniques, such as Message Authentication Code (MAC) or digital signature, can be used to provide data

Certain situations require both confidentiality and integrity. If both confidentiality and integrity protection are required, one

possibility is to use both encryption and a MAC or digital signature. Another possibility is to use authenticated encryption
as standardised in ISO/IEC 19772 [16].

NOTE 3

When a smart card is used for biometric reference storage and/or comparison (Clause 8, Models B, E, F, G and H),

Secure Messaging mechanisms according to ISO/IEC 7816-4 [30] should be used for biometric data integrity and /or
confidentiality.
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5.1.3 Renewability and revocability

A major security and privacy concern for biometric systems relates to the compromise of biometric references.
A variety of threats can compromise a biometric reference. For example, an attacker may unlawfully obtain a
token containing a biometric reference, or may try to gain unauthorized access by means of a fake or spoofed
biometric through a false accept. In case of compromise, revocation is required to prevent the attacker from
future (or continued) unauthorized access. Alternatively, a database security breach may result in
unauthorized exposure of biometric references and other personal data. In case of such compromise of
biometric references, there is a strong need to revoke the compromised references, and to associate the
legitimate data subject with a new biometric reference. It should be noted that revocation and renewal of the
biometric reference do not imply renewal of the biometric characteristics of the data subject. Renewability and
revocability only provide the means to resolve compromised biometric references, and not for compromised
biometfic characteristics.

A biometric reference may need to be changed for a variety of reasons besides compromise. fFor example, a
biometfic reference may only be valid for a specific period of time (in a manner similar'to passwords). If a
biometfic reference is still required at the end of that time period, the reference mayxbe renewed, or revoked
and replaced.

5.2 Security threats and countermeasures in biometric systems

5.2.1 Threats and countermeasures against biometric system.components
Threat$ against the components of a biometric system are surimarized in Table 1 [8].

Table 1 — Threats and countermeasures of biometric subsystems

Threats Countermeasures
Data Capture Sensor spoofing — Liveness detection
Capture/replay.\‘of signals from [ — Multimodal biometric
sensor — Challenge/response
Signal Processing Unauthorized manipulation of data | — Use trusted algorithm
during processing
Comparison Manipulation of  comparison | — Secure server and/or client
scores — Trusted OCC
Stgrage
Database compromise
— Unauthorized disclosure of | — Revocable and renewablg¢ biometric
BR/IR references
— Unauthorized replacement of | — Data separation
BRI/IR ' o — Database access control
— glr%?ll,ll?thonzed modification of | __ Sign BR/RBR/IR
_ Unauthorized  deletion of | EneryPtBR/RBRIR
BR/IR
Decision Hill climbing attack — Secure channel
— Hide comparison score from subject
Threshold manipulation — Access control to threshold setting
— Threshold value protection
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NOTE 1

NOTE 2

NOTE 3

For the secure evaluation and certification of the modular components of the biometric systems, refer to ISO/IEC 19792
for additional information.

The implementation of the Comparison and Decision components in a certified single module constitutes an effective
countermeasure against threats of comparison score manipulation. Here, additional countermeasure of hiding comparison
score from subject is required to prevent a hill climbing attack

The threat of component replacement is applicable for all subsystems. Against this threat, using inventory control
involving digitally signed components can be an effective countermeasure.

Brief descriptions of the aforementioned threats and countermeasures are provided below for clarification.

— Sensor spoofing means the presentation of artificial and thus non-live biometric characteristics. One

4 £ + IH ol i I | HH £ Jos- bl la + H
countermeastreto-sensor-spoofingistivenessdetectionbased-onrecognitiorrof-a—subject'sphysiglogical

activities afs signs of life or the detection and rejection of known artefact types.

— Componernt replacement involves the substitution of the components (e.g., comparison’or decision

subsystem) of the biometric system so as to control it and obtain a desired output.

— Hill climbihg is the systematic modification of the biometric sample to obtain| progressively|higher

comparisoh scores until the decision threshold has been met.

— Threshold|manipulation is changing the threshold value of the decision subsystem such that the bipmetric

system eagily accepts an illegitimate biometric sample.

— Revocablg and renewable biometric references are created by, means of diversification for different
applicatiorfs, organisations or companies, but are associated with'the same subject. Subjects mgy have

multiple RBRs.

— Data separation refers to the security countermeasure of logically or physically separating individual data
elements (e.g. partly on a token and partly in a database, see also Clause 7.2). Data separation [can be

applied to fata elements such as IR, BR, Pl and AD.

5.2.2 Threats|and countermeasures during the transmission of biometric information

The communidation channels between the'various components of the biometrics system can be comprpmised,
jeopardizing thie security of the overall'system. This risk is especially relevant for distributed architecturgs. The
occurrences of data transmission.are'shown in Figure 4 and summarized in Table 2. In Table 2, if a network
intervenes betiveen comparison‘and decision subsystems, the threats and their countermeasures for 1, T2,

and T3 are alsp applicable for T4.

Data
— Storage
Lr_‘/ Subsystem
Data l Signal l ) —
Capture |:> Processing :> Comparison Decision
Subsystem Subsystem Subsystem Subsystem

14

Figure 4 — Threats in the biometric system
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Table 2 — Threats and countermeasures during transmission

Data Threats Countermeasures
Data Capture - Signal Biometric Eavesdropping
Processing (T1) sample and — Encrypted/secure channel
feature
Repl
eplay — Challenge/response
Signal Processing - Brute Force
— Time out policy
Comparison (T2)
Stgrage - Comparison Biometric Eavesdropping |
T reference — Encrypted/secure chgnnel
Repl
eplay — Challenge/response
Man in the middle
— EnCrypted /secure channel
-—\\Integrity check of biometric data
with digital signature pr MAC
Hill climbin
i ¢limbing — Coarse scores
— Secure channel
Comparison - Decision Comparison Comiparison score S h |
(T4) score manipulation —— ecure channe

NOTE The implementation of the Comparison‘and Decision components in a certified single module constitutefs an effective

countermeasure against manipulation of comparison score threats.

Brief dgscriptions of the aforementiongd threats are provided below for clarification.

— Ealesdropping is the interception of sensitive information during its transmission between pomponents of
thg biometric system;

— M4gn-in-the-middle.attacks are attacks in which an attacker can read, insert and modify the|biometric data
communicated.between two parties without either party knowing that the established |link has been
compromised)

The lis} of Countermeasures in Table 2 is not comprehensive. A risk analysis should be performed to identify

threats| indthe context of the application. Appropriate countermeasures should be put in place which can
includ i ; i ot he managerial
aspect of protecting biometric systems see ITU-T X.1086 [1], ISO 19092:2008 [2], and ISO/IEC 19792 [43].

5.2.3 Renewable biometric references as countermeasure technology

Renewability of biometric references is a countermeasure against storage and transmission threats. In order
to permit the revocation or renewal of biometric references, the biometric reference creation process should
support the process of diversification. Diversification involves the generation of multiple, independent
references from the same biometric characteristics that can be used to renew a biometric reference or to
provide independent references across different applications. The diversification process should be
irreversible. The transformed biometric references should not be uniquely linkable.

To facilitate a common vocabulary for the implementation of renewable biometric references (RBRs) through a
diversification process, and to outline the architectural aspects of renewable biometric references and the
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diversification process in a technology-neutral manner, the concept of pseudonymous identifiers is used in this
International Standard. In the approach described in this International Standard, renewable biometric
references consist of two data elements: a pseudonymous identifier (Pl) and corresponding auxiliary data
(AD). Both data elements are generated during enrolment and must both be stored because both elements
are required during a verification or identification process.

An overview of the architectural aspects of renewable biometric references is provided in Figure 5. An arrow in
the figure represents a flow of information. During enrolment, a feature extraction stage generates biometric
feature data from the captured biometric sample. Subsequently, a pseudonymous identifier encoder (PIE)
generates a renewable biometric reference consisting of a pseudonymous identifier (Pl) and auxiliary data
(AD). When the RBR is generated, the captured biometric sample and the extracted features can be securely
disposed of. The RBR is stored on a suitable storage medium (e.g., a (smart)card or electronic database). Pl

and AD may bF@ﬁﬁ@Wy icaly icalty .
During verification, a feature extraction stage processes the probe biometric sample. Subsequgntly, a

pseudonymous identifier recoder (PIR) constructs a pseudonymous identifier (PI*) based on-'the pfovided
auxiliary data|and the extracted features. Subsequently, the comparison subsystem compares [the PI
generated during enrolment and PI* and returns a similarity score representing the similarity. between|Pl and
PI*. A more extensive overview of the pseudonymous identifier creation and verification process, as well as its
lifecycle, is prgvided in Annex C.

Enrolment Storage Verification
Signal processing Comparison Signal precessing
Subsystem RBR Subsystem Subsystem
Captured
Caplured PI&e—=—= PI PI* Biometric
i i Pseudonymous - Pseudonymous
Biorpetric r><T1 (-‘ID-I Identifier - Identifier Q ? Probe
Sample. S Encoder Recoder 39 < Sample
cLE Q£
S (PIE) AD AD (PIR) oo

v : v

Discard Discard
PI: Pseudonymous Identifier.

AD: Auxiliary Data

PIC: Pseudonymous Identifier Comparator

Figure 5 —)Architecture for renewable biometric references
5.3 Security jof data records containing biometric information

5.3.1 Security forlbiometric information processing in a single database

A logical concatematiomof am idemntity Teference (1R with—a biometric Teference (BR) 15 Tequiredto perform
biometric authentication operations as shown in Figure 1. There are a number of applicable scenarios that can
be used to describe the security of this binding, depending on the data records (e.g., identity reference,
biometric reference, etc.) being stored. These scenarios, showing the data element combinations, as well as
outlining the associated security properties, are listed below.

— Scenario 1: Raw IR and Raw BR are stored. Neither confidentiality nor integrity is provided for both IR
and BR. Renewability and revocability are not provided.

— Scenario 2: Raw IR and encrypted BR are stored. Neither confidentiality nor integrity is provided on IR.

Confidentiality on BR is provided. A weak form of integrity may be provided on BR depending on the mode
of operation of encryption. Renewability and revocability are not provided.
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Scenario 3: Raw IR and authenticated BR are stored. Only integrity of BR is provided.

Scenario 4: Raw IR and authenticated-encrypted form of BR are stored. Both confidentiality and integrity

are provided on BR.

Scenario 5: Encrypted IR and raw BR are stored. Confidentiality on IR is provided. A
integrity may be provided on IR depending on the mode of operation of encryption.

Scenario 6: Authenticated IR and raw BR are stored. Only integrity of IR is provided.

weak form of

Scenario 7: Authenticated-encrypted form of IR and raw BR are stored. Confidentiality and integrity are

provided only on IR

Scenario 8: Raw IR and raw BR are encrypted and then stored. Confidentiality op-beth

IR and BR is

prqvided. A weak form of integrity may be provided on both IR and BR depending on the mode of

opegration of encryption.

Scenario 9: Raw IR and raw BR are authenticated and then stored. Integrity on both
prqvided.

Scenario 10: Authenticated-encrypted forms of IR and BR are stered. Confidentiality arn
prqvided on both IR and BR.

Scenario 11: Raw IR and authenticated BR are encrypted and then stored. Confidentiality
both IR and BR. Integrity is provided on BR. A weak form-0f integrity may be provided on IR
thg mode of operation of encryption.

Scenario 12: Raw IR and encrypted BR are authéenticated and then stored. Integrity is pr
IR gnd BR. Confidentiality is provided on BR only:

Scenario 13: Authenticated IR and raw BR"are encrypted and then stored. Confidentiality
both IR and BR. Integrity is provided on\IR. A weak form of integrity may be provided on BR
mdde of operation of the underlying cryptographic algorithm.

Scenario 14: Encrypted IR and'raw BR are authenticated and then stored. Integrity is provi
ang BR. Confidentiality is pravided on IR only.

Scenario 15: Raw IR-and diversified BR are stored. Renewability and revocability are prov
we]l as limited confidentiality and integrity on BR.

Scenario 16:Raw IR and diversified BR are authenticated and then stored. Integrity on bot
prqvided. Renewability and revocability on BR are also provided.

IR and BR is

d integrity are

is provided on
depending on

bvided on both

is provided on
depending on

ded on both IR

ded on BR, as

h IR and BR is

Integrity and

n BR.

Scenario 18: Raw IR and diversified BR are encrypted and then stored. Confidentiality on both IR and BR
is provided. A weak form of integrity may be provided on both IR and BR depending on the mode of
operation. Renewability and revocability are provided on BR.

Scenario 19: Raw IR and encrypted, diversified BR are authenticated and then stored. Integrity is
provided on both IR and BR. Confidentiality, renewability and revocability are provided on BR only.

The described scenarios and related security considerations are summarized in Table 3.

© ISO/IEC 2011 — All rights reserved

17


https://iecnorm.com/api/?name=d17ca3c17248a7aac8f71089f20994ab

ISO/IEC 24745:2011(E)

Table 3 — Confidentiality, integrity and renewability for the data records stored in a single database

(Enc'd: encrypted, Aut'd: authenticated, AuE'd: authenticated-encrypted, Div'd: diversified,
O: requirement, A: weak requirement)

Scenario Security Requirements
Confidentiality Integrity Renewability Countermeasures
IR BR IR BR BR

2 0] A Raw IR and Enc'd BR
3 o) Raw IR and Aut'd BR
4 o (0] Raw IR and AuE'd BR
5 o A Enc'd IR and Raw BR
6 o Aut'd IR and Raw BR
7 o o AUE'd IR and Raw BR
8 (0] 0] A A Enc'd(IR and BR)
9 o (o] Aut'd(IR and BR)
10 o (o) (o) (0] AuE'd(IR and BR)
11 o o A (o] Enc'd(IR and Aut'd BR)
12 o o o Aut'd(IR and Enc'd BR)
13 (o) (o) (o) A Enc'd(Aut'd IR and BR)
14 (o) o (o] Aut'd(Enc'd IR and BR)
15 (0] Raw IR and Div'd BR
16 A o (o] (0] Aut'd(IR and Div'd BR)
17 (0] o o (0] (0] AuE'd(IR and Div'd BR)
18 o o A A (0] Enc'd(IR and Div'd BR)
19 o o (0] (0] Aut'd(IR and Enc'd, Div'd BR)

ISO/IEC 19785 specifies the Common Biometric Exchange Format Framework (CBEFF) to promote
interoperability of biometric-based applications and systems by specifying a standard structure for biometric
information records (BIRs). In ISO/IEC 19785-4, the Security Block (SB) formats are specified to keep integrity
of BIRs and to encrypt/decrypt the biometric data in BIRs [3].
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5.3.2 Security for biometric information processing in separated databases

When storing IR and BR or RBR, it is recommended they be stored separately if privacy is required, because
the exposure of both items leads to more serious privacy compromise. Even if IR and BR are separated into
different storage areas, protection is not effective if they are controlled by the same operator. For the
separation to be effective, it should be controlled by different operators with their own cryptographic keys to
protect their DB contents. When IR and BR are separated, there shall be a means to link them. This is
achieved by a common identifier, Cl.

A similar argument holds for storage of RBRs in the form of Pl and AD. Physical or logical separation of Pl
and AD reduces privacy and security risks. Physical separation is desirable. If tokens are employed in a model
based on distributed storage, it is advisable to store the AD on the token and PI on the client or server. If

separated DBs with a common Cl are employed, the databases shall be conirolled by separaie

different cryptographic keys.

In Tabl
integrit
becom
illegally
if a leg
modifid
implem

e 4, scenarios employing separated databases are shown. The security requirements of
y and renewability/revocability remain the same. However, the impact,of<a privac
s smaller even if only one of IR and BR is exposed. If one DB is compromised and if
modified, the operators of two DBs should be able to detect it. Similarly, during the usa
timate DB operator with a correct key modifies its contents, the other DB should be ab
ation. For these cases, more secure binding is required:\NAnnex A provides
entations of a Common Identifier (ClI).

databases

O: requirement, A:xWweak requirement)

operators with

confidentiality,
y compromise
s contents are
ge of the DBs,
e to detect the
examples of

able 4 — Confidentiality, integrity and renewability for the data records stored in separated

(Enc'd: encrypted, Aut'd: authenticated, AuE'd: authenticated-encrypted, Cl: common idéntifier,

Security Requirements
Confidentiality Integrity Renewability CountermIeRasures for Countern??’el: sufes for
IR BR | IR | BR BR
(0] A Cl, Raw IR Cl, Enc'd BR
(0] Cl, Raw IR Cl, Aut'd BR
(o] (0] Cl, Raw IR Cl, AuE'd BR
o A Cl, Enc'd IR Cl, Raw BR
o Cl, Autd IR Cl, Raw BR
o o Cl, AuE'd IR Cl, Raw BR
o o A A GhEredHR——— CHEnre'dBR
o (o] Cl, Aut'd IR Cl, Aut'd BR
o (o] o (o] Cl, AuE'd IR Cl, AuE'd BR
o (o] A o Cl, Enc'd IR Cl, AuE'd BR
(0] o (0] Cl, Aut'd IR Cl, AuE'd BR
o (o] o A Cl, AuE'd IR Cl, Enc'd BR
o o (0] Cl, AuE'd IR Cl, Aut'd BR
A (0] CL PLIR Cl, AD
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Cl, :
A0 o o Autd PI, Autd IR Cl, Autd AD
o o o o o cl, Cl, AuE'd AD
AuE'd(P! and IR) ’
o | o |a| a o cl Cl, Enc'd AD
Enc'd(Pl and IR) ’
Cl, Cl,
o o o o o Aut'd(Enc'd Pl and IR) Aut'd(Enc'd AD)
6 Biometric information privacy management
6.1 Biometri¢ information privacy threats

Since biometri
issues at a hig

C data is Pll, ISO/IEC 29100, which is a general privacy framework addressing system $pecific
h level, should be applied. It is a general framework that addresses ofganizational, te¢hnical,

procedural andl regulatory aspects of privacy for IT systems which process and store personal information.

The use of bio

— Biometric
subject.

— Biometric
or intende
inferential

— Biometric
across diff

A more detailée)
given in ISO/IH

6.2 Biometri

6.2.1 Irreversibility

To prevent the

metric data involves several threats to privacy which must be addressed.

jata may be abused for purposes other than originally intended and consented to by the data

eferences may allow retrieval or analysis of properties/of the data subject that are not r¢quired
d for biometric identification and verification, such as the data subject's health status or
medical information and ethnic background.

eferences may be used to link subjects across different applications in the same datalpase or
brent databases. Privacy is related to th&unlinkability of the stored biometric reference.

d description of jurisdictional and societal considerations for commercial biometric applicption is
C TR 24714-1 [19].

c information privacy requirements and guidelines

use of biometric data for any purpose other than originally intended, biometric data shall be

processed by

removal, increasing the difficulty of using the extracted features to extract medical or ethnic data;

— encryption

irreversible transforms before storage. Irreversibility may be obtained using the fdllowing
at can‘be combined:

aducti hdancy

using a key only known by the operator of the system and/or data subject limits unauthorized

access to the biometric data;

— pseudonymous identifiers provide a means to limit access to the biometric characteristics of the data
subject by means of irreversible transforms. An overview of transforms that produce pseudonymous
identifiers is provided in Annex D, Table D.1.
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6.2.2 Unlinkability

The stored biometric references should not be linkable across applications or databases. Unlinkability can be
provided using various mechanisms that can be combined:

if the plain-text biometric references are linkable, encryption of biometric references employing different

(secret) keys or mechanisms across applications prevents linking of data subjects, provided that the
secret keys are managed appropriately to avoid collusion;

prevent linking of data subjects;

independent and unlinkable pseudonymous identifiers created through the process of diversification

lod
da

thg
ex

NOTE
6.2.3 ¢

To pro
referen

da

ical or physical separation of IR and BR, or Pl and AD in case of RBRs, prevents acce
a records;

use of different biometric modalities, incompatible feature extraction algérithms or
thange formats across applications prevents linking of data subjects.

The use of different biometric modalities, incompatible feature extraction algorithms or data exchange fq
challenges for system interoperability.

Confidentiality

ect biometric references against access by an unauthorized entity resulting in a privacy
ces shall be kept confidential. The following mechanism's can be employed to provide co

ce
ce
da

e
SYS

NOTE

>

6.3 Re

As PII,
and re
implem

6.4 Bi

a separation by storing (part of the) biometric references on a personal token or card ir
tralized databases is a countermeasure to redtice privacy risks resulting from a securit
tralized database (for example when anCadversary obtains illegitimate access to
abase and publishes its contents);

Cryption of biometric references using-a key only known to the operator of the identit
tem and/or data subject.

The use of a token to store biometric data does not guarantee confidentiality unless the data is logically|
protected from disclosure.

gulatory and policy requirements

the collection, transfer, use, storage and disposal of biometric reference is governed b
gulations, including privacy and data protection. All deployments of biometric techn
ented in accerdance with all applicable laws and regulations.

pmetric information lifecycle privacy management

5s to complete

biometric data

rmats may pose

risk, biometric
nfidentiality:

stead of using
breach of the
a centralized

management

and physically

y various laws
blogy shall be

6.4.1 Collection

Organizations shall obtain the consent of a subject prior to the collection of biometric information, unless
applicable laws and regulations define otherwise. When seeking the subject's consent, the organization

should

fully inform the subject of following (note that this list is not exhaustive):

the types and amount of biometric information to be captured,;

cannot be enrolled (failure to enrol);

the purpose of collection and the period of retention of the biometric information;
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— a description of how the captured biometric information will be processed in the biometric system; and

— information about the person responsible for managing the biometric information, which includes his/her
name, organization, position, contact information, etc.

Unauthorized collection of biometric information without regulatory justification has strong impacts on the
biometric information privacy of the individual. Even though an organization may have the subject's consent to
create biometric references, it should still only extract the minimum amount of biometric information necessary
to fulfil the intended purposes. This will lessen the impact of a compromise.

6.4.2 Transfer (disclosure of information to a third party)

When transferfring biometric information to other organizations, each party involved in processing| of the
biometric infofmation shall agree to be bound by contract or obligation to protect such infofmatign. The
transfer of biometric information shall only take place with the consent of the subject unless consent is jmplied
by the provision of a service requested by the subject, or if it is required by law.

the consent of the subject, the organization should provide the following’ (note that thig list is

presenting thg biometric information directly to the third party. Accordingly, the consent of the subject is
required, unlegs otherwise allowed by law. Cross-bordef’ transfers are especially common in operating
ms including border control and electronic passports, etc. For this reason, it is important that
more care is [taken with respect to the privacy .of;the transferred biometric information which mjight be
processed by & third party.

6.4.3 Use

Use refers to pccess, processing, or modification of biometric information within an organization. Bipmetric
information shiall only be used with' the consent of the subject, unless otherwise specified by law} If the
organization wants to use the Collected biometric information for purposes other than those already specified
to the subject| the organization shall obtain the consent of the subject, providing a full description| of the
additional purpose of use,~and the period of retention of the biometric information. Function creep, or
expanded use|of biométric information, such as determining the subject's health or genetic inheritancg, shall
be avoided.

6.4.4 Storage

Biometric information is usually stored in a data storage subsystem, as depicted in Figure 1, which may,
however, be distributed. In order to satisfy privacy requirements, it may be necessary to store the information
in such a way that it can be identified as being sensitive Pll. Organizations should keep the collected biometric
information logically or physically separate from the subject's other PII to reduce the impact on the subject's
privacy of a compromise of the combined information. Suitable protection measures, as described in Clause 6,
are necessary to ensure the confidentiality and integrity of the biometric reference and also its related IR. To
trace illegal distribution and misuse of the biometric samples, biometric watermarking schemes as described
in Annex E could be adopted. Unless it is absolutely necessary, storing acquired biometric samples which can
be classified as a PII shall be avoided.
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6.4.5 Archiving and data backup

Archiving is the process of storing biometric information for long-term or permanent preservation. When the
organization collects biometric information with the subject's consent, the consent may contain an expiration
date to specify the period for storing the captured biometric information. Preserving archived biometric
information beyond its expiration data can breach the consent condition and create a risk of privacy violation.
Also access restrictions to archived biometric information shall mirror that for the equivalent operational
biometric information. Data backup, although undertaken for different reasons than archiving, presents a
similar threat to privacy if the backup data is not adequately protected and disposed of when expired. The
system security/privacy policy shall address the secure storage and control of access to archive and backup
data containing biometric and other personal information.

6.4.6 Disposal

The orpganization or third party to which the biometric information is disclosed shall¢securely [dispose of the
biometric information of the subject when (note that this list is not exhaustive):

— thqg purpose for the collection of the biometric information has either beef achieved or is dgtermined to no
longer be necessary;

— thq period of retention of the biometric information has expired;

— thqg subject withdraws consent for the collection of the bjometric information or the use of the biometric
information changes but the subject of the biometric information does not consent to the new use.

When disposing of the stored biometric information, it.is €ssential to ensure that all relevant felated data is
identified and securely disposed of, particularly in cases of distributed storage. The system gecurity/privacy
policy s$hall specify the biometric and other personaklinformation that is to be included in the inyentory of data
for disposal. This shall include archive and backup*data (see previous clauses for further detajls). The policy
shall aJso describe suitable procedures and safeguards to ensure the complete and secure disposal of the
data.

6.5 Regsponsibilities of a biometric system owner

ipmetric system owner shallbe responsible for the proper management of biometric information in order
to protgct the information and safeguard the rights of the subject with regard to the biometric infprmation within

— prqvide the subjéect with the means to control his/her biometric information during its lifegycle including
when providing.such information to third parties. This means that the biometric system owner shall obtain
comsent when) biometric information is collected.

— prqvide  aymechanism for consent withdrawal. The subject can request to withdraw his/hef consent from
anforganization or any third party that has received the biometric information whenever he/she feels that it
is ; ; ; i itf f the services
define otherwise. The biometric system owner shall provide appropriate means for the subject to make
such a request and remove the corresponding biometric information from the biometric system.

— provide appropriate security measures to safeguard against attacks on the confidentiality, integrity and
availability of the biometric information and the associated biometric system itself.

— ensure that information used for identification or verification decisions is complete, accurate and up-to-
date, to the extent possible. In this case, the term information refers to PIl generally, as well as biometric
information related to a subject. Poor quality biometric references can result in the system accepting an
attacker, which in turn can have an impact on the subject's privacy.

— respond to any requests made by a subject to access his/her biometric information. The subject can
request that the biometric system owner allow him/her to view his/her own biometric information, to make
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inquiries about the details of the use of the biometric information or the transfer of the biometric
information to a third party, and to insist on the correction of any errors in the information when necessary.

— provide notice of any breaches that result in the compromise of the subject's biometric information. The
biometric system owner shall notify the subject of any breach involving the theft, loss, damage,
unauthorized disclosure or unauthorized modification of the subject's biometric information.

7 Biometric system application models and security

7.1 Biometric system application models

Biometric systgms cam be classifted by considering the focations Where biometric references and jdentity
references arg stored and where they are compared, as shown in Table 5. In terms of security, each model
has certain aflvantages and disadvantages with regard to managing biometric references.\and |dentity
references when they are transferred or stored. Conceptually, many models exist; however this/Interrational
Standard consjders eight types of models which are currently deployed in real applications,

Table 5 — Application model of a biometric system

Storage
Server Client s\%ken Distributed
, O
Server A B G
Comparison Client C D E H
Token F

The locations ¢an be described as follows.

— A server i$ a computer remotely connected with the client via the network. A “biometric authentication
server” is gne form of a server.

— Adclient is p PC or its equivalent executing a general purpose operating system which can exist in the form
of a kiosk] The essential\properties of a client are that it provides the front end services for a bipmetric
system anfl interfaces with server and/or token. A biometric sensor unit can be connected to or embedded
in the clierft. PDAs @nd certain smart mobile phones are considered clients in this International Standard.

— A token i a’portable physical device capable of supporting biometric reference storage and i some
cases allowing biomefric comparison. Tokens for biometrics storage include USB memory sticks, e-
passports and smart cards. Smart cards can integrate a Comparison-on-Card application for biometric
comparison and decision.

NOTE The biometric sensor connected to a client via an interface and the embedded sensor module within a client can be

considered as other locations for storage and comparison. However, clients are frequently equipped with biometric
sensors. As such, this International Standard considers them as a part of the client.

In the following, models A to F describe different topologies for the locations of the various subsystems.
Security requirements will be one factor that determines whether normal or renewable biometric references
should be used. Models G and H on the other hand only apply to renewable biometric references (RBRs)
because these models employ the concept of data separation of Pl and AD by distributing storage across
multiple storage subsystems to enhance the security and privacy of biometric systems. Due to this data
separation, models G and H are only applicable to a verification process.

24 © ISO/IEC 2011 — All rights reserved


https://iecnorm.com/api/?name=d17ca3c17248a7aac8f71089f20994ab

ISO/IEC 24745:2011(E)

7.2 Security in each biometric application model

7.2.1 Model A — Store on server and compare on server

In this model, biometric references are stored on a server and it is required that the extracted biometric data
be transferred to the server for comparison, as shown in Figure 6 (for BRs) and Figure 7 (for RBRs). The
subject's biometric reference and the corresponding identity reference are associated as part of the
registration/enrolment process.

Subject — Verification
Subject M Identification

A Identity Claim / Identity Reference \

Identity Reference Reduest

— > Cotmparison Delision
Data — ——»~-Subsystem ———»Subpystem
Capture
Subsystem

Verification Outceme

Y Y

I————P

Identification Outcome

Figure 6 — Model*A: store on server and compare on server using BRs

This model requires that the sérver trusts the data captured from the client. This model cgn be used for
identification and also for yerification. Since the sensitive PIl (i.e., the biometric referenge and identity
refererjce) is handled by the'server, reliable database security and network security are required. A large-
sized gommercial automated fingerprint identification system (AFIS) is usually implemented agcording to this
model.| From a privacy-point of view, this model is usually not recommended unless renewable biometric
referer|ces as exemplified by Figure 7 are employed because of the sensitive Pll that is otherw|se collected in
a centrplized database.
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7.2.2 Model g

In this model,
data be trans
associates his
subject who W
submit his/her
captured biom

In the case of
reconstructed
also be extend

Pseudonymous Identifier

Auxiliary Data

Pseudonymous Identifier Comparator
Identity Reference

Figure 7 — Model A: store on server and compare on server using RBRs

— Store on token and compare on server

a token is used for storing biometri¢cireferences and it is required that the captured bi
erred to the server for comparison, as shown in Figures 8 and 9. The biometric
her biometric reference with the identity reference at the token during the enrolment pro

bmetric
subject
cess. A

ants to assert his/her identity; should have the token and connect it with the client, afd also

biometric characteristic(s).,Then the client sends both the stored biometric reference 4§
btric feature to the server for comparison.

RBRs, the PI that.was generated during enrolment and then stored on the token and
Huring verification-are sent to the server while AD is only provided to the client. This mo
ed with storing*Pls on both the token as well as the server to allow three-factor authentic

nd the

the PI*
Hel can
ation.

26

© ISO/IEC 2011 — All rights

reserved


https://iecnorm.com/api/?name=d17ca3c17248a7aac8f71089f20994ab

ISO/IEC 24745:2011(E)

Verification /ﬁ
Subject -
Subject 4, IR
" [dentity Claim BR
« 4 N
\Token /
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Figure 8 — Model B: Store on token and compare on server using BRs
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f Verification Outcome
PI: Pseudonymous Identifier
AD: Auxiliary Data
PIC: Pseudonymous Identifier Comparator
IR: Identity Reference

Figure 9 — Model B: Store on token and compare on server using RBRs

This model requires that the server trusts the data captured from the client. This model is usually used for
verification because there is no other biometric reference for comparison at the token except the one asserted
by individual. Since the biometric reference is stored at the portable token, which can be securely handled by
the individual, this model does not require database security. This model does, however, require network
security to protect the transfer of the stored biometric reference and captured probe biometric data. This is to
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ensure that the server can trust that the reference data coming from the client stems from the enrolment
process and was not inserted into the network immediately prior to verification. It is noted that the identity
reference is neither transferred nor bound with the biometric reference in the client and server. So, this model
can be considered as a privacy sympathetic model.

7.2.3 Model C - Store on server and compare on client

In this model, the biometric references are stored on the server and probe biometric data is extracted from the
subject at the client side for the comparison process as shown in Figures 10 and 11. The biometric subject
associates his/her biometric reference with the identity reference at the server during the enrolment process.
A subject who wants to assert his/her identity submits his/her probe biometric sample to the client and then

the client requ
subject. Upon
executes a co
model, the clie

esis the sending of the corresponding biometric reference related to the asseried Dbi
request, the server sends the asserted biometric reference to the client and finally. th
mparison of the captured biometric sample and the downloaded biometric reference. H
ht shall be equipped with a biometric sensor and also a comparison/decision algorithm.

/Data Storags)

Verification
Outcome

Decision
Subsystem

v

Verification
Subject M T - Identification !‘@’lﬁtlfie@rf@e_ / N
i_ ‘-’ : ldenti? Referenge Reqy
| : ;
: Identity Claim | !
vyl —] : |

: Identification

Qutcome

Subsystem

BRDB(| [IRDB

This model re

usually stored
safeguarding

ne bieMmetric subject's privacy.

Figure 10 — Maodel C: Store on server and compare on client using BRs

quires that the.client trusts the data received from the server. This model can be u
identification and also vefification. Since sensitive PII (i.e., biometric references and identity referenc
at the centralized server, reliable database security and network security are requi

bmetric
b client
For this

N7

sed for
Es) are
red for
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Figure 11 — Model C: Store on server.and compare on client using RBRs

odel D — Store on client and compare on client

odel, the biometric references are-stored on the client and a probe biometric sample is|extracted from
etric subject for the comparison\process which is performed on the client as shown in Figures 12 and
subject associates his/her-biometric reference with the identity reference at the client during the
nt process. A subject who\wants to assert his/her identity must submit his/her probe bigmetric sample
client. To deploy this™-model, the client must be equipped with a biometric $ensor and a

comparison/decision algorithm.* This model is usually used for the authentication of subjects|using devices
such as personal desktop~computers, laptop computers, and mobile phones. In some cases| the client can

operat

in standalone(mode for which no connection to the server is required. In other cases, the final

authentication can beymade by the server which confirms the verification results given by the clignt.
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Figure 12 — Model D: Store on client and compare on client using BRs

This model can be used for both identification as well as Werification. Since sensitive Pll (i.e., the bipmetric
reference and|identity reference) are not transferred to.the server, the burden of network security can be
minimized, although reliable database security is stillirequired for the client and hence renewable bipmetric
references arq recommended. In terms of privacy,\this model is more favorable than other models (ising a
centralized database.
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7.2.5 Model E — Store on token and compare'on client

In this model, the biometric references are stored on the token and a probe biometric sample is

the suf

biometfic subject associates his/her biometric reference with the identity reference on the to
enrolment process. A subject whio wants to assert his/her identity must present his/her probe bi

to the ¢

equippkd with a biometric sensor and processing software including comparison/decision algor
client ¢an be a kiosk type, as found in public places such as airport and public building
authentication. This model is applied in border control using the e-passport as the token.

apos
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PI: Pseudonymous Identifier
AD: Auxiliary Data
IR: Identity Reference

Figure 13 — Model D: Store on client.and compare on client using RBRs

ject for the comparison process,“Wwhich is performed on the client as shown in Figures 1

lient with the token and the biometric reference stored therein. To deploy this model, the

extracted from
4 and 15. The
xen during the
bmetric sample
client must be
thm. Here, the
s for personal
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Figure 14 — Model E: Store on token and compatre on client using BRs
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Figure 15 — Model E: Store on token and compare on client using RBRs

Biometric references and identity references can be stored on an IC chip embedded in a token. This model is
usually used for verification. Since sensitive PII (i.e., the biometric reference and identity reference) are not
transferred to the server, the burden of network security can be minimized, although reliable database security
is still required. In terms of privacy, this model is more favourable than other models using centralized storage
for the biometric and identity reference. The command addressed to the token to read the biometric reference
and the subsequent response by the token conveying the biometric reference data should be secured using

the Secure Messaging mechanism as per ISO/IEC 7816-4.
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7.2.6 Model F — Store on token and compare on token

In this model, the biometric references are stored on the token and the probe biometric sample is extracted
from the biometric subject for the comparison process, which is performed on the token as shown in Figure 16.
The subject associates his/her biometric reference with the identity reference at the token during the
enrolment process. A subject who wants to assert his/her identity must present his/her probe biometric sample
to the client with the token (comparison on card [42]). To deploy this model, the token must be equipped with
a comparison/decision algorithm. Here, the client could be an automated teller machine (ATM). This model is
usually applied to bank transactions using OCC.

) .
- i i
Identity Claim \erification
- 4 )
/_
> [Decision
Data Siibsystem

Capture L

Verification Outcomé¢

Figure 16 — Model F: Store on token and compare on token using BRs

This type of OCC model is the strongest mechanism for protecting personal information. The tgken stores the
BR angl IR and the comparison“process is also executed on the card. The token shall have|self-execution
ability. [The command addressed to the card to start the comparison process and the subsequent response by
the cafd conveying the result of the comparison process should be secured using the Seclire Messaging
mechahism as per ISQ/IEC 7816-4. The client acquires a probe biometric sample and IR dpta and sends
them tp the token forthe comparison process. The result of the comparison is sent to the sefver. Here, the
token ay contain~the signal processing subsystem. In this case, the possibility of compromising subject's
biometric information can be reduced.

This erence on the
token. lile Pl remains
within the token. This model can, therefore, be considered as a privacy-protective one since the biometric
information is under the control of the subject. However, as in some of the previous models, reliable steps
shall be embedded in the client-server communication such that the server can trust that the data subject
authentication is the result of a genuine comparison. Alternatively, the data capture and signal processing
subsystems can also be integrated in the token. Modalities for the implementation of Model F are
standardized by ISO/IEC 24787(On-Card biometric comparison).

odel limits the exposure of an individual's Pll by storing the biometric and identity re
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An important advantage of this model ‘is’that the renewable biometric reference is distributed betwg
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token as well @s the data at the server. Furthermore, it allows revocation of biometric reference data (
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Figure 17 — Model F: Store on token and comparedon token using RBRs

b — Store distributed on token and server, compare on server
5e of one implementation of this model, .a pseudonymous identifier is created and stored
anied by Common Identifier (Cl). Thezcorresponding AD, the IR and CI are stored on 3

and transforms it to a PI*. The Rl*.and CI are transferred to the server. The server comp

server. Verification isionly possible if both the token and the server contain the correg
reduces the risk of\tampering with biometric references since it requires tampering W

without the need to access a token. A third advantage is that the subject has control o
cess sincelhis/her token is required.

ariations'/ adaptations of this model can be employed:

ploys data separation through distributed storage of data elements from the RBRs. Dufiing the

on the
token.
probe
ares Pl

en the
t data.
ith the
Pls) on
ver the

— IR stored

storage of

n the server instead ol the token,

Cl, IR, AD on the client and PI, Cl on the server without the need for a token;

storage of Pl on both the token as well as on the server to allow three-factor authentication at the server

side. In this implementation, the PIC receives the Pl from the server storage subsystem, the Pl from the

token, and

the PI* resulting from the PIR.

This model is especially suitable for online transaction authentication (such as e-banking, online credit card
transactions and as PIN replacement or enhancement for ATMs) that employs a card or token that is capable
of storing auxiliary data. To minimize the amount of information exchange between client and server, and to
prevent the transmission of parts of RBR data from the server to the client, it is not recommended to store the
Pl on a token and the AD at the server.
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7.2.8 Model H - Store distributed on token and client, compare on client

In this

probe

model, the AD, IR and a CIl are“stored on a token and the PI and CI are stored
(Figurg 19). During verification, the token publishes the Cl and AD to the client. The client r
corresponding to the CI from its storage subsystem and transfers the AD to the pseudony
recoder (PIR), which generates a\candidate pseudonymous identifier (PI*) based on the capf
sample. The resulting PI*'is’compared to the PI that is stored with the client, and the con

is communicated to the deciSion subsystem to produce a verification outcome.

Signal Processing Comparison Storage
Subsystem I Subsystem Subsystem
PI*
/ Pseudonymous I
Data g el Identifier
“m Capture | @ 2 Recoder
Subsystem 3 @ . 5 =
UBLLAY) ii DeCrSTON
w .
Verification Outcome
cl
Y
k Client Cl k Server /
IR
AD
Token
PI: Pseudonymous Identifier
AD: Auxiliary Data
PIC: Pseudonymous Identifier Comparator
IR: Identity Reference
Cl: Common Identifier

Figure 18 — Model G: Store distributed.on token and server, compare on server
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Subject
W Identity Claim
4 1 )
Comparison Verification Outcome
Signal Processing Subsystem Storage
Subsystem Subsystem
©
subsystem
Pseudonymous
Data 2 & Identifier PI DB o
Capture (| o & Recoder
Subsystem g3 P LA
\I II\’
AD Cl
IR
AD
‘Token
Client J

RI: Pseudonymous Identifier

AD: Auxiliary Data

RIC: Pseudonymous Identifier Comparator

IR: Identity Reference

qt: Common Identifier

Fiigure 19 — Model H: Store distributed on token and client, compare on client

In this model,

for personal aythentication. This model can also be applied<in border control settings using the e-pass

another token)

The following 1

— store IR or

— store Pl orn

As described
connected clig]
the biometric 4
the functional
functional perf
by determining
can make a b

this, Authentication” Context for Biometrics (ACBio) defined in ISO/IEC 24761 [20] can be used as a sol

hodifications can be employed to this'model:

hts which are equipped with biometric capture devices. In general, the overall security

berformanceé.level of the biometric capture devices. By obtaining trusted information such
brmance( level of the biometric devices used, and the security level of the remote syste

in a registered traveller application.

the client instead of on the tokén;

the token and AD at the client.
in this clause, most" biometric systems usually consist of a server and several rg

uthentication process is dependent both on the security level of the process executed

whether the processes in the system were executed securely, the verifier of the authen
tter,\decision on the extent to which the result of the biometric verification can be trust

he client can be a kiosk type, as found in public-places such as airports and in public buildings
port (or

motely
evel of
and on
as the
m, and
tication
ed. For

Ltion to

the above issue by sending the information about the devices used and the process executed at a remote site

to the verifier.
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Annex A
(informative)

Secure binding and use of separated DB\r and DBggr

A.1 General

Even if two DBs are used to separate the biometric data to minimize the effect of privacy infringement, for their

use, they should be bound with a common identifier Cl. However, one should never be able
information about the data from the CI. If one DB is infringed and its contents are compromised

to extract any
, the operators

of two DBs should be able to detect it. Similarly, if during the use of the DBs a legitimate DB operator with the

correcff key modifies Its contents, the other DB should be able 1o detect the moditication.

In this JAnnex, examples for secure binding of a pair of IR and BR assuming separated-databg
BR with separated control and their usages will be described. The database for identity refg

ses for IR and
rences will be

called PBr and that for biometric references will be called DBgg. It is assumed that DBjr uses a secret key K,

and DBgr uses a secret key K, to protect their database contents. In additioh, it is ass
databases share two secret keys: K, for computing Cl and a cryptographic_check value and
commynication messages (if needed).

A.2 $ecure Binding between Separated DB\ and DBgr

The cgmmunication channel between DB and DBgR is either(secure or insecure, with a s
providing confidentiality and authenticity. In the first case (Case A), the communication chann
two ddtabases is assumed to be secure. In the second\case (Case B), the communicat
assumegd to be insecure, but the two databases share a.symmetric cipher and a common sec
secure|binding of a particular set of IR and BR is described below:

Case A: Secure communication channel between DB and DBgr

a) DB receives an authentic IR from an4R claimant (individual) or from a TTP, encrypts IR
Exi(IR), and hashes IR to get h(IR)-

b) [DBggr receives the corresponding authentic BR from the signal processing subsystem
using Ky, to get Ex,(BR), ahd'hashes BR to get h(BR).

c) DBp sends h(IR) to.DBgr.
d) [DBgg receivesth(IR) from DB, calculates MAC for {h(IR), h(BR)} with shared secret keyj

MACin(h(IR),"h(BR)) where CI will be used as a common identifier and as a cryptograph
bends h(BR) to DBg, and stores {Cl, Ex,(BR)}.

lUmed that the
K for securing

ecure channel
Bl between the
on channel is
et key Ke. The

using K; to get

, encrypts BR

Ki, to get CI =
¢ check value,

e) DB receives h(BR) from DBgg, calculates MAC for {h(IR), h(BR)} with shared secret key K, to get Cl =
AANC. (BARN WhRDW SnA ctara~s [ 1D\
II_\\IK”J\I I\ll \’, II\I_JI \”, UTTu olvuTvo I\JI, I_K'\II \II-
Individual
. Ki, Kib ®, @ h(R) Kb, Kib Signal
\ S . e B Processing
- @ /dentity DB e - DB @ Biometric
egisiation R @. ® h(BR) BR 2 diomel Subsystem
Registration
Figure A.1 — Secure binding between separated DBz and DBgr (Case A)
© ISO/IEC 2011 — All rights reserved 37


https://iecnorm.com/api/?name=d17ca3c17248a7aac8f71089f20994ab

ISO/IEC 24745:2011(E)

Case B: Insecure communication channel between DBz and DBgg, with shared secret key K,

a)

A3

DBr receives an authentic IR from an IR claimant (individual) or from a TTP, encrypts IR using K; to get
Ek(IR), hashes IR to get h(IR), and encrypts {h(IR), IDDBr, N;} using K, to get Ex.(h(IR), IDDBg, N;),
where IDDB is a unique identifier for DB and N; is a nonce (time stamp or sequence number) generated
by DB|R.

DBgr receives the corresponding authentic BR from the signal processing subsystem, encrypts BR
using K, to get Ex,(IR), and hashes BR to get h(BR).

DB\r sends EKe(h(lR), IDDBr, N,) to DBgR.

DBgr receives Exc(h(IR), IDDBr, N;) from DB, decrypts it to recover {h(IR), IDDBr, and N;}, and
checks [DDBR,anmd N (i thecheck faifs, it stops with—am error message. ). DBgr carcutates MAC for
{h(IR), H(BR)} with shared secret key K, to get Cl = MAC;,(h(IR), h(BR)) where CI will benused as a
commor) identifier and as a Check value, encrypts {Cl, h(BR), IDDBgg, Ny} using K, to get-Exe(Cl}, h(BR),
IDDBgRr,|Np), sends Ek.(Cl, h(BR), IDDBgr, Np) to DBg, and stores {Cl, Ex,(BR)}.

DBr redeives E(Cl, h(BR), IDDBgg, N,) from DBgg, decrypts Ex.(Cl, h(BR), IDDBgg, N,) to recqver {Cl,
h(BR), IDDBgg, and N}, and checks IDDBgg, and N,, (if the check fails, it stops with"an error megsage.).
DBr calculates MAC for {h(IR), h(BR)} with shared secret key K, to get CI' = MAC,(h(IR), h(BR)),
comparg it with the received CI (If the comparison fails, it stops with an erroiymessage.), and stores {Cl,
Exi(IR)}-

BR claim for verification

In this Subclalyise, an example of a BR claim from DBr to DBgg for Verification will be described. Here, the

method for finding the correct E;(IR) from a legitimate identity claim is assumed to be given.

Case A: Secure communication channel between DBgr and DBgg

Individual
N
- Ki, Kib Kb, Kib .

IS P : Comparison

- : ™ Y »
@ genmy ) DBs @D @ DBag ® BAR Subsystem
- aim ' BR Claim '
{Cl, E(IR)} £l h(IR)} {Cl, Ex,(BR)}

Upon regeiving a legitimate identity claim from an®IR claimant (individual) or from a TTP, DB\ decrypts
correspgnding E(IR) to get IR and hashes IR toiget h(IR), and sends {Cl, h(IR)} to DBgg.

DBgg regeives {Cl, h(IR)} from DBy, finds Exy(BR) using Cl, decrypts Ey,(BR) to get BR, hashe$ BR to
get h(BR), computes MAC;,(h(IR), h(BR))-and compares it with the received CI.

If they mpatch, DBggr sends BR securély to the comparison subsystem. If the match fails, it exits with an
error mgssage.

Ei A2 — BR claim f ificati (Case A)

Case B: Insecure communication channel between DB g and DBgg, with shared secret key Ki,

a)

38

Upon receiving a legitimate identity claim from an IR claimant (individual) or from a TTP, DB decrypts
corresponding Ek(IR) to get IR and hashes IR to get h(IR), encrypts {CI, h(IR), IDDBgr, N;} to get Exin(Cl,
h(IR), IDDB, N;), and sends Ej,(Cl, h(IR), IDDB, N;) to DBgg.

DBgr receives Ei,(Cl, h(IR), IDDB, Ni) from DB, decrypts it to recover {Cl, h(IR), IDDBj, N}, and
checks IDDBg, and N; (If the check fails, exits with an error message.), finds Ex,(BR) using Cl, decrypts
Exn(BR) to get BR, hashes BR to get h(BR), computes MAC;,(h(IR), h(BR)) and compares it with
received Cl.

If they match, DBggr sends BR securely to the comparison subsystem. If the match fails, it exits with an
error message.
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IR claim for identification

In this Subclause, an example of an IR claim from DBggr to DBg for verification will be described. Here, it is
assumed that DBgr has already decrypted Ek,(BR) to get BR, and has sent it to the comparison subsystem.

Case A: Secure communication channel between DBr and DBgr

a)

b)

c)

Case B: Insecure communication channel between BBjr and DBgg, with shared secret key Kib

a)

b)

c)

Upon receiving a legitimate identity request from the decision subsystem, DBgr hashes B
and sends {ClI, h(BR)} to DBg.

R to get h(BR),

DBk receives {Cl, h(BR)} from DBgg, finds E;(IR) using Cl, decrypts E(IR) to get IR, hashes IR to get

h(IR), computes MACk;,(h(IR), h(BR)), and compares it with the received Cl.

Lthey match, DB sends IR securely to the decision subsystem. If the match fails, it exi
essage.

-
S
-

. - @ IR e ~
’ <
Ki, Kib Kb, Kib
Decision
DB @ === —==-=-==- DBgg (4= == =~ === Subsystem
@, laentit
{Cl, E.(IR)} @@ {Cl, E,(BR)} Tfsenity
IR Claim Hequest
{CI, h(BR)}

Figure A.3 — IR claim for.identification (Case A)

Jpon receiving a legitimate identity request from the decision subsystem, DBgr hashes B

DBgr, and sends EKe(Cl, h(BR), IDDBgR, Nb) to DB.
DB receives Ee(Cl, h(BR), IDDBgr, Ny)) from DBgg, decrypts it to recover {Cl, h(BR

F«i(IR) to get IR, hashes\R to get h(IR), computes MACki,(h(IR), h(BR)), and compa
eceived CI.

they match, DBjr_sends IR securely to the decision subsystem. If match fails, it exit
essage.

s with an error

R to get h(BR),

encrypts {Cl, h(BR), IDDBgg, Ny} to get’Ex.(Cl, h(BR), IDDBgg, Np), where N, is a nonc¢ generated by

, IDDBggr, No},

hecks IDDBgg, and N;. (If the-check fails, exits with an error message.), finds Ex;(IR) using ClI, decrypts

res it with the

5 with an error
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Annex B
(informative)

Cryptographic algorithms for security of biometric systems

B.1 Cryptographic algorithms providing confidentiality

To provide confidentiality of data, encryption algorithms can be used. An encryption algorithm is applied to
data (often called plaintext or cleartext) to yield encrypted data (or ciphertext): this process is known as
encryption. The encryption algorithm is designed in a way that the ciphertext yields no information about the
plaintext except, perhaps, its length. Associated with every encryption algorithm is a corresponding decryption
algorithm, whi¢h tfransforms ciphertext back into its original plainiext.

Ciphers work i association with a key. In a symmetric cipher, the same key is used in both the encryption and
decryption alggrithms. ISO/IEC 18033-3 [14] and ISO/IEC 18033-4 [15] are devoted to two different clagses of
symmetric ciplpers: block ciphers and stream ciphers. The key used in a symmetric cipher:is referrgd as a
secret key. In| an asymmetric cipher, different but related keys are used for encryption and decfyption.
ISO/IEC 18033-2 [13] is devoted to asymmetric ciphers. Asymmetric ciphers utilize a|public encryption key
and a private decryption key. For biometric data encryption, symmetric-key ciphers are used more o¢ften in
practice than gsymmetric ciphers.

B.2 Cryptographic algorithms providing integrity

To provide infegrity of data, one can use a Message Authentication Code (MAC) algorithm or af digital
signature algofithm. MAC algorithms can be used as data integrify.mechanisms to verify that data has not
been altered im an unauthorised manner. They can also be used ‘as message authentication mechan{sms to
provide assurgnce that a message has been originated by an.ehtity in possession of the secret key. There are
two types of MAC: mechanisms using a block cipher (see,ISO/IEC 9797-1 [10]) and mechanisms yising a
dedicated haslp-function (see ISO/IEC 9797-2 [10]).

Digital signatufes can be used in place of hand-written signatures for implementing services such a$ entity
and message authentication. They can also be used to provide message integrity and non-repudiation]| These
services applylto digital messages which are strings of bits (e.g., concatenations of data elements or objjects).

Most digital s|gnature schemes are based upon a particular public-key system. This system includes a
process produging pairs of keys (i.e.,-a private key and a public key); a process using a private key| and a
process using [a public key. There.are two types of digital signature schemes. When the whole messapge or a
part of the megsage can be recévered from the signature, the scheme is named a "digital signature gcheme
giving messagg recovery" (seelSO/IEC 9796 [9]). When the whole message has to be stored and transmitted

along with tHe signature;\the scheme is named a "digital signature scheme with appendix' (see
ISO/IEC 14888 [12]).

B.3 Cryptographic algorithms providing confidentiality and integrity

To provide both confidentiality and ntegrity, encryption and a or signature can be used. Whilst

these operations can be combined in many ways, not all combinations of such mechanisms provide the same
security guarantees. As a result it is desirable to define in detail exactly how integrity and confidentiality
mechanisms should be combined to provide the optimum level of security. Moreover, in some cases
significant efficiency gains can be obtained by defining a single method of processing the data with the
objective of providing both confidentiality and integrity protection. In ISO/IEC 19772 [16], authenticated
encryption mechanisms are defined. These are methods for processing data to provide both integrity and
confidentiality protection. They typically involve either a specified combination of a MAC computation and data
encryption, or the use of an encryption algorithm to provide both integrity and confidentiality.
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