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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,

ISO/IECJTC 1.

The procedyres used to develop this document and those intended for its further maintenang
described in the ISO/IEC Directives, Part 1. In particular the different approval criteria needg
the different types of document should be noted. This document was drafted in accordance wit
editorial rulgs of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

Attention is|drawn to the possibility that some of the elements of this document'may be the s
of patent rights. ISO and IEC shall not be held responsible for identifying any or-all such patent r
Details of any patent rights identified during the development of the document will be in the Intrody
and/or on thie ISO list of patent declarations received (see www.iso.org/patérits).

Any trade name used in this document is information given for the convenience of users and dog
constitute an endorsement.

For an explhnation on the meaning of ISO specific terms and expressions related to confo
assessment, ps well as information about ISO’s adherence to the'WTO principles in the Technical Ba
to Trade (THT), see the following URL: Foreword — Supplementary information.

The committee responsible for this document is ISO/LEC’JTC 1, Information technology, Subcomm
SC 27, Security techniques.

ISO/IEC 24760 consists of the following parts, under the general title Information technology — Se
techniques —+ A framework for identity management:

— Part 1: Terminology and concepts

— Part 2: Reference architecture and requirements
The following part is under preparation:

— Part 3: Bractice

Further parts may follow.
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Data processing systems commonly gather a range of information on its users be it a person, piece of

equipment, or piece of software connected to it and make decisions based on the gathered
Such identity-based decisions may concern access to applications or other resources.

information.

To address the need to efficiently and effectively implement systems that make identity-based decisions,
this part of ISO/IEC 24760 specifies a framework for the issuance, administration, and use of data that
serves to characterize individuals, organizations, or information technology components, which operate

on behalf of individuals or organizations.

For many organizations, the proper management of identity information is crucial to main
of th¢ organizational processes. For individuals, correct identity management is importa

privagy.

Lain security
nt to protect

ISO/IEC 24760 specifies fundamental concepts and operational structures of idéntity management with

the ppirpose to realize information system management so that information.systems can m
contrfactual, regulatory, and legal obligations.

This part of ISO/IEC 24760 defines a reference architecture for an dentity management
inclugles key architectural elements and their interrelationships: These architectural e
descijibed in respect to identity management deployments models. This part of ISO/IEC 24
requirements for the design and implementation of an identitjxmanagement system so thg
the opjectives of stakeholders involved in the deployment and*operation of that system.

This |part of ISO/IEC 24760 is intended to provide-a foundation for the implementat
Interhational Standards related to identity information processing such as

— IPO/IEC 29100, Information technology — Security techniques — Privacy framework,

et

50/1EC 29101, Information technology — Security techniques — Privacy reference archite

SO/1IEC 29115, Information technelogy — Security techniques — Entity authenticati
ramework, and

|
—_ N —

50/1EC 29146, Information.technology — Security techniques — A framework for access 1

pet business,

system that
lements are
60 specifies
t it can meet

jon of other

cture,

n assurance

nanagement.
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Information technology — Security techniques — A
framework for identity management —

Part 2:
Reference architecture and requirements

2 Normative references

The fiollowing documents, in whole or in part, are"'normatively referenced in this docun
indispensable for its application. For dated réferences, only the edition cited applies.

information,

for identity

1g to identity

nent and are
For undated

refergnces, the latest edition of the referenced‘document (including any amendments) applies.

ISO/IEC 24760-1, Information technology<~ Security techniques — A framework for identity md
Part 1: Terminology and concepts

ISO/IEC 29115, Information technology — Security techniques — Entity authenticatid
framgwork

3 Terms and definitions

For the purposes.ofthis document, the terms and definitions given in ISO/IEC 24760-1 and {

nagement —

n assurance

he following

énted design
five descrinti

Note 1 to entry: A documented design is the documentation created to serve as guidance for the implementation

of an ICT system.

Note 2 to entry: A documented design typically includes the description of a concrete architecture of the ICT

system.

3.2
identity management authority

entity responsible for setting and enforcing operational policies for an identity management system (3.3)

Note 1 to entry: An identity management authority typically commissions the design, implementation, and

deployment of an identity management system.

© ISO/IEC 2015 - All rights reserved
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its services.

3.3
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The executive management of a company deploying an identity management system in support of

identity management system
mechanism comprising policies, procedures, technology, and other resources for maintaining identity

information

including metadata

Note 1 to entry: An identity management is typically used for identification or authentication of entities. It can
be deployed to support other automated decisions based on identity information for an entity recognized in the
domain of application for the identity management system.

3.4
principal
subject
entity to wh

Note 1 to entr

ch identity information in an identity management system (3.3) pertains

y: In the context of privacy protection requirements, a principal refers to a person.

3.5
invalidatio
process per

b

rmed in an identity management system (3.3) when a particular@ttribute is no longer

for a particular entity to mark the attribute invalid for future use

Note 1 to entr
of address.

Note 2 to entr
end of a valid

Note 3 to entr

Note 4 to entn
valid for a paj

3.6

regulatory
body tasked
management

3.7

stakeholderx

individual, t

[SOURCE: IS

y: Invalidation of attributes may be part of updating the attribute value, for instance, with a c
y: Invalidation typically takes place for an attribute thatis determined as no longer valid befo
ty period that had previously been associated with.it:

y: The term “revocation” is commonly used forinvalidation of attributes that are credentials

y: Invalidation typically happens immediately after the determination that an attribute is no |
ticular entity.

body
and empowered by law;regulation, or agreement to supervise the operation of id
systems (3.3)

bam, organization, or classes thereof having an interest in a system

D/IEC 42070]

valid

hange

re the

onger

bntity

4 Symbals:and abbreviated terms

ICT Information and Communication Technology

IMS Identity management system

PII Personal identifiable information

5 Reference Architecture

5.1 General

This clause describes the architectural elements of an identity management system and their
interrelationships.

2 © ISO/IEC 2015 - All rights re
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The documented design for the architecture of an identity management system should be based on
ISO/IEC 42010.

NOTE The reference architecture and architecture description defined in this standard are based on
ISO/IEC 42010

The documented design for the architecture of an identity management system should specify the system
in its deployed context based on stakeholders and actors defined in this part of ISO/IEC 24760. Business-
level actors are stakeholders. Some stakeholders do not interact with the system. The documented
design shall address requirements for both actor and non-actor stakeholders. The documented design
shall exhaustively describe the actors.

A dofumented design of an identity management system conforming to this part of ASP/IEC 24760
should use an appropriate architecture description language and reference architecttre|components
and flinctions by terms defined in this International Standards.

5.2 |Architecture elements

5.2.1] Overview

Elemgnts in this reference architecture are

— stakeholders (5.3.1),

|
Q

ctors (5.3.2),

|
<

iews (5.3, 5.4),
— models (5.3.3,5.3.4,5.3.5,5.4.1, 5.4.3),

— domponents (5.4.1),

— processes (5.4.2), and

— information flows and actions (3.4.2).
5.2.2| Viewpoints

5.2.2|1 General

The documented design of an identity management system shall include a context view and a functional
view/|lt may includea physical view. The documented design may contain other views, e.g. anjinformation
view,

NOTH The required minimal set of viewpoints describes the system’s interactions with its environment and
the sylstenm’s internal components and interactions.

The description of a view should be focused. Diagrams in the view descriptions should be accompanied
with text defining the elements shown.

NOTE The description of viewpoints in this clause is based on Reference [2].

5.2.2.2 Context viewpoint

Definition — In the documented design the context viewpoint describes relationships, dependencies,
and interactions between the system and its environment (the people, systems, and external entities
with which it interacts).

Concerns — System scope and responsibilities, identity of external entities and services and data used,
nature and characteristics of external entities, identity and responsibilities of external interfaces, nature

© ISO/IEC 2015 - All rights reserved 3
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and characteristics of external interfaces, other external interdependencies, impact of the system on its
environment, and overall completeness, consistency, and coherence.

Models — A context viewpoint may contain a context model, use cases and interaction scenarios. The
context model is an informal box-and-line diagram that shows the system under discussion as a black
box with interfaces, top-level interactions and dependencies on external entities. See 5.3.3.

Points to take care of — Missing or incorrect external entities, missing implicit dependencies, loose or
inaccurate interface descriptions, inappropriate level of detail, scope creep, implicit or assumed context
or scope, overcomplicated interactions, overuse of jargon.

5.2.2.3 Fllllu,tiuual ViUWlJUillt

Definition - In the documented design the functional viewpoint describes the key functionahelerhents
with operatipnal responsibilities, interfaces, and primary interactions.

Concerns — Refers to functional capabilities, external interfaces, internal structure,Jand functional
design philofophy.

Models — Alfunctional viewpoint may contain a component model, physical modeél or an infrastrujcture
model.

In the docunjented design the functional viewpoint shall identify standards and guidelines applicable to
each of the flinctions it describes.

See 5.4 for ghidance on specifying a function viewpoint.
5.3 Context view
5.3.1 StaKeholders

5.3.1.1 General

This part of ISO/IEC 24760 recognizes the following direct and indirect stakeholders of primary
importance

— principd],
— identityjmanagement authority,
— identity|information authority,
— relying party,

— regulatdry body,

— auditor, and
— consumer/citizen representative or advocate.

Each stakeholder performs a separate function in the identity management system. These functions
imply specific responsibilities and liabilities. With the exception of regulatory bodies and consumer
representatives, stakeholders interact with an identity management system, and thus are presentin the
reference architecture as actors (see 5.3.2).

Concerns of stakeholders in an identity management system are described in the following sub-clauses
and should be addressed in the design, implementation and operation of the system.

4 © ISO/IEC 2015 - All rights reserved
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5.3.1.2 Principal

Concerns of a principal in an identity management system include

NOTH a concern of a principal that relates to a third party service using identity information
the identity management system is not a concern @bout the identity management system and th
scope]for this standard.

5.3.113 Identity management authority

Concerns of the identity management authority in an identity management system include

correctness of identity information collected, processed and stored,

protection of privacy,

-2:2015(E)

minimisation of identity information collected, processed and stored by the identity management

system,

minimisation of identity information usage by the identity management system in its domain of

piicabtiity;

rors in identification including false negative and false positive identification@nd 4
nd handling of errors,

=

nowledge of and consent to, identity information sharing with third parties,

o

eing correctly represented by identity information captured, processed or stored,

orrectness of operations in the delivery of services and the acecess to resources msa
ased on the attributes presented in a specific situation,

o Q

Q

ollection, processing and storage of identity information‘enly occurs with its informe
dquitable treatment in its interactions with the system, and

an easily understandable, effective, appropriate tser interface.

definition of identity mafiagement objectives for the domain(s) served by the identity
sfystem,

(%)

pecification of poligies to maintain identity management objectives for the domain(s) s
lentity management system,

—

)

h1filling the business objectives of the identity management system with respect to pi
Users of\identity information,

thatthe identity information provided by each principal is accurate and pertains to tha

he detection

de available

d consent,

btained from
erefore not in

management

erved by the

rincipals and

[ principal to

cpnr‘ifir']nvn] of assurance and
S HHereve-od4sSula —a G

compliance with regulation.

5.3.1.4 Identity information authority

Concerns of an identity information authority in an identity management system include

correctness of identity information,
meeting requirements from relying parties,
compliance with regulation, and

meeting business obligations with principals.

© ISO/IEC 2015 - All rights reserved
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5.3.1.5 Relying party

Concerns of a relying party in an identity management system include

of assurance,

effective, documented and secure interfaces,

conformance to regulation applicable to its operations, and

effectivg

5.3.1.6 Re

As an extel;Ijal independent organization, concerns of a regulatory body in an ideqtity managsg

system incl
— the proq
correctr
proper g

complia

effectivg
taken in

effectivg

NOTE Ef
operations of

5.3.1.7 Consumer/citizen representative or advocate

Consumer/c
consumers a

Consumer/c
organisation

Consumer/c

transpa

mechanism and procedures for auditing.

gulatory body

e
er documentation of operating policies,
ess of operation, in particular, in applying operational polices,

ccountability and audit of system operations,

reporting on system operations, including control effectiveness, incidents, and ag
overcoming incidents, and

response to incidents that violate, or have-a potential to violate privacy protection.

ectively, auditors, as actors in an identity management system (see 5.3.2.9), in inspectiry
an identity management system (see 5+4) may represent the interests of regulatory bodies.

tizen advocates are individuals or groups that emerge from civil society and try to pf
nd citizens from suriveillance and lobby for improved privacy regulations.

tizen representatives are individuals appointed by a principal or selected by cong
s to represernt.a consumer or citizen in its rights with respect to privacy.

tizen representative and advocates’ main concerns are

Fency, notification, compliance and protection against complex legal language, and

confidentiality, availability and integrity and applicability to a principal of identity information,

provisioning of accurate identity information pertaining to relevant principals at the required level

ment

hce of operational policy and operational practice with legal and regulatory requiremlents,

tions

g the

otect

umer

access o

NOTE 1

3 s | rS | lods
OCIT VICTS LU u1.)auvauLa5cu lJU}JUl(]LlUllD

Consumer and citizen representatives participate in recognised multi-stakeholder societal processes

such as governance and establish good practices and requirements to be met by those providing goods and

services to co

NOTE 2

nsumers and citizens.

Consumer and citizen representatives are selected, briefed and where necessary trained to ensure that

they participate through reasonable and reasoned discussion, based wherever possible on good quality evidence.

© ISO/IEC 2015 - All rights reserved
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5.3.2 Actors

5.3.2.1 General

An actor interacts with an identity management system to participate in identity management
operations. An entity may interact with the same identity management system as multiple, different
actors. The document design shall define all interactions by any actor supported by the system.

The documented design should describe actor interactions in terms of the functions that the
interactions relate to. Where an actor that interacts with the identity management system needs to be
authentlcated before interactions are allowed to proceed the documented de51gn shall spec1fy the basis
for ay [ ethod and the
assutfance level requlred for each 1nteractlon as deflned in ISO/IEC 29115

NOTE One purpose of specifying actors in the design of an identity management system is|to be able to
descr]be all intended interactions with the system.

A dodqumented design may recognize the following actors:
— rincipal;

— idlentity management authority;

—

lentity registration authority

— relying party;

—n

lentity information provider;

[

lentity information authority;
— Verifier;
— Quditor.

The documented design shall specify-the level of assurance needed to identify and authent|cate entities
requgsting access to identity information contained in its identity management system ag specified in
ISO/IEC 29115. The level of assiirance may be different for different types of information and the type
of acqess granted i.e. read, write etc. Authorization may be implemented as specified in ISQ/IEC 29146.

5.3.2{2 Principal

A pripcipal is ansactor who provides identification information to establish and validat¢ its identity
within identification management processes. The Principal has the following responsibilities

— as anrentity when applying to become registered in a domain of applicability, to provide accurate
lenitity information for enrolment as a new principal,

—

— as system user once enrolled, to request to be recognized by the identity management system and
to be approved for access to services or use of resources available in the domain of applicability
associated with the identity management system, and

— as the subject of observation to obtain identity information, to facilitate the observation;.

NOTE As a subject of observation the identity information obtained is anonymous, until its relation to the
principal has been established.

A principal can use an identity management system to

— request to be recognized by information in the identity management system and to be approved for
access to services or use of resources available in the domain of applicability associated with the
identity management system, and

© ISO/IEC 2015 - All rights reserved 7
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— be informed, as human, of the identity information pertaining to itself is held in the identity
management system and to request any errors in the identity information to be corrected

NOTE
principal.

5.3.2.3

Identity management authority

In appropriately defined circumstances, a legally authorised representative may act on behalf of a

An identity management authority is associated with a domain of applicability with the duty and
capabilities to define and adjust business objectives for identity management in that domain and set
management policies to meet these objectives.

An identity llnanagement authority uses policies to regulate the use of registered identity inform

Policies mayj
that may be
authorisatio

The identity
applicabilityj]
managemen
domain.

Responsibili

to creatg

to ensur
system,

specify levels of service to provide including the level of assurance on identity inform
provided by the identity management system. Policies may also specify how to o
h for access and modification of identity information in unforeseen circumstances.

management authority shall define identity management objectiveés-for a dom3
served by the identity management system operating under its authority. The id¢
f authority shall specify policies to meet identity management objectives for an assoc

fies of an identity management authority include
e, modify or revoke operational policies,

e legal and regulatory compliance of the policies,dnd operation of the identity manage

to require and approve modification of mechanismsto establish a required level of assuraf

entity afithentication for access to identity information and system control functions

toresp

to apprd
to initia
to evalu

An identity 1
managemen

NOTE Th

d to incidents,
ve changes in the type of information recorded in the identity register
e regular audits, and
hte audit reports, in particular on the effectiveness of policies,

management authority may enter into formal association with one or more other id¢
[ authorities to'form a “federation.”

e purposelis-to extend the domain of applicability for principals with the other doma

applicability in a federatjon. This extension is achieved with strictly controlled sharing of identity informa

In a federati

bnresponsibilities of each identity management authority include:

ation.
ation
btain

in of
entity
iated

ment

Ice in

entity

ns of
ion.

other member of the federation,

system,

to provide a level of assurance ol 1dentity information that meets the specified requirement of any

to maintain control over access to the identity information contained in its identity management

to ascertain that the level of assurance realized by any other member of the federation in authorizing

access to identity information in the federated identity management systems meets its requirements
for access to its own identity information,

to operate with common policies for information sharing, and

to specify policies to maintain its trust in the level of assurance of identity authentication.

© ISO/IEC 2015 - All rights re
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NOTE1 Typically, in a federation, some of the identity management policies, in particular on authorization for
access, will be part of an agreement between the identity management authorities involved in the domains.

NOTE 2  Identity management policies for use in multiple domains of applicability may be established by
international standards.

NOTE 3 Changes to structure, organisation and extent of a data federation may be subject to external
constraints such as legal or regulatory requirements or the granting of permission by regulatory bodies.

NOTE4  Members of a federation may agree to delegate operational responsibilities of the identity management
authority to a common operator, designated as the “federation authority”.

5.3.2[4 Tdentity registration authority

An iientity registration authority is an actor in a system for identity management\with the duty and
capabilities to set and enforce operational policies for gathering, recording and'updating identity
information in the identity register.

Identfity registration policies shall identify different types of modifications.toe identity infdrmation and
the operational and security conditions under which these modifications-are allowed. These policies
shall specify the procedures for achieving the level of assurance in gathered identity information.

Resppnsibilities of an identity registration authority include
— tp modify, create or revoke operational policies,
— tp approve changes in the type of information record€éd in the repository, and

— tp approve modification of identity informationurécorded in the repository.

5.3.2{5 Relying party

A relying party is an actor that relies on the identity information of a particular principal|provided by
the identity management system. A relyiitg party uses verified information to provide accegs to services
and resources under its control.

The rlesponsibilities of a relying party include

—

b process and store identity information in accordance with the policies set by [the identity
hanagement authority, in particular to protect privacy,

=

—

b specify the leyel of assurance needed in the identity information used for adcess control
dommensurate'to the value of specific services and resources, and

— tp provide information on its interactions with the identity management system for ayditing.

5.3.2{6</ Identity information authority

An identity information authority is an actor in an identity management system to provide authoritative
status to for identity information provided to relying parties. An identity information authority
provides identity information on entities known in the domain. Operationally an identity information
authority may be a service provider equipped to supply authoritative metadata associated with
identity information. Metadata may be complemented with information to establish its reliability, e.g.
cryptographic data authentication.

A domain may support one or more identity information authorities. An identity information authority
may be distinct from the identity management authority. An independent service provider may act as an
identity information authority:.

NOTE Delegation of identity information provisioning to an independent service provider typically involves
a service level agreement.

© ISO/IEC 2015 - All rights reserved 9
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The procedures to establish an entity as identity information authority are beyond the scope of this part
of ISO/IEC 24760.

The documented design of an identity management system shall specify policies with procedures and
criteria to determine the level of assurance in the information that may be obtained from a particular
identity information authority. The following criteria should be considered in these policies:

quality of identity proofing;
level of assurance of the information recorded at enrolment;

quality of the reference identifier generator (see 5.4.2.3.3);

nature @
syntax g
security
— qualities
The docume
and qualifyi
managemen
replacing a

Ifthe identit
system shall
simultaneou

5.3.2.7 1Id

An identity i
information

The core res
to colled

ensurin

third pa

obtainin

quality (I)f identity information maintenance;

f the procedures used to obtain attribute values;

nd semantics of attributes;

of the identity management system;

of the secure communication protocols used for provisioning.

nted design of an identity management system may specify policies for adding, rem
ng an identity information authority as suitable in support of operating the id¢
- system. These policies shall address maintaining the required level of assurance

articular identity information authority with another one.

 management system supports such use, the docdmented design of an identity manage
specify procedures to resolve differences in‘the identity information for the same ¢
sly obtained from two different identity information authorities.

pntity information provider

nformation provider is an actor. in an identity management system that provides idg
for a specific entity.

ponsibilities of an identityinformation provider are
t identity attributes‘from principals,

b that the collection of PII complies with relevant legislation and system policies,

informing the prineipal about the PII to be collected, the use to which the PII will be put an

rties thatthe PII will be passed to,

g thee consent of the principal for the collection of PII,

bving
entity
when

ment
entity

entity

d any

to asse

Lloi4l el A 34 PR S oY A | 34 Y 43 oot 3 dlosx £ 1 A |
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management system to identify principals,

register

identity

of the identity management system,

attributes of principals,

ntity

to format the identity information into an identity record and to store the record in the identity

to maintain identity information in the identity register to reflect changes that may occur in the

to extract identity information from the identity register and provide it to relying parties, and

to ensure that identity information passed to others is minimised removing sensitive personal data

unless specifically needed and authorised within for the purpose of the processing by the party to
whom the identity information is relayed.
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NOTE Although the identity management authority is responsible for establishing and approving policies
relevant to the above concerns, the identity information provider is responsible for implementing and operating
them.

The documented design of an identity management system shall specify policies for observation,
computation, generation and provisioning of identity information that define a level of assurance in the
process commensurate with the level of assurance of the resulting identity information. ISO/IEC 29003
provides guidance on the processes for obtaining identity information.

An identity information provider may also create metadata describing the identity information that
could include

— descriptions of the 1dentity attribute types that comprise the 1dentity information,

-

brmat(s) for names of attributes and attribute values suitable for displaying to lilumar] viewers,

— details of the structure and format of identity information used by the identity managefment system
hr storage and communication,

-

ate and time of creation of identity information,
ate and time of expiration of validity of identity information,

— reference to the source of identity information, and

I
Q

ryptographic data used to protect the confidentiality and integrity of stored and communicated
lentity information and any associated metadata.

—

An identity information provider may create a credential to be used in authenticating the principal
holdipg the credential. A credential may contain cryptographic data created by an identity|information
authgrity. A credential may be in the form of a,physical token containing identity infornjation that is
humdn or machine readable.

Issualnce of physical credentials is beyondthe scope of this part of ISO/IEC 24760.

5.3.2|8 Verifier

A verijfier is an actor in an identity management system to establish the validity, accuracy and precision
of idgntity information as pertaining to a particular entity.

The {ctivities of a verifier may include background checks using evidence of identity proyvided by the
entity. If evidence of identity is supported with a credential, the verifier should establish the temporal
valid]ty of the identity information the credential contains.

An identity mahagement system may contain multiple complementary verifiers. To avoid pmbiguity in
the dpcuménted design,

— an‘actor dedicated to checking background using provided evidence of identity shoulfl be labelled
“proofing verifier,”

— an actor dedicated to establishing that an entity is the principal it claims to be in the course of a
process of entity authentication should be labelled “authentication verifier,” and

— an actor primarily using authoritative identity information provided by an external identity
management system should be labelled “assertion consumer,”

NOTE A proofing verifier is associated with the proofing process during enrolment. Its correct operation
provides the foundation for the correct operation of an identity management system.

© ISO/IEC 2015 - All rights reserved 11
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5.3.2.9 Auditor

The role of the auditor is to confirm that it is operating in accordance with its documented policies and
procedures and is compliant with legal and other externally imposed requirements. The auditor reports
its findings principally to the identity management authority but may also have an obligation to report
findings on legal and externally imposed requirements to regulatory and other external bodies.

NOTE Auditing normally involves the examination and analysis of records of system operations and
transactions and is therefore dependent on the availability of such records.

Concerns of an auditor include

— clearpo

— availabi
manage
informa

— clearan
Responsibili

— asrepor
manage

— as moni
system,
authorit

— asadvis
policies

— assuper]
to applid

5.3.3 Con

Figure 1 shg
stakeholders

1Icy documents for the operation of the 1dentity management system,

ity of records of identity management information at all relevant stages-of) id¢
ment transactions including collection, storage, usage, transferral and dispesal/of id¢
fion, and

1 attainable criteria for audits.
ties of an auditor include

ter, to periodically prepare statements describing the operations performed by an id¢
ment system, in particular in respect to meeting operatiomalpolicies,

For, to timely obtain reports of specific operations performed by an identity manage
to assess if the operations meet applicable policies<and to alert the identity manage
y of any discrepancies,

b1, to advise the identity management authorityon possible improvements in the operaf
and their enforcement, and

visor, to reportto outside parties, including regulatory bodies, on conformance of opera
able policies, rules and regulations

fext model

ws the context model for an identity management system, showing acting and non-3
as specified in this partof ISO/IEC 24760.

entity
entity

entity

ment
ment

ional

tions

cting
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The documented design shall specify concretetépresentations of the stakeholders and acto
and 5.3.2, respectively. The documented-design may add additional stakeholders or actors. It may

5.3.1
speci

5.3.4

5.3.4

A us¢ case model defines interactions of actors with the identity management system.
functiional requirements.

Figuie 2 illustratesia'simple use case with actors interacting with an identity management
by a ffelying party to control access to services or resources in its domain of applicability. R
caseq and related component diagrams covering the major aspects of an identity manage
are ifcluded'in Annex B.

Figure2-showss:

ISO/IEC 24760

-2:2015(E)

N\ v
Identity\ //’ Relylng
management 7 party
authority | R4
\ L7
\ 4
T - <
~~~~ [dentity o
> <
Regulatory management N\
body system Identity information
7 provider
i 7A \\ (External to IMS)
- < - - II \\
- - 1 \\
N\
AN
Consumer/citizen 7N\
representative or Auditor Principal
advocate

Figure 1 — Context model for identity management

fy the stakeholders and actors identified in the figure with multiple distinct represen
Use case model

1 General

rs defined in

tations.

It identifies

system used
xtended use
ment system

\ )

— aprincipal establishing a relationship with an identity management system under the control of an
identity management authority;

— aprincipal providing identity information to a relying part in order to obtain access to a resource;

— arelying party requesting authentication of the principal;

— arelying party requesting attributes for an authenticated principal;

— arelying party giving access to a resource under its control;

— aprincipal accessing a resource under control of a relying party.

© ISO/IEC 2015 - All rights reserved
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«extends» = use case pointed to includes the functions of the use case at tail
1, 2, 3 sequence of interactions for principal to accesa service

Figure 2 — Identity information baseline use case

The exampl¢ use case diagram in the figure contains both administrative activity (manage id¢ntity
information) manage policies) and resqurce access activity, which does include authenticatiop and
obtaining idéntity information.

To facilitate|describing functional requirements from use cases, a use case and functional view may
present actofs as belonging to different communities. A community represents common interests |n the
operation of|the identity management system. Communities include

— organisdtional users;
— adminiskrativewusers, and

— non-orghnisational users.

Non-person entities can also make requests to access resources in IT systems, which will require
authentication of the entity. Non-person entities can include devices as well as logical entities such as
services and software.

5.3.4.2 Employee use cases

An employee uses the system for information retrieval. Consent for information processing and access
is implicit.

Based on work duties assigned, an employee expects accurate identity information and access to identity
information from the management system. From an employee point of view, the information should
have been accurately acquired asserting the integrity of its origin and its maintenance.

14 © ISO/IEC 2015 - All rights reserved
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5.3.4.3 Employer use cases

An employer has responsibilities to manage components of the system. In interactions with the identity
management system, an employer can dealt with in the same way as an employee. (5.3.4.2)

From an employer point of view, the identity information should be accurately maintained and only be
processed with approval.

5.3.4.4 Principal use cases

In principal use cases, unambiguous identification is most important. Access to information is either by

the p t.

Conspimer use cases describe the risks, and possible mitigation, of abuse of identitydnfermation in an
identjty management system for business purposes outside those identified in the documented design.
To address these concerns consumer use cases typically describe aspect of compliance wijith legal and
regulptory requirements.

The principal use case may describe a specific process for re-enrolment'of an entity inforder to re-
establishitsidentity thatincludes processes to update identity information‘that any identityj information
storefd in relying parties relating to the re-enrolled entity.

From| a principal point of view, identity information should essentially be accessed in|[a protected
manijer, preventing any leakage of information. As informatjon-is collected for a specific purpose any
other use should be with consent of the principal. The information should be protected from any risk of
corryption and collusion.

5.3.4/5 Device use cases

Devide use cases describe the use of devices asprincipals in an identity management sysfem. Devices
typicplly act on behalf of, and under the control of, other entities, which may or may not He principals.
Riskq of loss of physical control or compromise of device integrity may be addressed in tHe device use
caseg.

From|a device point of view, identity information should be protected from risk of corruptior| or collusion.

5.3.5| Compliance and governance model

The dompliance and governance model shows the conceptual mechanisms that can be emplpyed to meet
regulatory and other'external constraints placed on an identity management system. This|includes:

— tp ensure accuracy of acquired identity information of managed entities at the appropriate level of
assurangc€ not only at initialization but for the full lifetime of the principal’s identity information;

— tp ensure uniqueness of identity information pertaining to a specific principal;

¥ +1 2] PP o : P | : 1
— (O TIISuUrc e TUCITILILY HITOTIIIAdUUIT IS dCLUIrdicly dtquircu,

— toensurethataccesstovarioustypesofidentityinformationisrestricted touserswhoare authorized
to access the information type and are authenticated to an appropriate level of assurance;

— to ensure access to identity information is recorded and available for auditing;

— to prevent the processing of and the access to identity information without the principal’s consent
within the limits of the local, regional and global regulations;

— to comply with local, regional and global regulations, and meet conformance and governance
requirements.

© ISO/IEC 2015 - All rights reserved 15
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5.4 Functional view
5.4.1 Component model

5.4.1.1 General

The documented design of an identity management system may recognize components described
below. Annex C presents a diagram showing components of an identity management system and
their interactions. The documented design specifies each component needed to meet the operational

requirements for concepts identified in its architecture views.

The docume
the system i

nted design of an identity management system shall describe the operational eleme
hcluding stakeholders, actors, data structures, functional components and interfaces

structures t¢ be defined should include

hts of
Data

— cryptographic keys and properties, discovery services, policies and other (capabilitied and
requiretpents;

— identitylattribute data syntax, semantics and, where relevant, mapping rulesito equivalent id¢ntity
data representations in other systems;

— data strjuctures used in for transactions, such as authentication requests, assertions and sgssion
keys.

5.4.1.2 Prjncipal

Principals affe actors in the identity management system, which access services and resources avajlable

in the domain of applicability.

Requiremen
are addressd

54.13 1Id

The purposq
the domain

ways, for ing
be stored in

The documd
access to thd

Identity info
more record
that could inl

d in international standard ISO/IEC 29146.

bntity register
of the identity register is to;provide an authoritative reference for identity informat

tance, centralized, distributed. Some identity information in an identity register maj
n device that is held-by the entity itself, e.g. a smart card.

nted design of.ah identity management system shall specify the mechanism to cd
identity infoermation contained in the identity register (see 6.2).

s. The partitioning of identity information into multiple records may be based on f3
clade

s for access of a principal to services andresources available in the domain of applicapility

on in

pf an identity management system. An identity register may be implemented in different

 also

ntrol

rmation‘that defines the identity of an entity may be stored in an identity register in one on

ctors

differences in access conditions, e.g. to implement minimal disclosure;
differences in the duration identity information will be retained in the identity register;

differences in storage location, e.g. in a central repository and/or on a personal device.

The structure of the data storage for identity information and the methods of implementing an identity

register and

16

access control are beyond the scope of this document.
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Processes and services

5.4.2.1 Documentation

The documented design should base its description of components and operations on the terminology
in the tables in this clause.

The d
NOTE
The

ocumented design should include UML diagrams to describe processes.
Diagrams in Annex C of this part of ISO/IEC 24760 can be used as templates.

ocumented design may specify an implementation using components that perform a

ubset of the

proce

5.4.2

5.4.2

Infor
procq

—

—n

mation processing in an identity management system includes, butnot limited to, t

sses in these tables.

2 Identity information management processes

2.1 General
sses

lentity information provisioning,

lentity information processing, and

he following

— granting identity processing access.
NOTH The processes in this clause refer to identity-information present in the identity register. Processes to
enter fidentity information is not described here. See ISO/IEC 29003.
Tablel1 presents an overview of information éXchanged in an identity management system rfelated to the
procgsses described in this clause.
Table 1 — Overview of informatien exchanged in identity information management processes
Actors
Process Source Recipient
Architecture Action Architecture Actipn
element element
Identity
information Retains results
i i o ] provider
?d?ntlty . !d?ntlty . Applies information -
Informatioiey "l information processing operations Stores result of|processing,
procgssing provider ) possibly updating
Register : o
information in pne or more
identities.
Informs on identity
) information )
Identity processing. Grants or denies
Granting management o o Principal information processing
identity authority Solicits autl_lorlzatlon operations
. . for processing
information- :
. operations
processing
Princi Requests information Identity Provides requested
rincipal ; ) ; management . .
on identity processing. ; information
authority

© ISO/IEC 2015 - All rights reserved
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Table 1 (continued)

Actors
Source Recipient
Process
Architecture Action Architecture Action
element element
Identity Grants or denies provision
management service, specifies condi-
isioni authority tions.
Relying party Rquests provisioning : .
services Identity Records relying party as
Trformation TECEIVET Uf PTOVISIOTITTY
provider service/
Provisioning i i
!dentlty . Transmits identity . Applles u_pdategi |
information . . Relying party information t0'its service
. information
provider process.
. Augments identity Confirms the assertionp
Identity : ; . . :
: . information with . are yalid and meet its
information : Relying party )
; assertion on the level requifements for level pf
authority
of assurance assurance
5.4.2.2.2

Identity inf
to principals
Access to idg

A document
party.

5.4.2.2.3

Identity infi
processing 1
or more prin

5.4.2.2.4 (

Access to thg

Ientity information maintenance

mation provisioning is the process of providing updated identity information pertg
when an identity has been created or previously provided information is no longer co
ntity information is controlled by permissions assigned to the relying party.

bd design shall specify the procedures and‘cenditions to initiate provisioning to a re

Identity information provisioning

brmation processing shall beCperformed according to policies. Identity inform
hay generate new identity information by accessing identity information pertaining t
cipals.

iranting identity processing access

identity information for identity information processing and to the information gene

shall be contirolled in accordance with applicable policies.

5.4.2.3 Sp

5.4.2.3.1

cific identity information management processes

ining
rrect.

lying

ation
0 one

rated

eneral

This clause specifies additional processes specific to different implementations of an identity
management system. It includes

— auditing,

— generati

ng reference identifiers, and

invalidation.

Table 2 presents an overview of information exchanged in an identity management system related to the
processes described in this clause.

18
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Table 2 — Overview of information exchanged in specific identity management processes

notification

Process Actors
Source Recipient
Architecture Action Architecture Action
element element
Identity Defines actions to be o .
A Incorporate definitions in
management logged, incidents to be |All actors : .
; process implementation
authority reported.
Principal Registers complaint Investigates complaint
Identity Maintains log of
management .
) management actions
authority
Identity register Maintains log_of data
access operations
1 Maintains log of )
Auditing Identity identity information Auditor . o
. . Reviews logs and incidents
information requests and
provider information
provisioning activities
) Maintains log of
Identity assurance assertions
information provided
authority o
Reports on incidents
Reports on findings. Identity Adjust policies and
Auditor management procedures to ifnplement
Recommends®hanges. authority any recommended changes.
Fdentlty . Requests reference Refer.epce Generates refergnce
information : N identifier : s
: identifrer identifier
provider generator
Validates suitahility of
) o ) provided identify
Genefating Provides identity Reference information as reference
refergnce Principal information to be used |identifier identifier.
identjfier as reference identifier |generator
Generates referpnce
identifier.
Reference identifier | Provides generated ;dentlty : Assoglgtes r.efeI ence
g s information identifier with gther
generator reference identifier. ; : o .
provider identity information
. Reports on findings. Identity R
Auditor management Approves invalidation
Recommends change authority
) Identity
Identity Principals Identifies error information Correct information
information provider
invalidation - -
) Principals Confirm and validate
Identity - p change notification
information Informs on change Confi "
provider Relying party onfirms change

© ISO/IEC 2015 - All rights reserved
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5.4.2.3.2 Auditing

Actors and components should be audited over time for their correctness of operating in their role in the
identity management framework:

the identity register and the identity reference generator should be continuously audited for the
accuracy of their integrity controls;

the identity information provider should be audited on a regular basis for the accuracy of their
control procedures in providing identity information;

the identity information authority should be audited on a regular basis for the accuracy of their
control procedures in managing identity information.

Auditors shquld be certified through an accredited control process for their reviews of the id¢ntity

management{ framework actors and components.

5.4.2.3.3 enerating reference identifiers

As part of the identity registration a reference identifier is created and assoeiated to the id¢ntity
information |of the related entity. The identity reference generator is invoked with any available id¢ntity
information|needed and it produces an identifier value. The reference jdentifier is recorded with the

other identitly information in the identity register.

5.4.2.3.4 validation

The documepted design of an identity management system may specify the conditions and proceflures

for invalidatjon of identity information.

NOTE Inyalidation of identity information implies thé’invalidation of any provable statements, e.g| with
cryptography} on the validity of the identity information that may have been recorded by the user of that

information. In practice, deleting the provable statement has the effect of invalidating the information.

The following conditions may be considered:

identity|evidence has been found ineerrectly assessed as valid, either fraudulently or by incqrrect
procedulres;

errors hpve been found in assigning or recognizing attributes;

changes{occurred to policies for enrolment or identification;

the prinkipal’s idenfity information has been used by someone else in a manner that requires re-
establishment of-anew set of identification information.

The invalidation(mechanism, if supported, shall be done in accordance with an invalidation policy} This

policy should-address:

20

conditions and mechanisms for provisioning an invalidation;
the level of assurance for the invalidation message;

conditions and mechanisms for advising a principal of the invalidation of an attribute in one of its
identities;

mechanisms to respond to requests on the invalidation status of an attribute.

© ISO/IEC 2015 - All rights reserved
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The documented design of an identity management system may specify additional functions as described
in this clause. These include

identity information profiling,

— consent,
— identity authority discovery, and
— publication.
Table 3 presents an overview of information exchanged in an identity managementsystem rfelated to the
procgsses described in this clause.
Thble 3 — Overview of information exchanged in additional identity management system
functions
Actors
Plrocess Source Recipient
Architecture Action Architecture Action
element element
?dentlty . Identity information |Defines profile for .Identlty . Implements [dentity
information rovider entity type information rofile
profiling P yp provider p
Requests.identity . Verifies polidy for
. . ) ; Identity .
Privacy - informatien attribute |. . request, implement
Principal : information .
cons¢nt to bereview or to be rovider change accordingly,
hidden P submit inforfnation
Identity registration Requests trust . Verifies trust request
authorit establishment with Relying party eligibilit
y other identity authority § y
Ident1t_y . . .Identlty . Validates trulst
authgrity Relying party Submits trust request |information .
X : establishment
discoyvery authority
Identity information |Approves identity .Identlty . Delivers ider]tity
; . . . information . .
authority information delivery . information
provider
Identity Establishes publication .Identlty . Validates publication
management olic information olic
Publikatign authority polcy authority policy
Identity information |Implements validated . Receives published
: o . Relying party . ;
provider publication policy information
5.4.2.4.2 Identity information profile service

An identity information profile service provides an appropriate representation of identity information
for entities ofa given type, i.e. human, device, and organizational entities. This may involve the definition,
maintenance, and use of different identity attributes and identity data formats for the various entity

types.

© ISO/IEC 2015 - All rights reserved
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5.4.2.4.3 Consent

A privacy consent process may provide functions:

to reque

to present recorded identity information;

to modify, extend or remove identity information previously provided by the principal;

st modification of generated identity information;

doad uca of ity 1

to notify

5.4.2.4.4
Anidentityi
information
level of assu

This serviceq
subscription

An identity i

to appr
establis]

to accep
to speci
to speci
to speci
to speci
to receiy

to receiv

The list of fu
authority an

5.4.2.4.5 PRublication

A publicatio

Identity information authority discovery

[t an entity as an allowed subscriber of identityxinformation,

A il Af b ida mfarmatiaon
TP T poT O e C o oo ST o Ta Crrerc y Tt O o croTts

hformation authority discovery process provides the capability of discovering ether id¢

fance.

identifies third party identity information authority candjdates and condition
and notification processes with these authorities.

nformation authority discovery service may provide functions

pve another identity information authority to estdblish trust relationship basg
ied requirements from the quality and compliance-cémponent,

y the type of identity information needed,

y the required level of assurance in accessing identity information,

y security mechanisms to protectiidentity information being provided,
y an identifier for which notification of identity information is needed,
e identity information 4s requested, and

e identity information when such information changes.

nctions the discovery service may include depends on the established trust with the
d the conditions of that trust.

h-process provides the capability of publishing identity information to service reque

to authenticate an entity as a known and authorized principal for access to identity information;

entity
authorities and establishing collaboration for identity information accéss-at the required

s the

d on

other

sters

s 1 . c s 3 . P . 1 . 13 3 c
and establlb[ll[lg COIdDOI'4dtIONn 10" TACIILILY IIITOTI'IIdUOIT dCCESS dU UIE requIred 1€ver oI 455U

Subscription and notification services are also part of the publication service.

A publication service may provide functions:

conditio

n of the access and the use of this information;

from the quality and compliance component;

to accep

22

t an entity as subscriber of identity information;

to specify the type of identity information to which access is allowed;
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to specify the required level of assurance in accessing identity information;
to specify security mechanisms to protect identity information being provided;
to specify an identifier for which notification of identity information is needed;

to inform on identity information changes when it occurs.
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The list of functions the publication service may include depends on the requirements for accessing this

information.

5.4.3 Physical model

This yiew describes the implementation of each of the elements in the identity managen
that provide the functionality to implement the process view. A physical view maypresen
physical implementations, e.g. differing in cost and performance.

This
Implg

part of ISO/IEC 24760 addresses the physical view only at the level of structural
mentation aspects of the physical view are beyond the scope of this part of ISO/IEC 2

5.5 [Identity management scenarios

5.5.1] General

Anid
impa
trust
mang

bntity management system may be deployed according to various scenarios. A deployn
Cts governance of the identity management systefm; The deployment scenario will dg¢
relationships that need to exist between partiesdnvolved in operating and governing
gement system.

A deployment scenario may be chosen when-éXtending an existing identity managemen
exterlsion deployment model may be differentfrom the original deployment model.

The different scenarios that may be used'to implement an identity management system ing
the enterprise scenario,
the federated scenario,
he service scenario, and

he heterogenequs scenario.

Enterprise scenario

an enterprise scenario an identity management system is deployed in the contex

lent systems
t alternative

components.
1760.

lent scenario
brtermine the
the identity

[ system. An

lude

t of a single
rganization’s

ization where trust in its operations and governance is inherited from the o
goveln e 1 . . :
stored and proc

essed by the syste.

An enterprise model is a centralized model (see ISO/IEC 24760-1).

5.5.3 Federated scenario

n collected,

A federated identity management system comprises multiple subsystems, with independent governance
ofthe subsystems. Trustin operations,and governance ofthe federationis established through negotiated
agreement. Governance may be delegated to an organization with a formal structure or statute, which
contains operating rules, responsibilities and defined liabilities for participating members.

When a domain of applicability needs to be extended in order to interface to or collaborate with other
domains, a centralized scenario approach would merge the original domains into a single larger domain
controlled by a single identity management system. A federated scenario offers an alternative approach
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allowing the identity management systems to exchange identity information between domains without
requiring the domains to be merged.

NOTE

Full system integration imposes an integration of the requirements of the two domains in one new

architectural approach, supporting all the different architectural views of the two separated domains. The
federated model will instead leave the structure unchanged, but will bring new mechanisms intended to allow
the separate structures to communicate with each other.

Mechanisms to support federation shall provide the required level of confidentiality, of integrity, and
of trust between separated domains in order for them to exchange identity information, and to use
identity information of other domains.

5.5.4 Sery

Irrespective
managemen

The docume

ice scenario

of the deployment scenario, enterprise or federated, functional components if)an id¢
F system may be realised as services.

hted design of an identity management system deployed as service modélshall speci

trustand publication components and the mechanismsto ensure thatthe requiredlevel of confident

integrity, an

5.5.5 Het

A heterogern
principals th
credentials {
managemen

1 trust is achieved when providing an identity information service.

trogeneous scenario

eous scenario is one where independent organisations issue identity credentia
at conform to a known specification and level of asstrance. Relying parties may us
o authenticate principals where the attendant rigk is deemed acceptable under thei

[ policy.

6 Requifements for the management of identity information

6.1 Genel

This clause
managemen
involved. Th
system, and
managemen

Functional r

access p

manage

mainten

ral

describes the requirements for’)the management of identity information by an id¢
[ system based upon the reference model and the types of deployment and stakehd
is clause distinguishes functional requirements to support actors’ interactions wit

non-functional requirements that pertain to other operational conditions an idg
[ system may have torespect.

bquirements inClude:
plicy;
ment eonditions;

ance conditions.

entity

'y the
ality,

s for
e the
I risk

entity
lders
h the

entity

The requirements in this clause do not include controls that are part of the practice (see ISO/IEC 24760-

3).

6.2 Acces

s policy for identity information

The documented design of an identity management system shall provide an information access policy

to specify:

conditio

24

ns and mechanisms to access the value of each attribute in the system;

criteria for authorization of access with appropriate levels of assurance;

which operations of access to identity information needs to be logged, and with what details;

© ISO/IEC 2015 - All rights re
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— how the identity register enforces the protection of identity information it contains;

— duration of retention of records of identity information access.
6.3 Functional requirements for management of identity information

6.3.1 Policy for identity information life cycle

The documented design for an identity management system shall provide a policy for managing the
identity information lifecycle, which specifies

— ssurance requirements ror the accuracy o lment,

— nditions and procedure to activate an identity,

— nditions and procedure to maintain an identity for example checking accuracy and correctness of
iflentity information,

— nditions and procedure to perform adjustment of identity information for a principal

— nditions and procedure to suspend an identity,

— nditions and procedure for identification to reactivate an-identity,
— nditions and procedure to delete or archive an identity,

— nditions and procedure for maintaining information,

— nditions and procedure to restore an identity,

— information to archive, and period of archival and conditions of retention for an archived identity,
nd

— donditions and procedure to terminaté or delete an identity.

6.3.2| Conditions and procedure to maintain identity information

The documented design of anlidentity management system shall specify how the accuracy of the identity
information it manages isumaintained.

The documented design of an identity management system shall include procedures to|monitor the
quality of identity infermation in the identity register in particular for attributes that:

— represent-aspects of an entity that may change over time;

— n1hay affect the degree of trust of the recorded information.

The documented design of an identity management system shall provide policies for actionslon detecting
changes in identity information in particular for attributes that may change in value over time and
where the change may affect the level of assurance of the registered identity.

The documented design of an identity management system shall provide policies to maintain the
integrity of the identity information and metadata in the identity register. Such policies may specify

— procedures to prevent corruption of registered information,
— procedures to detect corruption of registered information, and
— procedures to correct corruption of registered information.

The documented design of an identity management system shall provide a mechanism for relying parties
to report fraudulent or suspicious behaviour to the identity register.
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6.3.3

Identity information interface

An identity management system may contain components with a user interface to present identity
information. Access to identity information at a user interface shall be governed by a policy specifying

access control and

— auditing.

The purposes of the information presentation interface include

presenting identity information,

providiy

applying

The docume
presentation
design on thj
the capabilit

6.3.4 Refd

presenting identity information metadata,

presenting information on on-going and past system operations,

g controls to process or modify presented information, and
I policies of use for the presented information relevant for the actor.

hted design of an identity management system shall specify the format and conditions fi

of identity information in human readable form (see 6.2). Requiréments in the docum
e representation of identity information in human accessible)form shall take into ac
ies and restrictions of the user of the information.

rence identifier

An identity management system may contain a component.to generate a reference identifier. Thg

of a referenc
unique.

Access to th
managemen

NOTE
systems.

Re

The docume
reference-id
principal of
NOTE1 Ty

NOTE2 Th
pseudonym,

NOTE3 Th

e identifier is to assure that a specified identity known in an identity information syst

e value of a reference identifier may be restricted, e.g. exclusively from within the id¢

stricted access to a reference idéntifier prevents it from being used in other identity manag

nted design of an identity management system shall associate its identity register v
bntifier generator. The reference-identifier generator shall generate a unique value for
which identity infoxniation is stored in the identity register.

pically the reférerce identifier is generated when an entity enrols with a domain.

e referenceidentifier generated may be based on information obtained from the entity, e.g. a d
Fhich hasbeen checked for uniqueness

e.feference identifier may be generated from identity information for the same principal obf

br the
bnted
count

» task
em is

entity

[ system. The documented design shall specify the access policy for the reference identifier.

Pment

vith a

each

hosen

ained

rallad Tl

other

from anotherld

domain.

ie—a-axrirnecladatlh £, idantifiae £ £l
ITCU. 1TITITS Aua_y ITICTUUCT UITU TUICLTUITUU TULTIUITICT 1T UTIT LITC

While the precise mechanism to generate unique attribute values is beyond the scope of this document,
the design of a reference-identifier generator shall specify:

maintains uniqueness;

26

requirements for the input, if any, needed by the algorithm;

if logging is supported, the requirements for logging the generation of a reference identifier;
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— the security measures protecting operations of the (ICT) system that hosts the reference-identifier

NOTE 1

8

enerator.

Where there is no connection or reliable communication between domains, each domain will generate

its own reference identifier and the probability of the same identifier being generated for the same or a different
principal enrolled in multiple domains would be expected to be very small.

NOTE 2

In general the value of an identifier with an originating domain that is unrelated to the identity

management system cannot be guaranteed to meet the criteria for a new reference identifier and is unsuitable
to be used directly. However, when it is known how the reference identifier in a particular unrelated domain has
been constructed, e.g. in accordance with an international standard, such a reference identifier value could be
used provided its value can be reliably obtained.

Ifan
log entry should contain

A ref
outsi

6.3.5

The documented design of an identity management system shall specify functional con
quali
conty

t

t

d

t

@) < - —+ O —+ =

[ollle)

any data provided as input, and

dentity management system supports logging of the reference identifier generatoroy

he reference identifier generated,

he authorization for initiating the generation of the identifier,

time stamp.

brence-identifier generator may be configured to generatéreference identifiers inte
e its domain of origin. In this case,

he value of the reference identifier shall be made available in a manner to assure its ir

Fthe value of the reference identifier is available in electronic form access to it shall k
b protect privacy of the principal,

are should be given to ensure the uniqueness of this reference identifier for each diffes
he external domains where the reference identifier is also used,

hformation should be made available to assess the level of assurance for the uniqu
alue, and

are should also be givento'the possible restrictions, (e.g. legal and regulatory) and di
f applying to some reference identifier types outside of their domain, such as some sta
r privacy related references.

Identity information quality and compliance

'y and-compliance that verify that obtained identity information is processed w
ols and in compliance with

erations the

nded for use

itegrity,

e controlled

rent entity in

eness of the

sadvantages
e references

hponents for
th adequate

ppiicable poticies,

processes and organisation to keep information updated over time,

processes for dealing with false positive identification,

processes for dealing with false negative identification

business requirements, and

local, regional, and global regulations.
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6.3.6 Archiving information

The documented design of an identity management system shall provide policies to specify the conditions

and procedu

res to archive identity information.

Archived identity information shall be anonymous, either by active anonymizing or by eliminating
identifying information.

6.3.7 Terminating and deleting identity information

The documented design of an identity management system shall provide policies to specify the conditions

ntits

and procedu
— the prin
— the syst

the iden

The deleted
the initiator
deleted iden

policy.

NOTE At
period to allo

Deletion of g
identify the

racto dnitiatn dalation of 0 mformaation by
FESto-tHitare-atre oo rtat Tty THhHoratio oYy

Cipal or an entity authorised to act on behalf of the principal,
bm, after expiration of the retention period for an archived identity, or
Fity management authority.

dentity information shall be recorded to support appeal and audit, This record shall sy
nnd reason of deletion and any other metadata specified by the deletion policies. Arec
Lity information shall be deleted within a period after creatioinas specified in the de

v for the time needed to complete deletion.

1l identity information for a principal shall expGhge any information that can contin
principal and that is under control of the identity management authority, e.g. contair

log files, audjit trails or backups, which might also be stored off-site. Deletion should not be consi

completed u

In a centrali
party that h
deletion. Up|
information
transition sH
associations

NOTE A
maintains thg

6.4 Non-f

htil such additional information has been~déleted

ed model, if an identity management-System performs automatic provisioning, any re
as stored previously received identity information shall be notified of the inform
on receipt of the information(deletion notification the relying party shall remov
that associates the principal with the notifying domain. In this case the delete life
all not be considered compléte until confirmation has been received of the removal

relying party notified;of information deletion may retain identity information for the princ
t does not depend on'the relation of the principal with the notifying domain.

unctionalrequirements

Non-functiopal requirements specify aspects of an identity management system that do not f]

directly fro

!

funetional, logical or physical views. Details of non-functional requirements are bég

ecify
brd of
etion

ypical implementation of deletion involves the archiving of théidentity information for a transitional

ue to
ed in
lered

lying
ation
b any
cycle
bf the

ipal it

pllow
yond

the scope of this’part of ISO/IEC 24760.

However, meeting one or more of the following non-functional requirements may be essential for most
deployed identity management systems:

— availability;

liability

28

integrity controls;
performance;
privacy assurance;

usability of access;

and its representation on the technical level;
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— time reference controls;

— compliance constraints from contractual, regulatory (local, regional and global), and organizational
aspects (see Annex A).

The documented design ofanidentity managementsystem shall specify how itsimplementation conforms
to ISO/IEC 27002 to meet the availability and response time requirements of the relying parties, protect
data integrity and, where required, implement controls to ensure that the confidentiality of sensitive
information is protected and privacy requirements are met.
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Annex A
(informative)

Legal and regulatory aspects

An identity management system needs to comply with legal requirements. In general such requirements
demand that such a system is used for stated and authorized purposes. For example, regulations and

laws concer
contain reqy

An identity
identity marn

Regulatory 4
— identifiq
— specificg
— specifici

— domain
used;

— life cyclg

— identifig
informa
— identity
proofing
identity
— identifig

— security

INg corporate governance, telecommunications, ealth care and money laundering
irements affecting identity management.

management authority should keep abreast of regulations and laws thatay affe
agement system requirements.

nd legal requirements to consider include:

ation of the entity responsible for specifying identity managemext requirements;
ition of identity information and information handling policies, (see 6.2);

ition of purpose for which identity information is permitted to be used;

s) of applicability outside the domain of origin where specific identity information m

management of an identity (see 6.3);

ation of the identity management authority of the domain of origin where id¢
fion has been established (see 5.3.2.7);

proofing requirements (including protection of information collected in the id¢
process) and reporting requirements in cases where identity proofing detects ir
information;

ation of the entity respénsible for the maintenance of the content of any identity regis

aspects of physical.¢redentials, in particular, those intended for use in authenticatior

may

ct its

ay be

entity

entity
valid

ter;

1.
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(informative)

Use case model

-2:2015(E)

This annex presents a more detailed model with a sample decomposition of the elements of the reference
architecture. This decomposition includes the actors described in Table B.1.

Table B.1 — Actors presented in use case diagram

Actor

Details

Ident
syste

ity management
m operator

Entity responsible for enforcing identity managementspolicies, mang
system-wide configuration data, providing day-to-day operational s

NOTE In an identity federation this role may be called “federation o

ging
hpport.

perator”.

Ident]

ity Assertion Provider

The identity assertion provider has the responsibility to corroboratg
authentication and/or attributes. It operates\a verifier and may acce
identity register. A Relying Party can delegate authentication and/oj
provisioning to an identity assertion previder.

The identity assertion provider authenticates the claimant and/or obtains data

from an identity registry to assert identity information. Thereby an
management system can provide authentication services, attribute s
both to a relying party.

the
5s the
attribute

dentity
ervices or

Ident

ity Authority

An actor that can make provable statements on the validity and/or c
one or more attribut&values in an identity.

An identity information authority is typically associated with the do

instance the:demain of origin, in which the attributes, which the identity

authority can make assertions on, have a particular significance.

The actor'combines an identity information authority and a credenti
provider.

prrectness of

main, for

al service

Cred
(CSP)

bntial Service Provider

Trusted actor that issues and/or manages credentials. In this contex

of the CSP is limited to the issuance of credentials to be used for entify

authentication.

t the role

The g
ident|
achie

A use
woul

urpose of a description of use cases is to represent the contract between an actor ang
fying the nteractions available to the actor. The actor initiates an interaction with t
ve a well-defined goal and each use case describes the system’s behaviour in its respo

case can also be described using stories, sequence diagrams and other formalised nof
H'allow specifying further details of the interaction with the system. The use case mod

| the system,
he system to
nse.

ation, which
el presented

in th

example, with a short formalised description for the “authenticate entity“ use case.

s annex is a high Tevel presentation that only comprises case diagrams complemented, as an

The description of use cases can be refined to expose further details, typically presented at multiple
levels of abstraction. The use case description of a lower level of abstraction may introduce additional
actors for subsystems and such actors are inside the system boundary.

The use case shown in Figure B.1 describes two main use cases in an identity management system:

a)

access to a protected resource;

b) delivery of a message to be authenticated.

The use case model in Table B.2 describes internal actors of an identity management system in Table B.1
to show use cases with a more detailed granularity.
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Table B.2 — Summary definition of uses cases for an identity management system

Use Case Description
access service A principal wants access to a resource accessible after entity authentication.
authenticate entity Activity to authenticate a principal in an on-line transaction.
authenticate message Activity to authenticate the sender of a message.

consume message

Receiving a message and authenticating the sender.

Grant, review and revoke consent to use identity information for authentication

manage consent f
or resource access.
: ACUVITIES TElated to e CIreation, TEVOTation and Tenewat of Credentiats, ofen
manage credpntial . : !
includes managing hardware credentials.
Manage configuration data of identity assertion providers and relying-parties
manage metddata in a machine readable, trustworthy and interoperable way. This ificludes
technical parameters like addressing and cryptographic keys.
manage pringipal life cycle Enrol, update, archive and purge identity information
. Specify the policy and procedures to operate and maintain the identity
manage polidy
management system.
. : Obtain attributes for an authenticated principalneeded to authorize its
obtain requepted attributes .
requested access to a service
provide service The relying party provides resources that heed authorised access.
provision senvice Provide a relying party with identity idformation about principals.

send authent

cated message

Send a document, web-service request’and the like. There is no direct respg
in the process or transaction.

Examples:

a) A company submits a sighed document with the balance sheet it is oblig|
provide to a bank for keeping up the credit limit. Technically the method usg
file upload as anonymseuls user. Similar business cases are citizens applying
some government action with an electronically signed form.

b) A sender deljvers asynchronous, signed message, e.g. as specified in SO4
a service.

nse

ed to
es
from

AP, to

The UML use|

Ellipsé¢
Stick f
Line b
(Dashe

«Inclu

case notation can bethought as a graphical table of contents for the use case set. Its elementg

: a specific use dase

igure: an actor(in the sense of a role, not a specific person)

btween actor-and use case: the ,use” relationship

d) rectangular box: system boundary

e» arFow. A use case includes the behaviour of the pointed-to one, like a program calls a
subrofitine

«Exterjd»arrow. The pointed-to use case defines how and when behaviour from another one is inclided.

are:

The arrow with the triangle is pointing from a more specific element (actor, use case) to a more
generalized one.
The dashed line with one arrow a general dependency of use cases.

32

© ISO/IEC 2015 - All rights re

served



https://iecnorm.com/api/?name=57eb30554afdad9fcbb4f6e8a2124e0f

ISO/IEC 24760-2:2015(E)

Identity management system

|

|

manage |

4/\ metadata |
|

|

operator

X

identity

) Y identity
information manage management
authority policies authority

identity registration id tlty assertion
authonty provnd\

|

|

|

|

|

|

|

. |
credential |
|

|

|

|

|

|

|

|

SETVICE prqvioer

manage

send

. rincipal’s
authenticated princip
identity
message . ’
information

K

lifecycle

consume
message
rel

provide
service

a o
&
)
<3
o O
o
__:‘:.C
o @
S |
83
Y
/%Y
—_——
K
_\
=
s 10
3 |
O
=3
~<

autenticate
entity

—
access !
service |

______________________________ 4

b o — —_— =

Figure B.1 — Exemplary use case diagram for an identity management system

Use case name: Authenticate Entity

Primary actor: Principal
Scope : Summary

Stakeholders with interests :

¢ Principal —To provide identification data to the service only if the service
protect$iits‘privacy—to be able to use the service without registration and
cumbersome authentication;

e Rélying party —Provide a low threshold for principals to use the service the
first time and the following visits —Obtain sufficient confidence in the
principal’s right to use the service —comply to laws and regulations;

¢ Identity management authority —supervise the compliance to the system’s
rules and procedures.

Precondition:

Actarhac aneallad intho cuctans and e bl o i a1
YEtorHaS-enreoneaHtte- Sy st ahRa sty pHRePar-

Success guarantees: Principal authenticated and the identity assertion is consumed
by the relying party.

Trigger: Principal attempts to access service at the relying party and has not yet been
authenticated.

Main success scenario :

1. Service access triggers a request for authentication;
2. Principal performs authentication interaction;

Figure B.2 — Example formalized use case description
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C.1 Mode

1

Annex C
(informative)

Component model

This Annex
components

further expands the example presented in Annex B and presents, in Figure C.1, funct
of an identity management system. The presented components are sufficient toimple

ional
ment

the extended use cases presented in Annex D. The figure uses UML,[3] Section C.2 provides alegend for

symbols used in the diagram.

This compon
and interfac

entdiagram shows pieces of the system as organized at runtime. This includes depende
s, Table C.1 summarizes the components shown.

Table C.1 — Functional components of an identity management system

ncies

Nhme

Description

Principal and
Management

Credential

Subsystem to handle the principal and ¢redéential management life cycle.

Metadata Maphagement

This component stores metadata afd provides facilities to maintain and pub
it. [t needs to have a security levekequal or better that a system using metad

lish

Service Prov

sioning Agent

This component pushes identity'information to a service, e.g. relying party.

A service operated provided under control of a relying party.
Providing access to servijces is often the primary objective for an identity

Relying Service management systemxFherefore there is a value in specifying interfaces and
communicating them early in purchase or development activities for relying
services.

This compouent that can be implemented with source-specific scripts, meta

Import/Expdrt . .
directory software or other interfaces.

Audit Reposifory This cemponent stores a log of operational events for auditing. It provides
acgcess to the audit log in a controlled manner.

Identity Manhgement This component represents the technical infrastructure of an identity

System management system as a whole.

Repository of consolidated identity information for a domain. This may be a

Identity Regipter physical storage like a directory, database, or smart card, or a virtual one, like in
avirtual directory.

Typically, cryptographic security for information handled in an identity

Trust Root management system use public key protocols based on certificates for public
keys used by the system. A public key certificate is provisioned out-of-band.
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Figure C.1 — Functional components in an identity management system

UML legend

Main Service
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Figure C.2 — Graphical elements in a UML component diagram
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Table C.2 — UML component diagram terminology

Symbol Details

Artefact ?;il;;efact is any physical piece of information used or produced by a

A component represents a modular part of a system that encapsulates its
contents and whose manifestation is replaceable within its environment.
A component defines its behaviour in terms of provided and required
interfaces.

Component

Ports define the interaction between a component and its environment.
Port It can have multiple interfaces controlling this interaction. Ports appear

on a boundary of a component.

An interface is a specification of behaviour (or contract) that implemefiters

Provided int¢rface agree to meet. A component implements behaviour using a provided
interface.
An interface is a specification of behaviour (or contract) thapimplementers

Required int¢rface agree to meet. A component relies on such behaviour usingla required
interface.

Subsystem A subsystem is depicted as a component of a larger set of systems.
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Figure D.1 — Process diagram for consent management
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