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Foreword

ISO (the International Organisation for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organisation to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organisations, governmental
and ngn= —ir—tat t ; i - i of information
techno|ogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

ional Standards are drafted in accordance with the rules given in the ISO/IEC Directives| Part 2.

in task of the joint technical committee is to prepare International Standards. Draft International
Standdrds adopted by the joint technical committee are circulated to national badies for voting.| Publication as
ion is drawn to the possibility that some of the elements of this document may be the suybject of patent

rights. ]SO and IEC shall not be held responsible for identifying any .or-all such patent rights.

ISO/IEC 27000 was prepared by Joint Technical Committee’ ISO/IEC JTC 1, Informatign technology,
Subcommittee SC 27, IT Security techniques.

This sgcond edition cancels and replaces the first edition(ISO/IEC 27000:2009).
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0

0.1

Introduction

Overview

International Standards for management systems provide a model to follow in setting up and operating a
management system. This model incorporates the features on which experts in the field have reached a
consensus as being the international state of the art. ISO/IEC JTC 1/SC 27 maintains an expert committee
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ISO/IEC T

he development of international management systems standards for information~s
vn as the Information Security Management System (ISMS) family of standards.

e of the ISMS family of standards, organisations can develop and implement a ffamew
security of their information assets including financial information, intellectual proper;
ils, or information entrusted to them by customers or third parties. These.standards can |
e for an independent assessment of their ISMS applied to the protection of information.

mily of standards
ily of standards!) (see Clause 4) is intended to assist organisations of all types and s
operate an ISMS and consists of the following International Standards, under the geng
hnology — Security techniques (given below in numerical order):

7000:2009, Information security management systems — Overview and vocabulary
7001:2005, Information security managementsystems — Requirements
7002:2005, Code of practice for information security management

7003:2010, Information security,management system implementation guidance
[7004:2009, Information sectrity management — Measurement

7005:2011, Informatién_security risk management

7006:2011, Requirements for bodies providing audit and certification of information 3
ent systems

7007:2011; Guidelines for information security management systems auditing

R<27008:2011, Guidelines for auditors on information security management systems cor

ecurity,

ork for
y, and
hlso be

izes to
ral title

ecurity

trols

ISO/IEC 2

7010:2012, Information security management guidelines for inter-sector and

organisational communications

ITU-T X.1051 | ISO/IEC 27011:2008,

Information security management guidelines

telecommunications organisations based on ISO/IEC 27002

20000-1

ITU-T X.1054 | ISO/IEC FDIS 27014, Governance of information security

1)

Standards identified throughout this subclause with no release year indicated are still under development.
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— ISO/IEC TR 27015, Information security management guidelines for financial services
— ISO/IEC WD 27016, Information security management — Organisational economics

NOTE The general title “Information technology — Security techniques” indicates that these standards were prepared
by Joint Technical Committee ISO/IEC JTC 1, Information technology, Subcommittee SC 27, IT Security techniques.

International Standards not under the same general title that are also part of the ISMS family of standards are
as follows:

— 180 27799:2008, Health informatics — Information security management in health using ISO/IEC 27002

0.3 PRurpose of this International Standard

This International Standard provides an overview of information security management‘systents, and defines
related|terms.

NOTE Annex A provides clarification on how verbal forms are used to express reguirements and/orf guidance in the
ISMS fgmily of standards.

The ISMS family of standards includes standards that:
a) define requirements for an ISMS and for those certifying such.systems;

b) provide direct support, detailed guidance and/or interpretation for the overall Plan-Do-Chegk-Act (PDCA)
prpcesses and requirements;

c) address sector-specific guidelines for ISMS; and

d) address conformity assessment for ISMS.

The tems and definitions provided in this Interhational Standard:

— colver commonly used terms and definitions in the ISMS family of standards;

— will not cover all terms and definitions applied within the ISMS family of standards; and

do not |imit the ISMS family:of'standards in defining new terms for use.

© ISO/IEC 2012 — All rights reserved \%
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INTERNATIONAL STANDARD

ISO/IEC 27000:2012(E)

Information technology — Security techniques — Information
security management systems — Overview and vocabulary

1 S

This International Standard describes the overview and the vocabulary of information securit
systents, which form the subject of the ISMS family of standards, and defines related terms and

This International Standard is applicable to all types and sizes of organisation (e.g. commerc|
government agencies, not-for-profit organisations).
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rms and definitions
purposes of this document , the following terms and definitions apply.

A term in a definition or note which is defined elsewhére)in this clause is indicated by boldfag
mber in parentheses. Such a boldface term can be replaced in the definition by its complete defini
mple:

2.4) is defined as “attempt to destroy, expose, alter, disable, steal or gain unauthorized acg
rized use of an asset (2.3)”;

defined as “any item that has value to the organisation”.

'm “asset” is replaced by its definition:

then becomes “attempt to deStroy, expose, alter, disable, steal or gain unauthorized acce

rized use of any item that has yvalue to the organisation”.

to ensure that‘access to assets (2.4) is authorized and restricted based on busineg
ments

ntability

management
definitions.

al enterprises,

e followed by its
ion.

less to or make

ss to or make

s and security

assign

ment.of actions and decisions to an entity

23

analytical model
algorithm or calculation combining one or more base (2.11) and/or derived measures (2.21) with associated
decision

[ISO/IEC 15939:2007]

24
asset

anything that has value to the organisation

NOTE

There are many types of assets, including:

© ISO/IEC 2012 — All rights reserved
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information

o O o QO

services;

D

f) intangibles,

2.5
attack

)
)
) physical, such as computer;
)
)

software, such as a computer program;

people, and their qualifications, skills, and experience; and

such as reputation and image.

attempt to destroy, expose, alter, disable, steal or gain unauthorized access to or make unauthorized use of

an asset (2.4)

2.6

attribute
property or ch
automated me

[ISO/IEC 1593
2.7

audit scope
extent and boy

[ISO 9000:200

2.8

authentication

provision of as

29
authenticity
property that a

210
availability
property of bei

2.1

base measurg

measure (2.43

[ISO/IEC 1593

aracteristic of an object that can be distinguished quantitatively or qualitatively by hu
ans

0:2007]

ndaries of an audit

J

surance that a claimed characteristic of an éntity is correct

h entity is what it claims to be

Ng accessible and usable upon demand by an authorized entity

) defined interms of an attribute (2.6) and the method for quantifying it

0:2007]

NOTE A bg

sesmeasure is functionally independent of other measures

mnan or

2.12

business continuity
procedures (2.53) and/or processes (2.54) for ensuring continued business operations

213

confidentiality
property that information is not made available or disclosed to unauthorized individuals, entities, or processes

(2.54)

214
conformity
fulfilment of a

requirement

© ISO/IEC 2012 — Al rights
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[ISO 9000:20085].
NOTE The term “conformance” is synonymous but deprecated.

215
consequence
outcome of an event (2.24) affecting objectives

[ISO Guide 73:2009]

NOTE 1 An event can lead to a range of consequences.

NOTE J— A TONSEquence can be Certain or uncertaim and i the context of Nformation Security 1S usualty negative.

NOTE 3 Consequences can be expressed qualitatively or quantitatively.
NOTE 4 Initial consequences can escalate through knock-on effects.

216
control
means|of managing risk (2.61), including policies (2.51), procedures (2:53), guidelines (2.26), practices or
organigational structures, which can be of administrative, technical, management, or legal naturg

NOTE 1 Controls for information security include any process, policyiprocedure, guideline, practice ¢r organisational
structurf, which can be administrative, technical, management, or legal in’nature which modify information| security risk.

NOTE 3 Controls may not always exert the intended or assuniedvymodifying effect.
NOTE 3 Control is also used as a synonym for safeguard‘or countermeasure.

2.17
control objective
statempnt describing what is to be achieved.as a result of implementing controls (2.16)

218
corrective action
action 1o eliminate the cause of a detected non-conformity (2.48) or other undesirable situatior

[1SO 9000:2005]
2.19
data

collectipn of values assigned to base measures (2.11), derived measures (2.21) and/or indicators (2.27)

[ISO/IHC 15939:2007]

WVl PNt 7oVaW IaYaVa¥al

Tl I L 1 o Ll PO |
NOTE TS UThmmiurm appics Uy WILTTITT UTS CUTIICAT UT TO ULV £27UUS.ZUUJ.

2.20

decision criteria

thresholds, targets, or patterns used to determine the need for action or further investigation, or to describe
the level of confidence in a given result

[ISO/IEC 15939:2007]
2.21
derived measure

measure (2.43) that is defined as a function of two or more values of base measures (2.11)

[ISO/IEC 15939:2007]

© ISO/IEC 2012 — All rights reserved 3
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2.22
effectiveness

extent to which planned activities are realized and planned results achieved

[ISO 9000:200

2.23
efficiency

5]

relationship between the results achieved and the resources used

[1SO 9000:200
2.24

event
occurrence or
[ISO Guide 73
NOTE 1 An €
NOTE2 Ane

NOTE 3 An €

2.25

external contéxt

external envirg
[ISO Guide 73

NOTE Exte

env

2.26
guideline

description that clarifies what should be done and how, to achieve the objectives set out in policies (2.1

2,27
indicator
measure (2.4
analytical mo

9]

Change of a particular set of circumstances

2009]

vent can be one or more occurrences, and can have several causes.
vent can consist of something not happening.

vent can sometimes be referred to as an “incident” or “accident”.

nment in which the organisation seeks to achieve its'objectives
2009]

rnal context can include:

he cultural, social, political, legal, regulatory, financial, technological, economic, natural and compe
ronment, whether international, national;‘regional or local;

ey drivers and trends having impact'on the objectives of the organisation; and

elationships with, and perceptions and values of, external stakeholders.

3) thatprovides an estimate or evaluation of specified attributes (2.6) derived
Hel, (2.3) with respect to defined information needs (2.28)

titive

om an

2.28

information need
insight necessary to manage objectives, goals, risks and problems

[ISO/IEC 15939:2007]

2.29

information processing facilities
any information processing system, service or infrastructure, or the physical locations housing them

2.30

information security
preservation of confidentiality (2.13), integrity (2.36) and availability (2.10) of information

© ISO/IEC 2012 — Al rights
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NOTE In addition, other properties, such as authenticity (2.9), accountability (2.2), non-repudiation (2.49), and
reliability (2.56) can also be involved.

2.31

information security event

identified occurrence of a system, service or network state indicating a possible breach of information security
policy or failure of safeguards, or a previously unknown situation that may be security relevant

2.32

information security incident

single or a series of unwanted or unexpected information security events (2.31) that have a significant
probability of compromising business operations and threatening information security (2.30)

2.33

information security incident management

proc%}es (2.54) for detecting, reporting, assessing, responding to, dealing with,”and |learning from
information security incidents (2.32)

2.34

information security management system

ISMS

part of|the overall management system (2.42), based on a business(risk approach, to establish, implement,
operatg, monitor, review, maintain and improve information security-(2.30)

NOTE The management system includes organisational structure, policies, planning activities,| responsibilities,
practicgs, procedures, processes and resources.

2.35
informiation system
applicdtion, service, information technology asset, orany other information handling component

2.36
integrity
proper{y of protecting the accuracy and eempleteness of assets (2.4)

2.37
intern3l context
internal] environment in which the organisation seeks to achieve its objectives

[ISO Guide 73:2009]

NOTE Internal eontext can include:
— (governance, organisational structure, roles and accountabilities;

£ policies, objectives, and the strategies that are in place to achieve them;

— the capabilities, understood in terms of resources and knowledge (e.g. capital, time, people, processes,
systems and technologies);

— information systems, information flows and decision-making processes (both formal and informal);
— relationships with, and perceptions and values of, internal stakeholders;
— the organisation's culture;
— standards, guidelines and models adopted by the organisation; and
— form and extent of contractual relationships.
2.38

ISMS project
structured activities undertaken by an organisation to implement an ISMS (2.34)

© ISO/IEC 2012 — All rights reserved 5
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2.39

level of risk

magnitude of a risk (2.61) expressed in terms of the combination of consequences (2.15) and their
likelihood (2.40)

[ISO Guide 73:2009]
2.40
likelihood

chance of something happening

[ISO Guide 73:2009]

2.41
management
coordinated adtivities to direct and control an organisation

[ISO 9000:200p]

242
management system
framework of |guidelines (2.26), policies (2.51), procedures (2.53), processes (2.54) and asspciated
resources aimed at ensuring an organisation meets its objectives

243
measure
variable to whith a value is assigned as the result of measurement (2.44)

[ISO/IEC 1593P:2007]

NOTE Thelterm “measures” is used to refer collectively to base measures, derived measures, and indicators.
2.44
measurement

process of obtaining information about the effectiveness (2.22) of ISMS (2.34) and controls (2.16) yising a
measuremeni method (2.46), a measurement function (2.45), an analytical model (2.3), and decision
criteria (2.20)

2.45
measurement function
algorithm or cglculation performed to combine two or more base measures (2.11)

[ISO/IEC 1593P:2007]

2.46
measurement method
logical sequence of operations, described generically, used in quantifying an attribute (2.6) with respect to a
specified scale (2.72)

[ISO/IEC 15939:2007]
NOTE The type of measurement method depends on the nature of the operations used to quantify an attribute. Two
types can be distinguished:

— subjective: quantification involving human judgment;
— objective: quantification based on numerical rules.

2.47

measurement results
one or more indicators (2.27) and their associated interpretations that address an information need (2.28)

6 © ISO/IEC 2012 — All rights reserved
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2.48
non-conformity
non-fulfillment of a requirement

[ISO 9000:2005]

249
non-repudiation
ability to prove the occurrence of a claimed event or action and its originating entities

2.50
object
item cHaracterized through the measurement (Z.44) of its aftributes (Z.6)

2.51

policy
overalllintention and direction as formally expressed by management (2.41)

2.52
preventive action
action 1o eliminate the cause of a potential non-conformity (2.48) or otherundesirable potentia| situation

[1SO 9000:2005]

2.53
procedure
specifiId way to carry out an activity or a process (2.54)

[1SO 9000:2005]

2.54
process
set of ipterrelated or interacting activities which transforms inputs into outputs

[ISO 9000:2005]

2.55
record
document stating results @chieved or providing evidence of activities performed

[1SO 9000:2005]
2.56

reliability
properly of consistent intended behaviour and results

2,57
residual risk
risk (2.61) remaining after risk treatment (2.71)

NOTE 1 Residual risk can contain unidentified risk.

NOTE 2 Residual risk can also be known as “retained risk”.

2.58

review

activity undertaken to determine the suitability, adequacy and effectiveness (2.22) of the subject matter to
achieve established objectives

[ISO 9000:2005]

© ISO/IEC 2012 — All rights reserved 7
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2.59
review object

specific item being reviewed

2.60

review objective
statement describing what is to be achieved as a result of a review

2.61
risk

effect of uncertainty on objectives

[ISO Guide 73

NOTE1 Ang

NOTE 2  Objg
environmental g

NOTE 3 RisK
combination of t

NOTE4 Info
security event a

NOTE 5 Unc

2009]
ffect is a deviation from the expected — positive and/or negative.

ctives can have different aspects (such as financial, health and safety, information secur
bals) and can apply at different levels (such as strategic, organisation-wide, project) product and pr

is often characterized by reference to potential events (2.24) and ,consequences (2.15
nese.

mation security risk is often expressed in terms of a combination of the”consequences of an infg
d the associated likelihood (2.40) of occurrence.

brtainty is the state, even partial, of deficiency of information-related to, understanding or knowledg

event, its consequence, or likelihood.

NOTE 6
asset or group o

2.62
risk acceptan
decision to acd

2.63
risk analysis

Infoymation security risk is associated with the potential that'threats will exploit vulnerabilities of an infq

f information assets and thereby cause harm to an-organisation.

Ce
ept a risk (2.61)

process to conpprehend the nature of risk’(2.61) and to determine the level of risk (2.39)

[ISO Guide 73
NOTE1 RisK
NOTE2 RisK
2.64

2009]
analysis provides‘the basis for risk evaluation and decisions about risk treatment.

analysis includes risk estimation.

ty, and
pcess).
), or a
rmation

e of, an

rmation

risk assessment

overall proces

[ISO Guide 73:

2.65
risk communi

s (2.54) of risk identification (2.68), risk analysis (2.63) and risk evaluation (2.67)

2009]

cation and consultation

continual and iterative processes that an organisation conducts to provide, share or obtain information, and to
engage in dialogue with stakeholders (2.74) regarding the management of risk (2.61)

[ISO Guide 73:

NOTE 1
treatment of risk

2009]

© ISO/IEC 2012 — Al rights
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NOTE 2  Consultation is a two-way process of informed communication between an organisation and its stakeholders
on an issue prior to making a decision or determining a direction on that issue. Consultation is:

— a process which impacts on a decision through influence rather than power; and
— an input to decision making, not joint decision making.

2.66

risk criteria

terms of reference against which the significance of risk (2.61) is evaluated
[ISO Guide 73:2009]

NOTE 1 Risk criteria are based on organisational objectives, and external and internal context.

NOTE 2 Risk criteria can be derived from standards, laws, policies and other requirements.

2.67
risk evaluation
process (2.54) of comparing the results of risk analysis (2.63) with risk criteria\(2.66) to detgrmine whether
the risk (2.61) and/or its magnitude is acceptable or tolerable

[ISO Guide 73:2009]
NOTE Risk evaluation assists in the decision about risk treatment.

2.68
risk identification
procesp of finding, recognizing and describing risks (2.61)

[ISO Guide 73:2009]

NOTE 1 Risk identification involves the identification of risk sources, events, their causes and their potential
conseqyiences.

NOTE 2 Risk identification can involve (historical data, theoretical analysis, informed and expert opinions, and
stakehdlders’ needs.

2.69
risk management
coordinated activities to direct and control an organisation with regard to risk (2.61)

[ISO Guide 73:2009]

2,70
risk management process
systematic ‘application of management policies (2.51), procedures (2.53) and practices to the activities of
commynicating, consulting, establishing the context and identifying, analyzing, evaluating, treajng, monitoring
and reviewing risk (2.61)

[ISO Guide 73:2009]

NOTE ISO/IEC 27005 uses the term ‘process’ to describe risk management overall. The elements within the risk
management process are termed ‘activities’

2.7

risk treatment

process (2.54) to modify risk (2.61)
[ISO Guide 73:2009]

NOTE 1 Risk treatment can involve:

© ISO/IEC 2012 — All rights reserved 9
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NOTE 2
elimination”, “ris

avoiding the risk by deciding not to start or continue with the activity that gives rise to the risk;
taking or increasing risk in order to pursue an opportunity;

removing the risk source;

changing the likelihood;

changing the consequences;

sharing the risk with another party or parties (including contracts and risk financing); and

retaining the risk by informed choice.

pravention and “risk raduction”
PV O H—aHE—SKTO e H—

Risk treatments that deal with negative consequences are sometimes referred to as “risk mitigation”, “risk

NOTE3 RisK

2.72
scale
ordered set of

[ISO/IEC 1593

NOTE The
are commonly d

These are just e

2.73

security implementation standard

document spe

2.74
stakeholder
person or orgg
activity

[ISO Guide 73

treatment can create new risks or modify existing risks.

values, continuous or discrete, or a set of categories to which the attribute\(2.6) is mapp
D:2007]

type of scale depends on the nature of the relationship between valdes-on the scale. Four types
bfined:

hominal: the measurement values are categorical;
brdinal: the measurement values are rankings;
nterval: the measurement values have equal distances.corresponding to equal quantities of the atf]

atio: the measurement values have equal distapces corresponding to equal quantities of the 4
where the value of zero corresponds to none of the attribute.

kamples of the types of scale.

Lifying authorized ways for realizing security

nisation that can-affect, be affected by, or perceive themselves to be affected by a dec

2009]

2.75
statement of

[4%

pf scale

ribute;

ttribute,

sion or

pplicability
documented SLMMWMWWWWWWMN and

applicable to the organisation's ISMS (2.34)

2.76
third party

person or body that is recognized as being independent of the parties involved, as concerns the issue in

question

[ISO/IEC 27002:2005]

2.77
threat

potential cause of an unwanted incident, which may result in harm to a system or organisation

10

© ISO/IEC 2012 — Al rights
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2,78

unit of measurement

particular quantity, defined and adopted by convention, with which other quantities of the same kind are
compared in order to express their magnitude relative to that quantity

[ISO/IEC 15939:2007]

2.79

validation

confirmation, through the provision of objective evidence, that the requirements for a specific intended use or
application have been fulfilled

[ISO 9(00Z005]

2.30
verification
confirmation, through the provision of objective evidence, that specified requirements_have been fulfilled

[1ISO 9000:2005]
NOTE This could also be called compliance testing.
2.81

vulnerpbility
weakngss of an asset (2.4) or control (2.16) that can be expleited by one or more threats (2.77)

3 Information security management systems

3.1 Iptroduction
Organipations of all types and sizes:
a) collect, process, store, and transmit'information;

b) regognise that information, and related processes, systems, networks and people are impoftant assets for
achieving organisation abjectives;

c) fage arange of risks that may affect the functioning of assets; and
d) address their perceived risk exposure by implementing information security controls.

All infgrmation~held and processed by an organisation is subject to threats of attack, errpr, nature (for
example, fleod or fire), etc, and is subject to vulnerabilities inherent in its use. The term informgtion security is
generglly.‘based on information being considered as an asset which has a value requiripg appropriate
protection, for example, against the loss of availability, confidentiality and integrity. Enabling accurate and
complete information to be available in a timely manner to those with an authorized need is a catalyst for
business efficiency.

Protecting information assets through defining, achieving, maintaining, and improving information security
effectively is essential to enable an organisation to achieve its objectives, and maintain and enhance its legal
compliance and image. These coordinated activities directing the implementation of suitable controls and
treating unacceptable information security risks are generally known as elements of information security
management.

As information security risks and the effectiveness of controls change depending on shifting circumstances,
organisations need to:

a) monitor and evaluate the effectiveness of implemented controls and procedures;

© ISO/IEC 2012 — All rights reserved 11
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b) identify emerging risks to be treated; and
c) select, implement and improve appropriate controls as needed.
To interrelate and coordinate such information security activities, each organisation needs to establish its

policy and objectives for information security and achieve those objectives effectively by using a management
system.

3.2 Whatis an ISMS?

3.2.1 Overview and principles

An Information Security Management System (ISMS) consists of the policies, procedures, guidelings, and
associated redources and activities, collectively managed by an organisation, in the pursuit of protegting its
information asgets. An ISMS is a systematic approach for establishing, implementing, operating; morjitoring,
reviewing, maiptaining and improving organisation’s information security to achieve business-objectives. It is
based upon a fisk assessment and the organisation's risk acceptance levels designed ta'effectively trfat and
manage risks| Analysing requirements for the protection of information assets and) applying appiopriate
controls to ensure the protection of these information assets, as required, contributes to the sudgcessful
implementation of an ISMS. The following fundamental principles also confribute to the sugcessful
implementation of an ISMS:

a) awarenes$ of the need for information security;

b) assignment of responsibility for information security;

c) incorporatjng management commitment and the interests of.stakeholders;

d) enhancind societal values;

e) risk assespments determining appropriate controls:to reach acceptable levels of risk;
f)  security incorporated as an essential element of information networks and systems;
g) active preyention and detection of information security incidents;

h) ensuring 4 comprehensive approach to information security management; and

i) continual feassessment ofiinfermation security and making of modifications as appropriate.

3.2.2 Informption

Information is fan asset that, like other important business assets, is essential to an organisation's biisiness
and consequeptly needs to be suitably protected. Information can be stored in many forms, including| digital
form (e.g. datailes stored on electronic or optical media), material form (e.g. on paper), as Well as
unrepresented information in the form of knowledge of the employees. Information may be transmitted by
various means including: courier, electronic or verbal communication. Whatever form information takes, or the
means by which the information is transmitted, it always needs appropriate protection.

In many organisations information is dependent upon information and communications technology. This
technology is often an essential element in the organisation and assists in facilitating the creation, processing,
storing, transmitting, protection and destruction of information.

3.2.3 Information security

Information security includes three main dimensions: confidentiality, availability and integrity. Information
security involves the application and management of appropriate security measures that involves
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consideration of a wide range of threats, with the aim of ensuring sustained business success and continuity,
and minimising impacts of information security incidents.

Information security is achieved through the implementation of an applicable set of controls, selected through
the chosen risk management process and managed using an ISMS, including policies, processes,
procedures, organisational structures, software and hardware to protect the identified information assets.
These controls need to be specified, implemented, monitored, reviewed and improved where necessary, to
ensure that the specific information security and business objectives of the organisation are met. Relevant
information security controls are expected to be seamlessly integrated with an organisation's business
processes.

3.2.4 Management

Management involves activities to direct, control and continually improve the organisation wit?I\in appropriate
structures. Management activities include the act, manner, or practice of organizing)“handling, directing,
superv|sing, and controlling resources. Management structures extend from one: persgn in a small
organigation to management hierarchies consisting of many individuals in large organisations.

In terms of an ISMS, management involves the supervision and making of-decisions necesgary to achieve
busineps objectives through the protection of the organisation's information assets. Management of
information security is expressed through the formulation and use of information security policigs, procedures
and gdidelines, which are then applied throughout the organisation\by all individuals assog¢iated with the
organigation.

NOTE The term “management” may sometimes refer to people(i.e. a person or group of people wjth authority and
respondibility for the conduct and control of an organisation). The.term “management” addressed in this| clause is not in
this sense.

3.2.5 |Management system
A marjagement system uses a framework «of resources to achieve an organisation's opjectives. The
management system includes organisationalsstructure, policies, planning activities, responsibilities, practices,
procedures, processes and resources.

In terms of information security, a management system allows an organisation to:

a) safisfy the information security requirements of customers and other stakeholders;
b) improve an organisation's plans and activities;

c) meet the organisation's information security objectives;

d) comply with-regulations, legislation and industry mandates; and

e) matnage information assets in an organized way that facilitates continual improvement and adjustment to

cu Bl aorasnia tional acala
morrorgantsatorar goarsT

3.3 Process approach

Organisations need to identify and manage many activities in order to function effectively and efficiently. Any
activity using resources needs to be managed to enable the transformation of inputs into outputs using a set
of interrelated or interacting activities — this is also known as a process. The output from one process can
directly form the input to another process and generally this transformation is carried out under planned and
controlled conditions. The application of a system of processes within an organisation, together with the
identification and interactions of these processes, and their management, can be referred to as a “process
approach”.
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The process approach for the ISMS presented in the ISMS family of standards is based on the operating
principle adopted in ISO's management system standards commonly known as the Plan — Do — Check — Act
(PDCA) process.

objectives

Do —

and

and set targets, and develop plans to achieve them);

implement plans (do what was planned to do);

Act — corri

3.4 Why an
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ed with an organisation's information assets need to be addressed. Achieving info
es the management of risk, and encompasses risks from physical, human and tech
associated with all forms of information within or used by the organisation’

f an ISMS is expected to be a strategic decision for an organisation“and it is necessary t

d implementation of an organisation's ISMS is influenced by the needs and objectives
ecurity requirements, the business processes empldyed and the size and structure
'he design and operation of an ISMS needs to reflect the interests and information

nd other relevant third parties.

nected world, information and related processes, systems, and networks constitute
s. Organisations and their information .systems and networks face security threats from
bs, including computer-assisted fraud,<éspionage, sabotage, vandalism, fire and flood. D
systems and networks caused by malicious code, computer hacking, and denial of
Ecome more common, more ambitious, and increasingly sophisticated.

portant to both public andprivate sector businesses. In any industry, an ISMS is an enab

supports e-bus
networks and
information. In

iness and is essential for fisk management activities. The interconnection of public and
he sharing of information assets increases the difficulty of controlling access to and han
addition, the distfibution of mobile storage devices containing information assets can

mlessly integrated, scaled and updated in accordance with thezneeds of the organisation)

Plan — establish objectives and make plans (analyze the organisation's situation, establish the overall

Check — measure results (measure/monitor the extent to which achievements meet planned objectives);

Its).
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of the

security
bf all of the organisation's stakeholders including* customers, suppliers, business partners,

critical
a wide
amage
service

ler that
private
dling of
veaken
bility to

stems

secunty that y ~ being
supported by appropriate management and procedures within the context of an ISMS Integratlng security into
an information system after the fact could be cumbersome and costly. An ISMS involves identifying which
controls are in place and requires careful planning and attention to detail. As an example, access controls,
which may be technical (logical), physical, administrative (managerial) or a combination, provide a means to
ensure that access to information assets is authorized and restricted based on the business and information
security requirements.

The successful adoption of an ISMS is important to protect information assets allowing an organisation to:

achieve greater assurance that its information assets are adequately protected against threats on a
continual basis;

a)
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b) maintain a structured and comprehensive framework for identifying and assessing information security
risks, selecting and applying applicable controls, and measuring and improving their effectiveness;

c) continually improve its control environment; and

d) effectively achieve legal and regulatory compliance.

3.5 Establishing, monitoring, maintaining and improving an ISMS

3.5.1 Overview

irgpand improving

a) identify information assets and their associated information security requirements (see 3.5.2);
b) askess information security risks (see 3.5.3) and treat information security risks (See 3.5.4)
c) select and implement relevant controls to manage unacceptable risks (see 3.5.5); and

d) monitor, maintain and improve the effectiveness of controls associated with the organisatign's information
aspets (see 3.5.6).

To engure the ISMS is effectively protecting the organisation’s information assets on an ongging basis, it is

necesdary for steps (a) — (d) to be continuously repeated to identify changes in risks or in the organisation's
strategjes or business objectives.

3.5.2 |ldentifying information security requirements

Within |the overall strategy and business objectives of the organisation, its size and geogrgphical spread,
informItion security requirements can be identified through an understanding of:

a) identified information assets and theip value;

b) business needs for informationprocessing, storage and communication; and
c) legal, regulatory, and contractual requirements.

Condutting a methodical_assessment of the risks associated with the organisation's informalion assets will
involve analyzing: threats to information assets; vulnerabilities to and the likelihood of a threat [naterializing to
information assets;%and the potential impact of any information security incident on informati¢on assets. The
expenditure on relevant controls is expected to be proportionate to the perceived business impact of the risk
materialising,

3.5.3 |Assessing information security risks

Managing information security risks requires a suitable risk assessment and risk treatment method which may
include an estimation of the costs and benefits, legal requirements, the concerns of stakeholders, and other
inputs and variables as appropriate.

Risk assessments should identify, quantify, and prioritize risks against criteria for risk acceptance and
objectives relevant to the organisation. The results should guide and determine the appropriate management
action and priorities for managing information security risks and for implementing controls selected to protect
against these risks.

Risk assessment should include the systematic approach of estimating the magnitude of risks (risk analysis)
and the process of comparing the estimated risks against risk criteria to determine the significance of the risks
(risk evaluation).
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Risk assessments should be performed periodically to address changes in the information security
requirements and in the risk situation, e.g. in the assets, threats, vulnerabilities, impacts, the risk evaluation,
and when significant changes occur. These risk assessments should be undertaken in a methodical manner
capable of producing comparable and reproducible results.

The information security risk assessment should have a clearly defined scope in order to be effective and
should include relationships with risk assessments in other areas, if appropriate.

ISO/IEC 27005 provides information security risk management guidance, including advice on risk
assessment, risk treatment, risk acceptance, risk reporting, risk monitoring and risk review. Examples of risk
assessment methodologies are included as well.

3.5.4 Treating information security risks

Before considgring the treatment of a risk, the organisation should decide criteria for determining ‘whgther or
not risks can be accepted. Risks may be accepted if, for example, it is assessed that the risk isdow or fhat the
cost of treatmgnt is not cost-effective for the organisation. Such decisions should be recorded:

For each of tHe risks identified following the risk assessment a risk treatment decision‘needs to be| made.
Possible options for risk treatment include:

a) applying gppropriate controls to reduce the risks;

b) knowingly| and objectively accepting risks, providing they clearly satisfy the organisation’s policy and
criteria forjrisk acceptance;

¢) avoiding r{sks by not allowing actions that would cause the risks to oceur;
d) sharing thg associated risks to other parties, e.g. insurers or suppliers.

For those riskis where the risk treatment decision has been to“apply appropriate controls, these dontrols
should be selefted and implemented.

3.5.5 Selecting and implementing controls

Once informatjon security requirements have been~identified (see 3.5.2), information security risks| to the
identified inforfnation assets have been determined and assessed (see 3.5.3) and decisions for the trgatment
of information [security risks having been made (see 3.5.4), then selection and implementation of gontrols
apply for risk r¢duction.

Controls should ensure that risks are reduced to an acceptable level taking into account:
a) requirements and constraintsTaf hational and international legislation and regulations;

b) organisatipnal objectives;

c) operationgl requireméents and constraints;

d) cost of implementation and operation in relation to the risks being reduced, and remaining proportfonal to
the organisatiaon’s requirements and constraints;

e) the need lobalance the investment in implementation and operati kely to

result from information security incidents.

The controls specified in ISO/IEC 27002:2005 are acknowledged as best practices applicable to most
organisations and readily tailored to accommodate organisations of various sizes and complexities. Other
standards in the ISMS family of standards provide guidance on the selection and application of
ISO/IEC 27002 controls for the information security management system.

Information security controls should be considered at the systems and projects requirements specification and
design stage. Failure to do so can result in additional costs and less effective solutions, and maybe, in the
worst case, inability to achieve adequate security. Controls can be selected from ISO/IEC 27002 or from other
control sets, or new controls can be designed to meet the specific needs of the organisation. It is necessary to
recognize that some controls may not be applicable to every information system or environment, and might
not be practicable for all organisations.
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It should be kept in mind that no set of controls can achieve complete information security. Additional
management actions should be implemented to monitor, evaluate and improve the efficiency and
effectiveness of information security controls to support the organisation’s aims.

The selection and implementation of controls should be documented within a statement of applicability to
assist with compliance requirements.

3.5.6 Monitor, maintain and improve the effectiveness of the ISMS

An organisation needs to maintain and improve the ISMS through monitoring and assessing performance
against organisational policies and objectives, and reporting the results to management for review. This ISMS
review will check that the ISMS includes specified controls that are suitable to treat risks within the ISMS
; i it ; f of verification,
eability of corrective, preventive and improvement actions.

MS critical success factors

A largg number of factors are critical to the successful implementation of an ISMS™to allow an prganisation to
meet its business objectives. Examples of critical success factors include:

a) infprmation security policy, objectives, and activities aligned with objectives;

b) an approach and framework for designing, implementing, \monitoring, maintaining, gnd improving
information security consistent with the organisational culture;

c) i

gible support and commitment from all levels of management, especially top management;

d) an understanding of information asset protection,*requirements achieved through the|application of
information security risk management (see ISO/JEC 27005);

e) an effective information security awareness, training and education programme, informing| all employees
and other relevant parties of their infoffmation security obligations set forth in the information security
pdlicies, standards etc., and motivating‘them to act accordingly;

f) anleffective information security-incident management process;

g) an effective business contintity management approach; and

h) a measurement system'used to evaluate performance in information security management and feedback
supggestions for improvement.

An ISNIS increases-the likelihood that an organisation will consistently achieve the critical success factors
required to protect its information assets.

3.7 Benefits of the ISMS family of standards

The benefits of implementing an ISMS will primarily result from a reduction in information security risks (i.e.
reducing the probability of, and/or impact caused by, information security incidents). Specifically, benefits
realised for an organisation to achieve sustainable success from the adoption of the ISMS family of standards
include:

a) a structured manner supporting the process of specifying, implementing, operating and maintaining a
comprehensive, cost-effective, value creating, integrated and aligned ISMS that meets the organisation's
needs across different operations and sites;

b) assistance for management in consistently managing and operating in a responsible manner their
approach towards information security management, within the context of corporate risk management
and governance, including educating and training business and system owners on the holistic
management of information security;
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mative

requirements

c) promotion of globally-accepted good information security practices in a non-prescriptive manner, giving
organisations the latitude to adopt and improve relevant controls that suit their specific circumstances and
to maintain them in the face of internal and external changes;

d) provision of a common language and conceptual basis for information security, making it easier to place
confidence in business partners with a compliant ISMS, especially if they require certification against
ISO/IEC 27001 by an accredited certification body;

e) increase in stakeholder trust in the organisation;

f)  satisfying societal needs and expectations; and

g) more effective economic management of information security investments.

4 ISMS family of standards

4.1 General information

The ISMS fanjily of standards consists of inter-related standards, already publishédyor under develgpment,

and contains g number of significant structural components. These components.afe focused upon no

standards dgscribing ISMS requirements (ISO/IEC 27001) and certification body

(ISO/IEC 27006) for those certifying conformity with ISO/IEC 27001. Other-standards provide guidapce for

various aspect
as sector-speg

s of an ISMS implementation, addressing a generic process, ‘control-related guidelines
fic guidance. Relationships between the ISMS family of standards?) are illustrated in Figlre 1.

as well
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Figure 1 — ISMS Family of Standards Relationships
2) ISO/IEC 27007 and 27008 are currently under development.
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Standards that provide direct support, detailed guidance and/or interpretation for the overall PDCA processes
and requirements specified in ISO/IEC 27001 (see 4.3.1) are: ISO/IEC 27000 (see 4.2.1), ISO/IEC 27002
(see 4.4.1), ISO/IEC 27003 (see 4.4.2), ISO/IEC 27004 (see 4.4.3), ISO/IEC 27005 (see 4.4.4),
ISO/IEC 27007 (see 4.4.5), ISO/IEC 27013 (see 4.4.7), ISO/IEC 27014 (see 4.4.8) and ISO/IEC 27016 (see
4.4.9).

Standard that provides direct support, detailed guidance and/or interpretation for the controls specified in
ISO/IEC 27002 (see 4.4.1) is ISO/IEC 27008 (see 4.4.6).

ISO/IEC 27006 (see 4.3.2) addresses requirements of bodies providing ISMS certifications.

ISO/IEC 27010 (see 4.5.1), ISO/IEC 27011 (see 4.5.2), ISO/IEC 27015 (see 4.5.3) and ISO 27799 (4.5.4)
addresf sector-specific guidelines for [SMS. >/

The ISMS family of standards maintains relationships with many other ISO and ISO/IEC starjdards and are
classified and further described as being either:

a) standards describing an overview and terminology (see 4.2);
b) standards specifying requirements (see 4.3);
c) standards describing general guidelines (see 4.4); or

d) standards describing sector-specific guidelines (see 4.5).
4.2 $tandards describing an overview and terminology

4.2.1 |ISO/IEC 27000 (this document)

Information technology — Security techniques —\Information security management systems — Overview and
vocabdlary

Scope This International Standard provides to organisations and individuals:
a) an overview of the ISMS family'of standards;

b) an|introduction to information security management systems (ISMS); and

c) teqms and definitions used throughout the ISMS family of standards.

Purpode: ISQ/IEC 27000 describes the fundamentals of information security management $ystems, which
form the subject of the ISMS family of standards, and defines related terms.

4.3 $tandards specifying requirements

4.3.1 ISO/IEC 27001
Information technology — Security techniques — Information security management systems — Requirements

Scope: This International Standard specifies the requirements for establishing, implementing,
operating, monitoring, reviewing, maintaining and improving formalized information security management
systems (ISMS) within the context of the organisation's overall business risks. It specifies requirements for the
implementation of information security controls customized to the needs of individual organisations or parts
thereof. This International Standard can be used by all organisations, regardless of type, size and nature.

3) ISO/IEC 27009 is reserved for future standards associated with the ISMS family of standards that have not yet been
defined when this International Standard was published.
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