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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and non-governmental, in liaison with 1ISO and IEC, also take part in the work. In the field of information
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Introduction

Many electronic transactions within or between ICT systems have security requirements which depend upon
an understood or specified level of confidence in the identities of the entities involved. Such requirements may
include the protection of assets and resources against unauthorized access, for which an access control
mechanism might be used, and/or the enforcement of accountability by the maintenance of audit logs of
relevant events, as well as for accounting and charging purposes.

- ance within this
ént| activities, and
techno|ogies used to establish and manage the identity of an entity for use in authentlca transactions.

N
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Figure 1 — Overview of the Entity Authentication Assurance Framework

Using four specified Levels of Assurance (LoAs), this International Standard provides guidance concerning
control technologies, processes, and management activities, as well as assurance criteria that should be used
to mitigate authentication threats in order to implement the four LoAs. It also provides guidance for the
mapping of other authentication assurance schemes to the specified four levels, as well as guidance for
exchanging the results of an authentication transaction. Finally, this International Standard provides
informative guidance concerning the protection of personally identifiable information (PIl) associated with the
authentication process.

© ISO/IEC 2013 — All rights reserved Vv
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This International Standard is intended to be used principally by credential service providers (CSPs) and by
others having an interest in their services (e.g., relying parties, assessors and auditors of those services). This
Entity Authentication Assurance Framework (EAAF) specifies the minimum technical, management, and
process requirements for four LoAs to ensure equivalence among credentials issued by various CSPs. It also
provides some additional management and organizational considerations that affect entity authentication
assurance, but it does not set forth specific criteria for those considerations. Relying Parties (RPs) and others
may find this International Standard helpful to gain an understanding of what each LoA provides. Additionally,
it may be adopted for use within a trust framework to define technical requirements for LoAs. The EAAF is
intended for, but not limited to, session-based and document-centric use cases using various authentication
technologies. Both direct and brokered trust scenarios are possible, within either bilateral or federated legal
constellations.

vi © ISO/IEC 2013 — Al rights reserved
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Information technology — Security techniques — Entity
authentication assurance framework

1 Scope

This International-Standardprovides—aframework—for managing—entity authenticationassurance in a given

contex. In particular, it:

—| specifies four levels of entity authentication assurance;

—| specifies criteria and guidelines for achieving each of the four leyels of entity |authentication
assurance;

—| provides guidance for mapping other authentication assurance schémes to the four LoAs;
—| provides guidance for exchanging the results of authenticatiorithat are based on the fouyr LoAs; and

—| provides guidance concerning controls that should bedsed to mitigate authentication threats.

2 Normative references
The fdllowing documents, in whole or in part, @re normatively referenced in this document and are
indispgnsable for its application. For dated references, only the edition cited applies. For undated references,
the latgst edition of the referenced document (including any amendments) applies.
2.1 Identical Recommendations | International Standards

None.
2.2 Paired Recommendations | International Standards
None.

2.3 Additionalreferences

None.

3 Terms and definitions

For the purposes of this document, the following terms and definitions apply.

31
assertion
statement made by an entity without accompanying evidence of its validity

[ITU-T X.1252]

NOTE The meaning of the terms claim and assertion are generally agreed to be somewhat similar but with slightly
different meanings. For the purposes of this International Standard, an assertion is considered to be a stronger statement
than a claim.

© ISO/IEC 2013 — All rights reserved 1
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3.2

authentication
provision of assurance in the identity of an entity

[ISO/IEC 180

3.3

14-2]

authentication factor
piece of information and/or process used to authenticate or verify the identity of an entity

[ISO/IEC 19790]

NOTE

Authentication factors are divided into four categories:

something

something
something

3.4

an entity has (e.g., device signature, passport, hardware device containing a credential, private kly);

something an entity knows (e.g., password, PIN);

an entity is (e.g., biometric characteristic); or

an entity typically does (e.g., behaviour pattern).

authentication protocol

defined sequ

ence of messages between an entity and a verifier ¢hat enables the verifier to

authentication of an entity

3.5
authoritative
repository wh

3.6
claim
statement tha

[ITU-T X125
NOTE Th

different mean
than a claim.

3.7
context
environment

[ITU-T X.125

source
ich is recognized as being an accurate and up-to-date source of information

t something is the case, without being able to give proof

]

e meaning of the terms claim”’and assertion are generally agreed to be somewhat similar but wi
ngs. For the purposes of.this International Standard, an assertion is considered to be a stronger §

ith defined boundary conditions in which entities exist and interact

]

3.8
credential

set of data presented as evidence of a claimed or asserted identity and/or entitlements

NOTE

3.9

See Annex B for additional characteristics of a credential.

credential service provider
trusted actor that issues and/or manages credentials

perform

h slightly
tatement

© ISO/IEC 2013 — All rights reserved
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3.10
entity
something that has separate and distinct existence and that can be identified in a context

[ITU-T X.1252]

NOTE For the purposes of this International Standard, entity is also used in the specific case for something that is
claiming an identity.

3.1
entity authentication assurance
degree of confidence reached in the authentication process that the entity is what it is, or is expected to be

[ITU-T [X.1252]

NOTE The confidence is based on the degree of confidence in the binding between the entity/and the identity that is
presented.

3.12
identifjer
one or [more attributes that uniquely characterize an entity in a specific contéxt

3.13
identity
set of gttributes related to an entity

[ISO/IHC 24760]

NOTE Within a particular context, an identity can have’ one or more identifiers to allow an entity to be uniquely
recogniged within that context.

3.14
identity information verification
procesg of checking identity information~and credentials against issuers, data sources, or ofher internal or
external resources with respect to authenticity, validity, correctness, and binding to the entity

3.5
identity proofing
procesg by which the Registration Authority (RA) captures and verifies sufficient information| to identify an
entity tp a specified or understood level of assurance

3.16
man-in-the-middle attack
attack jn which.an attacker is able to read, insert, and modify messages between two partigs without their
knowledge

3.17
multifactor authentication
authentication with at least two independent authentication factors

[ISO/IEC 19790]
3.18

mutual authentication
authentication of identities of entities which provides both entities with assurance of each other's identity

© ISO/IEC 2013 — Al rights reserved 3
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3.19
non-repudiation

ability to protect against denial by one of the entities involved in an action of having participated in all or part of

the action
[ITU-T X.1252]

3.20
phishing

scam by which an email user is duped into revealing personal or confidential information which the scammer

can then use illicitly

3.21

registration fauthority
trusted actor that establishes and/or vouches for the identity of an entity to a CSP

3.22
relying party|
actor that religs on an identity assertion or claim

3.23
repudiation
denial in havinhg participated in all or part of an action by one of the entities involved

[ITU-T X.1252]

3.24
salt
non-secret, often random, value that is used in a hashing process

NOTE It i$ also referred to as sand.

3.25
shared secret
secret used i authentication that is known only-to the entity and the verifier

3.26
time stamp

reliable time Yariant parameter which denotes a point in time with respect to a common reference

3.27
transaction

discrete event between @n-entity and service provider that supports a business or programmatic purpg

3.28
trust frame

3.29
trusted third party

authority or its agent, trusted by other actors with respect to specified activities (e.g., security-related activities)

NOTE A trusted third party is trusted by an entity and/or a verifier for the purposes of authentication.

3.30
validity period
time period during which an identity or credential may be used in one or more transactions

4 © ISO/IEC 2013 — Al rights reserved
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verification
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process of checking information by comparing the provided information with previously corroborated

information

3.32
verifier

actor that corroborates identity information

NOTE The verifier can participate in multiple phases of the EAAF and can perform credential verification and/or
identity information verification.

4 Abbreviations
For thg purposes of this International Standard, the following abbreviations apply:
CAs Certificate Authorities
CSP Credential Service Provider
Ccv Card Verifier
EAA Entity Authentication Assurance
EAAF Entity Authentication Assurance Framework
IdM Identity Management
ICT Information and Communications’Technology
IP Internet Protocol
LoA Level of Assurance
LoAs Levels of Assurarce
MAC Media Access-Control
NPE Non-Rerson Entity
Pl Personally Identifiable Information
PIN Personal Identification Number
RA Registration Authority
RP Relying Party
SAML Security Assertion Markup Language
SSL Secure Sockets Layer
TCP/IP Transmission Control Protocol/Internet Protocol
TLS Transport Layer Security
TPM Trusted Platform Module
TTP Trusted Third Party
URL Uniform Resource Locator

© ISO/IEC 2013 — All rights reserved
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5 Conventions

This International Standard follows the ISO Directive, Part 2, Annex H regarding verbal forms for the
expression of provisions.

a) “Shall” indicates a requirement;

b) “Should” indicates a recommendation;

c) “May” indicates a permission; and

d) “Can” indicates a possibility and capability.

6 Levels|of assurance

This Entity Authentication Assurance Framework (EAAF) defines four levels of assurance (LOAs) for entity
authentication. Each LoA describes the degree of confidence in the processes leading up te and inclyding the
authenticatiop process itself, thus providing assurance that the entity that uses a particular identity {s in fact
the entity to|which that identity was assigned. For the purposes of this International Standard, LoA is a
function of the processes, management activities, and technical controls that have) been implemenied by a
CSP for eadh of the EAAF phases based on the criteria set forth in Clause” 10. Entity Autheptication
Assurance (EAA) is affected by management and organizational considerations, but this Intefnational
Standard dogs not provide explicit normative criteria for those considerations. An entity can be a human or a
non-person entity (NPE).

For example | a network’s LoA could be a function of the LoAs of all components that make up the[network
and includes| NPEs or endpoint devices (e.g., mobile phones, PDAs, set-top boxes, laptops). |n some

instances, erldpoint devices may impersonate legitimate entities. Consequently, the ability to distipguish a

trusted devic¢, with some degree of confidence, from a rogue.device is fundamental to EAA.

LoA1 is the Id
Standard. Dd
determination
misuse of cre
used for high

The EAAF p
provides requ

a) Enrolme
b) Credenti
c) Authenti

west level of assurance, and LoA4 is the highest level of assurance specified in this Inte
termining which LoA is appropriate in~a given situation depends on a variety of fact
of the required LoA is based mainly,on risk: the consequences of an authentication errg
dentials, the resultant harm and.impact, and their likelihood of occurrence. Higher LoAs
br perceived risk.

ovides requirements and.implementation guidance for each of the four LoAs.
irements for the implementation of processes for the following phases:

In par

nt (e.g., identity proofing, identity information verification, registration);
bl management (e.g., credential issuance, credential activation); and

ation.

national
brs. The
r and/or
shall be

icular, it

It also provid

es.duidance regarding management and organizational considerations (e.g., legal conpliance,

information security management) that affect entity authentication assurance.

The LoAs are defined as shown in Table 6-1.
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Table 6-1 — Levels of assurance

Level Description
1—Low Little or no confidence in the claimed or asserted identity
2 — Medium Some confidence in the claimed or asserted identity
3 — High High confidence in the claimed or asserted identity
4 — Very high Very high confidence in the claimed or asserted identity

This framework contains requirements to achieve a desired LoA for each entity authentication assurance

W

frame Ok Plriase c OvVeld OA d ‘V‘. DV d 0][S c ¢. U U c SWOIK DE
phase with the lowest LoA.
6.1 level of assurance 1 (LoA1)

At LoAll, there is minimal confidence in the claimed or asserted identity of the entity; but some
the enfity is the same over consecutive authentication events. This LoA is)used when m
associgted with erroneous authentication. There is no specific requirement for the authenticati
used; only that it provides some minimal assurance. A wide range of available technologieg
credentials associated with higher LoAs, can satisfy the entity authentication assurance requir
LoA. This level does not require use of cryptographic authentication” methods (e.g., cryptqg
challenge-response protocol).

For edample, LoA1 may be applicable for authentication~in which an entity presents a
username or password to a service provider's website to<reate a customized page, or transag
websités that require registration for access to materials and documentation, such as ne
documgentation.

For example, at LoA1, a media access control (MAC) address may satisfy a device authenticati
Howevgr, there is little confidence that anotherdevice will not be able to use the same MAC adg

6.2 Level of assurance 2 (LoA2)

At LoA2, there is some confidence(in the claimed or asserted identity of the entity. This LoA
moderate risk is associated with® erroneous authentication. Single-factor authentication

Succegsful authentication shall be dependent upon the entity proving, through a secure
protocgl, that the entity hasseontrol of the credential. Controls should be in place to reduce the €

the level of the

onfidence that
nimum risk is
pbn mechanism
, including the
ements for this
graphic-based

self-registered
tions involving
ws or product

bNn requirement.
ress.

is used when
s acceptable.
authentication
ffectiveness of

eavesdropper and onliné_guessing attacks. Controls shall be in place to protect against attacks on stored

credentials.

For example, asefvice provider might operate a website that enables its customers to change t
record| The transaction in which a beneficiary changes an address of record may be cons
authentication“transaction, as the transaction may involve a moderate risk of inconvenience
noticed «fegarding payment amounts, account status, and records of changes are usual

heir address of
dered a LoA2
. Since official
y sent to the

alUy U adlly © c

benefi . " AUUICT U Cc LU , c c U c UUC I U Ul alu U

zed release of

Pll. As a result, the service provider should obtain at least some authentication assurance before allowing this

transaction to take place.

6.3 Level of assurance 3 (LoA3)

At LoA3, there is high confidence in the claimed or asserted identity of the entity. This LoA
substantial risk is associated with erroneous authentication. This LoA shall employ multifactor

is used where
authentication.

Any secret information exchanged in authentication protocols shall be cryptographically protected in transit

1
CSP for each of the EAAF phases based on the criteria set forth in Clause 10.

© ISO/IEC 2013 — All rights reserved
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and at rest (although LoA3 does not require the use of a cryptographic-based challenge-response protocol).
There are no requirements concerning the generation or storage of credentials; they may be stored or
generated in general purpose computers or in special purpose hardware.

For example, a transaction in which a company submits certain confidential information electronically to a
government agency may require a LoA3 authentication transaction. Improper disclosure could result in a
substantial risk for financial loss. Other LoA3 transaction examples include online access to accounts that
allow the entity to perform certain financial transactions, or use by a third party contractor of a remote system
to access potentially sensitive client personal information.

6.4 Level of assurance 4 (LoA4)

At LoA4, there is very high confidence in the claimed or asserted identity of the entity. This LoA is used when
high risk is a§
assurance dfi
person identi
all secret or pri
protocols sha

For example
failure may
provided cert

hin critical information, and the responsible party may even be crimjinally liable for any
verify the information. Finally, approval of a transaction involving high risk ©f)financial loss may be
transaction.

At LoA4, digi
such as lapt
example, the
phone. Also,

tal certificates (e.g., X.509, Card-Verifier (CV) certificates)’ may be used to authenticat
bps, mobile phones, printers, fax machines, and other devices connected to a netw
smart phone enrolment process may require the deployment of digital certificates to t
n order to prevent unauthorized access to the power grid, digital certificates may be us

b NPEs,
ork. For
€ smart
d in the

deployment df smart meter technologies.

6.5 Selecting the appropriate level of assurance

ices for
htication
assured
e at the

Selection of
which the en
transaction ¢
identities acc
various LoAs

he appropriate LoA should be based on a risk assessment of the transactions or ser]
tities will be authenticated. By, mapping impact levels to LoAs, parties to an authe
hn determine what LoA they.require and can procure services and place reliance on
brdingly. Table 6-2 indicates'possible consequences and impacts of authentication failu

Table-6-2— Potential impact at each level of assurance

Potential impact of
Possible éonsequences of authentication failure authentication failure by LoA
1 2 3 4

Incpnvenience, distress or damage to standing or reputation Min* Mod Sub High

Financial loss or agency liability Min Mod Sub High

Harm to the organization, its programs, or public interests N/A Min Mod High

Unauthorized release of sensitive information N/A Mod Sub High

Personal safety N/A N/A Min S,Ub

Mod High

Civil or criminal violations N/A Min Sub High
* Min=Minimum; Mod=Moderate; Sub=Substantial; High=High

Determination of what constitutes minimum, moderate, substantial, and high risk depends on the risk criteria
defined by the organization using this standard for each of the possible consequences. Additionally, it is
possible to have multiple impact scenarios (e.g., consequences could include harm to the organization, as

© ISO/IEC 2013 — All rights reserved
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well as, unauthorized release of sensitive information). In multiple impact scenarios, the highest LoA
corresponding to consequences should be used.

Each LoA shall be determined by the strength and rigor of the controls and processes for each phase of the
EAAF that the CSP applies to the provision of its service. The EAAF establishes a need for operational
service assurance criteria at each LoA for CSPs. Service assurance criteria are introduced in Clause 11, but
specific requirements are out of scope for this International Standard.

There may be other business related factors to take into account, beyond the scope of security, when using
the results of the risk assessment to determine the applicable LoA. Such business factors may include:

The organization’s approach to managing residual risk;

bel better served by a lower LoA using a credential such as a password, if the orgahiZation

a)
b)
c)
in
The ri

risk aspessment (e.g., ISO/IEC 27001) and should focus on the specific need for security in th
being fcontemplated. The risk assessment shall address risk related\to EAA. The resu
assesgment shall be compared to the four LoAs. The LoA that best matches the results of the ri
shall b¢ selected.

Where| multiple classes of transactions are envisaged, it is¢possible that a different LoA a
transagtion or to groups of transactions. In other words, multiple LoAs may be accepte
organization, according to the specific transaction in question.

6.6
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THe organization’s appetite for accepting risk in terms of the impacts shown in Table 6-2{7a

THe business objectives for the service (e.g., a service with the business objective-of drivi

lace to mitigate fraud and is comfortable accepting the risk of fraud).

nd

ng uptake may
has processes

assessment of a transaction may be conducted as a part of organization’s overall inforfnation security

oA mapping and interoperability

nt domains may define LoAs differently.,These LoAs will not necessarily support a 1-tq
r LoAs described in this Framework-For example, one domain may adopt a four-le
r domain may adopt a five-level model. The various criteria for the different authenticatio
brately defined and widely commubicated.

r to achieve interoperability. between different LoA models, each domain shall explain h
b relates to the LoAs defined in this standard by:

veloping a well defined entity authentication assurance methodology, including well defi
LoAs; and

dely publishing this methodology so that organizations wishing to enter into
reements with them can clearly understand each other’s processes and terminology.

The Lg

specifigssand quantifies:

A methodology shall take into account and clearly define LoAs in terms of a risk ag

e transactions
ts of the risk
5k assessment

bplies to each

d by a single

-1 mapping to
el model, and
n models must

bw its mapping

hed categories

ederation-type

sessment that

a)

Im

Expected threats;

pacts (i.e., min, mod) should threats become reality;

Identification of threats that must be controlled at each LoA;

Recommended security technologies and processes for use in implementing controls at each LoA, such

as specifying a credential be carried on a hardware device (e.g., smart card) or specifying requirements
for the generation and storage of credentials; and

account both identity proofing and associated credentials.
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One approach to address the issue of mapping/bridging between different LoA models may be to use the four-
level model defined in this document and map other n-level models against it. This method would allow
identity federations using different models for authentication assurance to map against the four-level model.
Mappings shall define how un-mapped LoAs will be handled, which may be to simply ignore them or to
effectively map them to the next lowest level (since there could be no basis for assuming a higher LoA if it had
not been specifically determined beforehand).

6.7 Exchanging authentication results based on the 4 LoAs

Actors participating in an authentication transaction (e.g., CSPs, RPs) may need to exchange information to
complete the transaction or activity.

The range of actions includes, but is not limited to, the following:

a) Allowinglan RP to express its expectations for the LoA at which an entity should be authenticated

b) Allowing[an entity or CSP to indicate the actual LoA in its responses;

c) Allowing

requirem

an entity or CSP to advertise those LoAs for which it has been certified Capable of me
ents associated with that LoA.

bting the

hat, and

Actors partic

structure of tihe information to be exchanged. The RP may need to specify.if it will accept any authe

response oth

While digital
credentials, n
the exchangi
Authenticatio
classes conc
assertion fror
address of

mechanism.”

The remaind
services are

overview of the need for service assurance-criteria against which services may be assessed to ensure

appropriate L

7 Actors

The actors in
belong to a
capabilities p
services.

pating in an authentication transaction shall agree on the protecol, semantics, forn
br than that exactly requested.

certificates are an established way to convey inforthation concerning assurance of
netadata is increasingly being used as a method to.€ommunicate what assurance requ
ng parties have. A Context Class, such as a Security Assertion Markup Language
n Context Class in the form of a URI, is a well-known mechanism for parties to expre
brning authentication assurance in authentication requests and assertions. For example,
n an identity provider might convey information such as “This user is John Doe; he has
ohn.doe@example.com; and he was\ authenticated into this system using a p

er of this Framework addresses the structure within which processes and requiren
established and the threats and impacts relating to entity authentication. It concludes

PA is assigned to achieve.adequate credentialing services.

volved in the:EAAF include entities, CSPs, RAs, RPs, verifiers, and TTPs. These act
single organization or separate organizations. There may be a variety of relationsh
rovided-by a number of organizations including shared or interacting components, systg

htication

related
rements
(SAML)
5s those
a typical
An email
assword
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with an
that the

ors may
ips and
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7.1 Entity

An entity can have its identity authenticated. The ability to authenticate an entity depends on a number of
factors. In the context of this Framework, the ability to authenticate an entity implies that the entity has been
registered and issued the appropriate credentials by a CSP and that an authentication protocol has been
specified. During authentication, the entity may attest to its own identity. It is also possible that there is a
separate party representing the entity for the purposes of authentication.

7.2 Credential service provider

A credential service provider (CSP) issues and/or manages credentials or the hardware, software, and
associated data that can be used to produce credentials. Passwords and biometric characteristics are
examples of a credential that may be issued and managed by a CSP. Smart cards containing private keys are
an example of hardware and associated data (that can be used to produce credentials) that may be issued
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and managed by a CSP. A CSP may also issue and manage data that can be used to authenticate credentials.
If passwords are used as credentials, this data may be the values of one-way functions of the passwords. If
credentials are based on digitally-signed information, CSPs may produce public key certificates that can be
used by verifiers. The credentials that are issued and supported, as well as the safeguards that are
implemented by the CSP, are key factors in determining which LoA will be reached during a particular
authentication transaction (see also clause 10.3).

Every entity shall be issued one or more credentials, or means to produce credentials, to enable later
authentication. Credentials, or means to produce credentials, are typically only issued after successful
completion of an enrolment process, at the end of which the entity is registered.

7.3 Registration authority

A Regiptration Authority (RA) establishes and/or vouches for the identity of an entity to a CSH
be trusted by the CSP to execute the processes related to the enrolment phase and register e
that allpws later assignment of credentials by the CSP.

Each RA shall perform some form of identity proofing and identity information, verification

specifiegd procedure. In order to differentiate the entity from other entities, an entity’is typically a
more igentifiers, which will allow the entity to be recognized later in the appli¢able context.

7.4 Relying party

An RPJis an actor that relies on an identity claim or assertion. Thé relying party may require ar
identity for a variety of purposes, such as account management;.access control, authorization
The relying party may itself perform the operations necessary-te authenticate the entity, or it ma
operatipns to a third party.

7.5 Verifier

The verifier is an actor that corroborates identity*information. The verifier can participate in mul

EAA and can perform credential verification and/or identity information verification.

7.6 Trusted third party

A TTP]is an authority or its agent(trusted by other actors with respect to certain activities
related| activities). For this Framework, a TTP is trusted by an entity and/or a verifier for th

. The RA shall
ntities in a way

bccording to a
5signed one or

authenticated
decisions, etc.
y entrust these

tiple phases of

e.g., security-
e purposes of

authentication. Examples of TTPs for the purposes of entity authentication include Certification Authorities

(CAs) and Time-Stamping Authorities.

8 Entity authentication assurance framework phases

This clpuse pravides a description of the phases and processes of EAA. Although some EA
differ fjlom the:structure of this model, conformance to this model requires that functional capabi
the requirements set out in this Framework. This Framework is technology neutral.

A models may
ities fully meet

Organizations adopting this Framework shall establish policies, procedures, and capabilities that provide the
necessary supporting processes and fulfil requirements set forth in this Framework. These will vary according
to the role chosen by a particular organization and, for instance, the LoAs at which an organization provides
credentials. For example, an organization may be subject to:

a) Requirements for particular actions on behalf of the organization or its representatives related to
particular LoAs;

b) Requirements for external or third party assessment of an organization’s operational capability within the
EAAF; and

c) Policies, actions, and capabilities necessary to establish the trustworthiness of the processes, services,

and capabilities provided by organizations adopting the Framework.

© ISO/IEC 2013 — Al rights reserved 11


https://iecnorm.com/api/?name=b1a161202d8dd143e7ce54e6fc3d856a

ISO/IEC 29115:2013(E)

8.1 Enrolment phase

The enrolment phase consists of four processes: application and initiation; identity proofing; identity
information verification; and record-keeping/recording. These processes may be conducted entirely by a
single organization, or they may consist of a variety of relationships and capabilities provided by a number of
organizations including shared or interacting components, systems, and services.

The required processes differ according to the rigor required by the applicable LoA. In the case of an entity
enrolling under LoA1, these processes are minimal (e.g., an individual may click a “new user” button on a
webpage and create a username and password). In other cases, enrolment processes may be extensive. For
example, enrolment at LoA4 requires an in-person meeting between the entity and the RA, as well as
extensive identity proofing.

8.1.1 Applifation and initiation

The enrolment phase is initiated in a variety of ways. For instance, it may be initiated pursuant_to a
made by entfties seeking to obtain a particular credential themselves (e.g., when a new wser of a
wishes to obtain a username and password). It is equally possible that the enrolment process is initig
third party on behalf of the entity, or by the CSP itself (e.g., government-issued identification card, e
badge). For gxample, at higher LoAs, applications may be accepted only where the entity has been sp
by a third party.

request
website
ted by a
mployee
onsored

In any event| the initiation process of the enrolment phase for humans may ‘involve the completion of an
application form. This form should record sufficient information to ensure th€&entity may be identified uniquely
within a contgext (e.g., by recording the full name, date and place of bitth). For NPEs, such as for & mobile
device, enrolnent may require initialization through the deployment of,credentials to the device, which|enables
the device tq be identified uniquely and to receive tailored device ‘settings via an encrypted conflguration
profile.

CSPs shall set forth the terms under which enrolment is previded and under which the services asgociated
with that enrglment shall be used. The terms of services‘associated with the enrolment may be estpblished
pursuant to g trust framework. Where appropriate, \liability disclaimers or other legal provisions shall be
accepted by, lor on behalf of, the entity prior to continuation of the enrolment processes.

8.1.2 Ident](y proofing and identity information verification
Identity proofi

specified or |
information a

to authenticit

ng is the process of capturing and verifying sufficient information to identify an entity to a
nderstood level of assurance. Identity information verification is the process of checking identity
nd credentials against.issuers, data sources, or other internal or external resources with respect
, validity, correctness, and binding to the entity. Depending on the context, a variety of identity
information (e.g., government—identity cards, driver's licenses, biometric information, machine-based
attestation, bjrth certificates) from authoritative sources may fulfil identity proofing requirements. The actual
identity infornpation presented to fulfil identity proofing requirements varies with the LoA.

Identity proof
tampering, or

ng may-include the physical checking of presented identity documents to detect possibje fraud,
counterfeiting. ldentity proofing may also include checking to ensure the identity is used in other

contexts (i.e.

verified from other RAs). The identity proofing requirements shall be more stringent the higher

the LoA. Also, the identity proofing process shall be more stringent for entities asserting or claiming an identity
remotely (e.g., via an online channel) than locally (e.g., in-person with the RA).

The stringency of identity proofing requirements is based on the objectives that must be met for each LoA. At
LoA1, the only objective is to ensure the identity is unique within the intended context. The identity should not
be associated with two different entities. At LoA2, there are two objectives. First, the identity shall be unique in
the context. Second, the entity to which the identity pertains shall exist objectively, which means the identity is
not fictitious or intentionally fabricated for fraudulent purposes.2 For example, human identity proofing at LoA2
may include checking birth and death registers to ensure some provenance (although it does not prove that

2 This does not preclude the use of pseudonyms.
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the entity in possession of a birth certificate is the entity to which the birth certificate relates). Similarly, identity
proofing at LoA2 for NPEs may include checking a serial number with the manufacturer.

LoA3 includes the objectives of LoA1 and LoA2, as well as the objective of verifying the identity information
through one or more authoritative sources, such as an external database. Identity information verification
shows that the identity is in use and links to the entity. However, there is no assurance that identity information
is in the possession of the real or rightful owner of the identity. For humans, LoA4 adds one additional
objective to LoA3 by requiring entities to be witnessed in-person to help protect against impersonation.

Identity proofing processes at a higher LoA shall include the processes of the lower LoAs. For example, LoA3
identity proofing assumes that LoA1 and LoA2 identity proofing controls have been satisfied.

Table 8-T — Applying Identity Proofing Objectives to the LoAs

L L Method of
LoA Description Objective Controls . 3
processing
LoA1 {low | Little or no confidence in | Identity is unique within a Self-claimed or self-asserted | ocal or
the claimed or asserted |context Femote
identity
LoA2 - Some confidence in the |ldentity is unique within Proof of idéntity through use | ocal or
medium claimed or asserted context and the entity to of identity’ information from an | femote
identity which the identity pertains authdritative source

exists objectively

LoA3 - high | High confidence in the | Identity is unique within Proof of identity through use | ocal or
claimed or asserted context, entity to which the of identity information from an | femote
identity identity pertains exists authoritative source + identity

objectively, identity is information verification

verified, and identity is used
in other contexts

LoA4 Very high confidence in | ldentity’is unique within Proof of identity through use | ocal only
very hijgh |the claimed or asserted | context, entity to which the of identity information from
identity identity pertains exists multiple authoritative sources
objectively, identity is + identity information
verified, and identity is used | verification + entity witnessed
in other contexts in-person4

The impact of theyenrolment phase on the LoA shall be determined by the use of the controls listed in clause
10.1.2.

Any implemientation of the EAAF relies on (a subset of) the identity information and sources that are available
to prospective entities and/or to the RA.

The reliability and accuracy of these credentials, identity information, and sources determine the actual
assurance provided by the enrolment phase. Consequently, implementers of the EAAF shall carefully consider
the assurance provided by the identity (management) infrastructures that are used by the different sources
and issuers when deciding which credentials, identity information, and/or sources to rely on for identity
proofing and identity information verification purposes. Any implementation of the EAAF shall involve
publication of a document (e.g., identity proofing policy as described in clause 10.1.2.1) which provides an

3 Remote identity proofing is accomplished over a network and therefore involves not being able to physically see the
entity whereas local identity proofing is accomplished in a manner that requires physically seeing the entity.

4 The witnessed in-person control applies only to human entities.
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overview of the identity information, sources, and/or issuers that are relied upon in support of the enrolment
phase.

8.1.3 Record-keeping/recording

This is the process of concluding the enrolment of an entity. It is the record-keeping process of the enrolment
phase in which a record is created of the enrolment. This record shall include the information and
documentation that was collected (and may be retained), information about the identity information verification
process, the results of these steps, and other pertinent data. A decision is then rendered and recorded to
accept, deny, or refer the enrolment for further examination or other follow up.

8.1.4 Registration

Registration is a process in which an entity requests to use a service or resource. Although the registration
process is ggnerally considered as a part of an enrolment process, such that it is performed at the end of the
enrolment phpase, it may also be performed at a later time. Unlike other processes in enrolmeni'that are likely
to be necessary only once, registration may be necessary when an entity requests access {e, each service or
resource for the first time.

8.2 Credeptial management phase

The credentinl management phase comprises all processes relevant to the lifecycle management of a
credential, orjmeans to produce credentials, which enables the user to participate in an activity or confext. The
credential mgnagement phase may involve some or all of the following\processes: creation of credentials,
issuance of ¢gredentials or of the means to produce credentials, activation of credentials or the means to
produce credentials, storage of credentials, revocation and/or destruction of credentials or of the means to
produce credentials, renewal and/or replacement of credentials <or)the means to produce credentials, and
record-keepinjg. Some of these processes depend on whether the credential is carried on a hardware|device.
8.2.1 Credg¢ntial creation
The credential creation process encompasses all necessary processes to create a credential, or the means to
produce a credential, for the first time. These proces$es may include pre-processing, initialization, and binding.

8.2.2 Cred¢ntial pre-processing

Some credentials, or the means to produce credentials, require pre-processing before issuance, |[such as
personalizatipn where a credential is-customized to the entity’s identity. Personalization can take many
different forn}s depending on thetcredential. For instance, the personalization of a smart card that holds
credentials mjay involve printing~(on the outside of the card) or writing (to the card’s chip) the nanfe of the
entity to which the card will bé issued. There are also credentials that do not require personalization,|such as
passwords.

8.2.2.1 Crgdential(initialization

Credential inftialization encompasses all steps to ensure that a means to produce a credential will|later be
able to suppprtithe functionalities that it is expected to support. For instance, a smart card chip might be
required to calculate the cryptographic key pairs necessary to later support the generation of digital signatures.
Similarly, a smart card might be issued in a “locked” state that requires a PIN during the activation process.

8.2.2.2 Credential binding

Binding is the process of establishing an association between a credential, or the means to produce a
credential, and the entity to which it will be issued. How binding is accomplished and the confidence in the
binding association varies with the LoA. For instance, in an online scenario when binding an entity’s persistent
pseudonymous identifier to the entity’s customer record, a first time “activation code” may be carried through
the binding process in a session-only encrypted cookie over a secured channel. Alternatively, the activation
code may be requested at the end of the process once the entity-to-persistent identifier binding step has been
completed, in order to bind the persistent identifier to the customer record.
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Credential issuance

Credential issuance is the process of providing or otherwise associating an entity with a particular credential,
or the means to produce a credential. The complexity of this process varies with the LoA required. For higher
LoAs, this may involve the in-person delivery of a hardware device (e.g., a smart card) that holds a credential.
In case of lower LoAs, the issuance process might be as simple as sending a password or PIN to the entity’s
physical or email address.

For NPEs, such as devices, issuance processes at higher LoAs typically begin when the device manufacturer
orders digital certificates in bulk by providing a Credential Service Provider (CSP) with a list of unique device
identification numbers for each of the digital certificates. The CSP responds by providing certificates and
private keys to the manufacturer in an encrypted format. During the manufacturing process, the manufacturer

may ef

8.24

Creder
for use

a credential, or means to produce credentials, may have been “locked” after its|initialization ur
hnce to the entity to prevent interim misuse. In such cases, activation 'may involve the “uplocking” of the

of issu
creden
after a

8.2.5
Creder
stored
Creder
unauth

Creder

nbed a digital certificate Into each device, which creaies a unique device identiiier.
Credential activation

tial activation is the process whereby a credential, or the means to produce credentials,
. The activation process may involve a variety of measures depending om'the credentia
tial (e.g., use of a password). A credential, or the means to producé.Credentials, can als
suspension where its validity is temporarily stopped.

Credential storage

tial storage is the process whereby credentials, or{thé means to produce credentials
in a way that protects against their unautharizéd disclosure, use, modification,
tial storage involves the entity associated, with a credential and actions requir

prized use of a credential.

tial storage does not necessarily include protection of information used to check that

is made ready
. For instance,
til the moment

o be activated

, are securely
br destruction.
bd to prevent

a credential is

h as tables of

on is a related

priate in many

or otherwise

legitimate, if that information is not the part>of the credential. Protection of information, sug

hashed passwords required for authentication, is required at higher LoAs.

8.2.6 |Credential suspension, revocation, and/or destruction

Revocation is the process whereby the validity of a credential is permanently ended. Suspens

proces} whereby the validitynof* a credential is temporarily stopped. Revocation may be apprg

different instances. Revogation shall occur in the following instances:

a) A |credential, orna means to produce a credential, has been reported lost, stolen
compromised;

b) A gredential has expired;

c) The basis for a credential no longer exists (e.qg., when an employee leaves her employer);

d) A credential has been used for unauthorized purposes; or

e) A different credential has been issued to replace the credential in question.

The timeframe between notice of an event requiring revocation and the completion of the revocation process
is determined by organizational policy. At higher LoAs, the time period permitted for revocation is usually
shorter. Some credentials, such as those held on smart cards, can be physically destroyed upon revocation.
However, the information associated with the credential cannot always be destroyed.
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8.2.7 Credential renewal and/or replacement

Renewal is the process whereby the life of an existing credential is extended. Replacement is the process
whereby an entity is issued a new credential, or a means to produce a credential, to replace a previously
issued credential that has been revoked. An example of a replacement credential is when a CSP sends a
temporary password to the entity’s email address that enables the entity to create a new password after
providing the temporary password. Another example is a PIN unlock code, which should be treated as if it
were a PIN. The rigorousness of the processes for renewal and replacement of credentials varies according to
the LoA.

8.2.8 Record-keeping

Appropriate records shall be maintained throughout the lifecycle of a credential. At a minimum, records shall
be kept to dogument the following information:

a) The fact that a credential has been created;

b) The idenfifier of the credential (where applicable);

c) The entity to which the credential has been issued (where applicable); and
d) The statds of the credential (where applicable).

Records shall be kept for every (applicable) process involved in the credential management phasg. Where
credentials afe issued to human entities, the keeping of records is likelyyto involve the processing of |PIl. See
Annex A.

8.3 Entity|authentication phase

In the entity| authentication phase, the entity uses its credential to attest to its identity to an RP. The
authenticatiop process is concerned solely with the .establishment (or not) of confidence in the glaim or
assertion of iflentity, and it has no bearing on, or relationship with, the actions the relying party may choose to
take based upon the claim or assertion.

8.3.1 Authentication

The authentigation process includes theruse of a protocol to demonstrate possession and/or control of a
credential in prder to establish confidenee in an identity. Authentication protocol requirements vary dgpending
on the appligable LoA. For example, for a lower LoA, authentication may involve use of a passwqrd. At a
higher LoAs, jauthentication may involve using a cryptographic based challenge-response protocol. Mpltifactor
authentication is required at higher LoAs. Not all authentication factors provide the same strength, and
multiple factors are used toincrease assurance. See clause 10.

8.3.2 Record-keeping

Monitoring apd¢record-keeping of events in the authentication phase may be necessary for a variety of
purposes, suth'as service provision, compliance, accountability, and/or legal requirements

Where human entities are concerned, the information contained in these records may include sensitive
information. These records shall be managed in a manner that takes into account the need for protection and
minimization of Pll. See also Annex A.

9 Management and organizational considerations

EAA comes not from technical factors alone, but also from regulations, contractual agreements, and
consideration of how the service provision is managed and organized. A technically rigorous solution without
competent management and operation can fall short of its potential for providing security in the provision of
EAA.
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This clause is informative and describes organizational and management considerations that affect EAA. It
does not provide specific criteria for each LoA. Specific criteria and conformance assessment for management
and organizational considerations are outside of the scope of this International Standard, but should be
provided within a trust framework.

9.1 Service establishment

Service establishment addresses both the legal status of the service provider and the status of the functional
service provision. For instance, knowing that the provider of identity management and authentication services
is a registered legal entity gives confidence that the CSP is a bona fide enterprise in the jurisdiction within
which it operates. This becomes more significant when service components are operated by different legal
entities_(e.g., registration as a separate function)

Although the basic requirements are the same for all LoAs, the higher LoAs should have greatgr dependency
on theIseNice provision being complete and reliable. For instance, at LOA3 and above,“greater assurance
about the service provision should also be taken from knowledge of its corporate ties and understanding of the
level of independence it is permitted in its operations.

9.2 llegal and contractual compliance

All EAAF actors should understand and comply with any legal requireméents incumbent on them in connection

with o
inform
Handli
which
identifi

9.3 FKinancial provisions

Where

financial stability should be shown, sufficient to ensure the continued operation of the

underw
unlikely
should

94 |
At LoA
practic
assura
manag

Depen

1eration and delivery of the service. This has implications .ircluding, but not limited t

pformation security management and audit

tion that may be sought, how identity proofing is conducted, and what information mg
g of Pll is a particular legal concern (see Annex A). Aecount should be taken of all juris
actors operate. At LoA2 and higher, specific polieyyyand contractual requirements S
bd.

long-term availability of services is a consideration in both an entity’s and relying parties

q

b

rite the degree of liability exposure being carried. For LoA1 services and reliance, such
to be a consideration, whereas.services supporting more significant transactions at Ld
address such needs.

2 and higher, EAAF actors should have in place documented information security
bs, policies, approaches to risk management, and other recognized controls, so

ement system (e.g., ISO/IEC 27000-series) should be used.

ling(on' the agreements for legal, contractual, and technical compliance, actors shou

parties

are abiding by commitments and may provide an avenue for redress in the event they a

, the types of
y be retained.
dictions within
hould also be

" expectations,
ervice and to
provisions are
A2 and higher

management
as to provide

nce that effective practices are in place. For LoA3 and above, a formal information security

Id ensure that
e not. At LoA2

and hi

ner, nis assurance snould be supported DYy SeCUTlty audits, DOLN Interral ana exiernal,

nd the secure

retention of records of significant events, including those audits. An audit can be used to check that parties’
practices are in line with what has been agreed. Dispute resolution services may be used for disagreements.

9.5 External service components

When an organization is dependent upon third parties for parts of its service, how it directs the actions of
these parties and oversees them will contribute to the overall assurance of the service provision. The nature
and extent of the arrangements should be proportional to the required LoA and to the information security
management system being applied. At LoA1, such assurance should have minimal effect, but from LoA2 and
up, these measures contribute to the overall assurance being given.
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9.6 Operational infrastructure

To enable large-scale networks of trust, a trust framework may be used. In a trust framework, the actors
support the information flow between one another. Depending on the agreements, additional actors may be
called on to ensure that all actors are abiding by commitments and may provide an avenue for redress in the

event they are not.

9.7 Measuring operational capabilities

Policy makers set out the technical and contractual requirements for trust frameworks. Technical requirements
might include, for example, product version levels, system configuration, settings, and protocols, while
contractual reqwrements might be geared toward fair |nformat|on practlces As they estabhsh these

can be
standard
kers use

3pply the

criteria consistently. Moreover, named sets of criteria can serve as shorthand to indicate different degrees or
types of rigodr in requirements or capabilities at various LoAs.

10 Threat$ and controls

This clause describes threats to each phase of the EAAF and provides required controls for each LoA

10.1 Threats to, and controls for, the enrolment phase

10.1.1 Enrolment phase threats

Table 10-1 identifies and describes threats to the enrolment’phase.

Table 10-1 — Threats to.the enrolment phase

Threat Examples
Some examples of impersoration are when an entity illegitimately uses another entity’s identity
Impersonation information by using a forged driver’s license describing an individual who does not exist gr when a

device registers with a-network using a spoofed Media Access Control (MAC) address.

10.1.2 Requjred LoA controls to protect against enrolment phase threats

Table 10-2 identifies thewrequired controls for the enrolment phase according to LoA.

Table 10-2 — Enrolment phase controls for each LoA

Threats Controls Required controls
LoA1 | LoA2 | LoA3 | LoA4
Impersonation IdentityProofing: PolicyAdherence #1 #1 #1 #1
IdentityProofing: InPerson #2
IdentityProofing: Authoritativelnformation #3 #4 #5 #6

18
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Note — In the above table, the identifiers #1 - #6 correspond to the specific controls required to provide protection at each
LoA. Each of these controls is described in detail in 10.1.2.1. Boxes in the table with a diagonal line indicate that the
respective control is not applicable at the indicated LoA.

10.1.2.1 Controls against enrolment phase threats
The following controls against enrolment phase threats correspond to #1 - #6 listed in Table 10-2.

IdentityProofing: PolicyAdherence

#1. Publish the identity proofing policy, and perform all identity proofing in accordance with the published
identity proofing policy.

IdentityProofing: InPerson

#2. Injperson identity proofing shall be used for humans.

IdentityProofing: Authoritativelnformation

#3. Identity information may be self-claimed or self-asserted.
#4. The following controls apply:

e | All controls from #3

In faddition:

e | The entity shall provide identity information from»at least one policy-compliant authoritative source of
identity information.

a) For humans:
i. In-person:

» Ensure that the-entity is in possession of an identification document from at least one
policy-cempliant authoritative source that bears a photographic imageé of the holder

that matehes the appearance of the entity; and

= Ensure that the presented identification document appears to be a genydine document,
properly issued and valid at the time of application.

ii. Not-in-person:

= The entity shall provide evidence that he/she is in possession of pqlicy-compliant,
personal identity information. (Examples of acceptable identity infgrmation might
include g driver’'s licence aor a pncelnnrf); and

= The existence and validity of the evidence provided shall be confirmed in accordance
with policy requirements.

b) For NPEs:
= Record information from an authoritative source of identity information, such as
common name, description, serial number, MAC address, owner, location,
manufacturer, etc.

#5. The following controls apply:

e All controls from #4.
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In addition:
a) For humans;:
i. In-person:

= Verify the accuracy of contact information listed in the identification document by using
it to contact the entity;

» Verify at least one identification document (e.g., document attesting to birth, marriage,
or immigration) against registers of the relevant authoritative source;

» Corroborate personal information against applicable authoritative information sources
and (where possible) sources from other contexts, sufficient to ensure,d unique
identity; and

= Verify information previously provided by, or likely to be known only by,.the entify.
i. Not-in-person:

= Ensure check by a trusted third party of the entity’s assertion/claim to thg current
possession of a LoA3 (or higher) credential from an authoritative source; and/or

= Verify information previously provided by, or likely ta‘be known only by, the entify.
b) For NPEs:
d Trusted hardware (e.g., TPM) shall be used at LOAS;

d For NPEs already in use, the NPE shall be ‘physically enrolled with a device RA using a LoA3
human-issued credential. Where trusted hardware is used, it should be enabled;

d NPEs not yet procured shall be ordered using LoA3 human authentication or digital dignature
to confirm that the ordering entity.is-authorized to order the NPE. The manufacturer's RA shall
register the NPE, enable any trusted hardware and control the issuance and persongalization
of the NPE. Trusted hardware will be initialized on connection to the network;

d For NPEs other than computers, the binding between the device, the owner, the negtwork or
communication carrier and the RA shall be cryptographically secured in a similar manner to a
trusted hardwareseemputer; and

d Where software is used, the code shall be digitally signed with a LoA3, humap-issued
credentialbefore issuance and shall be counter-signed by the RA as proof of acqeptance
before-being taken into use.

#6. The followingcontrols apply:

e All contrels—frem#5-
In addition:
a) For humans:

o The entity shall provide identity information from at least one additional policy-compliant
authoritative source.

b) For NPEs:
o Additional devices connected to a computer, smart phone, or similar processor shall be

recorded at issuance and cryptographically bound to the anchor device (e.g., trusted
hardware enabled device, biometric reader, smart cards, GPS geo-authenticator);
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o Any changes in the binding arrangements between devices shall be managed through the RA.
Where possible, the network management capability should alert the RA or network

management of any changes in device relationships and corrective action taken;

o Capability shall be in place to prevent any altered device relationships from working; and

o LoA4 software code shall be digitally signed with a LoA4, human-issued credential and shall
be counter-signed by the RA as proof of acceptance before being taken into use.

10.2 Threats to, and controls for, the credential management phase

10.2.1 fEredentiatmanagement-threats

Table 10-3 lists threats to the credential management phase.

Table 10-3 — Credential Management Threats

Threat

Examples

CreddntialCreation: Tampering

An attacker alters information as it passes from.the enrolment proc
credential creation process.

pss to the

CreddntialCreation:
UnauthorizedCreation

An attacker causes a CSP to create acredential based on a fictitiodis entity.

Credgntiallssuance: Disclosure

A credential created by the CSP for an entity is copied by an attack
transported from the CSP tgthe entity during credential establishm

er as it is
bnt.

CredgntialActivation:

An attacker obtains a credential that does not belong to him/her an

1l by

identity to thesCSP.

2. Delivery of a credential, or means to generate the credential, is d
activation within the prescribed period is not possible.

Unauthorized Possession masquerading as the rightful entity causes the CSP to activate the tredential.
CredgntialActivation: 1. The entity associated with a credential, or the means to generatq the
Unavailability credential, is notvin the usual location and is unable to adequately gquthenticate its

elayed, and

CredgntialStorage: Disclosure

Credentials stored in a system file are revealed. For example, a stpred record of

usernames and passwords is accessed by an attacker.

CredgntialStorage: Tampering

The file that maps usernames to credentials is compromised so that the

mappings are modified, and existing credentials are replaced by cr
which the attacker has access.

pdentials to

CredgntialStorage; Buplication

An attacker uses stored information to create a duplicate credentialll)(e.g. by

duplicating a smart card that can generate the credential) that can
unauthorized entity.

e used by an

CredgntialStorage:
DiscldsureByEntity

The entity keeps a written record of the username and password in
can be accessed by others.

a place that

CredentialRevocation:
DelayedRevocation

The dissemination of revocation information is not timely leading to

a threat of

entities with revoked credentials still being able to authenticate before the

credential verifier updates the latest revocation information.

CredentialRevocation:
UseAfterDecommissioning

User accounts are not deleted when employees leave a company leading to

possible misuse of the old accounts by unauthorized persons.

A credential stored in a hardware device is used after its cryptographic keys have

been revoked.

CredentialRenewal: Disclosure

Credential renewed by the CSP for an entity is copied by an attacker as it is

transported.

CredentialRenewal: Tampering

A new credential created by an entity is modified by an attacker as
submitted to the CSP to replace an expired credential.

it is being
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Threat Examples
CredentialRenewal: An attacker is able to take advantage of a weak credential renewal protocol to
UnauthorizedRenewal extend the credential validity period for a current entity.

An attacker fools the CSP into issuing a new credential for a current entity, and
the new credential binds the current entity’s identity to a credential provided by
the attacker. For NPE entities, an example can be re-labeling (re-issuing) a
system component (e.g., RAM) as new after it has been used.

CredentialRecordkeeping: An entity asserts or claims that a legitimate credential is fraudulent or contains
Repudiation incorrect information in order to falsely deny having used the credential.

10.2.2 Required LoA controls to protect against credential management phase threats

Table 10-4 identifies the required controls against credential management threats according to LoA.

Table 10-4 — Credential management controls for each LoA

Threats Controls Required control$

LoA1)| LoA2 | LoA3 (| LoA4

CredentialCrgation: Tampering AppropriateCredentialCreation #1 #1 #2 #2
HardwareOnly #3
StateLocked #4
CredentialCrgation: UnauthorizedCreation | Trackedlnventory #5 #5 #5 #5
Credentiallsquance: Disclosure AppropriateCredeéntiallssuance #6 #7 #7 #8
CredentialActivation: ActivatedByEntity #9 #9 #10 #11

UnauthorizeqPossession

CredentialActivation: Unavailability

CredentialStprage: Disclosure CredentialSecureStorage #12 #13 #14 #15
CredentialStprage: Tampering
CredentialStprage: Duplication

CredentialStprage: DisclosureByEntity

CredentialR¢vocation: CredentialSecureRevocation #16 #16 #16 #16
DelayedRevocation &Destruction

CredentialRevocation:
UseAfterDecommissioning

CredentialRenewal: Disclosure CredentialSecureRenewal #17 #17 #18 #19
CredentialRenewal: Tampering

CredentialRenewal:
UnauthorizedRenewal

CredentialRecordkeeping: Repudiation RecordRetention #20 #20 #21 #21
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Note — In the above table, the identifiers #1 - #21 correspond to the specific controls required to provide protection at each
LoA. Each of these controls is described in detail in 10.2.2.1. Boxes in the table with a diagonal line indicate that the
respective control is not applicable at the indicated LoA.

10.2.2.1 Controls against credential management phase threats

The following controls against credential management phase threats correspond to the numbers #1 - #21
listed in Table 10-4.

AppropriateCredentialCreation

#1. The following controls apply:
¢ | Formalized and documented processes shall be used for credential creation.

e | Prior to finalizing the binding of a credential to an entity, the CSP must have adequate pssurance that
the credential is bound and remains bound to the correct entity.

#2. The following controls apply:
e | All controls from #1.
In addition:
¢ | Credential binding shall provide protection against'tampering by either using:
a) Digital signatures; or

b) The mechanisms described in StatelLocked for credentials held on a hardware devige.

HardwareOnly

#3. Crpdentials shall be contained on a hardware security module.®
StateLocked

#4. Credentials held-on a hardware device shall be put in a locked state at the end of the creatipn process.
Trackedinventory

#5. If a-Credential, or the means to produce credentials, is held on a hardware device, the hardware device
shall bgmmmmfwmrmmmm1 cards should

be stored in a secure place and their serial numbers recorded to protect against theft and subsequent
attempts to create unauthorised credentials.

AppropriateCredentiallssuance

#6. Formalized and documented processes shall be used for credential issuance.

#7. The following controls apply:

5 The boundary of a hardware security module is defined in ISO/IEC 19790: 2012.
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All controls from #6.

In addition:

The issuance process shall include a mechanism to ensure that a credential is provided to the correct

entity or an authorized representative. If the credential is not delivered in person, a mechanism shall
be used to check that the delivery address exists and is legitimately associated with the entity.

#8. The following controls apply:

All controls from #7.

In addition:

o |If a dredential is not delivered in person, then it shall be delivered using a secure channelland the
entity or an authorized representative of the entity shall sign a receipt acknowledging receipt of the
credgntial.

ActivatedByHEntity

#9. A procedure shall exist to ensure that a credential, or means to generate a credential, is activated only if it
is under the dontrol of the intended entity. There are no specific requirements far, this procedure.

#10 A procedlure shall exist to ensure that a credential, or means to generate a credential, is activatgd only if
it is under thg control of the intended entity. This procedure shall proyve(that the entity is bound to actiyation of
a credential (g.g. challenge-response protocol).

#11. A procedure shall exist to ensure that a credential, or means to generate a credential, is activatgd only if
it is under thg control of the intended entity. This procedure shall:

a) Prove¢ that the entity is bound to activation of a‘¢redential (e.g., challenge-response protocol), pnd

b) Only llow activation within a period of time‘determined by policy.

CredentialSegureStorage
#12. The follpwing controls apply:

o Credentials based on shared secrets shall be protected by access controls that limit access to only
thosg administrators and-applications that require access; and

e Protgction policy)fer stored credentials shall be described in the documentation associated |with the
use df those ¢fedentials that is made available to entities.

#13. The follpwing_controls apply:

In ad

All controls from #12.

dition:

may be used to protect the shared secret.

#14. The following controls apply:

All controls from #13

In addition:

24

Such shared secret files shall not contain the plaintext passwords or secrets; an alternative method
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Shared secrets shall be protected by access controls that limit access to only those

administrators

and applications that require access. Such shared secrets shall be encrypted. The encryption key for

the shared secret shall itself be encrypted and stored in a cryptographic module

(hardware or

software). The encryption key for the shared secret shall be decrypted only as immediately required

for an authentication operation; and

Entities or authorized representatives of entities shall be required to acknowledge that they
understand these requirements and agree to protect credentials in accordance with these

requirements.

#15. The following controls apply:

Creder

All controls from #14.

In addition:

Entities or authorized representatives of entities shall be required to sign a document
that they understand requirements for the storage of credentials and‘agree to prot

accordingly.

tialSecureRevocation&Destruction

#16. d
specifi

Creder

hcknowledging
bct credentials

SPs shall revoke or destroy (if possible) credentials (including-those based on shared s¢crets) within a

time period for each LoA as defined by organizational policy.

tialSecureRenewal

#17. T

#18. T

he following controls apply:
The CSP shall establish suitable policiesfor renewal and replacement of credentials;

Proof-of-possession of the unexpired’current credential shall be demonstrated by the
the CSP allowing renewal and/or-replacement;

Passwords shall meet minimum CSP policy requirements for password strength and re-
After expiry of the current credential, renewal shall not be permitted; and
All interactions shall occur over a protected channel such as SSL/TLS.

he following)controls apply:

All controls from #17.

entity prior to

use,

Inaddition:

Perform an LoA2 identity proofing in accordance with 10.1.2.1 (IdentityProofing: Po
IdentityProofing: Authoritativelnformation).

#19. The following controls apply:

All controls from #17.
In addition:

Perform an LoA3 identity proofing in accordance with 10.1.2.1 (IdentityProofing: Po
IdentityProofing: Authoritativelnformation).
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RecordRetention

#20. A record of the registration, history, and status of each credential (including revocation) shall be

maintained by the CSP. The duration of retention shall be specified in the CSP policy.
#21. The following controls apply:

e All controls from #20; and

e Formalized and documented procedures shall be developed for the chain of custody for each record.

10.3 Threats to, and controls for, the authentication phase

10.3.1 Authéntication phase threats

Threats to the authentication phase include both threats associated with the use of credential
authenticatiop and general threats to authentication. General threats to authentication_ incldde, but
limited to: malicious software (e.g., viruses, Trojans, keystroke loggers); social engipeering (e.g.,

surfing, theff of hardware devices and pins); user errors (e.g., weak passwords, failure to
authentication information); false repudiation; unauthorized interception and/or maédification of authe
data during fransmission; denial of service; and procedural weaknesses. With¢the exception of th
multifactor aythentication, controls for general threats to authentication are beyond the scope of this s
This clause fpcuses on the threats associated with the use of credentials for authentication, describ
threats, and l{sts controls for each type of threat.

Except for th¢ requirement to use multifactor authentication for LoAs 3 and 4, it is not appropriate to g

5 during
are not
shoulder
protect
htication
b use of
tandard.
bs those

elineate

specific controls in terms of LoA for the authentication phase. Some controls may not be appropria're for all

contexts. For| example, controls for the authentication of usets\accessing online magazine subscrip
probably diffgrent from controls for medical doctors accessing patient records. Therefore, it is recom
that, as the fisk and consequence of exploitation grows ‘more severe, the CSP should consider se
depth (i.e., Ia:kering controls appropriate to the operational environment, the application, and the LoA
to the system designer, based on risk analysis,-t6" make the decisions as to how, when, and
combination fo use these controls.

There are mpany threats to credentials used for authentication. Table 10-5 lists some broad categ
threats to the|use of credentials and provides specific examples to illustrate the threats.

Tablle 10-5 — Summary of threats to the use of credentials in the authentication phase

ions are
mended
curity in
.ltis up
in what

ories of

Threat Description and examples

General threats to authentication include many categories of security
common to any type of ICT. Some examples include keystroke loggers
General thregts engineering, and user errors. Except for the use of multifactor authen
controls against these threats are beyond the scope of this standard. N

threats
, social
tication,
pte that

multifactor authentication does not protect against all possible general threatq.

OnlineGuessing credential

An attacker performs repeated logon attempts by guessing possible values of the
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Threat

Description and examples

OfflineGuessing

Secrets associated with credential generation are exposed using analytical methods
outside the authentication transaction. Password cracking often relies upon brute
force methods, such as the use of dictionary attacks. With dictionary attacks, an
attacker uses a program to iterate through all of the words in a dictionary (or multiple
dictionaries in different languages), computes the hash value for each word, and
checks the resultant hash value against the database.

The use of rainbow tables is another password cracking method. Rainbow tables
are pre-computed tables of clear text/hash value pairs. Rainbow tables are quicker
than brute-force attacks because they use reduction functions to decrease the

search space. Once generated or obtained, rainbow tables can be,u
by an attacker.

5ed repeatedly

Crede

htialDuplication

The entity’s credential, or the means to generate credentials, has beg
copied. An example would be the unauthorized copying,of a private ke

n illegitimately
Y.

Phishi

An entity is lured to interact with a counterfeit verifier,land tricked into
her password or sensitive personal data that’can’ be used to masd

entity. An example is when an entity is sent\an“email that redirects him or her to a

fraudulent website and asks the user to.log in using his or her
password.

evealing his or
uerade as the

isername and

Eaves

dropping

An attacker listens passively to_the authentication transaction to capt
which can be used in a subsequent active attack to masquerade as th

ire information
b entity.

Repla

Attack

An attacker is able to ceplay previously captured messages (betwe
entity and an RP) to authenticate as that entity to the RP.

bn a legitimate

Sessid

nHijack

An attacker is_able to insert himself or herself between an entity
subsequent tdZa successful authentication exchange between the lat
The attacker'is able to pose as an entity to the relying party or vice
session‘data exchange. An example is when an attacker is able g
already authenticated session by eavesdropping on or predicting
authentication cookies used to mark HTTP requests sent by the entity

and a verifier
er two parties.
ersa to control
take over an
the value of

Manlin

TheMiddle

The attacker positions himself or herself between the entity and relyir]
he or she can intercept and alter the content of the authentig
messages. The attacker typically impersonates the relying party to
simultaneously impersonates the entity to the verifier. Conduct
exchange with both parties simultaneously may allow the at
authentication messages sent by one legitimate party to successfully
the other.

g party so that
ation protocol
the entity and
ng an active
acker to use
authenticate to

Crede

ol T o ft

A_dan
T~

e T TIeTT

23 thaot 0 + " Biaia radantialat talan b, £33 )
CvicCmar gt rtratC S Or Cormamt s Creat eSS~ StorC oy arrattatel .

SpoofingAndMasquerading

Spoofing and masquerading refer to situations in which an attacker impersonates
another entity in order to allow the attacker to perform an action he would otherwise
not be able to perform (e.g., gain access to an otherwise inaccessible asset). This
may be done by making use of the credential(s) of an entity or otherwise posing as
an entity (e.g., by forging a credential). Some examples are when an attacker
impersonating an entity spoofs one or more biometric characteristics by creating a
“‘gummy” finger that matches the pattern of the entity; an attacker spoofs a MAC
address by having its device broadcast a MAC address that belongs to another
device that has permissions on a particular network; or an attacker poses as a
legitimate software publisher responsible for downloading on-line software
applications and/or updates.
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10.3.2 Required LoA controls to protect against threats to the use of credentials
Table 10-6 identifies the required controls to counter credential use threats according to LoA.

Table 10-6 — Summary of controls for threats to the use of credentials according to LoA

Threats Controls Required controls
LoA* | LoA1 |LoA2 | LoA3 | LoA4
General™* MultiFactorAuthentication / #1 #1
OnlineGuessing StrongPassword #2
CredentialLockOut #3
DefaultAccountUse #4
AuditAndAnalyze #5
OfflineGuesging HashedPasswordWithSalt #6
CredentialDyplication AntiCounterfeiting #7
Phishing DetectPhishingFromMessages #8
AdoptAntiPhishingPractice #9
MutualAuthentication #10
Eavesdroppipg NoTransmitPassword #11
EncryptedAuthentication #12
DifferentAuthenticationParameter #13
ReplayAttac DifferentAuthenticationParameter #13
Timestamp #14
PhysicalSecurity #15
SessionHijagking EncryptedSession #16
FixProtocolVulnerabilities #17
CryptographicMutualHanashake #18
ManiInTheMiddle MutualAuthentication #10
EncryptedSession #16
CredentialTheft CredentialActivation #19
SpoofingAndMasquerading CodeDigitalSignature #20
LivenessDetection #21
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Threats Controls Required controls

LoA* | LoA1 | LoA2 | LoA3 | LoA4

LoA* - These controls should be applied as determined necessary by a risk assessment.

General** - Not all of the general threats can be resisted by multifactor authentication.

Note — In the above table, the identifiers #1 - #21 correspond to the specific controls required to provide protection at each
LoA. Each of these controls is described in detail in 10.3.2.1

10.3.2.1__Controls against threats to the use of credentials in the authentication phase

The following controls against threats to the use of a credential during the authentication phasqg correspond to
the numbers #1 - #21 listed in Table 10-6.

MultiFactorAuthentication

#1. Two or more credentials implementing different authentication factors shall'be used (e.g., something you
have cpmbined with something you know).

StrongPassword

#2. Uge of strong passwords (e.g., complex, non-dictionary strings'that contain mixtures of upper case, lower
case, numeric, and special characters) shall be enforced.

CredentialLockout

#3. A lockout or slowdown mechanism shall be used,after a certain number of failed password attempts.

DefaullfAccountUse

#4. Ddgfault account names and password (e.g., manufacturer’s settings) shall not be used.

AuditApdAnalyze

#5. Arl audit trail of failed logins shall be used to analyze for patterns of online password guessing attempts.

HashedPasswordWithSalt

#6. Hgshed passwords with salt shall be used to deter brute force and rainbow table attacks.

Anticodinterfeiting

#7. Anti-counterfeiting measures (e.g., holograms, microprint) shall be used on devices holding|credentials.

DetectPhishingFromMessages

#8. Controls shall be implemented that are specifically designed to detect phishing attacks (e.g., Bayesian
filters, IP blacklists, URL-based filters, heuristics and fingerprinting schemes).

AdoptAntiPhishingPractice

#8. Practices such as disabling images, disabling hyperlinks from untrusted sources, and providing visual
cues in email clients shall be used to protect entities against phishing attacks.

MutualAuthentication

#9. Mutual authentication shall be used.
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