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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical

committees

established by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedu

res used to develop this document and those intended for its further maintenance are described

in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types

of document

should be noted. This document was drafted in accordance with the editorial rules of the ISO/

IEC Directive
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Introduction

Management of information security is a complex task that is based primarily on a risk-based approach and
that is supported by several security techniques. The complexity is handled by several supporting systems
that can automatically apply a set of rules or policies consistently.

Within the management of information security, access management plays a key role in the administration
of the relationships between the accessing party (subjects that can be human or non-human entities) and the
information technology resources. With the development of the Internet, information technology resources
can also be located over distributed networks. The management of access is expected to comply to a policy
and to have common terms and models defined in a framework.

Identity management is also an important part of access management. Access management is mediated
through thd identification and authentication of parties that seek to access information technology
resources. Arcess management relies on the existence of an underlying identity management Syjstem.

A framework for access management is one part of an overall identity and access mandgément framework.
The other pqrt is the framework for identity management, which is defined in the ISOAEC 2476 series.

This documgnt describes the concepts, actors, components, reference architecture, functional requirements
and the practtice of an access control framework.

The documgnt focuses mainly on the access control for a single organization. It providgs additional
considerations for access control in collaborative arrangements.‘across multiple organizations. The
document includes examples of access control models.

© ISO/IEC 2024 - All rights reserved
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Information technology — Security techniques — A
framework for access management

1 Scope

This document defines and establishes a framework for access management (AM) and the secure
management of the process to access information and information and communications technologies (ICT)

resources, a
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tion of the referenced document (incltiding any amendments) applies.

l references,

b0-1, Information technology — Security techniques — A framework for identity mapagement —

nology and concepts

|5, Information technology~— Security techniques — Entity authentication assurance

and definitions

oses of this.document, the terms and definitions given in ISO/IEC 24760-1, ISO/IE
 apply.

maintain terminology databases for use in standardization at the following addres;

he browsing platform: available at https://www.iso.org/obp

framework

[ 29115, and

€s:

3.1

IEC Electropedia: available at https://www.electropedia.org/

access control
granting or denying an operation to be performed on a resource (3.14)

Note 1 to entry: A primary purpose of access control is to prevent unauthorized access to information or use of
ICT resources based on the business and security requirements; that is, the application of authorization policies to
particular access requests.

Note 2 to entry: When an authenticated subject (3.15) makes a request, the resource owner will authorize (or not)
access in accordance with access policy and subject privileges.

© ISO/IEC 2024 - All rights reserved
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3.2
access management
set of processes to manage access control (3.1) for a set of resources (3.14)

3.3
access token
trusted object encapsulating the authority for a subject (3.15) to access a resource (3.14)

Note 1 to entry: An access token is issued by the policy decision point (PDP) and consumed by the policy enforcement
point (PEP) for the resource.

Note 2 to entry: An access token may contain access permission information for a subject to access the resource and
identifying information for the authority of the authorization decision.

Note 3 to entr NE Atraccesstoken nray contatrinformationthaterablesits illtCSl 1t_y tobe-vatidated:
Note 4 to entrly: An access token may take a physical or a virtual form.

3.4
attribute
characterist|c or property used to describe and to control access to a resource (3:14)

Note 1 to entfy: The rules for accessing a resource are defined in an access control~(3.1) policy which specifies the
attributes required for the granting of access by a subject (3.15) to a resource for'a'specific operation.

Note 2 to entlry: Attributes can include subject attributes, resource attributes, environmental attribuftes and other
attributes usgd to control access as specified in the access control policy.

3.5
endpoint
location in ah access management (3.2) system where an access control (3.1) function is perfornjed

Note 1 to entify: There can be the following different types.e@f’endpoints:

— authentig¢ation endpoint, where subject (3.15) authentication is performed;
— authorizjtion endpoint, where subject authorization is performed;

— endpoinfldiscovery service, that searches.for and locates endpoints;

— initial endpoint discovery service, usgd at the start of subject interactions with an access management system.
Note 2 to entrly: Endpoint discovery.services are commonly used in distributed and networked systems.

3.6
enterprise ¢entric implementation
access management (3:2) conducted under the control of a policy decision point

3.7

need-to-know
security objW%%%%mWMm necessary

for a requesting user to perform their functions

Note 1 to entry: Need-to-know is authorized at the discretion of the resource owner.

Note 2 to entry: Need-to-have is the security objective of the requester for the fulfilment of specific tasks that may be
limited at the resource owner’s discretion.

© ISO/IEC 2024 - All rights reserved
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3.8

privilege

access right

permission

authorization to a subject (3.15) to access a resource (3.14)

Note 1 to entry: Privilege is a necessary but not sufficient condition for access. Access occurs when the access request
is granted according to its access control policy. The access control policy is based on privileges and may include other
environmental factors (e.g. time-of-day, location, etc.)

Note 2 to entry: Privileges take the form of data presented by a subject or obtained for a subject that is used by a policy
decision point in order to grant or deny an operation that a subject is willing to perform on a resource.

Note 3 to entry: A resource may have multiple distinct privileges associated with it which correspond to various

defined level - - ~ - pges available
for assignmeit to subjects. A request by a subject for access to the resource might be allowed for somelgvels of access
request but djisallowed for other levels depending on the level of access requested and the resotircé grivileges that
have been asgigned to the subject.

3.9
role
name given fo a defined set of system functions that may be performed by multiple entities

Note 1 to entrly: The name is usually descriptive of the functionality.
Note 2 to entyly: Entities can be but are not necessarily human subjects.

Note 3 to ently: Roles are implemented by a set of privilege (3.8) attributes to provide the necessary ficcess to data
resources or ¢bjects.

Note 4 to entfly: Subjects assigned to a role inherit the access privileges associated with the role. In operational use,
subjects will heed to be authenticated as members of the rolé\group before being allowed to perform the functions of
the role.

3.10
policy decision point
PDP
service that|/implements an access control*policy to adjudicate requests from entities to acc¢ss resources
(3.14) and pyovide authorization decisiéns for use by a policy enforcement point (3.11)

Note 1 to entfy: Authorization decisions are used by a policy enforcement point to control access to 4 resource. An
authorization|decision may be communicated through the use of an access token (3.3).

Note 2 to entify: PDP also audits the decisions in an audit trail and is able to trigger alarms.

Note 3 to entrfy: The termlcorresponds to access decision function (ADF) in ISO/IEC 10181-3. It is presymed that this
function is lo¢ated over a network from the subject (3.15) and may be located over a network from the qorresponding
policy enforcement point.

3.11
policy enforcement point

PEP

service that enforces the access decision by the policy decision point (3.10)

Note 1 to entry: The PEP receives authorization decisions made by the PDP and implements them in order to control
access by entities to resources (3.14). An authorization decision may be received in the form of an access token (3.3)
presented by a subject (3.15) when an access request is made.

Note 2 to entry: The term corresponds to access enforcement function (AEF) in ISO/IEC 10181-3. It is presumed that

this function is located over a network from the subject and may be located over a network from the corresponding
policy decision point.

© ISO/IEC 2024 - All rights reserved
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nistration point

service that administers access authorization policy

3.13
policy infor
PIP

mation point

service that acts as the source of attributes (3.4) that are used by a policy decision point (3.10) to make

authorizatio

n decisions

Note 1 to entry: Attributes can include resource (3.14), subject (3.15) and environment privileges (3.8)/permissions.

3.14

resource
object
physical, net

3.15
subject
entity reque

3.16
security tok
STS

service that
decision poin

Note 1 to entr

3.17

subject cent
access mana
the means rg

Note 1 to ent
associated dij

work, or any information asset that can be accessed for use by a subject (3.15))

Kting access to a resource (3.14) controlled by an access control (3.1) system

(en service

builds, signs, exchanges and issues access tokens (3:3) based on decision madg
t (3.10)

y: This service may be split into separate components.

ric implementation
gement (3.2) implemented as component services that are called by a subject (3.1}
cognized by the policy enforcementpoint (3.11) for accessing a resource (3.14)

covery services that enable the subject to locate and contact the access control (3.1) servic

4 Abbreviated terms

AA att

ABAC att

ACL ac

AM ac

ribute authority
ribute-based access control
ress centrol list

feSS/management

by a policy

b) to acquire

y: Component services may include policy decision point service, policy enforcement point service and

ES.

AMS
CBAC
DAC
IBAC
ICT
IMS

access management system
capabilities-based access control
discretionary access control

identity-based access control

information and communication technology

identity management system

© ISO/IEC 2024 - All rights reserved
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IT information technology

MAC mandatory access control

PBAC pseudonym-based access control
PAP policy administration point

PEP policy enforcement point

PDP policy decision point

PII personally identifiable information

PIP policy information point
RBAC role-based access control
REDS resource endpoint discovery service

STS S

D

Curity token service
TLS trgnsport layer security

XACML exfensible access control markup language

5 Concepts
5.1 A modgel for controlling access to resources

5.1.1 Overview
The conceptpal sequence in giving access to a t€source is as follows.

a) Subject Jauthentication is needed before giving access to a resource. However, authenfication is a
separatg function that is typically. implemented on a session basis rather than for each access request.

b) Authorization decision to allow'er deny access to the resource is made based on a policy, ajnd an access
token isfissued to convey thexesult of the decision.

¢) Authorization enforcement is conducted on the resource based on the decision result gnd resource
access wWill be given,

Figure 1 shows this decision sequence.

giving
resource
access

.‘subject 2. policy 3. policy
decision enforcement
(authorization)

Figure 1 — Access control model sequence

Subject and resource are depicted as balloons while conceptual functions are depicted as rectangles.
For the purpose of being accessed, a resource is characterized by the following:
— an identifier, either for a specific resource or for a resource class;

— one or more modes of access;
© ISO/IEC 2024 - All rights reserved
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— asetof attributes associated with the modes of access and other access criteria as specified in the access
control policy.

An access management system is responsible for the administration and operation of authorizations to
access. Authorizations are supported by administrative activity which assigns and maintains resource
attributes and subject privileges in accordance with the access management policy.

Resources in IT systems are typically dynamic. They run a lifecycle from creation to destruction and this is

a continuous

process.

Resources have a life-cycle which runs from creation to destruction.

Resources are continually being created, updated and destroyed.

a)

b)

c¢) Resourc
the acce
pre-defi
a known

d) Resourc
creator

5.1.2 Reld

In the mode
described in
system (AM}
to access thd

— the pre-
— thegran

Figure 2 sho

[>) llCCd tU bC aaaisucd dlLULUTOO Clttl 1butca (uoua}}y Clt thc t;lllc Uf CI CClt;Ull) Vvhibh VV;
5s management system to control access by subjects to the resources. [Typically th
hing recognized resource types with associated access attribute templates. When
type is created, it inherits the access attributes of the corresponding template].

es are owned by a party which might be a person or an organization."The owne
bf the resource but not always and the ownership may change during the life of the

tionship between identity management system and access thdanagement syste

described here, the subject is authenticated using an identity management syst
ISO/IEC 24760-2. The authenticated subject then requests access using the access

resource. Subject authorization comprises two distinct activities:
hssignment of resource access privileges to subjects, and

ting of access to resources by subjects in-0perational use.

access request

authientication

resource

uthenticated

authorization

access request

supported by supported by

1 be used by
is is done by
h resource of

is often the
resource.

mn

bm (IMS), as
management

b). The access management system determines whether or not to authorize the subject request

vs the relationship between an identity management system and an access manageinent system.

identity management system access management system

Figure 2 — Identity management system and access management system relationship

© ISO/IEC 2024 - All rights reserved

6


https://iecnorm.com/api/?name=9741dd22633873cb0f507d96caac88ab

ISO/IEC 29146:2024(en)

Authentication is supported by an identity management system. In an access management system using the
IBAC model, identity is the basis for the assignment of resource access privileges to subjects and for the
authorization of resource access requests by subjects in operational use.

NOTE Granting access to aresource can require a minimum stated level of authentication assurance for the subject
which depends on the risk profile of resource. The required level depends on the identity-related risk pertaining to the
resource to be accessed. For further information on authentication level of assurance, see ISO/IEC 29115.

Authorization is provided by the access management system that supports access information management.

Implementation practice for access management systems can vary according to the architecture and the

access control model used, for example:

when an AMS is implemented as a Web service system, a subject may request access to a resource

t the IMS to

a)
without
provide
b) when a
authenti
authoriz
possessd
5.1.3 Secy
Consideratia

processes, p

For security
processed by

Where compr

additional
networks o
requests an
authenticati
during the p

There are tw
managemen
channel will
a) asecurd
data tha
(TLS) se

a secure
or of the

b)

£ 41 - 41 4 pRpEpn S 4 4las 4] ADNALC sl PR | loa b
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Authentication, and

h ABAC model is adopted, there is a possibility that the subject does/ not
cation. In this case, an anonymous entity may be allowed to go directly-to the
ation decision will be made based on a credential that can be validated'to prove the
s the asserted attributes.

rity characteristics of the access method

hrticularly where federated architectures are employed:

reasons, the integrity of the access request may first require validation before
f the access management system.

unication channels can be trusted, such as-for private connections within an ¢
otection may not be needed. However,<where communication channels run 4
other unprotected channels, measures-to protect the integrity and confidential
l associated data should be provided for both the access request itself (privilg
bn data, resource, requested operation, etc.) and the data sent to or received from
briod of access.

I system. The following_approaches consider the time at which that secure cor
be established:

communication ehlannel may be established before the transmission of the privilg
t will be used to obtain the privileges [e.g. by the construction of a Transport L3
ssion withrthe server supporting the resource];

commiurication channel may be established after the successful transmission of t
data that has been used to authenticate an identifier of the subject.

require any
AMS, and an
t the subject

n should be given to address the security aspects of accessontrol systems implementation and

it is further

rganization,
cross public
ity of access
boes, subject
the resource

ro approaches to establish.a-secure communication channel between the subject and the access

hmunication

ges or of the
yer Security

he privileges

In the latter

w1 : s 1 1 PR G B | R | i ol | : :
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exchange or after the successful acceptance of an access token; the integrity and the confidentiality keys
are derived from the authentication exchange or derived from information contained in the access token
or from information linked to the access token. Then, the transmission of the operation requested on the
resource can be made through that secure communication channel.

5.2 Relationships between logical and physical access control

This document mainly focuses on logical access control. Logical access control is supported by physical
access control.

Logical access to a resource in an enterprise system should be supported by a secure physical infrastructure
which provides an effective set of controls and actions that cannot be subverted.
© ISO/IEC 2024 - All rights reserved
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For logical access to a resource hosted by an outsourced service, the outsourced service should be
accountable for its physical and logical access control so that it can be trusted by the subject.

5.3 Access management system functions and processes

5.3.1 Overview

An access management system enforces an access control policy and provides two core operational
functions:

a) to assign resource access privileges to subjects in advance of operational use; alternatively, to assign
access privileges to attributes (as in the ABAC model) and then assign attributes to subjects who inherit
the associated access privileges;

b) to use thjese privileges (together with other information where appropriate) to control subJect access to
system fesources in operational use.

In addition, 4n AMS provides administrative functions to support the core functions, liteluding:
— policy mjanagement;

— policy-r¢lated access attribute management;

— monitorjng and record keeping management.

Resource acgess policy should implement the following principles:

a) setting 4ccess attributes on a “need-to-know” basis;

b) minimalizing data access in order to restrict access t0-only strictly required data and mjnimize data
leakage pnd disclosure risk;

c¢) segregating and protecting of sensitive data;
d) protectipg of PII;

e) using myiltifactor authentication basedwon the criticality and sensitivity of resource accessgd.

5.3.2 Acc¢gss control policy

An access mpnagement systemsenforces an access control policy. A number of access control models exist
(see Annex 4). This document.focuses on the following models which are sufficiently flexible tp be suitable
for use in bofh centralized and distributed network environments:

— identity{based ae€gss control (IBAC) model;

— role-basgd access control (RBAC) model;

— attribute-hased access cantrol [ARA(‘) madel

Access control policy should be described in natural language or another suitable representation, e.g. a
formal language, to express the objectives for the control of access to resources, the methods and processes
for exercising the control, and any requirements for monitoring, auditing and other non-core functions.

There may be multiple access control policies within an organization. Typically, a group of resources on one
technology may be accessed under the control of a decision point responding to one policy, while access to
another group of resources developed with a different technology will be managed under a different decision
point responding to a second access control policy. Both decision points may also respond to the same access
control policy, which is recommended.

Where multiple access control systems operate within an organization and they are to be integrated into a
single system, policy differences should be reconciled and a common access control policy developed and
© ISO/IEC 2024 - All rights reserved
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documented. An alternate approach can be to integrate the systems as an intra-organization federation, in
which case, the considerations and requirements described in 5.3.8 shall be applicable.

Access control is provided through mechanisms for granting or denying operations to be performed on
resources based on an access control policy.

Authorization decisions are made based on the evaluation of subject privileges and attributes against access
rules set out for the relevant resource. Rules can also include environmental attributes such as time of
day and location from which the request is made. For example, no operation can be done on the resource
between 9:00 p.m. and 7:00 a.m.

[f a mandatory access control (MAC) model applies, a rule will necessarily be global to a set of resources. For
example, subjects should be cleared to “Top Secret” for any operation that they would like to perform on a

given set of resources.

NOTE As
decision proc
in operationa

In general, i

multiple rules can be applied sequentially, the order of application can affect theeff
bss. However, the optimum ordering will depend on the relative likelihood of grant/deny‘ac
use.

dividual rules may be implemented by means of an access control matrix associat

resource Whlﬁch contains one or more entries.

Each entry w

ill indicate the condition(s) that a subject shall fulfil in order to‘perform one or mof

on the resoujrce. The major condition to fulfil is that the subject shall possess some privilege(s).

ABAC is the
subjects. IBA
model are p
identity, and|

When the s
control (CBA

common situation where access control is based on, AMS defined attributes p

articular cases of ABAC where the attributes are;tespectively, an identity, a ps
arole. These four models may be implemented 4sing ACLs.

ibject presents a capability ticket for autharization (also referred as a capability-
C) model), it is necessary to verify that the capability ticket as an access token is

that operatign.

In access m3
that policies
same subjec
ABAC, IBAC,

An access co

a)

nagement systems that embody miore than one access model, care should be tak
specifying access to resources, by 'subjects do not result in conflicting access deci
f via different paths: a policy, administration point should be able to manage vario
PBAC, RBAC, or CBAC.

ntrol policy should havethe following characteristics:

be basedl on policy requirements common to required models in place, to protect informa

requirements(and for reasons of legal and regulatory compliance and intellectual

a policy hierarchy, based upon the common policy, from which access control rule
als with same characteristics may be defined;

the-attributes supporting a defined classification. This categorization will e

ciency of the
Cess decisions

bd with each

e operations

ossessed by

C model, a similar IBAC model called pseudonym-base@access control (PBAC) modgl, and RBAC

budonymous

pased access
effective for

bn to ensure
S5ions for the
s models of

tion to meet
property;

5 applying to

nable policy

rability and compliance across organizations;

business
b) contain

individu
¢) describg

interope
d)

exception handling.

5.3.3 Privilege management

describe procedures for the provisioning and management of privileges, the access control process and

The requirements for privilege management are defined by the access control policy as mentioned in 5.3.2.

Under identity-based access control policy, privilege management is conducted on the basis of subject
identity. IBAC policy employs mechanisms such as access control lists (ACLs) to specify the identities of those
allowed to access a resource and the types of operation on the resource that they are allowed to perform.
In the IBAC model, the granting of resource access privileges to a subject is made prior to any subject access
request, and subject identity and access privileges are added to the relevant resource ACL(s).
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If an authenticated subject identity matches an identity recorded in the relevant ACL, the subject is given
access to the resource in accordance with its access privileges. Each resource has an associated ACL in which
the access privileges for the subjects that are authorized to access the resource are recorded. In the IBAC
model, the authorization decisions are made prior to any specific access request and result in the subject
and the subject access privileges being added to the relevant resource ACL(s).

In the RBAC model, a role (or roles) is assigned to each subject and is recorded in the account for the subject.
Authorization decisions are made based on the access privileges assigned to the relevant role within the
access management system. In an RBAC model, the privileges are assigned to roles not subjects. A separate
activity assigns roles to subjects. This also affects the authorization process when requesting access to
resources that is a two-step process in an RBAC model:

— authorize the access request for the role;

— authentlcate the subject to be a member of the role group.

Under the ABAC model, policy-related access attributes are assigned to subjects. Authorization ¢lecisions are
based on thd attributes possessed by subjects.

A subject mdy access resources as a member of a group, the possessor of attributesor as an individual. Role-
based, attribute-based and identity-based access control schemes can exist concurrently in an agcess control
system.

Privilege management comprises the following activities:

a) creatingthe setof privileges to be used to denote and limit the typées of operation that may He performed
on resoyrces;

b) establishing the rules specifying the assignment of priViléges in accordance with the adcess control
policy and the access control model employed, e.g. assignment to identities, roles, capabilities or other
defined pttributes;

c¢) theupdate and revocation of privileges and identity attributes.

The implemegntation of access control policy résults from the assignment of resource access privileges to
subjects, roles, groups, etc. Privileges should be assigned on a “need-to-know” basis, grantinlg the lowest
level of privilege consistent with the subjectbeing able to perform the relevant activity.

NOTE Prjvileges can be assigned to-both human subjects and non-human subjects. For example, whien a device or
a service is added to a network, it can be-assigned resource access privileges.

5.3.4 Poligy-related attribute information management

Management of information for setting of privileges to attributes is an administrative activity gs illustrated
in Figure 5.

This kind of fnformation is:

a) obtained
b) managed through the policy administration point (PAP);

c) stored in the policy information point (PIP).

The resulting information is made available to the policy decision point (PDP) to control access to resources.

Attribute information is managed within an AMS in accordance with the access control policy described
previously.

In the case of an ABAC model, the policy is formulated in terms of the attributes that are used to govern
access to resources and how the attributes are mapped to resource access privileges. For an RBAC model,
the policy specifies how the resource access privileges are assigned to the various roles.
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Under a DAC policy, attributes are managed by resource owners, while under a MAC polic
attributes are managed by policy officers.

y, additional

The PBAC model employs mechanisms such as ACLs which contain the pseudonyms of the subjects permitted

to access the resource, together with the subject access permissions for the resource. If a subje
pseudonym that matches one held in the ACL, the subject may be given the right to perform the
the resource, subject to its permissions and any other checks that may apply.

ct presents a
operation on

The IBAC model employs a similar mechanism where identities are used rather than pseudonyms.

The RBAC model employs a similar mechanism where roles are used rather than pseudonyms.

The ABAC model employs a similar mechanism where attributes (e.g. group memberships) are used rather

than pseudonyms.

The PBAC mpdel, the IBAC model, the RBAC model and the ABAC model may exist concurrently
control syst¢m.

The CBAC mpodel employs mechanisms where the capability presented by the subject shall
with the ideptifier of the resource and with the operation to be performed on the‘resource. §
content of thie capacity shall also match with the identifier of a recognized authofity and with th
operations granted for this authority. If it is the case, the subject may be given the right to
operation o the resource, pending other checks that may apply.

More informjation on models is provided in Annex A.
5.3.5 Authorization

5.3.5.1 Basic authorization

Authorizatig
control polid

n happens during the operational phase and'is mediated by PDP in accordance wi
y. This activity is supported by administrative activity.

in an access

first match
econdly, the
e associated
perform the

h the access

5.3.5.2 Adthorization of delegate access
Under defindd conditions, authorization may be granted to a delegate of a subject. A delegate can be a person
or a web server or client application-operating under the control of the subject. A delegate Will typically

inherit the a¢cess privileges of the subject. The delegate shall be authenticated in the same or in 3
way to the syibject of which it was delegated privileges. The delegate scenario is illustrated in Fj

NOTE Th
owner in real
AMS can dets
not already a
authorized to

is is a use case that/OAuth technology supports. The authorization decision is made by
time or by pre-registered policy set by the resource owner. If the subject is already a dele
rmine the authorization decision from the credentials the delegate already possesses. If
delegate, the-resource owner is expected to be contacted to understand if the unauthor
access theresource.

n equivalent
gure 3.

the resource
gate, then the
the subject is
zed person is
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resource
owner

[[ policy decision ]]

3
~——"

request result

A 4

[ delegate ]—'{ policy enforcement [ resource

Key
O rg¢source and human entities 1 function
—  system's process (] service
=3 sTs

Figure 3 — Authorization of delegate access

5.3.6 Morlitoring management

Activities agsociated with access management should be ménitored for compliance and nvestigative
purposes.

The AMS shpuld provide auditable, monitoring and record keeping capabilities, to show compliance with
regulatory, l]ability, and investigation requirements.

An AMS shopld provide capabilities to monitor the operations attempted by the subjects on the resources
and whether| these operations have been granted,or denied.

The followinlg parameters should be recordéd in an audit trail:

a) an identffier of the resource;

b) the operfation that the subject requested to perform on the resource;
c) the decigion (i.e. grant or(deny), together with a reason;

d) the timg of access granted or denied;

e) the subject privileges or attributes as appropriate;

f) any infofmation that may directly or indirectly identify the subject.

In addition, the AMS should provide tools to easily build audit Teports using filters based on the previous six
parameters that may be found in the audit trail.

A resource owner shall specify the access criteria to be used by the policy decision point to enable it to
decide whether to grant access to the resource by a subject.

5.3.7 Alarm management

Usually, the purpose of alarms is to alert access management auditors to abnormal operating conditions.
Such situations should be defined in the access control policy together with the handling procedures and
the handling procedures implemented in monitoring management. Abnormal situations can include, for
example, attempts to access resources by unauthorized subjects.
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Alarm conditions are defined to enable them to be recognized in operational use and to take appropriate
action. When alarm conditions occur, they should be recorded in an audit trail for later analysis.

Alarms may
a)
b)
)
d)
e)
f)

an ident

Once an alafm has been triggered, further investigations can be conducted using the @udit t

monitoring

5.3.8 Fed:

5.3.8.1 General

Federated id
seeks to ac
managemen
access contr
requirement
relationship

e

subj

— ——————

_—— e ———

-~

~ —_ — =

any infofmation that may directly or indirectly identify the subject.

be triggered by single or multiple conditions which may relate to the following:

ifier of the resource;

the operation that the subject requested to perform on the resource;
the decision (i.e. grant or deny), together with a reason;
the time of access granted or denied;

privileges or attributes as appropriate;

he events.

brated access control

entity and access management is required when an authenticated subject from one
Cess a resource in another organization. There are ‘several models for federd
[, which are described in the ISO/IEC 24760 series/Figure 4 shows an example o
pl system. Assuming a subject can authenticate in"a federation model, federated a
s are implemented by the members of the_federation in accordance with a

and common policies agreed by the organizatiens participating in the community.

subject’s organization

bCt authentication policy
decision
federation shared trust relationship
. policy /
authentication pOh_C}_] » enforcement res
decision .
point

resource owner’s organization

rail built for

brganization
ted identity
F a federated
fcess control

$hared trust

~ —_—— e — — -
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ource
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Key

~ T T 7A
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5.3.8.2 Co
Common acc

a) The subj

domain of applicability resource and human entities

O
]

decision sequence function

Figure 4 — Federated access control

mmon access control policies of access control in a federation
ess control policies of organizations in a federation include:

ect authenticates in his parent organization's source of authority.
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b) The subject's organization provides an access control assertion to the resource owner's organization,
which confirms the subject's authentication is valid and provides the authentication context and agreed
access attributes, including the ABAC or RBAC privileges.

c¢) The dataresource owner’s organization accepts the assertion and examines the attributes in relation to
the data resources owner's access control policies.

d) The data resource owner authorizes the subject to access the resource or denies access and notifies the

subject.

e) All authorities record access control events.

5.3.8.3 Shared trust relationship for access control in a federation

A shared tth relationship for access control within a federation should:

— be base

complia

— contain

can be defined, and

— define afcess control credentials (attributes, permissions, etc.) that candbe adopted across
to help fhcilitate the establishment of trust relationships among fedération members.

6 Reference architecture

6.1 Overview

The compongnts presented in Clause 5 establish a reference architecture for an AMS.

hce and intellectual property,

common policy elements, from which access control rules and implementation c4

on agreed federation requirements to protect information, for reasons of legal anid regulatory

tegorization

a federation
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Figure 5 — AMS reference architecture

6.2 Basiclcomponents of an access‘ management system

6.2.1 Authentication endpoint

The authentjcation endpoint provides subject authentication for use by the policy decision poipt in making
decisions on|access to resguices by subjects.

6.2.2 Polify decision point

The PDP makes, authorization decisions to allow or deny access to a resource and conveys the|decisions to
the PEP for implementation

The PDP implements the access control policy or policy set for the resource. Based on defined set of policies,
the PDP decides whether the subject may access the resource.

In some cases, the policy is created in real-time through an interface to the resource owner. In enterprise
centric access control implementations, this service is often called “user authorization endpoint”.

The PDP is supported by the policy information point (PIP).

6.2.3 Policy information point
This component acts as a source of attribute values (e.g. resource, subject, environment condition) that are
used by the PDP to make the authorization decision.
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6.2.4 Policy administration point

This component provides the interface for administrating the policy set and related information on PIP. The
administration of these elements may include configuring, testing, debugging and storing. To administrate

access control policy set, an application programmable interface to the PAP is needed.

The policy or policy set may be based on role-based access control (RBAC) or attribute-based access Control

(ABAC), or any other model or combination of these.

Natural language policy should be translated into an equivalent digital representation of the policy which

the PDP uses to determine its authorization decisions.

6.2.5 Policy enforcement point

The PEP allows authorized access to resources and protects a resource from unauthorized acee

The PEP intgrcepts the subject’s access request to the resource and redirects to the authorizat

which is made by the PDP.
6.3 Additjonal service components

6.3.1 General

In implementing the logical view, several services may be additionally'‘introduced.
6.3.2 Subject centric implementation

6.3.2.1 Overview

Figure 6 shows the case where the subject plays a crugial role.

1. gpt PDP 2. get authorization 4. get resource location

locqtion decision and access token

11[itial policy
djscovery decision PIP REDS
service point
-~
3. get access _-7
token -7
P ~
~
P ~
-~
~

5.resou
access

—

resourg

subjectJ » PEP

SS.

ion decision,

[ce

N

Key
- optional process O resource and human entities
—  system's process [ functions
(—) R

Figure 6 — Components services interactions in subject centric situation
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Initial endpoint discovery service

In some use cases, a portal service may be implemented such that it undertakes “initial discovery” at the
beginning of subject interactions to guide the subject. Usually, the initial endpoint will be the authentication

endpoint.

NOTE

Subject authentication service is not described here. Refer to ISO/IEC 24760-1, ISO/IEC 24760-2 and

ISO/IEC 29115. Sometimes, resource endpoint discovery happens here as well, in some optimizing situations where
these are combined and where privacy/data protection is not an issue.

6.3.2.3 Security token service

Based on the decision made by the PDP, a security token service (STS) may build, sign, exchange and issue

access token

S.

Access toke]

s are described in various technical standards. Primary examples are the OAuth

and the SAM|L assertionlZl. Refer to the applicable standards for details on these.

An STS can fi

6.3.2.4 Re

prm part of the features of other components of an AMS.

source discovery service

A resource gliscovery service (REDS) helps providing information on the\location of resour

by an AMS. |
before it can
can reveal p
reveal the ng

NOTE In
periods. Ther
implementati
token that the

6.3.2.5 St

Controlled a

be accessed. An authorization decision is required to aceeSs REDS. However, info
rivacy sensitive information shall also be protected (€:g. the location of a medica
ture of the illness.).

some situations, the response from the REDS can be uniform across the subjects and stable
efore, the response can be resolved through static'metadata, rather than dynamically. Also

bns, a REDS can also function as an STS by previding a resource access token to a subject
subject presented to gain access to the REDS:

ps to access resources
Ccess to resources may be perfarmed using the following steps.

bnticated subject may startfrom an initial discovery service from which it finds ouf
P and STS.

ect requests thesaccess authorization to certain resources to the PDP. Based on
t provided by the PIP, the PDP determines whether to grant authorization.

authorization is granted, an access token is generated by the STS component of
0 the subject.

bource'location has not been obtained from the initial discovery service, the subject

hccess token

es managed

\ resource discovery service shall itself be a protected reseurce which requires authorization

Fmation that
record may

for prolonged
in some AMS
Lo replace the

the location

he policy or

the PDP and

obtains this

fiofvfrom the REDS. At that time, the REDS may accept the subject access token a

hd provide a

replacement access token which the subject can use to access the resources.

a) Anauth
of the PI

b) The sub
policy s¢

c) If access
passed ]

d) Ifthere
informa

e)

NOTE

The subject presents the access token to the PEP to gain access to the resource.
The resource access can be performed in two ways:
directly to the PEP with the subject accessing the individual resources using the access token;

indirectly through an interfacing service instead of querying the PEP for each resource needed.

An example of the latter situation is when the subject does not wish to reveal its identity to the resources.
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6.3.3 Enterprise centric implementation

6.3.3.1 Overview

Figure 7 shows the situation of enterprise centric access control where PEP plays a crucial role.

1. try

access policy

enforcement
point

authenticated

A\ 4

resource
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2. get 3. allow or deny

Key

1]

3

6.3.3.2 Communication between PEP and PDP

Implementin]
of access ma

If the access
continues to

There should be a trust relationship‘between the PDP and the PEP.

If the PEP a
secured. Thd

6.3.3.3 Stg

Controlled a

hagement systems, particularly where resources are widely distributed.

authorization access

policy
decision
point

reseurce and human entities

O
——

rstem'’s process funtctions

Figure 7 — Components services interactions in enterprise situation

g PEP and PDP as independent services ¢an enable flexibility and efficiency in the

control policy changes, it is.likely that only the PDP will require changing, w
function unchanged.

hd PDP are not collocated in a secured network, the communication between the
PDP and PEP should be able to confirm the authenticity of each other.

S to access'resources

Ccess.toresources may be performed using the following steps.

Hevelopment

hile the PEP

m should be

cdted subjects make a request to the PEP to access the resource, passing proof of {dentity with

[t passes the access decision back to the PEP.

a) Authent
request.

b)

)

d)

The PEP enforces the access decision.
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7 Additional requirements and concerns

7.1 Access to administrative information

Access to administrative components of access management system (AMS) should be restricted to authorized
persons such as administrators, security officers and auditors.

Resource’s owners should have the ability to manage the access attributes for the resources they are
responsible for.

Access to administrative information is performed via an interface to the policy administration point.

Subjects and attribute information for subjects to access resources are stored in the policy information
point.

The design df the access control policy for AMS administration information should specify-the fpllowing:
a) criteria for authorizing each administrative access to the information;

b) conditiopns and mechanisms to access the information;

¢) conditions of use of the information;

d) which operations of access to information shall be recorded and withrwhat details;

e) the durdtion of the retention of records such as audit records; alarm records should be ddtermined by
the acceps control policy;

f) the durdtion and conditions of the AMS highest level system’administrator account.

7.2 AMS models and policy issues

7.2.1 Accégss control models

There are a pumber of access control models that are suitable for use in a distributed network gnvironment.
For managing its resources, an enterprise erganization may choose to adopt the following:

a) anidentjty-based access control (IBAC) model;
b) arole-based access control (RBAC) model;

¢) an attribute-based access.control (ABAC) model;

d) acapability-based aeeess control (CBAC) model;
e) apseuddnym-based access control (PBAC) model.

The choice betiween these models is not necessarily exclusive and can be tailored according to different sets
of subjects.

NOTE See Annex A for information on access control models.

7.2.2 Policies in access management

AMS policies include policies for controlling access to resources and policies for managing and administering
the AMS itself. Policies should be established for these activities together with compliance criteria and
means of monitoring and assessing compliance.
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The policy will be dependent on the access control model chosen and the details of the implementation while
setting up the policy, and its compliance will be dependent on general considerations that may cover the

following:
a) matchin
b)

g the access control policy with the access control model employed;

determining and setting access control privileges and attributes for subject access and administrative

purposes in accordance with the overall access control policy and permitted operations on resources;

access to resources to the minimum needed to perform the required operation;

authorization considerations;

¢) limiting
d)
e) determiping
resourcs
f) granting
respons
g) protecti
h) implemgq
to enab
complia
The policy

in digital po
Acceptable ¢
7.3 Legal

Relevant leg
system. The

a) monitor]

b) manage

8 Practige

8.1 Proce

8.1.1 Authorization process

Where authg

lS,

or denying access to resources in accordance with authorization criteria and acg
e to access requests;

hg the privacy of personal data used in the implementation of accesscontrol operat

nting monitoring and recording of access transactions to a’sufficient level of]

1ce requirements.

ay be documented in natural language (see 6.2.1). Subsequently, the policy should |
icy. It should be confirmed that the digital policy is’equivalent to the natural lan
vidence of conformity to these requirements should be included.

and regulatory requirements

al and regulatory requirements can dpply to the implementation of an access
e can include:

ing and recording access events;

ment of privacy sensitive information.

SSses

requiring the authenticated identity of persons and entities to a given level of assurance prior to

ejperations on

ess policy in

ions;

granularity

e auditing of access transactions in order to demonstrate‘\adherence to system and other

e translated
ruage policy.

nmanagement

rization is to be implemented as a service, the service interface can utilize an exist

e.g. Refereng

es\12] and [17].

ilng standard,

8.1.2 Priv

ilege management process

8.1.2.1 Overview

The privilege management process implements the access control policy for the domain of applicability
through the assignment of resource access privileges.

NOTE

a)

b) ensuring

assigning individuals to roles and setting role privileges that entails;

that individuals are eligible to perform the role and to be assigned the role privileges;
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c) assigning the appropriate role name attribute to individuals who will act in that role;
d) assigning the relevant resource access control privileges to the role name.

If the privileges associated with a role are changed, a review of individuals assigned to the role should be
undertaken to ensure that they are still eligible to perform the role with the new privileges. If this review is
not carried out, the relevant individuals will need to be de-assigned from the role.

8.1.2.2 Availability of privilege information

The subject privilege information needed to control access to protected resources is recorded in the PIP and
is made available to the PDP on request.

NOTE Information about subject privileges can be personal or private and can require protection against
unauthorized[disclosure.

Access contrfol policies should additionally include the following measures.

a) When a|subject from a trusted relationship or trusted third party needs to @a¢cess a resource, the
resourc¢ should retain its normal access control attribute permissions regardless of whether the
resourcg resides in the original resource owner's organization or in the requester subject grganization.
The resgurce should have the ability to authorize access or it should refet back to the resopirce owner's
access regime for a new authorization request as if the data were still inthe owning organiration.

b) Controld related as enterprise information protection also protect,the flow of data between systems
and actqrs, within the resource owner's organization, and extérnally to other organizatigns when the
resourc¢ is accessed from a trusted third party. Such proteection is to prevent specific dath leaving the
organization in any event and particularly if there is an aceess control failure. This includes,|for example,
email filkers.

8.2 Threats

Referring to|Figure 7, the following threats are assumed on request/response communication hetween PEP
and PDP intgractions.

a) PDP magquerading
PDP can|be a bogus service.
b) Subject {dentifier capture
An attadker can use a session hijacking attack capture to the subject identifier in access token.
c) Subject {dentifier mantfacture

An attafker can_attempt to generate a valid subject identifier for an access token and use it to
impersonateasubject.

d) Access tbken disclosure

Disclosure of access token may make the AMS vulnerable to other types of attacks because it may
contain sensitive authorization and attribute information.

e) Access token manufacture/modification
An attacker can generate a bogus access token or modify the access token content.
f)  Access token substitution

A subject can attempt to impersonate a more privileged subject by subverting the communication
channel between PDP and PEP.
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Access token reuse

An attacker attempts to use the access token that has already been used with the intended PEP.

h)

Access token redirect

An attacker uses the access token to one PEP to obtain unauthorized access to a different resource.

Denial of service threat

Accidental or deliberate threat to the operation of an access management system that can result in a
denial of service to subjects.

Referring to Figure 6, threats are assumed not only on communication between components services but

also on user

agent which the QllthPf is nsing becanse the sensitive communication gaes thro

1gh the user

agent.

Countermea

sures and controls to address these threats should be considered. For furthergui

determinati¢n of suitable control objectives and controls, refer to 8.3.

8.3 Contr

8.3.1 Gen

pl objectives

bral

This subclayise summarizes objectives and controls to be verified-when setting up or r

implementat
a)
b)
0

In addition, §
managemen

It first c

It then c

8.3.2 Vali
8.3.2.1 Dd

8.3.2.1.1 (

To establish
subjects.

An access m
framework,

ion of an AMS.
pvers objectives to be addressed before establishifig the management system.

pvers objectives of the access management system implementation.

It eventyally covers objectives of operating the acééss management system.

reneral security objectives and controls stated in ISO/IEC 27002 are also relevant fi
[ system.

Hating the access management framework
cumenting the management framework
Dbjective

a management framework to initiate and control the implementation of manag

nagément framework should document, at a minimum: the groups of subjects reco
their authentication process, the access control policies with the authorized mode

lance on the

bviewing an

br the access

ng access of

bnized in the
s, the policy

D

enforcement-points{PEF

R

41 1 loaal 1 H pa | loa 4= 1 L RA | 3 3
e Mmeans oy - wicir cacir recogntzea stoject Nray e ver et across 1ts llfecycle

in the framework and may be provisioned authorizations to access resources, and the possible extensions of
the framework in a federation.

8.3.2.1.2 Scope and limits of the management framework

a) Control

The set of attributes used for being authenticated and presented to accessing resources should be clearly
defined and documented in a framework for access management.

b)

Implementation guidance
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The boundaries of a framework for access management should clarify the limits where the subjects can be

verified.

The objective, or the legal reason, and the associated liabilities, of the environment where subjects can exist
clarify the limits where a framework of access management can apply its control on subjects.

c) Otherin

formation

An environment where subjects are defined is made in relation to a particular set of attributes on which an
access management system can apply controls.

The scope and boundaries of the framework should also be considered in accordance with the implementation
of the ISO/IEC 24760 series.

8.3.2.1.3 Documenting policies

a) Control

A set of polic
policies shoy
approach, ar
approved re

b) Implemsg

Policies of afh access management framework may vary depending én the chosen implementati

a number of]

framework,
1) access ¢
control i
2) complia
operatig
3) monitor
of trace
otherc
c¢) Otheri
A framewor
enterprise al

of policies re

The policieg

translated im digital policy and it should be confirmed that the digital policy is equivalent td

language po

I
ormation

ies to support IT strategy on access management should be developed andmaintain
1d include intent, methods of controls, roles and responsibilities, exception process
d references to procedures, standards and guidelines. Their relevande should be cg
bularly.

ntation guidance

general policies and a compliance statement should be’set when implementing a
ronsidering the following policies:

bntrol policy, identifying objectives and constrains to be implemented when app
n the boundaries of the framework, implementing general considerations made in |

hce policy to the preservation of human privacy in the implementation of ag
ns (see also 8.3.2.2);

ing and tracing (recording) actjvities of access policy, ensuring a sufficient level o
b to enable auditing of access transactions in order to demonstrate adherence to
pliance requirements.

k for access management can be subject-centric, centralized on one policy decis
nd distributed dcposs multiple PDP. Each implementation aspectleads to different do
quirements;

may be Jdocumented in natural language. However, subsequently, the policie

icy»Acceptable evidence of conformity to these requirements should be included.

ed.[14] These
, compliance
nfirmed and

bn. However,
management

lying access
/.2.2;
cess control

F granularity
system and

ion point or

cumentation

s should be
the natural

83.2.14 1

a) Control

dentifying subjects accessing resources in the framework

The entities that make control of access to resources to subjects (e.g. PDP and PEP) should be recognized in a
framework for access management.

b)

Implementation guidance

Entities that can make provable statements on the validity and/or correctness of subject to access resources
in the framework (e.g. PDP, PEP), should be recognized in a framework for access management;
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Entities endorsing management and regulator responsibilities for the preservation of privilege information
should also be identified (e.g. PIP).

c¢) Otherin

formation

An entity can combine the functions of PDP, PDP or PIP.

8.3.2.1.5 1

a) Control

dentifying authorities of the management framework

Authorities composing the framework for access management, i.e. AMS, IMS, AA, STC, PIP, PDP, PEP, REDS,
should be documented and communicated. These entities encompass the PDP, PEP, and the PIP.

b) Implemd

The docume
information
authorizing

8.3.2.2 As
a) Control

It is necess3
framework fi
b)

Implemg

A frameworl
the preservg

A frameworl

ntation guidance

htation of the PDP, the PEP, and the PIP should at least encompass the requirethents
privileges, the requirements from the users of information privileges, and’the g
hnd using information privileges.

suring privacy of subjects when required

ry to ensure the privacy of subjects at all times as parfiof the objectives of es
pr access management, at a level of assurance required-by the subjects.

ntation guidance

 for access management should establish the hecessary controls that guarantee, wh
tion of the privacy of the human subjects it interacts with.

 for identity management should document any sensitive information it processes 3
ding to ISO/IEC 24760-1.

entities ach
c¢) Other information

Requiremen

s for the handling of privaeytare given in ISO/IEC 29100 and ISO/IEC 29101.

8.3.2.3 Maintaining the management framework definitions

a) Control
A process sh
b) Implemsg

Components

puld be deseribed that ensures the maintenance of the framework documentation.
ntation'guidance

of aframework for access management may use over time different structures

information

for verifying
onditions of

tablishing a

en required,

ibout human

of privilege

and authorities to support their interactions with entities. Domains may also be

created and

terminated, or their conditions of usability may change (e.g. change of model).

The verifications of an access management framework should include the governance, policies, processes,
data structures, technology, and standards that ensure the control of the lifecycle of key important
components, from initial setup to decommissioning and replacement in the framework, reflecting any
change in the framework documentation.

8.3.3 Validating the access management system

8.3.3.1 Overview

An access management system implements the controls on a subject when accessing resources within
a framework for access management. The AMS operates based on policies, models, scope and constrains
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identified at framework level. With reference to ISO/IEC 27001 and/or ISO/IEC 27002, the management of
information security within an organization expects all systems should have access controlled under the
supervision of an IMS (as defined in the ISO/IEC 24760 series) and an AMS. Compliance to ISO/IEC 27001
and ISO/IEC 27002 control objectives consequently imposes the AMS to comply with a number of additional
control objectives:

a)
b)
)
d)

e) therisk

8.3.3.2 Components of an access management system

8.3.3.2.1 (

To ensure a §

8.3.3.2.2
a) Control

An access m
components

1) a central management system, capable of collecting agcess control information from varid

the components and the structure for operating the controls of access should be listed;
the used access models should be documented (e.g. IBAC, RBAC, ABAC; CBAC, PBAC);
privileges and attributes under specific access models should be defined;

the authorization processes should be defined and documented;

iotad & ANMC ol Jdis
cooULlIdilTU LU dIl MAIVIoJ S

1d L pa | pa | ik add
IIUUIU T duuiltcu aIiiu llllLlSaLCu.

Dbjective

ystem is implemented and well documented for the management-of access to resot

omponents of an access management system

anagement system should include, at a minimum,‘the following components and
should be properly documented:

(attributes domains of origins), and deleting the information when the condition|]
b information cease to exist;

ory for privilege information relatedto the entities types recognized in domains of
rk with different attributes sets,’semantic and syntax, identifying privileges and c

e component archiving the\information on privileges that ceased to exist;
itory of privilege assignments, within possibly the repository of privilege
ment;

ment interfaces for providing access to the need to have privilege information;

ns forPDP, enforcements (PEP), information (PIP), administration (PAP);

lrces.

all of these

us validated
s for storing

the relevant
bnditions for

information,

g any assignment-ef privilege reference to any subject reference with the framewark for access

tor/of unique reference identifiers of privileges to which unique identifiers of users

are assigned

and reportedimtherepository of privitege of informmatiorr:

sources
privileg
2) areposi
framew
use;
3) astorag
4) a repos
collectin
manage
5) manage
6) definitig
7) agener
b)

Implementation guidance

Privilege management systems may vary in components depending on the model developed for its
implementation. The privilege management system should, however, remain independent as it is required to
respond to functional requirements specific and largely different from any other usual IT system.

8.3.3.2.3 Documenting the access models

a) Control
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The access models of an access management framework should be documented. The documentation should
include:

1) the description of an access right (privilege) to access resources;

2) therules specifying the method of assigning the privilege to recognized subjects;
3) the authorization process of assigning the privilege to subjects;

4) the update or revocation process of privileges;

5) the verification method of accessing resources.

b) Implementation guidance

A subject cah have multiple privilege assignments based on different models in a framework.|In a domain
of applicabiljty of the framework, a subject can have resources authorized, which are based|onfa particular
model. In another domain of applicability, a subject can become a distinguishing subject wjith different
privileges wiithin that domain. The repository of a framework for access management should be able to
gather the various authorizations of the different subjects it recognizes under différent model§ of accesses.
Attributes describing a subject in a domain are values on which the repository of the fratnework may
associate different authorized privileges.

Each privilege and associated descriptions should be documented in the framework repository| with details
required by the model in order to assign and control the privilege authorized to a subject.

8.3.3.2.4 (ommunicating between components of an access management system
a) Control

Communicafions between components composing the framework for access management should be defined
and commurjicated.

b) Implemgntation guidance

Communications between authorities and systems composing the framework for access managgment should
be defined in conditions, situations and expected results. These communications should be prgserved from
any leakage fo any party outside of the mentioned components.

A procedure|should clearly define the-condition for communication between the components.

Regular audits should verify that'the security of the communications is preserved.
8.3.3.3 Establishing privileges

8.3.3.3.1 ()bjective

To define, dqcuthent and communicate on privileged information.

8.3.3.3.2 Privilege representation
a) Control

Access to resources should be defined based on privileges definitions established under the discretion of
the information owner and taken into techniques used to control their assignment and their provision when
accessing the information.

b) Implementation guidance

Privileges should be defined in each system and application falling into the limits of the framework for
access management. Privileges are representations of necessary permissions that users are required to
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be assigned and provisioned before accessing the requested information. They represent objectives and
controls associated with assignments of subject’s access to resources in relation to certain attributes.

The privilege representation should take into account the sensitivity of the information being accessed
and the various techniques used to control their provision to a subject when accessing this information.
Depending on the sensitivity of the information, a different level of assurance in the subject proofing may be
required. At the time of the access, the access verifiers should be informed from the privilege representation
of the requirements for accessing this information.

c¢) Other information

[SO/IEC 27002 provides additional information on controlling the access to the information.

8.3.3.3.3 Privilege information definition

a) Control

Access contfol to the information and information processing should enforce guideline
requirements for a fixed set of attributes that compose a privilege to access resources. T
attributes should take into account the sensitivity of the information defined.by)the inform
should be validated by the verifiers (PEP), and should be communicated.

b) Implems

The guidelin
before the p1

Access to in|
and “need-tq
determine a
and associat

8.3.3.34 4
a) Control

All informat
should be dd

be verified i the identification of the-user.

b)
The level of

Impleme

when defining information for privilege control. Typically, at least two levels of authentication r
One is based on user identification, to which a password is associated and shalll be verified

are defined.
with some lg
element, e.g.

ntation guidance

es should clarify the values for a number of parameters-oriconditions that should
ivilege can be assigned to an individual.

formation, its dissemination and provisioning should only be authorized on “n
-know” principles, and based on information élassification. Information asset ow
bpropriate information classification that would clarify the restrictions for specif
ed user roles, and the controls reflecting the\associated information security risks.

Assurance in collecting information«for privilege control

ion security responsibilitiesifor the collection and the management of privilege
fined and allocated. The-colection of privilege information should define levels of

ntation guidance

hssurance in the“control of the user's access when using a specific privilege shoulg

vels of-severity. The other is based on two factors, combining the first method wit
a pne-time password given by an electronic token.

5 specifying
he values of

htion owner,

be validated

ped-to-have”
mers should
ic privileges

information
hssurance to

be clarified
Pquirements

h a different

8.3.3.4 Co

ntrolling an access management system

8.3.3.4.1 Objective

To ensure a framework for access management is delivering the intended objectives.

8.3.3.4.2 Administering an access management system

a) Control
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