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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also
take part in the work.
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Introduction

Biometric data interchange formats enable the interoperability of different biometric systems. The first
generation of biometric data interchange formats has been published between 2005 and 2007 in the
first edition of the ISO/IEC 19794 series. From 2011 onwards, the second generation of biometric data
interchange formats was published in the second edition of the established parts and the first edition
of some new parts of the ISO/IEC 19794 series. In the second generation of biometric data interchange
formats, new useful data elements such as data elements related to biometric sample quality have been
added, the header data structures were harmonized across all parts of the ISO/IEC 19794 series, and
XML encoding has been added in addition to the binary encoding.
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Information technology — Extensible biometric data
interchange formats —

Part 4:
Finger image data

1 Scope

This flocument specifies:

eneric extensible data interchange formats for the representation of friction ridge image data: a
hgged binary data format based on an extensible specification in ASNyl‘and a textual data format
ased on an XML schema definition that are both capable of holding the same information;

O ot 9

— examples of data record contents;
— adpplication specific requirements, recommendations, and Best practices in data acquidition; and

— donformance test assertions and conformance test procedures applicable to this document.

2 ormative references

The following documents are referred to in the text in such a way that some or all of their content
constlitutes requirements of this documentxFor dated references, only the edition cited| applies. For
undated references, the latest edition of the‘referenced document (including any amendments) applies.

ISO/IEC 2382-37, Information technology — Vocabulary — Part 37: Biometrics

ISO/IEC 8824-1, Information technoelogy — Abstract Syntax Notation One (ASN.1): Specificqtion of basic
notatjon — Part 1

ISO/IEC 8825-1, Informatign technology — ASN.1 encoding rules — Part 1: Specification of Bgsic Encoding
Rules|(BER), Canonical Eneoding Rules (CER), and Distinguished Encoding Rules (DER)

[SO/IEC 14495-1, Information technology — Lossless and near-lossless compression of continyous-tone still
imag¢s: Baseline

[SO/IEC 15444 (all parts), Information technology — JPEG 2000 image coding system

[SO/IECA5948, Information technology — Computer graphics and image processing — Port@ble Network
GrapMcSTPNG)—Functionat Specification

ISO/IEC 39794-1, Information technology — Extensible biometric data interchange formats — Part 1:
Framework

W3C Recommendation, XML Schema Part 1: Structures (Second Edition), 28 October 2004
W3C Recommendation, XML Schema Part 2: Datatypes (Second Edition), 28 October 2004

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO/IEC 2382-37, ISO/IEC 39794-1
and the following apply.

© ISO/IEC 2019 - All rights reserved 1
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ISO and IEC maintain terminological databases for use in standardisation at the following addresses:

[EC Electropedia available at http://www.electropedia.org/

— ISO Online Browsing Platform available at http://www.iso.org/obp.

31

spatial sampling rate
number of pixels per unit distance used by a sensor or scanning device to initially capture an image

3.2
coding mod

el

procedure u

3.3

Sed to convert input data into symbols to be coded

coding prodess

general tern;

3.4
column
samples per

3.5
compressed
either compi

3.6
compressed
coded repre

Note 1 to enty

3.7

compression

reduction in

3.8
decoder
embodiment

3.9
decoding py
process whi

3.10
dequantiza
inverse pro

for referring to an encoding process, a decoding process, or both

line in an image

data
essed image data or table specification data or both

image data

entation of an image

y: As specified in Annex F.

the number of bits used to represent source image data

of a decoding process

ocess
'h takes as its\iniput compressed image data and outputs a continuous-tone image

fion
fedure to quantization by which the decoder recovers a representation of the

coefficients

3.11

reconstructed image
<data>continuous-tone image which is the output of the decoder

Note 1 to entry: As defined in Annex F.

3.12

source image
<data>continuous-tone image used as input to any encoder

Note 1 to entry: As defined in Annex F.

DWT
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3.13
digital image
<data>two-dimensional array of data

3.14
downsampling
procedure by which the spatial resolution of an image is reduced

3.15

DWT

discrete wavelet transform

linear fr:\ncfnrmafinn, imp]nmnnfnﬂ hy 2 multirate filter ]‘\thI’ that maps-3a Higifq] ihpnt‘ Signal to a

colle¢tion of output subbands

3.16
encofler
embddiment of an encoding process

3.17
encofling process
procgss which takes as its input a continuous-tone image and outputS.compressed image dpta

3.18
entr¢py-coded data segment
indegendently decodable sequence of entropy encoded bytes)of compressed image data

3.19
entr¢py decoder
embddiment of an entropy decoding procedure

3.20
entr¢gpy decoding
losslgss procedure which recovers the séquence of symbols from the sequence of bits profluced by the
entrdpy coder

3.21
entr¢py encoder
embddiment of an entropy eneoding procedure

3.22
entr¢py encoding
losslgss procedureiwhich converts a sequence of input symbols into a sequence of bits quch that the
avergge numbet/of bits per symbol approaches the entropy of the input symbols

3.23
fingjrprint image
reprdsentation of an area of friction skin on the fleshy surface of a finger located horizontally between
the two edges of the fingernail and vertically between the first joint and the tip of a finger

Note 1 to entry: It contains a unique pattern of friction ridge and valley information commonly referred to as a
“fingerprint”.

3.24
Huffman decoder
embodiment of a Huffman decoding procedure

3.25

Huffman decoding

entropy decoding procedure which recovers the symbol from each variable length code produced by
the Huffman encoder

© ISO/IEC 2019 - All rights reserved 3
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3.26

Huffman encoder
embodiment of a Huffman encoding procedure

3.27

Huffman encoding
entropy encoding procedure which assigns a variable length code to each input symbol

3.28

Huffman table

set of variab

3.29
image data
either sourc

3.30
image spati
number of p

Note 1 to entn
have been sulf

le length codes required in a Huffman encoder and Huffman decoder

e image data or reconstructed image data

jal sampling rate
xels per unit distance in the image

y: This may be the result of processing a captured image. The originalcaptured scanned imag
sampled, scaled, downsampled, or otherwise processed.

3.31

interchangg¢ format

representatipn of compressed image data for exchange betweendapplication environments

3.32

lossless

descriptive ferm for encoding and decoding processes~and procedures in which the output (

decoding pr¢cedure(s) is identical to the input to theencoding procedure(s)

3.33
marker

two-byte codle in which the first byte is FFy{)and the second byte is a value between 1 and FEy,

3.34
marker seg
marker and

3.35
palm
friction ridg

3.36
parameter
fixed length

3.37

ment
hssociated set of parameters

b skin on the'side and underside of the hand

integers 8, 16, or 32 bits in length, used in the compressed data format

e may

f the

plain fingerprint image

image captu

3.38
procedure

red from a finger placed on a platen without any rolling movement

set of steps which accomplishes one of the tasks which comprise an encoding or decoding process

3.39

progressive
<coding>separation of data segments into blocks that can be transmitted successively to allow the

compressed

image data to be decoded at successively higher levels of resolution

© ISO/IEC 2019 - All rights reserved
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quantization table
set of quantization values (i.e., bin widths) used to quantize DWT coefficients within the subbands

3.41

quantize
act of performing the quantization procedure for a DWT coefficient

3.42

restart interval
number of coefficients processed as an independent sequence within an image

3.43

-4:2019(E)

restgrt marker
marKkler that separates two restart intervals in an image

3.44
rolle
imag

Note

d fingerprint image
e captured that is located between the two edges of the fingernail

| to entry: This type of image is typically acquired using a rolling motionfrom one edge of th

the other.

3.45
runl

ength

number of consecutive symbols of the same value

3.46
SWT

syminetric wavelet transform

linea

3.47

" transform implemented by applying a DW.T to a periodized symmetric extension of the

sample
one ejlement in the two-dimensional @rray which comprises a finger image

3.48

tablg specification data
coded representation from which the tables, used in the encoder and decoder, are generatg

3.49
upsa

mpling

proc¢dure by which the spatial resolution of an image is increased

4 Abbreviated terms

e fingernail to

> input signal

For thepurposes—of thisdocumrent, theabbreviated—terms giverr i 1SOAEC 3979
following apply.

ppcm pixels per centimetre

ppi pixels per inch

CTF contrast transfer function

JPEG joint photographic experts group

MTF modulation transfer function

PGM portable gray map

© ISO/IEC 2019 - All rights reserved
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portable network graphics
total internal reflection

wavelet scalar quantization

5 Conformance

A biometric data block (BDB) conforms to this document if it satisfies all of the requirements related to:

its data

structure, data values and the relationships between its data elements as spe

cified

through

the relat
record v

A system t}h
records that
conformance
producing b
are claimed

A system th
purpose intg
above) as clg
biometric d4
to be suppor

6 Modal,

6.1 Captu

6.1.1 Fing

This docum
systems per
image captu
should be lo

For multiple
that will ac
capturing t
scanning. TH

e

put Clauses 6, 7, 8, and Annex A, and

ionship between its data values and the input biometric data from which the biometri
Pas generated as specified throughout Clauses 6, 7, 8, and Annex A.

at produces biometric data records conforms to this document ifqall biometric
it outputs conform to this document (as defined above) as claimed.itvthe implement
e statement (ICS) associated with that system. A system does net Aeed to be capa
ometric data records that cover all possible aspects of this dogument, but only thos
Fo be supported by the system in the ICS.

ht uses biometric data records conforms to this document'if it can read, and use fa
nded by that system, all biometric data records that cefiform to this document (as de
imed in the ICS associated with that system. A systém does not need to be capable of
ta records that cover all possible aspects of this,degument, but only those that are clg
ted by the system in an ICS.

ty specific information
re recommendations

erprint image

r data

data
ation
ble of
b that

r the
fined
using
imed

ent is designed to accommodate both plain (flat) or rolled fingerprint images. Biometric

form better if the volar pad of the finger is centred both horizontally and vertically

n the

Fe area. Thereforg;when capturing a fingerprint image, the centre of the fingerprint image

fated in the approXimate centre of the image capture area.

finger verification and/or identification purposes, there exist fingerprint capture de
ire images of multiple fingers during a single capture cycle. These devices are capa
plaifiiimpressions from two, three or four adjacent fingers of either hand during a s
e plain impressions from the two thumbs or two index fingers can also be captured ¢

vices
ble of
ingle
t one

time. Theref

re/with three placements of the fingers on a device’s scanning surface all ten fingers|

from

an individual would be acquired in three scans - right four fingers, left four fingers, and two thumbs.
For these multi-finger captures, half of the captured fingers should be located to the left of the image
centre and the other half of the fingers to the right of the image centre.

6.1.2 Palm image

This document is also designed to accommodate images from the palm of the hand or from the side of
the hand opposite the thumb also known as the “writer’s palm”. Most comparison subsystems perform
better if the flat or fleshy part of the palm or writer’s palm is centred both horizontally and vertically in
the image capture area. Therefore, when capturing a palmprint image, the centre of the palm or writer’s
palm image area should be located in the approximate centre of the image capture area. The palm itself
may be captured as one entity, or various pieces of it can be captured as single images such as the

© ISO/IEC 2019 - All rights re
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thenar (fleshy part behind the thumb), hypothenar (fleshy area opposite the thumb), or interdigital
(area of the palm directly beneath the four fingers).

6.2 Image coordinate system considerations

The recorded image data shall appear to be the result of a scanning of an impression of a friction ridge
image. For the purpose of describing the position of each pixel within an image to be exchanged, a pair
of reference axes shall be used. The origin of the axes, pixel location (0,0), shall be located at the upper
left-hand corner of each image. The x-coordinate (horizontal) position shall increase positively from
the origin to the right side of the image. The y-coordinate (vertical) position shall increase positively
from the origin to the bottom of the image.

To agsure that friction ridge images are interoperable with existing fingerprint images in legacy
datagets, care shall be taken to assure that the orientation of the fingerprint is corrgeet: Figure 1 shows
how this shall be achieved.

a I Ve ™

A J

Figure'1 — Illustration of fingerprint orientation

6.3 |Image represeéntation requirements

6.3.1] General

Imagp representation requirements are dependent on various factors including the application, the
availgble @amount of raw pixel information to retain or exchange, and targeted performgnce metrics.
Becayse\of these factors, the images represented will have characteristics based on|the aspects
described in 6.3.Z through 6.3.5.

6.3.2 Colorspace

Finger images shall be represented as greyscale image data.

6.3.3 Pixel aspect ratio

The finger image shall be represented using square pixels, in which the horizontal and vertical
dimensions of the pixels are equal. Any difference between these two dimensions should be within 1 %,
i.e. the ratio of horizontal to vertical pixel dimensions should be between 0,99 and 1,01.

© ISO/IEC 2019 - All rights reserved 7
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6.3.4 Bit-depth

The greyscale precision of the pixel data shall be specified in terms of the bit-depth or the number of
bits used to represent the greyscale value of a pixel. A bit-depth of 8 provides 256 levels of grey. For
greyscale data, the minimum value that can be assigned to a "black” pixel shall be zero. The maximum
value that can be assigned to a "white" pixel shall be the greyscale value with all of its bits of precision
set to "1". However, the “blackest” pixel in an image may have a value greater than "0" and the "whitest"
pixel may have a value less than its maximum value.

6.3.5 Image spatial sampling rate

The spatial §z o Tate of the 1mage data formatted and recorded for imterciange estapiisngs the
number of piixels for a given distance over the fingerprint object. A finger image may be represgnted
with a certa]ln number of pixels per cm (ppcm) or pixels per inch (ppi). A finger image with,a'sanlpling
rate of 197 ppcm is practically equivalent to a finger image with a sampling rate of 500 ppi. Eor example,
if a spatial gampling rate of 500 ppi is established for a fingerprint sensor with a width of 0.635 cm
(correspondfng to a quarter inch), there will be 125 pixels across the width of the image.

7 Abstract data elements

7.1 Purpgse and overall structure

This clause |describes the contents of data elements defined in(this document. The description is
independent of the encoding of the data elements.

The full nanjing conventions for ASN.1 module components ‘and component types definitions, ngming
conventions|for XML schema elements and element types definitions also ASN.1 and XML schema
definition eytensions applied per the ISO/IEC 39794 series are specified in ISO/IEC 39794-1.

The tagged Binary encoding as well as the XML encoding is given in Clause 8 and Annex A.

The structute of the abstract data elements is-described in Figure 2.

8 © ISO/IEC 2019 - All rights reserved
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Finger image data block
Version Representation(s)
i
Position Impression
hnage-dataformat 1 hnage-data
il
Capture date Capture device
7.11 || |1712
Quality blocks Spatial sampling'yate
|| |[7.14
Position computed Original rotation
A 7.16
Rotated Lossily compressed
7.17 |
Segmentation(s) Annotation(s)
||| [7.20
PAD Comment(s)
[7.21]
Vendor data(s)
Figure 2 — Fingerprint image data block

NOTE Figure 2 jsnot automatically generated and can only be viewed as an overview of the stfucture.
7.2 |Fingerimage data block
Abstgactvalues:  See Figure 2 - Fingerprint image data block.

Contents: This data element is the container for all the data associated with the finger image.

7.3 Version block

Abstract values:  See ISO/IEC 39794-1.

Contents: The generation number of this document shall be 3. The year shall be the year of the
publication of this document.

© ISO/IEC 2019 - All rights reserved 9
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7.4 Representation blocks

Abstract values:

Contents:

See Figure 2 - Fingerprint image data block.

This data element is the container for all the data associated with the finger image,
except for the version block information.

7.5 Position

Abstract values: See Annex A. As the number of positions is long and duplicative, it is best to under-
staebthepossible posibionsbyesmminnethesehomadirocths

Contents: This data element establishes which friction ridge region is encoded in the.image
data. For example, a right index finger image is described with a position/ef “right-
IndexFinger” in an ASN.1 encoding. Note that the position encodings are specified
to improve interoperability with existing standards, notably ANSH/NIST ITL stpnd-
ardst3l,

7.6 Impre¢ssion

Abstract valpes:  See Table 1.

Contents: This data element establishes how the friction nidge interacted with the captute
system at the time of capture. Note that the.indpression encodings are specified to
improve interoperability with existing standards, notably ANSI/NIST ITL stand-
ards(3l,

Table 1 — Description for finger impression values

Abstract value Description

plainContact A stationarysubject’s friction ridge in contact with a fixed scanning sur-

face (or platen).

rolledContacf A laterally rolled subject’s friction ridge in contact with a fixed scanr}ing

surface (or platen).

latentImage Aresidue from a subject’s friction ridge left on a surface that has beejn

captured.

swipeContack A moving subject’s friction ridge (typically vertically) in contact with a

fixed thin scanning bar.

stationarySupjectContactlessPlain |A subject’s friction ridge captured without contact in such a way that the

image is not representative of a roll or other 3D structure, and in whjch

the subject is expected to remain mostly motionless.
stationarySupject€ontactlessRolled | A subject’s friction ridge captured without contact in such a way that the

image is representative of a roll or other 3D structure, and in which the

subject is expected to remain mostly motionless. A multi-camera system
that captures many views of a fingerprint and stitches them together to
create a rolled image would fall into this category.

movingSubje

ctContactlessPlain

A subject’s friction ridge captured without contact in such a way that the
image is not representative of a roll or other 3D structure, and in which
the subject is expected to move to perform an effective capture. A con-
tactless “swipe” sensor in which the subject slides their fingers above a
capture system would fall into this category.

movingSubje

ctContactlessRolled

A subject’s friction ridge captured without contact in such a way that the
image is representative of a roll or other 3D structure, and in which the
subject is expected to move to perform an effective capture. A system in
which a subject performs a rolling action above or inside a capture sys-
tem (without platen contact) would fall into this category.

10

© ISO/IEC 2019 - All rights reserved



https://iecnorm.com/api/?name=13da803e46cef3359cb37b0623da5716

ISO/IEC 39794-4:2019(E)

Table 1 (continued)
Abstract value Description
unknownImpression Impression information was not captured or has been lost.
otherImpression Impression information is known, but does not correspond to any speci-
fied values.

7.7

Image data format

7.7.1 Supported data format

Abstract values:  See Table 2.

Contg¢nts: Finger images shall be encoded using uncompressed or compressed formats. The
format used to encode the finger image data shall match theiformat speified in this
data element. Table 2 lists the supported data formats and-dssociated pprameters
that may be used.

Table 2 — Image data format
Abstract Image data for- Normative Allowed spatial Maximum
value mat reference sampling compijession ratio
pgm None None All None
wsq WSQ [AFIS_IC-0110, 197 ppcm 15:1
Annex F
Jpegd000Lossy JPEG 2000 ISO/IEC 15444 394 ppcm 15:1
(lossy)
Jpeg3000Lossless JPEG 2000 ISO/IE€ 14495-1 197 ppcm or None
(lossless) 394 ppcm

png PNG ISO/IEC 15948 All None

7.7.2] PGM encoding definition

A finger image may be encodéd in the Netpbm portable grayscale binary image format| The format

definjtion is [15]:

1) 4 "magic numbet"= “P5” for identifying the file type followed by:

2) any whitespace (blanks, TABs, CRs, LFs);

3) adwidthfermatted as ASCII characters in decimal;

4) anywhitespace (blanks, TABs, CRs, LFs);

5) aheightin ASCII decimal;

6) any whitespace (blanks, TABs, CRs, LFs);

7) the maximum grayscale value (Maxval), again in ASCII decimal: the Maxval shall be less than
65536, and more than zero;

8) asingle whitespace character (usually a newline);

9) araster of height rows, in order from top to bottom. Each row consists of width grayscale values, in
order from left to right. Each grayscale value is a number from 0 through Maxval, with 0 being black
and Maxval being white. Each grayscale value is represented in pure binary by either 1 or 2 bytes. If
the Maxval is less than 256, it is 1 byte. Otherwise, it is 2 bytes. The most significant byte is first.

© ISO/IEC 2019 - All rights reserved
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7.8 Image data

Contents: This data element contains the encoded friction ridge image data.

NOTE The finger image data does not necessarily represent a finger. In general, any position specified in 7.5
may be collected and would be encoded into the finger image data element.

7.9 Capture date/time block
See ISO/IEC 39794-1.

7.10 Capture device block

7.10.1 Model identifier block
See ISO/IEC B9794-1.

7.10.2 Capture device technology identifier

Abstract Valpes: See Table 3.

Contents: This data element establishes the class of capture dévVice technology used to
acquire the captured biometric sample. Note thabthe technology encodings ar¢
specified to improve interoperability with existing standards, notably ANSI/N|ST
ITL standardsBl.

Thble 3 — Description for finger image capture device technology identifier

Abstract value Description
unknownTechnology Capture device technology information was not captured or has been Ipst.
otherTechnology Capture device'technology information is known, but does not corresppnd

to any speéified values.

scannedInk(nPaper Subjectsink their fingerprints and apply them to paper (cardstock) whijich
can'then be imaged/scanned.

NOTE Card scanners would encode their technology type as scanned-

InkOnPaper.
opticalTIRBrfightField Contact prism such that ridges absorb light from the illumination systgm.
opticalTIRD4rkField Contact prism such that ridges reflect light from the illumination systejm.
opticallmagse Differences in the ridge detail are captured by an optical capture system.

opticalLowFrequency3DMapped |A 3D model of the shape of the finger is used to project reflected light ffom
ridges onto a flattened (2D) model of the finger.

opticalHighFregteney3DMapped—A-3D-medel-thatissensitive to-the 3D-distaneces betweenridgesand-ralleys
is used to project reflected light from ridges onto a flattened (2D) model of
the finger.

capacitive A contact sensor that utilizes the difference in charge between touch-

ing ridges and non-touching valleys. The sensor acts as one plate of the
capacitor, the non-conducting epidermis as a dielectric, and the conduct-
ing dermis as the other plate. There are active and passive versions of the

technology.

capacitiveRF Alow radio frequency (RF) signal is applied to the ridge detail and reflec-
tions are sensed by the detector array, with each pixel operating like a tiny
antenna.

electroLuminescence A contact technology in which the ridges and an alternating current (AC) sig-

nal cause an EL panel to emit light which is captured by an imaging system.
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Abstract value

Description

reflectedUltrasonic

tiny microphone.

High frequency sound signals are applied to the ridge detail and the acous-
tic response is sensed by the detector array, with each pixel operating like a

impediographicUltrasonic

ured by changes in the impedance of a piezo-electric material.

A contact technology in which the absorption of ultrasonic energy is meas-

thermal

Thermal differences between contact ridges and ambient temp
valleys are used by a detector array, with each pixel operating|
thermometer.

erature in
ike a tiny

dired

tPressure

These sensors operate by measuring the pressure differencehd
ridges and valleys, as the valleys are not involved in any direct
the surface of the sensor. The pressure is measured by adetect
with each pixel operating like a tiny scale. In practicejthése set
electronic binary switches that use time and/or spatial diversi
grayscale detail.

rtween
force on

or array,
|Sors are

y to achieve

indir

bctPressure

A contact technology in which the pressure afthe fingerprint r
against a deformable material is assessed-optically to produce
ridge image.

dge skin
h friction

liveT:

hpe

A technology in which one-time use-tape is used on live friction
to collect friction ridge detail and the tape is then subsequently
traditional photography.

ridge skin
imaged by

latenfImpression

A powder is applied to a surfaee that a fingerprint has touched.
residue of the finger attaclies to the powder. This is then photo
post-processed to produce a latent finger image.

The oil
braphed and

laten

IPhoto

A printed photographof a latent impression is subsequently im
scanner or cameray:

aged (with a

latenfMolded

A mold of a latent is fabricated and utilized to construct an an
finger which Is then used with a PAD-disabled scanner to pro
finger image.

tificial
duce a latent

latenfTracing

An older legacy latent friction ridge capture process in which a

photographed.

or computer-drawn tracing is subsequently imaged by a flatbed scanner or

hand-drawn

latengLift

A powder is applied to a surface that a fingerprint has touched.

over the latent and is photographed after the tape is removed g

idue of the finger attaches to the powder. Transparent tape is then placed

The oil res-

r lifted.

7.10.

Abst

Conté

act Values:

nts:

3 Certificationidentifier blocks

See ISO/IEC 39794-1 and Table 4.

This data element establishes the certification scheme as specified in Al

nnex D. The

certification authority is ISO/IEC JTC1/SC 37 with the registered biom

tric organ-

ization identifier 257 (0101y,,). The Certification identifier structure conforms to

ISO/IEC 39794-1.

Table 4 — Certification scheme identifiers for certification schemes specified in Annex D

Certification scheme Annex
identifier
1 Annex D.1 — Image quality specification for AFIS systems.
2 Annex D.2 — Image quality specification for personal verification.
3 Annex D.3 — Requirements and test procedures for optical fingerprint scanners.
4 to 65535 Reserved by SC 37 for future use.

© ISO/IEC 2019 - All rights reserved
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7.11 Quality blocks

See ISO/IEC 39794-1.

7.12 Spatial sampling rate block

Abstract values:

Contents:

See Annex A. As it consists of two elements, it is best to understand the possible
positions by examining the schema directly.

This data element establishes the resolution of the friction ridge image. It con-
sists of two elements, the unit of samples or pixels per unit distance and the unit

7.13 Position computed by capture device

Abstract val

Contents:

7.14 Original rotation

Abstract val

Contents:

7.15 Imagg

Abstract val

Contents:

7.16 Imagg

Abstract val

les:

les:

 rotated to vertical

l1es:

> has béen lossily compressed

1eS+

of measure for which the number of samples are related (either inch or cm). if his
element is not present, the image’s spatial sampling rate is established at 500 gixels
per inch (ppi), or equivalently 197 pixels per centimetre (ppcm).

True or False.

This Boolean data element establishes whether the captuvré device determined the
friction ridge position automatically. If false, then the position encoded was estab-
lished by the user or operator at the time of capture.

an angle from 0 to 359.

This data element establishes the original rotation of the finger image. The finger
image is modelled as a rough ellipse, and the major axis of that ellipse is vertical
when the rotation is 0. The retation of the fingerprint is measured counter clo¢k-
wise with increasing rotatign angles.

True or False,

This Booléan data element establishes whether the represented finger image hjas
been rotated to make its major axis vertical.

True or False.

Contents:

14

This Boolean data element establishes whether the finger image is or has been lossi-
ly compressed. It is useful to provide this information for images that may have been
previously compressed with a lossy compression algorithm (WSQ, JPEG 2000 Lossy).
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Abstract values:

Contents:

For e

ISO/IEC 39794

Segmentation blocks

stand the possible positions by examining the schema directly.

more segment blocks.

-4:2019(E)

See Annex A. As it consists of multiple internal data elements, it is best to under-

This data elements contains the segmentation algorithm identifier block and one or

The segment block data element contains n-sided polygon coordinates that enclose

segments of the friction ridge image data.

ample, a right four slap position may be acquired by a fingerprint capture device,

imag
boxe;
verte
4 poi
are r¢

The @
of thg
The p

polyg

b can be processed by fingerprint segmentation software. The software may provi
that enclose the fingerprint regions. A bounding box can be described by 2 yertic
x coordinate and a bottom-right vertex coordinate. Alternatively, the segment‘could b

lative to the image coordinates of the origin image.

rder of the vertex coordinates (when >2) shall be in their consecutive-order around tl

polygon, either clockwise or counter clockwise. No two vertices may occupy the s3
olygon side defined by the last coordinate and the first coordinateshall complete the
on shall be a simple, plane figure with no sides crossing andng interior holes.

As t

multiple segmentation blocks from different segmentatioflyalgorithm providers, which
multiple finger region segment blocks, each described byboth a set of coordinates and a p

ere are finger positions that encompass multiple finger‘regions, a single finger imz

and the slap
de bounding
bs: a top-left
e defined by

hts that specify a tetragon that encloses a single fingerprint region. The x-y valués of thle coordinate

e perimeter
me location.
polygon. The

ge can have
encapsulate
osition, with

optiopal information about orientation, quality, and)segment confidence. The confidenge value is a
measjure of estimated correctness regarding the ac¢uracy of the enclosing coordinates.
7.18| Annotation blocks
Abstifact Values:  See Table 5.
Contg¢nts: This data element-contains the annotations that describe reasons why appropri-
ate position (see 7.5) friction ridges are not captured as expected. For ekample,
a capturessubject might be missing the right index finger, and the captufe device
captured atight four finger slap image. The segmentation software performs much
better'when it knows that the right index finger is missing. Furthermorg, there are
applications use cases that drive different reasons. The generic reasons|that are
supported by this document are specified in Table 5.
Table 5 — Annotation reasons
Abstract(value Description
ampytated The friction ridge region has been amputated, or is anatomically missing.
unableToPrint The friction ridge region is unable to be captured for undescribed reasons.
bandaged The friction ridge region has a bandage on it rendering it not capturable.
physicallyChallenged |Physical ailments, like extreme arthritis, prevent the capture of the friction ridge region.
diseased The friction ridge region suffers from the effects of a disease, rendering it not capturable.
unknown Annotation information was not captured or has been lost.
other Annotation information is known, but does not correspond to any specified values.
7.19 PAD data block

See ISO/IEC 39794-1.

© ISO/IEC 2019 - All rights reserved
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7.20 Comment blocks

Abstract values:

Contents:

Any string value (see Annex A for details).

This data element contains comment data associated with friction ridge image

7.21 Vendor specific data blocks

Abstract values:

See Annex A. As it consists of multiple internal data elements, it is best to unde
stand the possible positions by examining the schema directly.

Contents:

8 Encodi

8.1 Tagge

The ASN.1 ty
to ISO/IEC 8

The tagged
ASN.1 distiy
Fingerlmage
three parts:
value octets

The ASN.1 m

8.2 XML ¢ncoding

The XSD typ
the W3C Red

An XML docyiment encoding friction ridge image data shall obey the given XSD.

The XSD in (

This data element contains the vendor data type identifier block along with e
specific proprietary data associated with the friction ridge. The former specifi
the biometric organization (vendor) and data type identifier assigned by |bioms
organization for possible data interpretation.

As this is an interoperable data interchange format, this data element shall not
used to contain data that can be provided with other elements‘of this documen

ng

d binary encoding

pes (as defined in Clause A.1) which encode the abstract elements of Clause 7 shall cor
B24-1 and to ISO/IEC 39794-1.

binary encoding of friction ridge image)data shall be obtained by applyin
guished encoding rules (DER) defined within ISO/IEC 8825-1 to a value of the
DataBlock defined in the given ASN.1 module. The DER encoding of each data objeq
tag octets that identify the data object, length octets that give the number of subse
and the value octets.

data.

r_

ndor
N
ptric

be

o

form

the
type
t has
juent

A

pdule in Clause A.1 can be retriéved from http://standards.iso.org/iso-iec/39794/-4/ed

es as defined in Clduse A.2 which encode the abstract elements of Clause 7 shall confo
ommendations; XML Schema Parts 1 and 2 and to ISO/IEC 39794-1.

lause A.2-s available at http://standards.iso.org/iso-iec/39794/-4/ed-1/en.

9 Registe_l:ed BDB format identifiers

11 /en.

rm to

The registrations listed in Table 6 have been made in accordance with ISO/IEC 19785-1[13] to identify
the finger image data interchange formats defined in document. The format owner is ISO/IEC JTC 1/
SC 37 with the registered biometric organization identifier 257 (0101y,,).

Table 6 — BDB format identifiers

tifier

BDB format iden-

Short name Full object identifier

40 (0028y,,)

g3-binary-fin-

{iiso(1) registration-authority(1) cbeff(19785) biometric-organization(0)

ger-image jtc1-sc37(257) bdbs(0) g3-binary-finger-image(40) }
41 (0029,,) g3-xml-fin- | {iso(1) registration-authority(1) cbeff(19785) biometric-organization(0)
ger-image jtcl-sc37(257) bdbs(0) g3-xml-finger-image(41) }

16
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Annex A
(normative)

Formal specifications

ASN.1 module for tagged binary encoding

IS0O-1
iso-1

-- U{4
-- dg
—-— td

-- TY
-— TH
—-— H(
-— IN
—-— AN
-— TH
-— IN
—-— N(
-— Dj
-— TH
]
-— TH

DEFIN

IN

EC-39794-4-ed-1-v1 {iso(l) standard(0) iso-iec-39794(39794) part-4(4) ed<d
ec-39794-4(0) }

e of ISO/IEC copyright in this Schema is licensed for the purpose &f
veloping, implementing, and using software based on this Schema, \stbject
the following conditions:

Software developed from this Schema must retain the Copyridght~Notice,
this list of conditions and the disclaimer below ("Discldimer").

Neither the name or logo of ISO or of IEC, nor the names” of specific
contributors, may be used to endorse or promote soffiwadre derived from
this Schema without specific prior written permission.

The software developer shall attribute the Schemd to ISO/IEC and
identify the ISO/IEC standard from which it<¥ taken. Such attribution
(e.g., "This software makes use of the Schema from ISO/IEC 39794-4
within modifications permitted in the relewant ISO/IEC standard.
Please reproduce this note if possible."™), may be placed in the
software itself or any other reasonablélocation.

e Disclaimer is:

E SCHEMA ON WHICH THIS SOFTWARE .XS BASED IS PROVIDED BY THE COPYRIGHT
LDERS AND CONTRIBUTORS "AS IS"\\&ND ANY EXPRESS OR IMPLIED WARRANTIES,
CLUDING, BUT NOT LIMITED TO, "BHE IMPLIED WARRANTIES OF MERCHANTABILITY
D FITNESS FOR A PARTICULAR¢RURPOSE ARE DISCLAIMED. IN NO EVENT SHALL

E COPYRIGHT OWNER OR CONJIRIBUTORS BE LIABLE FOR ANY DIRECT, INDIRECT,
CIDENTAL, SPECIAL, EXEMRDARY, OR CONSEQUENTIAL DAMAGES (INCLUDING, BUT
T LIMITED TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; LOSS OF USE,
TA, OR PROFITS; OR BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON ANY
EORY OF LIABILITY \N\WHETHER IN CONTRACT, STRICT LIABILITY, OR TORT
NCLUDING NEGLIGENECE OR OTHERWISE) ARISING IN ANY WAY OUT OF THE USE OF
E CODE COMPONENTS, EVEN IF ADVISED OF THE POSSIBILITY OF SUCH DAMAGE.

ITIONS IMBBICIT TAGS ::= BEGIN

PORTS
QualityBlocks,
go0reOrkError,
Re&gistryIdBlock,

CertificationIdBlocks,
CaptureDateTimeBlock,

PADDataBlock,

VersionBlock,
CoordinateCartesian2DUnsignedShortBlock,
ExtendedDataBlock

FROM ISO-IEC-39794-1-ed-1-vl;

PositionCode ::= ENUMERATED ({

unknownPosition (0),
rightThumbFinger (1),
rightIndexFinger (2),
rightMiddleFinger (3),
rightRingFinger (4),
rightLittleFinger (5),
leftThumbFinger (6),
leftIndexFinger (7),

© ISO/IEC 2019 - All rights reserved
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leftMiddleFinger (8),
leftRingFinger (9),
leftLittleFinger (10),
rightFourFingers (13),
leftFourFingers (14),
bothThumbFingers (15),
rightExtraDigitFinger (16),
leftExtraDigitFinger (17),
unknownFrictionRidge (18),
entireJointImage (19),
unknownPalm (20),
rightFullPalm(21),
rightWritersPalm(22),
rightLowerPalm(23)

rightUpperPalm(24),
rightOtherPalm(25),
rightyIinterdigital (26),
righfThenar (27),
righgHypothenar (28),
leftFullPalm(29),
leftWritersPalm(30),
leftljowerPalm(31),
leftUpperPalm(32),
leftdtherPalm(33),
leftInterdigital (34),

leftThenar (35),
leftHypothenar (36),
rightGrasp(37),

leftdrasp(38),
righyIndexMiddleFingers (40),
rightMiddleRingFingers (41),
rightfRingLittleFingers (42),
leftIndexMiddleFingers (43),
leftMiddleRingFingers (44),
leftRingLittleFingers (45),
rightIndexLeftIndexFingers (46),
righfIndexMiddleRingFingers (47),
righgMiddleRingLittleFingers (48),
leftIndexMiddleRingFingers (49),
leftMiddleRingLittleFingers (50),
rightfFourFingertips (51),
leftEourFingertips (52),
rightFingertips (53),
leftFingertips (54),
leftMiddleIndexRightIndexMiddleFingers (55),
unkngwnSole (60),

rightSole (61),

leftYole (62),

unkngwnToe (63) ,

righyBigToe (64)5
rightSecondTliog (65) ,
rightMiddle®ee (66),
righfFouxrthToe (67),
rightflii€tzleToe (68),

leftLJl_\jTuc (UA) 7
leftSecondToe (70),
leftMiddleToe (71),
leftFourthToe (72),
leftLittleToe (73),
rightFrontBallFoot (74),
rightBackHeelFoot (75),
leftFrontBallFoot (76),
leftBackHeelFoot (77),
rightMiddleFoot (78),
leftMiddleFoot (79),
rightCarpalDelta (81),
leftCarpalDelta(82),
rightFullWithWriterPalm(83),
leftFullWithWriterPalm(84),
rightBracelet (85),
leftBracelet (86),

18
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otherPosition (999)
}

PositionExtensionBlock ::= SEQUENCE ({
fallback [0] PositionCode,

}

Position ::= CHOICE {
code [0] PositionCode,
extensionBlock [1] PositionExtensionBlock

ImpressionCode = ENUMERATED {
plainContact (0),
rolledContact (1),
latentImage (4),

swipeContact (8),
stationarySubjectContactlessPlain(24),
stationarySubjectContactlessRolled(25),
movingSubjectContactlessPlain (41),
movingSubjectContactlessRolled (42),
otherImpression(28),
unknownImpression (29)

IngpressionExtensionBlock ::= SEQUENCE ({
fallback [0] ImpressionCode,

Ingpression ::= CHOICE ({
code [0] ImpressionCode,
extensionBlock [1] ImpressionExtensidgBlock

CqptureDeviceTechnologyIdCode ::= ENUMERATED {
unknownCaptureDeviceTechnology#0),
otherCaptureDeviceTechnology (),
scannedInkOnPaper (2),
opticalTIRBrightField (3),,
opticalTIRDarkField (4) ¢
opticallImage(5),
opticalLowFrequency3bMapped (6),
opticalHighFrequency3DMapped (7),
capacitive(9),

capacitiveREAND),
electroLuminegcence (11),
reflected’dltrasonic(12),
impediographicUltrasonic(13),
thermal (14),

direct®Pressure (15),
indirectPressure (16),

MwveTape (17),

latclltIllltJJ_‘C DJ‘_UII\].S) 12
latentPhoto (19),

latentMolded (20),
latentTracing (21),
latentLift (22)

}

CaptureDeviceTechnologyIdExtensionBlock ::= SEQUENCE {
fallback [0] CaptureDeviceTechnologyIdCode,

}
CaptureDeviceTechnologyId ::= CHOICE ({

code [0] CaptureDeviceTechnologyIdCode,
extensionBlock [1] CaptureDeviceTechnologyIdExtensionBlock
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ImageDataFormatCode ::= ENUMERATED {
pgm(0),
wsq (1),
Jpeg2000Lossy (2),
Jjpeg2000Lossless (3),
png (4)

}

ImageDataFormatExtensionBlock ::= SEQUENCE ({

}

ImageDataFormat ::= CHOICE ({
code [0] TmageDataFormatCode

extensionBlock [1] ImageDataFormatExtensionBlock

}

CoordingteBlock ::= CoordinateCartesian2DUnsignedShortBlock
CoordinajtesBlock ::= SEQUENCE (SIZE(2..MAX)) OF CoordinateBlock
SegmentBlock ::= SEQUENCE {

positdion [0] Position,

enclgsingCoordinatesBlock [1] CoordinatesBlock,
orienftation [2] INTEGER (0..255) OPTIONAL,
qualiftyBlocks [3] QualityBlocks OPTIONAL,
confildence [4] ScoreOrError OPTIONAL,

}

SegmentBlocks ::= SEQUENCE OF SegmentBlock

SegmentagtionBlock ::= SEQUENCE ({
algorithmIdBlock [0] RegistryIdBlock,
segmgntBlocks [1] SegmentBlocks,

}

AnnotatilonReasonCode ::= ENUMERATED {
unkngwn (0) ,

other (1),

amputjated (2),

unablleToPrint (3),

bandglged (4) ,
physilcallyChallenged (50,
disealsed (6)

}

AnnotatilonReasonkExtensionBlock ::= SEQUENCE ({
falllack [0] AmmotationReasonCode,

}

AnnotatilonReason ::= CHOICE {

ara)

2 e o n el
Ao cacronneasoncotey

AnnotationReasonExtensionBlock

code Y4
extensionBlock [1]

}

AnnotationBlock ::= SEQUENCE {
position [0] Position,
reason [1] AnnotationReason,

}

UnitDimensionCode ::= ENUMERATED ({
inch (0),
cm (1)

}

SEQUENCE {
(0..65535),

SpatialSamplingRateBlock ::=
samplesPerUnit [0] INTEGER

20
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unitDimension [1] UnitDimensionCode
}
CaptureDeviceBlock ::= SEQUENCE ({
modelIdBlock [0] RegistryIdBlock,

technologyId [1] CaptureDeviceTechnologyId OPTIONAL,
certificationIdBlocks [2] CertificationIdBlocks OPTIONAL,

}
FingerRotation ::= INTEGER (0..359)

SegmentationBlocks ::= SEQUENCE OF SegmentationBlock

AnnotationBlocks ::= SEQUENCE OF AnnotationBlock

CgmmentBlock ::= VisibleString

CgmmentBlocks ::= SEQUENCE OF CommentBlock
VgndorSpecificDataBlock ::= ExtendedDataBlock
VgndorSpecificDataBlocks ::= SEQUENCE OF VendorSpecificDataBlock

RgpresentationBlock ::= SEQUENCE ({

position [0] Position,

impression [1] Impression,

imageDataFormat [2] ImageDataFormat,

imageData [3] OCTET STRING,

captureDateTimeBlock [4] CaptureDateTimeBlock OPTIONAL,
captureDeviceBlock [5] CaptureDeviceBlock OPT'IONAL,
qualityBlocks [6] QualityBlocks OPTIONAL$
spatialSamplingRateBlock [7] SpatialSamplingRateBlock OPTIONAL,
positionComputedByCaptureSystem [8] BOQLEAN OPTIONAL,
originalRotation [9] FingerRotationG©OPTIONAL,
imageRotatedToVertical [10] BOOLEAN:OPTIONAL,
imageHasBeenLossilyCompressed [11] BOOLEAN OPTIONAL,
segmentationBlocks [12] SegmenptationBlocks OPTIONAL,
annotationBlocks [13] Annotati®onBlocks OPTIONAL,

pADDataBlock [14] PADDataBhock OPTIONAL,

commentBlocks [15] CommentBlocks OPTIONAL,
vendorSpecificDataBlocksv[16] VendorSpecificDataBlocks OPTIONAL,

RgpresentationBloeks' ::= SEQUENCE OF RepresentationBlock
FingerImageDataBlock ::= [APPLICATION 4] SEQUENCE {

versionBlegk [0] VersionBlock,
represefitationBlocks [1] RepresentationBlocks,

END

© ISO/IEC 2019 - All rights reserved

21


https://iecnorm.com/api/?name=13da803e46cef3359cb37b0623da5716

ISO/IEC 39794-4:2019(E)

A.2 XML schema definition for XML encoding

<?xml versi

<!--Use of ISO/IEC copyright in this Schema is licensed for the purpose of developing,

implementin
conditions:

* Software
conditions

* Neither t

be used to endorse or promote software derived from this Schema without specific prior

written per

on="1.0" encoding="utf-8" 72>

g, and using software based on this Schema, subject to the following

developed from this Schema must retain the Copyright Notice, this list of
and the disclaimer below ("Disclaimer").

he name or logo of ISO or of IEC, nor the names of specific contributors, may

mission.

* The softw
standard fr
Schema fron
standard. H
or any othe

The Disclail
THE SCHEMA
CONTRIBUTOR
THE IMPLIED
DISCLAIMED.
DIRECT, IND
NOT LIMITED
PROFITS; OR
IN CONTRACT
WAY OUT OF
DAMAGE .—->

<xs:schema
xmlns:xs|
xmlns:vdg
xmlns:cn
xmlns="H
vc:minVse
targetN4
elementF]
attribug

<xs:impoy|
org/iso-ied

<xs:compl]
<xs:choi
<xS:
<xs:
<xs:
<xS:
<xSs:
<xs:
<xs:

(OENOENOENONNONN0)

(0]

are developer shall attribute the Schema to ISO/IEC and identify the ISQYIH
om which it is taken. Such attribution (e.g., "This software makes use~oFf f{

ISO/IEC 39794-4 within modifications permitted in the relevant ISO/IEC
lease reproduce this note if possible."), may be placed in the softiware it
r reasonable location.

mer 1S:
ON WHICH THIS SOFTWARE IS BASED IS PROVIDED BY THE COPYRIGHIHOLDERS AND
S "AS IS" AND ANY EXPRESS OR IMPLIED WARRANTIES, INCLUDING,, BUT NOT LIMITE]
WARRANTIES OF MERCHANTABILITY AND FITNESS FOR A PARTICURAR PURPOSE ARE

IN NO EVENT SHALL THE COPYRIGHT OWNER OR CONTRIBUTORS\BE LIABLE FOR ANY
IRECT, INCIDENTAL, SPECIAL, EXEMPLARY, OR CONSEQUENTIAL DAMAGES (INCLUDING
TO, PROCUREMENT OF SUBSTITUTE GOODS OR SERVICES; «LO8S OF USE, DATA, OR
BUSINESS INTERRUPTION) HOWEVER CAUSED AND ON AN¥ THEORY OF LIABILITY, WHE
, STRICT LIABILITY, OR TORT (INCLUDING NEGLIGENGE OR OTHERWISE) ARISING IN
THE USE OF THE CODE COMPONENTS, EVEN IF ADVLSED OF THE POSSIBILITY OF SUCH

="http://www.w3.0rg/2001/XMLSchema"
="http://www.w3.0rg/2007/XMLSchema<we¥sioning"
In="http://standards.iso.org/iso-ieG&/39794/-1"
ttp://standards.iso.org/iso-1ec/39794/-4"
rsion="1.0"
mespace="http://standards.isoworg/iso-iec/39794/-4"
ormDefault="qualified"

eFormDefault="unqualified/'>

t schemalocation="isé-iec-39794-1-ed-1-vl.xsd" namespace="http://standards
/39794/-1" />

exType name="PgsihtionCodeType">

ce>

lement name#®!'unknownPosition" type="xs:int" fixed="0" />
lement names"rightThumbFinger" type="xs:int" fixed="1" />
lement mafle="rightIndexFinger" type="xs:int" fixed="2" />
lement\heme="rightMiddleFinger" type="xs:int" fixed="3" />
lememits name="rightRingFinger" type="xs:int" fixed="4" />
lefiert name="rightLittleFinger" type="xs:int" fixed="5" />

lemént name="leftThumbFinger" type="xs:int" fixed="6" />

<Xs:e
<xXs:e
<xXs:e
<xs:e
<Xs:e
<xXs:e
<xXs:e
<xs:e
<Xs:e
<xXs:e
<xXs:e
<xs:e
<Xs:e
<xXs:e
<xXs:e
<xs:e
<Xs:e

22

lement name="leftIndexFinger" type="xs:int" fixed="7" />
lement name="leftMiddleFinger" type="xs:int" fixed="8" />
lement name="leftRingFinger" type="xs:int" fixed="9" />

lement name="leftLittleFinger" type="xs:int" fixed="10" />
lement name="rightFourFingers" type="xs:int" fixed="13" />
lement name="leftFourFingers" type="xs:int" fixed="14" />
lement name="bothThumbFingers" type="xs:int" fixed="15" />
lement name="rightExtraDigitFinger" type="xs:int" fixed="16" />
lement name="leftExtraDigitFinger" type="xs:int" fixed="17" />
lement name="unknownFrictionRidge" type="xs:int" fixed="18" />
lement name="entireJointImage" type="xs:int" fixed="19" />
lement name="unknownPalm" type="xs:int" fixed="20" />

lement name="rightFullPalm" type="xs:int" fixed="21" />

lement name="rightWritersPalm" type="xs:int" fixed="22" />
lement name="rightLowerPalm" type="xs:int" fixed="23" />
lement name="rightUpperPalm" type="xs:int" fixed="24" />
lement name="rightOtherPalm" type="xs:int" fixed="25" />

he

elf

TO,

BUT

HER
ANY

iso.
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<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element

s:element

ISO/IEC 39794-4:2019(E)

name="rightInterdigital" type="xs:int" fixed="26" />
name="rightThenar" type="xs:int" fixed="27" />
name="rightHypothenar" type="xs:int" fixed="28" />
name="leftFullPalm" type="xs:int" fixed="29" />
name="leftWritersPalm" type="xs:int" fixed="30" />
name="leftLowerPalm" type="xs:int" fixed="31" />
name="leftUpperPalm" type="xs:int" fixed="32" />
name="leftOtherPalm" type="xs:int" fixed="33" />
name="leftInterdigital™ type="xs:int" fixed="34" />
name="1leftThenar" type="xs:int" fixed="35" />
name="leftHypothenar" type="xs:int" fixed="36" />
name="rightGrasp" type="xs:int" fixed="37" />
name="leftGrasp" type="xs:int" fixed="38" />
name="rightTndexMiddleFingers" type="xg:int" fixed="40"

<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
/>
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:element
<xs:elemenf
<xs:elefient
<xs:element
<xsfedement
<xs:klement
KLg:element

name="rightMiddleRingFingers" type="xs:int" fixed="41" />
name="rightRingLittleFingers" type="xs:int" fixed="42" />
name="1leftIndexMiddleFingers" type="xs:int" fixed="43" A>
name="leftMiddleRingFingers" type="xs:int" fixed="44", />
name="leftRingLittleFingers" type="xs:int" fixed="45"V/>
name="rightIndexLeftIndexFingers" type="xs:int" fixed="46" /
name="rightIndexMiddleRingFingers" type="xs:int"/fixed="47"
name="rightMiddleRingLittleFingers" type="xs:in%'") fixed="48"
name="leftIndexMiddleRingFingers" type="xs:int'"Wfixed="49" /
name="leftMiddleRingLittleFingers" type="xgaint" fixed="50"
name="rightFourFingertips" type="xs:int" {ixed="51" />
name="leftFourFingertips" type="xs:int'f fixed="52" />
name="rightFingertips" type="xs:int" ixed="53" />
name="leftFingertips" type="xs:int"¢ fixXed="54" />
name="leftMiddleIndexRightIndexMiddleFingers" type="xs:int"

name="unknownSole" type="xs:int" ‘fixed="60" />
name="rightSole" type="xs:intY fixed="61" />
name="leftSole" type="xs:ind!' fixed="62" />
name="unknownToe" type="#&uint" fixed="63" />
name="rightBigToe" typegMxs:int" fixed="64" />
name="rightSecondToe"\\type="xs:int" fixed="65" />
name="rightMiddleToe!" type="xs:int" fixed="66" />
name="rightFourthTeg" type="xs:int" fixed="67" />
name="rightLittl4Toe" type="xs:int" fixed="68" />
name="leftBigTee" type="xs:int" fixed="69" />
name="leftSecondToe" type="xs:int" fixed="70" />
name="leftMiddleToe" type="xs:int" fixed="71" />
name="leftFourthToe" type="xs:int" fixed="72" />
name="leftLittleToe" type="xs:int" fixed="73" />
names'rightFrontBallFoot" type="xs:int" fixed="74" />
nam@=""rightBackHeelFoot" type="xs:int" fixed="75" />
name="leftFrontBallFoot" type="xs:int" fixed="76" />
name="leftBackHeelFoot" type="xs:int" fixed="77" />
name="rightMiddleFoot" type="xs:int" fixed="78" />
name="leftMiddleFoot" type="xs:int" fixed="79" />
name="rightCarpalDelta" type="xs:int" fixed="81" />
name="leftCarpalDelta" type="xs:int" fixed="82" />
name="rightFullWithWriterPalm" type="xs:int" fixed="83" />
name="leftFullWithWriterPalm" type="xs:int" fixed="84" />

>
/

>
/

f

ixed="55"

l ey 11 - dode I il 1] e 11 . 1] Wiy \l il Mol =]
o e« C LTINTITT 1Tl J_J_\leL,LJJ_a\,CJ_CL, L_yt)c_ o e LITT L1 U= OJ
<xs:element name="leftBracelet" type="xs:int" fixed="86" />
<xs:element name="otherPosition" type="xs:int" fixed="999" />

</xs:choice>

</xs:complexType>

<xs:complexType
<xs:sequence>
<xs:element

name="PositionExtensionBlockType">

name="fallback" type="PositionCodeType"/>

<xs:any namespace="##other" processContents="lax"/>

</xs:sequence>

</xs:complexType>

<xs:complexType
<xs:choice>

<xs:element

<xs:element

name="PositionType">

name="code" type="PositionCodeType" />
name="extensionBlock" type="PositionExtensionBlockType" />

© ISO/IEC 2019 - All rights reserved
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</xs:choice>
</xs:complexType>

<xs:complexType name="ImpressionCodeType">

<xs:choice>
<xs:element name="plainContact" type="xs:int" fixed="0" />
<xs:element name="rolledContact" type="xs:int" fixed="1" />
<xs:element name="latentImage" type="xs:int" fixed="4" />
<xs:element name="swipeContact" type="xs:int" fixed="8" />
<xs:element name="stationarySubjectContactlessPlain" type="xs:int" fixed="24" />
<xs:element name="stationarySubjectContactlessRolled" type="xs:int" fixed="25" />
<xs:element name="movingSubjectContactlessPlain" type="xs:int" fixed="41" />
<xs:element name="movingSubjectContactlessRolled" type="xs:int" fixed="42" />
<xs:element name="otherTmpression” type=" sint" fixed="28"
<xs:gllement name="unknownImpression" type="xs:int" fixed="29" />

</xs:chqoice>

</xs:complexType>

<xs:compllexType name="ImpressionExtensionBlockType">
<xs:sequence>
<xs:gllement name="fallback" type="ImpressionCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:selquence>
</xs:complexType>

<xs:compllexType name="ImpressionType">
<xs:choijce>
<xs:gllement name="code" type="ImpressionCodeType" />
<xs:gllement name="extensionBlock" type="ImpressionExtensionBlockType" />
</xs:chqice>
</xs:complexType>

<xs:compllexType name="CaptureDeviceTechnologyIdCodeType">
<xs:choilce>

<xs:gllement name="unknownCaptureDeviceTechpology" type="xs:int" fixed="0" />
<xs:¢llement name="otherCaptureDeviceTechfidlogy" type="xs:int" fixed="1" />
<xs:gllement name="scannedInkOnPaper" typé="xs:int" fixed="2" />
<xs:€llement name="opticalTIRBrightEield" type="xs:int" fixed="3" />
<xs:gllement name="opticalTIRDarkFigdld" type="xs:int" fixed="4" />
<xs:¢gllement name="opticallmage" gype="xs:int" fixed="5" />

<xs:¢gllement name="opticallLowFrequency3DMapped" type="xs:int" fixed="6" />
<xs:ellement name="opticalHighF¥requency3DMapped" type="xs:int" fixed="7" />
<xs:€llement name="capacitiva type="xs:int" fixed="9" />

<xs:gllement name="capacitiweRF" type="xs:int" fixed="10" />

<xs:€llement name="electrolLuminescence" type="xs:int" fixed="11" />
<xs:€llement name="refleectedUltrasonic" type="xs:int" fixed="12" />
<xs:€llement name="jimpediographicUltrasonic" type="xs:int" fixed="13" />
<xs:¢llement name="thermal" type="xs:int" fixed="14" />

<xs:¢gllement name="directPressure" type="xs:int" fixed="15" />

<xs:ellement ndme="indirectPressure" type="xs:int" fixed="16" />
<xs:glement (hame="1liveTape" type="xs:int" fixed="17" />
<xs:¢gllement—name="latentImpression" type="xs:int" fixed="18" />
<xs:¢glleménft name="latentPhoto" type="xs:int" fixed="19" />

<xs:elledent name="latentMolded" type="xs:int" fixed="20" />

<xs : bremert—rame—"tartertFractre i —type—tles il ficed=—lto3u

<xs:element name="latentLift" type="xs:int" fixed="22" />
</xs:choice>
</xs:complexType>

<xs:complexType name="CaptureDeviceTechnologyIdExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="CaptureDeviceTechnologyIdCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="CaptureDeviceTechnologyIdType">
<xs:choice>
<xs:element name="code" type="CaptureDeviceTechnologyIdCodeType" />
<xs:element name="extensionBlock" type="CaptureDeviceTechnologyIldExtensionBlockType"

/>
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</xs:choice>
</xs:complexType>

<xs:complexType name="ImageDataFormatCodeType">
<xs:choice>

<xs:element name="pgm" type="xs:int" fixed="0" />

<xs:element name="wsq" type="xs:int" fixed="1" />

<xs:element name="Jjpeg2000Lossy" type="xs:int" fixed="2" />
<xs:element name="Jjpeg2000Lossless" type="xs:int" fixed="3" />
<xs:element name="png" type="xs:int" fixed="4" />

</xs:choice>
</xs:complexType>

<X§

.complexTyvpe name="TmageDataFormatFxtensionBlockType"

</

<X9

</3

<xd

</H

<X 9

max0d
</

<X9

</3

<xd

</

XS :sequence>

<xs:any namespace="##other" processContents="lax"/>
/xs:sequence>

s:complexType>

:complexType name="ImageDataFormatType">

s:choice>

<xs:element name="code" type="ImageDataFormatCodeType" />

<xs:element name="extensionBlock" type="ImageDataFormatExtensionBlockType
xs:choice>

s:complexType>

:complexType name = "CoordinateBlockType" >

s:complexContent>

<xs:extension base="cmn:CoordinateCartesian2DUrsignedShortBlockType"/>
xs:complexContent>

s:complexType>

:complexType name="CoordinatesBlockType"™>

Xs:sequence>

<xs:element name="coordinateBlock" type="CoordinateBlockType" minOccurs="
curs="unbounded" />

/xs:sequence>

s:complexType>

:complexType name="SegmentBrockType'">

XS :sequence>

<xs:element name="position" type="PositionType" />

<xs:element name="emclesingCoordinatesBlock" type="CoordinatesBlockType"
<xs:element name="orientation" type="xs:unsignedByte" minOccurs="0" />
<xs:element names'qualityBlocks" type="cmn:QualityBlocksType" minOccurs="
<xs:element name='"confidence" type="cmn:ScoreOrErrorType" minOccurs="0" /
<xs:any minOedurs="0" namespace="##other" processContents="lax" />
/xs:sequencg>

s:complexType>

:complexType name="SegmentBlocksType'">

Xs:sgguence>

<xs:klement name="segmentBlock" type="SegmentBlockType" maxOccurs="unboun
AR ysequence>

TS

]" />

Hed" />

k1 fasl
TCOMPTITXIyrT

<xs:complexType name="SegmentationBlockType">
<xs:sequence>

<xs:element name="algorithmIdBlock" type="cmn:RegistryIdBlockType" />
<xs:element name="segmentBlocks" type="SegmentBlocksType" />
<xs:any minOccurs="0" namespace="##other" processContents="lax" />

</xs:sequence>
</xs:complexType>

<xs:complexType name="AnnotationReasonCodeType">
<xs:choice>

<xs:element name="unknown" type="xs:int" fixed="0" />
<xs:element name="other" type="xs:int" fixed="1" />
<xs:element name="amputated" type="xs:int" fixed="2" />
<xs:element name="unableToPrint" type="xs:int" fixed="3" />
<xs:element name="bandaged" type="xs:int" fixed="4" />

© ISO/IEC 2019 - All rights reserved
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<xs:element name="physicallyChallenged" type="xs:int" fixed="5" />
<xs:element name="diseased" type="xs:int" fixed="6" />
</xs:choice>
</xs:complexType>

<xs:complexType name="AnnotationReasonExtensionBlockType">
<xs:sequence>
<xs:element name="fallback" type="AnnotationReasonCodeType"/>
<xs:any namespace="##other" processContents="lax"/>
</xs:sequence>
</xs:complexType>

<xs:complexType name="AnnotationReasonType">
<xs:choice
<xs:€llement name="code" type="AnnotationReasonCodeType" />
<xs:€llement name="extensionBlock" type="AnnotationReasonExtensionBlockType" >
</xs:chqice>
</xs:complexType>

<xs:compllexType name="AnnotationBlockType">
<xs:sequence>
<xs:€llement name="position" type="PositionType" />
<xs:€llement name="reason" type="AnnotationReasonType" />
<xs:dny minOccurs="0" namespace="##other" processContents="lax!)/>
</xs:selquence>
</xs:complexType>

<xs:compllexType name="UnitDimensionCodeType">
<xs:choijce>
<xs:€llement name="inch" type="xs:int" fixed="0" />
<xs:€gllement name="cm" type="xs:int" fixed="1" />
</xs:chqoice>
</xs:complexType>

<xs:compllexType name="SpatialSamplingRateBlockZype">
<xs:sequence>
<xs:¢gllement name="samplesPerUnit" typex"xs:unsignedShort" />
<xs:€llement name="unitDimension" type="UnitDimensionCodeType" />
</xs:selquence>
</xs:complexType>

<xs:compllexType name="CaptureDeyiceBlockType">
<xs:secquence>
<xs:gllement name="modelIdBlock" type="cmn:RegistryIdBlockType" />
<xs:gllement name="technolegyId" type="CaptureDeviceTechnologyIdType" minOccurs={0"
/>
<xs:egllement name="gexfificationIdBlocks" type="cmn:CertificationIdBlocksType"
minOccurs="[0" />
<xs:any minOccuxs="0" namespace="##other" processContents="lax" />
</xs:selquence>
</xs:complexType>

<xs:simplleType)name="FingerRotationType">
<xs:regltrigtion base="xs:unsignedInt">

< . > k] : 3 noC o
XS imaxTrecTrasTve aTrocT oOJ

</xs:restriction>
</xs:simpleType>

<xs:complexType name="SegmentationBlocksType">
<xs:sequence>
<xs:element name="segmentationBlock" type="SegmentationBlockType"
maxOccurs="unbounded" />
</xs:sequence>
</xs:complexType>

<xs:complexType name="AnnotationBlocksType">
<xs:sequence>
<xs:element name="annotationBlock" type="AnnotationBlockType" maxOccurs="unbounded"
/>
</xs:sequence>
</xs:complexType>
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>

"CommentBlockType"

<xs:restriction base="xs:string"/>

</xs:simpleType>

<xs:complexType name="CommentBlocksType">
<xs:sequence>

<xs:element name="commentBlock" type="CommentBlockType" maxOccurs="unbounded"
</xs:sequence>

</xs:complexType>

<xs:complexType name = "VendorSpecificDataBlockType" >
<xs:complexContent>

s.exten

ion base="cmn:FxtendedDataBlockType"

/>

</

<xd

max0d

</H

<X 9

minOd

minOd

/>

minO

/xs:complexContent>
s:complexType>

:complexType
Xs:sequence>
<xs:element

name="VendorSpecificDataBlocksType">

name="vendorSpecificDataBlock" type="VendorSpecifiebataBlockT

curs="unbounded" />

/xs:sequence>

s:complexType>

:complexType
Xs:sequence>
<xs:element
<xs:element
<xs:element
<xs:element

<xs:element
curs="0" />
<xs:element
<xs:element

<xs:element
curs="0" />

<xs:element

<xs:element
<xs:element
<xs:element

<xs:element
<xs:element
<xs:element
<xs:element
<xs:elefient
curs="0"/}>

name="RepresentationBlockType">
name="position" type="PositionType" /&
name="impression" type="ImpressionType" />
name="imageDataFormat" type="ImagePataFormatType"
name="imageData" type="xs:base64Binary" />

/>

name=

name="captureDeviceBlock"\*type="CaptureDeviceBlockType" minOc

name="qualityBlocks" type="cmn:QualityBlocksType" minOccurs="
name="spatialSamplingRateBlock" type="SpatialSamplingRateBloc
name="position€omputedByCaptureSystem" type="xs:boolean" minO
name="originalRotation" type="FingerRotationType" minOccurs="
name="imageRotatedToVertical" type="xs:boolean" minOccurs="0
name="1imageHasBeenlLossilyCompressed" type="xs:boolean" minOc
name='"segmentationBlocks" type="SegmentationBlocksType" minOc
name="annotationBlocks" type="AnnotationBlocksType" minOccurs
name="pADDataBlock" type="cmn:PADDataBlockType" minOccurs="0"

name="commentBlocks" type="CommentBlocksType" minOccurs="0" /
name="vendorSpecificDataBlocks" type="VendorSpecificDataBlock

<xs:Any minOccurs="0" namespace="##other" processContents="lax" />

captureDateTimeBlock" fype="cmn:CaptureDateTimeBlockTyp¢

y.pe"

1%

/>

turs="0"
:)n />

kType"

tcurs="0"

:)" />

' />
Ccurs="0" />
furs="0" />
:"0" />

/>

5Type"

coUTTIIcT

</xs:complexType>

<xs:complexType name="RepresentationBlocksType">
<xs:sequence>

maxOccurs="unbounded"
</xs:sequence>

<xs:element

name="representationBlock" type="RepresentationBlockType"

/>

</xs:complexType>

<xs:complexType
<xs:sequence>

</xs:sequence>

<xs:element
<xs:element

name="FingerImageDataBlockType">

/>

name="versionBlock" type="cmn:VersionBlockType"

name=

<xs:any minOccurs="0" namespace="##other" processContents="lax" />

</xs:complexType>

© ISO/IEC 2019 - All rights reserved
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<xs:element name="fingerImageData" type="FingerImageDataBlockType" />
</xs:schema>
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Encoding examples

B.1 Sample ASN.1 encoding for finger image data

An ejample encoding can be retrieved from http://standards.iso.org/iso-iec/39794/-4/ed{l /en.

B.2 |Sample XML encoding for finger image data

<?xm]l version="1.0" encoding="UTF-8"?>
<fir{fingerImageData xmlns:cmn="http://standards.iso.org/iso-1eg439794/-1"
xmlng:fir="http://standards.iso.org/iso-iec/39794/-4">
<fjr:versionBlock>
cmn:generation>3</cmn:generation>
cmn:year>2019</cmn:year>
</fir:versionBlock>
<fjr:representationBlocks>
fir:representationBlock>
<fir:position>
<fir:code>
<fir:rightIndexFinger/>
</fir:code>
</fir:position>
<fir:impression>
<fir:code>
<fir:rolledContact/>
</fir:code>
</fir:impression>
<fir:imageDataFormat>
<fir:code>
<fir:png/>
</fir:code>
</fir:imageDataFormat>
<fir:imageData>

1VBORwOKGgoAAAANSURBUgAAABgAAAAYCAAAAADFHGIKAAAACKXBIWXMAACCQAAAN
EAGU4VEZAAACYO1lEQVQezwFYAQfOAf+nrBYPLA4aNInWz /wGFxLw50sGTDtL/AQo
GA38174e6CEN+fseDTnJ/H8kIADMx/ABLf2MHW6QxPzpCefquAsgJgAAruPOCxbo
BHVC]tRgFgdJPREW4AwWxZzul3+1cEBPI17QH/WtYI6vgIXOOE2RkUSBIk3gsVB2Uw
GOAE+IHZ zwloJADDALJIZB+97 /aKKiEArM6yBMRXM1uyUhD/ 99 1vNBg1878SA0pV
BQOImBAGtENTTzd7jemThxGe)/70YpnYUGAGAK)cB/20BDugEm+FowQr/N6S1fv3x
AWB43SkKkARBymIwuIF1LHBO49hBRkFRviQ3Ig5ew39QEKC7cZu28A+9z/4Y71FwoH
SSufyRY3RMESXbGsRsj1YFdccoDXyUYJgM2Hw ) 4AYf1AezQmBY4Px518gUiaN87
6 TgMOBEY TESEAwWrF Uy Tt 7 33/ stovXIwE T chN/ v T JgsESySEEZT TS Sevozwe
B97yEIxXxbAGTEAWYDBBx4s7IE6mMZWQ/EXxxsNJGIXt5b6CEH]TgH/XfkIZR8eCyPx
fhWg 9mpOhNcDDRZDPJQCLNDtG])3aMDIs0£2DBjZz01lusNaGx/4hGhBCDmZEab2x0N
hnLgBFFXfPcAGDgxWgogNgQRm/Wu3gVvKIvX7X1XUuwXLHOwz/0KO1loB/ 7KeEw5/
DInk3aD8MRAMNJI2EOuI7MIuwAY3X8wuO/MT35178U/cxKndl9vMjUBO00QTNDxXNS
+uEKBE38cxFDUQ89DxXxGREuUx4BVAECYxU88QEAOLI1QcRYfgq7H/RCcEOHIBh5tYSQC
NTRwx 9QAAAAASUVORKSCYII=

</fir:imageData>

<fir:captureDateTimeBlock>
<cmn:year>2018</cmn:year>
<cmn:month>12</cmn:month>
<cmn:day>30</cmn:day>
<cmn:hour>13</cmn:hour>

</fir:captureDateTimeBlock>

<fir:captureDeviceBlock>
<fir:modelIdBlock>
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<cmn:organization>200</cmn:organization>
<cmn:1d>33</cmn:id>
</fir:modelIdBlock>
<fir:technologyId>
<fir:code>
<fir:opticalTIRBrightField/>
</fir:code>
</fir:technologyId>
<fir:certificationIdBlocks>
<cmn:certificationIdBlock>
<cmn:organization>31</cmn:organization>
<cmn:id>31</cmn:id>
</cmn:certificationIdBlock>
</fir:certificationIdRlock
</fir:captureDeviceBlock>
<fir:qualityBlocks>
<cmn:qualityBlock>
cmn:algorithmIdBlock>
<cmn:organization>1ll</cmn:organization>
<cmn:id>11</cmn:id>
/cmn:algorithmIdBlock>
cmn:scoreOrError>
<cmn:score>44</cmn:score>
/cmn:scoreOrError>
</dmn:qualityBlock>
<cmn:qualityBlock>
cmn:algorithmIdBlock>
<cmn:organization>257</cmn:organization>
<cmn:id>1</cmn:id>
/cmn:algorithmIdBlock>
cmn:scoreOrError>
<cmn:error>
<cmn:code>
<cmn:failureToAssess/>
</cmn:code>
</cmn:error>
/cmn:scoreOrError>
</dmn:qualityBlock>
</fir:qualityBlocks>
<fir:spatialSamplingRateBlock>
<fifr:samplesPerUnit>100</fir:samplesPerUnit>
<fijr:unitDimension>
fir:cm/>
</flir:unitDimension>
</fir:spatialSamplingRateBlock>
<fir:positionComputedBy€aptureSystem>0</fir:positionComputedByCaptureSystem>
<fir:originalRotation>35</fir:originalRotation>
<fir:[imageRotatedTeVertical>1</fir:imageRotatedToVertical>
<fir:[imageHasBeenhossilyCompressed>0</fir:imageHasBeenLossilyCompressed>
<fir:segmentatienBlocks>
<filr:segmentiationBlock>
fir:atgerithmIdBlock>
<gmnjorganization>259</cmn:organization>
<€pm:id>1</cmn:id>
fJ._J_ . QlHUJ_ Jl_tlllllI\lBlU\_/}\
<fir:segmentBlocks>
<fir:segmentBlock>
<fir:position>
<fir:code>
<fir:rightIndexFinger/>
</fir:code>
</fir:position>
<fir:enclosingCoordinatesBlock>
<fir:coordinateBlock>
<cmn:x>0</cmn:x>
<cmn:y>0</cmn:y>
</fir:coordinateBlock>
<fir:coordinateBlock>
<cmn:x>23</cmn:x>
<cmn:y>23</cmn:y>
</fir:coordinateBlock>
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</fir:enclosingCoordinatesBlock>
<fir:confidence>
<cmn:score>100</cmn:score>
</fir:confidence>
</fir:segmentBlock>
</fir:segmentBlocks>
</fir:segmentationBlock>
</fir:segmentationBlocks>
<fir:annotationBlocks>
<fir:annotationBlock>
<fir:position>
<fir:code>
<fir:rightIndexFinger/>
fir:code

ISO/IEC 39794-4:2019(E)

</fir:position>
<fir:reason>
<fir:code>
<fir:physicallyChallenged/>
</fir:code>
</fir:reason>
</fir:annotationBlock>
</fir:annotationBlocks>
<fir:pADDataBlock>
<cmn:decision>
<cmn:code>
<cmn:attack/>
</cmn:code>
</cmn:decision>
<cmn:scoreBlocks>
<cmn:scoreBlock>
<cmn:mechanismIdBlock>
<cmn:organization>26</cmn:organifation>
<cmn:id>27</cmn:id>
</cmn:mechanismIdBlock>
<cmn:scoreOrError>
<cmn:score>72</cmn:score
</cmn:scoreOrError>
</cmn:scoreBlock>
</cmn:scoreBlocks>
<cmn:captureContext>
<cmn:code>
<cmn:verificatiom/S
</cmn:code>
</cmn:captureContéest>
<cmn:supervisienlevel>
<cmn:code>
<cmn : unknown/>
</cmn:code>
</cmn:supervisionLevel>
<cmn:€iskLevel>37</cmn:riskLevel>
<cmn:griteriaCategory>
<emn : code>
<cmn:unknown/>
</cmn:code>

e [Py
CHIT s CrIrcerracacegory

<cmn:parameter>
C2bBNZAEX7ouiQ==

</cmn:parameter>
<cmn:challenges>
<cmn:challenge>

d5allPMXN1VQOkw==

</cmn:challenge>
</cmn:challenges>
</fir:pADDataBlock>
<fir:commentBlocks>

<fir:commentBlock>ISO/IEC 39794-4 BDB encoding example</fir:commentBlock>

<fir:commentBlock>Small finger image</fir:commentBlock>

© ISO/IEC 2019 - All rights reserved
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</fir:commentBlocks>
<fir:vendorSpecificDataBlocks>
<fir:vendorSpecificDataBlock>
<cmn:dataTypelIdBlock>
<cmn:organization>11</cmn:organization>
<cmn:id>1</cmn:id>
</cmn:dataTypeIdBlock>
<cmn:data>

PYzbL37NIXC/Ew==
</cmn:data>

</fir:vendorSpecificDataBlock>
<fir:vendorSpecificDataBlock

cmn:dataTypeIdBlock>
<cmn:organization>11</cmn:organization>
<cmn:id>2</cmn:id>

/cmn:dataTypeIdBlock>

cmn:data>

FThbfqHEACNGaQ==

</cmn:data
</flir:vendorSpecificDataBlock>
</fir:vendorSpecificDataBlocks>
</fir:representationBlock>
</fir:regresentationBlocks>
</fir:fingegrImageData>
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Conformance testing methodology

C.1 Overview

To provide sufficient information about the IUT for the testing laboratory to properly conduct a
confdrmance test and for an appropriate declaration of conformity to be made, the-supplier of the IUT
shall provide the information in Table C.1 and also complete the columns "IUT support” and "Supported
rangg" in Table C.2 that applies to tested finger image extensible BDB format(s). All tables shall be
provided to the testing laboratory prior to, or at the same time as, the IUT,is)provided tp the testing

laborptory.

Table C.1 — Identification of the supplier andthe IUT

Supplier name and address

Contact point for queries about the ICS

Impl¢mentation name

Impl¢mentation version
Any ¢ther information necessary for full identificationof the implementation
Regiqtered BDB format identifier of the format that conformance is claimed to

Are any mandatory requirements of the standardnot fully supported (Yes or No)

Date pof statement

The ¢ncodings supported by this dociment are established by formal schema. Validating documents
with [the schemas will test the Lével 1 conformance issues. Furthermore, this docum¢nt does not
addré¢ss Level 3 conformance, leaving only a few Level 2 test assertions to be provided.

Most|Level 1 and Level 2 requirements are specified in the schemas of Annex A and shall not be repeated
in talpular form. As specified in ISO/IEC 39794-1, this document specifies a table of optiohal elements
that the IUT claims to Support and which a testing laboratory can attest to.

ITU-T maintains a list of tools that can be used to work with xml documents and schemas16l.

—

W3C maintaifis)a list of tools that can be used to work with xml documents and schemas/17
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To be filled in by the supplier of the IUT on the copy of this table provided to the testing laboratory and
to be included in the copy of this table that forms part of the test report.

Test result notes

To be filled in by the testing laboratory, if necessary, during the execution of the conformance test and
to be included in the copy of this table that forms part of the test report.

C.2 Conformance test assertions

Table

Thes
Level

C.3 details the Level 2 conformance tests that a testing organization should perfor
e Level 2 tests are necessary as the schema validation does not perform these.chedks. All other
1 and Level 2 conformance requirements are tested by schema validation.

Table C.3 — Level 2 conformance tests

m on an [UT.

Test Provision Conformance t@‘tasvsertion
identifier identifier Vo
T-1 7.3 VersionBlock.generation ==
T-2 77 Encoding algorithm matchesfencoding of friction ridge datg
T-3 717 All coordinates have a unique X,Y position (there are no duplicate coor-

dinates in a segment)
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Annex D
(normative)

Capture device certifications

D.1 Image quality specification for AFIS systems

D.1.1 Gen

These speciffications apply to: (1) systems that scan and capture fingerprints?) in digital, softcopy

including ha
scanners”; 3
“fingerprint

scanners andl printers that input finger images to, or generate finger images frem-within, an autor

fingerprint i

Digital softc
following fu
identificatio
AFIS search
pores and in|

The fingerp
scanned fing
certain instg
for submissi
algorithms q
digital finge
identificatio

The image q

test procedulres for these requiremernts are out of scope of this Annex. An example for a test specifid

that allows t

D.1.2 Fing

D.1.2.1 Oy

The fingerp

Inctions to be performed: (1) conclusive fingerprint comparisons (identification or]

eral

rdcopy scanners such as card scanners and live scan devices, altogether called “finger
nd (2) systems utilizing a printer to print digital finger images to-hardcopy ¢
printers”. These specifications provide criteria for ensuring the imdge quality of f

Hentification system (AFIS).

ppy images obtained from fingerprint scanners shall have\sufficient quality to allo

h decision), (2) fingerprint classification, (3) automatic feature detection, and (4) re
The fingerprint comparison process requires a high-fidelity image. Finer detail, su
cipient ridges, are needed because they can playanimportant role in the comparison

int examiners in an AFIS environment will\depend upon softcopy-displayed imag
erprints to make comparisons but will also heed to accept and utilize hardcopy ima
nces. For example, some contributors miay print cards from live scan or card scan syj3
pn to an AFIS. These hardcopy printswill be obtained from printers that include pri
ptimized for fingerprints. The priudter’s principal function is to produce life-size pri
prints that provide sufficient print quality to support fingerprint comparisons, i.e., su
h or non-identification decisiohs:

esting of conformange with this image quality specification is availablel2l.

erprint scannher

erview

"int \scanner shall be capable of producing images that exhibit good geometric fic

sharpness, @étail rendition, grey-level uniformity and grey-level dynamic range, with low

form,
print
alled
inger
hated

v the
non-
liable
ch as

es of
res in
tems
nting
hts of
pport

hality requirements for fingerprint scanners are covered in D.1.2 and D.1.3. The complliance

ation

lelity,

noise

characteristics. The images shall be true representations of the input fingerprints without creating any
significant artefacts, anomalies, false detail or cosmetic image restoration effects.

The scanner’s final output spatial sampling rate in both sensor detector row and column directions
shall be in the range: (R-0,01R) to (R+0,01R) and shall be grey-level quantized to eight bits per pixel
(256 grey-levels). The magnitude of “R” is either 500 ppi or 1000 ppi; a scanner may be certified at
either one or both of these spatial sampling rate levels. The scanner’s true optical spatial sampling rate
shall be greater than or equal to R.

A scanner intended to scan standard 8,0 by 8,0 inch tenprint cards, shall be capable of capturing an
area of at least 5,0 by 8,0 inches, which captures all 14 print blocks, either each print block as a separate

1)  The term “fingerprint” in this annex can also include palmprint, whole hand print or a print from other parts
of the human body.
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image or all print blocks together as a single image. In terms of individual print blocks, Table D.1 gives
the preferred capture sizes applicable to both card scan and live scan systems, with the exception that,

when scanning fingerprint cards, the card form dimensions take precedence.

Table D.1 — Preferred capture sizes

Preferred width | Preferred height

(in) (mm) (in) (mm)
roll finger 1,62 40,6 1,5 38,1
plain thumb 1,0 25,4 2,0 50,8
plain 4-fingers 3,2 81,3 2,0 50,8
(sequence check)
plain 4-fingers 3,2 81,3 3,0 76,2
(identification flat)
full palm 5,5 139,7 8,0 203;2
half palm 5,5 139,7 5,5 139,7
writer's palm 1,75 445 5,0 127,0
a  Live scanner shall be capable of capturing at least 80% of full roll arc
length, where full roll arclength is defined as arc length from nail edge to
nail edge.

D.1.2l2 Linearity

D.1.2.2.1 Requirement

Whem measuring a stepped series of uniformi\target reflectance patches (e.g., step
substfantially cover the scanner’s grey range,<he average value of each patch shall be
grey-levels of a linear, least squares regression line fitted between target reflectance
(independent variable) and scanner output'grey-levels (dependent variable).

D.1.2.2.2 Background

All targets used in this image-quality specification compliance verification are expected t
with [the scanner operating ih-a linear input/output mode. Linearity enables valid compat
measjurements with requirements, e.g., a system’s spatial frequency response in terms o
trangfer function is, strictly speaking, a linear systems concept. Linearity also facilitates
betwegen different scanners through the “common ground” concept. In atypical cases, a sm
smoodth, monotonicnonlinearity may be acceptable for the test target scans, i.e., when it is
impractical anddinrepresentative of operational use, to force linearity on the scanner un
some]| live scan/devices). Linearity is not a requirement for the operational or test finge
which allows for processing flexibility to overcome inadequate tonal characteristics o

tablet) that
within 7,65
batch values

b be scanned
isons of test
F modulation
Comparisons
11l amount of
ubstantially
ler test (e.g.,
print scans,
[ fingerprint

samplies<

D.1.2.3 Geometric accuracy

D.1.2.3.1 Requirement (across-bar)

When scanning a multiple, parallel bar target in both vertical bar and horizontal bar orientations,
the absolute value of the difference between the actual distance across parallel target bars and the

corresponding distance measured in the image shall not exceed the following values for at

least 99,0 %

of the tested cases in each print block measurement area and in each of the two orthogonal directions.

For 500-ppi scanner:

D <0,0007, for0,00<X<0,07
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D=<0

,01X, for0,07<X<1,50

for 1000-ppi scanner:

D <0,0005 for0,00<X<0,07

D <0,0071X, for0,07<X<1,5
where

D = |Y-X];

X = actual target distance;

Y = measured image distance.

D, X, IY are in inches.

D.1.2.3.2 R

When scann|
maximum d
two points Y
99,0 % of th
directions.

D.1.2.3.3 BH

The phrase:
space square
also used to

Across-bar g
cover the to
11,0 % for di
less than on

equirement (along-bar)

ing a multiple, parallel bar target in both vertical bar and horizontal bar orientation
fference in the horizontal or vertical direction, respectively, between the locations d
vithin a 1,5-inch segment of a given bar image shall not.exceed 0,016 inches for at
e tested cases in each print block measurement area ahd“in each of the two ortho

ackground

multiple, parallel bar target refers to a Ronchi%arget, which consists of an equal-width b3
wave pattern at 1,0 cy/mm, with high contrast ratio and fine edge definition. This tar
verify compliance with the scanner spatial sampling rate requirement given in D.1.2.

eometric accuracy is measured dcross the imaged Ronchi target bars that substan
fal image capture area. The 500, ppi requirement corresponds to a positional accurz
stances between 0,07 and 1,5 inches and a constant +0,0007 inches (1/3 pixel) for dist
equal to 0,07 inches. The 1000 ppi requirement corresponds to a positional acc

of £0,71 % flor distances between 0,07 and 1,5 inches and a constant +0,0005 inches (1/2 pixs

distances les

This measun
D.1.2.3.

Along-bar gg
image. For a
(in the verti
bar segment

s than or equal to 0,07 inches.

ement procedure.is also used to verify the ppi spatial sampling rate requirement giy

ometric-d¢curacy is measured along the length of an individual Ronchi target bar i
given horizontal bar, for example, the maximum difference between bar centre locz
ral direction), determined from bar locations measured at multiple points along a 1,1
léngth, is compared to the maximum allowable difference requirement (analogous

s, the
f any
least
conal

rand
get is

tially
iIcy of
hnces
iracy
1) for

ren in

n the
tions

inch
ly for

vertical bar)
of interest, i.

—ThisTequiTemernt s toemsure that pimcustiion or barret distortiom over the primmary
e., a single fingerprint is not too large.

D.1.2.4 Spatial frequency response

D.1.2.4.1 Requirements

area

The spatial frequency response shall be measured using a continuous tone sine wave target denoted
as a modulation transfer function (MTF) measurement unless the scanner cannot obtain adequate
tonal response from this target, in which case a bi-tonal bar target shall be used to measure the spatial
frequency response, denoted as a contrast transfer function (CTF) measurement. When measuring the
sine wave MTF, it shall meet or exceed the minimum modulation values given in Table D.2 in both the
detector row and detector column directions and over any region of the scanner’s field of view. When
measuring the bar CTF, it shall meet or exceed the minimum modulation values defined by Formula (D.1)
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or Formula (D.2) (whichever applies) in both the detector row and detector column directions and
over any region of the scanner’s field of view. CTF values computed from Formulae (D.1) and (D.2) for

nominal test frequencies are given in Table D.3.

None of the MTF or CTF modulation values measured at specification spatial frequencies shall exceed 1,05.

The output sine wave image or bar target image shall not exhibit any significant amount of aliasing.

Table D.2 — MTF requirement using sine wave target

Frequency Minimum m_odulation Minimum mf)dulation Maximum modulation
(cy/mm) for 500 ppi scanner for 1000 ppi scanner

1 0,905 0,925

2 0,797 0,856

3 0,694 0,791

4 0,598 0,732

5 0,513 0,677

6 0,437 0,626

7 0,371 0,579

8 0,312 0,536 1,05

9 0,255 0,495 at all frequencies
10 0,200 0,458

12 0,392

14 0,336

16 0,287

18 0,246

20 0,210

NOTE
sine wave target.

Testing at 7 cy/mm and 9 cy/man'is not a requirement if these frequency patterns are al

Table D.3 — CTF-requirement using bar target (nominal test frequencies]

sent from the

Frequency Minimum n}odulation Minimum mf)dulation Maximum mddulation
(cy/mm) for\500 ppi scanner for 1000 ppi scanner

1,0 0,948 0,957

2,0 0,869 0,904

3,0 0,791 0,854

4,0 0,713 0,805

50 0,636 0,760

6,0 0,559 0,716

7,0 0,483 0,675

8,0 0,408 0,636 1,05

9,0 0,333 0,598 at all frequencies
10,0 0,259 0,563

12,0 0,497

14,0 0,437

16,0 0,382

18,0 0,332

20,0 0,284

NOTE
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It is not required that the bar target contain the exact frequencies listed in Table D.3; however, the
target does need to cover the listed frequency range and contain bar patterns close to each of the listed
frequencies. Formulae (D.1) and (D.2) are used to obtain the specification CTF modulation values when

using bar targets that contain frequencies not listed in Table D.3.

500 ppi scanner, for f=1,0 to 10,0 cy/mm:

CTF=3,04105E% % f2_7,99095E 2% f+1,02774

1000 ppi sca

CTF=-1

D.1.2.4.2 B

For MTF as
frequency p4
The sample
to the “peak
and minimul
perpendicul
reflectance 5

modulat

The calibrat
sine wave ta
modulationg
MTF at each

nner, for f = 1,0 to 20,0 cy/mm:

(D.1)

,85487E>* f>+1,41666E > * f«—5,73701E~“* f+1,01341

ackground

kessment, the single, representative sine wave modulation in eachqimaged sine
ittern is determined from the sample modulation values collected from'within that pa
modulation values are computed from the maximum and minimum-levels correspo
" and adjacent “valley” in each sine wave period. For a sine wdve-image, these max
Im levels represent the image grey-levels that have been locally averaged in a dirg
hr to the sinusoidal variation and then mapped through-a-calibration curve into t
pace. Sample image modulation in target reflectance space’s then defined as:

on = (maximum - minimum)/(maximum + minimufa)

on curve is the curve of best fit between the image grey-levels of the density patches
rget and the corresponding target reflectance values (it is assumed that sine wave t
and target density patch values are supplied by the target manufacturer). The sc
frequency is then defined as:

(D.2)

wave
[tern.
hding
mum
ction
arget

n the
arget
hnner

MTF = p¢ak image modulation/target modulation
For CTF assqssment, the modulations are'determined directly in image space, normalised by the ilinage
modulation at zero frequency, instead,of using a calibration curve. The scanner CTF at each freqiiency

is then defin

CTF = p¢

The bar targ
Nyquist to N
and aids iny
component,
scanner’s fin

kd as:

ak image modulation/(zero frequency image modulation)

et shall contain at least 10 parallel bars at each of the higher spatial frequencies (~
[yquist.frequency), which helps to ensure capture of optimum scanner - target ph

.e{altarge square, bar, or series of bars whose effective frequency is less than 2,5 %

50 %
asing

estigation of potential aliasing. The bar target shall also contain a very low frequiency

bf the

al output cpah’a] camp]ing rate. This lows Frnqlmnr‘y component isused in normalizid

g the

CTF; it shall have the same density (on the target) as the higher frequency target bars.

The upper limit of 1,05 modulation is to discourage image processing that produces excessive edge
sharpening, which can add false detail to an image.

Aliasing on sine wave images or bar images may be investigated by quantitative analysis and from
visual observation of the softcopy-displayed image.
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D.1.2.5 Signal-to-noise ratio

D.1.2.5.1 Requirement

The white signal-to-noise ratio and black signal-to-noise ratio shall each be greater than or equal to
125,0 in at least 97,0 % of respective cases within each print block measurement area.

D.1.2.5.2 Background

The signal is defined as the difference between the average output grey-levels obtained from scans of
a uniform low reflectance and a uniform high reflectance target, measuring the average values over
indejendent 0,25 by 0,25 inch areas within each print block area. The noise is defined as the standard
devigtion of the grey-levels in each of these quarter-inch measurement areas. Therefgre, for each
high reflectance, low reflectance image pair there are two SNR values, one using the-high reflectance
standard deviation and one using the low reflectance standard deviation. To obtain a tfue measure
of th¢ standard deviation, the scanner is set up such that the white average grey-level is §everal grey-
levelg below the system’s highest obtainable grey-level and the black average grey-level is $everal grey-
levelg above the system’s lowest obtainable grey-level.

D.1.2.6 Grey-level uniformity

D.1.2.6.1 Requirement — Adjacent row, column uniformity

At legst 99,0 % of the average grey-levels between evéry two adjacent quarter-inch-lopng rows and
99,0 Po between every two adjacent quarter-inch-long, columns within each imaged prirt block area
shall jnot differ by more than 1,0 grey-levels when scanning a uniform low-reflectance target and shall
not djffer by more than 2,0 grey-levels when scanning a uniform high-reflectance target.

D.1.2.6.2 Requirement — Pixel-to-pixel uniformity

For af least 99,9 % of all pixels within €very independent 0,25 by 0,25 inch area located|within each
imaged print block area, no individual pixel’s grey-level shall vary from the average by mdre than 22,0
grey-levels when scanning a uniform high-reflectance target and shall not vary from the average by
more|than 8,0 grey-levels when scanning a uniform low-reflectance target.

D.1.2.6.3 Requirement.—-Small area uniformity

For every two independent 0,25 by 0,25 inch areas located within each imaged print blgck area, the
averdge grey-levels of the two areas shall not differ by more than 12,0 grey-levels when scanning a
uniform high-reflectance target and shall not differ by more than 3,0 grey-levels when scanning a
unifom low-feflectance target.

D.1.2.64 ;“Background

Measurements are made over multiple, independent test areas on a print block-by-print block basis (for
a live scanner, the entire capture area is normally considered a single print block area). To obtain a
true measure of the standard deviation, the scanner is set up such that the white average grey-level is
several grey-levels below the system’s highest obtainable grey-level and the black average grey-level is
several grey-levels above the system’s lowest obtainable grey-level.

D.1.2.7 Finger image quality

The scanner shall provide high quality finger images; the quality will be assessed with respect to the
requirements in D.1.2.7.1.
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D.1.2.7.1 Requirement — Fingerprint grey range

Atleast 80,0 % of the captured individual finger images shall have a grey-level dynamic range of at least

200 grey-lev

els, and at least 99,0 % shall have a dynamic range of at least 128 grey-levels.

D.1.2.7.2 Background

Card and live scan systems at a booking station have some control over dynamic range on a subject-
by-subject or card-by-card basis, e.g., by rolling an inked finger properly or by adjusting gain on a
livescanner. However, with central site or file conversion systems where a variety of card types and
image qualities are encountered in rapld succession, automated adaptlve processmg may be necessary.

The eight-bi
to more opt

saturation. T

Dynamic ra
measuring
lines, boxes

For card sc§

statistically
with difficu
card scanne
verified with

D.1.2.7.3 R

Artefacts or
shall not sig
(identificati
overall AFIS

D.1.2.7.4 B

mally represent the reduced greyscale range of such fingerprints, but without signi
he intent is to avoid excessively low contrast images without adding false detail:

ge is computed in terms of number of grey-levels present that have_signal co
ithin the fingerprint area and substantially excluding white backgrouridyand card f¢
and text.

nners, compliance with these dynamic range requirements, $hall be verified us
stratified sample set of fingerprint cards. The test fingerprint'€ard set may include
-to-handle properties, e.g., tears, holes, staples, glued-on photos or lamination, for te
's that have automatic document feeder mechanisms. For }ive scanners, compliance w
| sets of livescans produced by the vendor.

equirement — Finger artefacts and anomalies

anomalies detected on the finger images thatdare due to the scanner or image proce
hificantly adversely impact support to thefunctions of conclusive fingerprint compar
dn or non-identification decision), fingerprint classification, automatic feature detecti
search reliability.

ackground

The finger ifnages will be examined toetermine the presence of artefacts or anomalies that arj

to the scannpr or image processing;@ssessment may include measurements to quantify their deg

severity and|significance. Image artefacts or anomalies such as the following non-inclusive list m|

investigated

— jitter nojse effects,

— sharp trjuncationstin-average grey-level between adjacent print blocks,

— gapsin the grey-level histograms, i.e., zero pixels in intermediate grey-levels, or clipping to lesg
256 possible grey-levels,

imaging

card ble

grey-lev

needs
Ficant

ntent,
rmat
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sting
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ssing
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on or

e due
ree of
ay be

than

detector butt joints,

noise streaks,

ed-through, and

el saturation.

D.1.2.7.5 Requirement — Fingerprint sharpness and detail rendition

The sharpness and detail rendition of the finger images, due to the scanner or image processing, shall
be high enough to support the fingerprint functions stated in D.1.1, paragraph 2.
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Fingerprint sharpness and detail rendition that is due to the scanner or image processing may be
investigated by employing suitable, objective image quality metrics, as well as by visual observation of
the softcopy-displayed image.

D.1.3 Identification flats

D.1.3

.1 Overview

Traditional fingerprint sets contain both rolled and plain fingerprint images. The rolled impressions

supp
for sd

checH
sequé

Imag
many
flats
finge

The

requirements in D.1.3.2.

D.1.3
The s

D.1.3

A sim
quali
a ver
of 3,7
posit

approaches will require spedific testing and documentation.

D.1.3
The 1

D.1.3
The 1

brt the search processing and identification functions and the plain impressions are us
quence verification. Fingerprinting systems designed for “identification flats” civilian
s capture a single set of plain impressions. This single set of plain impressionsshall st
nce verification, search processing, and identification.

b quality has historically been a challenge for civil background checks.’Some progr

relatively low-volume capture sites, which makes training difficult.(A key goal for i
scanners is to reduce the need for training so that inexperienced users’consistently caj
Fprint images.

dentification flats scanner shall meet all the requirements stated in D.1.2 as

.2 Requirement — Capture protocol

ystem shall provide a simple capture protocol:

.3 Background

ple capture protocol supports the inexperienced user’s ability to more consistently
'y fingerprints. Identification flats cellection systems will be evaluated for their abilit
y small rate of failure to enrolin an operational setting. Systems with a minimum

on will be considered in compliance with the simple capture protocol requirement. O

.4 Requirement— Verifiable finger sequence data

hethod of capturing the fingers shall result in very low probability of error in the fing

.5 Background

ingerprinting system'’s capture protocol will be evaluated for its ability to captu

ed primarily
background
Ipport finger

ams require
dentification
bture quality

well as the

rapture high
y to produce
Capture area

inches (width) by 3,0 inches (height) that can capture four fingers simultaneously in an upright

her capture

br numbers.

re verifiable

finge

F Sequence data Systems with a minimum capture area of 3 2 inches (width) bv30in

thes (height)

that capture four fingers simultaneously in an upright position will be considered in compliance
with the finger sequence requirements. Other capture approaches will require specific testing and
documentation.

D.2

Image quality specification for personal verification

D.2.1 General

These specifications apply to fingerprint capture devices which scan and capture at least a single
fingerprint in digital, softcopy form. These specifications provide criteria for ensuring that the image
quality of such devices is sufficient for the intended applications; a primary application is to support
subject authentication via one-to-one fingerprint comparison.
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The fingerprint capture device shall be capable of producing images which exhibit good geometric
fidelity, sharpness, detail rendition, grey-level uniformity, and grey-level dynamic range, with low noise
characteristics. The images shall be true representations of the input fingerprints, without creating
any significant artefacts, anomalies, false detail or cosmetic image restoration effects. The fingerprint
capture device is expected to generate good quality fingerprint images for a very high percentage of
the user population, across the full range of environmental variations seen in the intended applications.

D.2.2 Requirements

The compliance test procedures are out of scope of this Annex. An example for a test specification that
allows testing of conformance with this image quality specification is availablel2l.

Verification pf compliance of the fingerprint capture device with the requirements shall primayjly be
performed bly the test method, i.e., verification through systematic exercising of the item with'suffjcient
instrumentaltion to show compliance with the specified quantitative criteria.

The device ghall be tested to meet the requirements in its normal-operating-mode, with the follgwing
possible exc¢ptions:

1) If the dgvice has a strong presentation attack detection, of a type whergby only live fingerprints
will produce an image, then this feature needs to be switched-off or. bypassed in the targeft test
mode of|operation.

2) Ifthe deyice’s normal outputis not a monochrome grey scale image,€.g., itis a binary image, mjnutia
feature get, colour image, then the monochrome grey scale image needs to be accessed and output
in the test mode of operation.

3) Other ngrmal-operating-mode features of the device similar/comparable/analogous to (1) and (2)
may neegd to be disengaged.

Table D.4 givies some of the basic requirements for the'single finger capture device.

Table D.4 —'Basic requirements

Parameter Requirement
Capture size >12,8 mm wide by 216,5 mm high
True optical or native spatial >500 ppi in sensor detector row and
sampling rate (Nyquist frequency) column directions
Spatial sampling(rate scale 490 ppi to 510 ppi in sensor detector row

and column directions

Image type Capability to output monochrome image
at 8 bits per pixel, 256 grey-levels
(prior to any compression)

D.2.2.1 Gepnietric accuracy

D.2.2.1.1 Requirement #1 (across-bar)

A multiple, parallel bar target with a one cy/mm frequency is captured in vertical bar and horizontal
bar orientations. The absolute value of the difference between the actual distance across parallel target
bars, and the corresponding distance measured in the image, shall not exceed the following values, for
atleast 99 % of the tested cases in each of the two orthogonal directions.

D <0,0013, for 0,00 <X < 0,07
D <0,018X, for 0,07 <X < 1,50

where

46 © ISO/IEC 2019 - All rights reserved


https://iecnorm.com/api/?name=13da803e46cef3359cb37b0623da5716

ISO/IEC 39794-4:2019(E)

D is|Y-X|;
X isactual target distance;
Y ismeasured image distance.

D, X, Y are in inches.

D.2.2.1.2 Requirement #2 (along-bar)

A multiple, parallel bar target with a one cy/mm frequency is captured in vertical bar and horizontal

bar o
orve
a sin

fentations. I e maximum difference between the norizontal direction focations (for
"tical direction locations (for horizontal bar), of any two points separated by up torl;5
rle bar’s length, shall be less than 0,027 inches for at least 99 % of the tested\eases

vertical bar)
inches along
in the given

direckion.
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these

ethod, if the
entation for

rements #1 and #2 may be verified by the inspection method instead(of the test m
Fprint capture device has all of the following characteristics, and adequate docun
characteristics is supplied:

(an)

onstruction of a suitable 1 cy/mm Ronchi target that will produce measurable ima
apture device requires extraordinary effort and resources,

ges with the

Q

he sensor is a two-dimensional staring array (area arrdy)'on a plane (not curved) surfface,

here is no movement of device components, nor purposeful movement of the finger, d
mage capture,

luring finger

i the sensor,
not alter the

here is no device hardware component (e.g5.a lens or prism) between the finger an
rith the possible exception of a membrane on the sensor surface which, if present, does
eometry of the imaged finger, and

ny signal processing applied to the‘Captured fingerprint image does not alter the ged
aptured fingerprint image.

metry of the

D.2.2.11.3 Background

The
and s

al width bar
ion.

hrase: multiple, parallel bar target refers to a Ronchi target, which consists of an equ
pace square wave-pattern at 1,0 cy/mm, with high contrast ratio and fine edge definit

th cover the
for distances
han or equal
the device’s

Acrof
total
betw
to O,
spati

s-bar geometric/accuracy is measured across the imaged Ronchi target bars, whi
mage capture area. The requirement corresponds to a positional accuracy of #1,8 %
ben 0,07-and 1,5 inches, and a constant +0,0013 inches (2/3 pixel) for distances less t
7 inches”These across-bar measurements are also used to verify compliance with
h] sampling rate scale tolerance requirement given in Table D.4.

Alons-'uou gcuulctl tcaccur acy tstreasured dluug the lcugth of amrinmdividuatRonchibarirthe image. For
a given horizontal bar, for example, the maximum difference between bar centre locations (in vertical
direction), determined from bar locations measured at multiple points along bar’s length, is compared
to the maximum allowable difference requirement (analogously for vertical bar). This requirement is
to ensure that pincushion, barrel, or other types of distortion are not too large, over the area of a single
fingerprint.

D.2.2.2 Spatial frequency response (SFR)

D.2.2.2.1 Requirements

The spatial frequency response shall normally be measured by either using a bi-tonal, high contrast bar
target, which results in the device’s contrast transfer function (CTF), or by using a continuous-tone sine
wave target, which results in the device’s modulation transfer function (MTF). If the device cannot use
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a bar target or sine wave target, i.e., a useable/measurable image cannot be produced with one of these
targets, then an edge target can be used to measure the MTF2),

The CTF or MTF shall meet or exceed the minimum modulation values defined in Formula (D.3) (for
CTF) or Formula (D.4) (for MTF), over the frequency range of 1,0 to 10,0 cy/mm, in both the detector
row and detector column directions, and over any region of the total capture area. Table D.5 gives
the minimum CTF and MTF modulation values at nominal test frequencies. None of the CTF or MTF
modulation values in the 1,0 to 10,0 cy/mm range shall exceed 1,12, and the target image shall not
exhibit any significant amount of aliasing in that range.

CTF=-5,71711E 5% f*+1,438781% f3 -8,94631E 3 * f2—-8,05399E 2 * f +1,00838 (D.3)

MTF=-2,80874E %% f3+1,06255E 2 f2—1,67473E~ 1% f+1,02829 (D.4)

(equations vplid for f=1,0 to f= 10,0 cy/mm)

Table D.5 — CTF and MTF requirements at nominal test frequencies

Frequency (f) in cy/mm Minimum CTF modulation Minimum MTF-modulation when ysing
at opject plane when using bar target sine\wave or edge target
1,0 0,920 0,871
2,0 0,822 0,734
3.0 0,720 0,614
4,0 0,620 0,510
5,0 0,526 0,421
6,0 0,440 0,345
7,0 0,362 0,280
8,0 0,293 0,225
9,0 0,232 0,177
10,0 0,174 0,135

D.2.2.2.2 Background

The 1,12 upper limit for modulation is to discourage image processing that produces excessive| edge
sharpening, which can add false detail to an image and/or excessive noise.

Aliasing can| be investigated quantitatively (e.g., Fourier analysis) and, for sine wave or bar images,
from visual |observation of the softcopy-displayed images. It is recognized and accepted that [some
amount of aliasing-due-to-decimation is often unavoidable at the higher frequencies, but aliasing-due-
to-upscalinglis notjacceptable at any frequency within the required Nyquist limit.

Th t t ol Folminotnd AF Sy s ot nia] o d A oy oo obanabn oot ol n Fos s Ao cris i uvhh th
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given device, working in reflective, transmissive, or other signal transfer mode, and in either two-
dimensions or three-dimensions.

If the relation between output grey-level and input signal level is nonlinear, i.e., the device’s input/
output response is nonlinear, then this needs to be appropriately accounted for in the computations for
MTF or CTF. (MTF and CTF are strictly defined only for a linear or linearized system.)

It is not required that the CTF or MTF be obtained at the exact frequencies listed in Table D.5; however,
the CTF or MTF does need to cover the listed frequency range and contain frequencies close to each of
the listed frequencies.

2)  Ifitis conclusively shown that neither a sine wave target, nor bar target, nor edge target can be used in a
particular device, other methods for SFR measurement can be considered.
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Sine wave target - Commercially manufactured sine wave targets commonly contain a calibrated step
tablet for measurement of the device’s input/output response, and the target sine wave modulation
values are also supplied, which are used to normalise the device output modulation values to arrive at
the device MTF.

Bar target - The bar target shall contain an adequate number of parallel bars at each spatial frequency,
i.e., enough bars to help ensure capture of optimum phasing between the target and the device’s sensor,
and to aid investigation of potential aliasing. The bar target shall also contain a very low frequency
component (less than 0,3 cy/mm), such as a single large bar, with the same density as the other bars
(used for normalization).

If the,dewvice
will Have to

pave processing

The dpatial frequency response of the bar target itself may not be known. In such)a“casg, the device
outpyit bar modulation values (in image space or, if nonlinear response, in target spdce) ar¢ normalised
by the near-zero frequency bar output modulation value, resulting in an aeceptable mefasure of the
devige CTF.

Edgeltarget - The computation of MTF from an imaged edge target followsthe relevant ISO standard[1],
The target edge is oriented at an angle of 5,2 degrees, alternately with'respect to the sensor row and
column directions. If the device has a nonlinear response, then the\nonlinearity needs to be measured
and tpken into account in the computations. The computed output modulation values ar¢ normalised
to 1,d at zero frequency (by dividing by the area of the line spread function), resulting in an acceptable
measjure of the device MTF. If the spatial frequency response.of the target edge is known, then a further
divisjon by that response function is performed to obtain‘a more exact measure of the device MTF. The
edge [target shall contain at least two fiducial marks from which the image scale in the acrpss-the-edge
direcfion can be measured, in pixels per inch.

D.2.2.3 Grey-level uniformity

D.2.2.3.1 Requirement #1 — Adjacentirow, column uniformity

At legst 99 % of the average grey-lévels between every two adjacent quarter-inch long roys and 99 %
betwgen every two adjacent quarter-inch long columns, within the capture area, shall pot differ by
more|than 1,5 grey-levels when'scanning a uniform dark grey target, and shall not differ By more than
3,0 grey-levels when scanning a uniform light grey target.

D.2.2.3.2 Requirement #2 — Pixel to pixel uniformity

least 99,0, % of all pixels within every independent 0,25 by 0,25 inch area locatefd within the
captyre area/no individual pixel's grey-level shall vary from the average by more than 8,0 grey-levels
scanming a uniform dark grey target, and no individual pixel's grey-level shall v4ry from the
averdgeby.more than 22,0 grey-levels when scanning a uniform light grey target.

D.2.2.3.3 Requirement #3 — Small area uniformity

For every two independent 0,25 by 0,25 inch areas located within the capture area, the average grey-
levels of the two areas shall not differ by more than 3,0 grey-levels when scanning a uniform dark grey
target, and shall not differ by more than 12,0 grey-levels when scanning a uniform light grey target.

D.2.2.3.4 Requirement #4 — Noise
The noise level, measured as the standard deviation of grey-levels, shall be less than 3,5 in every

independent 0,25 by 0,25 inch area located within the capture area, when scanning a uniform dark grey
target and a uniform light grey target.
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D.2.2.3.5 Background

Any suitable uniform light grey target and dark grey target may be used for measuring requirements
#1 to #4, including a pseudo-target. (The pseudo-target concept images the blank capture area with,
for example, the exposure time turned up or down, producing a uniform light grey or dark grey image,
respectively.) Each target needs to cover the entire capture area.

The device is set up such that the light average grey-level is at least 4 grey-levels below the device’s
highest obtainable grey-level when capturing fingerprints, and the dark average grey level is at least
4 grey-levels above the device’s lowest obtainable grey-level when capturing fingerprints. This avoids
possible saturation levels and levels that are outside the range obtained in actual fingerprint captures.

D.2.2.4 Fingerprintimage quality

The fingerpijint capture device shall provide fingerprint image quality which is high enough.to support
the intended applications; a primary application is to support subject authentication ¥ia one-tp-one
fingerprint Jomparison.

The image gpality will be assessed with respect to the following requirements,by-applying visugl and
quantitative| measurements to test livescans captured on the given device, These test livescans|shall
consist of:

— asetof 20 fingers, nominally acquired from 10 different subjects and2 fingers per subject (prefdrably
left/right index finger) and,

— asetof § index finger repeat captures from the same hand-efa single subject.

All of these test livescans shall be supplied for assessmentin ‘8 bits per pixel, monochrome (grey-level),
uncompressgd format (and have never been lossy-compressed).

D.2.2.4.1 Requirement #1 — Fingerprint grey range

Atleast 80,0|% of the captured individual fingerprint images shall have a grey-level dynamic rangg of at
least 150 grgy-levels.

D.2.2.4.2 Background

Dynamic rahge is computed imterms of number of grey-levels present that have signal coptent,
measuring within the fingerprint'area and substantially excluding non-uniform background areas.

D.2.2.4.3 Requirement #2 — Fingerprint artefacts and anomalies

Artefacts o1l anomalies detected on the fingerprint images, which are due to the device or image
processing, shallmot significantly adversely impact the intended applications.

D.2.2.4.4 Backgroumd

The fingerprint images will be examined to determine the presence of artefacts or anomalies which are
due to the device or image processing; assessment may include measurements to quantify their degree
of severity and significance. Image artefacts or anomalies such as the following non-inclusive list may
be investigated:

— jitter noise effects,
— localized offsets of fingerprint segments,
— sensor segmentation/butt joints,

— noise streaks, erratic pixel response,
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— grey-level saturation, and

— poor reproducibility.

D.2.2.4.5 Requirement #3 — Fingerprint sharpness and detail rendition

The sharpness and detail rendition of the fingerprint images, due to the device or image processing,
shall be high enough to support the intended applications.

D.2.2.4.6 Background

D.3 |Requirements and test procedures for optical fingerprintscanners

D.3.1 General

This annex details requirements and testing procedures for high quality optical fingerprinf scanners. A
grey-level for the purposes of D.3 is a particular value contained Wwithin the range of a grayjscale image.

D.3.2 Testing prerequisites

D.3.2l1 Requirements on the testing laboratory

All nleasurements shall be performed within a%completely darkened optical laboratory|without the
influg¢nce of external light sources. The insensitivity of the scanner to external stray light is not subject
of th¢ tests to be performed. For some of the measurements it is necessary to extract light which is
emittled by the scanner via prisms; this strangly enhances the sensitivity of the scanner with respect to
false [light. An exception here is the recording of fingerprints to test the grey scale range.|For this test
the nprmal room illumination shall be switched on, to ensure normal environment conditions similar
to the typical usage of the device. Before carrying out the measurements the optical suyrface of the
fingefprint recording area shallbe cleaned. For performing the tests on the scanner the test laboratory
uses the following test tools:

— sitable software for-data evaluation (D.3.2.3),
— spreadsheet software, and
— sjuitable teSttargets (D.3.2.4).

The gersonal of the test laboratory should have fundamental knowledge on the test of optical systems/
instriindents, especially on the test of fingerprint scanners.

D.3.2.2 Requirements on the test object

For the test of the fingerprint scanner the manufacturer shall state the exact optical principle of
the scanner, including necessary drawings (or pictures, tables). An image capture area of at least
16 mm x 20 mm is required.

The fingerprint scanner to be tested shall be fully functional. Adaptive or dynamic adjustment,
calibration algorithms or presentation attack detection mechanisms inside the scanner or the scanner
software (on the PC), which may include filters, compensation, optimization, dynamic contrast
adjustment, shall be disabled during the test. For this purpose, the manufacturer may have to provide
adapted software for the scanner in which such software parts/algorithms are deactivated. The
software shall operate with constant parameter settings during the test. Only for testing the grey scale
range of finger images dynamic algorithms which will be used in customer applications are allowed.
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D.3.2.3 Requirements on the evaluation software

The software to evaluate the fingerprint digital image data shall compute image quality based on
the two-dimensional spatial frequency power spectrum of the fingerprint digital image. The power
spectrum, which is the square of the magnitude of the image’s Fourier transform, contains information
on the sharpness, contrast, and detail rendition of the image. These are components of visual image
quality. Within the software, the power spectrum is normalised by image contrast, average grey-level
(brightness), and image size; a visual response function filter is applied, and the pixels per inch spatial
sampling rate scale of the finger image is considered. The fundamental output is a single-number image
quality value which is the sum of the filtered, scaled, weighted power spectrum values. The power
spectrum normalizations allow valid comparisons between disparate finger images. The software shall
work as follqws:

— The softjware shall have the digital finger image as input.

— It shall define a square window width of about 60 % of finger image width.

— It shall Ipcate the left/right and bottom/top edges of the fingerprint.

— It shall define a set of overlapping windows covering the entire fingerprint area.

— It shall [exclude very dense and very low structure areas within théfingerprint from further
evaluatipn.

— It shall Jompute the 2D power spectrum of each window using a'2D FFT.
— It shall He normalised by total energy and window size.

— It shall §pply a Human Visual System (HVS) filter (inclusion of such a filter makes the final gpality
values npore closely correspond to human observer assessments of relative quality).

— It shall juse an initial image quality value per:window, i.e. the 2D normalised, filtered fower
spectrum values at non-zero frequencies aresummed, resulting in a single quality number for the
given sub image.

— It shall iflentify the window with the highest image quality.

It shall convé¢rt the image quality to the'dc normalised image quality, that means it shall scale the finger
image to the|range [0,100], where 0 isthe worst quality, 100 is the best quality. The software shalljwork
as follows:

— The image quality overestimates dark areas within the finger images and underestimates hright
areas. This effect shallkbe compensated by multiplying the image quality value with the square of
the averpge grey values.

— It shall ¢heckfor special cases (very high contrast or very light, structured image) and adju$t the
image quality-accordingly.

— It shall scale by ppi and normalise the image quality to the range [0,100].
D.3.2.4 Demands on the test targets

D.3.2.4.1 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the bright field

Test targets which are closely related to the functional principle of the fingerprint scanner shall be
used. During the tests with these targets no intervention in the optical beam path of the scanner shall
be performed. The targets shall be placed directly on the optical recording surface of the scanner. The
targets are made as specular reflecting, structured or unstructured mirrors. Light emerging from the
optical recording surface of the scanner will not only be reflected from the front surface of the target,
but also from the back side of the target. To avoid these parasite reflections, a prism shall be placed
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on top of the target to couple out this light. For this purpose, an immersion liquid shall be inserted
between scanner and target and also between target and prism; the refractive index of this liquid shall
be close to those of optical glasses (optical recording surface of the scanner, target, prism). This liquid
layer shall contain neither dust nor air bubbles. It is recommended to use an immersion liquid with a
reflective index of n~1,5.

D.3.2.4.2 Test targets for optical fingerprint scanner working on the principle of frustrated total
internal reflection in the dark field

Test targets which are closely related to the functional principle of the fingerprint scanner shall be
used. During the tests with these targets no intervention in the optical beam path of the scanner shall
be pdrformed. The targets shall be placed directly on the optical recording surface of the|scanner. For
the optical coupling between scanner and target an immersion liquid shall be inserted;the refractive
indey of this liquid shall be identical with those of the optical recording surface of‘the gcanner. This

liquid layer shall contain neither dust nor air bubbles. It is recommended to us€\an imm
with p reflective index of n~1,5.

The fargets are made as diffusely reflecting areas. On these substratesodefined grey |
generated by suitable exposure processes. The targets material is required to be liquid res
targets are laminated to protect them from liquid, care shall be taken that the lamination

ersion liquid

bvels can be
istant. If the
brocess does

not change the optical properties of the targets.

D.3.3 Requirements and test procedures

D.3.3.11 Investigation of the greyscale linearity

D.3.3.1.1 Requirements

When measuring a stepped series of uniform target reflectance patches (“step tablet”) that Jubstantially
coverls the scanner’s grey range, the average value of each patch shall be within 7,65 grgy-levels of a
lineat, least squares regression line fitted between target reflectance patch values (independent

variaple) and scanner output grey-levels of 8 bit spatial sampling rate (dependent variable).

D.3.3.11.2 Background

All targets used within this-test case are expected to be scanned with the scanner operatil
inputl/output mode. Linearity enables valid comparisons of test measurements with r¢quirements.
For fingerprint scansg, linearity produces a pristine image in a common reference base. Fr¢m this base,
userq can then apply-linear/non-linear processing, as needed for specific purposes, with the benefit
that they are always able to get back to the base image. However, in a typical case, linearity may be
waived for test\target scans; i.e., a small amount of smooth, monotonic nonlinearity may He acceptable
wher it is substantially impractical and unrepresentative of operational use to force lingarity on the

scanner,under test. Such cases require the submission of documentation along with the wajiver request.
Itis lwwmmﬂrﬁlemmics, in terms

of average reflectance, discontinuities in average reflectance, low contrast or background clutter.
Such problems may sometimes be minimized by applying nonlinear grey-level processing to the
scanner captured image. For these reasons, linearity is not a requirement for the operational or test
fingerprint scans.

g in a linear

D.3.3.1.3 Used targets

D.3.3.1.3.1 Test targets for optical fingerprint scanner working on the principle of frustrated
total internal reflection in the bright field

For this test case targets with a metal-coated surface may be used; within these targets different
reflectivities are realized. Chromium or aluminium may be used; chromium can be very well deposited
in different densities but allows a maximum reflection of about 50 %. Aluminium has a maximum
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reflectivity of about 85 % to 92 %, but it is difficult to depose it in different densities. As the reflectivities
of the target surfaces cannot be correctly predicted, the reflectivities of all targets shall be measured
accurately.

D.3.3.1.3.2 Test targets for optical fingerprint scanner working on the principle of frustrated
total internal reflection in the dark field

For this test case targets with diffusely reflecting surfaces with different blackened test fields are
used. Such targets are commercially used for testing the modulation transfer function (MTF) of flatbed
scanners. According to the size of the recording surface the target is cut into pieces with two or more
test fields. By this way multiple test fields can be placed simultaneously on the recording surface.

D.3.3.1.4 Test procedure

D.3.3.1.4.1 |Teststep 1

A series of flelds with different reflection values shall be placed one after anothér\on the fingerprint
scanner and|an image of each target shall be recorded. At least nine targets with’different reflgction
values, which substantially cover the dynamic range of the scanner, shall be récorded.

D.3.3.1.4.2 |Test step 2

The adjacenf verage grey value of each target image shall be deterfmined with suitable softwarg. The
reflectivity 4nd the resulting grey value of each target shall be détermined as pair of values.

D.3.3.1.4.3 |Test step 3

For those pairs of values, a linear regression shall be performed. For each average grey valug, the
difference tq the resulting regression line shall be determined.

D.3.3.1.5 Requirement compliance

None of the ¢alculated differences in test step 3 is allowed to be larger than 7,65 grey values.
D.3.3.2 Inyestigation of the spatial’'sampling rate and geometrical accuracy

D.3.3.2.1 Requirements

Spatial sampling rate: The'secanner’s final output finger image shall have a spatial sampling rate, ir] both
sensor detedtor row afnd-column directions, in the range: (R - 0,01R) to (R + 0,01R). The magnitudg of R
is either 500 ppi or-1000 ppi; a scanner may be certified at either one or both of these spatial sanjpling
rate levels. The scanner’s true optical spatial sampling rate shall be greater than or equal to R.

Across-bar geometric accuracy: When scanning a 1,0 cy/mm, multiple parallel bar target, in|both
vertical bar and horizontal bar orientations, the absolute value of the difference (D), between the
actual distance across parallel target bars (X), and the corresponding distance measured in the image
(Y), shall not exceed the following values, for at least 99 % of the tested cases in each print block
measurement area and in each of the two directions:

— for 500 ppi scanners: D < 0,0007, for 0,00 <X < 0,07 and D < 0,01X, for 0,07 < X < 1,50;
— for 1000 ppi scanners: D < 0,0005, for 0,00 <X < 0,07 and D < 0,0071X, for 0,07 <X < 1,50;
where D = |Y-X|, X = actual target distance, Y = measured image distance (D, X, Y are in inches).

Along-bar geometric accuracy: When scanning a 1,0 cy/mm, multiple parallel bar target, in both vertical
bar and horizontal bar orientations, the maximum difference in the horizontal or vertical direction,
respectively, between the locations of any two points within a 1,5 inch segment of a given bar image,
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shall be less than 0,016 inches for at least 99 % of the tested cases in each print block measurement
area and in each of the two orthogonal directions.

D.3.3.2.2 Background

A multiple parallel bar target refers to a Ronchi target, which consists of an equal-width bar and
space square wave pattern with high contrast ratio and sharp edge definition. For a 500 ppi system,
the spatial sampling rate shall be between 495,0 ppi and 505,0 ppi; for a 1000 ppi system, the spatial
sampling rate shall be between 990,0 ppi and 1010,0 ppi. The scanner’s true optical spatial sampling
rate may be greater than the required spatial sampling rate, in which case rescaling down to the
required spatial sampling rate is performed for final output. However, the scanner’s true optical spatial
ing rate cannot be less than the required spatial sampling rate; i.e. "upscaling”, from |ess than the
. Across-bar
tially cover
cy of +1,0 %

i target bars
example, the
bar locations
im allowable
incushion or

measjured at multiple points along a 1,5 inch bar segment length, is compared to the maximy
diffeffence requirement (analogously for vertical bar). THi$ requirement is to ensure that p
barrgl distortion over the primary area of interest; i.e}) asingle fingerprint is not too large.

D.3.3.2.3 Used targets

D.3.3[2.3.1 Test targets for optical fingerprint scanner working on the principle of frustrated

totalfinternal reflection in the bright field

The farget shall cover at least 70«% of the recording surface of the fingerprint scanr
strucfure is a grating with a constant period length of 1 mm. The target can consist of direc
strucfures, such as chromium-stripes on a glass substrate. The light passing the glass subst

ter. The test
[y reflecting
rate shall be

coupled out by a prism whichshall be placed on top of the target.

Alter In be used. In
this ¢
of the

in the

hatively, to this chromium coated glass target a plastic foil printed with black lines ca
ase no prism on top of the target is required. Reflexion of the light is performed on {he back side
foil. The black printed areas of the foil absorb and scatter the light, thus these areas|appear dark
image. The-usage of this target material is recommended for larger fingerprint scannfing surfaces.

D.3.3 ustrated

total

.2.3(2," Test targets for optical fingerprint scanner working on the principle of fr
internal reflection in the dark field

The target shall cover atleast 70 % of the recording surface of the fingerprint scanner. The test structure
is a grating with a constant period length of 1 mm.

The target shall consist of diffuse bright reflecting material, on which dark structures are applied.
These structures can be applied by a photographic process or by printing. Photographic or coated
paper shall not be used as target material, because its optical properties can be influenced by wetting
the material with immersion liquid. Thus, plastic material coated with photo emulsion as substrate is
recommended; this material is insensitive against immersion liquid; the dark structures can be applied
similar to the photographic process on paper.
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D.3.3.2.4 Test procedure

D.3.3.2.4.1 Teststep1

The targets shall be placed with immersion liquid or similar on the recording surface of the fingerprint
scanner. When using chromium coated glass targets the light passing the glass substrate shall be
coupled out by a prism which shall be placed on top of the target. When using black printed plastic foils
as target this prism is not necessary. Each target shall be placed 4 times on the recording surface of the
fingerprint scanner, two times with the lines in vertical direction (each time turned by 180°) and two
times with the lines in horizontal direction (each time turned by 180°). By using this method, errors

induced by the target and not by the fingerprint scanner can be detected.

After placing
that the strij
look for alias
monitor.

D.3.3.2.4.2

The pixels c
data and the
This softwai
stripes, the §
As a unit, pi}

D.3.3.2.4.3

Based on th
spatial samy
spatial samp
on these val
calculated fa
scanner dist

D.3.3.2.5 K

The values li

D.3.3.3 Iny

D.3.3.3.1 R

The spatial f]

F the target on the recording surface of the fingerprint scanner, the laboratory shalle
pes of the target are parallel to the pixels of the scanner. To detect this, the laberatory
ing effects at the edge of the stripes while looking at the recorded images ona high-q

Test step 2

pordinates of the edges of the stripe field in the recorded image’are determined. ’

picture dimensions are necessary for the evaluation by suitable software (see D.3
e determines within the specified measurement field the-distance between neighbo
iverage distance between six stripes and the coordinatesof the central line of each s
els shall be used.

Test step 3

e results of test step 2 and the well-known grating period of the test target (1 m
ling rate can be used to rescale the distance between the stripes from pixel to mm.
hes the difference between theoretieal and measured distance between the stripes ¢

r different measurement areas. Erom the position of the stripes and their lateral ben
pbrtion can be measured.

equirement compliange

sted in D.3.3.3.1 shall.be completely met.
restigation of the contrast transfer function

equirements

requency response shall be measured using a binary grid target (Ronchi-Grating), de

as contrast

) the
ling rate of the scanner at different positions within the image can be determine(EIThis

hsure
shall
hality

[hese
.2.3).
uring
tripe.

ased
an be
d the

hoted

rahsfer function (CTF) measurement. When measuring the bar CTF, it shall meet or e

kceed

the minimum modulation values defined by Formula (D.5) or (D.6], in both the detector row and
detector column directions, and over any region of the scanner's field of view. CTF values computed from
Formula (D.5) or (D.6) for nominal test frequencies are given in Table D.6. None of the CTF modulation
values measured at specification spatial frequencies shall exceed 1,05. The output bar target image
shall not exhibit any significant amount of aliasing.

Table D.6 — Minimum and maximum modulation

Frequency | Minimum n_lodulation Minimum m_odulation Maximum modulation
[cy/mm] for 500 ppi scanners for 1000 ppi scanners
1,0 0,948 0,957 1,05
2,0 0,869 0,904 1,05
3,0 0,791 0,854 1,05
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Table D.6 (continued)
Frequency | Minimum n_lodulation Minimum m_odulation Maximum modulation
[cy/mm)] for 500 ppi scanners for 1000 ppi scanners
4,0 0,713 0,805 1,05
5,0 0,636 0,760 1,05
6,0 0,559 0,716 1,05
7,0 0,483 0,675 1,05
8,0 0,408 0,636 1,05
9,0 0,333 0,598 1,05
10,0 0,259 0,563 1,05
12,0 — 0,497 1,05
14,0 — 0,437 1,05
16,0 — 0,382 1,05
18,0 — 0,332 1,05
20,0 — 0,284 1,05

It is not required that the bar target contain the exact frequencies listed in the previous table, however,
the target does need to cover the listed frequency range and contain bar patterns close tp each of the
listed frequencies. Formulae (D.5) and (D.6) are used to obtainthe minimum acceptable CTF modulation
valugs when using bar targets that contain frequencies not listed in Table D.6.

— 500 ppi scanner, for f = 1,0 to 10,0 cy/mm:

CTF=3,04105E~%* f2-7,99095E~2 % f+1,02774 (D.5)

— 1000 ppi scanner, for f= 1,0 to 20,0 cy/mmn:

CTF=-1,85487E 7> f3 +1,41666E 3 * f2-5,73701E 2 f+1,01341 (D.6)

For a|given bar target, the specifidation frequencies include all of the bar frequencies which that target
has i the range 1 to 10 cy/mn1 (500 ppi scanner) or 1 to 20 cy/mm (1000 ppi scanner).

D.3.3.3.2 Background

A mu]tiple parallel bap target refers to a Ronchi target, which consists of an equal-width bpr and space
e wave pattern with high contrast ratio and sharp edge definition. These targets ghall have all
spatigl frequengi€s in the range mentioned in D.3.3.3.1. All these gratings shall be placed ¢n one single
et. Additionally, on this target there shall be large black and white structures to determine a CTF at
uency;of about 0 cy/mm. The spatial frequency of these structures shall be smaller than 3 % of the

Nyqulistfrequency. For all scanners these structures shall have a width of at least 1,7 mm. Each of the
test fretd witirthe frequencies tistedabove shatt trave am adequate umber and tengtitof the gratings as
listed in Table D.7.

Table D.7 — Dimensions of the target structures

frip?lt;ziz Min. number Width of the Min. length of the | R/R Nyquist R/R Nyquist
R [?nm‘l]y of stripes stripes [mm)] stripes [mm)] (at 500 ppi) (at 1000 ppi)
0,3 1 >1,700 2,50 3% 1,5%
1 4 0,500 2,50 10 % 5%
2 5 0,250 1,25 20 % 10 %
3 5 0,167 0,85 30 % 15 %
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Table D.7 (continued)
Spatial . . . . .
frequency Min. nu_mber Wlfith of the Min. l_ength of the R/R Nyqul_st R/R Nyquls_t
R [mm-1] of stripes stripes [mm] stripes [mm] (at 500 ppi) (at 1000 ppi)
4 5 0,125 0,63 40 % 20%
5 10 0,100 0,50 50 % 25%
6 10 0,083 0,42 60 % 30 %
7 10 0,071 0,36 70 % 35%
8 10 0,063 0,32 80 % 40 %
9 10 0,056 0,28 90 % 45 %
10 10 0,050 0,25 100 % 50%
12 10 0,042 0,25 — 60 %
14 10 0,036 0,25 — 70 %
16 10 0,032 0,25 — 80 %
18 10 0,028 0,25 — 90 %
20 10 0,025 0,25 = 100 %,
D.3.3.3.3 Used targets
D.3.3.3.3.1 |Test targets for optical fingerprint scanner working’on the principle of frustrated

total internal reflection in the bright field

The target c
The target s
coupled out

Alternativelj
as target. Inl
on the back
areas appea
scanning sui

When deter
response (m
by a microsg

If the target
only once in|
surface, left

D.3.3.3.3.2

hn consist of directly reflecting structures, such as chromium stripes on a glass subs
hall be structured as mentioned in D.3.3.3.2:The light passing the glass substrate sh
by a prism which shall be placed on top ofthe target (see D.3.2.4).

, to this chromium coated glass target a plastic foil printed with black lines can be

trate.
all be

used

this case no prism on top of the target is required. Reflection of the light is perfojrmed

side of the foil. The black printed areas of the foil absorb and scatter the light, thus
" dark in the image. The usage of this target material is recommended for larger finger
faces.

these
print

mining the CTF, the laboratory shall consider that the target has a certain freqliency

hinly caused by thesmanufacturing process). Thus the CTF of all used targets shall be t
ope before using'them for this investigation.

covers at least 25 % of the recording surface of the fingerprint scanner, it shall be p

ested

laced

the centr€ of the recording surface. Otherwise it shall be placed twice on the recofrding

hnd right-of the centre. Thus, the corresponding number of images shall be recorded.

d

Test targets for optical fingerprint scanner working on the principle of frustrate

total internal reflection in the dark field

The target shall consist of diffuse bright reflecting material, on which dark structures are applied.
These structures can be applied by a photographic process or by printing. Photographic or coated
paper shall not be used as target material, because its optical properties can be influenced by wetting
the material with immersion liquid. Thus, plastic material coated with photo emulsion as substrate is
recommended; this material is insensitive against immersion liquid; the dark structures can be applied
similarly to the photographic process on paper.

When determining the CTF, the laboratory shall consider that the target has a certain frequency
response (mainly caused by the manufacturing process). Thus the CTF of all used targets shall be
investigated by a microscope before using them for this test.
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If the target covers at least 25 % of the recording surface of the fingerprint scanner, it shall be placed
only once in the centre of the recording surface. Otherwise it shall be placed twice on the recording

surface, left and right of the centre. Thus, the corresponding number of images shall be recorded.

D.3.3.3.4 Test procedure

D.3.3.3.4.1 Teststep 1

The targets shall be placed on the recording surface (see D.3.2.4). The alignment of the targets with
respect to the pixel rows of the image shall be better than 0,5 inch. From each target two images shall
be recorded, one with the stripes aligned in vertical direction, a second with the strip

s aligned in

horizpntal direction.

D.3.3[3.4.2 Teststep 2

Adjadent within the recorded images the coordinates of the edges of a rectarigular surjrounding all
gratipgs are determined. With these coordinates, the file size and the dimefision of the tesf targets, the
CTF of all single test gratings will be calculated.

D.3.3[3.4.3 Teststep 3

The determined CTF values shall be corrected by using the 1eal/measured modulation pf the target
(see D.3.2.4). In addition, the target modulation realizes nfe perfect “black” and “whit¢”. Thus, the
modylation shall be corrected by using the “black” and “white” values determined frgm the large
strucftures as mentioned in D.3.3.1.2; all CTF values have to be divided by this modulation.

D.3.3.3.5 Requirement compliance

The yalues listed in D.3.3.3.1 shall be completely met. The CTF values for horizontal [and vertical
direction shall correspond to these values:The acquired images are not allowed to shoy significant

aliasing effects.

D.3.3l4 Investigation of the signal-to-noise ratio and the grey-level uniformity

D.3.3l4.1 Requirements

The

hite signal-to-noise ratio (SNR) and black SNR shall each be greater than or equal t

leastP7 % of respective’cases, within each measurement area.

The grey-level uniformity is defined for the three following cases:

djacentsrow, column uniformity: At least 99 % of the average grey-levels betwee

b 125,0, in at

n every two

djacent quarter-inch long rows and 99 % between every two adjacent quarter-inch 1
ithih each imaged area, shall not differ by more than 1,0 grey-levels when scanning

|

aluniform low

ng columns,

reflectance target, and shall not differ by more than 2,0 grey-levels when scanning a uniform high

reflectance target.

Pixel to pixel uniformity: For at least 99,9 % of all pixels within every independent

0,25 inch by

0,25 inch area located within each imaged area, no individual pixel's grey-level shall vary from the

average by more than 22,0 grey-levels, when scanning a uniform high reflectance target,
vary from the average by more than 8,0 grey-levels, when scanning a uniform low reflec

and shall not
tance target.

Small area uniformity: For every two independent 0,25 inch by 0,25 inch areas located within each
imaged area, the average grey-levels of the two areas shall not differ by more than 12,0 grey-levels
when scanning a uniform high reflectance target, and shall not differ by more than 3,0 grey-levels

when scanning a uniform low reflectance target.
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D.3.3.4.2 Background

The signal is defined as the difference between the average output grey-levels obtained from scans
of a uniform low reflectance and a uniform high reflectance target, measuring the average values for
independent 0,25 inch * 0,25 inch areas within each scanned area. The noise is defined as the standard
deviation of the grey-levels in each measurement area. Therefore, for each high reflectance, low
reflectance image pair, there are two SNR values, one using the high reflectance standard deviation
and one using the low reflectance standard deviation. The scanner shall be set up such that the average
image grey-level of the high reflectance target is below 255 or high clipping level, whichever is lower,
and the average image grey-level of the low reflectance target is above 0 or low clipping level, whichever
is higher. Note that in this method of measuring SNR, no attempt is made to isolate different sources of
noise or sepgratety measure different typesof oise; the computed TOiSE TEPTESENtS att oise typygs and
sources takgn together. The grey-level uniformity is calculated from the same images as descrifjed in
D.3.3.4.1.

D.3.3.4.3 Used targets

D.3.3.4.3.1 |Test targets for optical fingerprint scanner working on the prineciple of frustrated

total internal reflection in the bright field

For the mea
reflecting tg
test homoge

burements of the signal-to-noise ratio and the grey-level uniformity the utilization o
rgets, which are applied on the recording surface of thé-scanner, is precluded. Fo
hous absorbing targets with a constant optical density shall be placed in the beam p

F high
I this
hth of

the scanner.
shall be foun
below the m
of the scann
inhomogene

value
alues
path
ad to

The resulting image shall be an equable bright or dark image, whose average grey
grey values above the minimum grey value of the’scanner or respectively four grey v
aximum grey value of the scanner. If the targets’ate placed within the optical beam
br, they shall be realized as thin filters to avoid-a beam displacement which would le
ty and enhanced noise.

D.3.3.4.3.2
total intern

Test targets for optical fingerprint.scanner working on the principle of frustrated

1 reflection in the dark field

The target shall consist of diffuse bright and-dark reflecting material. The targets shall be homogeneous
to fulfil togdther with the scanner the listed requirements. For the test, e.g. the Munsell test, anal
recommendgtions are: N3 (dark, 7 %'reflection), N9 (bright, 79 % reflection). When using the ffarget
its substrat¢ can be wetted by the-tsed immersion liquid. Its optical properties are normally not
influenced bjy this, but the test«can only be performed once with one target and shall be performed as
fast as possible.

D.3.3.4.4 'Test procedyire

D.3.3.4.4.1 |Teststep 1

For optical fingefprint scanners working on the principle of disturbed total reflection in the bright|field:
The filters shall be inserted in the optical beam path of the scanner (opened housing of the scanner) or
the exposure time of the scanner shall be accordingly adjusted. For each filter inserted in the beam
path or each setting of the exposure time an image of the free image capture area shall be recorded,
resulting at least in one bright and one dark image.

For optical fingerprint scanners working on the principle of disturbed total reflection in the dark field:
The targets shall be placed with immersion liquid as interface medium on the recording surface. From
each of the two targets one image shall be recorded, resulting in one bright and one dark image.

D.3.3.4.4.2 Test step 2

For determining the SNR the acquired pictures is divided into test fields of the size 0,25 inch * 0,25 inch
and the mean grey value, the number of false pixels, and the standard deviation of the grey values of
all rows and columns of this test field are determined. With these values the SNR and the grey-level
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uniformity are calculated. The SNR will be calculated for all test fields distributed all over the image.
For each pixel the difference to the average grey value of the test field will be calculated. To determine
the SNR in the bright and the dark field the quotient of these values with the standard deviation of the
grey values of each test field in the bright and the dark field are calculated.

For determining the grey-level uniformity the acquired pictures are again divided into test fields of
the size 0,25 inch * 0,25 inch and the mean grey value, the number of false pixels, and the standard
deviation of the grey values of all rows and columns of this test field are determined.

D.3.3.4.5 Requirement compliance

The

D.3.3l5 Investigation of the grey scale range of finger images

D.3.3.5.1 Requirements
A fingerprint scanner operating at 500 ppi or 1000 ppi, shall perform thefollowing sets of live scans:

For a|standard roll and plain finger live scanner: capture a complete'set of fingerprints from each of
10 supjects; i.e., 10 rolls (all 5 fingers from each hand), 2 plain thumb'impressions, and 2 plain 4-finger
impressions.

For 4 palm scanner component of a live scan system: capture left and right palms ffom each of
10 supjects.

For ah identification flats live scanner: capture left and right 4-finger plain impressions andl dual thumb
plain[impressions from each of 10 subjects.

Within the histogram of each image all grey values with at least 5 Pixels in this image are ¢ounted. The
histogram shall show no break and no other-artefact. At least 80 % of the captured indiyidual finger
images shall have a greyscale dynamic.range of at least 200 grey-levels, and at least 99 % shall have a
dynapmic range of at least 128 grey-levels.

D.3.3.5.2 Background

This fest shows the scanner performance in normal operation mode.

D.3.3.5.3 Used targets

No tajrgets are used in this test case.

D.3.3.5.4 <Fest procedure

D.3.3.54 1 Test step-1

The test persons shall place their finger one after another on the image capture area of the fingerprint
scanner. From each finger a single image is recorded. If the scanner can record four finger images, such
an image of each hand is recorded.

D.3.3.5.4.2 Test step 2

The histograms of all images are evaluated according to the previously listed requirements.

D.3.3.5.5 Requirement compliance

The values listed in D.3.3.5.1 shall be completely met.
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Annex E
(informative)

Conditions for capturing fingerprint image data

E.1 Purpose

This annex
be captured
as fingerpri
Descriptions

recommends techniques designed to enable the best possible fingerprint ima

s to

from a scanner. It is intended for users of fingerprint image capture systems, ay well
ht image capturing system designers and biometric authentication system“designers.
in the document are targeted at the capture of high-quality plain fingerprint injages,

but do not mandate anything about fingerprinting methods. Rolled finger impressions, such as those

taken for lay
is generally
“confirmatid
to a visual i
guidelines tq
to adopt the
captured arg
of captured

E.2 Recol

E.2.1 Ima

It is recomm
specificatior]
which this if
a device sho

being used ajnd will normally be defined as part of the standard operating procedures for the syst|

E.2.2 Recs

Consistent ﬂn

area from t
compared b

The core of

v enforcement applications, are not the focus of this annex, as the capture of such
supervised by a trained operator to ensure correct placement.and pressure. The
n” used in this document means making a final acceptance/rejection decision acco
nspection of a captured image. Specific decision criteria aré not defined here, but
make decisions are provided. System designers and system/providers are recomme
se guidelines as needed. Procedures to be executed when fingerprints image cann
beyond the scope of this document as are the techniques'for the compression and enc
mages.

mmendations for 2D contact fingerprint image capture devices

pe quality specifications

ended to use fingerprint image capture devices that meet one or more of the certifig
s found in Table 4. Capture deyices need to be re-calibrated periodically. The meth
done is device specific and beyond the scope of this document. The frequency with ¥
1ld be re-calibrated depends on both the vendor/device and the application for whic

pbmmended fingéxr-positioning

ger positioning‘on the sensor surface makes it possible to acquire a larger effective i
e same partof a finger every time. In other words, overlapped areas between images
come larger, which is expected to improve the accuracy of verification.

a fingerprint is defined as the topmost point on the innermost recurving ridgelin

fingerprint.

fithe core is located at the centre of the captured image it will generally result in a |

rints
term

rding

some
nded
ot be
bding

ation
bd by
vhich
h it is
em.

mage

to be

b of a
Arger

overlapping

area for verification purposes (See Figure E.1). FOT ThiS purpose, it may be benetl

al to

employ a display monitor where the finger positioning can be checked, or to use devices with a function
that automatically detects the finger position and provides appropriate feedback to the user. This will

also prevent

a device from capturing only a side of a fingertip.

Note that for some types of pattern classes the core is not located at the centre of the finger. In such
cases, it may not be practical to use the core alignment method described above.
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displacement

Figure E.1 — Centred finger

If dirgctions of fingertips on the sensor surface are always the same, the overlapping area between two
verification images will be consistent (see Figure E.2).

Overlap Area

==

Rotated

Figure E.2 — Rotation and its overlap area

Guidanee’(either visual or audible) for placing the finger in the same orientation each time should be
provided, or the physical design of the device should be such as to encourage correct placement (see
Figure E.3).
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If a finger is
be captured

Decreasing

direction b‘

Figure E.3 — Fingertip dlrectlé

placed at an angle to the sensor rather than pla@at on it, the side of the fingerprin
and in general the utility of the sample will b uced (see Figure E.4).

;

AN
O
@ . Rolled
O

C) Figure E.4 — Angled finger

@.

such ;0&5%’ motion is also necessary to improve the accuracy. Note that simultaheous

capture of multipl gers has an advantage of reducing the rolling motion (see Figure E.5).

e

Figure E.5 — Multiple-finger slap

t will

Automatic core-detection performance more or less depends on detection algorithm performance. On
the other hand, while user cooperation will be required, slap fingerprints (simultaneous capture of four
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fingers) and the first joint position control may enable significant improvement once the users become
familiar with the method.

E.2.3 Illumination, lighting, and activation

Optical fingerprint sensors illuminate the finger when capturing it. However, ambient light may
adversely affect the capture. For example a ceiling light may enter the sensor. This can be alleviated
by providing a roof or other means to block the ambient light or using light with a wavelength range
different from that of the ambient light. In the case where visible light is used to illuminate the sensor,
turning this light on can be used as a cue to commence the capture process.

E.2.4 Cleanness of platen and latent prints

Beforle image capture device calibration, the capture platen shall be free of residual fin
is pre¢ferable to check whether any residual fingerprint may affect the subsequent.eaptu
buildfup of dirt or residual fingerprints on the platen can adversely affect theyguality of {
image. The sensor should be cleaned in accordance with manufacturer’s guidelihes and agr¢
operating procedures for the application.

gerprints. It
re. Excessive
he captured
bed standard

E.2.J Moisturizing

Qual
to be
by br
creai|

y of a captured image may be degraded when the finger-skin is very dry. If dry sk
resulting in low image quality for an individual, it may help to moisturise the finger,
eathing on it, touching a sweaty part of the skin, wiping it with a wet paper, or ap
h to it.

n is thought
for example,
blying gel or

eave a mark
isture or by

Note [that if the finger is over-moisturized, the moisttire may be captured on an image or
on thie sensor surface. In that case, the sensor surface shall be dried by wiping off the m
other means.

E.2.4 Drying

When a finger is very moist, it shall be'wiped with a dry paper or air-dried. If excessively moist skin is
thought to be resulting in low imagé.quality for an individual, it may help to dry the finger.
E.2.7 Missing
Ther¢
reasd
situa

e may be some cases.where a fingerprint cannot be captured due to a missing finger of some other
ns. Appropriate. policies need to be in place for handling such cases, depending on [whether the
ion is temporary/(broken bone, injury, etc.) or permanent (amputation, physically-challenged, etc.).

E.2.§ Fingerselection and order of capture

It is

selec

preferable to provide screen display and/or audio guidance to provide instructio
fion-and order, whether to capture the left hand only, right hand only, or both, anc

hs on finger
| in the case

of bo

n hands, which hand to capture I1rst. when more than one ringer 1s to be captured

, or a choice

of finger is supported, the target finger(s) should be clearly indicated to the user, for example, via
diagrams or illustrations.

Alternative input rules shall be determined in advance in case there are fingers that cannot be captured.
When the index finger is unavailable, for example, a rule of using the middle finger, thumb, or ring
finger as an alternative, and the selection order of the alternative fingers should be determined. When
capturing multiple fingers, switched fingers can be confirmed by using the verification function among
each finger.

E.2.9 Assessing fingerprint image quality

Performance of any biometric system is highly dependent on the quality of data captured by the sensor.
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Many fingerprint capture devices now include automated image quality assessment software to provide
feedback to users, often in real time. Algorithms related to fingerprint image quality are described in
ISO/IEC 29794-4114] and serve as a reference implementation for quality value calculations adopted by
device providers.

Another method is to capture several images from one finger and perform a cross-comparison between
them to see if the comparison scores obtained are above the threshold that has been set for the system.
If they are, then the quality is sufficient for the intended application.

An extension of this approach is to plot the scores from all of the cross-comparisons (see Figure E.6);
the image with the highest average score is assumed to have the highest image quality.

A benefit of pssessing image quality at enrolment is that it can highlight problems where the suhject’s
fingerprint ¢haracteristics are not of adequate quality for the intended application, thereby engbling
appropriate lcountermeasures to be put in place (e.g., use a different finger, postpone the énrolmé¢nt or
consider usipg a different modality).

average

Image #1 is
the best

Z

70 65

50 70

%

E.2.10 Existing data treatment

If an image of the finger was captured in the past, identification of the finger is possible by performing
a comparison process. It may also be possible to find out that an image of a finger believed to not have
been captured in the past is registered with a different ID.

E.2.11 Image capture factors

Height from the floor or the desktop to the scanner surface, as well as the angle of the scanner surface
to the floor or the desktop, affects the quality of captured images. Other factors that affect quality are
the number of fingers to be captured simultaneously (1, 2, 4, etc.) and whether both right and left hands
are captured simultaneously or not.
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Where enrolment is undertaken at multiple locations, it is highly desirable that comparable devices
are used, not only in terms of image quality criteria (i.e. device certification such as D.1, D.2, and D.3),
but also platen size and capture processes. Controlling environmental variables such as the height and
angle of the capture device will also help to ensure consistent capture quality.

Consideration shall also be given to the capture of fingerprints from those who are especially tall or
short, as well as those with certain medical conditions or disabilities. The use of a portable or handheld
sensor may make it easier to capture good quality fingerprint images from such subjects.

Positional relation between the sensor surface and the body also affects the quality of captured images.
Usually, people tend to extend their hands with the thumb side up and the little finger side down. For
this reason,a Fihgnr will be rolled (‘Alifh the Fihgnr bone as an :\vic) when p]:\ring the F'nger on the
sensdr horizontal surface. This is not such an issue when capturing four fingers simultgneously, but
whern selecting the location for the capture device proper consideration should be given fto these and
other] usability factors.

E.2.12 Operation

In some applications, and especially those where there is no operatorsupervision, the [provision of
clear|instructions to users, perhaps by means of a monitor display or,dudio guidance, is defsirable. Such
guiddnce messages may include the following:

— (lapture should start automatically.

— If a device rejects a captured image and requires another capture, recapturing process should be
pecifically notified to the user.

(%)

— Ifthe capture does not succeed even after a defined number of attempts, the device shpuld indicate
hat the user needs to take other measures.

—

E.2.13 Example configurations

E.2.1B8.1 One finger in a standing position

Imagg capture of one finger in a standing position is illustrated in Figure E.7.

Figure E.7 — Standing position
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Parameters such as height from the floor(H), angle(A), relative position between the body and the
device(D), and other necessary item should be described in the design specification.

E.2.13.2 Four fingers in a sitting position

Image capture of four fingers in a sitting position is illustrated in Figure E.8. Same as in the case of
one finger.

Figure E.8 — Sitting position

E.2.14 Indications to biometric operational personnel

More than dne decision threshold issapplied to comparison scores in some systems, for example, in
those which|return a decision of “unkhown” in addition to “comparison” and “non-comparison”. When
a comparisop score is not sufficient due to image quality, it may be possible to reduce doubt aboiit the
verification result by presentingthe quality value of the captured image to the operator if present].

E.2.15 Confirmation

The following may become possible by operators of the capturing system making a final decision when
the automatjc judgment is not sufficient:

— to checklifthe user correctly understands the capture procedure, or

— to visually check images based on highly-detailed information other than minutiae, for example
whether the effective area is small or not.

E.3 Guidelines for image data

E.3.1 Image quality metrics

Algorithms related to fingerprint image quality described in ISO/IEC 29794-4[14] serve as references
for quality value calculation algorithms that are adopted in system specifications by providers.

There have been attempts to detect the centre of the pattern of a fingerprint image area. System
providers can consider introducing this function to the system specifications.
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There have been attempts to calculate image quality using the reliability of minutiae detection. System
providers can consider introducing this function to the system specifications.

E.3.2 Human interface (displaying capturing/captured image)

When capture subjects are cooperative, it may be better to make the captured images visible to them.
When there is a concern about fingerprint image being peeped from a security perspective, presentation

ofac

aptured image may be avoided. In this case, an illustration can be presented instead.

E.3.3 Pre-processing

Som
sens
varial
para
visu

E.4

Capture software is expected to have the following features:

—e

—

(%)

E.5
Table

igally altering

r parameters to deal with fingerprint characteristic changes due to aging or te‘agapt to more

ions of skin conditions. However, the capture process may take longer in order t

b implement

eter changes. Raw data captured by a sensor may be processed and enhdnced| to improve

lization. However, detailed greyscale information can be lost due to the enhahcement]

Fingerprint image capture software

hdication of the start of capture which is that time that begins at the point when the s
heir hand on the platen;

hstruction of the capture sequence;
election of high-quality images according to automatic quality judgment;
etry instruction after failed capture;

pftware for automatic quality judgment function (vendors, product names, versions, ef
pecified;

pftware for feature extraction.should be specified;
pftware for verification shéuld be specified;
omparison for trial at a,registration function; and

election of best quality image using a trial comparison function.

Law enforcement finger size recommendations

E.l-provides guidance and recommendations for the capture size of single fing

combiination of the index, middle, ring and little fingers from each hand. The values shown

ibject places

c.) should be

ers and the
are aimed at

the ldwrenforcement app]ir‘afinn

Table E.1 — Guidance for finger sizes

Finger position Finger Max image Width_ Length.

code area (cm2) (mm) | (in) | (mm) | (in)
Unknown 0 15,47 40,6 1,6 38,1 1,5
Right thumb 1 15,47 40,6 1,6 38,1 1,5
Right index finger 2 15,47 40,6 1,6 38,1 1,5
Right middle finger 3 15,47 40,6 1,6 38,1 1,5
Right ring finger 4 15,47 40,6 1,6 38,1 1,5
Right little finger 5 15,47 40,6 1,6 38,1 1,5
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Table E.1 (continued)

Finger position Finger Max image Width_ Length-

code area (cm2) (mm) (in) (mm) (in)
Left thumb 6 15,47 40,6 1,6 38,1 1,5
Left index finger 7 15,47 40,6 1,6 38,1 1,5
Left middle finger 8 15,47 40,6 1,6 38,1 1,5
Left ring finger 9 15,47 40,6 1,6 38,1 1,5
Left little finger 10 15,47 40,6 1,6 38,1 1,5
Plain right four fingers 13 61,95 81,3 32 762 3.0
Plain Jeft four fingers 14 61,95 81,3 3,2 76,2 3,0
Plain thumbs (2) 15 61,95 81,3 3,2 76,2 3,0

E.6 Possible references

It is recommiended to check reference literatures for the following issues:

— recommlended selection of fingers and order based on statistical experimental results;
— minimufn image size for good comparison performance; and

— significgnce of statistical logging and checking quality vaJué€s*(to be used for consideration of
revising|capture sequence, standards, software, threshold.and others).
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WSQ greyscale finger image compression specification

Requirements and guidelines

F.1.1 General

Anne

ix F is applicable to continuous-tone greyscale digital finger images. Annex F:

— specifies a class of encoders for converting source finger image data to compressed im|

— specifies a decoder process for converting compressed image data to rééenstructed finge

— specifies coded representations for compressed image data.

F.1.2

F1.2

General

1 Wavelet scalar quantization (WSQ) compression

The WSQ class of encoders involves a decomposition{of the finger image into a number

each

achieyed by a discrete wavelet transformation (DW'T) of the finger image.

Each
quan

of the subbands is then quantized using values from a quantization table. No defay
[ization tables are given in Annex F.

The quantized coefficients are then_passed to a Huffman encoding procedure which con

data.

Huffman table specifications/shall be provided to the encoder.

Figuie F.1 shows the main procedures for WSQ encoding and decoding. The same tables sp{
encodler to use to compress a particular image shall be provided to a decoder to reconstrud

F.1.2

2  Structure of)compressed data

Compressed image data is described by a uniform structure and a set of parameters. The yj
of th¢ compressed image data are identified by special two-byte codes called markers. Sq
are fqllowed by particular sequences of parameters such as table specifications and headen

used

withoeut parameters for functions such as marking the start-of-image and end-of-im

age data;

rimage data;

bf subbands,

of which represents information in a particular frequency band. The subband decomposition is

It values for

hpresses the

pcified for an
t that image.

arious parts
me markers
s. Others are
age. When a

markieris associated with a p;n'fir‘n]m‘ sequence nfp;arnmpfprq the marker and its paramet
a marker segment.

Prs comprise

The data created by the entropy encoder are also segmented, and one particular marker - the restart
marker - is used to isolate entropy-coded data segments. The encoder outputs the restart markers,
intermixed with the entropy-coded data, between certain subband boundaries. Restart markers
can be identified without having to decode the compressed data to find them. Because they can be
independently decoded, entropy-coded data segments provide for progressive transmission, and
isolation of data corruption.
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DWT - Based Encoder
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Figure F.1 — DWT-based encoder and decoder simplified diagram

F1.2.3 Intferchange format

In addition fo certain required marker segments and the entropy-coded segments, the interchange
format shall| include the marker segmentsfor all filter coefficient, quantization, and entropy-cpding
tables need¢d by the decoding process. This guarantees that a compressed image can cross the
boundary bg¢tween identification systems, regardless of how each environment internally assoc¢iates
tables with Jompressed image data.

F.1.2.4 Abpreviated formatfor compressed image data

The abbreviated format fox, compressed image data is identical to the interchange format, except that it
does not include all tables required for decoding (it may include some of them). This format is int¢nded
for use within applications where alternative mechanisms are available for supplying some or all pf the
table-specificatipn'data needed for decoding.

This format contains only table-specification data. It is a means by which the application may install in
the decoder the tables required to subsequently reconstruct one or more finger images.

F1.3 Requirements

F1.3.1 Interchange format requirements

The interchange format is the coded representation of compressed image data for exchange between
application environments.

The interchange format requirements are that any compressed image data represented in interchange
format shall comply with the syntax and codes assignments for the decoding process, as specified in F.3.
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An encoder process converts source finger images to compressed image data. An encoder is an

embodiment of the encoding process specified in F.2. To comply with Annex F, an encoder
at least one of the following two requirements:

— convert source finger image data to compressed image data which complies with the
format syntax specified in F.3 with proper accuracy, and

— convert source finger image data to compressed image data which complies with the
format syntax for compressed image data specified in F.3 with proper accuracy.

shall satisfy

interchange

abbreviated

F.1.3]3 Decoder requirements

A de¢oding process converts compressed image data to reconstructed image data.”A d
embddiment of the decoding process specified in F.2. To comply with Annex F, a de¢oder sh
threq of the following requirements:

nvert to reconstructed finger image data any compressed image:-data with par4g
mply with the interchange format syntax specified in F.3 with propér accuracy;

ccept and properly store any table-specification data which complies with the abbrev
syntax for table-specification data specified in F.3; and

nvert to reconstructed fingerprint data any compressed image data which compl
breviated format syntax for compressed image<data specified in F.3 with prop
rovided that the table-specification data required/for decoding the compressed im
reviously been installed into the decoder.

kool

F.2 |[Mathematical definitions

F.2.1] Source finger image

Sourge finger images shall be captuted with 8 bits of precision per pixel. Before the enco
complutes the discrete wavelet transform (DWT) for the image, the samples, I(m,n), shall be

into If(m,n) as follows:
I(m,n)—M 0<m<Y-1
R 0<n<X-1
The image width {X) and height (Y) parameters are defined in E.3.2.2. The decoding proces

erse tpansformation to restore the samples to their original scale. The midpoint
eters;-M and R, are specified by the encoder and transmitted in the compressed imag

an ir:l::
para

ecoder is an
all satisfy all

ymeters that

iated format

ies with the
er accuracy,
hge data has

ding process
transformed

s shall apply
and rescale
re data.
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F.2.2 Subband coding of finger images

F.2.2.1 Two-channel subband coder (in one dimension)

A two-chan

regarded as

zero distort

The boxes H
up-sampling

(xxh)(k

(Ly) k)

(Ta)(k)

The transfoy
and the tran|

F.2.2.2 Liy

This docum
denotes the
odd-length,

sample). The

The second
antisymmet

since such fi

!

also referre

a

f

H,

v

—» F

>

X—>p Analysis Synthesis

>y

Fy

Figure F.2 — Two-channel subband coder

el subband encoder is a digital filter bank of the type shown in Figure F.2. It shoy
a pair of systems, the analysis bank and the synthesis bank. The.subband coder pro
fon, X (n)=x(n)

and F; denote linear time-invariant digital filters[1%, while | and T denote 2:1 down
operations:

=Y x(n)h(k-n),

=y (2k),

a(k/2), keven
0, kodd

m defined by the analysis bank, x—{ay,a;} will be referred to as a one-dimensional
sform given by the synthesis bank as the inverse DWT.

ear phase wavelet filters

bnt utilizes two diStinct classes of linear phase finite impulse response (FIR) filte
owpass filter and-h; the highpass filter in a filter bank. The first class will contain p4
symmetric filters (i.e., filters whose impulse responses are symmetric about their mn
se are called““Type I” linear phase FIR filters[1%, or whole-sample symmetric (WSS) f
Class will contain pairs of even-length filters, one symmetric (the lowpass filter) an
Fic (the-highpass filter). These are called, respectively, “Type II” and “Type IV” filte
ters-are symmetric about the point halfway between their middle two samples, thd

Id be
vides

- and

DW'T,

s hy
irs of

iddle

lters.
d one
rs[10].

y are

te'as half-sample symmetric/antisymmetric (HSS/HSA or HS-type) filters.

The compressed data format described in F.3 provides only for the transmission of impulse response
coefficients from the right halves of the analysis filters; the synthesis filters are completely determined
by the following anti-aliasing relations:

fo(n) = (-1)"hy(n - 1) and
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fi(n) = (1) ho(n - 1).

For a WSS analysis bank, the lowpass filter, hj, shall be symmetric about 0, i.e., hy runs from h, (-r;) to
hy(rg). Using the syntax of Clause F.3.2.4.1, the length of h, is LO = 2 ry + 1. The transform table specified
in Clause F.3.2.4.1 contains the impulse response coefficients from the right half of h:

HO; = hy (0), HOy = hy(1), ..., HOj4 = g (o)

The left half of h is given by the symmetry relation hy(-n) = hy(n). The highpass filter, h;, in a WSS
analysis bank shall be symmetric about —1. The transmitted coefficients are:

H11 = hl(_l)’ le = hl(()), ey Hllast = hl(rl _1),

wherp L1 = 2r; + 1; the left half of h; is given by the symmetry relation hy(~1-n) = hy(n-1).

For ap HS-type analysis bank, both filters shall be centered at -1/2, and thug\ran from h;(-1;) to h;(r;-1),
wherg the length of h; is Li = 2r;. The transmitted values are: (i = 0,1):

Hlil = hl(O)’ Hiz = hl(l)’ ey Hilast = hl(rl _1).
The lpwpass filter, h,, is symmetric (HSS), so the left half of hgdsgiven by the symmetry felation hy(-

1-n) 4 hy(n). The highpass filter, hy, is antisymmetric (HSA), soithe left half of h, is given by the symmetry
relation h,(-1-n) = -h4(n).

F.2.2]3 Constraints on filter length

Encoflers and decoders shall be capable of forming(or inverting) the subband decompositjon specified
in Figure F.6 using filters of lengths up to anddiicluding the maximum values:

L},ax = 31 for WS-type filters,

L},ax = 32 for HS-type filters.

F.2.24 Symmetric boundary conditions for the DWT

The generic input, x(1n), to Figure F.2 will, in practice, be a row or column vector from [an image or
from|one of its DWT-subbands. To describe precisely how a finite-length signal is transfdrmed by the
system depictedtin Figure F.2, the following conventions are used for indexing and extfapolating x.
All WSQ decoders shall be capable of decoding a compressed signal encoded in accordande with these
conv¢ntions.xis assumed to run from x(0) to x(Ny-1), where N, is the (generic) length of x,

For tfansformation by WSS filters, x is extended to a whole-sample symmetric signal, y|= E,(11x, of
length- N=2N5—"2andperiodized—For HS-typefitters; xisextendedtoatatf-samptesymmetric signal,
y = E[22), of length N = 2N, and periodized. In each case, the filters are extended with zeros to length
N and applied by N-periodic circular convolution; see Figure F.3.
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Figure F.3 — Synimetric DWT extension
With the chpices of filter and signal symmetries described above, this system generates symmetric

DWT subbands, of which only the first half (now denoted a;) needs to be computed and stored. For
instance, with WSS filters and N, even, the coefficients

1
a; (k)= ) y(n)h; (2k—n)

n

only need tolbe computed and stored for k=0,..., Ny/2 - 1, even though

b =L(yih)

has period N/2 = Ny-1. This is possible because b; is itself symmetric and can be reconstructed from the
first Ny/2 values, g; (k).

The sequences a; generated in this fashion can in turn be extended to whole- or half-sample symmetric
signals and cascaded back through the analysis bank, Figure F.3, to achieve a multiband decomposition
of the input. The composition of mappings

Sys
y

X {ay.a}

will be referred to as a one-dimensional symmetric wavelet transform (SWT)IZI. Note that, in spite of
the extension of the input signal, x, the SWT still maps an input of length N, to a pair of subbands {a,
a} containing a total of just N, values. When N, is odd, a, will have length (N, + 1)/2, and a; will have
length (N, - 1)/2 for both WSS and HS-type extensions.
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F.2.2.5 Symmetric subband synthesis

This subclause describes the symmetry properties of the subbands b; = | (y*h;), giving the number of
non-redundant samples that need to be transmitted,

a (k)=b, (k);  0<ks<p -1

and specifies the procedures for extending the quantized transmitted coefficients in the decoding
process:

b =E; g.=f+#(T0,)

L L1

If an N-periodic signal is symmetric about n=0 then it is also necessarily symmetriccabolt n = N/2; in
relatjon toy = E,(l)xin Figure F.3 for N = 2N,-2. When N is even, such signals are called *(1,1) symmetric"
since[they are whole-sample symmetric about both centres. Similarly, an N-periodic signdl symmetric
aboutf -1/2 is also necessarily symmetric about (N-1)/2; in relation to y =CE;t22)x in Flgure F.3 for
N =2N,. When N is even, such signals are called "(2,2)-symmetric" since theyare half-sample symmetric
abouf both centres. When N is odd, signals that are WSS about one centfesand HSS about the other are
given; such signals are called "(1,2)-symmetric" if they are WSS about.0} and "(2,1)-symmgetric" if they
are HISS about -1/2. There are obvious antisymmetric analogues of'these symmetry properties.

Giver] a signal w(n), 0 < n < K-1, let E,lw (resp., E,(w) denéte the (i,j)-symmetric (with respect to,
(i,j)-antisymmetric) extension of w(n), where i,j = 1 or 2, generalizing the two extensiopns shown in
Figuije F.3 for w=x. If a subband b(k) is (i,j)-symmetric and

a(k)=b(k); 0<k<p-1

is a domplete, non-redundant half-period of b,then b can be reconstructed from a via the extension
b = E{())a. A similar statement holds for antisymmetric subbands. Since the symmetry of b §s completely
deterjmined by the symmetry of the extension y = E,,x and the symmetry of the analygis filter, h, it
suffides to quantize and transmit only thé’half-period, a, reconstructing b in the decoder uging a known
exter]sion operator, E. This method of applying a DWT filter bank to a finite-duration inpyt signal, x, is
referfed to as the symmetric wavelet transform (SWT) algorithm; a detailed treatment is presented in
Referjence [7].

Tableg F.1 lists the symmetry properties of the subbands, b, and their "ranks" p, which gpecifies the
number of coefficients, a(k), that need to be transmitted. The table is divided into two casges: one case
for WSS filter banks, wihich use the analysis extension y = E,(lDx (the "(1,1)-SWT"), and a se¢ond case for
HS-tyfpe filter banks;-which use the analysis extension y = E((22)x (the "(2,2)-SWT"). Thesg filter banks
are dpscribed in-F2.2.2.

Table F.1 — Symmetry, rank of SWT subbands

Case 1: WSS filters Case 2: HS-type filters
inputlength, N, inputlength, N,
Even 0odd Even odd
Filter hy (1,2) - sym. (1,1) - sym. (2,2) - sym. (2,1) - sym.
Po=No/2 po = (Ng +1)/2 Po=No/2 po = (No +1)/2
hy (2,1) - sym. (2,2) - sym. (2,2) - antisym. (2,1) - antisym.
p1=No/2 p1=(No-1)/2 p1=No/2 p1=(No-1)/2

F.2.2.6 Wavelet decomposition in two dimensions

The tree structure for a single level of a 2-dimensional image decomposition system is depicted in
Figure F.4. The row vectors of the image are filtered by applying the SWT algorithm described in F.2.2.5.
The same procedure is then applied to the column vectors of the resulting array, giving a decomposition

© ISO/IEC 2019 - All rights reserved 77


https://iecnorm.com/api/?name=13da803e46cef3359cb37b0623da5716

	Foreword
	Introduction
	1 Scope
	2 Normative references
	3 Terms and definitions
	4 Abbreviated terms
	5 Conformance
	6 Modality specific information
	6.1 Capture recommendations
	6.1.1 Fingerprint image
	6.1.2 Palm image

	6.2 Image coordinate system considerations
	6.3 Image representation requirements
	6.3.1 General
	6.3.2 Colorspace
	6.3.3 Pixel aspect ratio
	6.3.4 Bit-depth
	6.3.5 Image spatial sampling rate


	7 Abstract data elements
	7.1 Purpose and overall structure
	7.2 Finger image data block
	7.3 Version block
	7.4 Representation blocks
	7.5 Position
	7.6 Impression
	7.7 Image data format
	7.7.1 Supported data format
	7.7.2 PGM encoding definition

	7.8 Image data
	7.9 Capture date/time block
	7.10 Capture device block
	7.10.1 Model identifier block
	7.10.2 Capture device technology identifier
	7.10.3 Certification identifier blocks

	7.11 Quality blocks
	7.12 Spatial sampling rate block
	7.13 Position computed by capture device
	7.14 Original rotation
	7.15 Image rotated to vertical
	7.16 Image has been lossily compressed
	7.17 Segmentation blocks
	7.18 Annotation blocks
	7.19 PAD data block
	7.20 Comment blocks
	7.21 Vendor specific data blocks

	8 Encoding
	8.1 Tagged binary encoding
	8.2 XML encoding

	9 Registered BDB format identifiers
	Annex A (normative)  Formal specifications
	Annex B (informative)  Encoding examples
	Annex C (normative)  Conformance testing methodology
	Annex D (normative)  Capture device certifications
	Annex E (informative)  Conditions for capturing fingerprint image data
	Annex F (normative)  WSQ greyscale finger image compression specification
	Bibliography

