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Foreword

ISO (

the International Organization for Standardization) is a worldwide

federation of national standards bodies (ISO member bodies). The work of
prepar|ng International Standards is normally carried out through ISO
techni¢al committees. Each member body interested in a subject for which
a technical committee has been established has the right to be represented

on th

committee. International organizations, governmental and non-

goverrimental, in liaison with ISO, also take part in the work. ISO
collabgrates closely with the International Electrotechnical Commission

(IEC)

Draft
circul
Stand
a vote

Amen

bn all matters of electrotechnical standardization.

International Standards adopted by the technical committees ate
ted to the member bodies for voting. Publication as an International
rd requires approval by at least 75 % of the member bodies.casting

ment 2 to International Standard ISO/IEC 9506:1:1990 was

preparpd by Technical Committee ISO/TC 184, Industrial automation

syste
comm

v

and integration, Subcommittee SC 5, “Architecture and
nications.
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Introduction

This amendment details the changes to ISO/IEC 9506-1 to syipport
conditioned service response. In developing these chdnges, it is asumed
that the changes from the inclusion of the Datd Exchange S¢rvice,

ISO/IEC 9506-1/Amd.1, and the changes fromtechnical corrigg
ISO/IEC 9506-1/Cor.1, have already been applied to the base doct

ndum
ment.

All clause number references refer to the -document as amended and

corrected; page number references refere’the base document.

This amendment adds a new objéct, an Access Control List,
structure of the MMS VMD. The) VMD references one such objeq

o the
t that

provides conditions that constrain the successful access of any pbject
within the VMD by an MMS Client. In addition, each named pbject

within a VMD referencés some Access Control List object, ar

d the

conditions expressed i that Access Control List object constrain the use
of the parent object by an MMS Client. The present MMS system allows

an MMS Servef.to support or deny support for any MMS service
MMS Client for all object instances within its implementation
amendment allows an MMS Server to offer support for a MMS sery
an MMS, Client for some object instances but not for others. If supy

to an
; this
ice to
ort of

object(specific access control is negotiated in the Initiate dialogue, the
MMS client may examine and manipulate the Access Control List pbject

of’individual object instances.

The attribute MMS Deletable is removed from the object description
MMS objects. In its place, a derivation rule is provided such that se
that report MMS Deletable can do so in a manner consistent
implementations not employing this amendment.

of all
rvices
with

There are seven classes of constraint, called Service Classes, thht are

covered by this amendment. These classes are Read, Write, Load,
Execute, Delete, and Edit. Not all classes are applicable to all object
Edit class describes the ability to change the Access Contro
characteristics of any object.

Store,
5. The
List

This amendment makes use of the Authentication Unit of the Assod

1ation

Control Service Element (ACSE) now available as an implementation
option. It does so by allowing the conditions expressed in the Access
Control List to depend on the Authentication Value present in the
A-ASSOCIATE service primitives. Such use of the Authentication Unit is
not required, however, to make use of the Access Control List mechanism.
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By using the mechanisms present in this amendment, an implementation
can restrict access to an object (for reading, writing, loading, storing,
execution, deletion, or other modification) to MMS Clients that either (1)
attempt access from known network nodes, (2) provide proper
authentication (passwords), (3) have synchronized their use with other
MMS Clients through use of the semaphores, or (4) an arbitrary
combination of these methods. The specification of passwords requires the

use offthe Atthentication Unit of ACSE.

This gmendment also modifies the MMS Service model by adding an
explicit Object Model for an Application Association. This model should
be prgsent in the basic MMS Object Model, independent of the use of
Accesp Control Lists. Its omission in the base document should be
considered an oversight, corrected by this amendment.

The injtroduction of an object model for the application association allows
one tp move the list of transactions objects from the VMD to the
applicption association, thereby allowing the invoke ID to be the sole key
attribyte of the transaction. The case of processing of Event Actions,
howeyer, requires us to introduce a new attribute to the VMD, namely a
list of] transactions associated with Event Action processing that are not
bound| (necessarily) to an association.

vi
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Industrial automation systems — Manufacturing Message

Specification

Bart 1:
Service definition

1} Scope

(This amendment makes no changes to clause 1 of ISO/IEC 9506-1.)

2| Normative references

Technical corrigendum 1.

Immediately following the reference to ISO/IEC 9506-2, add the following:

ISO/IEC 9506-1:1990/Amd.1:1993,  Industrial automation systems
Specification - Part 1: Service definition
Amendment 1: Data exchange.

ISO/IEC 9506=1:1990/Cor.1:1995, Industrial Automation Systems
Specification - Part 1: Service definition

AMENDMENT 2: Conditioned service response

Immediately following the reference to ISO 8650, page 2, add-the following:

IO 8649:1988/Amd.1:1990,  Information processing systems - Open Systems Interconnection -
Service definitionfor the Association Control Service Element
Amendment 1:*Authentication during association establishment.

IO 8650:1988/Amd.1:1990,  Information processing systems - Open Systems Interconnection -
Protocol specification for the Association Control Service Element
Amendment 1: Authentication during association establishment.

- Manufacturing Message

- Manufacturing Message

3. Definitions
(This amendment makes no changes to clause 3 of ISO/IEC 9506-1.)
4. Abbreviations

(This amendment makes no changes to clause 4 of ISO/IEC 9506-1.)



https://iecnorm.com/api/?name=74f3b67d8ba221c1c8a38fa2fb7af8d3

ISO/IEC 9506-1:1990/Amd.2:1995(E) © ISO/IEC

S. Conventions
(This amendment makes no changes to clause 5 of ISO/IEC 9506-1.)
6. MMS in the OSI Environment

(This amendment makes no changes to clause 6 of ISO/IEC 9506-1.)

7. The Virtual Manufacturing Device

In 7.2, page 19, in the VMD object model replace the line
Attribute: List of Transaction Objects

with
Attribute: List of Event Action Transaction Objects

Attribute: List of Application Associations

In 7.2, page 19, in the VMD object model, insert

Attribute: Reference to Access Control List

immediately before the line

Attribute: Additional Detail

In 7.2.6.2, page 20, insert

GetAccessControlListAttributes

into the list of services between Cancel and GetAlarmEnrollmentSummary, and insert

ReportAccessControlledObjects
into the list of services between ReadJournal and ReportEventActionStatus.

At the end of 7.2.10 ofipage 22, add new subclauses 7.2.11 and 7.2.12:
7.2.11 List of Event Action Transaction Objects
This attribute gdentifies those transaction objects (see 7.2.13) that do not explicitly depend on af
application association. Such transactions occur through the processing of Event Actions (see 15.1.4.2.5].

In all otherréspects, they are normal transaction objects.

7.242" Application Association

I'ne Application Association 1dentifies a specific instance of communication of the VMD with an MMS
client.

Object: Application Association
Key Attribute: Application Association Identifier
Attribute: Application Reference of MMS Client
Attribute: AP Title of MMS Client
Attribute: AE Qualifier of MMS Client
Attribute: AP Invocation-identifier of MMS Client
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Attribute: Authentication Employed (TRUE, FALSE)

Constraint: Authentication Employed TRUE

Attribute: Authentication Value
I |cf of AA_Sneacific Named nbjpcts

Attribute:
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his attribute, which serves to identify the AE within the MMS Clientwith whom the association has
pen established. It is composed of the AP Title, the AE Qualifier, thé AP Invocation-identifier, and the
E Invocation-identifier. (See 6.6.)

P Title of MMS Client

his attribute, derived from application association)establishment information (See ISO/IEC 9506-2,

ause 17), identifies the MMS client present on this association.

E Qualifier of MMS Client

his attribute, derived from application association establishment information (See ISO/IEC 9506-2,

ause 17), identifies the MMS client present on this association.

P Invocation-identifier of MMS Client

his attribute, detiyed from application association establishment information (See ISO/IEC 9506-2,

ause 17), identifies the MMS client present on this association.

E Invocation-identifier of MMS Client

I

clause 17), identifies the MMS client present on this association.

18 attribute, derived from application association establishment information (See ISO/IEC 9506-2,

Authentication Employed

This attribute indicates whether (true) or not (false) authentication (See ISO/IEC 9506-2, clause 17) was
used in establishing this association. If this attribute is true, the following attribute also appears.
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Authentication Value
This attribute is the value of the Authentication Value as presented by the MMS Client at application

association establishment. This attribute may be either a character string (Graphic String), a bit string, or
an external. The choice "ANY DEFINED BY mechanism-name' shall not be used.

List of AA-Specific Named Objects

This attribute contains a list of all the named objects within the VMD that are declared to.(Have
AA-specific scope and identify this Application Association.

List of Transaction Objects

This attribute is the list of transaction objects (see 7.2.13) associated with this appli¢ation association.

List of services supported

This attribute contains a list of all the MMS services supported ag’ given in the MMS Initiate procedurg
(see 8.3.2 and 8.2.4).

List of parameter CBBs supported

This attribute contains a list of all the MMS parameter CBBs that have been negotiated in the MM$
Initiate procedure (see 8.2.4).

Nesting Level

This attribute contains the valug of the Nesting Level that was negotiated in the MMS Initiate procedurg
(see 8.2.1.2.4).

In (old) 7.2.11, battom of page 22, in the Object Model, replace the line:

Key “Attribute: Application Association Identifier

With'

Attribute: Application Association Identifier

In (old) 7.2.11, top of page 23, add the following sentence after the description of Application
Association Identifier:

If no such application association exists, this attribute shall have the value NONE.
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In (old) 7.2.11.2, replace the first paragraph with:

A transaction object shall be created either upon receipt of an indication service primitive for an MMS
confirmed service or as part of the processing of an event occurrence (see ). The transaction object shall
be deleted after the MMS-user issues a response service primitive for that service instance. The number
of transaction objects that may exist at any time is governed by the negotiated maximum number of
services outstanding (see 8.2).

Renumber 7.2.11, 7.2.12, and 7.2.13 to be 7.2.13, 7.2.14, and 7.2.15 respectively. Renumber 7.2.11. Dand
712.11.2to be 7.2.13.1 and 7.2.13.2 respectively.

b

dd a new subclause 7.2.16 as follows:

|

2.16 Reference to Access Control List

his attribute is a reference to an Access Control List object that specifiesniecessary (but not sufficient)
pnditions for an MMS service to succeed. The conditions specified(in, this Access Control List object
nall be satisfied for the service class corresponding to the requested service in order for the service to
icceed. Additional conditions for success may be imposed by amyAccess Control List object referenced
y the object of the service request. If no other specificatiofi’has been provided, this attribute should
r¢ference 'M_NonDeletable' (see 18.3.1.5).

g L » O

Renumber 7.2.14 and 7.2.15 to be 7.2.17 and 7.2:18 respectively.

~

n 7.3.2, page 25, add a new entry at the end of table 1

Access Control List Objects | X l | | 21 |

Replace the second sentence of 7.3.5, page 26, with the following:

Static objects usually’may not be deleted through the use of MMS services, and dynamic objects usually
may be deleted) but there may be exceptions to either rule.

=

eplacethe first sentence of 7.3.6, page 26, with the following:

AII"'MIMS “objects subordinate to the VMD may be deleted from the VMD through appropriate MMS
service requests if such requests are permitted (see 7.3.8).

Replace the last sentence of 7.3.6, page 26, with the following:

This is true regardless of any conditions specified in the Access Control List object referenced by the
object subordinate to the Domain.
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Add the following new subclause after 7.3.7, page 26.
7.3.8 Control of Access to MMS Objects

MMS provides explicit control for the ability to access or alter MMS named objects. Each named object
within an MMS implementation contains a reference to an access control object that specifies the
conditions under which services directed at the named object may succeed. For the purposes of
specifying the control conditions, services are grouped into seven classes, read, write, load, store,
exeetite;—delete,—and—edit—Fhe—controlconditions—imchude—possessiomrof—= SEITapiTore, Tdentity of use
(Application Reference), and the submission of a password (which may be arbitrarily complex). Thés¢
conditions are necessary but not sufficient for the success of the service. If the conditions jaré not
satisfied, the service is required to fail; the service may always fail for reasons beyond the scope of thip
standard. These conditions may be combined in arbitrary ways. Conditions may be specified separately
for individual objects and for all objects of the VMD. Conditions restricting creation of objects can onl}
be specified for the entire VMD.

The reference to Access Control List attribute of named objects replaces the MMS Deletable attribute of
the earlier version of MMS. For backward compatibility, a derivation rule from the Access Control Lis
is provided for services that report the value of the MMS Deletable: -attribute. Using this rule]
implementations of earlier versions of MMS will be able to interwark-'with implementations of thi
version of MMS as long as the additional services specified in this yérsion are not employed.

—

d

A parameter CBB named ACO is used to indicate whether Grinot the object reporting services shal
report attributes related to the use of access control lists.

7.3.8.1 Access Control List Object Model

Object: Access Control List
Key Attribute: Access Control ListName
Attribute: Reference to Access Coritrol List
Attribute: List of Access Control Elements
Attribute: Service Class (READ, WRITE, LOAD, STORE, EXECUTE, DELETE, EDIT)
Attribute: Access ‘Condition (NEVER, SEMAPHORE, USER, PASSWORD, JOINT
ALTERNATE)
Constraint: AcceSsCondition = SEMAPHORE
Attribute: Semaphore Name
Constraint:~Access Condition = USER
Aftribute: Application Reference
Constraint: Access Condition = PASSWORD
Attribute: Password Value
Constraint: Access Condition = JOINT
Attribute: List of Access Condition
Constraint: Access Condition = ALTERNATE
Attribute: List of Access Condition
List of References to Access Controlled Objects
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7.3.8.2 Access Control List Name

The Access Control List Name attribute uniquely identifies the Access Control List object within the
VMD. The name shall be a VMD-specific Object Name formed according to the rules for MMS Object
Names as specified in 7.4.

7.3.8.3 Reference to Access Control List

o

fach Access Control List object is itself subject to access control. This reference identifies the Access
Control List object that governs access to this object.

o

7.3.8.4 List of Access Control Elements

g

An Access Control List may contain zero or more Access Control Elements. Each element shall identify
ne Service Class and provide one Access Condition. An Access Control List shall not contain more than
ne Access Control Element that identifies the same Service Class.

0.0

NOTE — Since there are only seven Service Classes, this means that there are at most seéven Access Control Elements in the List
df Access Control Elements. However, since most MMS objects do not use each.¢lass of access control, the number of Access
ontrol Elements applicable to any object class will usually be less than seven. Access Control Objects may be used to apply to
rhultiple object classes which means that in some cases an object may reference an Access Control List object that contains
Access Control Elements that do not apply to the referencing object.

-

3.8.4.1 Access Control Service Classes

Kach Access Control Element identifies the>service class to which it applies. There are seven such
dervice classes as follows:

a) Read - Services that'ebtain individual values associated with objects. These are:
1) Read
i) Output

b) Store Services that obtain grouped values associated with objects. These are:
1) ReadJournal
11) InitiateUploadSequence
ii1) StoreDomainContent

c) Write - Services that change the individual value of an MMS object. These are:
1) Write
i) Input

ii1) ExchangeData
d) Load - Services that change the values or other attributes of an MMS object. These are:

1) InitiateDownloadSequence*
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4
1

it) LoadDomainContent*

1ii) CreateProgramInvocation*

iv) DefineNamedVariable*

V) DefineScatteredAccess*

vi) DefineNamedVariableList*

vii) DefineNamedType*

viil)  DefineSemaphore*

iX) TakeControl

X DefineEventCondition

xii) DefineEventAction*

xiii)  DefineEventEnrollment*

xiv)  TriggerEvent

XV) AlterEventConditionMonitoring
xvi)  AlterEventEnrollment

xvii)  AcknowledgeEventNotification
xviii) CreateJournal*

xix)  InitializeJournal

XX) WriteJournal

xxi)  DefineAccessControlList*

Since these services create the respective objects, the services can only be affettéd by the Access Control List referenced by

he VMD.

e) Execute - Services that change the stat€ of Program Invocation objects. These are:
1) Start
i1) Stop
111) Resume
1v) Reset
v) Kill

f) Delete - Services that delete MMS objects. These are:
1) DeleteDomain
1) DeleteProgramInvocation
1i1) DeleteVariableAccess
iv) DeleteNamedVariableList
V) DeleteNamedType
vi) DeleteSemaphore
Vi) DeleteEventCondition
viii)  DeleteEventAction
1x) DeleteEventEnrollment
X) DeleteJournal
Xi) DeleteAccessControlList
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g) Edit - Services that change the value of the Reference to Access Control List attribute
of the object or its attributes. These are:

1) ChangeAccessControl (New Service)
i1) Rename

7.3.8.4.2 Access Condition

L n) -1 Y el h 1 - - L - £ 1 11 > 1 A AN AC - el I 1
IS 4Attrroutc bPCbll ICS a4 COUIIUILIUIT tiiat, I IIOU SAatlSIICU, Wl quUlIC UIC IVIIVIO JSCIVICC U 1dll. LdCIl
¢ondition shall specify one of the following types:

a) NEVER - This condition indicates that the class of service specified in the Service]
Class attribute shall always fail.

b) SEMAPHORE - This condition indicates that if the named semaphorenis not owned by
the MMS service requester, the class of service specified in the Service
Class shall fail.

c) USER - This condition indicates that the class ,of \service specified shall fail
unless the Application Reference of thé_client matches the value of this
field.

d) PASSWORD - This condition indicates that. the class of service specified shall fail
unless the client has provided-the authentication values that match the]
value of this field.

e) JOINT - This Access Condifion succeeds if all of the conditions in the List of]
Access Conditions succeed; otherwise this Access Condition fails.

f) ALTERNATE - This Access-Condition succeeds if any of the conditions in the List of]
Access Conditions succeed; otherwise this Access Condition fails.

/.3.8.5 List of References to Access Controlled Objects

[his attribute is a list of references to named objects that reference this Access Control List object. The
following MMS objects may be governed by Access Control Lists. Following each object is a
pecification of th¢ service classes that may be applied to that object. An Access Control List object may,
specify a service.class that does not apply to the object for which the Access Control List is an attribute
n such cases;-the conditions associated with that service class have no effect on that object. Note thaf
hile Unnamed Variables may have Access Control Lists as attributes, they are necessarily pre-defined
fince thesonly services provided in Clause 21 assume that the objects to be modified have names.

a) Domain (LOAD, STORE, DELETE, EDIT)

b) Program Invocation (LOAD, EXECUTE, DELETE, EDIT)

¢) Named Variable (READ, WRITE, DELETE, EDIT)
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d) Unnamed Variable (READ, WRITE)

e) Named Variable List (READ, WRITE, DELETE, EDIT)

© ISO/IEC

) Scattered Access (READ, WRITE, DELETE, EDIT)
g) Named Type (DELETE, EDIT)

h) Semaphore (LOAD, DELETE, EDIT)

1) Operator Station (READ, WRITE, EDIT)

j) Event Condition (LOAD, DELETE, EDIT)

k) Event Action (LOAD, DELETE, EDIT)

1) Event Enrollment (LOAD, DELETE, EDIT)

m) Journal (LOAD, STORE, DELETE, EDIT)
n) Data Exchange (WRITE, EDIT)

0) Access Control List (DELETE, EDIT)

8. Environment And General Manageément Services

In 8.1.2.4, on page 29 in the first sentencé.change
8 to 16 and 20
to

8 to 16 and 20 to 21

9. VMD_Support Services
In 9.4.1.44.1, on the top of page 49, add the line:

[AcCess Control List

In 9.6.1.1.1.1, on the bottom of page 52, add the line:

Access Control List

10
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In 9.6.2, page 53, insert a new sentence following the first sentence:
It shall verify that any conditions specified for Service Class = EDIT are satisfied in the Access Control

List object referenced by the VMD. It shall verify that any conditions specified for Service Class = EDIT
are satisfied in the Access Control List object referenced by this object.

10. Domain Management Services

I 1071 middie of page 53, Teplace the line
Attribute: MMS Deletable (TRUE, FALSE)

ih the Object Model with the following lines:

N

\ttribute: Reference to Access Control List

~

p 10.1.1, on page 56, replace the description of MMS Deletable with:
Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (see 7.3.8.1) that
frovides conditions under which this Domain may not be uploaded;.deleted, or have its access control or
rlame changed.

In 10.2.2, page 62, replace the second sentence with:

It shall verify that any conditions specified for Service"Class = LOAD are satisfied in the Access Control
LList object referenced by the VMD. If these conditions are met, the MMS server shall create a suitable
IDomain and place it in LOADING state. The MMS server shall set its Reference to Access Control List
dttribute to reference an Access Control Li§t-object that will report the value of MMS Deletable as true
(see 21.1.3). The predefined symbol 'M_Deletable’ (see 18.3.1.4) may be used for this purpose.

In 10.5.2, page 66, insert two new sentences immediately after the first sentence:
It shall verify that any conditions specified for Service Class = STORE are satisfied in the Access

(ontrol List object referenced by the VMD. It shall verify that any conditions specified for Service Class
 STORE are satisfiediin the Access Control List object referenced by this object.

I~

n 10.5.2, page 66,)in the (old) second sentence, change

'this‘condition is'

‘these conditions are'
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In 10.10.2, page 74, insert a new item b):

b) Verify that any conditions specified for Service Class = LOAD are satisfied in the Access
Control List object referenced by the VMD.

In 10.10.2, page 74, reletter items b) through e) as c) through f).

In 10.11.2, page 77, add a new first paragraph:

The responding MMS-user shall verify that any conditions specified for Service Class = STORE-afe
fatisfied in the Access Control List object referenced by the VMD. It shall verify that any conditions
gpecified for Service Class = STORE are satisfied in the Access Control List object referenced by this
Domain. Otherwise, a Result(-) response shall be returned.

In 10.12.2, page 78, replace the first sentence with the following text:

The MMS server shall:

a) verify that specified Domain exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the servicéclass = DELETE (see 21.1.2);

c) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the Domain are satisfied for'the service class = DELETE (see 21.1.2);

d) verify that the Domain is in the READY state;

e) verify that there are no uploads in progress for this Domain.

In 10.12.2, page 78, change the third sensence to read:

As part of this action, it shall deleté-all objects subordinate to the Domain regardless of the state of the
fccess Control List object referénced by these subordinate objects, and it shall set the reference attribute

of objects that refer to objects_subordinate to this Domain to UNDEFINED.

In 10.12.2, page 78, iusert the following sentence in the paragraph just before the last sentence in the
first paragraph:

Remove the reference to this Domain from the List of References to Access Controlled Objects attribute
qf the referenced Access Control List. For each element of the List of Subordinate Objects of this
Ibomain;.remove the reference to that object from the List of References to Access Controlled Objects
dttribute’ of the referenced Access Control List.

In table 27, on page 78, add a new line immediately after Upload in Progress:

|Access Control List | | | C | C(=) | ACO l
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In 10.13.1.2.3, page 79, add the following sentence after the present text:

Subclause 21.1.3 specifies the value to be returned by this parameter.

Add a new subclause 10.13.1.2.7 on page 79:

10.13.1.2

Kokde

7 A

This parameter, of type Identifier, shall indicate the name of the Access Control List object that contrgls

A A MM

dccess to this Domain. This parameter shail not appear unless the ACO parameter CBB has‘-béen
legotiated.

11. Program Invocation Management Services

In ii.1.1, middie of page 80, repiace the line

Attribute: MMS Deletable (TRUE, FALSE)

ip the Object Model with the following lines:

Attribute: Reference to Access Control List

In 11.1.1, on page 81, replace the description of MMS Deletable with:

Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (see 7.3.8.1) that
provides conditions under which this Progfam Invocation may be executed, deleted, or have its access
gontrol changed, or any combination of the above.

In 11.1.1, on page 82, under Event-Condition Reference, change item g) to:

g) set the Reference to Access-Control List to reference an Access Control List object that will report the
Yalue of MMS Deletable asitrue (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4) may be
ysed for this purpose.

In 11.1.1, on page 82, under Event Action Reference, change item b) to:

b) set the Reference to Access Control List to reference an Access Control List object that will report the

yalue of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable'
see 1813.1.4) may be used for this purpose.
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In 11.1.1, on the top of page 83, under Event Enrollment Reference, change item b) to:

b) set the Reference to Access Control List to reference an Access Control List object that will report the
value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable'

(see 18.3.1.4) may be used for this purpose.

In 11.2.2, on page 87, replace item d) with:

) verify thatamy comditions specified for Service Class =tEOADare satisfied imthe Access Contro
List object referenced by the VMD. Otherwise, and error shall be returned.

) create a Program Invocation object initialized as follows:

1) set its Program Invocation Name attribute equal to the Program Invocation Name parameter;
2) set its State attribute equal to IDLE;

3) set its Reference to Access Control List to reference an Access Control List object that will
report the value of MMS Deletable as true (see 21.1.3). The predéfined symbol 'M_Deletable
(see 18.3.1.4) may be used for this purpose.

4) set the Reusable attribute to the Reusable parameter;

5) set the Monitor attribute equal to true if the Monitor-parameter is specified; otherwise false;

6) set the Execution Argument attribute equal{d. a string of length zero.

fn 11.2.2, on page 88, change item g) 1) ii) to:
1) set the Reference to Access Control List to reference an Access Control List object that will report the
value of MMS Deletable as true (see:20.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4) may be
ised for this purpose.

In 11.2.2, on page 88, change item g) 2) ii) to:
1) set the Referenc€jto Access Control List to reference an Access Control List object that will report the

value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4) may be
hsed for thigpurpose.

In 11.2.2, on page 88, change item g) 3) ii) to:

ii) set the Reference to Access Control List to reference an Access Control List object that will report the
value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4) may be
used for this purpose.

In 11.2.2, on page 88, reletter items e) through g) to be f) through h).
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In 11.3.2, page 90, change the first sentence to the following text:
The MMS server shall:
a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the service class DELETE (see 21.1.2);

c) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the Program Invocation are satisfied for the service class DEEETH
(see 21.1.2);

d) verify that the Program Invocation is in the IDLE, STOPPED or UNRUNNABLE 'state;

[n 11.3.2, page 90, insert the following sentence in the paragraph just before the last.two sentences in the
first paragraph:

Remove the reference to this Program Invocation from the List of Reférences to Access Controlled
Dbjects attribute of the referenced Access Control List.

[n 11.4.2, page 91, change the first three sentences to the followingtext:
['he MMS server shall:
a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the service class EXECUTE (see 21.1.2);

c) verify that all the conditions.in the Access Control List specified by the Reference to Access
Control List attribute of the.Program Invocation are satisfied for the service class EXECUTE
(see 21.1.2);
d) verify that the Program Invocation is in the IDLE state;

f any of these conditigns is not met, a Result(-) shall be returned.

(n 11.5.2, page 93, change the first three sentences to the following text:

'he MMS- sérver shall:

a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the service class EXECUTE (see 21.1.2);
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c) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the Program Invocation are satisfied for the service class EXECUTE
(see 21.1.2);

d) verify that the Program Invocation is in the RUNNING state;

If any of these conditions is not met, a Result(-) shall be returned.

[n 11.6.2, page 94, change the first three sentences to the following text:

The MMS server shall:

f any of these conditions is not met, a Result(-) shall be returned.

In 11.7.2, page 95, change the first threg sentences to the following text:

The MMS server shall:

a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified(by the Reference to Access
Control List attribute of the VMD are satisfied for the service class- EXECUTE (see 21.1.2);

c) verify that all the conditions in the Access Control Listspecified by the Reference to Access|
Control List attribute of the Program Invocation are satisfied for the service class EXECUTE

(see 21.1.2);

d) verify that the Program Invocation is in the STOPPED state;

a) verify that specified Program Invocation exists;

b) verify.that all the conditions in the Access Control List specified by the Reference to Access|
Contrql List attribute of the VMD are satisfied for the service class EXECUTE (see 21.1.2);

@) yerify that all the conditions in the Access Control List specified by the Reference to Access|

Control List attribute of the Program Invocation are satisfied for the service class EXECUTE
(see 21.1.2);

d) verify that the Program Invocation is in the STOPPED state;

If any of these conditions is not met, a Result(-) shall be returned.
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In 11.8.2, page 97, change the first two sentences to the following text:
The MMS server shall:
a) verify that specified Program Invocation exists;

b) verify that all the conditions in the Access Control List specified by the Reference to Access
Control List attribute of the VMD are satisfied for the service class EXECUTE (see 21.1.2);

c) verify that all the conditions in the Access Control List specified by the Reference to Accéss
Control List attribute of the Program Invocation are satisfied for the service class EXECUTH
(see 21.1.2);

[f any of these conditions is not met, a Result(-) shall be returned.

In table 35, on page 97, add a new line immediately after Execution Argument:

| Access Control List | I | ¢ [¢c= | Aco |

In 11.9.1.2.3, page 98, replace the sentence with:
Subclause 21.1.3 specifies the value to be returned by this parameter-

Add a new subclause 11.9.1.2.7 on page 98:

11.9.1.2.7 Access Control List
This parameter, of type Identifier, shall indicate the name of the Access Control List object that controls

access to this Program Invocation. This parameter shall not appear unless the ACO parameter CBB has
been negotiated.

12. Variable Access Services
In 12.1.1.2.1, page 100, add the following text at the end of the first paragraph:

Failure of the conditions specified in the Access Control List object(s) for service class = READ require
the access of the: MMS variable to fail.

In 12.1.1.2)2, page 100, add the following text at the end of the first paragraph:

Failure of the conditions specified in the Access Control List object(s) for service class = WRITH

PETETPS tha o £+ AANAQ sabla o £o21
CHUTIOSTIC—aC T oS ST OT UICTIVIIVID - v Al TaoTC O T atts

In 12.1.1.3, page 100, add a new second sentence.

These protection requirements are combined with the explicit protection requirements of the Access
Control List object for service class = READ or WRITE as appropriate.
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In 12.1.1.4.1, middle of page 101, replace the line

Attribute: MMS Deletable (FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control list

In 12.1.1.4.1, on page 101, replace the text of MMS Deletable with:
Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (see.7.3.8.1) that
grovides conditions under which this Unnamed Variable may be read or written.

In 12.1.1.5.1, middle of page 102, replace the line

N

ttribute: MMS Deletable (TRUE, FALSE)

~.

1 the Object Model with the following lines:
Attribute: Reference to Access Control List
In 12.1.1.5.1, on page 102, replace the text of MMS Deletable with:

Reference to Access Control List

|

he Reference to Access Control List is a.reférence to an Access Control List object (see 7.3.8.1) that
provides conditions under which this Named Variable may be read, written, deleted, or have its access
ontrol changed.

(@)

~

n 12.1.2.1.1, middle of page 104, replace the line

>

ttribute: MMS Deletable (TRUE, FALSE)

-~

n the Object Model with the following lines:

Attributes Reference to Access Control List

Illl {241.2.1.1, on page 104, replace the text of MMS Deletable with:

Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (see ) that provides
conditions under which this Scattered Access Object may be read, written, deleted, or have its access
control changed.
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In 12.1.2.2.1, middle of page 106, replace the line

Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control List

In 12.1.2.2.1, on page 106, replace the description of MMS Deletable with:
Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (se¢e*7.3.8.1) tha
provides conditions under which this Named Variable List Object may be read, written) deleted, or have
its access control changed.

In 12.1.3.1, bottom of page 107, replace the line

Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control List

in 12.1.3.1, on page 108, replace the text of MMS \Deletable with:
Reference to Access Control List

The Reference to Access Control Listiis a reference to an Access Control List object (see 7.3.8.1) tha
provides conditions under which. this Named Type Object may be deleted or have its access contro
changed.

In 12.6.2, page 125, replace the paragraph with the following:

The MMS server shall verify that all the conditions in the Access Control List object referenced by thg
Reference to Adcess Control List attribute of the VMD are satisfied for the service class = READ. If thq
Variable Aceess Specification parameter specifies a Named Variable List object, the MMS server shal
verify thatdll the conditions in the Access Control List specified by the Reference to Access Control Lis
attribute ot the Named Variable List object are satisfied for the service class = READ (see ). If thesg
conditions are not satisfied, the service request fails and a Result(-) shall be returned.

For each item of the Variable Specification (whether included in a Named Variable List object or
specified individually) the MMS server shall verify that all the conditions in the Access Control List
specified by the Reference to Access Control List attribute of that item are satisfied for the service class
= READ. Otherwise, the read operation fails for that component and the Data Access Error OBJECT-
ACCESS-DENIED shall be returned as the corresponding component of the Access Result Parameter.
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In 12.7.2, bottom of page 126, insert the following text after the second sentence:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = WRITE. If the
Variable Access Specification parameter specifies a Named Variable List object, the MMS server shall
verify that all the conditions in the Access Control List specified by the Reference to Access Control List
attribute of the Named Variable List object are satisfied for the service class = WRITE (see 21.1.2). If
these conditions are not satisfied, the service request fails and a Result(-) shall be returned.

In 12.7.2, bottom of page 126, insert the following text before the last sentence:

For each item of the Variable Specification (whether included in a Named Variable List object or
gpecified individually) the MMS server shall verify that all the conditions in the Access Control List
specified by the Reference to Access Control List attribute of that item are satisfied. Qffierwise, the write
gperation fails for that component and the Data Access Error OBJECT-ACCESS-DENIED shall be
returned as the corresponding component of the Data Access Error Parameter.

~

h table 47, on page 128, add a new line immediately after Type Specification:

[Access Control List | | I C | C(=) [ ACO ]

In 12.9.1.2.1, top of page 129, replace the paragraph with:

Subclause 21.1.3 specifies the value to be returned by this parameter.

Add a new subclause 12.9.1.2.4 on page 129:

12.9.1.2.4 Access Control List

]

his parameter, of type Identifier, shall indicate the name of the Access Control List object that controls
ccess to this Variable. This-parameter shall not appear unless the ACO parameter CBB has been
egotiated.

=T -}

~

1 12.10.2, page 130, add a new first paragraph:

=

he MMSserver shall verify that all the conditions in the Access Control List object referenced by the
eference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. If this
pndition is not satisfied, the service request fails and a Result(-) shall be returned.

O =

In 12.10.2, page 130, replace item b) in the list with the following:

b) Initialize the Reference to Access Control List attribute to reference 'M_Deletable' (see 18.3.1 4).

20


https://iecnorm.com/api/?name=74f3b67d8ba221c1c8a38fa2fb7af8d3

© ISO/IEC ISO/IEC 9506-1:1990/Amd.2:1995(E)

In 12.11.2, page 132, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. If this
condition is not satisfied, the service request fails and a Result(-) shall be returned.

In 12.11.2, page 132, replace item a) 3) ii) in the list with the following:

i1) initialize the Reference to Access Control List attribute to reference M_Deletable (see 18.3.1.4);

In 12.11.2, page 132, replace item a) 4) ii) in the list with the following:

11) initialize the Reference to Access Control List attribute to reference M_Deletable (see18.3.1.4);

In table 50, on page 133, add a new line immediately after Scattered Access Description.:

| Access Control List | | | ¢ | ce Aco |

In 12.12.1.2.1, page 133, add the following sentence to the end of the subclause:
Subclause 21.1.3 specifies the value to be returned by this parameter.

Add a new subclause 12.12.1.2.3 on the bottom of page 133:

12.12.1.2.3 Access Control List

This parameter, of type Identifier, shall indicate the name of the Access Control List object that control

access to this Scattered Access object. This parameter shall not appear unless the ACO parameter CBB
has been negotiated.

2]

In 12.12.2, page 134, replace the first sentence of the first paragraph:

The MMS server shall locate the spécified Scattered Access object and shall return the MMS Deletabl
parameter and the List of Compenent parameter of the Scattered Access Description parameter. Sectio
specifies the value to be returned by the MMS Deletable parameter. The List of Component attribut
provides the value of the List’of Component parameter.

W =

In 12.13, bottom of page 134, replace the sentence with:

The purpose for.the DeleteVariableAccess service is to allow a client MMS-user to request that a VMID
delete one or-more Named Variable or Scattered Access objects for which deletion is permitted.

In 12:43.71.1.1, page 135, replace all of the text following the first sentence with:

SPECIFIC - Specifies that the specific Named Variable objects or Scattered Access objects (in_any

combination) having Variable Name or Scattered Access Name attributes (as applicable) equal to the
Name parameters of the List of Name parameter for which deletion is permitted are to be deleted.
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AA-SPECIFIC - Specifies that all Named Variable and Scattered Access objects within the scope of the
current application association for which deletion is permitted are to be deleted.

DOMAIN - Specifies that all Named Variable and Scattered Access objects within the scope of the
specified Domain for which deletion is permitted are to be deleted.

VMD - Specifies that all Named Variable and Scattered Access objects having VMD scope for which
deletion is permitted are to be deleted.

Ih 12.13.1.1.3, bottom of page 135, replace the last sentence with the following:

b

gives the name of the Domain for which all Named Variable and Scattered Access objects for, which
eletion is permitted are to be deleted.

o

~

1 12.13.1.2.2, page 136, replace the note with the following:

Z.

OTE — The difference between the Number Matched and Number Deleted parameters indicate the number of objects that
ere not deleted, either because the conditions specified in the referenced Access Control List object(s) were not satisfied for
Sprvice Class = DELETE, or for other reasons.

b3

In 12.13.2, page 136, replace the first paragraph with:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = DELETE. If
is condition is not satisfied, the service request fails and a Result(-) shall be returned.

If the request is acceptable, the MMS server shall pfepare a list of objects to be deleted. If SPECIFIC
as selected as the Scope of Delete parameter, the List of Name parameter identifies the objects to be
deleted. Otherwise, all Named Variable and Scaftered Access Objects of the indicated scope are to be
deleted. For each object on the list, if theCeconditions in the Access Control List specified by the
eference to Access Control List attribute ‘of the object to be deleted are satisfied, the MMS server shall
delete the object and make its name (Variable Name or Scattered Access Name) available for immediate
r¢definition.

I 12.13.2, page 136, fifth paragraph, replace the last sentence with:

ilure to delete an object because the conditions specified in the referenced Access Control List object
ere not satisfied shall-niot be deemed an error.

12.14.2, page. 138, add a new first paragraph:
e MMS server shall verify that all the conditions in the Access Control List object referenced by the

ference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. If this
ndition is not satisfied, the service request fails and a Result(-) shall be returned.
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In 12.14.2, page 138, replace the third paragraph with the following:

Initialize the Reference to Access Control List attribute to reference an Access Control List object that
will report the value of MMS Deletable as true (see ). The predefined symbol 'M_Deletable' (see 21.1.3)
may be used for this purpose.

In 12.14.2, page 138, in item a) 3), hrase:

elete the p
r

its MMS Deletable attribute equal to true,
in the first sentence. Add a new sentence immediately following this sentence:
[ts Reference to Access Control List attribute shall be set to reference an Access Control List object thaf
will report the value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletablel
(see 18.3.1.4) may be used for this purpose.
In 12.14.2, page 138, in item a) 4) ii), replace this line with:
i1) the Reference to Access Control List attribute shall be~initialized to reference an Acces

Control List object that will report the value of MMSDeletable as true (see 21.1.3). Thg
predefined symbol 'M_Deletable' (see 18.3.1.4) may be used for this purpose.

In table 53, on page 139, add a new line immediately dfter Alternate Access:

| Access Control List | | | ¢ | c®» | Aco |

In 12.15.1.2.1, page 139, add the following sentence to the end of the subclause:

Subclause 21.1.3 specifies the value'to be returned by this parameter.

Add a new subclause 12.05,1.2.3 on page 140:
12.15.1.2.3 Access Control List

This parameter, of type Identifier, shall indicate the name of the Access Control List object that control
access to_this'Named Variable List object. This parameter shall not appear unless the ACO parametef
CBB has-been negotiated.

In 127152, page 14U, replace the Jirst sentence of the jirst paragraph:

The MMS server shall locate the specified Named Variable List object and shall return the MMS
Deletable parameter and the List of Variable parameter as specified below. Section specifies the value to
be returned by the MMS Deletable parameter. The List of Variable attribute provides the value of the
List of Variable parameter.
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In 12.16.2, page 142, replace the first paragraph with:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = DELETE. If
this condition is not satisfied, the service request fails and a Result(-) shall be returned.

If the request is acceptable, the MMS server shall prepare a list of objects to be deleted. If SPECIFIC
was selected as the Scope of Delete parameter, the List of Name parameter identifies the objects to be

- WS4 A —v-a OV O carcated Ooptcarc to Ot deleted. FoT ¢4
opject on the list, if the conditions in the Access Control List specified by the Reference to Access
(fontrol List attribute of the object are satisfied for Service Class = DELETE, the MMS server. ‘shall
delete the Named Variable List object and make its name available for immediate redefinition. The
IMS server shall remove the reference to this object from the List of References to Access Gontrolled
(Jbjects attribute of the Access Control List referenced by the Reference to Access Contrel List attribute
this object.

In 12.16.2, bottom of page 142, replace the last sentence of the fifth paragraph with:

Failure to delete an object for which the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute are not satisfied for service class = DELETE shall not be
dpemed an error.

In 12.17.2, near the top of page 144, replace the first paragraph with:

he MMS server shall verify that all the conditions invthe Access Control List object referenced by the

eference to Access Control List attribute of the VIMD are satisfied for the service class = LOAD. If this
bndition is not satisfied, the service request fails'and a Result(-) shall be returned.

~ —

O

The MMS server shall create a Named Type object and initialize its Type Name and Type Description
aftributes from the Type Name and Type Specification parameter, respectively. Its Reference to Access
Cntrol List attribute shall be set to reference an Access Control List object that will report the value of
MMS Deletable as true (see 21.1.3): The predefined symbol 'M_Deletable' (see 18.3.1.4) may be used for
tHis purpose.

In table 56, on page-144, add a new line immediately after Type Specification:

LAccess Control List | i | C | C(=) | ACO ]

In 12.081.2.1, top of page 145, add the following sentence to the end of the subclause:

Subclause 21.1.3 specifies the value to be returned by this parameter.
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Add a new subclause 12.18.1.2.3 on page 145:
12.18.1.2.3 Access Control List
This parameter, of type Identifier, shall indicate the name of the Access Control List object that controls

access to this Named Type. This parameter shall not appear unless the ACO parameter CBB has been
negotiated.

In 12.18.2, page 145, replace the paragraph with:
The VMD shall return the parameters associated with this Named Type object. Subclause.21.1.18
specifies the value to be returned by the MMS Deletable parameter.

In 12.19.2, page 147, replace the first paragraph with:

The MMS server shall verify that all the conditions in the Access Control List-object referenced by th

Reference to Access Control List attribute of the VMD are satisfied for the'service class = DELETE. If
this condition is not satisfied, the service request fails and a Result(-) shalllbe returned.

W

If the request is acceptable, the MMS server shall prepare a list.gf”objects to be deleted. If SPECIFI(
was selected as the Scope of Delete parameter, the List of Name parameter identifies the objects to b
deleted. Otherwise, all Named Type Objects of the indicated“scope are to be deleted. For each object o
the list, if the conditions in the Access Control List specified by the Reference to Access Control Lis
attribute of the object are satisfied for Service Class =\DELETE, the MMS server shall delete the Name
Type object and make its name available for immediate redefinition. The MMS server shall remove th
reference to this Named Type object from the List of References to Access Controlled Objects attribut
of the Access Control List object referenced‘by the Reference to Access Control List attribute of thi
Named Type object.

LW = = U U J

In 12.19.2, page 147, third paragraph, replace the last sentence with:

Failure to delete an object-because the conditions specified in the referenced Access Control List objeq
were not satisfied shall nop be deemed an error.

—

13. Semaphore Management Services
In 13.1.4fep of page 152, replace the line

Attribute: MMS Deletable (TRUE, FALSE)

in the Object Model with the following lines:

Attribute: Reference to Access Control List
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In 13.1.1, on page 152, replace the description of MMS Deletable with:
Reference to Access Control List
The Reference to Access Control List is a reference to an Access Control List object (see ) that provides

conditions under which this Semaphore may be controlled by a Client, deleted, or have its access control
changed.

L2 J 7 ] L b2 N 1 Va1 . I pal Logr DL ] ] 1
1 10.1.1, UOLLOI UJ PU—SC 14, Ui trie lCA,[jULLUWl",g LVETL CUNRALLLUTL INCJETernie, LHRUNge tnic prrusc.

whose MMS Deletable attribute value is false
1q:

whose Reference to Access Control List attribute references an Access Control List object that
specifies NEVER for service class = DELETE

~

n 13.2.2, page 160, add a new first paragraph:

he MMS server shall verify that all the conditions in the Access Control, List object referenced by the
eference to Access Control List attribute of the VMD are satisfied forcthe’service class = LOAD. The
[MS server shall verify that all the conditions in the Access Confrol List object referenced by the
eference to Access Control List attribute of the semaphore are satisfied for the service class = LOAD.
If these conditions are not satisfied, a Result(-) shall be returned (with an error class = ACCESS and error
cpde = OBJECT-ACCESS-DENIED. The remainder of this procédure shall be skipped.

Z2 I -

IR 13.4.2, page 163, add a new first paragraph:

e MMS server shall verify that all the conditions in the Access Control List object referenced by the
eference to Access Control List attribute of the' VMD are satisfied for the service class = LOAD. If
ese conditions are not satisfied, a Result(-).shall be returned with an error class = ACCESS and error
pde = OBJECT-ACCESS-DENIED. The\remainder of this procedure shall be skipped.

(@B

~

1 13.4.2, page 163, in item b), repldce this line with:

b) Its Reference to-Access Control List attribute shall be initialized to reference an Access
Control List object)that will report the value of MMS Deletable as true (see 21.1.3). The
predefined symbol 'M_Deletable' (see 18.3.1.5) may be used for this purpose.

In 13.4.2, page 163;7in item g) 2), replace this line with:
2)-Its~Reference to Access Control List attribute shall be initialized to reference an Access

Control List object that will report the value of MMS Deletable as false (see 21.1.3). The
predefined symbol 'M_NonDeletable’ (see 18.3.1.5) may be used for this purpose.

In 13.5, page 164 replace the sentence with:

The DeleteSemaphore service may be used by an MMS-user in order to delete a semaphore if such
deletion is permitted.
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In 13.5.2, bottom of page 164, replace the text with the following:

The MMS server shall verify that the semaphore exists and has no active owner. The MMS server shall
verify that all the conditions in the Access Control List object referenced by the Reference to Access
Control List attribute of the VMD are satisfied for the service class = DELETE. The MMS server shall
verify that all the conditions in the Access Control List object referenced by the Reference to Access
Control List attribute of the semaphore are satisfied for the service class = DELETE. If these conditions
are not satisfied, the service request fails and a Result(-) shall be returned.

The MMS server shall remove the reference to this semaphore from the List of References to Acteds
Controlled Objects attribute of the Access Control List referenced by the Reference to Access, Contrgl
List attribute of the semaphore. Finally, it shall delete the specified semaphore and the Event-Condition
Object referenced by the Event Condition Reference attribute of the semaphore. Return a Result(+).
In table 62, on page 165, add a new line immediately after Number Of Hung Tokens:

| Access Control List I ] I C | C(=) | ACO |
In 13.6.1.2.1, page 165, add the following sentence at the end of the paragraph:
Subclause 21.1.3 specifies the value to be returned by this parameter.
Add a new subclause 13.6.1.2.6 on page 166:
13.6.1.2.6 Access Control List
This parameter, of type Identifier, shall indicate the mame of the Access Control List object that controls
access to this Semaphore. This parameter shallxnot appear unless the ACO parameter CBB has beeh
negotiated.
In 13.9.2, page 172, add a new first paragraph:
The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. [t
shall verify that all the cofditions in the Access Control List object referenced by the Reference tp
Access Control List attribute of the semaphore are satisfied for Service Class = LOAD. If these
conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error code
OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.
14. Operator Communication Services
In 14s5;add thefollowing sentence to the end of the note:
The MMS Server may require the use of a semaphore by specifying it as a condition in an Acceds

Control List for accepting input and output to the Operator Station.
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In

14.1.1, page 174, in the object model, immediately after line

Key Attribute: Operator Station Name

insert a new line:

Attribute: Reference to Access Control List

In

St:

ing
Re

Th
co

In

b)

In

Th
R4
M
R

14.1.1, in the text following the object model, before the line

ition Type

ert the new text:
ference to Access Control List

e Reference to Access Control List is a reference to an Access Control dvist object (see ) that provides
hditions under which this Operator Station may be read, written, or hdve its access control changed.

14.2.2, page 178, insert new items b) and c) into the list. Renunmber the remaining items accordingly.

the conditions in the Access Control List object referenced by the Reference to Access Control
List attribute of the VMD are not satisfied for the\service class = WRITE,

the conditions in the Access Control List ebject referenced by the Reference to Access Control
List attribute of the Operator Stations are«not satisfied for the service class = WRITE,

14.3.2, page 179, add a new first paragraph:

e MMS server shall verify that“all the conditions in the Access Control List object referenced by the
ference to Access Control List attribute of the VMD are satisfied for the service class = READ. The
MS server shall verify that all the conditions in the Access Control List object referenced by the
ference to Access Ceontrol List attribute of the semaphore are satisfied for Service Class = READ.

Otherwise the service-shall fail and a Result(-) shall be returned.

15

. Event Management Services

In

At

in

15.1.1.1, page 181, replace the line
tribute: MMS Deletable (TRUE, FALSE)

the Object Model with the following line:

Attribute: Reference to Access Control List
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In 15.1.1.1, on page 181, replace the description of MMS Deletable with:

Reference to Access Control List

The Reference to Access Control List is a reference to an Access Control List object (see ) that provides
conditions under which this Event Condition may have its monitoring attributes modified, may be
triggered (if a NETWORK-TRIGGERED Event Condition), have its access control changed, or be
deleted.

In 15.1.2.1, page 184, replace the line
Attribute: MMS Deletable (TRUE, FALSE)
in the Object Model with the following line:

Attribute: Reference to Access Control List

In 15.1.2.1, bottom of page 184, replace the description of MMS Deletablewith:
Reference to Access Control List

The Reference to Access Control List is a reference to an AcCéss Control List object (see ) that provide]
conditions under which this Event Action object may be deleted or have its access control changed.

2]

In 15.1.3.1, top of page 186, replace the line
Attribute: MMS Deletable (TRUE, FALSE)
in the Object Model with the following,line:

Attribute: Reference to Access Control List

In 15.1.3.1, page 186, replace the description of MMS Deletable with:
Reference to A¢cess Control List
The Reference to Access Control List is a reference to an Access Control List object (see ) that provide

conditiens under which this Event Enrollment object may have its attributes changed, may be deleted, g
have its access control changed.

-

In 15.1.4.2.4, page 194, item b) change the reference to 7.2.13.2.

In 15.1.4.2.5, page 194, first paragraph, change the reference to 7.2.13.
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In 15.1.4.2.5, page 194, item b), replace this line with:

b) the value NONE for the Application Association Identifier;

In 15.1.4.2.5, page 194, second paragraph, change the reference to 7.2.13.2.

In 15.2.2, page 199, add a new first paragraph:

TheMM S copvershallverivthat sl theeonditionsinthe ) ortre oh eed-brthe
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD~If

tHese conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and efror
cpde = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.

In 15.2.2, page 199, in item b), replace this line with:

b) Reference to Access Control List - initialized to reference an Access Control List object that
will report the value of MMS Deletable as true (see21.1.3).. The predefined symbol
'‘M_Deletable' (see 18.3.1.4) may be used for this purpose.

In 15.3.1.2.1, page 201, replace the last phrase of this sentence

or a value of false in the MMS Deletable attribute

wlith:

or because deletion was not permitted.

In 15.3.2, page 202, add a new first paragraph:

he MMS server shall verify that all the_conditions in the Access Control List object referenced by the
eference to Access Control List attribute of the VMD are satisfied for the service class = DELETE. If

lese conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error
pde = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.

Q= x4

In 15.3.2, page 202, in the(second sentence of the first paragraph, replace the phrase

F if the MMS Deletable attribute has the value false

Q

wlith:

Q

- if the\eenditions in the Access Control List referenced by the Reference to Access Control List
tribate of the Event Condition object were not satisfied for Service Class = DELETE,

[

In 15.3.2, page 202, add a new sentence following the second sentence of the first paragraph:
Remove the reference to this Event Condition object from the List of References to Access Controlled

Objects attribute of the Access Control List object referenced by the Reference to Access Control List
attribute of the Event Condition object.
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In 15.3.2, page 202, in the second paragraph, replace the last phrase of this sentence
or a value of FALSE in the MMS Deletable attribute.
with:

or if the conditions in the Access Control List referenced by the Reference to Access Control List
attribute of the Event Condition object were not satisfied for Service Class = DELETE.

In table 70, on page 202, add a new line immediately after Evaluation Interval:

|Access Control List l | | C 1 C(=) | ACO |

In 15.4.1.2.1, page 203, add the following sentence at the end of the paragraph:

Section specifies the value to be returned by this parameter.

Add a new subclause 15.4.1.2.8 on the bottom of page 203:
15.4.1.2.8 Access Control List

This parameter, of type Identifier, shall indicate the name 0of the Access Control List object that controlp
access to this Event Condition object. This parameter<shall not appear unless the ACO parameter CBB
has been negotiated.

In 15.6.2, page 207, add a new first paragraph:

The MMS server shall verify that alkthe conditions in the Access Control List object referenced by th
Reference to Access Control List, attribute of the VMD are satisfied for the service class = LOAD. Th
MMS server shall verify that all the conditions in the Access Control List object referenced by th
Reference to Access Contrel.List attribute of the Event Condition object are satisfied for the service clas
= LOAD. If these conditions are not satisfied, the service shall fail and a Result(-) shall be returned.

12} w A4 94

In 15.7.2, page208, add a new first paragraph:

The MMS<server shall verify that all the conditions in the Access Control List object referenced by th
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. Th
MMS’ server shall verify that all the conditions in the Access Control List object referenced by th
Reference to Access Control List attribute of the Event Condition object are satisfied for the service clas

12} A4 A9 w

= LOAD. If these conditions are not satisfied, the service shall fail and a Result(-) shall be returned.
In 15.8.2, page 210, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. If
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these conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.
In 15.8.2, page 210, replace the line

MMS Deletable - Initialized to the value true

sl
11T,

:Ieference to Access Control List - Initialized to refer to an Access Control List object that will repoft'the
hlue of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4),may be
sed for this purpose.

e <

In 15.9.1.1.1, page 211, replace all of the text following the first two sentences with:

W

PECIFIC - Designates the Event Action objects identified by the value of the Event Action Names
pprameters as candidates for deletion.

>

A-SPECIFIC - Designates all Event Action objects whose scope is (the current application association

ap candidates for deletion.
DOMAIN - Designates all Event Action objects whose scope is the specified Domain as candidates for
deletion.

VMD - Designates all Event Action objects whose seope is VMD as candidates for deletion.

o

nly those candidate Event Action objects thathave satisfied the conditions in the Access Control List

bject referenced by the Reference to AccessControl List attribute for Service Class = DELETE shall be
deleted.

Q

In 15.9.1.2.1, page 211, in the firstsentence, replace the last phrase of this sentence
or a value of false for the MMS Deletable attribute.
with:

dr because the ‘conditions in the Access Control List referenced by the Reference to Access Control List
aptribute of the Event Action object were not satisfied for Service Class = DELETE.

~

1:16.9.2, page 211, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the VMD are satisfied for the service class = DELETE. If
these conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.
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In 15.9.2, bottom of page 211, replace the second sentence with:

If not empty, or if the conditions in the Access Control List referenced by the Reference to Access
Control List attribute of the Event Action object are not satisfied for Service Class = DELETE, the MMS

server shall count the Event Action object as a Candidate Not Deleted, and shall not delete the Event
Action object.

In 15.9.2, bottom of page 211, add a new sentence to the end of the first paragraph:

Remove the reference to this Event Action object from the List of References to Access Controllccli
Objects attribute of the Access Control List object referenced by the Reference to Access Contrel List
attribute of the Event Action object.

In 15.9.2, in the second paragraph added by ISO/IEC 9506-1/Cor.1, replace the last sentence with:

Failure to delete an object because the conditions specified in the referenced Access’Control List objed
were not satisfied shall not be deemed an error.

—

In table 76, on page 212, add a new line immediately after Confirmed Service’Request:

I Access Control List | | | C | C(=) ] ACO |

In 15.10.1.2.1, page 213, add the following sentence at the)end of the paragraph:
Subclause 21.1.3 specifies the value to be returned by’this parameter.

Add a new subclause 15.10.1.2.4 on page 213:

15.10.1.2.4 Access Control List

This parameter, of type Identifier, shall indicate the name of the Access Control List object that control
access to this Event Action'object. This parameter shall not appear unless the ACO parameter CBB hajs
been negotiated.

2]

In 15.12.2, page 216, add a new condition e) as follows:

e) Verify that all the conditions in the Access Control List object referenced by the Reference t
Access Control List attribute of the VMD are satisfied for the service class = LOAD. If thes
conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and errq
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.

= O O

In 15.12.2, page 217, item b), replace the line:

b) MMS Deletable - Initialized to the value true
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with:

b) Reference to Access Control List - Initialized to refer to an Access Control List object that will report
the value of MMS Deletable as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4)

may be used for this purpose

o LSC8 10 sipose.

In15.13.1.2.1

due to a value of false in the MMS Deletable attribute

With:

o

pcause the conditions in the Access Control List referenced by the Reference to Access{Control List

el Uy JAN W) Lw

tribute of the Event Enrollment object are not satisfied for Service Class = DELETE.

fS}

In 15.13.2, page 220, add a new first paragraph:

he MMS server shall verify that all the conditions in the Access ControlList object referenced by the
eference to Access Control List attribute of the VMD are satisfied for,the service class = DELETE. If
hese conditions are not satisfied, a Result(-) shall be returned with*an error class = ACCESS and error
pbde = OBJECT-ACCESS-DENIED. The remainder of this procédure shall be skipped.

o = x4

~

n 15.13.2.1, page 220, replace item b) with:

o

satisfies the conditions in the Access Control List referenced by the Reference to Access Control List
tribute of the Event Enrollment object for Servicé Class = DELETE

[

~

m 15.13.2.2, page 220, replace item b)with:

o

satisfies the conditions in the Access Control List referenced by the Reference to Access Control List
tribute of the Event Enrollment object for Service Class = DELETE

[

~

B 15.13.2.2, page 220, delete the last phrase in the last sentence:

[N

e to the presénce of the value FALSE in the MMS Deletable attribute.

In 15d3:2.3, page 220, in the second sentence, replace the phrase

forwhich the value of the MMS Deletable attribute is equal to true.
with:

for which the conditions in the Access Control List referenced by the Reference to Access Control List
attribute of the Event Enrollment object are satisfied for Service Class = DELETE.
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In 15.13.2.3, page 220, delete the last phrase in the last sentence of the first paragraph:

due to the presence of the value FALSE in the MMS Deletable attribute.

In 15.13.2.4, bottom of page 220, add a new sentence to the end of the first paragraph:

Remove the reference to this Event Enrollment object from the List of References to Access Controlled

Jors. + $taacloa s +k A ya) + LI st ols % £, Jd 1 +l Raf, + A ral +. 115
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attribute of the Event Enrollment object.

In table 80, on page 221, add the following line immediately before More Follows:

|Access Control List | | | C l C(=) [ ACO |

In 15.14.1.2.1.5, bottom of page 223, add the following sentence at the end of the paragraph:

Subclause 21.1.3 specifies the value to be returned by this parameter.

Add a new subclause 15.14.1.2.1.11 on page 224:
15.14.1.2.1.11 Access Control List

This parameter, of type Identifier, shall indicate the name of the Access Control List object that control$
access to this Event Enrollment object. This parameter(shall not appear unless the ACO parameter CBB
has been negotiated.

In 15.16.2, page 229, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by th
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. Th
MMS server shall verify that all the conditions in the Access Control List object referenced by th
Reference to Access Control List attribute of the Event Enrollment object are satisfied for the servic
class = LOAD. If these conditions are not satisfied, the service shall fail and a Result(-) shall be returned,

o0 0—®

In 15.18.2, page 234, add a new first paragraph:

The MMS server shall verify that all the conditions in the Access Control List object referenced by th
Reference,to Access Control List attribute of the VMD are satisfied for the service class = LOAD. Th
MMS:server shall verify that all the conditions in the Access Control List object referenced by th
Referénce to Access Control List attribute of the Event Enrollment object are satisfied for the servic
class = LOAD. If these conditions are not satisfied, the service shall fail and a Result(-) shall be returned.

w W W

In 15.18.2, page 234, add the following phrase at the end of the second sentence:

provided that such triggering is allowed according to the service procedure of 15.7.2.
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In 15.21.2, page 243, item e), change the reference to the Transaction object:.
.... and reference a Transaction object (see ).

16. Journal Management Services

In 16.1.1.1, bottom of page 250, replace the line

Afttribute: MMS Deletable (TRUE, FALSE)

~.

n the Object Model with the following line:
Attribute: Reference to Access Control List
I 16.1.1.1, bottom of page 250, replace the description of MMS Deletable with:

Reference to Access Control List

—

he Reference to Access Control List is a reference to an Access Control List object (see ) that provides
pnditions under which this Journal may be read, written, deleted, or have-its access control changed.

O

p 16.2.2, page 257, add a new first paragraph:

he MMS server shall verify that all the conditions in the Aceess Control List object referenced by the
Reference to Access Control List attribute of the VMD aré-satisfied for the service class = STORE. The
[MS server shall verify that all the conditions in the"Access Control List object referenced by the
Reference to Access Control List attribute of thé<Journal object are satisfied for the service class
STORE. If these conditions are not satisfied, theservice shall fail and a Result(-) shall be returned.

In 16.3.2, page 263, add a new first paragraph:

e MMS server shall verify that all\thé conditions in the Access Control List object referenced by the
eference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. The
[MS server shall verify that.all the conditions in the Access Control List object referenced by the
eference to Access Control-List attribute of the Journal object are satisfied for the service class
LOAD. If these conditions’are not satisfied, the service shall fail and a Result(-) shall be returned.

q

X

In 16.4.2, page 265 add a new first paragraph:

e MMS server shall verify that all the conditions in the Access Control List object referenced by the
Reference t9 Access Control List attribute of the VMD are satisfied for the service class = LOAD. The
MS server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the Journal object are satisfied for the service class
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In table 91, on page 265, add a new line immediately after MMS Deletable:

[ Access Control List ] | | ¢ | ¢ | aco |

In 16.5.1.2.2, page 266, add the following sentence at the end of the paragraph:

Subclause 2T-T-3specifies the value 1o be returned by this pararmeter.

Add a new subclause 16.5.1.2.3 on page 266:
16.5.1.2.3 Access Control List

This parameter, of type Identifier, shall indicate the name of the Access Control List-object that control$
access to this Journal object. This parameter shall not appear unless the ACO, parameter CBB has been
negotiated.

In 16.6.2, page 267, add a new first paragraph:
The MMS server shall verify that all the conditions in the Aceess Control List object referenced by th¢

Reference to Access Control List attribute of the VMD are satisfied for the service class = LOAD. I
these conditions are not satisfied, the service shall fail and a’ Result(-) shall be returned.

lanr]

In 16.6.2, page 267, item b), replace the line
b) MMS Deletable - Initialized to the value'true
with:

b) Reference to Access Control List - Initialized to refer to an Access Control List object that will repont
the value of MMS Deletable’ as true (see 21.1.3). The predefined symbol 'M_Deletable' (see 18.3.1.4
may be used for this purpose.

In 16.7.2, page'268, add a new first paragraph:

The MMS‘server shall verify that all the conditions in the Access Control List object referenced by the
Refererice to Access Control List attribute of the VMD are satisfied for the service class = DELETE. The
MMS’ server shall verify that all the conditions in the Access Control List object referenced by the
Reference to Access Control List attribute of the Journal are satisfied for the service class = DELETE. If
these conditions are not satisfied, a Result(-) shall be returned with an error class = ACCESS and error
code = OBJECT-ACCESS-DENIED. The remainder of this procedure shall be skipped.
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In 16.7.2, page 268, add a new sentence to the end of the paragraph:

Remove the reference to this Journal object from the List of References to Access Controlled Objects
attribute of the Access Control List object referenced by the Reference to Access Control List attribute of
the Journal object.

7. Errors

(This amendment makes no changes to clause 17 of ISO/IEC 9506-1.)

18. MMS Standardized Names

In 18.3.1.1 replace the line

Attribute: MMS Deletable = FALSE

~.

1 the object model with the lines:
Attribute: Reference to Access Control List = 'M_ReadOnly!
Ih 18.3.1.2 replace the line

Attribute: MMS Deletable = FALSE

~.

b the object model with the lines:

Attribute: Reference to Access Control List = 'M_ReadOnly'
In 18.3.1.3 replace the line

Attribute: MMS Deletable = FALSE

ih the object modelwith the lines:

Attribute: Reference to Access Control List = 'M_NonDeletable'

N

\fter(18:3.1.3, page 278, add the following new subclauses:

18-3. 1.4 M Deletabie

This standardized Access Control List object may be used for objects that may be deleted by use of the
appropriate MMS Delete service.

Object: Access Control List

Key Attribute: Access Control List Name = 'M_Deletable’
Attribute: Reference to Access Control List = 'M_Never'
Attribute: List of Access Control Elements = empty
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Attribute: List of References to Access Controlled Objects =

18.3.1.5 M_NonDeletable

This standardized Access Control List object may be used for objects that may not be deleted by use of
the appropriate MMS Delete service.

Obpject: Access Control List
Key Attribute: Access Control List Name = 'M_NonDeletable'
Attribute: Reference to Access Control List = 'M_Never'
Attribute: List of Access Control Elements =

{ Attribute: Service Class = DELETE,

Attribute: Access Condition = NEVER }
Attribute: List of References to Access Controlled Objects =

18.3.1.6 M_ReadOnly

M_ReadOnly is a predefined Access Control List object that may be used in the definition of Variable
objects.

Object: Access Control List
Key Attribute: Access Control List Name = 'M_ReadOnly'
Attribute: Reference to Access Control List ='M (Never'
Attribute: List of Access Control Elements =

{ Attribute: Service Class = WRITE,

Attribute: Access Condition = NEVER.};

{ Attribute: Service Class = DELETE;

Attribute: Access Condition = NEVER },

{ Attribute: Service Class = EDIT,

Attribute: Access Condition= NEVER }
Attribute: List of References to Access Controlled Objects =

18.3.1.7 M_Never

M_Never is a predefined Access Control List object that is used in the definition of other Access Control
List objects.

Object: Access Control List
Key Attribute: Access Control List Name = 'M_Never'
Attribute: Reference to Access Control List = 'M_Never'
Attribute: List of Access Control Elements —

{ Attribute: Service Class = DELETE,

Attribute: Access Condition = NEVER },

{ Attribute: Service Class = EDIT,

Attribute: Access Condition = NEVER }
Attribute: List of References to Access Controlled Objects =
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18.3.2 Event Condition Objects

M_Violation is a predefined Event Condition that occurs whenever a Client attempts an access to an
object for which it does not have access rights. Enrollments naming this Event Condition will be notified
when such attempts occur.

Object: Event Condition
Key Attribute: Event Condition Name = 'M_Violation'

Altribute: Kererence to Access Control List =" M_Never
Attribute: Event Condition Class = NETWORK-TRIGGERED
Attribute: State = ACTIVE

Attribute: Priority = normalPriority

Attribute: Severity = normalSeverity

Attribute: Additional Detail =

Attribute: List of Event Enrollment References =

19. Conformance

~

h 19.2.1.2, page 280, insert

DefineAccessControlList
GetAccessControlListAttributes
ReportAccessControlledObjects
Delete AccessControlList
ChangeAccessControl

~.

nto the list between ExchangeData and FileOpen!

~

n 19.2.2, page 280, change the last part of the second sentence to:

.Jexcept TPY (described below), CEF(described in clause 15), and ACO (described in clause 21).

~

n 19.2.2, page 280, add the following entry to the end of the list:

ACO

20. Data’Exchange Management Services

In 20\.2.1 replace the line

Attribute: MMS Deletable (FALSE)
in the Data Exchange Object Model with the following lines:

Attribute: Reference to Access Control List = 'M_NonDeletable'
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In 20.1.2.1 replace the description of MMS Deletable with:
Reference to Access Control List
The Reference to Access Control List is a reference to an Access Control List Object (see ) that provides

conditions under which this Data Exchange object may not be written, or have its access control
changed.

In 20.2.2, immediately after the first sentence, insert the following text:

The MMS Server shall verify that the conditions specified in the Access Control List specifiéd: by thg
Reference to Access Control List attribute of the VMD are satisfied for Service Class = WRITE. The
MMS Server shall verify that the conditions specified in the Access Control List specified by thg
Reference to Access Control List attribute of the Data Exchange object are satisfied for Service Clas
= WRITE. If these conditions are not satisfied, the service shall fail and a Result(-)cshall be returned.

In table 96, in ISO/IEC 9506-1/Amd. 1, add a new line immediately after Program Invocation:

|Access Control List | | I C | C(=) [ ACO |

Add a new subclause 20.3.1.2.5:
20.3.1.2.5 Access Control List

This parameter, of type Identifier, shall indicate.the name of the Access Control List object that controls
access to this Data Exchange object. This parameter shall not appear unless the ACO parameter CBB hag
been negotiated.

Add the following new clause:

21. Conditioned service response

21.1 General

2¥1.1 Introduction

This clause provides facilities in MMS that allow the specification of conditions under which certain
MMS services are required to fail. Such facilities may be required, for example, to allow use of some
MMS services by one client to the exclusion of other clients. This clause is consistent with the general
MMS specification that does not require any MMS service request to succeed, but may require a service
request to fail. Success is always dependent on conditions beyond the scope of MMS; failure may be
required by the MMS service procedures.
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The facilities of the Access Control List have been designed to permit interoperation with
implementations conforming to earlier versions of this standard. The external manifestations of the
Access Control List objects is (1) the reporting of the name of the Access Control List object referenced
by a given object in its Get Attributes service, and (2) the use of the additional services specified in this
clause. The first manifestation is governed by the negotiation of the ACO parameter CBB; the second is
governed by the corresponding service CBBs.

2|1.1.2 MMS Access services

Fpr each of the affected services, the service procedure shall be modified to begin with the.folowing
steps:

a) If the Access Control List specified by the Reference to Access Control Eist attribute of the
VMD contains an Access Control Element whose Service Class attribute matches the service
class of the requested service, the Access Condition of that Access Control Element shall be
evaluated. If the Access Condition does not succeed, the service shall-fail, returning an error of
class ACCESS and an error code of OBJECT-ACCESS-DENIED.

b) If the Access Control List specified by the Reference to/Aecess Control List attribute of the
object of the service (if any) contains an Access Contro}l-Element whose Service Class attribute
matches the service class of the requested service, theZActess Condition of that Access Control
Element shall be evaluated. If the Access Condition“does not succeed, the service shall fail,
returning an error of class ACCESS and an errorcode of OBJECT-ACCESS-DENIED.

c) The remainder of the service procedure shall be petformed.

The evaluation of the Access Condition shallbe performed as follows:
a) If the Access Condition = NEVER, the Access Condition fails.

b) If the Access Condition = SEMAPHORE, the semaphore specified by the Semaphore Name
attribute of the Access-Condition shall be examined. If the Application Reference of any owner
of the semaphore matches the Application Reference of the application association indicated by
the ApplicationAssociation Identifer attribute of the transaction object, the Access Condition
shall succeed; otherwise it shall fail. If the Application Association Identifier attribute of the
transaction-object = NONE, the Access Condition shall fail.

c) I the Access Condition = USER, the Application Reference attribute of the application
association indicated by the Application Association Identifier attribute of the transaction object
shall be compared to the Application Reference attribute of the Access Condition. If they match,

the Access Condition shall succeed; otherwise it shall fail. The ApplicationReference—s

FTPr] NOETS
.................. c—artioute

of the application association indicated by the Application Association Identifier attribute of the
transaction object may contain the value NONE if the transaction object was created in response
to the processing of an Event Action (see 15.1.4.2.5). In this case, a match will only occur if the
Event Condition also specifies the value NONE for USER.
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d) If the Access Condition = PASSWORD, the Authentication Unit employed attribute of the
application association is TRUE, and the value of the Authentication Value attribute of the
application association matches the Password attribute of the Access Condition, the Access
Condition shall succeed; otherwise it shall fail. For the Authentication Value to match the
Password Value, both values shall represent the same choice in the Authentication-value type
(see ISO 8650/AM 1). If the charstring choice has been selected, a match condition shall mean
the equality of the character strings, both as to the length of the string and the identity of the
characters. If the bitstring choice has been selected, a match condition shall mean that both

h - 1 1 1 1 1 1 1L h aVY] L 41 1 1 - - 1
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>

the meaning of a match condition shall be specified by the agency specifying the form ofythe
external. If the application association attribute of the transaction object is NONE, the)Accesp
Condition fails.

e) If the Access Condition = JOINT, the Access Conditions specified in the_ List of Accesp
Condition attribute shall be evaluated. If all of the Access Conditions in the\list succeed, thi
Access Condition shall succeed; otherwise this Access Condition shall<fail. The order (jf
evaluation of the Access Conditions of the List of Access Condition attribute shall be a local
matter.

1°2]

f) If the Access Condition = ALTERNATE, the Access Conditions specified in the List of
Access Condition attribute shall be evaluated. If any of,the Access Conditions succeed, this
Access Condition shall succeed; otherwise this Access“Condition shall fail. The order of
evaluation of the Access Conditions of the List of Access Condition attribute shall be a locdl
matter.

21.1.3 Reporting services

For those services that return a value of.the"MMS Deletable parameter, the service shall return a valu
'FALSE' if the Access Control List object describing this object contains any Access Control Elemen
specifying Service Class = DELETE“and Access Condition = NEVER. Otherwise, these services sha
return a value of "TRUE'. The value shall not depend on the Access Control List object referenced by th
VMD. These services include;

¢

T

a) GetDomainAttributes

b) GetProgramInvocationAttributes
c) GetVariableAccessAttributes

d) GetScattered AccessAttributes

e) GetNamedVariableListAttributes
f) GetNamedTypeAttributes

2) ReportSemaphoreStatus

h) GetEventConditionAttributes

1) GetEventActionAttributes

1) GetEventEnrollmentAttributes
k) ReportJournalStatus

D) GetDataExchangeAttributes

m) GetAccessControl Attributes
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21.2 Access Condition parameter

The Access Condition parameter is a parameter common to several Access Control services. It expresses
a condition required to be satisfied if the service is to be allowed to proceed.

The structure of the component parameters is shown in table 97.

Table 97 — Access Condition parameter

Parameter Name Reqg/Rsp Ind/Cnf
Access Condition M M(=)
Never S S(=)
Semaphore S S(=)
User S S(=)
Password S S(=)
Joint S S(=)
List of Access Condition M M(=)
Alternate S S(=)
List of Access Condition M M(=)

21.2.1 Access Condition

—

his parameter shall convey the condition to be safisfied. One of the following parameters shall be
plected.

72

21.2.1.1 Never

w2

election of this parameter shall indicate that the service class identified in this Access Control Element
nall always fail, i.e. it shall never'succeed.

w»

[\®)

1.2.1.2 Semaphore

w

election of this parameter shall indicate that the service class identified in this Access Control Element
nall fail if the MMS Client requesting this service does not own the named semaphore. The value of this
prameter iS¢he name of the semaphore so identified.

QD »

21:24.3 User

Selection of this parameter shall indicate that the service class identified in the Access Control Element
shall fail unless the MMS Client requesting this service has the Application Reference identified in this
parameter. This parameter may also specify NONE in which case the service shall fail unless the
transaction was initiated as an Event Action, i.e. as the result of the occurrence of an event.
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21.2.1.4 Password

Selection of this parameter shall indicate that the service class identified in this Access Control Element
shall fail unless the MMS Client requesting this service has provided the ACSE Authentication value
identified in this parameter.

21.2.1.5 Joint

delection of this parameter shall indicate that this condition shall succeed it all of the Access Condition$
in the List of Access Conditions that follow succeed. If this parameter is selected, the following
parameter shall appear.

=

b

21.2.1.5.1 List of Access Condition

This parameter shall contain one or more Access Conditions as described in 21.2.
21.2.1.6 Alternate

Selection of this parameter shall indicate that this condition shall succeed(if-any of the Access Condition$

in the List of Access Conditions that follow succeed. If this parameter is selected, the following
parameter shall appear.

=

P

21.2.1.6.1 List of Access Condition
This parameter shall contain one or more Access Conditions as described in 21.2.
21.3 Define Access Control List

The Define Access Control List service allows the MMS Client to define a set of conditions that will
govern access to MMS objects.

21.3.1 Structure

The structure of the component service primitives is shown in table 98.
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Table 98 — DefineAccessControlList

Parameter Name Req Ind Rsp Cnf CBB
Argument M M(=)
Access Control List Name M M(=)
_List of Access Control Element M M(=)
Service Class M M(=)
Access Condition M M(=)
Result(+) S S(=)
Result(-) S S(=)
Error Type M M(=)
21.3.1.1 Argument

—

his parameter shall convey the parameters of the DefineAccessControlISist service request.

21.3.1.1.1 Access Control List Name

—

his parameter, of type Identifier, shall specify the name 6f a Access Control List. Access Control List
bjects always have VMD-specific scope.

o

21.3.1.1.2 List of Access Control Element

This parameter shall contain zero or morte “values describing an access control element. Each such
element shall consist of a Service Class;parameter indicating which set of MMS services the element
cpnstrains, and an Access Condition parameter indicating the condition that, if not satisfied, shall require
the services identified by the first parameter to fail.

21.3.1.1.2.1 Service Class

=

his parameter shall)indicate which service class shall be represented in this Access Control Element.
he possible values are READ, WRITE, LOAD, STORE, EXECUTE, DELETE and EDIT.

=

21.3.1.1.2.2 Access Condition

idantifio-th Aiss 1o hallla e 1 +] . 1
Hdentify-the-conditton-that-shatt-be-satisfied-toattowtheservice to-proceed:

21.3.1.2 Result(+)

The Result(+) parameter shall indicate that the service request succeeded. When success is indicated, no
service specific parameter shall be returned.
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21.3.1.3 Result(-)

This parameter shall indicate that the service request failed. The Error Type parameter, which is defined
in detail in clause 17, provides the reason for the failure.

21.3.2 Service Procedure

The MMS server shall verity that all the conditions 1n the Access Control List object reterenced by th
Reference to Access Control List attribute of the VMD are satisfied for the service class = LOADy 1
these conditions are not satisfied, the service shall fail and a Result(-) shall be returned.

The responding MMS-user shall create an Access Control List object and assign it attributes.as indicated
by the parameter list. The Reference to Access Control List attribute shall be initialized 1o reference an
Access Control List object that will report the value of MMS Deletable as true((see 21.1.3). The
predefined symbol 'M_Deletable' (see 18.3.1.4) may be used for this purpose. Thé Reference to Access
Controlled Objects attribute shall be initialized to an empty list. If an object with the same name already
exists, a Result(-) shall be returned. Otherwise, a Result(+) shall be returned.

1.4 Get Access Control List Attributes

The Get Access Control List Attributes service returns the attributes of the Access Control List object
either the object directly identified, or the object that is referenced by the Reference to Access Contro
List attribute of the identified object.

21.4.1 Structure

The structure of the component service primitives is shown in table 99.
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Table 99 — GetAccessControlListAttributes

Parameter Name Req Ind Rsp Cnf CBB
Argument M M(=)
Aceess-Control-istName S S=)
VMD S S(=)
Specific Object S S(=)
Object Class M M(=)
Object Name M M(=)
Result(+) S S=)
Access Control List Name M M(=)
List of Access Control Element M M(=)
Service Class M M(=)
Access Condition M M(=)
VMD Use M M(=)
Counts of Controlled Objects C C(=)
Object Class C C=)
Object Count C C(=)
Access Control List C C(=) ACO
Result(-) S S(=)
Error Type M M(=)
21.4.1.1 Argument
This parameter shall convey the parametets of the GetAccessControlListAttributes service request. One

f the following parameters shall be chesen.

21.4.1.1.1 Access ControlList Name

This parameter, of type Identifier, shall specify the name of a Access Control List whose attributes are to
be returned. Access®€ontrol List objects always have VMD-specific scope.

21.4.1.1.20VMD

This(parameter shall specify that the Access Control List object referenced by the Reference to Access
Control List attribute of the VMD is the Access Control List object whose attributes are to be returned.

21.4.1.1.3 Specific Object

This parameter shall specify that the Access Control List object referenced by the parameters that follow
is the Access Control List object whose attributes are to be returned. If this parameter is chosen, the
following parameters shall appear.
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