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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental
and npn-governmental, In liaison with 1ISO and IEC, also take part in the work. In the tield |of information
techndlogy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

International Standards are drafted in accordance with the rules given in the ISO/IEC Djrectives,|Part 2.

The main task of the joint technical committee is to prepare International Stahdards. Draft International
Standards adopted by the joint technical committee are circulated to national bodies for voting. [Publication as
an Int¢grnational Standard requires approval by at least 75 % of the national bodies casting a votge.

Attentipn is drawn to the possibility that some of the elements of this decument may be the supject of patent
rights.|ISO and IEC shall not be held responsible for identifying any ér-all such patent rights.

ISO/IHC 9594-3 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatioh technology,
Subcommittee SC 6, Telecommunications and information exchange between systems, in collaboration with
ITU-T|The identical text is published as ITU-T Rec. X.511
This |fifth edition of ISO/IEC 9594-3 constitutes a technical revision of the fpurth edition
(ISO/IEEC 9594-3:2001), which is provisionally retained in order to support implementations |based on the
fourth edition.

ISO/IHC 9594 consists of the following parts;“under the general title Information technology — Qpen Systems
Intercannection — The Directory:

— Part 1: Overview of concepts;.models and services
art 2: Models

hrt 3: Abstract service definition

art 5;-Protocol specifications

P
P
— Part 4: Procedures for distributed operation
P
P

m68: Selected attribute types

— Part 7: Selected object classes
— Part 8: Public-key and attribute certificate frameworks
— Part 9: Replication

— Part 10: Use of systems management for administration of the Directory

© ISO/IEC 2005 — All rights reserved \
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Introductio

n

This Recommendation | International Standard, together with the other Recommendations | International Standards, has
been produced to facilitate the interconnection of information processing systems to provide directory services. A set of
such systems, together with the directory information that they hold, can be viewed as an integrated whole, called the
Directory. The information held by the Directory, collectively known as the Directory Information Base (DIB), is
typically used to facilitate communication between, with or about objects such as application entities, people, terminals,
and distribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is to allow, with a minimum of

technical agre

ment outside of the interconnection standards themselves, the interconnection of information pro

essing

systems:

This Recommyd

This Recommyg
defined by oth
may be mand4
but does not 1
claim conform|
defects will ng
possible.

This fifth editi

The first and {
designed to f
function unles

from different manufacturers;
under different managements;
of different levels of complexity; and

of different ages.
ndation | International Standard defines the capabilities provided by the Directdry to its users.

ndation | International Standard provides the foundation frameworks upen ‘which industry profiles
er standards groups and industry forums. Many of the features defiiedas optional in these frame
ted for use in certain environments through profiles. This fifth edition technically revises and enl
eplace, the fourth edition of this Recommendation | International Standard. Implementations m:
ance to the fourth edition. However, at some point, the fourth(edition will not be supported (i.e., rq

longer be resolved). It is recommended that implemeritations conform to this fifth edition as §

bn specifies versions 1 and 2 of the Directory protocols.

econd editions specified only version 1. Most of the services and protocols specified in this edit
nction under version 1. However some enhanced services and protocols, e.g., signed errors, W
all Directory entities involved in the operation have negotiated version 2. Whichever version hg

negotiated, diffferences between the services and_between the protocols defined in the five editions, except fo

specifically as
ISO/IEC 9594

Annex A, whi(
Directory absti

Annex B, whi
the semantics 4

Annex C, whi
families of ent

signed to version 2, are accommodated using the rules of extensibility defined in ITU-T Rec. J
5.

h is an integral part of this Recommendation | International Standard, provides the ASN.1 module
act service.

h is not an integral part of this Recommendation | International Standard, provides charts that d
ssociated with Bagsic Access Control as it applies to the processing of a Directory operation.

h is not anjifitegral part of this Recommendation | International Standard, gives examples of the
ies.

can be
works,
lances,
hy still
ported
oon as

on are
ill not
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K.519 |
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use of

Annex D, whi

defect reports that Have been incorporated to form this edition of this Recommendation | International Standard.

ch/issnot an integral part of this Recommendation | International Standard, lists the amendmerrts and
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INTERNATIONAL STANDARD
ITU-T RECOMMENDATION

Information technology — Open Systems Interconnection —
The Directory: Abstract service definition

1 Scope

This Recommendation | International Standard defines in an abstract way the externally visible service provided by the
Directory.

This Recommendation | International Standard does not specify individual implementations or products,

2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard. At the time of publication, the editionfs indicated
were valid. All Recommendations and Standards are subject to revision, and._pasties to agreements based on this
Recommendation | International Standard are encouraged to investigate the pessibility of applying the most recent
edition of the Recommendations and Standards listed below. Members of [EC-and ISO maintain registers df currently
valid Interhational Standards. The Telecommunication Standardization Bur¢au of the ITU maintains a list df currently
valid ITUHI Recommendations.

2.1 ldentical Recommendations | International Standards

+  ITU-T Recommendation X.200 (1994) | ISOAEC 7498-1:1994, Information technology — Opgn Systems
Interconnection — Basic Reference Model \The Basic Model.

+  ITU-T Recommendation X.500 (2005)fISO/IEC 9594-1:2005, Information technology — Oppn Systems
Interconnection — The Directory: Oveiview of concepts, models and services.

+  ITU-T Recommendation X.501 (2005) | ISO/IEC 9594-2:2005, Information technology — Oppn Systems
Interconnection — The Directory? Models.

4+  ITU-T RecommendationX.509 (2005) | ISO/IEC 9594-8:2005, Information technology — Opkn Systems
Interconnection — The Directory: Public-key and attribute certificate frameworks.

+  ITU-T Recommendation X.518 (2005) | ISO/IEC 9594-4:2005, Information technology — Opgn Systems
Interconnection.—The Directory: Procedures for distributed operation.

+  ITU-T Recommendation X.519 (2005) | ISO/IEC 9594-5:2005, Information technology — Oppn Systems
Intercomnection — The Directory. Protocol specifications.

+  ITU:T Recommendation X.520 (2005) | ISO/IEC 9594-6:2005, Information technology — Oppn Systems
Interconnection — The Directory. Selected attribute types.

1 SATU-T Recommendation X.521 (2005) | ISO/IEC 9594-7:2005, Information technology — Opgn Systems

b . laall .- Q1 b 1
LrrtCrcornneciiorn=— 11 DIrctior y. SCieticd OUJCCT CIUSSTS.

—  ITU-T Recommendation X.525 (2005) | ISO/IEC 9594-9:2005, Information technology — Open Systems
Interconnection — The Directory: Replication.

— ITU-T Recommendation X.530 (2005) | ISO/IEC 9594-10:2005, Information technology — Open Systems
Interconnection — The Directory. Use of systems management for administration of the Directory.

— ITU-T Recommendation X.680 (2002) | ISO/IEC 8824-1:2002, Information technology — Abstract
Syntax Notation One (ASN.1): Specification of basic notation.

— ITU-T Recommendation X.681 (2002) | ISO/IEC 8824-2:2002, Information technology — Abstract
Syntax Notation One (ASN.1): Information object specification.

— ITU-T Recommendation X.682 (2002) | ISO/IEC 8824-3:2002, Information technology — Abstract
Syntax Notation One (ASN.1): Constraint specification.

ITU-T Rec. X.511 (08/2005) 1
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— ITU-T Recommendation X.683 (2002) | ISO/IEC 8824-4:2002, Information technology — Abstract
Syntax Notation One (ASN.1): Parameterization of ASN.1 specifications.

2.2 Other references
— RFC 2025 (1996), The Simple Public-Key GSS-API Mechanism (SPKM).
— RFC 2222 (1997), Simple Authentication and Security Layer (SASL).

3 Definitions

For the purposes of this Recommendation | International Standard, the following definitions apply.

3.1 Basic Directory definitions

The following terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
d4) Directory;

B) Directory Information Base;

¢) (Directory) User.

3.2 Directory model definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
d) Directory System Agent;
B) Directory User Agent.

33 Directory information base definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IE€ 9594-2:

d) alias entry;

B) Directory Information Tree;

¢) (Directory) entry;

d) immediate superior;

d4) immediately superior entry/object;
f) object;

g) object class;

) object entry;

iy subordinate,

I superiof;

K) ancestor;

:l: family (of entries);

)\‘compound entry.

34 Directory entry definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) attribute;
b) attribute type;
c) attribute value;
d) attribute value assertion;
e) context,

f)  context type;

g) context value;

2 ITU-T Rec. X.511 (08/2005)
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h) operational attribute;
1) user attribute;

j)  matching rule.

3.5 Name definitions

The following terms are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
a) alias, alias name;
b) distinguished name;
c) (directory) name;
d) purported name;

) relative distinguished name

3.6 Distributed operations definitions

The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
d4) bound DSA;
) chaining;
4) initial performer;
)

referral.

3.7 Abstract service definitions
For the pufposes of this Recommendation | International Standard, the-fellowing definitions apply.

3.71 gdditional search: A search that starts from joinBaseObject as specified by the originator in the search
request.

3.7.2 ¢ontributing member: A family member withitd<a compound entry, which made a contribution [to either a
Read, Seaich or Modify Entry operation.

3.7.3 gxplicitly unmarked entry: An entry or.dfamily member that is excluded from the SearchResul§ according
to a speciffcation given in a control attribute referénced by the governing-search-rule.

3.74 family grouping: A set of members of a compound attribute that are grouped together for the purpose of
operation ¢valuation.

3.7.5 filter: An assertion about the presence or value of certain attributes of an entry in order to limit thelscope of a
search.

3.7.6 griginator: The user,that originated an operation.

3.7.7 participation. member: A family member that is either a contributing member or is a member ¢f a family

grouping that as a whele matched a search filter.

3.7.8 primary.search: The search that starts from baseObject as specified by the originator in the searclf request.

3.7.9 relaxation: A progressive modification of the behaviour of a filter during a search operation so as|to achieve
more matched entries i1 too Tew are received, or Tewer matched entries iI t00 Mmany are received.

3.7.10 service controls: Parameters conveyed as part of an operation, which constrain various aspects of its
performance.

3.711 strand: A family grouping comprising all the members in a path from a leaf family member up to the ancestor
inclusive. A family member will reside in as many strands as there are leaf family members below it (as immediate or
non-immediate subordinates).

3.7.12  streamed result: A result of a single operation that is included in multiple responses.

ITU-T Rec. X.511 (08/2005) 3
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4 Abbreviations

For the purposes of this Recommendation | International Standard, the following abbreviations apply.
AVA  Attribute Value Assertion
DIB Directory Information Base

DIT Directory Information Tree

DMD  Directory Management Domain

DSA Directory System Agent
DUA Directory User Agent
RDN Relative Distinguished Name

5 ¢

With ming
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6 (
As describ)|

Conventions

r exceptions this Directory Specification has been prepared according to the Rules for presentation|
mmon text, November 2001.

'Directory Specification" (as in "this Directory Specification") shall be taken to mean ITU-T R
594-3. The term "Directory Specifications" shall be taken to mean the X.500-seriés’)Recommendati
D/IEC 9594.

tory Specification uses the term first edition systems to refer to systems eofforming to the first ed
Specifications, i.e., the 1988 edition of the series of CCITT X.500 Recommendation
594:1990 edition. This Directory Specification uses the term second edition systems to refer

b to the second edition of the Directory Specifications, i.e., the%1993 edition of the series of IT
hdations and the ISO/IEC 9594:1995 edition. This Directory Speeification uses the term third edit]
systems conforming to the third edition of the Directory Speocifications, i.e., the 1997 edition of tf
00 Recommendations and the ISO/IEC 9594:1998 edition. ‘This Directory Specification uses the {
tems to refer to systems conforming to the fourth ledition of the Directory Specifications, i.e|
 ITU-T Recs X.500, X.501, X.511, X.518, X.519,:X.520, X.521, X.525, and X.530, the 2000
. X.509, and parts 1-10 of the ISO/IEC 9594:200¥ edition.

tory Specification uses the term fifth edition.systems to refer to systems conforming to the fifth ed
Specifications, i.e., the 2005 editions of TU-T Recs X.500, X.501, X.509, X.511, X.518, X.5
25, and X.530 and parts 1-10 of the ISO/IEC 9594:2005 edition.

tory Specification presents ASN:l notation in the bold Helvetica typeface. When ASN.1 types and
in normal text, they are differentiated from normal text by presenting them in the bold Helvetic

of procedures, typically reférenced when specifying the semantics of processing, are different
t by displaying them in bold Times. Access control permissions are presented in italicized Times.

n_n

s in a list are numbered (as opposed to using or letters), then the items shall be considered,

Dverview of the Directory service

eddn ITU-T Rec. X.501 | ISO/IEC 9594-2, the services of the Directory are provided through acce

DUAs, ea

of ITU-T |

be. X511 |
ons and all

tion of the

and the
[0 systems
U-T X.500
on systems
le series of
erm fourth
L the 2001
edition of

tion of the
19, X.520,

values are
h typeface.
iated from

steps in a

s points to

h ar‘ﬁng on hehalf of a nser These concepts are dei(‘de in Figan 1 Thrnngh an access pninf th

b Directory

provides service to its users by means of a number of Directory operations.

ITU-T Rec. X.511 (08/2005)
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Figure 1 — Access to the Directory

The Directory operations are of three different kinds:
d) Directory Read operations, which interrogate a single Directory entry;
B) Directory Search operations, which interrogate potentially several Directory entries; and

d¢) Directory Modify operations.

The Direcfory Read operations, the Directory Search operations and the Directory Modify operations are specified in
clauses 9, 10, and 11, respectively. Conformance to Directory operations is\specified in ITU-T Re¢. X.519 |
ISO/IEC 9p594-5.

7 Information types and common procedures

7.1 Introduction

This clausp identifies, and in some cases defines, a number;of information types which are subsequently fised in the
definition jof Directory operations. The information types. concerned are those which are common to morg than one
operation, [are likely to be in the future, or which aressufficiently complex or self-contained as to merit being defined
separately [from the operation which uses them.

Several of the information types used in thé definition of the Directory Service are actually defined |elsewhere.
Subclause[7.2 identifies these types and indicates the source of their definition. Each of the subclauses (7.3 through
7.10) idenfifies and defines an informationtype.

This clausg also specifies some common elements of procedure that apply to most or all of the Directory operptions.

7.2 Information types defined elsewhere

The following informationtypes are defined in ITU-T Rec. X.501 | ISO/IEC 9594-2:
4) Attribute;

) AttributeType;

¢)\ <AttributeValue;

d) AttributeValueAssertion;

e) Context;

f) ContextAssertion;

g) DistinguishedName;

h) Name;

i) OPTIONALLY-PROTECTED;

j) OPTIONALLY-PROTECTED-SEQ;

k) RelativeDistinguishedName.

The following information type is defined in ITU-T Rec. X.520 | ISO/IEC 9594-6:

a) PresentationAddress.
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The following information type is defined in ITU-T Rec. X.509 | ISO/IEC 9594-8:
a) Certificate;
b) SIGNED;
c) CertificationPath.

The following information type is defined in ITU-T Rec. X.880 | ISO/IEC 13712-1:

a) Invokeld.

The following information types are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:

a) OperationProgress;

b) ContinuationReference.

The Servi
controls.

The Secu
requestor,

erviceControls [30] ServiceControls DEFAULT { },
ecurityParameters [29] SecurityParameters OPTIONAL,
equestor [28] DistinguishedName OPTIONAL,
perationProgress [27] OperationProgress
DEFAULT { nameResolutionPhase notStarted },

liasedRDNs [26] INTEGER OPTIONAL,
riticalExtensions [25] BIT STRING OPTIONAL,

ferenceType [24] ReferenceType OPTIONAL,

ntryOnly [23] BOOLEAN DEFAULT<TRUE,
ameResolveOnMaster [21] BOOLEAN DEFAULTFALSE,
perationContexts [20] ContextSelection‘OPTIONAL,
milyGrouping [19] FamilyGrouping’/DEFAULT entryOnly }

ceControls component is specified in 7.5. Its abseneevis deemed equivalent to there being an erf

rityParameters component is specified in 7:10. If the argument of the operation is to be sig}
the SecurityParameters component shall be included in the argument. The abseng

SecurityFIrameters component is deemed equivalent to an empty set.

The requ
identified
shall hold

NOTE
shall bg

The oper
in ITU-T K

q

i

stor Distinguished Name identifies.the originator of a particular operation. It holds the name of
ht the time of binding to the Diteetory. It may be required when the request is to be signed (see
he name of the user who initiated the request.

— Where a user has alternative-distinguished names differentiated by context, the name used as the value g
the primary distinguished, name where known. Otherwise, authentication and access control based on

requesiyr may not work as desired.

ionProgress, referenceType, entryOnly, exclusions and nameResolveOnMaster components
bec. X.518 | ISO/IEC 9594-4. They are supplied by a DUA either:

) whenagting on a continuation reference returned by a DSA in response to an earlier operatiof
values are copied by the DUA from the continuation reference; or

fectory can

npty set of

ed by the
e of the

the user as
7.10), and

f requestor
he value of

hire defined

1, and their

). {when the DUA represents an administrative user that is managing the DSA Information Ttlee and the

manageDSAIT nptinn is set in the service cantrals

The aliasedRDNs component indicates to the DSA that the object component of the operation was created by the
dereferencing of an alias on an earlier operation attempt. The integer value indicates the number of RDNs in the name
that came from dereferencing the alias. (The value would have been set in the referral response of the previous
operation.)

NOTE 2 — This component is provided for compatibility with first edition implementations of the Directory. DUAs (and DSAs)

implemented according to later editions of the Directory Specifications shall always omit this parameter from the
CommonArguments of a subsequent request. In this way, the Directory will not signal an error if aliases dereference to further

aliases.

The operationContexts component supplies a set of context assertions which are applied to attribute value assertions
and entry information selection made within this operation, which do not otherwise contain context assertions for the
same attribute type and context type. If operationContexts is not present or does not address a particular attribute type
or context type, then default context assertions shall be applied by the DSA as described in 7.6.1 and in 8.9.2.2 and 12.8
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of ITU-T Rec. X.501 | ISO/IEC 9594-2. If allContexts is chosen, then all contexts for all attribute types are valid and
context defaults that might have been supplied by the DSA are overridden. (ContextSelection is defined in 7.6).

familyGrouping is used to describe which family members should be selected for processing by a given operation. It is
described more fully in 7.3.2.

7.3.1 Critical extensions

The criticalExtensions component provides a mechanism to list a set of extensions that are critical to the performance
of a Directory operation. If the originator of the extended operation wishes to indicate that the operation shall be
performed with one or more extensions (i.e., that performing the operation without these extensions is not acceptable), it
does so by setting the criticalExtensions bit(s) which corresponds to the extension(s). If the Directory, or some part of
it, is unable to perform a critical extension, it returns an indication of unavailableCriticalExtension (as a serviceError
or PartialOutcomeQualifier). If the Directory is unable to perform an extension that is not critical, it ignores the

presence of the extension.

This Diregtory Specification does not establish rules regarding the order in which a performing DSA is to tecode and
process PIDUs that it receives. A DSA that receives an unknown critical extension shall return a ServiceError with
problem upavailableCriticalExtension to signal that the operation failed.
These Dirgctory Specifications define a number of extensions. The extensions take such forms,as additional] numbered
bits in a BIT STRING, or additional components of a SET or SEQUENCE, and are ignoredby first editign systems.
Each sucl extension is assigned an integer identifier, which is the number of th¢ bit that may [be set in
criticalExtensions. If the criticality of an extension is defined to be critical, the DUA ghall’set the correspoifding bit in
criticalExtensions. If the defined criticality is non-critical, the DUA may or mag/not set the corresponfling bit in
criticalExtensions.
The extendions, their identifiers, the operations in which they are permitted, th€.tecommended criticality, thq clauses in
which theyf are defined, and the corresponding LDAP controls (if any) are shewn in Table 1.
Table 1 — Extensions
. . . e e Defined
Extension Identifier Operations Criticality LDAP Co¢ntrol
(subclauses)
subentries| All Non-critical 7.5 1.3.6.1.4.1.42(3.1.10.1
copyShallPpo Read, Compare, List, Non-critical 7.5
Search
attribute sjze limit 3 Read, Seareh Non-critical 7.5
extraAttriputes 4 Redd}.Search Non-critical 7.6
modifyRightsRequest 5 Read Non-critical 9.1
pagedRestltsRequest 6 List, Search Non-critical | 10.1 1.2.840.11355p.1.4.319
matchedValuesOnly 7 Search Non-critical | 10.2 1.2.826.0.1.3344810.2.3
extendedFjilter 8 Search Non-critical | 10.2
targetSystem 9 Add Entry Critical 11.1
useAliasOnUpdate 10 Add Entry, Remove Critical 11.1
Entry, Modify Entry
newSuper}or: 11 Modify DN Critical 11.4
manageDSAH- 12 Ak Critteat 5143 2+6-846++3730.3.4.2
useContexts 13 Read, Compare, List, Non-critical | 7.6, 7.8
Search, Add Entry,
Modify Entry, Modify
DN
partialNameResolution | 14 Read, Search Non-critical | 7.5
overspecFilter 15 Search Non-critical | 10.1.3 f)
selectionOnModify 16 Modify Entry Non-critical | 11.3.2
Security parameters — 17 All Non-critical | 7.10
Response
Security parameters — 18 All Non-critical | 7.10
Operation code
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Table 1 — Extensions

Extension Identifier Operations Criticality Defined LDAP Control
(subclauses)
Security parameters — 19 All Non-critical | 7.10
Attribute certification
path
Security parameters — 20 All Non-critical | 7.10
Error Protection
SPKM Credentials 21 Directory Bind (Note 3) 8.1.1
Bind token — Response | 22 Directory Bind Non-critical | 8.1.1
Bind token—=Rind Int 23 Directory Rind Non-critical 11
Alg, Bind [Int Key,
Conf Alg find Conf
Key Info
Bind toke — DIRQOP | 24 Directory Bind Non-critical | 8.1.1
(obsolete)
Service administration | 25 Read, Search, Critical 10.2.2, 13,
ModifyEntry clause 16 of
ITU-T Rec
X.501 | ISOAEC
9594-2
entryCourft 26 Search Non-critical | 10:1%3
hierarchyelection 27 Search Non-critical {, 75
relaxation 28 Search Non-critieal ' 7.8
familyGrouping 29 7.3.2,7.83
Compare, Nori-eritical | &
Search, Non-critical | 9.2.2
RemoveEntry Critical 10.2
11.2.2
familyRethrn 30 7.6.4,7.7.1
Read, Non-critical | &
Search, Non-critical | 9.1.3
ModifyEntry Non-critical | 10.2.3
1133
dnAttributees 31 Search Non-critical | 10.2.2
friend attr{butes 32 Read; Search Non-critical | 7.6,7.8.2
Abandon ¢f paged 33 List, Search critical 7.9
results
Paged resylts on the 34 List, Search Non-critical | 7.9
DSP
replaceValues 35 ModifyEntry critical 11.3.1,11.3.2
NOTE 1 { The first ¢xtension is given the identifier 1 and corresponds to bit 1 of the BIT STRING. Bit 0 of the BIT STRING is
not used.
NOTE 2 -{ Use of encrypted or signed and encrypted security transformation or any protection on errors or results to Adfl Entry,
Remove Hntry, Modify Entry, Modify DN requires version 2 or higher of the protocol.

NOTE 3 — The SPKM credentials extension shall be critical unless used in associations established using version 2 or higher.

7.3.2 Family grouping

Family grouping allows a single family member, several family members or all family members of a compound entry,
to be grouped together for joint consideration prior to operation evaluation. These semantics can then be applied to the
following operations (as indicated in the descriptions below): Compare (to define the scope within which the compared
attribute might lie), Search (to define the groupings for which filtering might take place), Remove Entry (to define the
groupings for removal). The following ASN.1 is used to select members of a family:

FamilyGrouping ::= ENUMERATED {

entryOnly (1),
compoundEntry (2),
strands (3),
multiStrand (4)}
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entryOnly means that the specific family member selected by the operation is to be considered in the group. This is the
default value, and ensures backward compatibility with previous editions of the Directory Specifications.

compoundEntry means that the complete compound entry selected by the operation is to be considered as a unit by
combining all the attributes. For Remove Entry operations, it is only applicable when the object name specified is that
of an ancestor of a compound entry, and it causes all family members to be removed by the same operation (subject to
access control).

strands means that all the strands associated with the family member are to be selected by the operation. This option is
not valid for the Remove Entry operation. For the Search operation, individual strands are considered for filter
purposes. If the combined set of attributes of one or more strands matches the filter, the compound entry is said to
match the filter. If the base object is a child member, only those strands that go through the base object are considered.
For Compare operations, all the attributes from all the family members in all the strands to which the entry belongs are
to be used in the comparison.

multiStrand—is—¢ applicable tothe Search operation,—andqualifies the matching rule o ering-on family
informatiop. It is ignored for other operations. It specifies that one strand from each family within a compound entry is
to be consjdered at one time, but in all combinations. multiStrand is not applicable if the base objectis-a child family

member, i which this case multiStrand shall be ignored and entryOnly shall be substituted.

7.4 Common results

The CommonResults or CommonResultsSeq information is present to qualify the result of each retrieval operation
that the Difectory can perform. In addition, it is present in any returned error.

CommonResults ::= SET {
sedurityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aligsDereferenced [28] BOOLEAN DEFAULT|FALSE,
notjfication [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }

CommonResultsSeq ::= SEQUENCE {

sedurityParameters [30] SecurityParameters OPTIONAL,
performer [29] DistinguishedName OPTIONAL,
aligsDereferenced [28] BOOLEAN DEFAULT|FALSE,
notjfication [27] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL }

NOTE { CommonResults and CommonResultsSeq consist of the same components. The former is used when indluded in set
types by the COMPONENT OF type, while the latter is used similarly in sequence types.

The SecurityParameters component «is:specified in 7.10. If the result is to be signed by the Dir¢ctory, the
SecurityParameters component shall\bé included in the result. The absence of the SecurityParameters conponent is
deemed equivalent to an empty set;

The performer DistinguishedName identifies the performer of a particular operation. It may be required when the
result is to[be signed (see 7.1)) and shall hold the name of the DSA that signed the result.

The aliasereferenced.component is set to TRUE when the purported name of an object or base object which is the
target of tHe operation included any aliases which were dereferenced.

The notification component shall be used to qualify returned result and error APDUs, for example provlding more
precise error information. Standard notification attributes are defined in 5.12 of ITU-T Rec. X.520 | ISO/IEC 9594-6.

SuCh nOtilldeiUIl dLlIi‘[)LlLUb dIC 1101 IleCbdeﬁy bLUlUd iIl diICLlUIy CIILliCb.

7.5 Service controls

A ServiceControls parameter contains the controls, if any, that are to direct or constrain the provision of the service.

ServiceControls ::= SET {

options [0] ServiceControlOptions DEFAULT { },
priority [1] INTEGER { low (0), medium (1), high (2) } DEFAULT medium,
timeLimit [2] INTEGER OPTIONAL,
sizeLimit [3] INTEGER OPTIONAL,
scopeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,
attributeSizeLimit [5] INTEGER OPTIONAL,
manageDSAITPlaneRef  [6] SEQUENCE {
dsaName Name,
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agreementID AgreementiD } OPTIONAL,
serviceType [7]1 OBJECT IDENTIFIER OPTIONAL,
userClass [8] INTEGER OPTIONAL }

ServiceControlOptions ::= BIT STRING {

preferChaining (0),

chainingProhibited (1),

localScope (2),

dontUseCopy (3),

dontDereferenceAliases (4),

subentries (5),

copyShallDo (6),

partialNameResolution (7),

manageDSAIT (8),

noSubtypeMatch (9),

noSubtypeSelection (10),

countFamily (11),

dontSelectFriends (12),

dontMatchFriends (13),

allowWriteableCopy (14) }
The optiofs component contains a number of indications, each of which, if set, asserts the condition suggestgd. Thus:

d) preferChaining indicates that the preference is that chaining, rather than.referrals, be used to provide the
service. The Directory is not obliged to follow this preference.

) chainingProhibited indicates that chaining, and other methods jof \distributing the request around the
Directory, are prohibited.

d¢) localScope indicates that the operation is to be limited to a:local scope. The definition of th{s option is
itself a local matter, for example, within a single DSA ora single DMD.

d) dontUseCopy indicates that copied information as defined in ITU-T Rec. X.518 | ISO/IEC 9594-4 shall
not be used to provide the service.

¢) dontDereferenceAliases indicates that any alias’used to identify the entry affected by an gperation is
not to be dereferenced.

NOTE 1 — This is necessary to allow referénce to an alias entry itself rather than the aliased entry, 4.g., in order
to read the alias entry.

f) subentries indicates that a Search-or List operation is to access subentries only; normal entrjes become
inaccessible, i.e., the Directory, behaves as though normal entries do not exist. If this servicg control is
not set, then the operation ac¢esses normal entries only and subentries become inaccessible. The service
control is ignored for operatiéns other than Search or List.

NOTE 2 — The effects‘of subentries on access control, schema, and collective attributes are still observed even if
subentries are inagcessible.
NOTE 3 — If this'service control is set, normal entries may still be specified as the base object of an operation.

g¢) copyShallDo.indicates that if the Directory is able to partly but not fully satisfy a query at a [copy of an
entry, it shallnot chain the query. It is meaningful only if dontUseCopy is not set. If copyShallDo is not
set, the'Directory will use shadow data only if it is sufficiently complete to allow the operation{to be fully
satisfied at the copy. A query may be only partly satisfied because some of the requested atfributes are
missing in the shadow copy, some of the attribute values for a given attribute are missing in the shadow
copy, because the DSA does not hold all context information for the attribute Values it do¢s have, or

that data.

10

h)

If copyShaIIDo is set and the D1rect0ry is not able to fully satlsfy a query, it shall set |ncompleteEntry
in the the returned entry information.

partialNameResolution indicates that if the Directory is able to resolve only part of the purported name
in a Read or Search operation, i.e., it is about to return a nameError, the entry whose name consists of all
resolved RDNs is to be considered the target of the operation and partialName is set to TRUE in the
result. This service control is ignored for operations other than Read or Search.

NOTE 4 — If this service control is set, the purported name is a context prefix entry to which access is denied,

and the requestor has access to the superior entry, then the existence of the context prefix entry will be indirectly
disclosed to the requestor even if DiscloseOnError permission to the entry is denied.

manageDSAIT indicates that the operation has been requested by an administrative user so that the DSA
Information Tree is managed. If multiple replications planes exist in the DSA to be managed, and the
manageDSAITPlaneRef service control has not been included in the operation, then the DSA selects a
suitable replication plane for the operation.
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j)  noSubtypeMatch indicates that attribute subtype matching shall not be attempted. This service control is
ignored for operations other than Compare and Search operations.

k) noSubtypeSelection indicates that subtype selection shall not be made.

1) countFamily indicates that each member of a compound entry shall be counted as a separate entry, e.g.,
for the purposes of size and administrative limits, and relaxation controls. If this control is not set, then
members of a compound attribute shall be counted as a single entry.

m) dontSelectFriends indicates that the specification of an anchor attribute in entry information selection
does not automatically include friend attributes in the selection.

n) dontMatchFriends indicates that the specification of an anchor attribute in a filter item can only be
satisfied by the values of the anchor attribute, and not by friend attributes.

0) allowWriteableCopy indicates that a DSE of type writeableCopy is acceptable in the provision of a
query service request.

fge control is
used to indicate that a complete copy is requested, but that it does not need to be the primary.masfer, whereas
copyShallDo is used to indicate that any copy, whether complete or not, is acceptable.

If this comjponent is omitted, the following are assumed: no preference for chaining but chaining not prohibit¢d, no limit
on the scope of the operation, use of copy permitted, aliases shall be dereferenced (except for_modify opdrations for
which aliap dereferencing is not supported), subentries are not accessible, and operations that/'cannot be fully satisfied
by shadowled data are subject to further chaining. However, these defaults may be overwritten by search-rjiles within
service spgcific administrative areas.

The priority (low, medium, or high) at which the service is to be provided. Note that'this is not a guaranteed service in
that the Difectory, as a whole, does not implement queuing. There is no relationship implied with the use of griorities in
underlying layers.

The timelimit indicates the maximum elapsed time, in seconds, within‘which the service shall be provided. If the
constraint cannot be met, an error is reported. If this component is onftitted, no time limit is implied. In the cse of time
limit exceg¢ded on a List or Search, the result is an arbitrary selection’of the accumulated results.

NOTE 6 — This component does not imply the length of time spent processing the request during the elapsed time: anly number of
DSAs npay be involved in processing the request during the elapséd-time.

The sizeLjmit is only applicable to List and Search operations. It indicates the maximum number of enftries to be
returned when paged results are not to be returned. In\the case of size limit exceeded, the results of a Lis{ or Search
operation may be an arbitrary selection of the accumulated results, equal in number to the size limit. Any furfher results
shall be discarded. When paged results are being returned, the value of sizeLimit shall be ignored by the DSA
performing the paging as detailed in 7.9.

The scopgOfReferral indicates the scope-to which a referral returned by a DSA should be relevant. Depending on
whether the values dmd or country'ase selected, only referrals to other DSAs within the selected scope shall be
returned. This applies to the referrals in both a referral error and the unexplored parameter of list and search results.

The attribpteSizeLimit indicates the largest size of any attribute (i.e., the type and all its values) that is included in
returned ehtry information.\If an attribute exceeds this limit, all of its values are omitted from the retuyrned entry
informatiop and incompleteEntry is set in the returned entry information. The size of an attribute is taken tqd be its size
in octets ir} the local coficrete syntax of the DSA holding the data. Because of different ways applications stofe the data,
the limit i{ imprecise.If this parameter is not specified, no limit is implied.

NOTE T — Aftribute values returned as part of an entry's Distinguished Name are exempt from this limit.

Certain combitiations of priority. timeLimit. and sizeLimit may result in conflicts. For example. a short time Jimit could
conflict with low priority; a high size limit could conflict with a low time limit, etc.

The manageDSAITPlaneRef indicates that the operation has been requested by an administrative user so that a specific
replication plane of the DSA Information Tree is managed. The manageDSAITPlaneRef service control is ignored if
the manageDSAIT option is not set. The plane is identified by the dsaName component which is the name of the
supplying DSA and the agreementID component which contains the shadowing agreement identifier.

The serviceType service control is only relevant for a search request that starts its initial evaluation phase within a
service specific administrative area; it is otherwise ignored. If supplied, it increases the possibility of getting useful
notification information returned in case of a faulty formulated search request.

The userClass service control is only relevant for a search request that starts its initial evaluation phase within a
service specific administrative area and is otherwise ignored. It identifies a user-class. It allows a requestor to specify
another user-class than the Directory would otherwise apply. If supplied, it also increases the possibility of getting
useful notification information returned in case of a faulty formulated search request.
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7.6 Entry information selection

An EntrylnformationSelection parameter indicates what information is being requested from an entry in a retrieval
service.

EntrylnformationSelection ::= SET {

attributes CHOICE {
allUserAttributes [0] NULL,
select [11 SET OF AttributeType
-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infoTypes [2] INTEGER {
attributeTypesOnly (0),
attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {
allOperationalAttributes [3] NULL,
—select 4] SET SIZE (1-MAX) OF AttributeFype } OPTIONAL,
¢ontextSelection ContextSelection OPTIONAL,
eturnContexts BOOLEAN DEFAULT FALSE,
milyReturn FamilyReturn DEFAULT

{ memberSelect contributingEntriesOnly })}

ContextSe¢lection ::= CHOICE {

3liContexts NULL,
gelectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion-}
TypeAndGontextAssertion ::= SEQUENCE {
type AttributeType,
¢ontextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }

FaminRej'l:rn ::= SEQUENCE {
emberSelect ENUMERATED {
contributingEntriesOnly (1),
participatingEntriesOnly  (2),
compoundEntry 3)},
milySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL }

The attrib,rtes component specifies the user and opefdtional attributes about which information is requested:

d) If the select option is chosen, théh the attributes involved are listed. If the list is empty, then np attributes
shall be returned. Informatien_about a selected attribute shall be returned if the attribute is gresent. An
attributeError with problem’ noSuchAttributeOrValue shall only be returned if none of th¢ attributes
selected is present.

B) If the allUserAttributes option is selected, then information is requested about all user attrifutes in the
entry.

Attribute [information is, ohly returned if access rights are sufficient. A securityError (with problem
insufficientAccessRights) shall only be returned in the case where access rights preclude the reading of dll attribute
values requJested. Note, that access control is also applied to the attributes and values eligible to be returned a¢cording to
the compohents of-EntrylnformationSelection, and may further reduce the information that is returned.

NOTE [ —»Access control is also applied to the attributes and values eligible to be returned according to the components of
EntrylrrformationSeIection, and may further reduce the information that is returned. '|n

The infoTypes component specifies whether both attribute type and attribute value information (the default) or attribute
type information only is requested. If an attribute is of a type that is a carrier of other attributes, e.g., a
family-information attribute, then the value(s) shall be returned independent of the setting of the infoTypes component,
but the infoTypes specification shall be applied to the contained attributes. If the attributes component is such as to
request no attributes, then this component is not meaningful.

The extraAttributes component specifies a set of additional user and operational attributes about which information is
requested. If the allOperationalAttributes option is chosen, then information is requested about all directory
operational attributes in the entry. If the select option is chosen, then information about the listed attributes is
requested.

NOTE 2 — This component may be used to request information about, for example, specific operational attributes when

attributes is set to allUserAttributes, or about all operational attributes. If the same attribute is listed or implied in both
attributes and extraAttributes, it is treated as though it has been requested only once.
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A request for a particular attribute is always treated as a request for the attribute and all subtypes of that attribute (except
for requests processed by first-edition systems) if the noSubtypeSelection service control option is not set. If the
noSubtypeSelection service control option is set, only the requested attributes are returned, not their subtypes.
Similarly, a request for a particular attribute that has friends is treated as a request for the attribute and all friend
attributes, subject to the dontSelectFriends service control option not being set.

In responding to a request for attribute information, the Directory treats all collective attributes of an entry as if they
were actual user attributes of the entry, i.e., they are selected like other user attributes and are merged into the returned
entry information. A request for allUserAttributes requests all collective attributes of the entry as well as ordinary
attributes of the entry. An attribute is a collective attribute of an entry if all of the following are true:

a) itis located in a subentry whose subtree specification includes the entry;

b) it is not excluded by the presence in the entry of a collectiveExclusions attribute value equal to the
collective attribute type; and

The conteEtSeIection component is used to specify which attribute values shall be returned of the attributes’selected by

attributes| or extraAttributes. The contextSelection is evaluated only against the values of attributgs that are
candidates| to be returned according to those other components of EntrylnformationSelection.’ The evjluation of
contextSelection, and the use of defaults if it is not supplied, is discussed in 7.6.1 to 7.6.3.

If the infol'ypes component is such as to request no attribute values, or the attributes coniponent is such aq to request
no attribufes, then the contextSelection component is not meaningful. If, as a result.of-applying contex{Selection,
there are np values of an attribute eligible to be returned, the attribute may be returned without any values.

The returnContexts component is used to request the Directory to return attribute, values with their associafed context
lists. If thif component is absent or is specified with a value of FALSE, then o Context information is retufned in the
result. If this component is specified with a value of TRUE, then all context information is returned for eag¢h attribute
value retufned. Note that the contextSelection component does not selectively affect which context infqrmation is
returned when returnContexts is TRUE.

The familyReturn component (if present) is used to determine which entries within a compound entry shall be returned
if one or njore family members have been marked (see 7.6.4).

7.6.1 Use of contextSelection or context selection defaults

The contgxtSelection component is used to select-‘Certain attribute values of attributes selected by atfributes or
extraAttrilutes. The contextSelection is evaluated only against the values of attributes that are candidates to be
returned afcording to those other components-of EntrylnformationSelection. For each attribute value, ahy context
selection governing its attribute type shall eyaluate to TRUE (as defined in 7.6.2), in order for that attribute yalue to be
selected.

A contextBelection is said to govern an‘attribute type if any of the following conditions occur:

1 the ContextSelection specifies allContexts (in which case all attribute values of all attributp types are
selected);

+ the ContextSelection has a selectedContexts which includes a TypeAndContextAssertion whose type
is the same.as or a supertype of the attribute type; or

1  the ContextSelection has a selectedContexts which includes a TypeAndContextAssertion Wwhose type
issid-oa-allAttributeTypes.

If contextBelection is not provided or it does not govern the given attribute type, then a default contextSelection shall
be applied. In addition to contextSelection in EntrylnformationSelection, there are three potential sources for a
contextSelection: that specified for the operation as a whole, that available within subentries in the DIT, and that
available locally in the DSA. They are applied according to the following precedence:

1) If contextSelection is present in EntrylnformationSelection and it governs the given attribute type as
described above, then it shall be applied.

2) If contextSelection is not present within the EntrylnformationSelection, or it is present but does not
govern the given attribute type, then the operationContexts which has been supplied for the operation as
described in 7.3 shall be applied if one is present and it governs the given attribute type as described
above.

3) If the request has neither a contextSelection in the EntrylnformationSelection nor operationContexts
for the operation, or neither governs the given attribute, then the values of the contextAssertionDefaults
attribute in the context assertion subentries (if any) controlling the entry shall be applied as the
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4)

5)

selectedContexts. (Context assertion subentries are described in 14.7 of ITU-T Rec. X.501 |
ISO/IEC 9594-2).

If there is no contextSelection from the sources described above that govern the given attribute type,
then the DSA may apply a locally-defined default contextSelection. Such a default shall typically
reflect local parameters, such as the language or location of the place of deployment of the DSA, or the
current time of day, but may be tailored differently by the DSA for each DUA to which it responds.

If no contextSelection is available from any of these sources that govern the given attribute type, then
all values of the attribute are considered selected (i.e., allContexts is assumed as the base default).

NOTE — A default contextSelection that governs the given attribute type and makes an assertion about a certain context type
shall be applied in addition to an earlier contextSelection governing the same attribute type but making an assertion about a
different context type, in the same order of precedence as described above.

7.6.2 Evaluation of contextSelection

- - TR 1 . - WA | n 1 s
A contextSetectionsTRUE (1-CSTIectsa grvemrattrroutevaruc) 1t

4)

1)

A contextSelection is FALSE otherwise.

7.6.3 Evaluation of a TypeAndContextAssertion
A TypeAndContextAssertion is TRUE (i.e., selects a given attribute value) if:

)

1)

allContexts is specified (this permits a context selection to override any default that might otL‘nerwise be
applied if this contextSelection were omitted); or

each TypeAndContextAssertion in selectedContexts is TRUE as described in 7.6.3)

the type of the attribute is not the same as (nor a subtype of) the-type in the TypeAndContextAssertion
and the type in the TypeAndContextAssertion is not id-oa-allAttributeTypes. In this| case, the
TypeAndContextAssertion is not applicable to the attribut¢ type of the given attribute value gnd so does
not eliminate the attribute value from selection; or

for the attribute value, the contextAssertions in TypeAndContextAssertion is TRUE as defined below.

NOTE (1 — The OBJECT IDENTIFIER value id-oa-allAttributeTypes may be used as the value of type in the
TypeAndContextAssertion to force evaluation of the contextAssertions against an attribute value of any attribute tyjpe.

contextAgsertions is expressed either as an ordered sequence of preferred contexts or as a compound set|of context

assertions:

)

If all is specified, then contextAssertions is TRUE for any attribute value only if each
ContextAssertion in the SET is FRUE as defined in 8.9.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

If preference is specified, then each ContextAssertion in the SEQUENCE is evaluated in tfirn against
all candidate attribute values of the same attribute type, until a ContextAssertion evaluatey TRUE as
defined in 8.9.2.4 of ITU-T Rec. X.501 | ISO/IEC 9594-2. (The fallback flag, if present, is nof taken into
consideration until the entire SEQUENCE is exhausted.) Once a ContextAssertion evaluates| TRUE for
one of the candidate'attribute values, it shall be evaluated for every candidate attribute value gf the same
attribute type/but’subsequent ContextAssertion in the SEQUENCE are ignored.

NOTE P — preference_provides a means for selection to be specified in terms of a first, second, etc., choicd of context

(e.g., Language = Frefich-but if no French then Language = English).

A TypeAn

7.6.4 amily Return

ContextAssertion is FALSE otherwise.

The familyReturn component 1s used to determine which entries within a compound entry shall be returned if one or
more family members have been marked as contributing or participating members. The procedures for how family
members are marked are further described in 7.13.

The memberSelect component specifies what entries are selected for return in the result:

contributingEntriesOnly means that only family members marked as contributing members by the
operation are to be returned. In the case of Read or Modify-Entry operations, this is the family member
identified by the object operation argument; for the Search operation, it includes family members that
contributed to the match.

participatingEntriesOnly means that only family members marked as participating members by the
operation are to be returned. In the case of Read or Modify-Entry, this is the same as for
contributingEntriesOnly.

14 ITU-T Rec. X.511 (08/2005)
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— compoundEntry means that each family member within the compound entry is to be returned, except
those that possible have been explicitly un-marked by a governing-search-rule for a Search operation.

The familySelect component supplements the memberSelect component by specifying that all child members of
selected families shall be returned in addition to what is specified by memberSelect. The sequence of elements has no
significance. A family is identified by the structural object class of the family members immediate subordinate to the
ancestor. This component has no effect if the memberSelect specifies compoundEntry.

NOTE - A governing-search-rule may modify what information shall be returned (see 16.10 of ITU-T Rec. X.501 |
ISO/IEC 9594-2).

7.7 Entry information

7.71 Entry information data type

The Entrylnformation data type conveys selected information from an entry.

Entrylnformation ::= SEQUENCE {
ame Name,
;komEntry BOOLEAN DEFAULT TRUE,
information SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,
incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first-edition systems
{artialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition sy$tems
erivedEntry [5] BOOLEAN DEFAULT FALSE -- not.in\pre-fourth edition systemg -- }

The Name¢ parameter indicates the Distinguished Name of the entry Ob ‘the name of an alias to the pntry. The
Distinguished Name of the entry is returned whenever permitted by the'dccess control policy. If access is allgwed to the
attributes ¢f the entry but not to its Distinguished Name, the Directory/may return either an error or the namg¢ of a valid
alias to thq entry.

The primary distinguished name is used for the Name parameter. This means that if an RDN forming the nanje includes
an attributp which has multiple distinguished values differentiated by context, then the primary distinguishgd value is
used as th¢ value in the returned RDN's AttributeTypeAndDistinguishedValue for that attribute. Since for[each RDN
the return¢d value is thus always the primary distinguished value, primaryDistinguished shall be omifted for all
AttributeTlypeAndDistinguishedValue.

The RDNg in Name shall include alternative ‘distinguished values only if a context selection has been apglied to the
entry infofmation being returned. The altethative distinguished values are returned as part of valuesWithContext in the
returned RDN's AttributeTypeAndDistinguishedValue. The context selections applied to the entry informgtion being
returned (dee 7.6.1) are also applied‘to the alternative distinguished values to determine which distinguished values to
use in valyesWithContext.

NOTE | — The context seleetionis not applied to the primary distinguished values returned in Name.

If a request has been made to return context information with the result, then context information shall also §e included
where avallable for the/distinguished value within Name (using the valuesWithContext eclement of the RDNs). When
alternative|distinguished values are being returned, context information is always returned, for all distinguish¢d values.

NOTE 2 - If the'entry was located using an alias, then that alias is known to be a valid alias. Otherwise, how it is ensfired that the
alias is yalidi1goutside the scope of these Directory Specifications.

NOTE 3—Whereaparticutarcomponentofthe Dircctoryhas-achoiceofaliasnamesavaable todtforretirn—itis+ecommended
that where possible it choose the same alias name for repeated requests by the same requestor, in order to provide a consistent
service.

The fromEntry parameter indicates whether the information was obtained from the entry (TRUE) or a copy of the entry
(FALSE).

The information parameter is included if any attribute information from the entry is being returned, and contains a set
of attributeTypes and attributes, as appropriate.

The incompleteEntry parameter is included and set to TRUE whenever the returned entry information is incomplete in
relation to the user's request, e.g., because attributes or attribute values are omitted for reasons of access control (and
their existence is permitted to be disclosed), the presence of incomplete shadow information together with
copyShallDo, or because the attributeSizeLimit has been exceeded. It is not set to TRUE because an alias name has
been returned instead of the Distinguished Name.
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The Directory shall complete the name resolution phase of operations in its entirety (including checking of all relevant
knowledge references, following up on referrals, etc.) before the partialNameResolution service control is considered.
If all name resolution options have been exhausted and at least one RDN has been resolved, the partialName parameter
is included and set to TRUE if the request had the partialNameResolution service control set and the Directory was
unable to complete name resolution on all RDNs of the relevant entry. When partialName is returned as TRUE, it
indicates that the information being returned is from the entry at the point where the last RDN was successfully
resolved.

The derivedEntry parameter is included and set to TRUE whenever the returned entry information contains joined
results obtained by performing a join on data that originated from more than one directory entry. When this parameter is
TRUE, the value in name may be the name of any of the related entries from which the entry information is derived, or
it may be the name of an alias to any of those entries. The value in name should not be used in subsequent operations. If
the derivedEntry parameter is set to TRUE and the response is signed, the signature is that of the DSA performing the
join.

7.7.2 amily information in entry information

When infdrmation from a compound entry is to be returned, attributes from each member to be returned afe selected
according | to the EntrylnformationSelection (possibly modified by a governing-search-rule). When the
separateFamilyMembers search control option is set in the search request each member is returned as|a separate
entry. Othgrwise, if more than one member is to be returned, the entry information shall be packed in such way that the
informatiop appears to come from a single entry, which can be the ancestor or a subordinate member (the latter is
appropriat¢ when the base object of the search request is a family member subordinate-to the ancestor and the ancestor
has not Been selected by FamilyReturn). The attributes from the other mémbers shall be packed into a
family-information derived attribute as described below.

NOTE | — According to above, multiple family members are always packed in a read.or'modifyEntry result.

The use of the family-information derived attribute is for packaging only; the attribute does not exist ag a distinct
entity; it cgnnot directly be selected by entrylnformationSelection (any attempt to do so shall be ignored), nor can it be
protected directly by access control.

family-information ATTRIBUTE ::= {
ITH SYNTAX FamilyEntries
SAGE directoryOperation

id-at-family-information }

FamilyEnfries ::= SEQUENCE {
mily-class OBJECT-CLASS.&id, -- structural object class value
milyEntries SEQUENCE OF FamilyEntry }

dn RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
attributeType AttributeType,
attribute Attribute },
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL }

The family-information attribute is a multi-valued attribute. If the ancestor is designated as the source of ijformation,
each attrihute valueholds information from a single family. If a family member subordinate to the ancestor is
designated as the source of information, information is sorted into attribute values based on the structural object classes
of the imnjediately subordinate members of the designated member.

Each family member that is selected is represented by a value of type FamilyEntry, which contains:

—  Selected attribute information (where appropriate), either as an attribute type or as a complete attribute,
depending on the infoTypes value in EntrylnformationSelection;
NOTE 2 — As stated in 7.6, the infoTypes specification only applies for the contained attributes, not for the family-
information attribute itself.

—  Any nested FamilyEntries information in the form of a complete family-information attribute, collected
in terms of the structural object classes of the subordinate entries;

—  Unselected entries are not represented at all unless they are superior to one or more family members that
have been selected.
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7.8 Filter

7.8.1 Filter parameter

A Filter parameter applies a test that is either satisfied or not by a particular entry. The filter is expressed in terms of
assertions about the presence or value of certain attributes of the entry, and is satisfied if and only if it evaluates to
TRUE.

NOTE — A filter may be TRUE, FALSE, or UNDEFINED.

Filter ::= CHOICE {
item [0] Filterltem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter}

Filterltem n= CHOICE {
¢quality [0] AttributeValueAssertion,
substrings [11 SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
any [11 ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type}),
control Attribute } }, -£Used to specify interpretation|of
following items
reaterOrEqual [2] AttributeValueAssertion,
lessOrEqual [3] AttributeValueAssertion,
resent [4] AttributeType,
pproximateMatch [5] AttributeValueAssertion,
xtensibleMatch [6] MatchingRuleAssertion,
ontextPresent [71 AttributeTypeAssertion }
MatchingRuleAssertion ::= SEQUENCE {
atchingRule [1] SET SIZE(1..MAX) OF MATCHING-RULE.&:id,
pe [2] AttributeType OPTIONAL,
atchValue [3] MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue shall be a value of type specified by the &AssertionType field of
-- one of the MATCHING-RULE information objects identified by matchingRule -- } ),
dnAttributes [4] BOOLEAN DEFAULT FALSE }

A Filter is|either a Filterltem (see.7:8.2), or an expression involving simpler filters composed together with [the logical
operators and, or, and not. The)evaluation of a filter can be affected by the action of a relaxation policy,[which can
cause a substitution of one matching rule for another, or can supply values that are to be considered for matchiing.

A Filter which is a Filterltem has the value of the Filterltem (i.e., TRUE, FALSE, or UNDEFINED).

A Filter which is.the-and of a set of filters is TRUE if the set is empty or if each filter is TRUE; it is FALSE if at least
one filter if FALSE; otherwise it is UNDEFINED (i.e., if at least one filter is UNDEFINED and no filters are(FALSE).

A Filter whichis the or of a set of filters is FALSE if the set is emptv or if each filter is FALSE; it is TRUI if at least
one filter is TRUE; otherwise it is UNDEFINED (i.e., if at least one filter is UNDEFINED and no filters are TRUE).

A Filter which is the not of a filter is TRUE if the filter is FALSE; FALSE if it is TRUE; and UNDEFINED if it is
UNDEFINED.

A non-negated filter item is defined as one that is nested within an even number of not elements (possibly zero) within
the outermost Filter. Thus, a filter comprising only filter items in an and or or combination would only contain non-
negated items. A negated filter item is defined as one nested within an odd number of not elements within the
outermost Filter.

7.8.2 Filter item

A Filterltem is an assertion about the presence or value(s) of attributes in the entry under test. An assertion about a
particular attribute type is also satisfied if the entry contains a subtype of the attribute and the assertion is TRUE for the
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subtype and the noSubtypeMatch service control option is not set, or if there is a collective attribute of the entry
(see 7.6) for which the assertion is TRUE, or if

— the dontMatchFriends service control option is not set; and

— the entry contains a friend attribute for the specified attribute which has a matching rule compatible with
the assertion; and

—  the assertion is TRUE for the friend attribute.
Each assertion is TRUE, FALSE, or UNDEFINED.
Every Filterltem includes or implies one or more AttributeTypes which identifies the particular attribute(s) concerned.

Any assertion about the values of such an attribute is only defined if the AttributeType is known by the evaluating
mechanism, the purported AttributeValue(s) conforms to the attribute syntax defined for that attribute type, the implied
or indicated matching rule is applicable to that attribute type, and (when used) a presented matchValue conforms to the

syntax defpred-forthe-indieated & hese-eonditio 0 : em-shat-evejuate to the
logical valpe UNDEFINED.
NOTE | — Access control restrictions may affect the evaluation of the Filterltem and may cause the Filterltem to] evaluate to
UNDEHRINED.

An assertipn which is defined by these conditions additionally evaluates to UNDEFINED if it.telates to gn attribute
value and fhe attribute type is not present in an attribute against which the assertion is being tested. An asserftion which
is defined py these conditions and relates to the presence of an attribute type evaluates to EA'SE.

Attribute Yalue assertions in filter items are evaluated using the matching rules defined for that attribufe type, as
substituted for, where applicable, in accordance with the action of a relaxation-policy. Matching rule assertions are
evaluated ps specified in their definition. A matching rule defined for a particular syntax can only be usg¢d to make
assertions pbout attributes of that syntax or subtypes of that syntax.

NOTE 2 — The action of a relaxation policy can cause a particular matching rule to revert to a nullMatch matching|rule (which
always ¢valuates as TRUE (if non-negated) or FALSE (if negated) — see 6.72 of ITU-T Rec. X.520 | ISO/IEC 9594-4.

A Filterltem may be UNDEFINED (as described above). Otherwise{ where the Filterltem asserts:

d) equality — It is TRUE if and only if there is a¢alue of the attribute or one of its subtypes fol which the
equality matching rule applied to that value and the presented value returns TRUE.

) substrings — It is TRUE if and only if there'is a value of the attribute or one of its subtypes fof which the
substring matching rule applied to that value and the presented value in strings returns TRUE. See
ITU-T Rec. X.520 | ISO/IEC 9594-6for a description of the semantics of the presented value.

¢) greaterOrEqual — It is TRUE.if and only if there is a value of the attribute or one of its sybtypes for
which the ordering matching/rule applied to that value and the presented value returns FALSH, i.e., there
is a value of the attribute which is greater than or equal to the presented value.

d) lessOrEqual — It is TRUE if and only if there is a value of the attribute or one of its subtype§ for which
either the equality_matching rule or the ordering matching rule applied to that value and th¢ presented
value returns TRUE, i.c., there is a value of the attribute which is less than or equal to thq presented
value.

¢) present~Itis TRUE if and only if the attribute or one of its subtypes is present in the entry.

f) approximateMatch — It is TRUE if and only if there is a value of the attribute or one of its syibtypes for
which some locally-defined approximate matching algorithm (e.g., spelling variations, phong¢tic match,
ete’) returns TRUE. If an item matches for equality, it shall also satisfy an approximate match.|Otherwise
there are no specific guidelines for approximate matching in this edition of this Directory Specification.
If approximate matching is not supported, this Filterltem should be treated as a match for equality.

g) extensibleMatch — It is TRUE if and only if there is a value of the attribute with the indicated type or
one of its subtypes for which the matching rule specified in matchingRule applied to that value and the
presented value matchValue returns TRUE.

If several matching rules are given, the way in which these rules are combined into a new rule is
unspecified (it is a locally-defined algorithm, which reflects the semantics of the constituent matching
rules, e.g., phonetic + keyword match).
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If type is omitted, the match is made against all attribute types which are compatible with that matching
rule. If dnAttributes is TRUE, the attributes of the Distinguished Name of the entry are used in addition
to those of the entry in evaluating the match.

If an extensibleMatch is requested in a filter (rather than an extendedFilter), the extendedFilter bit in
the criticalExtensions parameter in CommonArguments shall be set, indicating that the extension is
critical.

If an implementation does not support any of the matching rules defined in the matchingRule
subcomponent, or if none of the matching rules are compatible with the attribute type, an
extensibleMatch filter item evaluates to UNDEFINED if the performExactly search control option is
not set. If the performExactly search control option is set, the search request is rejected with:

—  aserviceError with problem unsupportedMatchingUse;

— a searchServiceProblem notification attribute with the value id-pr-unsupportedMatchingRule if
all the matching rules are unsupported, otherwise with the value id-pr-unsupportedMatchingUse;

— an attributeTypeList notification attribute having as value the attribute type for whichythe invalid
matching rules were defined; and

— a matchingRuleList notification attribute having as values the object identifiers of the upsupported
and/or incompatible matching rules.

NOTE 3 — An extensibleMatch is not permitted for first-edition systems.

) contextPresent — It is TRUE if, and only if, the AttributeTypeAssertion for this attribute type or, if the
noSubtypeMatch service control option is not set, one of its subtypes evaltiates to TRUE.

If context pssertions are included in an attribute value assertion in a filter item, then ‘the filter item is evaluafted against
only thos¢ values which satisfy all the given context assertions, as described in 8.9.2 of ITU-T Reg. X.501 |
ISO/IEC 9594-2. If no context assertions are included in an attribute value assertion, then default context assertions
shall be applied as described in 8.9.2.2 of ITU-T Rec. X.501 | ISO/IEC 9594*2.

7.8.3 Evaluating filters with family information
Specific family groupings work as follows in fulfilling filter requirements:

entryOnly|means that only family members that completely(fulfil the filter requirements are marked as contributing and
participatiIg members (for the definition of contributing‘and participating members see 7.13).

compounglEntry means that the entire compound_ éntry forms the group that shall satisfy the complete filter; within
each compound entry that satisfies the filter, family members that contribute to the match are marked as cpntributing
members, fhile all members of the compound:éntry are marked as participating entries.

strands mfeans that the filter applies to each complete strand from a leaf to the ancestor. The compound enty matches
the filter if at least one strand matcheg the filter. Family members on a matching strand that contribute to thq match are
marked as[contributing members, while all the members on a matching strand are marked as participating mebers.

A strand i a set of members (within a family that form a path from a leaf to the ancestor, so that there afe as many
strands as fhere are leaf entries)

multiStrand means that ‘a“combination of one strand from each family class is a family grouping for the purpose of
matching. [All combinations are to be considered one at the time. The compound entry matches the filter if gt least one
combinati¢n of strands matches the filter. Family members on a matching strand combination that contribute to the
match are| marked as contributing members, while all members of a matching strand combination are jmarked as
participatipg.mémbers.

Two strands are of the same family class if and only if the family members that are immediately subordinate to the
ancestor have the same structural object class.

A strand is matched for a filter if and only if it is present in at least one of all possible combinations of strands that
causes the entry to match for the subfilter. The following are corollaries:

—  If the ancestor matches the subfilter completely, all strands are matched.

—  Similarly, if there are three family classes for a particular ancestor, and the subfilter is fulfilled by two of
the classes without considering the third one, all strands for the third family class are matched.

multiStrand is only applicable if the base object is the ancestor (or higher) in the DIT. If the base object is a family
member, but not the ancestor, then multiStrand shall be ignored and entryOnly shall be substituted.
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7.9 Paged results

A PagedResultsRequest parameter is used by the DUA to request that the results of a List or Search operation be
returned to it "page-by-page": it requests the DSA to return only a subset — a page — of the results of the operation, in
particular the next pageSize subordinates or entries, and to return a queryReference which can be used to request the
next set of results on a follow-up query.

Paged results may either be performed by the DSA to which the DUA has bound by a Bind operation (the bound DSA)
or by the DSA that started the initial evaluation phase (the initial performer as detailed in 15.5.5 of ITU-T Rec. X.518 |
ISO/IEC 9594-4).

It shall not be used if results are to be signed, unless there is an understanding among DSAs cooperating to provide the
paged results that the DSA performing the paging may remove the signatures on results received from other DSAs and
then itself sign the results to be returned toward the DUA. The way such an understanding is established is outside the
scope of this Directory Specification. Although a DUA may request pagedResults, a DSA is permitted to ignore the
request angretaraitsresultsin-the-normal-manner:

NOTE | — The result my be unpredictable in case of a configuration that is not "well-connected", e.g., where du€_ tq shadowing
and use|of NSSRs, the name resolution will locate more than one base object.

If paged rgsults are requested and paging is performed, then the paging DSA shall ignore the sizeLimit service control,
if any. If paging is not performed, the sizeLimit service control shall be honoured. A contributing DSA (sef 15.5.5 of
ITU-T Reg. | ISO/IEC 9594-4) shall honour the sizeLimit service control.

PagedRej’ultsRequest ;= CHOICE {

newRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE,
pageNumber [3] INTEGER OPTIONAL },
quéryReference OCTET STRING,

abgndonQuery  [0] OCTET STRING }

SortKey :}= SEQUENCE ({
tyg& AttributeType,
orderingRule  MATCHING-RULE.&id OPTIONAL }

For a newl|list or search operation, the PagedResultsRequest is set to newRequest, which consists of thg following
parametery:

d) The pageSize parameter.$pecifies the maximum number of subordinates or entries to refurn in the
results. The DSA shall return up to but not more than the requested number of entries. The s{zeLimit, if
any, is ignored. The ificlusion of family information does not count towards page size when packaged in
family-information-derived attributes.

B) The sortKeys parameter specifies a sequence of attribute types with optional ordering matching rules to
use as sort keys for sorting the returned entries prior to return to the DUA. In the case of List pperations,
the sorting'shall be by RDN, but the sorting requirements shall apply only to attributes withir} the RDN.
In thé case of Search operations, ordering shall only apply to attributes that are actually supplied (as a
reSult-of selection, and access control, with sorting by distinguished name as a fallback). The|entries are
sorted according to their values of the type attribute of the first SortKey in the sequence, and ip the event
of multiple entries having the same sort position, of the next SortKey in the sequence, and so gn.

For a particular SortKey, the DSA uses the orderingRule matching rule if it is present, otherwise the
ordering matching rule of the attribute if one is defined; it ignores the sort key if none is defined. If the
attribute type is multi-valued, the "least" value is used; if the attribute type is missing from the returned
results, it is regarded as "greater" than all other matched values. A DSA is permitted to support only
certain sort key sequences (thus, a DSA that holds and returns its data in the internal order "alphabetic by
surname" will be able to comply with only one sort key sequence). If it cannot support the requested
sequence, it shall use a default sort sequence.

A hierarchical group shall not be separated, but returned in the sequence as specified by 10.3 of ITU-T
Rec. X.501 | ISO/IEC 9594-2. When sorting is performed, the first entry of a hierarchical group to be
returned determines the position of the hierarchical group within the sorted result.

NOTE 2 — A hierarchical group may span pages.

c) If the reverse parameter is TRUE, then the DSA will return the sorted results in reverse order (i.e., from
"greatest”" to "least" — if the attribute type is multi-valued, the "greatest" is used; if the attribute type is
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missing from the returned results, it is regarded as "less" than all other matched values). If it

is FALSE,

the DSA returns them in forward order. If no sortKeys parameter is specified, this parameter is ignored.

If the unmerged parameter is TRUE and the DSA responsible for the paging is collecting results from a

number of other DSAs, it shall return all the data from one DSA (in sort order) before returning data

from the next DSA. If the parameter is FALSE, the DSA shall collect the results from all other

DSAs and

sort the merged data before returning any of it. If no sortKeys parameter is specified, this parameter is
ignored. The semantic of the unmerged parameter is the same whether the DSA supports DSP paged

results or not.

than necessarily the first one. This parameter shall be ignored if ordering is not requested.

If the pageNumber parameter is present, it indicates the user wants to start with a particular page rather

For a follow-up request, i.e., to request the next set of paged results, the DUA makes the same list or search request as
before, but sets PagedResultsRequest to queryReference, with the value of this parameter the same as that returned
in the PartialOutcomeQualifier of the previous results. The DUA has no understanding of the queryReference, which

is availabl
determine

The DUA
before, by

value retufned in the PartialOutcomeQualifier of the previous results. No further pages shall-be‘requested d

It is implei

In the cag
informatio

Otherwise
NOTE
implem
NOTE 4
results
supplie
the lifet|
NOTE ]

NOTE
within ¢

7.10 h

The SecurlityParameters govern the operation of various security features associated with a Directory operat

NOTE

b to a DSA to use as 1t wishes to record context information for the query. The DSA uses this infd
which results to return next.

may at any time indicate that no more pages are required by making the same list or search
setting the PagedResultsRequest set to abandonQuery, with the value identical to,the query

mentation dependent as to when the pages will be purged.

h shall be identical in the following respects:

baseObject within SearchArgument or object within ListArgument shall match for the pres
original request;

the queryReference subcomponent of pagedResults shalDbe identical to the queryRefers
returned in the PartialOutcomeQualifier of the previous fesult;

the options component of the ServiceControls dafa‘type shall specify identical options for
and the original request;

operationProgress (if present) shall be identical for the present and the original request.

a serviceError with problem invalidQueryReference shall be returned.

3 — If the DIB changes between search. requests, the DUA may not see the effects of these chang
bntation dependent.

| — A query-reference may remain valigd €ven if a DUA begins a new list or search operation. A DUA may rg
ith several queries and then return to an earlier query and request the next page of results using the que

for it. The number of "active" quéry-references to which a DUA can return is a local DSA implementation
me of those query-references.

— Support of the abandonQuery choice is only available for post fourth edition systems.

— When a DAP association terminates, access to all associated paged results is lost. Paged results can only
he DAP association within which they were originally invoked.

pecurity parameters

— These parameters are conveyed from sender to recipient. Where the parameters appear in the argument of

rmation to

request as
Reference
r returned.

e where the queryReference or the abandonQuery choice is made, the new request and the original

ent and the
nce value

he present

es. This is

quest paged
ry-reference
bption, as is

be accessed

jon.

hn operation

the reqy

estoris the sender, and the performer is the recipient. In a result, the roles are reversed.

SecurityParameters ::= SET {

certification-path [0] CertificationPath OPTIONAL,
name [11 DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
response [5] BIT STRING OPTIONAL,
operationCode [6] Code OPTIONAL,
attributeCertificationPath [7]1 AttributeCertificationPath OPTIONAL,
errorProtection [8] ErrorProtectionRequest OPTIONAL,
errorCode [9] Code OPTIONAL }

ProtectionRequest ::= INTEGER { none (0), signed (1) }
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Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }

ErrorProtectionRequest ::= INTEGER { none (0), signed (1) }

The CertificationPath component is a sequence containing the signer's user certificate, and, optionally, a sequence of
one or more certification authority (CA) certificates. (See clause 7 in ITU-T Rec. X.509 | ISO/IEC 9594-8.) The user
certificate is used to bind the signer's public key and distinguished name, and may be used to verify the signature on a
request argument, response, or error. This parameter shall be present and contain the signer's user certificate if the
request argument, response, or error is signed. Additional certificates may be present and may be used to determine if
the signer's user certificate is valid. Additional certificates are not required if the recipient shares the same certification
authority as the signer. If the recipient requires a certification path for validation, and an acceptable parameter is not
present, whether the recipient rejects the signature, or attempts to determine a certification path, is a local matter.

The name| is the distinguished name of the first intended recipient of the argument or result. For example] if a DUA
generates 4 signed argument, the name is the distinguished name of the DSA to which the operation is submitfed.
NOTE P — Where the first intended recipient has alternative distinguished names differentiated by context, namj may be an

alternat{ve name. However, authentication and access control which may be based on the value of name ay not wotk as desired
if the piimary distinguished name is not used.

The time ik the intended expiry time for the validity of the request, response, or error. It is~sed in conjunctipn with the
random number to enable the detection of replay attacks.

The randgm value is a number that should be different for each request, response, ot error. It is used in donjunction
with the time parameter to enable the detection of replay attacks. If sequence{ integrity is required then the random
argument ay be used to carry a sequence integrity number as follows:

d) The random value used with operation arguments is derived using a pre-agreed sequenc¢ (e.g., the
previous value plus 1) from:

i) for the first operation sent from a system ofi)avbinding, the random value passed ip the bind
operation argument/result by the remote peer.system; and

ii) for subsequent operations, the random value passed in the previous operation in the same [direction.

B) The random value used with operation results or errors is derived using some pre-agreed seqiience from
the random value in the request (e.g., random in request argument plus 1).

The targef ProtectionRequest may appear only.in the request for an operation to be carried out, and indicates the
requestor'y preference regarding the degree of.protection to be provided to the result. Two levels are provided: none (no
protection |requested, the default), and signed (the Directory is requested to sign the result). The degree of| protection
actually provided to the result is indicated by the form of result and may be equal to or lower than that requepted, based
on the limitations of the Directory.

The respopnse is used to convey<any information back to the initiator of the request.
The operationCode is used fo sécurely bind the operation code to the request arguments, results or errors.

The attribyiteCertificationPath is used to convey a security clearance for rule based access control, or other {ttribute, in
an Attribufe Certificatej.optionally with the certificates needed to validate the Attribute Certificate.

The errorProtection request may appear only in the request for an operation to be carried out, and inflicates the
requestor’ preference regardrng the degree of protectron to be pr0V1ded to any error. Two levels are provided: none (no
protection 0 protection
actually provided to the error is indicated by the form of error and may be equal to or lower than that requested, based
on the limitations of the Directory.

NOTE 3 — A DUA may request that any security label context be returned with an attribute value using the context selection.
The errorCode is used to secure the error code where an error is returned in response to an operation.

If the syntax of Time has been chosen as the UTCTime type, the value of the two-digit year field shall be rationalized
into a four-digit year value as follows:

—  If the 2-digit value is 00 through 49 inclusive, the value shall have 2000 added to it.
—  If the 2-digit value is 50 through 99 inclusive, the value shall have 1900 added to it.

GeneralizedTime shall be used if the negotiated version is v2 or greater. The use of GeneralizedTime when v1 has
been negotiated may prevent interworking with implementations unaware of the possibility of choosing either UTCTime
or GeneralizedTime. It is the responsibility of those specifying the domains in which this Directory Specification will
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be used, e.g., profiling groups, as to when the GeneralizedTime may be used. In no case shall UTCTime be used for
representing dates beyond 2049.

7.11 Common elements of procedure for access control

This subclause defines the elements of procedure that are common to all abstract service operations when basic-access-
control, rule-based-access-control, or both are in effect. If both mechanisms are in effect, the order in which they are
applied is a local matter, except that if access is denied to the entry, an attribute type or an attribute value by either
mechanism, then a grant from the other mechanism shall not override it. In this respect, DiscloseOnError permission of
basic-access-control is a grant that shall not override a deny of rule-based-access-control.

7.11.1 Common elements of procedure for basic access control

7.11.1.1 Alias dereferencing

If, in the Pprocess of locafing a target object entry (1dentified 1n the argument ol an abstract service operation), alias
dereferencing is required, no specific permissions are necessary for alias dereferencing to take place. Howeyer, if alias
dereferencing would result in a ContinuationReference being returned (i.e., in a Referral), the follewing spquence of
access corftrols applies. If the DSA chains the request to another DSA and receives back a refesral“from {t, then the
access conftrols shall be applied to the referral if the targetObject in the referral is the same as.in“the chaingd request.
That is, th¢ DSA shall police all referrals whether they were generated locally or remotely.

) Read permission is required to the alias entry. If permission is not granted, the operatipn fails in
accordance with the procedure described in 7.11.1.

1) Read permission is required to the aliasedEntryName attribute and, to"the single value that |t contains.
If permission is not granted, the operation fails~-‘\anhd nameError with| problem
aliasDereferencingProblem shall be returned. The matched ¢lement shall contain the name pf the alias
entry.
NOTE + In addition to the access controls described above, security policy thay prevent the disclosure of knowledge|information
which yould otherwise be conveyed as a ContinuationReference in‘Referral. If such a policy is in effect and if a DUA

constrains the service by specifying chainingProhibited the “Directory may return a serviceError with problem
chainingRequired. Otherwise, a securityError with problem insufficientAccessRights or nolnformation shall be refurned.

7.11.1.2 Return of Name Error

If, while pgrforming an abstract service operation, the specified target object (alias or entry) — e.g., the Name pf an entry
to be read pr the baseObject in a search request +.¢ould not be found, a nameError with problem noSuchQbject shall
be returneql. The matched element shall either contain the name of the next superior entry to which DiscloseOnError
permission] is granted, or the name of the DIT oot (i.e., an empty RDNSequence).

NOTE + The second alternative may be taken'by a DSA which does not have access to all superior entries.

7.11.1.3 Non-disclosure of the existence of an entry
If access if denied under rule-based-access-control, then the DiscloseOnError permission is not applicable.

If, while performing an abstratt service operation, the necessary entry level permission is not granted to the specified
target object entry — e.gs-the entry to be read — the operation fails and the error returned is one of: if DiscloseOnError
permissior] is grantedto-the target entry, a securityError with problem insufficientAccessRights or nolnjformation
shall be refurned; etherwise, a nameError with problem noSuchObject shall be returned. The matched el¢ment shall
either confain the name of the next superior entry to which DiscloseOnError permission is granted, or the name of the
DIT root (].e£,anrempty RDNSequence).

NOTE Th dals 4 Latal L. DOA Tasalad + 1 4 1 o 4oz
T SCCONaartCat vemay ot TakC oy a o7 T Wit ot ot ve-aCeCSSTo—arSUpP e o OntesT

Additionally, whenever the Directory detects an operational error (including a referral), it shall ensure that in returning
that error it does not compromise the existence of the named target entry and any of its superiors. For example, before
returning a serviceError with problem timeLimitExceeded or an updateError with problem notAllowedOnNonLeaf,
the Directory verifies that discloseOnError permission is granted to the target entry. If it is not, the procedure described
in the paragraph above shall be followed.

7.11.1.4 Return of Distinguished Name

In a Compare, List, or Search operation, RefurnDN permission is required to the object (or baseObject) entry if as a
result of dereferencing an alias, the object's distinguished name is to be returned in the name parameter of the operation
result (see 9.2.3). If this permission is not granted, the Directory shall return an alias name for the entry instead, as
described in 7.7, or shall omit the name parameter altogether.
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In a Read or Search operation, ReturnDN permission is required to an entry in order to return its distinguished name in
Entrylnformation. If this permission is not granted, the Directory shall return the name of an alias instead, as described
in 7.7, or if no alias name is available shall fail the operation with a nameError (in the case of Read) or omit the entry
from the results (in the case of Search).

If the user supplied alias name is returned in the result, then the aliasDeferenced flag of CommonResults shall not be
set to TRUE.

7.11.2 Common elements of procedure for rule-based-access-control

7.11.2.1 Accessing an entry (entry level permission)

In order to access an entry, permission is required to access at least one attribute value in the entry. If entry level
permission is not granted, then nameError with problem noSuchObject shall be returned.

7.11.2.2 Returning the name of an entry

In order tq return the DN of an entry, permission is required to access all the attribute values of at least_gne context
variant of the RDN of the entry (this is termed RDN permission). No permissions are required from any of the superiors
of the entry. If RDN permission is not granted, then a DSA may choose to either return the DN of al4alid glias of the
entry for which RDN permission has been granted, or to omit the name component from the operatien result.

NOTE — The selection of an appropriate alias name is further described in the Notes of 7.7.

7.11.2.3 Alias dereferencing

In order to|dereference an alias, permission is required to access the aliasedEntryName’attribute value.

7.11.2.4 Return of Name Error (noSuchObject)

The matched component of nameError with problem noSuchObject shall"be set to the name of the next sujerior entry
to which the requestor has RDN permission. If such an entry is not available to the DSA generating the errgr, then the
name of thie DIT root shall be returned.

7.11.2.5 Accessing an attribute

In order to|access an attribute, permission is needed to access at least one of the values of the attribute.

7.11.2.6 Deleting information

In order td delete an attribute value, permission is\nieeded to access that value. When deleting an entry or ah attribute,
the operatipn shall return a successful response(if at least one attribute value is deleted, irrespective of how mjany values
were requgsted to be deleted.

7.11.2.7 Invoking search-rules

In order tq evaluate a search-rule ‘against the arguments of a search operation, invoke permission to the segrch-rule is
required fgr the requestor originating the search operation. The user needs no other permissions to access the search-
rule attribyte or the subentry\that contains it.

7.11.3  Family infofmation

Family informatiennis”treated as for any other information, except that ACI for which the Protecteditem is|marked as
includeFamilyj ifithe ACI is applicable to an ancestor or family member this causes subordinate family members to be
subject to the'same ACI. IncludeFamily is only meaningful when applied to an entry protected item.

7.12 Managing the DSA Information Tree

The DSA Information Tree held by a DSA can be managed using the Directory Abstract Service. When the DSA
Information Tree is managed:
all DSEs in a DSA are visible through DAP including the root DSE;

— attributes defined as no user modification may be modified (though the DSA can reply with an
serviceError with problem unwillingToPerform if it cannot support the requested change);

—  knowledge is merely another attribute which can be read and modified; and

—  the DSA never chains requests or returns referrals or continuation references.

Visibility of DSEs and retrieval of or changes to operational attributes can be controlled via access control in the normal
way.

24 ITU-T Rec. X.511 (08/2005)


https://iecnorm.com/api/?name=d57d2c5bca827c627188a8a92e4133a5

ISO/IEC 9594-3:2005 (E)

The management of a DSA Information Tree is achieved by a DUA using the following procedures:

1)

the DUA BINDs directly to the DSA which holds the DSA Information Tree that is to be managed;

2) for each operation that is used to manage the DSA Information Tree:

7.13 Procedures for families of entries

As specifi

evaluation| This grouping is only relevant for Compare, Search and Remove Entry gperations. If family ¢
specified fpr any other operation, it shall be ignored.

For deterthining what family members that shall be returned according to(the familyReturn compon|
entrylnformationSelection, the concepts of contributing member and participating member is introdu

concepts afe only relevant for operations that return entry information, i.e.,.Read, Search and Modify Entry operations.

If a family] member makes an active contribution to the operation evaluation, it is marked as a contributing
family member makes a contribution to the match if it is part of a’family grouping that match the filter and
one or mofe attributes that are matched by non-negated filter itemhs. Tt also contributes if it holds an attribute
type if a rfegated filter item for the same type does not matéh./In the case of a Read or Modify Entry opg
family mejmber that is selected by the operation (as specified by the object component of the operation)

member njarked as a contributing member and as a patticipating member. In the case of a Search operat
grouping if done for filter matching. If a family grouping matches a filter (see 7.8.3) all members that have

actively t¢ the matching are marked as contribuating members, while all entries of the grouping are

participatipg members. If the filter used is the default filter (and : { }), then all members of a family groupi
marked as [participating members, but not as contributing members.

When a family grouping of compound-entry matches the filter and the SearchArgument specifies hierarch

(except fo

as participating (and possibly also as contributing), all referenced entries of the hierarchical group th
compound| entries shall be selected, otherwise they shall be excluded. If a referenced entry is a compound
marking of its members shall be done as follows. Each member of the referenced compound entry that havj
local memper name as a_member of the matched compound entry is marked the same way. All other mem
referenced|compound €ntry are left unmarked.

As a Seardh filterpossibly can match several compound entries, the resulting selection and marking shall bg
of those for thelindividual matched compound entries.

If a matched entry not heing a (‘nmpmmd entry references a (‘nmpmmd entry in its hierarchy selection all th

— the manageDSAIT extension bit shall be set;
—  the manageDSAIT option shall be set;

— the manageDSAITPlaneRef option shall be included if a specific replication plane is to be

managed,
the following components are ignored by the Directory:
—  operationProgress in CommonArgument;
—  referenceType in CommonArgument;

— entryOnly in CommonArgument;

— nameResolveOnMaster in CommonArgument; and

—  chainingProhibited in ServiceControls.

bd in 7.3.2, family members within a compound entry may be grouped togetheryfor the purpose o

1 self), the selected entries shall also be marked if applicable. If the ancestor of the compound entry

[ operation
rouping is

ent of the
ed. These

member. A
if it holds
of a given
ration, the
s the only
on, family
ontributed
marked as
hg shall be

y selection
is marked
at are not
entry, the
e the same
bers of the

the union

£ members

of that compound entry are marked as participating.

How this marking of entries affects the return of entry information is detailed in 7.6.4.

Family members may be packed into a family-information derived attribute. If only a single member of a compound
entry is returned in the result, packaging shall not be performed. However, if several members are returned from a Read
or Modify Entry operation, these members shall be packed. In the case of a Search operation where several members of
a compound attribute are returned they shall be packed unless the separateFamilyMembers scarch control option is set,
in which case the members shall be returned as separate entries.

When performing search operations involving compound entries, there are four relevant phases for a Search operation:

a) The groupings of family members within each entry of interest, as defined by familyGro
logically considered within each candidate entry (i.e., as selected by subset). By pooling toge

uping, are
ther all the

attributes of the group, all attribute values for a given attribute type are considered to belong to that

single attribute type, even if they originated from different family members.
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b) The filter is applied to each family grouping; if the filter is satisfied for the grouping, the compound entry
then satisfies the filter, and is considered to be selected by the filter. Family members are marked as

described above.

¢) The marked entries are augmented, as specified by familyReturn in EntrylnformationSelection, to mark
all entries that would be returned.

d) If the additionalControl

component is present in a governing-search-rule (see

16.10.8 of

ITU-T Rec. X.501 | ISO/IEC 9594-2), the markings, and thereby what is returned, may be changed as the
result of processing the referenced control attributes.

8 Bind and Unbind operations

The Directory Bind and Directory Unbind operations, defined in 8.1 and 8.2 respectively, are used by the DUA at the
beginning and end of a particular period of accessing the Directory

irectory Bind syntax

Bind operation is used at the beginning of a period of accessing the Directory. The argum
ay be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.50"| ISO/IEC 959

ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
ERRORS { directoryBindError } }

DirectoryBindArgument ::= SET {

creflentials [0] Credentials OPTIONAL,
vergions [11 Versions DEFAULT {v1}}

Credentials ::= CHOICE {

ents of the
1-2) by the

simple [0] SimpleCredentials,
strong [11 StrongCredentials;
externalProcedure [2] EXTERNAL,
spKm [3] SpkmCredentials,
sag|l [4] SaslCredentials }
SimpleCre¢dentials ::= SEQUENCE {
name [0] DistinguishedName,
validity [1] SET {
time1 [0] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
time2 [1] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL } OPTIONAL,
pagsword [2] CHOICE {
ING;
protected SIGNATURE {OCTET STRING} } OPTIONAL}

StrongCredentials ::= SET {

certification-path [0]
bind-token [11
name [2]

attributeCertificationPath [3]

SpkmCredentials ::= CHOICE {
req [0] SPKM-REQ,
rep [1] SPKM-REP-TI }
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SaslICredentials ::= SEQUENCE {

mechanism [0] DirectoryString { ub-sasiMechanism },
credentials [1] OCTET STRING OPTIONAL,
saslAbort [2] BOOLEAN DEFAULT FALSE }
Token ::= SIGNED { SEQUENCE {
algorithm [0] Algorithmldentifier,
name [1] DistinguishedName,
time [2] Time,
random [3] BIT STRING,
response [4] BIT STRING OPTIONAL,
bindintAlgorithm [5] SEQUENCE SIZE (1..MAX) OF Algorithmldentifier OPTIONAL,
bindintKeyinfo [6] BindKeyInfo OPTIONAL,
bindConfAlgorithm [7]1 SEQUENCE SIZE (1..MAX) OF Algorithmidentifier OPTIONAL,
bindConfKeylnfo [8] BindKeyInfo OPTIONAL }}

Versions [::= BIT STRING {v1(0), v2(1) }
DirectoryBindResult ::= DirectoryBindArgument

directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [1] ServiceProblem,
securityError [2] SecurityProblem } } } }

BindKeylnfo ::= ENCRYPTED { BIT STRING }

8.1.2 Directory Bind arguments

The credeptials argument of the DirectoryBindArgument allows\the Directory to establish the identity of thg user. The
credential{ may be simple, or strong or externally defined (externalProcedure) (as described in ITU-T Rec. X.509 |
ISO/IEC 9594-8).

If simple [is used, it consists of a name (always the distinguished name of an object), an optional validity, and an
optional ppssword. This provides a limited degreg’jof security. The password may be unprotected, or|it may be
protected|(either Protected] or Protected2) as deseribed in 18.1 of ITU-T Rec. X.509 | ISO/IEC 9594-8. The validity
supplies time1, time2, random1 and random2’ arguments, which derive their meaning by bilateral agre¢ment, and
which may be used to detect replay. In some:instances a protected password may be checked by an object which knows
the passwgrd only after locally regenerating the protection to its own copy of the password and comparing the result
with the v4lue in the bind argument (password). In other instances, a direct comparison may be possible.

Generaliz¢dTime shall be used-for time1 and time2 if the negotiated version is v2 or greater. The use of
Generaliz¢dTime when vi-has’ been negotiated may prevent interworking with implementations unawjare of the
possibility|of choosing eithet-UTCTime or GeneralizedTime. It is the responsibility of those specifying the flomains in
which this| Directory Speécification will be used, e.g., profiling groups, as to when the GeneralizedTime mgy be used.
UTCTime phall not bevised for representing dates beyond 2049.

If strong [is used; it consists of a bind-token, and, optionally, a certification-path (certificate and sqquence of
certificatign- authorlty Cross- certlﬁcates as deﬁned in ITU T Rec. X.509 | ISO/TEC 9594 8) and the name of the
requestor. 2 e atioh, and vice
versa. If StrongCredentlaIs or SpkmCredentlaIs are used in a b1nd operatlon 1nf0rmat10n relatmg to 1dent1ty and
authorization is conveyed. This enables the identity of either entity to be authenticated, and also enables use of
established encryption and integrity cryptographic keying material.

The bindintAlgorithm and bindConfAlgorithm components are used to negotiate the cryptographic algorithms used to
protect subsequent operations on the binding. The requestor includes a list of supported algorithms in order of
preference. The Directory chooses one from the list which conforms to its own security policy, and indicates this in the
response.

The session keys to be used by the integrity and confidentiality algorithms are established using the bindintKeylnfo and
bindConfKeylInfo fields. Both the requestor and the Directory may contribute to the selection of the session key by
generating a session key of appropriate length, and encrypting with the other's public key. The session key is the
exclusive OR of the two components. Note that the requestor may leave the generation of the session key to the
Directory, in which case the above fields will be omitted from the bind argument.
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NOTE 1 — The credentials required for authentication may be carried by the Security Exchange Service Element (see ITU-T
Rec. X.519 | ISO/IEC 9594-5) in which case they are not present in the bind arguments or results.

If the operation is to be signed and encrypted, an attribute certificate containing the attribute (see clause 12 of ITU-T
Rec. X.509 | ISO/IEC 9594-8) may be used to convey the clearances required to access the attribute. The
attributeCertificationPath is used to convey a security clearance for rule based access control, or other attribute,
conveyed in an Attribute Certificate, optionally with the certificates needed to validate the Attribute Certificate.

The arguments of the bind token are used as follows. algorithm is the identifier of the algorithm employed to sign this
information. name is the name of the intended recipient. The time parameter contains the expiry time of the token. The
random number is a number which should be different for each unexpired token, and may be used by the recipient to
detect replay attacks.

NOTE 2 — Where names are used in either simple or strong credentials, it is possible to use alternative distinguished names if
they exist. However, authentication and access control based on the name may not work as desired if the primary distinguished
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8.14 Directory Bind errors

Should the

bind request fail, a bind error shall be returned.

The versions parameter of the directoryBindError indicates which versions are supported by the DSA.

A securityError or serviceError shall be supplied as follows:

28

securityError inappropriateAuthentication
invalidCredentials

blockedCredentials
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- serviceError unavailable

sasIBindInProgress

8.2 Directory Unbind

The unbinding at the end of a period of accessing the Directory is for the OSI environment specified in 7.6.4 and 7.6.5
of ITU-T Rec. X.519 | ISO/IEC 9594-5 and for the TCP/IP environment in 9.3.2 of ITU-T Rec. X.519 |
ISO/IEC 9594-5.

NOTE - On unbinding, all paged results not so far accessed become inaccessible, and should be disposed of.

9 Directory Read operations

There are two 'read-like' operations: read and compare, defined in 9.1 and 9.2, respectively. The abandon operation,
defined in 9.3, is grouped with these operations for convenience.

9.1 ead

9.1.1 ead syntax

A Read operation is used to extract information from an explicitly identified entry. It tmay also be used fo verify a
distinguised name. The arguments of the operation may be signed (see 17.3 of ITU-T Rec. X.501 | ISO/IHC 9594-2)
by the reqyestor. If so requested, the Directory may sign the result.

read OPERATION ::= {

ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { attributeError | nameError | serviceErrar,| referral | abandoned |
securityError }
CODE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
selection [1] EntrylnformationSelection DEFAULT {},
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF €ommonArguments } }
ReadResyit ::= OPTIONALLY-PROTECTED {
SET {
entry [0] Entrylnformation,
modifyRights [1] ModifyRights OPTIONAL,
COMPONENTS OF CommonResults } }
ModifyRights ::= SET OF SEQUENCE {
item CHOICE {
entry [0] NULL,
attribute [1] AttributeType,
value [2] AttributeValueAssertion },
permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) }|}
9-1-2 Rcad al gulucuta

The object argument identifies the object entry from which information is requested. Should the Name involve one or
more aliases, they are dereferenced (unless this is prohibited by the relevant service controls). The Name may be an
alternative name and may include context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The selection argument indicates what information from the entry is requested (see 7.6). However, it should not be
assumed that the attributes returned are the same as or limited to those requested.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters applying to
the request. For the purposes of this operation the sizeLimit component is not relevant and is ignored if provided. If the
argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the
SecurityParameters (see 7.10) component shall be included in the arguments.

The modifyRightsRequest argument is used to request return of the requestor's modification rights to the entry and its
attributes.
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9.1.3 Read results

Should the request succeed, the result shall be returned.

The entry result parameter holds the requested information (see 7.7). This may include family information, if required
by the presence of a familyReturn element in EntrylnformationSelection.

The modifyRights parameter is present if it was requested via the modifyRightsRequest argument, and the user has
modification privileges to some or all of the requested entry information, and the return of this information is permitted
by the local security policy. If returned, the modification rights of the requestor are returned for the entry and for the
attributes specified in the selection argument. The parameter contains the following:

An element of the SET is returned for the entry; for each user attribute requested which the user has the
right to add or remove; and for each returned attribute value for which the user's rights to add or remove

it differ from those of the corresponding attribute.

The returned permission indicates what operations or actions on the entry by the user would succeed. In

NOTE -
for exan

The Comn
encrypted,
the results

the case of an entry, remove indicates that a RemoveEntry operation would succeed; renam
that a ModifyDN operation with the newSuperior parameter absent would succeed; and)ym
ModifyDN operation with the newSuperior parameter present and an unchanged RDN'weuld 5

In the case of attributes and values, add indicates that a ModifyEntry operation that.adds the
value would succeed; and remove indicates that a ModifyEntry operation thatyt€émoves the
value would succeed.

- An operation to move an entry to a new superior may also depend on permissions associated with the new
hple with basic-access-control). These are ignored when determining permission,

nonResults (see 7.4) include the security parameters applying to the(résponse. If this result is to
or signed and encrypted by the Directory, the SecurityParameters {see 7.10) component shall be

9.1.4 Read errors

Should the
can be rety
under whig

request fail, one of the listed errors shall be reported, If.none of the attributes explicitly listed i1
irned, then an attributeError with problem noSuchAttributeOrValue shall be reported. The cirg
h other errors shall be reported are defined in clause™2.

9.1.5 Read operation decision points for basic access control

If rule-bas
local mattd
shall not b
permissior

If basic-acq

]
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bd-access-control is also to be applied, theorder in which it is applied with respect to basic-access-
1, except that if access is denied to the entry, an attribute type or an attribute value by either me
e overridden by the other mechanism:”In this respect, DiscloseOnError permission of basic-access-
that shall not override a deny.of rule-based-access-control.

ess-control is in effect for theéntry being read, the following sequence of access controls applies:

Read permission ds\tequired to the entry being read. If permission is not granted, the operat
accordance with 7)11.1.3.

If the infoTypes element of selection specifies that attribute types only are to be returned, th:
attribute~type that is to be returned, Read permission is required. If permission is not g
attribute'type is omitted from the ReadResult. If as a consequence of applying these controls 1§
infermation is returned, the entire operation fails in accordance with 9.1.5.1.

If-the infoTypes element of selection specifies that attribute types and values are to be returng
¢€ach attribute type and for each value that is to be returned, Read permission is required. If pe
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an attribute type is not granted, the attribute is omitted from ReadResult. If permission to an attribute
value is not granted, the value is omitted from its corresponding attribute. In the event that permission is
not granted to any of the values within the attribute, an Attribute element containing an empty SET OF
AttributeValue is returned. If as a consequence of applying these controls, no attribute information is

returned, the entire operation fails in accordance with 9.1.5.1.

NOTE - Privileges that permit a DAP read operation may not work in an LDAP environment where browse permission is
required to support an equivalent read service.

9.1.5.1 Error returns

If the operation fails as defined in 9.1.5 items 2) or 3), the valid error returns are one of:

a)

30

If an open-ended option was specified (i.e., allUserAttributes or allOperationalAttr
securityError with problem insufficientAccessRights or nolnformation shall be returned.
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b) Otherwise, if a select option was specified (in attributes and/or in extraAttributes), then if the
DiscloseOnError permission is granted to any of the selected attributes, a securityError with problem
insufficientAccessRights or nolnformation shall be returned. Otherwise, an attributeError with
problem noSuchAttributeOrValue shall be returned.

9.1.5.2 Non-disclosure of incomplete results

If an incomplete result is being returned in Entrylnformation, i.e., some of the attributes or attribute values have been
omitted because of the applicable access controls, the incompleteEntry clement shall be set to TRUE if
DiscloseOnError permission is granted to at least one attribute type withheld from the result, or at least one attribute
value withheld from the result (for which attribute type Read permission was granted).

9.1.6 Read operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry _an attribute tx peoran attribute value by either mechanism, it shall
not be ovgrridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access=dontrol is a
permissior] that shall not override a deny of rule-based-access-control.

If rule-bas¢d-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the ¢ntry being
read, the fpllowing access controls apply:

1) If entry level access is denied under rule-based-access-control, then the opefation fails with hameError
with problem noSuchObject in accordance with 7.11.2.4.

1) If access to the entry is not permitted under the basic-access-control se¢hefrie as described in 9.].5 item 1)
then the operation fails in accordance with 7.11.1.3.

3) If the infoTypes element of selection specifies that attribute types only are to be returned, then if under
rule-based-access-control, access is not granted for all attribite ‘'values of that type, the attribute type is
omitted from the ReadResult. If as a consequence of applying these controls no attribute infgrmation is
returned, the entire operation fails returning an attributeError with problem noSuchAttributePrValue in
accordance with 9.1.5.1 b).

4) If the infoTypes element of selection specifies, that attribute types only are to be returned, bpsic-access-
control is applied as described in 9.1.5 item 2).

3)  Under rule-based access controls, if the infoTypes element of selection specifies that attributg types and
values are to be returned, then for eachivattribute value that is to be returned, access shall be|granted. If
access to an attribute value is not gianted, the attribute value is omitted from its corresponding attribute.
In the event that access is not granted to any of the attribute values within an attribute, the whale attribute
is omitted from ReadResult. If\as a consequence of applying these controls, no attribute infgrmation is
returned, the entire operation fails returning an attributeError with problem noSuchAttribute@rValue.

@) basic-access-control is applied as described in 9.1.5 item 3).

1) The name of the enfry returned in the operation result is determined as defined in 7.11.2.2.

9.2 Compare

9.2.1 Compare syntax

A Comparp operation is used to compare a value (which is supplied as an argument of the request) with the value(s) of a
particular attribute type in a particular object entry. The arguments of the operation may be signed, encrypted, or signed
and encrypted\(see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Dir¢ctory may
sign, encrypt, or sign and encrypt the result.

Any value of familyGrouping except multiStrand may be used, and the attributes in all the grouped family members
are to be used in the comparison against the purported attribute value assertion. If familyGrouping specifies
multiStrand, compoundEntry is assumed.

compare OPERATION ::= {

ARGUMENT CompareArgument

RESULT CompareResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }

CODE id-opcode-compare }
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CompareArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments } }
CompareResult ::= OPTIONALLY-PROTECTED {
SET {
name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults } }
9.2.2 Compare arguments

The objegt argument is the name of the particular object entry concerned. Should the Name involyevoije or more
aliases, thgy are dereferenced (unless prohibited by the relevant service control). The Name may be an(alternptive name
and may irjclude context information, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The purpdrted argument identifies the attribute type and value to be compared with that in the ¢nfry. The comparison is
TRUE if the entry holds the purported attribute type or one of its subtypes, or there is a collective attribute qf the entry
which is the purported attribute type or one of its subtypes (see 7.6), and if there is a‘value of that attripute which
matches thle purported value using the attribute's equality matching rule.

NOTE } A compare request cannot be satisfied by a friend attribute type of the attribute\type specified in the argumept.

If context assertions are included in the attribute value assertion, then the matching’shall be attempted only against those
values which satisfy all the given context assertions, as described in 8.9.2 of I'TU-T Rec. X.501 | ISO/IEC 9594-2. If no
context aspertions are included in the attribute value assertion, then,défault context assertions shall be [applied as
described {n 8.9.2.2 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The CommonArguments (see 7.3) include a specification of the service controls and security parameters gpplying to
the request. For the purposes of this operation the sizeLimit component is not relevant and is ignored if provjded. If the
argument [of this operation is to be signed, encrypted; or signed and encrypted by the reqyestor, the
SecurityParameters (see 7.10) component shall be includéd in the arguments.

9.2.3 Compare results
Should the request succeed (i.e., the comparison-is actually carried out), the result shall be returned.

The name|is the distinguished name of thé\entry or an alias name of the entry, as described in 7.7. It is pregent only if
an alias hqs been dereferenced, RDNs have been resolved to primary RDNs, or context selection has been dpplied and
the name tp be returned differs from the.object name supplied in the operation argument.

The matched result parameter, helds the result of the comparison. The parameter takes the value TRUE if|the values
were compjared and matched,-and FALSE if they did not.

If fromEntry is TRUE the information was compared against the entry; if FALSE the information was compaped against
a copy.

The matchedSubtype parameter is present only if the result of the match was TRUE and if the match|succeeded
because a|subtype of the purported attribute was matched. It contains the matched subtype. If more thap one such
subtype is available, the one highest in the hierarchy is returned.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,
encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.

9.2.4 Compare errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

9.2.5 Compare operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

32 ITU-T Rec. X.511 (08/2005)


https://iecnorm.com/api/?name=d57d2c5bca827c627188a8a92e4133a5

ISO/IEC 9594-3:2005 (E)

If basic-access-control is in effect for the entry being compared, the following sequence of access controls applies:

1) Read permission is required to the entry to be compared. If permission is not granted, the operation fails
in accordance with 7.11.1.3.

2) Compare permission is required to the attribute being compared. If permission is not granted, the
operation fails in accordance to 9.2.5.1.

3) If there exists a value within the attribute being compared that matches the purported argument and for
which Compare permission is granted, the operation returns the value TRUE in the matched result
parameter of the CompareResult. Otherwise, the operation returns the value FALSE.

9.2.5.1 Error returns

If the operation fails as defined in 9.2.5 item 2), the valid error returns are one of: if the DiscloseOnError permission is
granted to the attribute being compared, a securityError with problem insufficientAccessRights or nolnformation
shall be returned; otherwise, an attributeError with problem noSuchAttributeOrValue shall be returned.

9.2.6 Compare operation decision points for rule-based access control

If basic-acgess-control is also applied, the order in which it is applied with respect to rule-based-access-contrdl is a local
matter, ex¢ept that if access is denied to the entry, an attribute type or an attribute value by eithet_mechanigm, it shall
not be ov¢rridden by the other mechanism. In this respect, DiscloseOnError permission of, basic-access-dontrol is a
permission] that shall not override a deny of rule-based-access-control.

If rule-bas¢d-access-control, rule-and-basic-access-control, or rule-and-simple-access-conttoljis in effect for the ¢ntry being
compared,|the following access controls apply:

) if entry level access is denied under rule-based-access-control, then/the operation fails with hameError
with problem noSuchObject in accordance with 7.11.2.4;

1) if access to the entry is not permitted under the basic-accessécontrol scheme as described in 9.2.5 item 1),
then the operation fails in accordance with 7.11.1.3;

3) if access is not granted to the attribute value beifig compared, the Directory shall act as though the
attribute value was not present;

4)  basic-access-control is applied as described in9.2:5 items 2) and 3);

3) the name returned in the operation result is.determined as defined in 7.11.2.2.

9.3 Abandon

Operationg that interrogate the Directory may be abandoned using the abandon operation if the user is| no longer
interested |n the result. The arguments of the operation may be signed, encrypted, or signed and encrypted (pee 17.3 of
ITU-T Re¢. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, @r sign and
encrypt th¢ result.

abandon OPERATION ::= {

ARGUMENT AbandonArgument
REBULT AbandonResult
ERRORS { abandonFailed }
COpE id-opcode-abandon }

AbandonArgument ::= OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {

—nvoket——————{0—tnvoketd T}
AbandonResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResultsSeq } } }

There is a single argument, the invokelD which identifies the operation that is to be abandoned. The value of the
invokelD is the same invokelD that was used to invoke the operation that is to be abandoned.

Should the request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and encrypted
by the Directory, the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4) shall be included in
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the results. If the result of the operation is not to be signed by the Directory, no information shall be conveyed with the

result. The

original operation shall fail with an abandoned error.

Should the request fail, the abandonFailed error shall be reported. As a local matter, a DSA may choose not to abandon
the operation and shall then return the abandonFailed error. This error is described in 12.3.

Abandon is only applicable to interrogation operations, i.e., Read, Compare, List, and Search operations.

A DSA may abandon an operation locally. If the DSA has chained or multicasted the operation to other DSAs, it may in
turn request them to abandon the operation.

10 Directory Search operations

There are two 'search-like' operations: List and Search, defined in 10.1 and 10.2 respectively.

10.1 List
10.1.1  List syntax
A List opgration is used to obtain a list of the immediate subordinates of an explicitly identifiéd entry. Under some
circumstar]ces, the list returned may be incomplete. The arguments of the operation may be signed, encrypted, or signed
and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so‘téquested, the Dir¢ctory may
sign, encrypt, or sign and encrypt the result.
list OPERATION := {
ARGUMENT ListArgument
REBULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
COpE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
ListResulf{ ::= OPTIONALLY-PROTECTED {
CHPICE {
listinfo SET {
name Name OPTIONAL,
subordinates [11 SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE },
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults },
uncorrelatedListinfo [0] SET OF ListResult } }
PartialOutcomeQualifier ::= SET {
lim|tProblém [0] LimitProblem OPTIONAL,
ungxplored [11 SET SIZE (1..MAX) OF ContinuationReference 0PTIONA1L,
un

unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPTIONAL,
queryReference [4] OCTET STRING OPTIONAL,
overspecFilter [5] Filter OPTIONAL,
notification [6] SEQUENCE SIZE (1..MAX) OF Attribute OPTIONAL,
entryCount CHOICE {

bestEstimate [7]1 INTEGER,

lowEstimate [8] INTEGER,

exact [9] INTEGER } OPTIONAL,
streamedResult [10] BOOLEAN DEFAULT FALSE }

LimitProblem ::= INTEGER {
timeLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }

34
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The object argument identifies the object entry (or possibly the root) whose immediate subordinates are to be listed.
Should the Name involve one or more aliases, they are dereferenced (unless prohibited by the relevant service control).
The Name may be an alternative name and may include context information, as described in 9.3 of ITU-T Rec. X.501 |
ISO/IEC 9594-2.

The pagedResults argument is used to request that results of the operation be returned page-by-page, as described

in7.9.

If listFamily is TRUE and the object is an ancestor, the listed subordinates are taken from immediately subordinate
family members; no other subordinates are included. Otherwise, the listed subordinates are taken only from
immediately subordinate entries that are not family members.

The CommonArguments (see 7.3) include a specification of the service controls applying to the request. If the
argument of this operation is to be signed, encrypted, or signed and encrypted by the requestor, the

SecurityParameters (see 7.10) component shall be included in the arguments.

10.1.3

The request succeeds, subject to access controls, if the object is located, regardless of whether thete is any s
informatiop to return.

The name|is the distinguished name of the entry or an alias name of the entry, as describeéd-in 7.7. It is pres
an alias hqs been dereferenced, RDNs have been resolved to primary RDNs, or context selection has been 4
the name tp be returned differs from the object name supplied in the operation argument.

The subofdinates parameter conveys the information on the immediate subordinates, if any, of the na
Should any of the subordinate entries be aliases, they shall not be dereferenced,

The rdn pgrameter is the relative distinguished name of the subordinate:, This may be affected by contexts a

for Name

The fromBntry parameter indicates whether the information wasobtained from the entry (TRUE) or a copy (

(FALSE).

The aliasHntry parameter indicates whether the subordinate’entry is an alias entry (TRUE) or not (FALSE).

The parti
whenever

the DIT were not explored, because some critical extensions were unavailable, because an unknown error wa

because p

to be returped, or the result of an operation’is-a streamed result and this response is not the last response of thg

List results

n7.7.

gl0OutcomeQualifier consists of nine subcomponents as described below. This parameter shall
he result is incomplete because of a time.Jimit, size limit, or administrative limit problem, becausg

dged results are being returned, an overspecified filter is to be indicated, one or more notification at

ubordinate

ent only if
pplied and

med entry.

described

f the entry

be present
regions of
s received,
ributes are
b result:

3)

The LimitProblem parameter indicates whether the time limit, the size limit, or an administfative limit
has been exceeded: The results being returned are those which were available when the| limit was
reached.

The unexplored parameter shall be present if regions of the DIT were not explored. Its ipformation
allows the DUA to continue the processing of the List operation by contacting other access pdints if it so
chooses./Fhe parameter consists of a set (possibly empty) of ContinuationReferences, each| consisting
of the_name of a base object from which the operation may be progressed, an appropriate value of
OperationProgress, and a set of access points from which the request may be further progiessed. The
ContinuationReferences that are returned shall be within the scope of referral requested in th¢ operation
Sservice control, See 12.6

¢)

d)

The unavailableCriticalExtensions parameter indicates, if present, that one or more critical extensions
were unavailable in some part of the Directory.

The unknownErrors parameter is used to return unknown error types or parameters received from other
DSAs in the processing of the operation. Each member of the SET contains one such unknown error. See
12.2.4 of ITU-T Rec. X.519 | ISO/IEC 9594-5.

The queryReference parameter shall be present when the DUA has requested paged results and the DSA
has not returned all the available results. See 7.9. It shall be absent when the DSA can determine that all
results valid for the user have been returned (i.e., other than as a result of applying access control).

The overspecFilter component is only used in conjunction with the Search operation when, as a
consequence of over-specified filtering, the returned Search result is empty, although there are candidate
entries either matching only portions of the filter or matching only approximately the filter. It is returned
only if the search request included the checkOverspecified item and the Directory can determine that
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the filter was over-specified. It consists of the filter supplied in the search argument with those elements
of the filter that succeeded in matching some entries omitted. The actual procedure for generating the
overspecFilter is a local matter.

NOTE 1 — The return of a suitable overspecFilter in a distributed Directory is for further study.

g) The notification parameter may be used to send qualifications of error outcomes, and may also for the
Search operation be used to return a proposedRelaxation attribute (see 5.12.15 of ITU-T Rec. X.520 |
ISO/IEC 9594-6) which provides a relaxation policy that could be applied by the user. In this case, the
sequence of MRMapping elements that would have been used to effect the relaxation (or tightening)
policy specified by the relevant search-rule may be supplied.

NOTE 2 — The ordering of sequence-of Attribute in notification is not significant.

h) The entryCount parameter is only relevant in search results and if then present, it gives a best estimate
of the number of entries that fulfil the search criteria. This subcomponent shall be present if, and only if,

— entryCount search control option is set in the search argument or by a governing-search-rule;

—  if paged results have been requested or a size limit has been exceeded; and
—  if the feature is supported by at least one of the participating DSAs.

When the entryCount subcomponent is present, the bestEstimate or exact choice-shall be faken if all
performing DSAs support the feature and if all the eligible DSAs have participated in the opefation. The
exact choice shall be taken if all participating DSAs can supply an exact count, othdrwise, the
bestEstimate choice shall be taken. If not all the eligible DSAs participated)in the operation|or if some
of the participating DSA do not support the entryCount parameter,,the)lowEstimate choige shall be
taken. Family members of a compound entry only count as a single entty-

i) The streamedResult parameter indicates, when present and TRUE, that the DSA is sending p streamed
result and that this response is not the last response of the fesult. If absent or present witlf the value
FALSE, this parameter indicates that this response is the final\response of a streamed result o1 that it is a
non-streamed response. Each of the responses in a strteamed result shall be identified with the same
invokeld.

If a limit groblem is encountered which results in a limitProblem:element being used in PartialOutcomeQuialifier, this
component shall be repeated in all subsequent results supplied<as’part of the paged result set.

NOTE B — Each of the responses in a streamed result shall b&“identified with the same invokelD. As such, this ogtion is only
available with the IDM Directory protocols as specified in [TU-T Rec. X.519 | ISO/IEC 9594-5.

When the DUA has requested a protection requestof’signed, or if the Directory for other reasons is not able {o correlate
informatiop, the uncorrelatedListinfo parameter may comprise a number of sets of result parameters origirfating from
and signed by different components of the Direetory. If no DSA in the chain can correlate all the results, the [DUA shall
assemble the actual result from the various-pieces.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to|be signed,
encrypted,|or signed and encrypted by.the Directory, the SecurityParameters (see 7.10) component shall be {ncluded in
the results

10.1.4  List errors

Should thg request fail,2one of the listed errors shall be reported. The circumstances under which the partidular errors
shall be reported are defined in clause 12.

10.1.5  Listoperation decision points for basic access control

If rule-based-zeeess-eontro f PP - ofe o appHea—w P b aeeess-eontrodl is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the portion of the DIB where the list operation is being performed, the following
sequence of access controls applies:

1) No specific permission is required to the entry identified by the object argument.

2) For each immediate subordinate for which a RelativeDistinguishedName is to be returned in
subordinates, Browse and ReturnDN permissions are required to that entry. Entries for which these
permissions are not granted are ignored. If as a consequence of applying these controls, no subordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is returned and if
DiscloseOnError permission is not granted to the entry identified by the object argument, the operation
fails and a nameError with problem noSuchObiject shall be returned. The matched element shall either
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contain the name of the next superior entry to which DiscloseOnError permission is granted, or the name
of the DIT root (i.e., an empty RDNSequence). Otherwise, the operation succeeds but no subordinate
information (excluding any ContinuationReferences in PartialOutcomeQualifier) is conveyed with it.
NOTE 1 — In the case of a nameError being returned, the empty RDNSequence may be used by a DSA which does not have
access to all superior entries.
NOTE 2 — Security policy may prevent the disclosure of subordinate information which would otherwise be conveyed as
ContinuationReferences in PartialOutcomeQualifier. If such a policy is in effect and if a DUA constrains the service by
specifying chainingProhibited, the Directory may return a serviceError with problem chainingRequired. Otherwise, the
procedure described in item 2) above is followed.
NOTE 3 — Security policy may prevent the Directory from indicating that a listed subordinate entry is an alias entry. For
example, if the DUA is not granted Read access to the alias entry, its objectClass attribute and the value alias that it contains,

the Directory may omit the aliasEntry component of subordinates from the ListResult or set it to FALSE.

NOTE 4 —If DiscloseOnError permission is not granted to the entry identified by the object argument, a
partialOutcomeQualifier indicating a limitProblem or unavailableCriticalExtensions should not be returned as it may
compromise the security of this entry.

10.1.6

If basic-ac¢ess-control is also applied, the order in which it is applied with respect to rule-based-access-contrd
matter, ex¢ept that if access is denied to the entry, an attribute type or an attribute value by eithetr_mechanij
not be ovgrridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-d
permissior] that shall not override a deny of rule-based-access-control.

If rule-basgd-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the
the DIB where the List operation is being performed, the following access controls apply:

10.2

10.2.1
A Search

informatiop from those entries. The arguments of the operation may be signed, encrypted, or signed and

(see 17.3

sign and emcrypt the result.

search OPERATION ::= {

List operation decision points for rule-based access control

1) If rule-based entry level permission is denied to the entry idéntified by the object argu
nameError with problem noSuchObject is returned in accordance with 7.11.2.4.

>

1) For each immediate subordinate for which a RelativeDistinguishedName is to be 1|
subordinates, rule-based RDN permission must be granted to that entry. Entries for which aq
granted are ignored.

3) basic-access-control is applied as described in 10.L:5.
Search

S$earch syntax

peration is used to search one or more portions of the Directory for entries of interest, and to retul

gdf ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign,

11s a local
bm, it shall
ontrol is a

portion of
ment, then

tturned in
cess is not

m selected
encrypted
encrypt, or

ARGUMENT SearchArgument

REBSULT SearchResult

ERRORS { attributeError | nameError | serviceError | referral | abandoned |

securityError }
CODPE id-opcode-search }
SearchArgumeént ::= OPTIONALLY-PROTECTED {

SET{

subset [1] INTEGER {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

filter [2] Filter DEFAULT and:{},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntrylnformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
extendedFilter [7] Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
relaxation [9] RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,
hierarchySelections [11] HierarchySelections DEFAULT { self },
searchControlOptions [12] SearchControlOptions DEFAULT { searchAliases },
joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED {
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innerJoin(0), leftOuterJoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin,
COMPONENTS OF CommonArguments } }

HierarchySelections ::= BIT STRING {

self (0),
children (1),
parent (2),
hierarchy (3),
top (4),
subtree (5),
siblings (6),

siblingChildren (7),
siblingSubtree (8),

all

9}

SearchControlOptions ::= BIT STRING {

sedrchAliases (0),
matchedValuesOnly (1),
chgckOverspecified (2),
performExactly (3),
includeAllAreas (4),
no$ystemRelaxation (5),
dnAttribute (6),
matchOnResidualName (7),
entfyCount (8),
usgSubset (9),
separateFamilyMembers (10),
sedrchFamily (11) }
JoinArgurhent ::= SEQUENCE {
joinBaseObject [0] Name,
dorainLocallD [1] DomainLocallD OPTIONAL,
joinSubset [2] ENUMERATED {
baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,
joinFilter [3] Filter OPTIONAL,
joinAttributes [4] SEQUENCE SIZE/(1..MAX) OF JoinAttPair OPTIONAL,
joinSelection [5] EntrylnformationSelOection }
DomainLgcallD ::= DirectoryString { ub-domainLocallD }

DomainLdcallD is a string which locally uniquély identifies a remote domain holding a portion of another DI[T.

NOTE — This string is defined locally.and does not need to be registered by any registration authority.
JoinAttPa!r ::= SEQUENCE {

bageAtt AttributeType,
joinAtt AttributeType,
joinContext SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL }

JoinContgxtType ::=-CONTEXT.&id({SupportedContexts})

SearchRegult ::="OPTIONALLY-PROTECTED {

CHPICE {

searchinfo SET{
name Name—ORTIONAL Y
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [3] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonResults },

uncorrelatedSearchinfo [0] SET OF SearchResult } }

10.2.2

The baseObject argument identifies the object entry (or possibly the root) relative to which the primary search is to
take place. The baseObject may be an alternative name and may include context information, as described in 9.3 of

Search arguments

ITU-T Rec. X.501 | ISO/IEC 9594-2.
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The subset argument indicates whether the primary search is to be applied to:

a) the baseObject only;

b) the immediate subordinates of the base object only (oneLevel);

c) the base object and all its subordinates (wholeSubtree).

-3:2005 (E)

If the base object is an ordinary entry, compound entries shall be counted as a single entry with respect to the subset
specification. If the base object is the ancestor of a compound entry, the searchFamily search control option controls
the exact behaviour. If the base object is a child family member, family members shall count as individual entries.

The filter argument is used to eliminate entries from the primary search space which are not of interest. Information
shall only be returned on entries which satisfy the filter (see 7.8). In the presence of a basic user-supplied or search-rule-
supplied relaxation policy, the filter shall be evaluated for the first time with the required substitutions of matching

rules.

1

sults than

In the pres
minimum
relaxation
defined. S
appropriat
NOTE
define 4

The family
applying tl
Aliases sh

1. carecmndliadoara-caaraol o la ool o d 0] atian aolio rbhath tha eotien £ £ 1
enee-of-a-user-supphed-orasearch—rile-supplied-relaxationpoteyorboth—thereturnoffewers
shall cause a re-evaluation of the filter, using the appropriate relaxations (see 7.8 and also-bel
element of SearchArgument), progressively until there are enough entries or no more-relay
fmilarly, the return of more results than the maximum shall cause a re-evaluation of the-filter
e tightenings, progressively until there are few enough entries or no more tightenings are defined.

user defined relaxation.

Grouping component of CommonArguments is used to logically merge together entries in a fam
e filter, as described in 7.3.2 and 7.8.3.

pll be dereferenced while locating the base object, subject to thessetting of the dontDereferer

service comtrol. Aliases among the subordinates of the base object shall be dereferenced during the search, su

setting of
parameter

he searchAliases parameter. If the searchAliases parameter iS)TRUE, aliases shall be derefereq
is FALSE, aliases shall not be dereferenced. If the sear¢hAliases parameter is TRUE, the s

continue iy the subtree of the aliased entry.

The selec
assumed tli

NOTE

ion argument indicates what information from the entries is requested (see 7.6). However, it shd
at the attributes returned are the same as or limited to"those requested.

P — A DSA that is coordinating distributed operationsfor related entries (i.e., has finished name resolution

argument containing joinArguments and needs to acquite & collection of potentially related entries from non-inter

needs t
and nd
JoinArg
derived

override the DAP-supplied infoTypes value with attributeTypesAndValues for the purposes of distributed
eds also to include join attributes (i:¢7, attributes in the set specified by JoinAttPair.joir
ument.joinAttributes) in the selection pf attributes to be returned using distributed operations. However,
entries that are returned to the user by the’coordinating DSA shall omit attribute values in the DAP-returned

if the infoTypes value was attributeTypesOnly, and shall thus return Entrylnformation in accordance with the g

request.

The pagegiResults argument is used, to request that results of the operation be returned page-by-page, ag

in7.9.

The matc

edValuesOnly argument indicates that certain attribute values are to be omitted from the rety

informatiop. Specifically, Where an attribute to be returned is multi-valued, and some but not all of the val
attribute cpntributed _to’the search filter, in its last effective form (i.e., taking relaxed matching rules int
returning TRUE via_filter items other than present, then the values that did not so contribute are omitte
returned eftry information.

If the mat¢hedValuesOnly argument is specified in the search argument, the following logic processing ap

w, for the
(ations are
using the

— If no search-rule relaxations are provided, the user may need to simplify the filter and(try” again, or alt¢rnatively to
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attributes to be returned.

a) If the filter consists of one filter item, the following rules apply:

—  if the type of the filter item is present, then the matchedValuesOnly argument has no effect on the

attribute in this filter item.

If the type of the filter item is equality, substrings, greaterOrEqual, lessOrEqual,
approximateMatch, contextPresent or extensibleMatch and the assertion is not TRUE for the
attribute, then the matchedValuesOnly argument has no effect on this attribute. If the assertion is
TRUE, then the values of this attribute that did not match the filter item are omitted from the
returned entry information.

If the filter item is negated, then the matchedValuesOnly argument has no effect on this attribute.
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b) If the filter is complex (consists of more than one filter item), then the following rules apply:

—  If the filter contains a negated (i.e., not) filter, then the matchedValuesOnly argument has no effect
on any attribute within the negated filter.

NOTE 3 — This applies to nested negated filters as well.

—  The matchedValuesOnly argument has no effect on the attributes of any elements of or filters that
evaluate to FALSE or UNDEFINED.

—  An attribute that occurs multiple times in the filter only needs one of its occurrences to evaluate to
TRUE as described in a), second bullet above, for the matchedValuesOnly argument to be
effective, i.e., one instance of effectiveness overrides one or more instances of ignore.

—  Each filter in an or filter should be evaluated for matchedValuesOnly, even if the truth of the filter
can be determined before full evaluation is complete.

The extendedFilter argument is used in mixed version environments to specify an alternative filter to that described
above. WHen this argument 1s present, the filter argument (I any) shall be ignored by second and subsequfent edition
systems. The extendedFilter is always ignored by first-edition systems. Search relaxation is applied justeas {dr filter.

NOTE 4 — By including both filters, a DUA can specify one filter to be used by first edition systems and a~different filter to be
used by| second and subsequent edition systems in the distributed processing of the Search request. first-¢dition systems do not
support|attribute polymorphism or matching rule assertions.

The chedkOverspecified argument is used to request the Directory to return ad-overspecFiltef item in
partialOutcomeQualifier if the result of the search operation is empty and the Directory is-able to determine|that this is
due to the filter being overspecified.

The relaxation component may be used to specify a user-supplied RelaxationPolicy using the constryct defined
in 16.10 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

Substitutians specified by a search request shall not be performed within-a.service specific administrative|area if the
substitutioh causes the search to be invalid with respect the governing-search-rule. The governing-search-fule can be
violated when the substituting matching rule:

d) effectively removes one or more filter items from-the 'search filter; or

B§) violates the matchingUse specification for the attribute type (see 16.10.2 of ITU-T Rep. X.501 |
ISO/IEC 9594-2).

NOTE 5 — The nullMatch matching rule has, the effect of removing one or more filter items from the filter. When
using this matching rule, the governing-seateh-rule might be violated.

If the Search operation is performed outside a service specific administrative area or if the governing-search-rule does
not provide a RelaxationPolicy component, the’ user-supplied RelaxationPolicy is applied as described in|16.10.7 of
ITU-T Reg. X.501 | ISO/IEC 9594-2. When a search-rule-provided RelaxationPolicy is also present, the conjbination is
applied acgording to the following procedure:

1) The search-rule specified basic substitution policy, if any, is applied already during the search-validation
process. The posSible basic substitutions specified by the governing-search-rule are therebyl applied a
priori.

1) The basic_substitutions and the mapping-based mapping specified in the search request, if prgsent, shall
then be(applied. However, basic substitutions that cause the governing-search-rule to be viglated shall
not be applied, but shall be ignored. The oldMatchingRule value (if supplied) in this case applies to the
baSic'matching rule, i.e., the one that would have been applicable in the absence of a search-rfile-applied
basic substitution policy.

he axatronrteh s-sHbstuHeRs—H-ary—speetied—ta+th eareh 8 henapphed together
with any specified mapping-based matching following the rules defined in 16.10.7 of ITU-T Rec. X.501 |
ISO/IEC 9594-2. If substituting matching rule is encountered at any point that caused non-conformance
with the governing-search-rule, this particular substitution is abandoned completely, together with any
further substitutions that may have been specified by the search request for that attribute type. If during
the process, the minimum or maximum specification specified in the search request is satisfied, the

process stops.

4) The governing search-rule-supplied relaxation or tightening substitutions are applied, with the exception
there shall be no substitution for attribute types for which relaxation or tightening substitutions has been
performed. That is, further relaxation or tightening substitutions apply only to matching rules for
attribute types that so far have not been exposed to relaxation or tightening substitution. In this part of
the process, the maximum or minimum specifications in the search request still apply, rather than those
in specified in the governing-search-rule.
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If a substitution specified in the search request proposes an unsupported matching rule, the existing matching rule stays
in place. If this strategy fails to produce a supported matching rule, the filter-item is evaluated as UNDEFINED.

The user can propose that the system provides a relaxation or tightening by specifying the dummy matching rule
systemProposedMatch.

The extendedArea component indicates the level of relaxation (if greater than zero) or the level of tightening (if less
than zero). If this component is present, it affects relaxation or tightening, as it is described in 16.10.7 of
ITU-T Rec. X.501 | ISO/IEC 9594-2.

The hierarchySelection search control specifies by means of a bit string the hierarchical selection to be performed
within a hierarchical group with respect to each matched entry. It is ignored for matched entries that are not part of a
hierarchical group. If several entries within a hierarchy are matched, hierarchical selection will not result in the same
entry being returned more than once. If this search control is not present, no hierarchical selection is performed. When
present, the following choices are possible either alone or in combinations:

4) self indicates that entry information snall be returned 1rom the matcned entries. 1T this 1S the Oﬂly ChOiCG,

it corresponds to performing no hierarchical selection.

) children indicates that for each matched entry, the entry information is returned fremall ihmediately
hierarchical children, if any, of each matched entry. No information is returned frorf»the matcljed entry if
this is the only setting.

¢) parent indicates that for each matched entry, the entry information is returnéd from the ihmediately
hierarchical parent, if any, of each matched entry. No information is returned from the matcHed entry if
this is the only setting.

d) hierarchy indicates that for each matched entry, the entry information is returned frqm all the
hierarchical parents. No information is returned from the matched-entry if this is the only setting.

¢) top indicates that for each matched entry, the entry information from the hierarchical top is regturned. No
information is returned from the matched entry if this is/the-only setting, unless the matched ¢ntry is the
top entry.

f) subtree indicates that for each matched entry, the entry information is returned from all its Hierarchical
children, if any. No information is returned from.the matched entry if this is the only setting.

¢) siblings indicates that for each matched eritby, the entry information from all hierarchical |siblings is
returned. No information is returned from’thie matched entry if this is the only setting.

-

) siblingChildren indicates that for.each matched entry, the entry information from the immediately
hierarchical children of all hierarchical siblings is returned. No information is returned from tle matched
entry and its siblings if this is thé only setting.

i)  siblingSubtree indicates that-for each matched entry, the entry information from all the children of all
hierarchical siblings is returned. No information is returned from the matched entry and its siblings if this
is the only setting.

j)  all indicates that for\éach matched entry, the entry information from all entries of the hierarchical group
is returned.

The sear¢hControlOptions component contains only control options applicable for the Search opergtion. This
componenf has indicators with the same semantics as the boolean type components of the search arghment. An
implementation supporting the service administration extension shall support this component. A sending [supporting
implementation(e:g., a DUA) shall in addition to setting the boolean type components also set the correspondling bits in
this comppnéent (unless defaults apply). If a supporting DSA implementation receives a search requesf with this
componen it shall ignnre the boolean type components in the request If this component is absent in a equest, the
default setting shall be understood to be all bits reset, except as indicated below:

a) The searchAliases search control option is a replacement for the searchAliases search argument
component. If this bit is set, it corresponds to the searchAliases component being TRUE. If the
searchControlOptions component is absent, the default value is according to the searchAliases
component, i.e., if the searchAliases component is absent or set to TRUE, this bit defaults to being set.

b) The matchedValuesOnly search control option is a replacement for the matchedValuesOnly search
argument component. If this bit is set, it corresponds to the matchedValuesOnly component being
TRUE. If the searchControlOptions component is absent, the default value is according to the
matchedValuesOnly component, i.c., if the matchedValuesOnly component is set to TRUE, this bit
defaults to being set; otherwise it defaults to being reset.

¢) The checkOverspecified search control option is a replacement for the checkOverspecified search
argument component. If this bit is set, it corresponds to the checkOverspecified component being
TRUE. If the searchControlOptions component is absent, the default value is according to the
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d)

checkOverspecified component, i.e., if the checkOverspecified component is set to TRUE, this bit
defaults to being set; otherwise it defaults to being reset.

The performExactly search control option indicates that an operation shall be performed exactly
according to the relevant matching rules as specified or implied by the filter after a basic matching rule
substitution, if applicable. When an extensibleMatch filter item specifies an unsupported matching rule,
the search request shall be rejected when this search control option is set. Otherwise, the filter item
evaluates to UNDEFINED. If the Search operation starts its initial evaluation phase within a service
specific administrative area and a matching restriction in a search-rule is violated, that search-rule will
fail the search-validation if, and only if, this search control option is set.

The includeAllAreas search control option is only relevant if the extendedArea component is included
with a value of zero or greater. In all other cases, it is ignored. If the value is TRUE, inclusive relaxation
is performed; otherwise exclusive relaxation is performed if possible (see 13.6 of ITU-T Rec. X.501 |
ISO/IEC 9594-2).

sraxation Scarch o prior [ TeqUiTes U A -supplied
relaxation policies shall not be applied. The DSA still applies a basic policy, unless thérel is a user-
supplied basic policy that overrides it, but no subsequent relaxations or tightenings shall be”applied. That
is, the filter is never evaluated more than once over the set of candidate entries, except’becayse of user-
supplied relaxations.

The dnAttribute search control option is used to indicate that the attributes of the Distinguishqdd Name of
an entry are used in addition to those of the entry when evaluating filtér\against the entry. If set, it
overrides any possible dnAttribute specification in extensibleMatch, filter items. It also applies to all
filter item types.

The matchOnResidualName search control option is only relevant if the partialNameResolution
service control option is set. It is used to indicate that if the Directory is able to resolve only|part of the
purported name in a search operation, the AVAs of the untesolved RDNs shall be treated s AND'ed
equality filter items. These filter items are AND'ed with the search filter both for search |evaluation
against search-rules and for entry matching.

The entryCount search control option indicates that an entry count shall be supplied in the seprch result
in case either a service control size limit or\an administrative size limit has been excgeded. The
entryCount gives an indication of how manyentries would have been returned had a size limfit not been
encountered. This search control is ignored if the subentries service control option is set.

The useSubset search control option-indicates that the imposedSubset search-rule compongnt shall be
ignored (see 16.10.9 of ITU-T Rec. X:501 | ISO/IEC 9594-2).

The separateFamilyMembers<search control option indicates that family members are geturned as
separate entries rather than being embedded in the family-information derived attribute.

The searchFamily search,'control option specifies how the search is performed if the base object is the
ancestor of a compound attribute. This option is ignored if the base object is not an ancest¢r or if the
entryOnly is set in-gither the CommonArguments or in the ChainingArguments. If this option is set,
the operation is.only performed on the compound entry and each family member count as|a separate
entry with respect to the subset and sizeLimit specifications. If searchFamily option is not set, the
compound:entry is considered a single entry with respect to the subset specification.

NOTE-6* The latter implies that if, as an example, subset is set to baseObject and familyGrouping iy entryOnly,
then‘eaeh individual family member is within the scope of the search.

The joinArguiments argument is used to specify additional portions of the Directory to be searched for the purpose of
identifying and’accessing entries related to those in the primary search and to specify the attributes to be used in joining

the related entries. Although specified as a SEQUENCE, the order in which joinArgument arguments appear is not

significant.

NOTE 7 — When joinArguments is specified, the primary search and each additional search is considered to produce a set of
intermediate results. Each set of intermediate results resulting from a specification of joinArgument will be joined with the
results of the primary search, and all joins will be performed prior to returning any results in SearchResult. Intermediate results
are not visible to users of the directory.

The joinBaseObject argument identifies the object entry (or possibly the root) relative to which each additional search
is to take place. The joinBaseObject may be an alternative name and may include context information, as described in
9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

The domainLocallD argument optionally specifies a separate DIT in which the search for joinBaseObject is to be
initiated. If absent, the search for joinBaseObject is to be initiated in all DITs known to the DSA.
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The joinSubset argument indicates whether the additional search is to be applied to:
a) the joinBaseObject only;
b) the immediate subordinates of the join base object only (oneLevel);

c) the join base object and all its subordinates (wholeSubtree).

The joinFilter argument is used to eliminate entries from the additional search space which are not of interest. Only
information which satisfies the joinFilter will be considered for joining with related entries. If joinFilter is not specified,
the value in the filter component of the SearchArgument will be used. If the filter component of the SearchArgument
is not supplied, the default value for that component will be used. When present, joinFilter will be treated according to
the rules for extendedFilter.

The joinAttributes argument is used to specify the pairs of attributes to be used in joining entries from the primary
search with entries from an additional search. An entry from the primary search (the "primary entry") is considered
related to an entry from an additional search (the "additional entry") if there exists a joinAttrPair such that the following
conditions|are true:

q) the primary entry has a value for the attribute type specified by baseAtt;
B) the additional entry has a value for the attribute type specified by joinAtt;

d) one of the attribute values in the primary entry and one of the attribute values initlie additiongl entry are
equal according to the following rules:

i) if the attribute types are the same, the equality matching rule for that.atttibute type is applied;

ii)  if the attribute types are not the same, but have the same syntaxs the equality matching fule for the
attribute type specified for the primary entry is applied;

iii) if joinContexts is present, only attribute values of the speeified contexts may be used in|evaluating
in accordance with rule i) or ii) above. If joinContexts is.absent, attribute values of all coptexts may
be used in evaluating in accordance with rule i) or ij) above.

In evaluating joinAttributes for potential joins, subtypes of the join attributes shall be ignored. Only the|explicitly-
identified baseAtt and joinAtt shall be used to evaluate a potential join.

If an equdlity rule is applied and evaluates to either FALSEvor UNDEFINED, the entries are not considered to be
related.

If no suitalple matching rule can be applied under condition c) above, the entries are not considered to be relatpd.

NOTE § — Care should be taken to prevent the unintentional retrieval of meaningless data when specifying joins invglving multi-
valued gttributes. For example, if an entry uses aaulti-valued attribute such as an employee identifier to denote menjbership in a
commitfee, specification of that multi-valued attribute in performing the join could result in the return of an unc¢rrelated set
containing group member names, telephone umbers, electronic mail addresses, and so on. Nevertheless, when oufer joins are
specifief, all entries that are retrieved willbe returned, even if not related.

The joinS¢lection argument is used’to eliminate attributes from the additional search intermediate result whiich are not
of interest.

The joinType argument is used to specify the type of join to be performed on related entries, as follows:

d) IfinnerJoin is specified, the resulting entry set will include only those entries for which a join has been
performed based on the attribute pairs specified in joinAttributes. Each resulting entry will [include all
the_corresponding related entries as relatedEntry attribute values.

B) ~ IfleftOuterdoin is specified, the resulting entry set will include all entries selected by the primary
search; all entries for which a join has been performed based on the attribute pairs specified in
joinAttributes will include all the corresponding related entries as relatedEntry attribute values.

c) If fullOuterJoin is specified, the resulting entry set will include all entries from the primary and
additional searches; all entries for which a join has been performed based on the attribute pairs specified
in joinAttributes will include all the corresponding related entries as relatedEntry attribute values rather
than as explicit entries.
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No attempt at joining shall take place unless the joinAttributes value contains at least one JoinAttPair and each
JoinAttPair is valid in terms of matching rules. If this is not the case, no attempt at joining shall take place, and the
following shall be the outcome of merging for each JoinAttPair, depending on the join-type:

Join-type Merged output
inner-join empty
left-outer-join primary results only
full-outer-join results from primary and joined search

Otherwise, entries shall only be eligible for joining when they can supply all of the relevant join-attribute values.

The results of joining shall include all combinations of matched join attributes.
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The altMatching parameter indicates that a matching rule has not been applied exactly as specified in the search

request.

The appliedRelaxation attribute in the notifications element of CommonResults shall be used to list the attributes of
the filter which have been subject to relaxation or tightening, other than those made by the basic element of a relaxation
policy (see 5.12.16 of ITU-T Rec. X.520 | ISO/IEC 9594-6).

The uncorrelatedSearchinfo parameter is as described for uncorrelatedListinfo in 10.1.3.

The CommonResults (see 7.4) include the security parameters applying to the response. If this result is to be signed,
encrypted, or signed and encrypted by the Directory, the SecurityParameters (see 7.10) component shall be included in
the results.
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10.2.4  Service administration

An administrative authority may establish service specific administrative areas as specified in clause 7 of
ITU-T Rec. X.501 | ISO/IEC 9594-2. This allows the administrative authority to administer the service by restricting the
Search operation with respect to what areas of the DIT can be searched and what type of searches can be formed, what
information can be returned, etc., by definition of search-rules.

10.2.5 Search errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

When searches are performed within service specific administrative areas, a number of additional, quite detailed
elements of error information may be returned as detailed in clause 13.

10.2.6  Search operation decision points for basic access control

If rule-basgd-access-control is also applied, the order in which it is applied with respect to basic-access-contrdl is a local
matter, ex¢ept that if access is denied to the entry, an attribute type or an attribute value by either m¢chanigm, it shall
not be ov¢rridden by the other mechanism. In this respect, DiscloseOnError permission of basic-aecess-dontrol is a
permission] that shall not override a deny of rule-based-access-control.

If basic-acgess-control is in effect for the portion of the DIT to be searched, the following gequence of access controls
applies:
) No specific permission is required to the entry identified by the baseObjeet argument.

NOTE 1 - If the baseObject is within the scope of the SearchArgument (i.c., when the subset argument
specifies baseObject or wholeSubtree) the access controls specified initems 2) through 5) apply.

>

1) For each entry within the scope of the SearchArgument which is to be a candidate for corsideration,
Browse permission is required. Entries for which this permission is not granted are ignored.

3) The filter argument is applied to each entry left to be considered after taking item 2) into fccount, in
accordance with the following:

a) For each Filterltem that specifies an attribute, FilterMatch permission for the attribyite type is
required before the Filterltem can be evaluated as either TRUE or FALSE. A Filterltem] for which
this permission is not granted evaluates as UNDEFINED.

b) For each Filterltem that additionally specifies an attribute value, FilterMatch permission [is required
for each stored attribute value which is to be considered for the purposes of matching. If there is a
value that both matches the Filterltem and for which permission is granted, the Filterltem evaluates
to TRUE, otherwise it evaluates to FALSE.

4) If present, the joinCriteria:argument is applied to each entry left to be considered after taking ifem 3) into
account, in accordance with the following:

a) For each JoinCriterialtem which specifies an attribute, FilterMatch permission for the attribute type
is required before the JoinCriterialtem can be evaluated as either TRUE or HALSE. A
JoinCriterjaltem for which this permission is not granted evaluates as UNDEFINED.

b) Forgcach JoinCriterialtem that additionally specifies an attribute value, FilterMatch pefmission is
required for each stored attribute value which is to be considered for the purposes of njatching. If
there is a value that both matches the JoinCriterialtem and for which permission is granted, the
JoinCriterialtem evaluates to TRUE, otherwise it evaluates to FALSE.

3) \."Once the procedures defined in 2) through 4) have been applied, the entry is either selected or discarded.
If as a consequence of applying these controls to the entire scoped subtree no entries have been selected
(excluding any ContinuationReferences in partialOutcomeQualifier) and if DiscloseOnError
permission is not granted to the entry identified by the baseObject argument, the operation fails and a
nameError with problem noSuchObject shall be returned. The matched element shall either contain the
name of the next superior entry to which DiscloseOnError permission is granted, or the name of the DIT
root (i.e., an empty RDNSequence). Otherwise, the operation succeeds but no subordinate information is
conveyed with it.

NOTE 2 — In the case of a nameError being returned, the empty RDNSequence may be used by a DSA which
does not have access to all superior entries.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be
conveyed as ContinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if a DUA
constrains the service by specifying chainingProhibited, the Directory may return a serviceError with problem
chainingRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualifier.
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6) Otherwise, for each selected entry the information returned is as follows:

a) If the infoTypes element of selection specifies that attribute types only are to be returned, then for
each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from Entrylnformation. If as a consequence of applying these controls
no attribute type information is selected, the Entrylnformation element is returned but no attribute
type information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

b) If the infoTypes element of selection specifies that attribute types and values are to be returned,
then for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from Entrylnformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue is returned. If as a consequence of applying
these controls no attribute information is selected, the Entrylnformation element is returned but no

. . N e . . mpty).

NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by thébaseObject

argument, a partialOutcomeQualifier indicating a limitProblem or unavailableCriticalHxtensions
should not be returned as it may compromise the security of this entry.

10.2.6.1 $earch operation decision points for basic-access-control in the presence of additienal searches

If the joiflArguments argument is present, and if basic-access-control is in effect for the”portion of the |[DIT to be
searched, the following sequence of access controls applies to each additional search:

1) No specific permission is required to the entry identified by the joinBaseObject argument.

NOTE 1 — If the joinBaseObject is within the scope of the joinArgument (i.e., when the joinSubspt argument
specifies baseObject or wholeSubtree) the access controls specifiéd-in items 2) through 6) apply.

1) For each entry within the scope of the joinArgument which is to be a candidate for corfsideration,
Browse permission is required. Entries for which this perinission is not granted are ignored.

3) If present, the joinFilter argument is applied to each-entry left to be considered after taking ifem 2) into
account, in accordance with the following:

a) For each Filterltem which specifies an attribute, FilterMatch permission for the attribpte type is
required before the Filterltem can be_evaluated as either TRUE or FALSE. A Filterlten] for which
this permission is not granted evaluates'as UNDEFINED.

b) For each Filterltem which additionally specifies an attribute value, FilterMatch perymission is
required for each stored attribute value which is to be considered for the purposes of njatching. If
there is a value which both matches the Filterltem and for which permission is gfanted, the
FilterItem evaluates toX\FRUE, otherwise it evaluates to FALSE.

4) If the joinFilter argument i not present, the filter argument is applied to each entry left to be considered
after taking item 2) into account, in accordance with the following:

a) For each Filterltem which specifies an attribute, FilterMatch permission for the attribpte type is
required before the Filterltem can be evaluated as either TRUE or FALSE. A Filterltem for which
this permission is not granted evaluates as UNDEFINED.

b) Fotfleach Filterltem which additionally specifies an attribute value, FilterMatch peymission is
tequired for each stored attribute value which is to be considered for the purposes of njatching. If
there is a value which both matches the Filterltem and for which permission is gfanted, the
Filterltem evaluates to TRUE, otherwise it evaluates to FALSE.

H—Onee-theproceduresdefinredin2-throngh-4r-have-beenrapphed;the-entryiseitherseleeted-or discarded.
If as a consequence of applying these controls to the entire scoped subtree no entries have been selected
(excluding any ContinuationReferences in partialOutcomeQualifier) and if DiscloseOnError
permission is not granted to the entry identified by the baseObject argument, the operation fails and a
nameError with problem noSuchObject shall be returned. The matched element shall either contain the
name of the next superior entry to which DiscloseOnError permission is granted, or the name of the DIT
root (i.e., an empty RDNSequence). Otherwise, the operation succeeds but no subordinate information is
conveyed with it.

NOTE 2 — In the case of a nameError being returned, the empty RDNSequence may be used by a DSA which

does not have access to all superior entries.

NOTE 3 — Security policy may prevent the disclosure of knowledge information which would otherwise be
conveyed as ContinuationReferences in partialOutcomeQualifier. If such a policy is in effect and if a DUA
constrains the service by specifying chainingProhibited the Directory may return a serviceError with problem
chainingRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualifier.
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6) Otherwise, for each selected entry the information returned is as follows:

a)

b)

If the infoTypes element of selection specifies that attribute types only are to be returned, then for
each attribute type that is to be returned, Read permission is required. If permission is not granted,
the attribute type is omitted from Entrylnformation. If as a consequence of applying these controls
no attribute type information is selected, the Entrylnformation element is returned but no attribute
type information is conveyed with it (i.e., the SET OF CHOICE element is omitted or empty).

If the infoTypes element of selection specifies that attribute types and values are to be returned,
then for each attribute type and for each value that is to be returned, Read permission is required. If
permission to an attribute type is not granted, the attribute is omitted from Entrylnformation. If
permission to an attribute value is not granted, the value is omitted from its corresponding attribute.
In the event that permission is not granted to any of the values within the attribute, an Attribute
element containing an empty SET OF AttributeValue is returned. If as a consequence of applying
these controls no attribute information is selected, the Entrylnformation element is returned but no
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NOTE 4 — If DiscloseOnError permission is not granted to the entry identified by the baseObject
partialOutcomeQualifier indicating a limitProblem or unavailableCriticalExtensions should-not
as it may compromise the security of this entry.

Alias dereferencing during Search

C permissions are necessary for alias dereferencing to take place in the course of'a search operati

If any of these permissions is not granted, the ContinuationReference shall be om

fom another DSA. That is, the DSA shall police all continuationReferences whether they werd
hot.

- In addition to the access controls described above, security pelicy/may prevent the disclosure of knowledge
hld otherwise be conveyed as ContinuationReferences in partialOutcomeQualifier. If such a policy is in ef]

onstrains the service by specifying chainingProhibited; ‘the Directory may return a serviceError w
gRequired. Otherwise, the ContinuationReference is omitted from partialOutcomeQualifier.

Non-disclosure of incomplete results

hplete result is being returned in Entrylnformation, i.e., some of the attributes or attribute values
ccause of the applicable access controls, the incompleteEntry eclement shall be set to

held from the result (for which attribute type Read permission was granted).

bearch operation decision points for rule-based access control

tess-control is also applied, the order in which it is applied with respect to rule-based-access-contrd
ept that if access is\denied to the entry, an attribute type or an attribute value by either mechanif
brridden by the,other mechanism. In this respect, DiscloseOnError permission of basic-access-q
that shall nof'override a deny of rule-based-access-control.

bd-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the
here the.search operation is being performed, the following access controls apply:

—attribute information is conveyed with it (G e _the SET OF CHOICE clement is omitted or empty).
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level access is denied is ignored.

3) basic-access-control on entries is applied as defined in 10.2.6 item 2).

4)

5) basic-access-control on the filter is applied as defined in 10.2.6 items 3) and 4).

6) For any selected entry:

a) for each attribute type that may be returned under rule-based-access-control, access must
to at least one attribute value of that type;

Under rule-based-access-control, each entry within the scope of the SearchArgument for which entry

The filter is applied ignoring attribute values to which access is denied under rule-based-access-control.

be granted

b) attribute values to which access is denied under rule-based-access-control shall not be returned.

7) basic-access-control is applied to the information returned as defined in 10.2.6 item 5).
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11 Directory Modify operations

There are four operations to modify the Directory: addEntry, removeEntry, modifyEntry, and modifyDN defined
in 11.1 through 11.4, respectively.
NOTE 1 — Each of these operations identifies the target entry by means of its distinguished name.

NOTE 2 — The success of addEntry, removeEntry, and modifyDN operations may depend on the physical distribution of the DIB
across the Directory. Failure shall be reported with an updateError with problem affectsMultipleDSAs. See ITU-T Rec. X.518 |
ISO/IEC 9594-4.

NOTE 3 — In the event of failure of the underlying communications mechanism, the outcome of the operations is undetermined.
The user should use Directory interrogation operations to check whether the attempted modification operation succeeded or not.

11.1 Add Entry

11.1.1 Add Entry syntax

An addEnkry operation is used to add a leaf entry (either an object entry or an alias entry) to the DIT. The/arguments of
the operatfon may be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISOAEC p594-2) by
the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.

addEntry [OPERATION ::= {

ARGUMENT AddEntryArgument
REBULT AddEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
COpE id-opcode-addEntry }
AddEntryArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
entry [1] SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,
COMPONENTS OF CommonArguments} }
AddEntryResult ::= CHOICE {
nul NULL,
infgrmation OPTIONALLY-PROTECTED-SEQ {

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

11.1.2  Add Entry arguments

The object argument identifies the entry to-be added. Its immediate superior, which must already exist for th¢ operation
to succeed| is determined by removing-the-Tast RDN component (which belongs to the entry to be created). gbject may
be an altprnative name and may. inClude context information, as described in 9.3 of ITU-T Red. X.501 |
ISO/IEC 9p94-2. The last RDN .component shall be the primary RDN and shall include all distinguished yalues with
their contdxt lists for all attributes contributing to the RDN. Where any AttributeTypeAndDistinguishedValue in the
last RDN ¢omponent is provided without alternative distinguished values, the single value provided shall be pised as the
single distinguished value for that attribute.

The entry [argument contains the attribute information which, together with that from the RDN, constitutes the entry to
be created] The Directory shall ensure that the entry conforms to the Directory schema. Where the entry being created is
an alias, n¢ checklis made to ensure that the aliasedEntryName attribute points to a valid entry.

a A o-haold-the ne ates h aRen bse

The targetSystem—argumentindiea DS A to-holdthenewe - s—arawmentis—absent—itshall- be taken to
mean the same DSA as holds the superior of the new object. If the argument is present, it shall be the DSA with the
specified AccessPoint. The parameter shall be absent when subentries are to be added.

If the argument is present, the targetSystem bit in the criticalExtensions parameter in CommonArguments shall be
set, indicating that this extension is critical.

NOTE 1 — If the choice of indicated or implied DSA conflicts with local administrative policy, the operation is not performed
and an error is returned.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters applying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasOnUpdate critical
extension bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if dontDereferenceAlias
is not set and useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argument of this
operation is to be signed, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10)
component shall be included in the arguments.
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NOTE 2 — Update operations that involve dereferencing of an alias name will always fail if they encounter first edition DSAs.

11.1.3  Add Entry results

Should the request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and encrypted
by the Directory, the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4) shall be included in
the results. If the result of this operation is not to be signed by the Directory, no information shall be conveyed with the
result.

11.1.4  Add Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

11.1.5 Add operation decision points for basic access control

If rule-based=aceess=controt-is-aise-apr he-ordertiw with-respeet-to-basie-aceess-eontral is a local
matter, ex¢ept that if access is denied to the entry, an attribute type or an attribute value by either mechafii$m, it shall
not be ov¢rridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-dontrol is a
permission] that shall not override a deny of rule-based-access-control.

If basic-ac¢ess-control is in effect for the entry being added, the following sequence of access controls applies:

1) No specific permission is required to the immediate superior of the entty)identified by the object
argument.
NOTE 1 — Security policy may prevent Directory users from adding entries across DSA boundarieq (e.g., using
the targetSystem argument). In this event, an appropriate nameErrof, serviceError, securityError or
updateError may be returned provided that it does not compromise the existence of the immedipte superior
entry. If it does (i.e., DiscloseOnError is not granted to the sup€rior entry), the procedure defingd in 7.11.3
shall be followed with respect to the superior entry.

1) If an entry already exists with a distinguished name equal to the object argument, the operatjon fails in
accordance with 11.1.5.1, item a).

3) Add permission is required for the new entry being.added. If this permission is not granted, th¢ operation
fails in accordance with 11.1.5.1, item b).

NOTE 2 — The Add permission shall be provided as prescriptiveACl when attempting to add an ¢ntry and as
prescriptiveACI or subentryACI when attempting to add a subentry.

4) For each attribute type and for each walue that is to be added, Add permission is requiged. If any
permission is absent, the operation.fails in accordance with 11.1.5.1, item c).

11.1.5.1 Error returns

If the operfition fails as defined in 11.L5the following procedure applies:

d) If the operation fails as defined in 11.1.5 item 2), the valid error returns are one of: if DiscloseQnError or
Add permission issgranted to the existing entry, an updateError with problem entryAlreadyBxists shall
be returned. Otherwise, the procedure described in 7.11.3 is followed with respect to the gntry being
added.

B) If the operation fails as defined in 11.1.5 item 3), the procedure described in 7.11.3 is followed with
respeCt'to the entry being added.

¢) Ifthe operation fails as defined in 11.1.5 item 4), the valid error return is securityError with problem
insufficientAccessRights or nolnformation.

11.1.6  Add Entry operation decision points for rule-based-access-control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the portion of
the DIB where the addEntry operation is being performed, the following sequence of access control applies:

1) If rule-based entry level permission to the immediate superior is denied then nameError with problem
noSuchObject is returned as defined in 7.11.2.4.

2) basic-access-control is applied as defined in 11.1.5.
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11.2 Remove Entry

11.2.1 Remove Entry syntax

A Remove Entry operation is used to remove a leaf entry (either an object entry, family member or an alias entry) or a
non-leaf ancestor and its children, from the DIT. The arguments of the operation may be signed, encrypted, or signed
and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor. If so requested, the Directory may
sign, encrypt, or sign and encrypt the result.

removeEntry OPERATION ::= {

ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONAI I Y-PROTECTFED {
SET{
object [0] Name,
COMPONENTS OF CommonArguments } }
RemoveEntryResult ::= CHOICE {
nul NULL,
infgrmation OPTIONALLY-PROTECTED-SEQ {

11.2.2 Remove Entry arguments

The objec
informatio

The Comn
the reques
extension |
is not set
operation
componen

NO

FamilyGrg

If FamilyG

11.2.3  Remove Entry results

Should thg
by the Dir

SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

argument identifies the entry to be deleted. The object may be an ‘alternative name and may incly
h, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

honArguments (see 7.3) includes a specification of the sérvice controls and security parameters {

bit is set in criticalExtensions. Thus aliases are dereferenced by this operation only if dontDerefe
and useAliasOnUpdate is set. The sizeLimit component is ignored if provided. If the argum
s to be signed, encrypted, or signed and enerypted by the requestor, the SecurityParameters
shall be included in the arguments.

['E — Update operations that involve dereferencing of an alias name will always fail if they encounter first edif
uping may be set as follows:
entryOnly is the default for this operation. The entry to be removed shall be a leaf entry.

compoundEntry may bespecified for an ancestor. All the members of the compound en
removed. The operation Will fail with an updateError with problem notAncestor if the targ
not an ancestor. Theoperation will also fail with an appropriate error if it is not possible to
members, e.g., for)security reason.

rouping is absént.or set to any other value than above, entryOnly is assumed.

request.succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and
ectory; the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4) shall be

the results

de context

pplying to

t. The dontDereferenceAlias option is ignored (and, treated as set) unless the useAliasOnUpdate critical

enceAlias
ent of this
(see 7.10)

jon DSAs.

ry will be
et object is
remove all

encrypted
ncluded in

bd with the

result.

Ifthe result of the npprnﬁnn isnottobe cignpr‘ by the nirpr‘tnr-\/ o nformation shall be cons, py

When family information is selected by familyReturn in EntrylnformationSelection the information returned is

defined in

7.64.

The information returned in information component corresponds to the state of the DIB after the (successful) Modify
Entry operation.

11.2.4 Remove Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.
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11.2.5 Remove Entry operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If basic-access-control is in effect for the entry being removed, the following access controls apply:

—  Remove permission is required for the entry being removed. If this permission is not granted, the
operation fails in accordance with 7.11.1.

NOTE — No specific permissions are required for any of the attributes and attribute values present within the entry being
removed.

11.2.6 Remove Entry operation decision points for rule-based access control

If basic-aceess-eontro 8 appheds reert-whteh h—respee based=aceess=eontral is a local
matter, ex¢ept that if access is denied to the entry, an attribute type or an attribute value by either mechafiigm, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-aceess-dontrol is a
permissior] that shall not override a deny of rule-based-access-control.

If rule-bas¢d-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in gfféct for the ¢ntry being
removed, the following sequence of access control applies:

1) Ifrule-based entry level permission is not granted to the target entry, the-operation fails with nameError
with problem noSuchObject as defined in 7.11.2.4.

1) Entry level basic-access-control is applied as specified in 11.2.5.
3) Ifrule-based access is not granted to an attribute value then it shall not be removed.

4) If rule-based RDN permission is not granted, then none of'the attribute values of the RDN shall be
removed. If all the values of an attribute are removed, then the attribute is removed from the ¢ntry. If all
the attributes are removed, then the entry is remoyed from the DIT. If at least one attribute value is
removed, and the requestor does not have RDN permiission, the operation succeeds but the enfry remains
in the DIT with one or more attributes.

NOTE 1 — Unless all the values of the labelcontext for distinguished values of the entry have gll the same

values, this may not support a rule-based agéess-control policy.
3) Under rule-based-access-control, if RDN permission is granted, but permission to access at least one other
attribute value is not granted, then the’RDN is not removed, and the operation fails with segurityError
with problem insufficientAccessRights. It is a local matter whether other attribute values tq which the
requestor has access permission‘are removed or not.

NOTE 2 — This reveals to.the requestor that at least one attribute value exists that is inaccessible.
@) If all the attributes of the-entry are removed, then the entry is removed from the DIT, and the gqperation is
successful.

113 Modify Entry

11.3.1 Modify Entry-syntax

The Modifly Entry-eperation is used to perform a series of one or more of the following modifications to a single entry:

d) {add a new attribute;

1

) ICIIIOVC dIl dLlIi‘UulC,

¢) add attribute values;

d) remove attribute values;

e) replace attribute values;

f) modify an alias;

g) add a constant to all values of an attribute;

h) delete all attribute values for which fallback is FALSE in every context.

The arguments of the operation may be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 |
ISO/IEC 9594-2) by the requestor. If so requested, the Directory may sign, encrypt, or sign and encrypt the result.
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modifyEntry OPERATION ::= {
ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-modifyEntry }
ModifyEntryArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
changes [11 SEQUENCE OF EntryModification,
selection [2] EntrylnformationSelection OPTIONAL,

COMPONENTS OF CommonArguments } }

ModifyEntryResult ::= CHOICE {

nul NULL,
infgrmation OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
entry [0] Entrylnformation OPTIONAL,
COMPONENTS OF CommonResultsSeq } } }
EntryModj(fication ::= CHOICE {

addAttribute [0] Attribute,

remjoveAttribute [1] AttributeType,

addValues [2] Attribute,

renmjoveValues [3] Attribute,

altgrValues [4] AttributeTypeAndValue,

resptValue [5] AttributeType,

repjaceValues [6] Attribute }

11.3.2 Modify Entry arguments

The objegt argument identifies the entry to which the medifications should be applied. The object may be an

alternativelname and may include context information, as desSeribed in 9.3 of ITU-T Rec. X.501 | ISO/IEC 95p4-2.

The chan
individual
operation.
Directory

pes argument defines a sequence of modifications that are applied in the order specified. If
modifications fails, then an attributeError is generated and the entry left in the state it was p
That is, the operation is atomic. Theiend result of the sequence of modifications shall not
kchema. However, it is possible, and.sometimes necessary, for the individual EntryModification

any of the
rior to the
iolate the
changes to

appear to do so. The following types of modification may occur:

4)

e)

addAttribute — This identifies a new attribute to be added to the entry, which is fully specified by the
argument. Any attempt t6 add an already existing attribute results in an attributeError.

removeAttribute-~The argument identifies (by its type) an attribute to be removed from the fentry. Any
attempt to remoye’a non-existing attribute results in an attributeError.

NOTE 1% This operation is not allowed if the attribute type is present in the RDN.
addValues — This identifies an attribute by the attribute type in the argument, and specifies ope or more

attribute values to be added to the attribute. An attempt to add an already existing value rgsults in an
error. An attempt to add a value to a non-existent type results in the type and value being addedl.

removeValues — This identifies an attribute by the attribute type in the argument, and speciffies one or

i i - T ibute, this
results in an attributeError. An attempt to remove the last value from an attribute results in the attribute
type being removed.

NOTE 2 — This operation is not allowed if one of the values is present in the RDN.

Attributes or attribute values to be added may be specified with or without a context list. Contexts cannot
be added to existing attribute values, removed from existing attribute values, nor modified. To alter a
context list of an existing attribute value, first remove the attribute value, and then insert the same
attribute value with the new context list. When an attribute value is removed, no context list shall be
supplied, and any existing context list associated with the attribute value being removed is removed with
the attribute value.

alterValues — This identifies an attribute type, and specifies a quantity to be added to all values of the
attribute. An attempt to apply this modification to an attribute whose syntax is other than INTEGER or
REAL results in an attributeError.
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f) resetValue — This identifies an attribute by its type, and removes all values of the attribute (if any) which
have an associated attribute value context for which fallback is FALSE. resetValue does not remove any
attribute values that have no context.

g) replaceValues — This replaces all existing values of the given attribute type with the values supplied,
creating the attribute type if it did not exist. A replace with no value removes the attribute type if it
exists, and is ignored if the type does not exist.

NOTE 3 — This Directory Specification does not establish rules regarding the order in which a performing DSA
is to decode and process PDUs that it receives. If a DSA decodes the entire PDU before processing each element,
and if a new and unexpected value, such as replaceValues, is in place for a non-optional CHOICE, it is possible
that the DSA will signal an encoding error. If, however, the DSA decodes the elements as they are needed, it will
most likely detect an unknown critical extension and return an unsupported critical extension reason code to
signal that the operation failed. In either case, it is correct for the DSA to not process the operation; however,
implementers should be aware that either signal may be used to indicate the failure of the operation.

Values may be replaced by a combination of addValues and removeValues in a single ModifyEntry operation.

The CommonArguments (see 7.3) includes a specification of the service controls and security parametersydpplying to
the request. The dontDereferenceAlias option is ignored (and treated as set) unless the useAliasQnUpdate critical
extension | bit is set in criticalExtensions. Thus, aliases are dereferenced by this operatior] only if
dontDereferenceAlias is not set and useAliasOnUpdate is set. The sizeLimit component is ignored if provjded. If the
argument |of this operation is to be signed, encrypted, or signed and encrypted~by the reqyestor, the
SecurityParameters (see 7.10) component shall be included in the arguments.

NOTE 4 — Update operations that involve dereferencing of an alias name will always fail if they encounter first edition DSAs.

The selection argument specifies an optional entry information selection that controls’whether information |is returned
in the opetation result and specifies the specific attributes and values to be returned. It shall only be specffied if the
version neotiated through the bind operation is v2 or higher.

The operafion may be used to modify directory operational attributes. Onl§ those directory operational attributes which
are not clapsified noUserModification (and to which the user has effective modification access rights) may b¢ modified.
NOTE § — Whether or not user modification is permitted, the Directory)mdy change the values of directory operatiorjal attributes
as a sid¢ effect of other Directory operations.

The operation may be used to modify collective attributes only if the service control subentries is TRUE[ and if the
object is the subentry actually holding the collective attribute(s) to be modified.

NOTE ¢ — Caution should therefore be exercised when'\modifying the information returned on reading an entry: pome of the
information may be from collective attributes, and cannot be modified in an operation directed at the entry itself. Forl example, it
is not pé£ssible to delete a collective attribute from an\(ordinary) entry via a removeAttribute entry modification to the entry (an
attributeError with problem noSuchAttributeOrValue would be returned).

The operafion may be used to modify apentry's Object Class attribute value if the values specify auxiljary object
classes. Hpwever, an attempt to changexan Object Class value which specifies an entry's structural object|class shall
result in 4n updateError with problem objectClassModificationProhibited. Any modification to auxilfary object
classes shdll leave the superclass.chains consistent and correct with the resultant object class definition.

11.3.3 Modify Entry results

Should thqg request succged, a result shall be returned. If no selection was specified in the operation argument and the
result is ngt to be signéd, encrypted, or signed and encrypted, the null result is returned. If no selection was specified
(but the repult is to\be’signed, encrypted, or signed and encrypted by the Directory), the entry component is jomitted. If
the result fis to(be" signed, encrypted, or signed and encrypted by the Directory, the SecurityParameters|(see 7.10)
componenf ef<CommonResultsSeq (see 7.4) shall be included in the results. If the result is not to be signed,|encrypted,

: 1 e s : PREETE PR SCIY 1
or 51gned dITOCIICTYPIcUd Uy UIC DIITTIOTY, IO CIITY HITOITITAOIT SITalT DT COITVEYyTU WIUT UIC TTSUIT.

11.3.4 Modify Entry errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be reported are defined in clause 12.

11.3.5 Modify Entry operation decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If basic-access-control is in effect for the entry being modified, the following sequence of access controls applies:

11.3.51 1
If the oper;

54

1)

2)

4)

Crror returns

htion fails as defined in 11.3.5, the following procedure applies:

Modify permission is required for the entry being modified. If this permission is not granted, the
operation fails in accordance with 7.11.1.

For each of the specified EntryModification arguments applied in sequence, the following permissions
are required:

1)  Add permission for the attribute type and for each of the values specified in an addAttribute
parameter. If these permissions are not granted or the attribute already exists, the operation fails in
accordance with 11.3.5.1, item a).

ii) Remove permission for the attribute type specified in a removeAttribute parameter. If this
permission is not granted, the operation fails in accordance with 11.3.5.1, item b).

NOTE 1 — No specific permissions are required for any of the attribute values present within the attribute
being removed.

permissions are not granted or any of the attribute values already exist, the opefatipn fails in
accordance with 11.3.5.1, item ¢).

iv) Remove permission on each of the values specified in a removeValues, pafametef. If these
permissions are not granted, the operation fails in accordance with 11.3.5.1, itenr'd).
NOTE 2 — If the end result of a removeValues modification is to remove tho last value of|an attribute

(which causes the attribute itself to be removed), Remove permission i§)also required on the specified
attribute type.

v) Add and Remove permission on each of the values specified in. apalterValues parametgr. If these
permissions are not granted, the operation fails in accordance/with 11.3.5.1, item e).

vi) Remove permission on each of the values to be removed via-a resetValue parameter. If 3t least one
value is to be removed and these permissions are not,granted, the operation fails in fccordance
with 11.3.5.1, item f).

If the operation fails as defined in 11.3.5 iteth 2), subitem 1), the valid error returns are ong¢ of: if the
attribute already exists and discloseOnError or add is granted to that attribute, an attribute‘ﬁrror with
problem attributeOrValueAlreadyExists shall be returned; otherwise, a securityError with problem
insufficientAccessRights or nolnformation shall be returned.

If the operation fails as defined-in 11.3.5 item 2), subitem ii), the valid error returns are|one of: if
DiscloseOnError permissioni-is granted to the attribute being removed and the attribut¢ exists, a
securityError with problent’insufficientAccessRights or nolnformation shall be returned;|otherwise,
an attributeError with problem noSuchAttributeOrValue shall be returned.

If the operation fails*as defined in 11.3.5 item 2), subitem iii), the valid error returns are orje of: if an
attribute valuealready exists and discloseOnError or add is granted to that attribute| value, an
attributeError.” with problem attributeOrValueAlreadyExists shall be returned; |otherwise,
discloseOnError permission at the attribute level shall be verified. If discloseOnError is grapted to the
attributeg a securityError with problem insufficientAccessRights or nolnformation shall b returned;
othérwise, an attributeError with problem noSuchAttributeOrValue shall be returned.

If_the operation fails as defined in 11.3.5 item 2), subitem iv), the valid error returns are|one of: if
DiscloseOnError permission is granted to any of the attribute values being removed, a sequrityError

with problem insufficientAccessRights or nolnformation shall be returned; otherwise, an
attributeError with problem noSuchAttributeOrValue shall be returned.

If the operation fails as defined in 11.3.5 item 2), subitem v), the valid error returns are one of: if
DiscloseOnError permission is granted to any of the attribute values being altered, a securityError with
problem insufficientAccessRights or nolnformation shall be returned; otherwise, an attributeError
with problem noSuchAttributeOrValue shall be returned.

If the operation fails as defined in 11.3.5 item 2), subitem vi), the valid error returns are one of: if
DiscloseOnError permission is granted to any of the attribute values being removed, a securityError
with problem insufficientAccessRights or nolnformation shall be returned; otherwise, an
attributeError with problem noSuchAttributeOrValue shall be returned.
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11.3.6 Modify Entry operation decision points for rule-based access control

If basic-access-control is also applied, the order in which it is applied with respect to rule-based-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.

If rule-based-access-control, rule-and-basic-access-control, or rule-and-simple-access-control is in effect for the entry being
modified, the following sequence of access control applies:

1) If rule-based entry level permission is not granted to the target entry, then the operation

nameError with problem noSuchObject according to 7.11.2.4.

2) Entry level basic-access-control is applied according to 11.3.5.1.

3) Access must be granted to each of the attribute values (if any) that are removed. If rule-ba

control permission is not granted to any attribute value that is to be removed, the operation
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attributeError with problem noSuchAttributeOrValue.

) Attribute level basic-access-control is applied as in 11.3.5 item 2).

Modify DN

Modify DN syntax

iperior in the DIT. It may be used with object entries, including compaund entries or alias entries.

members, its use is restricted to the case where the affected family \members stay within the same

, the new superior, the entry, and all its subordinates are in the one DSA.
— The operation does not move entries to a néws DSA; all entries remain in the original DSA.

| — The operation either succeeds or fails in its entirety; it shall not fail with some entries moved and some no
liate states of the operation shall be externally visible to users of the Directory.

s in any entries that hold Distingtishied Name values that refer to the renamed or moved entry(ies).
— The modifyTimeStamp attribute is not updated for entries subordinate to the renamed or moved entry.

OPERATION ::= {
GUMENT ModifyDNArgument
SULT ModifyDNResult
RORS { nameError | serviceError | referral | securityError | updateError }
DE id-opcode-modifyDN }

SET{</

ModifyDNErgument ;= OPTIONALLY-PROTECTED {

newRDN [1] RelativeDistinguishedName,
deleteOIdRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,
COMPONENTS OF CommonArguments } }

ModifyDNResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {

SEQUENCE {
newRDN RelativeDistinguishedName,
COMPONENTS OF CommonResultsSeq } } }

ITU-T Rec. X.511 (08/2005)

fails with

sed-access-
fails with

fy DN operation is used to change the Relative Distinguished Name of. an jentry, to change the primary
istinguished Name of an entry, to add and subtract distinguished values of‘attributes, and/or to moye an entry

compound

' has subordinates, then all subordinates are renamed or movied accordingly (i.e., the subtree remains intact).
ents of the operation may be signed, encrypted, or signed and encrypted (see 17.3 of ITU-T R¢c. X.501 |
594-2) by the requestor. If so requested, the Directory.miay sign, encrypt, or sign and encrypt the result.

— First edition systems may use the operation only to chahge the Relative Distinguished Name of a leaf entry}.
P — Second and subsequent edition systems may suse the operation to move entries to a new superior only if the old

moved. No

5 — Some offline activity may be-tequired following this operation to preserve consistency, for example to update
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11.4.2 Modify DN arguments

The object argument identifies the entry whose Distinguished Name is to be modified. Aliases in the name shall not be
dereferenced. The object may be an alternative name and may include context information, as described in 9.3 of
ITU-T Rec. X.501 | ISO/IEC 9594-2.

The newRDN argument specifies the new RDN of the entry. If the operation moves the entry to a new superior without
changing its RDN, the old RDN is supplied for this parameter.

If an attribute value in the new RDN does not already exist in the entry (either as part of the old RDN or as a non-
distinguished value) it is added. If it cannot be added, an error is returned.

For each attribute contributing to the RDN, newRDN may provide alternative distinguished values if those distinguished
values are differentiated by context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2. If so, newRDN shall be
a primary RDN and shall include all distinguished values with their context lists for all attributes contributing to the
RDN (including existing distinguished values that are to be retained as distinguished values). An
AttributeTypeAndDistinguishedValue in newRDN which is provided without alternative distinguished values
indicates alsingle distinguished value for that attribute.

If the del¢teOIdRDN flag is set, all attribute values in the old RDN that are not in the new RDN|are deleted. This
includes alternative distinguished values differentiated by contexts, if they exist in the old RDN but' are not jncluded in
the new RDN. If this flag is not set, the old distinguished values shall remain in the entry (but are|no longer
distinguisied values). The flag shall be set where a single value attribute in the RDN ha§)its value changed by the
operation. [If an attribute value in the old RDN is the same as one in the new RDN except for their context ligts, the one
in the old RDN is replaced by the one in the new RDN. If this operation removes the’last attribute value of ap attribute,
that attribdte shall be deleted.

The newSpperior argument, if present, specifies that the entry is to be moved-to a new superior in the DIT| The entry
becomes gn immediate subordinate of the entry with the indicated Distinguished Name, which must be fan already
existing olpject entry. The new superior shall not be the entry itself or,any-of its subordinates, or an alias, or such that
the moved|entry violates any DIT structure rules. It is possible that efitries subordinate to the moved entry may violate
the active [subschema, in which case it is the responsibility’,/0f the Subschema Administrative Authority to
make subspquent adjustments to these entries to make them consistent with the subschema, as described in clause 14 of
ITU-T Reg. X.501 | ISO/IEC 9594-2.

If the argyment is present, the newSuperior bit in the eriticalExtensions parameter in CommonArgumenits shall be
set, indicjing that this extension is critical.

The newSuperior may be an alternative name and may include context information, as described in 9.3 of ITU-T
Rec. X.50] | ISO/IEC 9594-2.

The CommonArguments (see 7.3) includes a specification of the service controls and security parameters gpplying to
the reques}. For the purposes of this gperdtion the dontDereferenceAlias option and the sizeLimit compongnt are not
relevant anjd are ignored if provided: Aliases are never dereferenced by this operation. If the argument of thif operation
is to be sipned, encrypted, or signed and encrypted by the requestor, the SecurityParameters (see 7.10) fomponent
shall be in¢luded in the arguments.

11.4.3 Modify DN results

Should thq request succeed, a result shall be returned. If this result is to be signed, encrypted, or signed and encrypted
by the Dirgctory,«the SecurityParameters (see 7.10) component of CommonResultsSeq (see 7.4), and the|new RDN
shall be influded. in the results. If the result is not to be signed by the Directory, no information shall be conyeyed with
the result.

11.4.4 Modify DN errors

Should the request fail, one of the listed errors shall be reported. The circumstances under which the particular errors
shall be returned are defined in clause 12.

11.4.5 ModifyDN decision points for basic access control

If rule-based-access-control is also applied, the order in which it is applied with respect to basic-access-control is a local
matter, except that if access is denied to the entry, an attribute type or an attribute value by either mechanism, it shall
not be overridden by the other mechanism. In this respect, DiscloseOnError permission of basic-access-control is a
permission that shall not override a deny of rule-based-access-control.
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If basic-access-control is in effect for the entry being renamed, the following access controls apply:

If the effect of the operation is to change the RDN of the entry, Rename permission is required for the
entry being renamed (considered with its original name). If this permission is not granted, the operation
fails in accordance with 11.4.5.1.

If the effect of the operation is to move an entry to a new superior in the DIT, Export permission is
required for the entry being considered with its original name, and Import permission is required for the
entry being considered with its new name. If either of these permissions is not granted, the operation fails
in accordance with 11.4.5.1.

NOTE 1 — The Import permission shall be provided as prescriptive ACI.

NOTE 2 — No additional permissions are required even if, as a result of modifying the last RDN of the name, a new distinguished
value needs to be added or an old one removed.

11.4.5.1 Error returns

If the operption Tails as defined in 11.4.5, the procedure described n 7.11.1 1s followed with respect to the ¢ntry being

renamed (¢onsidered with its original name).

11.4.6 Modify DN operation decision points for rule-based access control

If basic-ac¢ess-control is also applied, the order in which it is applied with respect to rule-based-access-contrdl is a local

matter, ex
not be ov
permissior

If rule-bas
renamed, ]

]

>

12 |

12.1 ]

The Direct
reported.

NOTE
there is

NOTE

Different rules apply,when the internal structure of the Directory is taken into account.

Should the
An error h

p

ept that if access is denied to the entry, an attribute type or an attribute value by-gither mechani
erridden by the other mechanism. In this respect, DiscloseOnError permission) of basic-access-q
that shall not override a deny of rule-based-access-control.

bd-access-control, rule-and-basic-access-control, or rule-and-simple-access=coritrol is in effect for the
he following sequence of access control applies:

problem noSuchObject in accordance with 7.11.2.4.
) Entry level basic-access-control is applied as in 11.4.5.

) If the effect of the operation is to move the entry to a new superior in the DIT, rule-b|

noSuchObiject in accordance with 7.11.2.4,

LIrors

Crror precedence

ory does not continue to perférm an operation beyond the point at which it determines that an er

— An implication of/this.tule is that the first error encountered can differ for repeated instances of the sar
not a specific logical order in which to process a given query. For example, DSAs may be searched in differeq

P — The rules of érror precedence specified here apply only to the abstract service provided by the Directory|

Directory-simultaneously detect more than one error, the following list determines which error 1

q

)\“nameError;

gherin'the list has a higher logical precedence than one below it, and is the error which is reported.

bm, it shall
ontrol is a

bntry being

) If rule-based RDN permission is not granted to the target entty, the operation fails with nameError with

ased RDN

permission is required to the new superior, ‘€lse the operation fails with nameError with problem

For is to be

he query, as
t orders.

as a whole.

s reported.

b) updateError;

c) attributeError;

d) securityError;

e) serviceError.

The following errors do not present any precedence conflicts:

a) abandonFailed, because it is specific to one operation, Abandon, which can encounter no other error;

b) abandoned, which is not reported if an Abandon operation is received simultaneously with the detection
of an error. In this case an abandonFailed error with problem toolLate is returned along with the report
of the actual error encountered;

¢) referral, which is not a "real" error, only an indication that the Directory has detected that the DUA

should present its request to another access point.
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12.2 Abandoned

This outcome may be reported for any outstanding directory enquiry operation (i.e., Read, Search, Compare, List) if the
DUA invokes an Abandon operation with the appropriate Invokeld. If the parameters of the operation were signed,
encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor, then the
Directory may sign, encrypt, or sign and encrypt the error parameters.

abandoned ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {COMPONENTS OF CommonResults} }
CODE id-errcode-abandoned }

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

12.3 bandon Failed

The abandonFailed error reports a problem encountered during an attempt to abandon an operation.| If the parameters
of the opefation were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC P594-2) by
the requestor, then the Directory may sign, or sign and encrypt the error parameters.

abandonFailed ERROR ::={

PARAMETER OPTIONALLY-PROTECTED {
SET{
problem [0] AbandonProblem,
operation [1] Invokeld,
COMPONENTS OF CommonResults } }
COPE id-errcode-abandonFailed }

AbandonRroblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon (3) }

The varioys parameters have the following meanings.

The particpilar problem encountered is specified. Any of. the'following problems may be indicated:

d) noSuchOperation — When the Directory has no knowledge of the operation which is to be pbandoned
(this could be because no such invokedook place, or because the Directory has forgotten about]it);

B) tooLate — When the Directory has)already responded to the operation;

¢) cannotAbandon — When an‘attempt has been made to abandon an operation for which this is|prohibited
(e.g., modify), or the abandon could not be performed.

The identification of the particular,operation (invocation) to be abandoned.

The SecutityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the erfor is to be
signed, en¢rypted, or signed'and encrypted by the Directory.

The information provided-by the error problem can optionally be qualified by the use of the notification component of
CommonResults.

124 Attribute Error

An attributeError reports an attribute-related problem. If the parameters of the operation were signed, encrypted, or
signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor, then the Directory may sign,
encrypt, or sign and encrypt the error parameters.

attributeError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED ({
SET {
object [0] Name,
problems  [1] SET OF SEQUENCE {
problem [0] AttributeProblem,
type [1] AttributeType,
value [2] AttributeValue OPTIONAL },
COMPONENTS OF CommonResults } }
CODE id-errcode-attributeError }
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AttributeProblem ::= INTEGER {

noSuchAttributeOrValue (1),
invalidAttributeSyntax (2),
undefinedAttributeType (3),
inappropriateMatching (4),
constraintViolation (5),
attributeOrValueAlreadyExists (6),
contextViolation (7)}

The various parameters have the following meanings.

-3:2005 (E)

The object parameter identifies the entry to which the operation was being applied when the error occurred. The name
returned may include only the primary distinguished values for attributes containing multiple distinguished values
differentiated by context (i.e., the DSA need not apply context selection as described in 7.7, as it does for successful

operations.

One or m¢re problems may be specified. Each problem (identified below) is accompanied by an andicaj

attribute type,

3)

The SecutityParameters component (see, /10) shall be included in the CommonResults (see 7.4) if the er]

and, if necessary to avoid ambiguity, the value, which caused the problem:
noSuchAttributeOrValue — The named entry lacks one of the attributes or attribute’values s
an argument of the operation.

invalidAttributeSyntax — A purported attribute value, specified as an argunient of the oper
not conform to the attribute syntax of the attribute type.

undefinedAttributeType — An undefined attribute type was provided“as an argument to the
This error may occur only in relation to addEntry or modifyEntry\operations.

inappropriateMatching — An attempt was made, e.g., in a filter, to use a matching rule not
the attribute type concerned.

constraintViolation — An attribute value supplied in{hg*argument of an operation does not
the constraints imposed by ITU-T Rec. X.501 | ISO/IEC 9594-2 or by the attribute definitio
value exceeds the maximum size allowed).

attributeOrValueAlreadyExists — An attempt was made to add an attribute which already ex
entry, or a value which already existed in fHe attribute.

tion of the
pecified as
htion, does
operation.
efined for

tonform to
h (e.g., the

sted in the

contextViolation — A context list or=¢ontext supplied with an attribute value in the arguipent of an

operation does not conform to the ¢enstraints imposed by ITU-T Rec. X.501 | ISO/IEC 959
context definition (e.g., the context value is not of the correct syntax), or the DIT Context Use.

signed, en¢rypted, or signed and encrypted by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification cor

CommonResults.

12.5 Name Error.

A nameEfror reports a-problem related to the name provided as an argument to an operation. If the paramg
operation were sigied, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594

requestor, then the Directory may sign, encrypt, or sign and encrypt the error parameters.

1-2, by the

ror is to be

nponent of

ters of the
}-2) by the

nameErroERROR—

PARAMETER OPTIONALLY-PROTECTED {
SET{
problem [0] NameProblem,
matched [11 Name,

COMPONENTS OF CommonResults } }

CODE id-errcode-nameError }
NameProblem ::= INTEGER {

noSuchObject (1),

aliasProblem (2),

invalidAttributeSyntax (3),

aliasDereferencingProblem (4),

contextProblem (5) }
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The various parameters have the following meanings.

The particular problem encountered. Any of the following problems may be indicated:

a) noSuchObject — The name supplied does not match the name of any object.

b) aliasProblem — An alias has been dereferenced which names no object.

¢) invalidAttributeSyntax — An attribute type and its accompanying attribute value in an AVA in the name
are incompatible.

d) aliasDereferencingProblem — An alias was encountered in a situation where it was not allowed or
where access was denied.

e) contextProblem — A context type or value used in a name is not understood or is invalid, the use of a

context variant name is not acceptable, or during name resolution a purported name matches
of more than one DIT entry.

the names

The matcmmmmwmmﬁmmmﬂd, and is a
truncated

may inclug
by context

NOTE A
reporte(

The SecutityParameters component (see 7.10) shall be included in the CommonResults-(see 7.4) if the er|

signed, en
The inforn|
CommonH

12.6 |

A referral
the param
ISO/IEC 9

referral E
PAl

co

The error has a single parameter which-contains a ContinuationReference which can be used to progress th

(see ITU-T

If the DSA
valid Labg
LabeledU

The SecutlityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the er

signed by

le only the primary distinguished values for attributes containing multiple distinguished values-dif
(i.e., the DSA need not apply context selection as described in 7.7, as it does for successful operati

- If there is a problem with the attribute types and/or values in the name offered in a Directory joperation argu
via a nameError with problem invalid AttributeSyntax rather than as an attributeErroror“an updateErr

rypted, or signed and encrypted by the Directory.

hation provided by the error problem can optionally be qualified by the-use of the notification coi
Results.

Referral

redirects the service-user to one or more access points better’'equipped to carry out the requested o
pters of the operation were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rg
594-2) by the requestor, then the Directory may sighjencrypt, or sign and encrypt the error parame|

RROR ::= { -- not literally an "error"
RAMETER OPTIONALLY-PROTECTED {
SET {
candidate [0] ContinuationReference,
COMPONENTS OF CommonResults } }
DE id-errcode-referral’}

Rec. X.518 | ISO/IEC 9594-4).

is responding to @an* D AP request, the accessPoints component in ContinuationReference sha
ledURI value, in which case it will use that value to create an LDAP referral. If it does not cont
RI value, it shall hot return a referral.

he Diteetory.

Before acfing on a continuation reference, the DUA shall check that an identical request to the one thaf

form of the name provided or, if an alias has been dereferenced, of the resulting name. The-naie returned

ferentiated
ons).

Iment, this is
br.

ror is to be

nponent of

beration. If
c. X.501 |
ters.

P operation

1 contain a
ain a valid

ror is to be

would be

generated from the continuation reference has not already been issued as a part of processing the same user request. If it
has, the DUA shall not act on the continuation reference. This avoids loops.

12.7 Security Error

A securityError reports a problem in carrying out an operation for security reasons. If the parameters of the operation
were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestor,
then the Directory may sign, encrypt, or sign and encrypt the error parameters.

securityError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET{
problem [0] SecurityProblem,
spkminfo [1] SPKM-ERROR,
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COMPONENTS OF CommonResults } }
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CODE id-errcode-securityError }
SecurityProblem ::= INTEGER {
inappropriateAuthentication (1),
invalidCredentials (2),
insufficientAccessRights (3),
invalidSignature (4),
protectionRequired (5),
nolnformation (6),
blockedCredentials (7),
invalidQOPMatch (8),
spkmError 9)}

The error has a single parameter, which reports the particular problem encountered. The following problems may be
indicated:

d) inappropriateAuthentication — The level of security associated with the requestor's Credentials is
inconsistent with the level of protection requested, e.g., simple credentials were supplied while strong
credentials were required.

B) invalidCredentials — The supplied credentials were invalid.
¢) insufficientAccessRights — The requestor does not have the right to carry out'the requested operation.
d) invalidSignature — The signature of the request was found to be invalid.

d¢) protectionRequired — The Directory was unwilling to carry out the/requested operation because the
argument was not signed.

f) noInformation — The requested operation produced a security error for which no infofmation is
available.
g) DblockedCredentials — The credentials are blocked from{eonsideration for security reasons (e.g., because

an invalid password has been presented too many timés_in succession). The decision to return this error is
governed by the security policy in effect for the DSAS

) invalidQOPMatch — The two entities have differing protection parameters defined for the|respective
security services.

i)  spkmError — The supplied SPKM token was found to be invalid. The spkminfo parameter ¢ontains an
indication that this is an SPKM errortoken and the identifier of the SPKM context with which this error
is associated.

The SecutityParameters component (see 7,10)shall be included in the CommonResults (see 7.4) if the erfor is to be
signed, en¢rypted, or signed and encrypted by the Directory.

The infornhation provided by the error\problem can optionally be qualified by the use of the notification component of
CommonResults.

12.8 $ervice Error

A serviceError reports,a_problem related to the provision of the service. If the parameters of the operation wgre signed,
encrypted,| or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by the requestof, then the
Directory fnay sign; encrypt, or sign and encrypt the error parameters.

serviceErfor“ERROR ::= {
PARAMETER  OPTIONALLY-PROTECTED 1
SET {

problem [0] ServiceProblem,
COMPONENTS OF CommonResults } }
CODE id-errcode-serviceError }

ServiceProblem ::= INTEGER {

busy (1),
unavailable (2),
unwillingToPerform (3),
chainingRequired (4),
unableToProceed (5),
invalidReference (6),
timeLimitExceeded (7),
administrativeLimitExceeded (8),
loopDetected (9),
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unavailableCriticalExtension (10),

outOfScope (11),
ditError (12),
invalidQueryReference (13),
requestedServiceNotAvailable (14),
unsupportedMatchingUse (15),
ambiguousKeyAttributes (16),
sasIBindInProgress 17) }

The error has a single parameter which reports the particular problem encountered. The following problems may be

indicated:

a)

busy — The Directory, or some part of it, is presently too busy to perform the requested operation, but
may be able to do so after a short while.

unavailable — The Directory, or some part of it, is currently unavailable.

unwillingToPerform — The Directory, or some part of it, is not prepared to execute thisirefjuest, e.g.,
because it would lead to excessive consumption of resources or violates the policy of an\Aldministrative
Authority involved.

chainingRequired — The Directory is unable to accomplish the request other than by’ chaining; however,
chaining was prohibited by means of the chainingProhibited service control option.

unableToProceed — The DSA returning this error did not have administrative authority for the
appropriate naming context and as a consequence was not able to participate in name resolutiop.

invalidReference — The DSA was unable to perform the request”as directed by the DUA, (via
OperationProgress) — This may have arisen due to using an inyalid/referral.

timeLimitExceeded — The Directory has reached the limit ofitime set by the user in a service ¢ontrol. No
partial results are available to return to the user.

administrativeLimitExceeded — The Directory ha§ yeached some limit set by an administrative
authority, and no partial results are available to return to the user.

loopDetected — The Directory is unable to accomiplish this request due to an internal loop.

unavailableCriticalExtension — The Directory was unable to satisfy the request because ome or more
critical extensions were not available.

outOfScope — No referrals were available within the requested scope.
ditError — The Directory is unable to accomplish the request due to a DIT consistency problemn).

invalidQueryReference — The“parameters of the requested operation are invalid. This problem is
reported if the queryReference in paged results is invalid.

NOTE - This problem.is/not supported by first edition systems.

requestedServiceNotAvailable — A search request failed within a service specific adminisfrative area
because no searchyrule was available for the search or because the search violated an applicaple search-
rule. Additional diagnostic information may be returned together with this service proflem. Such
additional.ififormation for different situations is defined in clause 13.

unsupportedMatchingUse — An attempt was made, e.g., in a filter, to use a matching rule nof supported
by.the-DSA when the performExactly search option is set.

ambiguousKeyAttributes — A mapping-based matching rule was selected, but the mappable [filter items
provided multiple matches against the relevant mapping table. This error situation is accompanied by a

Q

notification attribute as indicated by the relevant matching-based matching rule.

saslBindInProgress — For some authentication mechanisms, it may be necessary for the requestor to
invoke the directoryBind operation multiple times. This is indicated by the responder sending a
serviceError with problem sasIBindInProgress. This indicates that the responder requires the requestor
to invoke a new directoryBind operation, with the same SaslCredentials mechanism, to continue the
authentication process. If at any stage the requestor wishes to abort the process it may invoke a
directoryBind operation with SaslAbort set to TRUE.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component of
CommonResults.
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12.9 Update Error

An updateError reports problems related to attempts to add, delete, or modify information in the DIB. If the parameters
of the operation were signed, encrypted, or signed and encrypted (see 17.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2) by
the requestor, then the Directory may sign, encrypt, or sign and encrypt the error parameters.

updateError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] UpdateProblem,
attributelnfo [1] SET SIZE (1..MAX) OF CHOICE {
attributeType AttributeType,
attribute Attribute } OPTIONAL,

COMPONENTS OF CommonResults } }

CODE id-errcode-updateError }

UpdateProblem ::= INTEGER {

narhingViolation (1),

objectClassViolation (2),

notiAllowedOnNonLeaf (3),

notAllowedOnRDN (4),

entfyAlreadyExists (5),

affgctsMultipleDSAs (6),

objectClassModificationProhibited (7),

no$uchSuperior (8),

notiAncestor (9),

parentNotAncestor (10),

hietarchyRuleViolation (11),

fanmilyRuleViolation (12) }

The probldm parameter reports the particular problem encountered. The) following problems may be indicated.

4) namingViolation — The attempted addition or maodification would violate the structure rules pf the DIT
as defined in the Directory schema and ITU-TyRe¢. X.501 | ISO/IEC 9594-2. That is, it would place an
entry as the subordinate of an alias entry, op,in a region of the DIT not permitted to a member of its
object class, or would define an RDN for an.entry to include a forbidden attribute type.

) objectClassViolation — The attemptediupdate would produce an entry inconsistent with thie rules for
entry content; for example, its object class definition, the DIT content rules, or with the definitions of
ITU-T Rec. X.501 | ISO/IEC 9594-2 as they pertain to object classes.

¢) notAllowedOnNonLeaf — The-attempted operation is only allowed on leaf entries of the DIT.

d) notAllowedOnRDN — The"attempted operation would affect the RDN (e.g., removal of an attribute
which is a part of the RDN).

d¢) entryAlreadyExists'— An attempted addEntry or modifyDN operation names an entry which already
exists.

NOTE_1%x This includes a conflict caused by RDNs which include multiple distinguished values djfferentiated
by centexts, regardless of context, as described in 9.3 of ITU-T Rec. X.501 | ISO/IEC 9594-2.

f) affectsMultipleDSAs — An attempted update would need to operate on multiple DSAs where this
operation is not permitted.

g).objectClassModificationProhibited — An operation attempted to modify the structural object|class of an

-
VI y.

h) noSuchSuperior — An attempted modifyDN operation names a new superior entry that does not exist.

i)  notAncestor — An operation attempted to delete a compound entry without specifying the ancestor as the
object.

j)  parentNotAncestor — An operation attempted to establish an entry as an immediately hierarchical child
under a family member that is not the ancestor.

k) hierarchyRuleViolation — An operation attempted to break a rule applicable to a hierarchical group: a
hierarchical group has to be completely outside any service specific administrative area or has to be
completely contained within a service specific administrative area; hierarchical group is confined to a
single DSA.

1) familyRuleViolation — An operation attempted to break a rule applicable to families within a compound
entry.
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The attributelnfo parameter identifies the particular attribute type(s) and possibly value(s) causing a problem. If an
objectClassViolation is being reported, an attribute item shall be present indicating the objectClass attribute type and
listing the object class(es) that caused the problem; additional attributeType items may also be present (eg. to identify
missing mandatory attributes or extraneous attributes).

NOTE 2 — The updateError is not used to report problems with attribute types, values, or constraint violations encountered in an
addEntry, removeEntry, modifyEntry, or modifyDN operation. Such problems are reported via an attributeError.

The SecurityParameters component (see 7.10) shall be included in the CommonResults (see 7.4) if the error is to be
signed, encrypted, or signed and encrypted by the Directory.

The information provided by the error problem can optionally be qualified by the use of the notification component of
CommonResults.

13 Analysis of search arguments

This clauge is only relevant for a Search operation starting its initial evaluation phase within a setvi¢e specific
administrafive area.

This procedure has two purposes:

d) It provides the search-validation function (see 16.12 of ITU-T Rec. X.501 | ISOAEC 9594-2) However,
the search-validation function does not produce error information. If during’the procedure fan error is
encountered, the evaluation stops and returns FALSE, otherwise it returns“TRUE. A searchi-validation
against an empty search-rule will always return TRUE.

B§) It is the procedure to be used when no governing-search-rule canbe located and where it is possible to
identify a single search-rule the SearchArgument can be evalGated against to identify why the search
request failed. When an error condition is found in this%case, the evaluation stops, the| necessary
diagnostic information is supplied in the notification component of the CommonResults dataltype and a
service error with problem requestedServiceNotAvailable is returned. What diagnostic inforfnation that
is included is dependent on the type of error identifi€d.

NOTE — According to the specification above, a seareh request may be evaluated twice against the same search-
rule. How this could be optimized is not part of this-Specification, but is an implementation decision.

The procedlure assumes that an implementation will not allow an invokable search-rule to:
1  specify unsupported attribute types, context types, matching rules, matching restrictions, etc.;

+  specify mapping-based matching algorithms that are unsupported or not relevant for the typ¢ of search
for which the search-rule is governing;

1  specify matching rule substitutions that would violate the search-rule;
1 refer to optional search{rufe features not supported by the implementation; or

+  be inconsistent or etroneous.

13.1 General check of search filter

The evalugtion is performed by first checking whether the filter violates some basic restrictions using thd following
procedure:

1) If'there are attribute types represented in the filter but not represented by any request-attributg-profile in
the inputAttributeTypes search-rule component, the notification shall contain:

— a searchServiceProblem nofificafion atfribute with the value id-pr-searchAttributeViolation;

— aserviceType notification attribute having as value the serviceType component of the search-rule;
and

— an attributeTypeList notification attribute having as values the object identifiers identifying the
illegal attribute types.

2) If there are attribute types only represented by negated filter items, then the notification shall contain:
— asearchServiceProblem notification attribute with the value id-pr-attributeNegationViolation;

— aserviceType notification attribute having as value the serviceType component of the search-rule;
and

—  an attributeTypeList notification attribute where the values are the object identifiers identifying the
attribute types illegally negated in the filter.
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Check that the condition specified in the attributeCombination is fulfilled with respect to the non-
negated presence of attribute types. If mandatory attribute types, i.e., attribute types that unconditionally
have to be represented by non-negated filter items in the filter, are missing in any subfilter, the
notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-missingSearchAttribute;

— aserviceType notification attribute having as value the serviceType component of the search-rule;
and

— an attributeTypeList notification attribute having as values the object identifiers identifying the
missing attribute types.

If a required combination is not present, the notification shall contain:

- a searchServiceProblem notification attribute with the value id-pr-
searchAttributeCombinationViolation;

Cheelofrequest-attributeprofifes—7™ MMM — M |

— a serviceType notificafion attribufe having as value the serviceType component of the search-rule;
and

— an attributeCombinations notification attribute identifying the missing combination(s).

For request-attribute-profiles having a selectedValues subcomponent but the set of values is ¢mpty, it is
checked whether there is any filter item for those attribute types that does notaneet one of thg following
requirements:

— the filter item is of type present and the contexts subcomponefit jis not present in the request-
attribute-profile; or

— the filter item is of type contextPresent and the contexts_subcomponent is present in the request-
attribute-profile.

If the above check fails for any filter item, the notification shall contain:
—  asearchServiceProblem notification attribute with the value id-pr-searchValueNotAllowed;

— aserviceType notification attribute having as value the serviceType component of the search-rule;
and

—  afilterltem notification attribute with the’failing filters items as values.

For request-attribute-profiles having a contexts subcomponent, it is checked whether there arg any filter
items that refer to context types not in¢luded in this subcomponent. If so, the notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-searchContextViolation;

— aserviceType notification‘aftribute having as value the serviceType component of the search-rule;
and

— acontextTypeList.notification attribute having as values the object identifiers for the illegal context
types.

If the allowed Choice for the subset component is taken in the search-rule, it is checked whether the
subset argument of the SearchArgument complies with that specification. If not, the notification shall
contain:

—  asearchServiceProblem notification attribute with the value id-pr-searchSubsetViolation; and

—.%a serviceType notification attribute having as value the serviceType component of the sqarch-rule.

If the above procedure did not yield any error, it has to be checked for each subfilter that any attribute type represented
in that subfilter is also effectively present. This procedure does not specify any order in which subfilters should be
evaluated. For an attribute type to be effectively present in a subfilter, it has to be represented by at least one non-
negated filter item that complies with the corresponding request-attribute-profile. A non-negated filter item is evaluated
using the below procedure.

The non-negated filter items are checked in the following order:

1)
2)

3)

the filter items for the attribute types that unconditionally have to be represented are checked for each
subfilter;

the filter items for the attribute types that conditionally have to be represented are checked for each
subfilter; and

the remaining filter items are checked for each subfilter.
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If a subfilter fails the evaluation, the evaluation stops and error information is returned as detailed below.

If an attribute type in a subfilter is represented by several non-negated filter items, each such filter item is in principle
checked until either a complying filter item is found or all filter items are checked. If a filter item fails during the
procedure, it is dropped for further evaluation. It is the last filter item to fail for the attribute type that determines the
diagnostic information returned.

A filter item is evaluated using the following procedure:

66

1)

If the selectedValues component in the request-attribute-profile is absent; or if it present and non-
empty, check whether the filter item is of type equality, substrings, approximateMatch or

extensibleMatch. If not, the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-searchValueRequire

d;

— aserviceType notification attribute having as value the serviceType component of the search-rule;

and

— an attributeTypeList notification attribute having as value the object identifier iden
attribute type from the filter item.

If the selectedValues subcomponent in the corresponding request-attribute-profile 1sipresen
empty, check whether the filter item fails to match any value specified in that subceémponen
notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-intalidSearchValue;

— aserviceType notification attribute having as value the serviceType’component of the s
and

—  afilterltem notification attribute with the failing filter item¢as the only value.
If the contexts subcomponent is not present, continue with next'subclause.

Check that the condition specified in the contextCombination subcomponent is fulfilled with
the presence of context types. If mandatory context types, i.e., context types that unconditiona
be represented for the attribute type, are missing, the'notification shall contain:

tifying the

t and non-
. If so, the

carch-rule;

respect to
lly have to

— asearchServiceProblem notification attribute with the value id-pr-missingSearchContext;

— aserviceType notification attribute having as value the serviceType component of the sg

— an attributeTypeList notification attribute having as a single value the object identifier
the attribute type from the filter.itém.

— a contextTypeList notification attribute with the object identifiers identifying the missi
types.
If a required combinationnisirot present, the notification shall contain:

- a searchServiceProblem notification attribute with the value]
searchContext€CombinationViolation;

—  aserviceType notification attribute having as value the serviceType component of the sg

— an aftributeTypeList notification attribute having as only value the object identifier ider
attfibute type from the filter item.

— _“a-contextCombinations notification attribute identifying the missing combination(s).

Check if the context assertions for the attribute type in the subfilter are all included in th

arch-rule;

identifying
ng context

id-pr-

arch-rule;

tifying the

t contexts

subcomponent. If not, the notification shall contain:

6)

— asearchServiceProblem notification attribute with the value id-pr-searchContextViolation;

— aserviceType notification attribute having as value the serviceType component of the search-rule;

— an attributeTypeList notification attribute having as only value the object identifier identifying the

attribute type from the filter item; and

— a contextTypeList notification attribute having as values the object identifiers identifying the

context types not allowed for the attribute type.

If context values are included for any of the context types in the contexts subcomponent of the request-
attribute-profile, check whether any of the context assertions specified for the attribute type in the
subfilter contains values not specified for the corresponding context types in contexts subcomponent. If

so, the notification shall contain:

—  asearchServiceProblem notification attribute with the value id-pr-searchContextValueViolation;

— aserviceType notification attribute having as value the serviceType component of the search-rule;

ITU-T Rec. X.511 (08/2005)


https://iecnorm.com/api/?name=d57d2c5bca827c627188a8a92e4133a5

13.3

ISO/IEC 9594-3:2005 (E)

—  an attributeTypeList notification attribute having as only value the object identifier identifying the

attribute type from the filter item; and

— a contextList notification attribute having as values the context assertions not allowed for the

attribute type.

Check of controls and hierarchy selections

If the search request fails the test against the control and hierarchy selections as specified in 16.10.5 of
ITU-T Rec. X.501 | ISO/IEC 9594-2, the procedure in this subclause is performed.

13.4

1)

If the defaultControls component of the search-rule or the hierarchyOptions subcompon

ent of the

defaultControls is absent, and the search request specifies hierarchy selections beside self, then the

notification shall contain:

— a searchServiceProblem notification attribute with the value id-pr-hierarchySelectF

and

— aserviceType notification attribute having as value the serviceType component of.the 54

orbidden;

arch-rule.

If there are hierarchy select options in the request that are not allowed, or some selections gre missing
according to the combination of the defaultControls and mandatoryControls components of the search-

rule, then the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-invalidHierarchySeléct;

— aserviceType notification attribute having as value the serviceType/component of the search-rule;

and

— a hierarchySelectList notification attribute having as yalue’ a bitstring identifying the invalid

hierarchy selection options.

If there are hierarchy select options in the request that are net supported by the DSA and whiich are not

covered by 2), then the notification shall contain:

— asearchServiceProblem notification attribute 'with the value id-pr-unavailableHierarchySelect;

— aserviceType notification attribute having.as'value the serviceType component of the search-rule;

and

— a hierarchySelectList notification attribute having as value a bitstring identifying the uhsupported

hierarchy selection options.

If there are search control options-(as defined by 10.2.1) in the request that are not allowsg

d or some

options are missing according'‘té the combination of the defaultControls and mandatofyControls

components of the search-rule;-then the notification shall contain:

— asearchServiceProblem notification attribute with the value id-pr-invalidSearchContrd

IOptions;

— aserviceTypeynotification attribute having as value the serviceType component of the search-rule;

and

— asearchControlOptionsList notification attribute having as value a bitstring identifying the invalid

search'control options.

If thereare service control options in the request not allowed or some options are missing ag
the combination of the defaultControls and mandatoryControls components of the search-ruj
notification shall contain:

cording to
e, then the

< asearchServiceProblem notification attribute with the value id-pr-invalidServiceContrplOptions;

— aserviceType notification attribute having as value the serviceType component of the search-rule;

and

— a serviceControlOptionsList notification attribute having as value a bitstring identifying the

invalid service control options.

Check of matching use

In the search-validation procedure, this subclause represents the last step in the validation and it is assumed that the
search request has passed all other validation steps. A search-rule failing this last step is put on the MatchProblemSR
list (see 19.3.2.2.1, item 3) of ITU-T Rec. X.518 | ISO/IEC 9594-4).

If the search request does not comply with the matchingUse requirement as specified in 16.10.2 of ITU-T Rec. X.501 |
ISO/IEC 9594-2 for any of the request-attribute-profiles, then a notification for one of the failing request-attribute-
profile shall contain:

ITU-T Rec. X.511 (08/2005)
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— a searchServiceProblem notification attribute with the value id-pr-attributeMatchingViolation if the
matching restriction is violated, or with the value id-pr-unsupportedMatchingUse if the matching rule
is to be applied in an unsupported way;

— aserviceType notification attribute having as value the serviceType component of the search-rule;

— an attributeTypeList notification attribute having as only value the object identifier identifying the
attribute type; and

—  for the matching restriction that is violated, additional notification attributes as specified by specification
for that matching restriction.

NOTE — When several request-attribute-profiles fail the validation, it is a local matter to select which one for
which to create a notification.
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Annex A

Abstract Service in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object definitions contained in this Directory

Specificati

on in the form of the ASN.1 module DirectoryAbstractService.

Directory/
DEFINITIC
BEGIN

-- EXPORY]
-- The typ
-- within t
-- Directory
-- extensio

IMPORTS
-- from ITU
attn

cor
enh

upf

Att
Att

MATCHING-RULE, Name, OBJECT-CLASS, RelativeDistinguishedName,
SupportedAttributes, SupportedContexts

Rel

Att

oP

-- from ITY-T Rec. X.518 | ISO/IEC 9594-4

Acg¢essPoint, ContinuationReference, Exclusions, OperationProgress, ReferenceType

| Service {joint-iso-itu-t ds(5) jule(1) di Al tService(2) 5}
NS ::=

'S All --
es and values defined in this module are exported for use in the other ASN.?-~modules

services. Other applications may use them for their own purposes, bat) this will nof
hs and modifications needed to maintain or improve the Directory service.

-T Rec. X.501 | ISO/IEC 9594-2

ibuteCertificateDefinitions, authenticationFramework, basicA¢cessControl,
hmonProtocolSpecification, directoryShadowAbstractService, distributedOperations,
ancedSecurity, id-at, informationFramework, selectedAttributeTypes, serviceAdministration
erBounds

FROM UsefulDefinitions {joint-iso-itu-t ds(5) module(1) usefulDefinitions(0) 5}

ibute, ATTRIBUTE, AttributeType, AttributeTypeAssertion, AttributeValue,
ibuteValueAssertion, CONTEXT, ContextAssertion, DistinguishedName,
FROM InformationFramework informationFramework

laxationPolicy
FROM ServiceAdministration serviceAdministration

ibuteTypeAndValue
FROM BasicAccessControl basicAccessControl

FIONALLY-PROTECTED{ }, OPTIONALLY-PROTECTED-SEQ({ }
FROM EnhancedSecurity enhancedSecurity

FROM DistributedOperations distributedOperations

-- from ITU-T Rec. X.519 | ISO/IEC 9594-5

Code, ERROR, id-errcode-abandoned, id-errcode-abandonFailed, id-errcode-attributeError,
id-errcode-nameError, id-errcode-referral, id-errcode-securityError, id-errcode-serviceError,
id-errcode-updateError, id-opcode-abandon, id-opcode-addEntry, id-opcode-compare,
id-opcode-list, id-opcode-modifyDN, id-opcode-modifyEntry, id-opcode-read,
id-opcode-removeEntry, id-opcode-search, Invokeld, OPERATION

FROM CommonProtocolSpecification commonProtocolSpecification

-- from ITU-T Rec. X.520 | ISO/IEC 9594-6

DirectoryString {}

FROM SelectedAttributeTypes selectedAttributeTypes
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ub-domainLocallD, ub-sasiIMechanism
FROM UpperBounds upperBounds

-- from ITU-T Rec. X.509 | ISO/IEC 9594-8

Algorithmldentifier, CertificationPath, ENCRYPTED {}, SIGNATURE {}, SIGNED {}
FROM AuthenticationFramework authenticationFramework

AttributeCertificationPath

FROM AttributeCertificateDefinitions attributeCertificateDefinitions

-- from ITU-T Rec. X.525| ISO/IEC 9594-9

AgreementID

FROM DirectoryShadowAbstractService directoryShadowAbstractService

-- from RFC 2025

SPKM-ERROR, SPKM-REP-TI, SPKM-REQ

-- Common data types --

CommonArguments ::= SET {
seryiceControls
sedurityParameters
requestor
op¢grationProgress

aliasedRDNs
criticalExtensions
reféerenceType
entfyOnly
nameResolveOnMaster
opédrationContexts
fanjilyGrouping

FamilyGrquping ::= ENUMERATED ({

entfyOnly (1),
compoundEntry  (2),
strands (3),
multiStrand (4)}
CommonResults ::= SET {

[30]
[29]
[28]
[27]

[26]
[25]
[24]
[23]
[21]
[20]
[19]

FROM SpkmGssTokens { iso (1) identified-organization (3) dod(6) internet (1)
security (5) mechanisms (5) spkm (1) spkmGssTokens (10) } ;

ServiceControls DEFAULT { },
SecurityParameters OPTIONAL,
DistinguishedName OPTIONAL,
OperationProgress

DEFAULT { nameResolutionPhase notStarted },
INTEGER OPTIONAL,
BIT STRING OPTIONAL,
ReferenceType OPTIONAL,
BOOLEAN DEFAULT TRUE,
BOOLEAN DEFAULTFFALSE,
ContextSelection’OPTIONAL,
FamilyGrouping DEFAULT entryOnly }

sedurityParameters [30] <.SecurityParameters OPTIONAL,

performer [29] ) DistinguishedName OPTIONAL,

aligsDereferenced [28] BOOLEAN DEFAULT FALSE,

notjfication [27] SEQUENCE SIZE (1..MAX) OF Attribute = OPTIONAL }
CommonResultsSeq )::= SEQUENCE {

sedurityParameters [30] SecurityParameters OPTIONAL,

performer [29] DistinguishedName OPTIONAL,

aligsDereferenced [28] BOOLEAN DEFAULT FALSE,

not [27T—SEQUENCE SIZE{1T-MAX) OF Attribute OPTIONAL}
ServiceControls ::= SET {

options [0] ServiceControlOptions DEFAULT { },

priority [11 INTEGER { low (0), medium (1), high (2) } DEFAULT medium,

timeLimit [2] INTEGER OPTIONAL,

sizeLimit [3] INTEGER OPTIONAL,

scopeOfReferral [4] INTEGER { dmd(0), country(1) } OPTIONAL,

attributeSizeLimit

manageDSAITPlaneRef
dsaName
agreementID

serviceType

userClass
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ServiceControlOptions ::= BIT STRING {

preferChaining (0),

chainingProhibited (1),

localScope (2),

dontUseCopy (3),

dontDereferenceAliases (4),

subentries (5),

copyShallDo (6),

partialINameResolution  (7),

manageDSAIT (8),

noSubtypeMatch (9),

noSubtypeSelection (10),

countFamily (11),

dontSelectFriends (12),

dontMatchFriends (13) }

EntrylnformationSelection ::= SET {

attributes CHOICE {

allUserAttributes [0] NULL,

select [1] SET OF AttributeType

-- empty set implies no attributes are requested -- } DEFAULT allUserAttributes : NULL,
infgTypes [2] INTEGER {

attributeTypesOnly (0),

attributeTypesAndValues (1) } DEFAULT attributeTypesAndValues,
extraAttributes CHOICE {

allOperationalAttributes [3] NULL,

select [4] SET SIZE (1..MAX) OF AttributeType } OPTIONAL,
corntextSelection ContextSelection OPTIONAL,
returnContexts BOOLEAN DEFAULT FALSE,
fanjilyReturn FamilyReturn DEFAULT

ContextSe¢lection ::= CHOICE {
allGontexts NULL,
selectedContexts SET SIZE (1..MAX) OF TypeAndContextAssertion }

TypeAndGontextAssertion ::= SEQUENCE {

type

AttributeType,
corjtextAssertions CHOICE {
preference SEQUENCE OF ContextAssertion,
all SET OF ContextAssertion } }

FamilyReturn ::= SEQUENCE {
memberSelect ENUMERATED {

famjilySelect SEQUENCE SIZE (1..MAX) OF OBJECT-CLASS.&id OPTIONAL }

Entryinformation ::={SEQUENCE {

{ memberSelect contributingEntriesOnly } }

contributingEntriesOnly (1),
participatingEntriesOnly (2),
compoundEntry. 3)},

name Name,

fromEntry BOOLEAN DEFAULT TRUE,

infgrmation SET SIZE (1..MAX) OF CHOICE {

attributeType AttributeType,
—attribute Attribute F OPTIONAL;

incompleteEntry [3] BOOLEAN DEFAULT FALSE, -- not in first edition systems

partialName [4] BOOLEAN DEFAULT FALSE, -- not in first or second edition systems

derivedEntry [5] BOOLEAN DEFAULT FALSE -- not in pre-fourth edition systems -- }
family-information ATTRIBUTE ::= {

WITH SYNTAX FamilyEntries

USAGE directoryOperation

ID id-at-family-information }
FamilyEntries ::= SEQUENCE {

family-class OBJECT-CLASS.&id, -- structural object class value

familyEntries SEQUENCE OF FamilyEntry }
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FamilyEntry ::= SEQUENCE {

Filter

Filterltem n= CHOICE {
equality [0] AttributeValueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type})
any [1] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type})
final [2] ATTRIBUTE.&Type
({SupportedAttributes}{@substrings.type})
control Attribute } }, -- Used fo specéify interpretation of fo
-- items
grepterOrEqual [2] AttributeValueAssertion,
les$OrEqual [3] AttributeValueAssertion,
present [4] AttributeType,

rdn RelativeDistinguishedName,
information SEQUENCE OF CHOICE {
attributeType AttributeType,
attribute Attribute },
family-info SEQUENCE SIZE (1..MAX) OF FamilyEntries OPTIONAL }
;= CHOICE {

item [0] Filterltem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not [3] Filter }

apgroximateMatch [5] AttributeValueAssertion,
extensibleMatch  [6] MatchingRuleAssertion,
corntextPresent [7] AttributeTypeAssertion }

matchingRule [1] SET SIZE (1..MAX) OF MATCHING-RULE.&id,

MatchingF[uIeAssertion ::= SEQUENCE ({

typ [2] AttributeType OPTIONAL,

matchValue [3] MATCHING-RULE.&AssertionType ( CONSTRAINED BY {

-- matchValue shall be a value of:-type specified by the &AssertionType field of

-- one of the MATCHING-RULEnformation objects identified by matchingRule -- } ),

dnAttributes [4] BOOLEAN DEFAULT FALSE }
PagedRejlultsRequest ;= CHOICE {

neWwRequest SEQUENCE {
pageSize INTEGER,
sortKeys SEQUENCE SIZE (1..MAX) OF SortKey OPTIONAL,
reverse [1] BOOLEAN DEFAULT FALSE,
unmerged [2] BOOLEAN DEFAULT FALSE,
pageNumber [3] INTEGER OPTIONAL },

qudryReference OCTET STRING,

abgndonQuery. [0] OCTET STRING }

SortKey :f= SEQUENCE ({

typ AttributeType,
orz;ringRule MATCHING-RULE.&id OPTIONAL }

SecurityParameters ::= SET {
certification-path [0] CertificationPath OPTIONAL,
name [1] DistinguishedName OPTIONAL,
time [2] Time OPTIONAL,
random [3] BIT STRING OPTIONAL,
target [4] ProtectionRequest OPTIONAL,
response [5] BIT STRING OPTIONAL,
operationCode [6] Code OPTIONAL,
attributeCertificationPath [7] AttributeCertificationPath OPTIONAL,
errorProtection [8] ErrorProtectionRequest OPTIONAL,
errorCode [9] Code OPTIONAL }

ProtectionRequest ::= INTEGER { none (0), signed (1) }
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Time ::= CHOICE {
utcTime UTCTime,
generalizedTime GeneralizedTime }
ErrorProtectionRequest ::= INTEGER { none (0), signed (1) }

-- Bind and unbind operations --

directoryBind OPERATION ::= {

ARGUMENT DirectoryBindArgument
RESULT DirectoryBindResult
ERRORS { directoryBindError } }
DirectoryBindArgument ::= SET {
credentials [0] Credentials OPTIONAL,
versions [1] Versions DEFAULT {v1}}
Credentials ::= CHOICE {
simple [0] SimpleCredentials,
strong [1] StrongCredentials,
externalProcedure [2] EXTERNAL,
spKm [3] SpkmCredentials,
sas|l [4] SaslCredentials }
SimpleCre¢dentials ::= SEQUENCE {
narhe [0] DistinguishedName,
validity [11 SET{
time1 [0] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
time2 [1] CHOICE {
utc UTCTime,
gt GeneralizedTime } OPTIONAL,
random1 [2] BIT STRING OPTIONAL,
random2 [3] BIT STRING OPTIONAL } OPTIONAL,
pagsword [2] CHOICE {
unprotected OCTET STRING,
protected SIGNATURE {OCTET STRING} } OPTIONAL}
StrongCredentials ::= SET {
certification-path [0] CertificationPath OPTIONAL,
bind-token [1] Token,
name [2] DistinguishedName OPTIONAL,

attributeCertificationPath [3] AttributeCertificationPath OPTIONAL }
SpkmCredentials ::= CHOICE<{

req [0] SPKM-REQ,

rep| [1] SPKM-REP-TI }

SasICreddntials ::= SEQUENCE {

mechanism [0] DirectoryString { ub-sasiMechanism },
creflentials [11 OCTET STRING OPTIONAL,
saglAbort [2] BOOLEAN DEFAULT FALSE }
Token :: {
algorithm [0] Algorithmldentifier,
name [1]1 DistinguishedName,
time [2] UTCTime,
random [3] BIT STRING,
response [4] BIT STRING OPTIONAL,

bindintAlgorithm [5] SEQUENCE SIZE (1..MAX) OF Algorithmldentifier OPTIONAL,
bindintKeyinfo [6] BindKeylInfo OPTIONAL,
bindConfAlgorithm [7] SEQUENCE SIZE (1..MAX) OF Algorithmldentifier OPTIONAL,
bindConfKeyinfo [8] BindKeyInfo OPTIONAL }}

Versions ::= BIT STRING {v1(0), v2(1) }

DirectoryBindResult ::= DirectoryBindArgument
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directoryBindError ERROR ::= {

PARAMETER OPTIONALLY-PROTECTED {
SET {
versions [0] Versions DEFAULT {v1},
error CHOICE {
serviceError [11 ServiceProblem,
securityError [2] SecurityProblem }}}}

BindKeyInfo ::= ENCRYPTED { BIT STRING }
-- Operations, arguments, and results --

read OPERATION ::= {

ARGUMENT ReadArgument
RESULT ReadResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
COpE id-opcode-read }
ReadArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
selection [1] EntrylnformationSelection DEFAULT { ¥,
modifyRightsRequest [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
ReadResUlt ::= OPTIONALLY-PROTECTED {
SET{
entry [0] Entrylnformation,

modifyRights [1] ModifyRights OPTIONAL,
COMPONENTS OF CommonResults }}

ModifyRights ::= SET OF SEQUENCE {

item CHOICE {
entry [0] NULL,
attribute [11 AttributeType,
value [2] AttributeValueAssertion },

permission [3] BIT STRING { add (0), remove (1), rename (2), move (3) } }

compare OPERATION ::= {

ARGUMENT CompareArgument
RESULT CompareResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |
securityError }
CODPE id-opcode-compare }
CompareArgument ::= OPTIONALLY-PROTECTED {
SET {
object [0] Name,
purported [1] AttributeValueAssertion,
COMPONENTS OF CommonArguments } }
CompareResult_::= OPTIONALLY-PROTECTED {
SET §
—__name Name OPTIONAL,
matched [0] BOOLEAN,
fromEntry [1] BOOLEAN DEFAULT TRUE,
matchedSubtype [2] AttributeType OPTIONAL,
COMPONENTS OF CommonResults } }

abandon OPERATION ::= {
ARGUMENT AbandonArgument
RESULT AbandonResult
ERRORS { abandonFailed }
CODE id-opcode-abandon }

AbandonArgument ::= OPTIONALLY-PROTECTED-SEQ {

SEQUENCE {
invokelD [0] Invokeld } }
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AbandonResult ::= CHOICE {

null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
invokelD Invokeld,
COMPONENTS OF CommonResultsSeq } } }
list OPERATION := {
ARGUMENT ListArgument
RESULT ListResult
ERRORS { nameError | serviceError | referral | abandoned | securityError }
CODE id-opcode-list }
ListArgument ::= OPTIONALLY-PROTECTED ({
SET {
object [0] Name,
pagedResults [1] PagedResultsRequest OPTIONAL,
listFamily [2] BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonArguments } }
ListResul{ ::= OPTIONALLY-PROTECTED {
CHPICE {
listinfo SET {
name Name OPTIONAL,
subordinates [11 SET OF SEQUENCE {
rdn RelativeDistinguishedName,
aliasEntry [0] BOOLEAN DEFAULT FALSE,
fromEntry [1] BOOLEAN DEFAULT TRUE },
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
COMPONENTS OF CommonResults};
uncorrelatedListinfo [0] SET OF ListResult } §
PartialOutcomeQualifier ::= SET {
lim|tProblem [0] LimitProblem JOPTIONAL,
ungxplored [11 SET SIZE (1::MAX) OF ContinuationReference OPTIONAL,
ungvailableCriticalExtensions  [2] BOOLEAN'DEFAULT FALSE,
unknownErrors [3] SET SIZE (1..MAX) OF ABSTRACT-SYNTAX.&Type OPT|ONAL,
quéryReference [4] OCTET STRING OPTIONAL,
ovelrspecFilter [5] Filter OPTIONAL,
noftffication [6] SEQUENCE SIZE (1 .. MAX) OF Attribute OPTIONAL,
entfyCount CHOICE {
bestEstimate [7]1 INTEGER,
lowEstimate [8] INTEGER,
exact [9] INTEGER } OPTIONAL,
streamedResult [10] BOOLEAN DEFAULT FALSE }

LimitProbjlem ::= INTEGER {
timpLimitExceeded (0), sizeLimitExceeded (1), administrativeLimitExceeded (2) }

search OPERATION<::="{

ARGUMENT SearchArgument
RESULT SearchResult
ERRORS { attributeError | nameError | serviceError | referral | abandoned |

securityError }

CODE— Td-opcode-searchy
SearchArgument ::= OPTIONALLY-PROTECTED {

SET{
baseObject [0] Name,
subset [1] INTEGER {

baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObject,

filter [2] Filter DEFAULT and: {},
searchAliases [3] BOOLEAN DEFAULT TRUE,
selection [4] EntrylnformationSelection DEFAULT { },
pagedResults [5] PagedResultsRequest OPTIONAL,
matchedValuesOnly [6] BOOLEAN DEFAULT FALSE,
extendedFilter [71 Filter OPTIONAL,
checkOverspecified [8] BOOLEAN DEFAULT FALSE,
relaxation [9] RelaxationPolicy OPTIONAL,
extendedArea [10] INTEGER OPTIONAL,
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hierarchySelections [11] HierarchySelections DEFAULT { self },
searchControlOptions [12] SearchControlOptions DEFAULT { searchAliases },
joinArguments [13] SEQUENCE SIZE (1..MAX) OF JoinArgument OPTIONAL,
joinType [14] ENUMERATED {
innerJoin(0), leftOuterJoin(1), fullOuterJoin(2) } DEFAULT leftOuterJoin,
COMPONENTS OF CommonArguments } }
HierarchySelections ::= BIT STRING {

self (0),

children (1),

parent (2),

hierarchy (3),

top (4),

subtree (5),

siblings (6),

siblingChildren (7),

sib
all

SearchCo
se
ma
ch
pe
inc
no
dn
ma
ent
us
se
se

JoinArgun
joir
dor
join

join
join
join
DomainLd
JoinAttPa
ba
join
join

ingSubtree (8),

9}

trolOptions ::= BIT STRING {
rchAliases (0),
chedValuesOnly (1),
ckOverspecified (2),
ormExactly (3),
udeAllAreas (4),
ystemRelaxation (5),
ttribute (6),
chOnResidualName (7),

Count (8),
Subset (9),
arateFamilyMembers (10),
rchFamily (11) }
hent ::= SEQUENCE {
BaseObject [0] Name,
hainLocallD [11 DomainLocallD-OPTIONAL,
Subset [2] ENUMERATED{

baseObject(0), oneLevel(1), wholeSubtree(2) } DEFAULT baseObiject,

Filter [3] Filter OPTIONAL,
Attributes [4] SEQUENCE SIZE (1..MAX) OF JoinAttPair OPTIONAL,
Selection [5] EntrylnformationSelection }
callD ::= DirectoryString {‘ub-domainLocallD }
r ::= SEQUENCE {
eAtt AttributeType,
Att AttributeType,
Context SEQUENCE SIZE (1..MAX) OF JoinContextType OPTIONAL }

JoinContlxtType ::=__ CONTEXT.&id({SupportedContexts})

SearchRepult ;:=-OPTIONALLY-PROTECTED {
CHDICE{
searchinfo SET{
name Name OPTIONAL,
entries [0] SET OF Entrylnformation,
partialOutcomeQualifier [2] PartialOutcomeQualifier OPTIONAL,
altMatching [31 BOOLEAN DEFAULT FALSE,
COMPONENTS OF CommonResults },
uncorrelatedSearchinfo [0] SET OF SearchResult } }
addEntry OPERATION ::= {
ARGUMENT AddEntryArgument
RESULT AddEntryResult
ERRORS { attributeError | nameError | serviceError | referral | securityError |
updateError }
CODE id-opcode-addEntry }
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AddEntryArgument ::= OPTIONALLY-PROTECTED {

SET {
object [0] Name,
entry [11 SET OF Attribute,
targetSystem [2] AccessPoint OPTIONAL,

COMPONENTS OF CommonArguments} }

AddEntryResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

removeEntry OPERATION ::= {

ARGUMENT RemoveEntryArgument
RESULT RemoveEntryResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
COpPE id-opcode-removeEntry }
RemoveEntryArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
COMPONENTS OF CommonArguments } }

RemoveEntryResult ::= CHOICE {
nul NULL,
infgrmation OPTIONALLY-PROTECTED-SEQ {
SEQUENCE { COMPONENTS OF CommonResultsSeq } } }

modifyEnfry OPERATION ::= {

ARGUMENT ModifyEntryArgument
RESULT ModifyEntryResult
ERRORS { attributeError | nameError | serviceEfror | referral | securityError |
updateError }
COpE id-opcode-modifyEntry }
ModifyEnfryArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] Name,
changes [1] SEQUENCE OF EntryModification,
selection [2] EntrylnformationSelection OPTIONAL,
COMPONENTS OF CommonArguments } }
ModifyEnfryResult ::= CHOICE {
nul NULL,
infgrmation OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
entry [0] Entrylnformation OPTIONAL,
COMPONENTS OF CommonResultsSeq }}}
EntryMod(fication :¢= CHOICE {
addAttribute [0] Attribute,
removeAttribute  [1] AttributeType,
addValues [2] Attribute,
remjoveValues [3] Attribute,
alt )
resetValue [5] AttributeType,
replaceValues [6] Attribute }
modifyDN OPERATION ::=
ARGUMENT ModifyDNArgument
RESULT ModifyDNResult
ERRORS { nameError | serviceError | referral | securityError | updateError }
CODE id-opcode-modifyDN }
ModifyDNArgument ::= OPTIONALLY-PROTECTED {
SET{
object [0] DistinguishedName,
newRDN [1] RelativeDistinguishedName,
deleteOIdRDN [2] BOOLEAN DEFAULT FALSE,
newSuperior [3] DistinguishedName OPTIONAL,
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COMPONENTS OF CommonArguments } }
ModifyDNResult ::= CHOICE {
null NULL,
information OPTIONALLY-PROTECTED-SEQ {
SEQUENCE {
newRDN RelativeDistinguishedName,
COMPONENTS OF CommonResultsSeq } } }

-- Errors and parameters --

abandoned ERROR ::= { -- not literally an "error"
PARAMETER OPTIONALLY-PROTECTED {
SET {COMPONENTS OF CommonResults} }
CODE id-errcode-abandoned }

abandonFailed ERROR ::={
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] AbandonProblem,
operation [11 Invokeld,
COMPONENTS OF CommonResults } }
CODE id-errcode-abandonFailed }

AbandonRroblem ::= INTEGER { noSuchOperation (1), tooLate (2), cannotAbandon(3) }

attributeEfror ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET{
object [0] Name,
problems  [1] SET OF SEQUENCE {
problem [0] AttributeProblem,

type [1]1 AttributeType,
value [2] AttributeValue " OPTIONAL },
COMPONENTS OF CommonResults } }
COpE id-errcode-attributeError }
AttributeProblem ::= INTEGER {
no$uchAttributeOrValue (1),
invalidAttributeSyntax (2),
undefinedAttributeType (3),
inappropriateMatching (4),
corjstraintViolation (9),
attnibuteOrValueAlreadyExists ) (6),
contextViolation (7)}

nameError ERROR ::= {
PARAMETER OPTIONALLY-PROTECTED {
SET {
problem [0] NameProblem,
matched [1] Name,
COMPONENTS OF CommonResults } }
COpE id-errcode-nameError }

NameProblemm ="INTEGERT
noSuchObject 1),
aliasProblem (2),
invalidAttributeSyntax (3),
aliasDereferencingProblem (4),
contextProblem (5) }

referral ERROR ::= { -- not literally an "error”
PARAMETER OPTIONALLY-PROTECTED {
SET {
candidate [0] ContinuationReference,
COMPONENTS OF CommonResults } }
CODE id-errcode-referral }
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