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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical

Commission) form the specialized system for worldwide standardization. National bodies that are members of
ISO or IEC participate in the development of International Standards through technical committees
established by the respective organization to deal with particular fields of technical activity. ISO and IEC
technical committees collaborate in fields of mutual interest. Other international organizations, governmental

and n
technd

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives,
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n-governmental, in liaison with 1SO and IEC, also take part in the work. In the field
logy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

of information

Part 2.

ain task of the joint technical committee is to prepare International Standards. Draft International

rds adopted by the joint technical committee are circulated to national bodies for voting.
rnational Standard requires approval by at least 75 % of the national bodies casting a vot

pn is drawn to the possibility that some of the elements of this decument may be the su
ISO and IEC shall not be held responsible for identifying any ¢or-all such patent rights.

C 9796-2 was prepared by Joint Technical Committee ISO/IEC JTC 1, Informatio
mmittee SC 27, IT Security techniques.

ird edition cancels and replaces the second edition (ISO/IEC 9796-2:2002), which has bg
l. It also incorporates the Amendment ISO/IEC<9796-2:2002/Amd.1:2008.

nentations which comply with ISO/IEC 9796-2 (1st edition) and which use a hash-co
s in length will be compliant with ISO/IEC 9796-2 (3rd edition). Note, however, that im
ing with ISO/IEC 9796-2 (1st edition)-that use a hash-code of less than 160 bits in len
ant with ISO/IEC 9796-2 (3rd editien). Implementations which comply with ISO/IEC 9796-
compliant with ISO/IEC 9796-2 (3rd edition).

C 9796 consists of the (following parts, under the general title Information technolog
hues — Digital signaturé schemes giving message recovery.

art 2: Integer factorization based mechanisms
art 3: Discretelogarithm based mechanisms
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Introducti

on

Digital signature mechanisms can be used to provide services such as entity authentication, data origin
authentication, non-repudiation, and integrity of data. A digital signature mechanism satisfies the following

requirements.

Given the verification key but not the signature key it shall be computationally infeasible to produce a

valid signpiure for any message.

— Given thg signatures produced by a signer, it shall be computationally infeasible to produce a valid
signaturefon a new message or to recover the signature key.

— It shall bg¢ computationally infeasible, even for the signer, to find two different messages with thg same
signature

NOTE 1 Cormputational feasibility depends on the specific security requirements and environment.

Most digital signature mechanisms are based on asymmetric cryptographic teghniques and involve thre¢ basic

operations:

— a proces$ for generating pairs of keys, where each pair consists of a private signature key ahd the
corresporjding public verification key;

a process
— aprocesy
There are two
When, fo
mechanis

different

The first and
randomized),

Digital signatul

When, fof

that uses the signature key, called the signature process;
that uses the verification key, called the verification process.
types of digital signature mechanism,

I a given signature key, twoisignatures produced for the same message are identic
M is said to be non-randomized (or deterministic); see ISO/IEC 14888-1.

a given message .and ‘signature key, each application of the signature process prod
ignature, the mechanism is said to be randomized.

third of the {hree mechanisms specified in this part of ISO/IEC 9796 are deterministig
whereas the‘second of the three mechanisms specified is randomized.

re mechanisms can also be divided into the following two categories:

al, the

uces a

(non-

When th

whaole. message has-to-be-stored-andiortransmitted annn with the. c|gnoh|ra the macha

hism is

named a

“signature mechamsm with appendix” (see ISO/IEC 14888)

“signature mechanism giving message recovery” [see ISO/IEC 9796 (all parts)].

NOTE 2

When the whole message, or part of it, can be recovered from the signature, the mechanism is named a

Any signature mechanism giving message recovery, for example the mechanisms specified in ISO/IEC 9796

(all parts), can be converted to give a digital signature with appendix. This can be achieved by applying the signature
mechanism to a hash-code derived as a function of the message. If this approach is employed, then all parties generating
and verifying signatures must agree on this approach, and must also have a means of unambiguously identifying the
hash-function to be used to generate the hash-code from the message.

The mechanisms specified in ISO/IEC 9796 (all parts) give either total or partial recovery, with the objective of
reducing storage and transmission overhead. If the message is short enough, then the entire message can be

vi © ISO/IEC 2010 — All rights reserved
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included in the signature, and recovered from the signature in the verification process. Otherwise, a part of the
message can be included in the signature, and the remainder stored and/or transmitted along with the
signature.

The mechanisms specified in this part of ISO/IEC 9796 use a hash-function for hashing the entire message
(possibly in more than one part). ISO/IEC 10118 specifies hash-functions for digital signatures.

© ISO/IEC 2010 — All rights reserved Vi
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Information technology — Security techniques — Digital
signature schemes giving message recovery —

Part

2:

Integer factorization based mechanisms

1 S

This p
are dg
based
mess3

This p
techni
schem

The fin
is reta

2 Normative references

The fq

references, only the edition cited-applies. For undated references, the latest edition of t

documn

ISO/IB

3 T

For the purposes’of this document, the following terms and definitions apply.

3.1

cope
art of ISO/IEC 9796 specifies three digital signature schemes giving message recovery
terministic (non-randomized) and one of which is randomized. The_security of all thrg
on the difficulty of factorizing large numbers. All three schemes{can provide either
ge recovery.

art of ISO/IEC 9796 specifies the method for key productioh, for the three signature scher
jues for key management and for random number generation (as required for the random
e) are outside the scope of this part of ISO/IEC 9796

5t mechanism specified in this part of ISO/IEC 9796 is only applicable for existing implem
ned for reasons of backward compatibility.

llowing referenced documents<are indispensable for the application of this docume
ent (including any amendments) applies.

C 10118 (all parts), Information technology — Security techniques — Hash-functions

brms and.definitions

two of which
e schemes is
otal or partial

nes. However,
ized signature

entations, and

nt. For dated
he referenced

capac

Ly

positive integer indicating the number of bits available within the signature for the recoverable part of the
message

3.2

certificate domain
collection of entities using public key certificates created by a single Certification Authority (CA) or a collection
of CAs operating under a single security policy

3.3

certificate domain parameters
cryptographic parameters specific to a certificate domain and which are known and agreed by all members of
the certificate domain

© ISO/IEC 2010 — All rights reserved
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34

collision-resistant hash-function

hash-function satisfying the following property:

— it is computationally infeasible to find any two distinct inputs which map to the same output

[ISO/IEC 10118-1]
3.5
hash-code

string of bits which is the output of a hash-function

[ISO/IEC 10118-1]

3.6
hash-function
function whichf maps strings of bits to fixed-length strings of bits, satisfying the following two properties:
— for a givep output, it is computationally infeasible to find an input which maps to this oufput;

— for a givep input, it is computationally infeasible to find a second input which maps t6, the same outgut

[ISO/IEC 9791-2]
3.7
mask generation function
function whichh maps strings of bits to strings of bits of arbitrary specified length, satisfying the following
property:
— it is computationally infeasible to predict, given one part of an Qutput but not the input, another par{ of the

output

3.8
message
string of bits of any length

[ISO/IEC 148§8-1]

3.9
message representative
bit string deried as a function of the message and which is combined with the private signature key tp yield
the signature

3.10
nibble
block of four cpnsecutive/bits (half an octet)

3.1
non-recoverable part
part of the mejssaqe stored or transmitted along with the signature; empty when message recovery is tofal

3.12
octet
string of eight bits

3.13
private key
key of an entity's asymmetric key pair which should only be used by that entity

[ISO/IEC 9798-1]

2 © ISO/IEC 2010 — All rights reserved
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3.14
private signature key
private key which defines the private signature transformation

[ISO/IEC 9798-1]
3.15
public key

key of an entity's asymmetric key pair which can be made public

[ISO/IEC 9798-1]

3.16
publid key system
(digita| signature) cryptographic scheme consisting of three functions:
— key production, a method for generating a key pair made up of a private signature key and a public
verification key;
— signature production, a method for generating a signature 2 from a message represenfative F and a
private signature key;
— SI}mature opening, a method for obtaining the recovered message representative F* from|a signature »
and a public verification key

NOTE The output of this function also contains an indication as.te )whether the signature opening procedure
succeefded or failed.

3.17
publig verification key
public key which defines the public verification transformation

[ISO/IEC 9798-1]

3.18
recoveérable part
part ofithe message conveyed in the signature

3.19
salt
random data item produced by the signing entity during the generation of the message representative in
Signature scheme 2

3.20
signafure
string of bits resulting from the signature process

[ISO/IEC 14888-1]

3.21
trailer
string of bits of length one or two octets, concatenated to the end of the recoverable part of the message
during message representative production

4 Symbols and abbreviated terms
For the purposes of this document, the following symbols and abbreviations apply.

NOTE In most cases upper case letters are used to represent bit strings and octet strings, whereas lower case letters
are used to represent functions.

© ISO/IEC 2010 — All rights reserved 3
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D, D

D*, D!*

F*

H*

Ly

Ls

M
M;
M, *
M,

My*

N*

Octet string encoding the bit length of the recoverable part of the message (used in message
representative production in Signature schemes 2 and 3).

The capacity of the signature scheme, i.e. the maximum number of bits available for the recoverable
part of the message.

The recoverable message length, i.e. the length in bits of the recoverable part of the message
(c=c%).

Bit strings constructed during message representative production in Signature schemes 2 and 3.

Bit sfrings constructed during message recovery in Signature schemes 2 and 3

Mesgage representative (a bit string).

Recpvered message representative (as output from the Signature opening step).
Mask generation function.

Haskh-code computed as a function of the message M (a bit string).

Recovered hash-code as derived during the Message recovery step!
Collision-resistant hash-function.

The pit length of the modulus of the private signature keysand public verification key (see Anngx A).
The pit length of hash-codes produced by the hashsfunction h.

The pit length of the salt S.

Mesgage to be signed (a bit string).

Message recovered from a signature‘as a result of the verification process.
Recoverable part of the message*M, i.e. M = M4||M..

Recovered recoverable part of the message (as generated during message recovery).
Non{recoverable part.of the message M, i.e. M = M,||M..

Non{recoverable part of the message, as input to the verification process.

Bit sfring(constructed during message representative production in Signature schemes 2 and 3.

B' H PR I | . —— % 1o oY (e}
|t S Ty ycerichalocU Uurtirtty 111coodayt TTULUVETY 1T OIYTIatulc SUIITITICS £ dllu o.

A string of zero bits constructed during message representative production in Signature schemes 2
and 3.

Salt (a bit string).

Recovered salt (a bit string).

The number of octets in the Trailer field (t =1 or 2).

The Trailer field (a string of 8t bits used during message representative production).

Integer in the range 0 to 7 used in the specification of message allocation.

© ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=45dcf99d4ebe8bf3a5cb69275dedeaa4

8
z

Al
AllB

[al

ISO/IEC 9796-2:2010(E)

Integer in the range 0 to 7 used in the specification of Signature schemes 2 and 3.
Signature (a bit string containing k-1 or k bits).

The bit length of the bit-string A, i.e. the number of bits in A.

Concatenation of bit strings A and B (in that order).

for a real number a, the smallest integer not less than a.

amod n for integers a and n, (a mod n) denotes the (non-negative) remainder obtained when a is divided

hy n Fnlni\/nlpn’rly ifb=amodn_ then his the llniqun infngnr Qnticfying'

S
5 C
To rep

() 0<b<n,and
(i) (b-a) is an integer multiple of n.

The bit-wise exclusive-or operator, as used to combine two binary strings of the’'same

onverting between bit strings and integers

resent a non-negative integer x as a bit string of length / (/ has to,be such that 2'> x), th

be wriften in its unique binary representation:

where

To rep
shall b

6 R

Users
(Digita
deemg

Users
ensure

X = 2l_1X/_1 + 2/_2X/_2 +...+ 2X1 + Xo
0 < x; < 2 (note that one or more leading digits will ke zero if x < 2"1). The bit string shall b
X1 X2 ... Xo-

resent a bit string x4 X2 ... Xo (of length,/)\as an integer x, the inverse process shall be
e the integer defined by

X= 2’_1X/_1 + 21_2X/_2 + ...+ 2X1 +Xo.-

equirements

of this part of ISQ/NEC 9796 are, wherever possible, recommended to adopt the secor
signature scheme 2). However, in environments where generation of random variables G
d infeasible,.then Digital signature scheme 3 is recommended.

who wish)to employ a digital signature mechanism compliant with this part of ISO/I
that-the following properties hold.

ength.

e integer shall

ollowed, i.e. x

d mechanism
y the signer is

EC 9796 shall

e message M to be signed shall be a binary string of any length, possibly empty

a) Th

b) The signature function uses a private signature key, while the verification function uses the corresponding

pu

blic verification key.

Each signing entity shall use and keep secret its private signature key correspondin
verification key.

Each verifying entity should know the public verification key of the signing entity.

g to its public

c) Use of the signature schemes specified in this part of ISO/IEC 9796 requires the selection of a collision-
resistant hash-function h. Hash-functions are standardised in ISO/IEC 10118. There shall be a binding
between the signature mechanism and the hash-function in use. Without such a binding, an adversary
might claim the use of a weak hash-function (and not the actual one) and thereby forge a signature.

© ISO/IEC 2010 — All rights reserved
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NOTE 1 There are various ways to accomplish this binding. The following options are listed in order of increasing
risk.

1. Require a particular hash-function when using a particular signature mechanism. The verification process shall
exclusively use that particular hash-function. ISO/IEC 14888-3 gives an example of this option where the DSA
mechanism requires the use of Dedicated Hash-function 3 from ISO/IEC 10118-3 (otherwise known as SHA-1).

2. Allow a set of hash-functions and explicitly indicate the hash-function in use in the certificate domain parameters.
Inside the certificate domain, the verification process shall exclusively use the hash-function indicated in the
certificate. Outside the certificate domain, there is a risk arising from certification authorities (CAs) that may not
adhere to the user's policy. If, for example, an external CA creates a certificate permitting other hash-functions,
then signature forgery problems may arise. In such a case a misled verifier may be in dispute with the CA that
produced the other certificate.

when the Verifier could be persuaded to accept signatures created using a hash-functioh, sufficiently weak that pre-
images can be found. However, as discussed in detail in [16] (see also Annex D), .ia/this latter case and uging the
weak hash{function, an attacker can still find a new signature with a ‘random’ M.

NOTE 3 The attack mentioned in NOTE 2 that yields a new signature withna”‘random’ My can be prevented by
requiring the presence of a specific structure in My. For instance, one may impose a length limit on M|that is
sufficiently Jess than the capacity of the signature scheme (see Annex D/for further discussion). For digital signature
schemes 2|and 3, a length limit on My may also prevent an attacker from reusing existing signatures even if np hash-
function idgntifier is included in the message representative, provided that the mask generation function g is bgsed on
the hash-fynction. This holds under the reasonable assumption that the weak hash-function involved is a ‘general
purpose’ hash-function, not one designed solely for the purpose\of forging a signature.

The user pf a digital signature mechanism should, conduct a risk assessment considering the cogts and
benefits of the various alternative means of accomplishing the required binding. This assessment should
include ar] assessment of the cost associated with the possibility of a bogus signature being producgd.

The verifigr of a signature shall always have a secure independent means of determining which|of the
three sigrjature schemes specified in(this part of ISO/IEC 9796 have been employed to generate the
signature.| In addition, if Digital signature scheme 2 or 3 is being used, the signature verifier shall also
have a mg¢ans of determining which of the two signature production functions specified in Annex B have
been used. This could, for example, be achieved by specifying the mechanism and signature production
function ih agreed ‘domain._parameters’ or by including an unambiguous identifier for the signature
scheme ahd signature production function in the signer's public key certificate. The signature production
function may also be specified in an algorithm identifier associated with the signed data.

The digitdl signature schemes specified in this part of ISO/IEC 9796 each have particular options, the
range of possiblé choices of which by the signer must be known to the verifier by a secure independent
means. These options are as follows.

— For all three digital signature schemes, the verifier must know whether trailer field option 1 or 2 is
being employed.

— For digital signature schemes 2 and 3, the verifier must know Lg, the length of the salt S.

This could, for example, be achieved by specifying the option selection in the ‘domain parameters’ or by
including option information in the signer's public key certificate.
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odel for signature and verification processes

General

The model for a signature scheme giving message recovery presented here applies to all three of the
schemes in this part of ISO/IEC 9796. When applied to a message M, a signature scheme of this type can
provide either total or partial message recovery.

included in the signature.

If
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7.2.2

Message allocation consists of the process whereby the message is divided into two parts:

rt, a string of bits of limited length to be included in the signature, and the non-recoverabl
octets of any length to be stored and/or transmitted along with the signature.

del is divided into three parts: a specification of the procedure for signing a message, a s
cedure for verifying a signature, and details of the additional aspects of signing and verif
efined in order to complete the specification of a signature scheme. Clauses 8, 9 and 1(
nal aspects for the three schemes defined in this part of ISO/IEC 9796:

5igning a message
Overview
a message M to be signed, three steps need to be'\performed to generate a signature

ge allocation, recoverable string production, and sighature production.

rt M, and a non-recoverable part M, (which may be empty). The length of the recoy
unded above by the capacity ¢ of thelsignature scheme, a value determined by the
jnature scheme and the key for the s€éheme. The recoverable part will be recovered fron
ring the verification process, whereas the non-recoverable part must be made available
other means (e.g. it can be sent or stored with the signature). Hence, if the messags
ort, the entire message can be-allocated to the recoverable part, and the non-recoverat

hpty.

essage representative production takes as input the two parts of the message, and outpu

tputs the-Signature 2. This process is performed using a public key system.

Message allocation

[ing, known as the{message representative, which is input to the signature production step.

If M is sufficiently short, then message recovery can be total because it is possible for M to be entirely

e recoverable
e part, a string

pecification of
ying that need
specify these

on M, namely

a recoverable
erable part is
choice of the
the signature
to the verifier
is sufficiently
le part will be

ts a formatted

gnature production takes as input the message representative and the private signature key and

The ¢

olce Of signhature scneime anda Key 10r the scrnieme determine the capacity ¢ Or the sign

ture, where ¢

must satisfy ¢ > 7. The message M to be signed shall be divided into two parts, M, and M,, as follows.

A recoverable message length ¢* shall be chosen, where ¢* < ¢, ¢* < |M|, and ¢* = |M| (mod 8). For Signature
scheme 1, ¢* shall be set equal to the minimum of c—A and |M|, where A = (¢c—|M|) mod 8.

If

re

M| = c¢* then the entire message shall be recoverable, i.e. My = M and M, shall be empty.

mainder of M, i.e. M, contains |M|-c* bits.

In either case it follows that M = M4||M..
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NOTE 1 For practical purposes, an application may wish to structure the message M to ensure that data it wants to be
explicitly stored or transmitted (e.g., address information) is allocated to the non-recoverable message part M.. However,
the structure and interpretation of the message M are outside the scope of this part of ISO/IEC 9796.

NOTE 2  The method for message allocation ensures that M, is always a whole number of octets in length. Moreover,
choosing c¢* to be the minimum of ¢c-A and |M|, where A = (c—|M|) mod 8, ensures that M, is as long as possible subject to
this constraint. Also, if M is a whole number of octets in length, i.e. if |M| is an integer multiple of 8, then both My and M-

will consist of a

whole number of octets.

7.2.3 Message representative production

This step takes as input the recoverable and non-recoverable parts of the message, M, and M,, and outputs

the message
10 of this pa
second and t
shall be selec
set equal to th

of ISO/IEC 9796. These methods require use of a hash-function h and, in the cases
ird mechanisms, a mask generation function g that also uses h. The hash-function.fi'fo b
ed from amongst those standardised in ISO/IEC 10118; the mask generation function g s
function specified in Annex C of this part of ISO/IEC 9796.

9 and
of the
b used
hall be

7.2.4 Signafure production

This step takes as input the message representative F and the private signature key and outputs the

signature 2. This shall be achieved using the public key system specified‘in Annex B to this part of

ISO/IEC 9796

7.3 Verifying a signature

7.3.1 Overview

A signed megsage consists of either the signature 2 alone in the case of total recovery, or th¢ non-

recoverable part of the message M,* together with the signature 2 in the case of partial recovery. A signature

shall be accegted if and only if the verification processtis successful.

Given a signajure 2 and non-recoverable message part M,*, three steps need to be performed to verify| 2 and

recover M*, namely signature opening, message recovery and message assembly.

— Signaturel opening takes as input the'signature 2 and the public verification key and outputs a recpvered
message [representative F* or returns an indication that verification has failed. This process is performed
using a pyiblic key system.

— Message|recovery takes as’input the recovered message representative F* and the non-recoveralle part
of the mgssage M,*~and outputs the (recovered) recoverable part of the message M;*, or returns an
indication|that verification has failed.

— Messagelassémbly consists of the process whereby the recovered message M* is reconstituted from the
(recoveref).recoverable part M,* and the non-recoverable part M,* (which may be empty).

7.3.2 Signature opening

This step takes as input the signature 2 and the public verification key and either outputs a recovered
message representative F* or returns an indication that verification has failed. This shall be achieved using the
public key system specified in Annex B to this part of ISO/IEC 9796.

7.3.3 Message recovery

This step takes as input the recovered message representative F* and the non-recoverable part of the
message M,*, and outputs the recoverable part of the message M;*, or returns an indication that verification
has failed. This shall be achieved using one of the methods specified in Clauses 8, 9 and 10 of this part of
ISO/IEC 9796. These methods require use of a hash-function and, in the case of the second and third
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mechanisms, a mask generation function. The hash-function to be used shall be selected from amongst those
standardised in ISO/IEC 10118; the mask generation function shall be set equal to the function specified in
Annex C of this part of ISO/IEC 9796.

7.3.4 Message assembly

This step consists of the process whereby the message M* is reconstituted from the recoverable part M;* and
the non-recoverable part M,* (which may be empty). That is, the message M* is assembled as M* = M,*||M,*.

7.4 Specifying a signature scheme

nd verification

this part of

ery steps, as
of these three
gmongst those
bntain at least
the function to

c) The signature production and signature opening steps are uniquely defined within Annex B of this part of
IO/IEC 9796, up to the choice of the private signature ‘key used in the signature production process and,
in|the case of Signature schemes 2 and 3 with an-odd exponent, up to the choice between| the basic and
alternative signature and verification functions&The method to be used to generate pairs of private

~

signature keys and public verification keys is defined in Annex B of this part of ISO/IEC 9796.

8 Digital signature scheme 1

8.1 (General

Clause 8 defines the message representative production and message recovery processes for 4 deterministic
digital [signature scheme giving message recovery.

Becaule of possible (attacks (see [5] and [6]), this scheme shall only be used in enviropments where
operafjonal constraints ensure that an attacker cannot obtain signatures on a large number of chosen
messgges.

NOTE Bigital signature scheme 1 should only be used in environments where compatibility is requirgd with systems
implementing-the first edition of this part of ISO/IEC 9796 (see [5] and [6]). However, Digital signature sgheme 1 is only
compalible*with systems implementing the first edition of this part of ISO/IEC 9796 that use hash-codes of gt least 160 bits.

8.2 Parameters

8.2.1 Modulus length

The private signature key in use is assumed to have a modulus of length k bits (see Annex B). This
determines both c, the capacity of the signature, and the length of F, the message representative.

© ISO/IEC 2010 — All rights reserved 9
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8.2.2 Trailer

field options

In this scheme the trailer field (used as part of the construction of the Message representative) may be either
one or two octets in length. The trailer shall consist of t octets (t = 1 or 2) where the rightmost nibble shall

always be equ

al to hexadecimal ‘C’. The following two options are permitted.

Option 1 (t = 1): the trailer shall consist of a single octet; this octet shall be equal to hexadecimal ‘BC’.

Option 2 (t = 2): the trailer shall consist of two consecutive octets; the rightmost octet shall be equal to

hexadecimal ‘CC’ and the leftmost octet shall be the hash-function identifier. The hash-function identifier
indicates the hash-function in use.

The range ‘00] to ‘7F’ is reserved for ISO/IEC JTC1; ISO/IEC 10118 specifies a unique identifier in thaf range
for every stanglardized hash-function. The range ‘80’ to ‘FF’ is reserved for proprietary use.
NOTE Usq of the second option does not avoid the need for the verifier to have a secure independent means of
knowing which hash-function to use to verify the signature. Whilst this was previously believed to_beithe case, this has
been shown to be false, [16] (see also Annex D).
8.2.3 Capadjty
The capacity ¢ of the signature for this scheme is given by:
c=k-|,—-8t-4.
As defined in 7.2.2, the recoverable message length c¢* shall satisfy:
a) c¢* =|My|ih the case of total message recovery;
b) c¢-7 <c* <[cin the case of partial recovery.
8.3 Message representative production
In this schemg message representative production involves two main steps:
— hashing the message;
— formatting.
8.3.1 Hashing the message
The message| M (where) M = M,||M,) shall be input to the hash-function h to obtain the hash-code H, i.e.,
H = h(M). Not¢ that-H_Contains L}, bits.

8.3.2 Formatting

A string of k bi

ts shall be constructed as follows (working from left to right):

two bits set equal to ‘01’

recovery (i.e. when |M;| > 0),

asingleb

the |My| b

10

k — L, — |M4| — 8t — 4 padding bits all set to ‘0’,

it set equal to ‘1’ (the final padding bit),
its of M,

a single bit set equal to ‘0’ in the case of total recovery (i.e. when M = M;) and ‘1’ in the case of partial
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— the L, bits of H, the hash-code,

— the 8t bits of the trailer field T.

NOTE

1 Where partial recovery is provided, M> is kept as short as possible subject to the constraint t

whole number of octets; in this case the number of padding bits equal to ‘0’ will be less than eight.

hat it shall be a

The message representative F shall result from processing the above string from left to right in blocks of four
consecutive bits, i.e., in nibbles, following the steps below.

1. The leftmost nibble shall remain unchanged.

2. [If heteftmostnibblehastitsrightmost-bitsetto0-~them——————————————————

a)

b)

3. Al

NQTE 2 This means that if the left-most nibble has its rightmost bit set.to ‘1’ (and hence there are
bits), then no changes are made to the bit string.

4. The first bit of the resulting string (which will always be equal to ‘0’) shall be deleted, resultin

of

8.4

As specified in Clause 6, the verifier must know which hash-function h is in use prior to processi
Hencel the verifier will also know L,

If the rjghtmost octet of the recovered message representative F*, a string of k-1 bits, is equal to
— hexadecimal ‘BC’, then the trailer consists of that single octet;
— hexadecimal ‘CC’, then the trailer consists of the rightmost two octets of F*, where the le

the identifier of the hash-function in use. This should be checked to determine whether it eq
fupction in use by the verifier; if it disagrees then the signature verification has failed.

The s

interpreted. Otherwise, the verification process shall continue.

The si

A sing

every subsequent nibble equal to ‘0000’, if any, shall be replaced by a nibble equal t
‘B’; it is part of the padding field.

the first subsequent nibble not equal to ‘0000’ shall be exclusive-ored with he
(i.e., “1011"); this is the nibble containing the final padding bit.

subsequent bits shall remain unchanged.

k-1 bits.

Message recovery

gnature X shall be rejected if either the trailer or the hash-function identifier (if presq

gnature X shall be rejected if the leftmost bit of the recovered message representative F* i

b hexadecimal

xadecimal ‘B’

no ‘0’ padding

g in F, a string

ng a signature.

ftmost octet is
uals the hash-

nt) cannot be

s ‘0.

e 0" bit shall be adjoined at the left end ot the string (resulting In a string ot K bits). This s

ring shall next

be processed from left to right in blocks of four consecutive bits, i.e., in nibbles, following the steps below.

1. The leftmost nibble shall remain unchanged.

2. If the leftmost nibble has its rightmost bit set to ‘0’ then

a)

every subsequent nibble equal to hexadecimal ‘B’, if any, is part of the padding field,

b) the first subsequent nibble not equal to hexadecimal ‘B’ shall be exclusive-ored with hexadecimal ‘B’

3. Al

to recover the initial value of this nibble.

| subsequent bits shall remain unchanged.

© ISO/IEC 2010 — All rights reserved
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The location of the final (rightmost) padding bit can now be determined, and hence the total number of
padding bits calculated. The third bit of the first nibble can also be processed to determine whether the
signature provides partial or total recovery. In the case of partial recovery, the signature X shall be rejected if
nine or more padding bits are present (i.e. eight or more zero padding bits). Otherwise, the verification
process shall continue.

All bits up to the end of the padding field shall be removed from the left of the modified version of F*, and the
one or two-octet trailer shall be removed from the right. The remaining binary string shall be divided into two
parts.

The recovered hash-code H* shall consist of the rightmost L, bits.

— The recoyered part of the message M, * shall consist of the remaining bits on the left.

The recovered message part M,* shall be concatenated with M,*, the non-recoverable part of the message, as
submitted to the verification process, and submitted to the hash-function. If the result is the same as HF, i.e. if
H* = h(M,*|M}*), then the signature shall be accepted and M,* shall be returned; otherwise\the signature shall
be rejected.

9 Digital signature scheme 2

9.1 General

Clause 9 defires the message representative production and message recovery processes for a randgmized
digital signatufe scheme giving message recovery.

NOTE Thig signature scheme is compatible with the scheme*known as IFSSR specified in IEEE P1363a, [10]. It is
closely based oh a scheme known as PSS-R, [3]. The message.representative production method is similarly derived from
the method known as EMSR3 in IEEE P1363a, [10].

9.2 Parameters

9.2.1 Modulus length

The private dignature key in use is assumed to have a modulus of length k bits (see Annex B). This
determines bgth c, the capacity of the signature, and the length of F, the message representative.

9.2.2 Saltlehgth

A salt length Ls shall be-sé€lected. Ls shall be a positive integer (Ls > 0); a typical value is L.

9.2.3 Trailen field options

In this scheme the trailer field (used as part of the construction of the message representative) may be either
one or two octets in length. The trailer shall consist of t octets (t = 1 or 2) where the rightmost nibble shall
always be equal to hexadecimal ‘C’. The following two options are permitted.

Option 1 (t = 1): the trailer shall consist of a single octet; this octet shall be equal to hexadecimal ‘BC’.

Option 2 (t = 2): the trailer shall consist of two consecutive octets; the rightmost octet shall be equal to

hexadecimal ‘CC’ and the leftmost octet shall be the hash-function identifier. The hash-function identifier
indicates the hash-function in use.

The range ‘00’ to ‘7F’ is reserved for ISO/IEC JTC1; ISO/IEC 10118 specifies a unique identifier in that range
for every standardized hash-function. The range ‘80’ to ‘FF’ is reserved for proprietary use.

12
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Capacity

The capacity c of the signature for this scheme is given by:

C=k—Lh—L3—8t—2.

9.3 Message representative production

In this

scheme message representative production involves two main steps:

— hashing the message;

— fo

9.3.1
The h3

Conve
Clausg

Gener

Comp

9.3.2
The m
1. Le€

2. Le
k

N(
oc

3. A
k

4. Th
de

5. Le

rmatting.

Hashing the message
sh-code H shall be computed using the following or an equivalent sequence-of steps.

It the bit length of M, i.e. |[My|, to a bit string C of length 64 bits, Using the conventio
5.

hte a fresh, random, bit string S of length Lg bits.

ite the hash-code H as H= h(C || My || h(M>) || S). Notethat H contains L, bits.
Formatting

pssage representative F shall be computed by the following or an equivalent sequence of

t P be the bit string that consists of k + .~ L, — Ls — |M4| — 8t — 2 ‘0’ bits where & = (1-k) m

t the bit string D be defined by D~="P || ‘1" || My || S, where ‘1’ is a single bit. The

10— L,—8t—1 bits.

TE If the hash-code is a-whole number of octets in length, then the bit string D will also be a v
ets in length.

ply the mask generation function g to the hash-code H to produce a bit string

10— L,—8t—1 bits:

e length of D-® N is k + 6 — L, — 8t — 1 bits. Let D’ be the string of k — L, — 8t — 1 bi
leting thé leftmost 5 bits of D @ N.

t =D’ || H|| T, where T is the Trailer field of 8t bits. F is a string of k-1 bits.

h described in

steps.
0d 8.

ength of D is

hole number of

N of length

s obtained by

9.4 Message recovery

If the r

ightmost octet of the recovered message representative F*, a string of k-1 bits, is equal to

— hexadecimal ‘BC’, then the trailer consists of that single octet;

— hexadecimal ‘CC’, then the trailer consists of the rightmost two octets of F*, where the leftmost octet is
the identifier of the hash-function in use. This should be checked to determine whether it equals the hash-

fu

nction in use by the verifier; if it disagrees then the signature verification has failed.

The signature 2 shall be rejected if either the trailer or the hash-function identifier (if present) cannot be
interpreted. Otherwise, the verification process shall continue.

© ISO/IEC 2010 — All rights reserved
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The recoverable message part M, shall next be recovered from the recovered message representative F* and
the non-recoverable part M, by the following or an equivalent sequence of steps.

Adjoin & ‘O’ bits to the leftmost end of F*.

Let D'* be the leftmost k + & —L;, — 8t — 1 bits of the resulting string, and H* be the next L, bits.

LetD*=D"*® N*.

Apply the mask generation function g to the string H* to produce a bit string N* of length k+ 6 — L, — 8t — 1

1.

2.

3.
bits.

4,

5.

6. Working fi
this bit, ar
first ‘1’ bit

7. Convert th

8. If H*= h(

that verifid

10 Digital signature scheme 3

Clause 10 ds
deterministic @

This scheme
permitted to h
scheme is det

The fixed salf
parameters.

NOTE1 The

NOTE 2 Dig
for the following

these
The t

Set the leftmost & bits of D* to ‘0.

Scheines very similarto Digital signature scheme 3 have mathematical proofs of security (see [4]). H

om the leftmost end of D*, search for the first ‘1’ bit. Remove this bit and all zeros) te thg
d then let S* be the rightmost Ls bits of D*, and M;* be the remaining bits of D*.-If ther
return an indication that verification has failed and stop.

e bit length of M,* to a bit string C of length 64 bits using the convention‘described in Clat

C || Mi* || h(My*) || S*) output the recovered message part M,*. Otherwise, return an ind
ation has failed.

fines the message representative production. and message recovery processes
igital signature scheme giving message recovery,

is identical to that defined in Clause 9 Wwith the exception that S is a fixed value w
ave zero length, i.e. Ls > 0 (unlike the eanstraint Ls > 0 which applies in Clause 9). Hen
erministic and not randomized.

S may be selected by the signer. Alternatively, it may be specified as part of the

security of this scheme is.of*d similar level to that obtainable from the use of ‘full domain hashing’,

tal signature schemé 8“is deemed to be preferable to Digital signature scheme 1 — see Clause 1.
reasons.

proof techniques do not apply to Digital signature scheme 1.
vo schemes have comparable efficiencies.

left of
P iS no

se 5.

ication

for a

hich is
ce this

omain

1], [4].
This is

wever,
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ASN.1 module

A.1 General
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MessgdgeRecoverySignatureMechanisms ({

iqdo (1) standard(0) signature-schemes (9796) part2(2) asnl-module (1M

message-recovery-signature-mechanisms (0) }
DEFINITIONS EXPLICIT TAGS ::= BEGIN

IMPOHTS

HgshFunctions
FROM DedicatedHashFunctions {
iso(1l) standard(0) hash-functions (10118) part\(3)
asnl-module (1) dedicated-hash-functiong(®) } ;

SigngdtureWithMessageRecovery ::= SEQUENCE ({
allgorithm ALGORITHM. &id ({MessageRecoveryh ,
pdrameters ALGORITHM. &Type ({MessageRecovery}{@algorithm})

MessgdgeRecovery ALGORITHM ::= ({
dqwmr-mechanismlA |
d9qwmr-mechanism2A |
ddwmr-mechanism3A |
dqwmr-mechanismlN |
d9qwmr-mechanism2N }
d9qwmr-mechanism3N |
dqwmr-mechanismlA-sha¥ |
d9qwmr-mechanism2A-=shal |
dqwmr-mechanism@A>~shal |
dqwmr-mechanidmiN-shal |
dqwmr-mechanism2N-shal |

dqwmr-mecKanism3N-shal,

S=*Expect additional signature scheme objects --

}

OPTIONAL

dswmr-mechanismlA ALGORITHM ::= {
OID mechanismlA PARMS HashFunctions
}

dswmr-mechanism2A ALGORITHM ::= {
OID mechanism2A PARMS HashFunctions
}

dswmr-mechanism3A ALGORITHM ::= {
OID mechanism3A PARMS HashFunctions
}

dswmr-mechanismlN ALGORITHM ::= {
OID mechanismlN PARMS HashFunctions

© ISO/IEC 2010 — All rights reserved
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}
dswmr-mechanism2N ALGORITHM ::= {

OID mechanism2N PARMS HashFunctions

dswmr-mechanism3N ALGORITHM ::= {
OID mechanism3N PARMS HashFunctions

dswmr-mechanismlA-shal ALGORITHM = { OID mechanismlA-shal }
dswmr-mechdnmismZA=—snal ALGORITHM = { OUID mecnanismZA-snarl 7
dswmr-mechanism3A-shal ALGORITHM = { OID mechanism3A-shal }
dswmr-mechganismlN-shal ALGORITHM = { OID mechanismlN-shal }
dswmr-mechanism2N-shal ALGORITHM = { OID mechanism2N-shal }
dswmr-mechganism3N-shal ALGORITHM = { OID mechanism3N-shald}
-- Cryptographic algorithm identification --
ALGORITHM }:= CLASS {

&id BJECT IDENTIFIER UNIQUE,

&Type QPTIONAL
} WITH SYNTAX { OID &id [PARMS &Type] }
-—- Message|recovery signature mechanisms =¢
OID = OBJECT IDENTIFIER -- Alias
signatureM¢chanismA OID ::= {

iso (1) standard (0) signature-schemes (9796) part2(2) mechanipgm (0)
alternate () 1}
mechanismlA OID = { signatureMechanismA mechanisml (0) }
mechanism2f OID ::= { gignatureMechanismA mechanism2 (1) }
mechanism3A OID =) {'signatureMechanismA mechanism3(2) }
signatureM¢chand-smN OID ::= {

iso (1) s$tandard(0) signature-schemes (9796) part2(2) mechanism(0) normal (1] }
mechanismlN OID = { signatureMechanismN mechanisml (0) J

mechanism2N OID

mechanism3N OID

Il
—_—

si= |

-- Combined signature

mechanismA-
standard (0)

iso (1)

Hash OID

mechanismHash (2)

mechanismlA-shal OID

16

signatureMechanismN mechanism2 (1) }
signatureMechanismN mechanism3 (2) }

scheme and hash-function mechanisms

si= |

signature-schemes (9796)
alternate (0) }

part2 (2)

{ mechanismA-Hash mechanisml-SHA1l (0) }
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mechanism2A-shal OID { mechanismA-Hash mechanism2-SHAl (1) }
mechanism3A-shal OID ::= { mechanismA-Hash mechanism3-SHAl (2) }
mechanismN-Hash OID ::= {
iso(l) standard(0) signature-schemes (9796) part2(2)
mechanismHash (2) normal (1) }

mechanismlN-shal OID

{ mechanismN-Hash mechanisml-SHA1l (0) }

mechanism2N-shal OID ::= { mechanismN-Hash mechanism2-SHAl (1) }
mechgdnism3N—snar OUlD = { MECNanismMN-—Hasn MECNanisns-—SHAI(Z) J
END |-- MessageRecoverySignatureMechanisms -

A.2 Use of subsequent object identifiers

Each ¢f the signature schemes uses a hash-function, a sequence containing a hash algorithn] identifier and
any agsociated parameters. Therefore, the signature scheme object identifier may be followed| by one of the
dedicgted hash-function algorithm identifiers specified in ISO/IEC 1011833 and any associated parameters.

Using the ASN.1 XML value notation, a value of type SignatureWithMessageRecovery using normal signature
procegsing mechanism 1 defined in this part of ISO/IEC 9796 and the SHA-1 hash-function defined in
ISO/IHC 10118-3 would be represented as:

<SigrlatureWithMessageRecovery>
<gdlgorithm> 1.0.9796.2.0.1.0 </algorithm>
<garameters>
<HashFunctions>
<algorithm> 1.3.14.3.2.26%</algorithm>
<parameters/>
</HashFunctions>
</[parameters>
</SignatureWithMessageRecoiery>

A valye of type SignatureWithMessageRecovery using the combined object identifier for nofmal signature
procegsing mechanism 1and the SHA-1 hash-function has the simpler form:

<SigrlatureWithMessageRecovery>
<gdlgorithm>*<1.0.9796.2.2.1.0 </algorithm>
</SidnatureWithMessageRecovery>
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Annex B
(normative)

Public key system for digital signature

In this annex a public key system is defined. This public key system has three main parts:

Signature
and a pu
signature

B.1 Terms
For the purpog
B.1.1
modulus

integer equal {

B.1.2
private signa

modulus and private signature exponent

B.1.3
public verifi

c
modulus and ;rublic verification exponent

B.2 Symbg

For the purpo
abbreviations

f the in

Signaturel production, a method for generating a signature 2 from a message representative F
private signature key, and

opening, a method for obtaining the recovered message representative /¥from a signa
blic verification key. The output of this function also contains an indication as to wheth
opening procedure succeeded or failed.

and definitions

es of this annex, the following terms and definitions apply.

o the product of two primes, and which constitutes part of the public and private keys

fure key

tion key

Is and abbreviations

bes of this<annex, and in addition to the symbols defined in Clause 4, the following symbg
Bpply.

tegéer having F as its binary representation

Fx
J
J*
n

P, q

18

an integer calculated during signature opening

an integer calculated during signature production

an integer calculated during signature opening

the modulus (part of the private signature key and the public verification key)
prime factors of the modulus

signature exponent

verification exponent

Key production, a method for generating a key pair made up of a private signature key and a public
verificatiofrRey;

and a

ture X
er the

Is and
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Ilcm(a, b) the least common multiple of integers a and b

min{a,b} the smaller of the two values a and b.

(@l n) Jacobi symbol of a with respect to n

NOTE 1 Let p be an odd prime, and let a be a positive integer. The following formula defines the Legendre symbol of a

with respect to p.

(a

| p) = aP-12 mod p

The Legendre symbol of multiples of p with respect to p is 0. When a is not a multiple of p, the Legendre symbol of a with
respect to p is either +1 or —1 depending on whether a is or is not a square modulo p.

NOTE
produc
prime fi
compu

D

Let n be an odd positive integer, and let a be a positive integer. The Jacobi symbol of a with\re
of the Legendre symbols of a with respect to the prime factors of n (repeating the Legendré, Symb
hctors). Therefore if n=p q, then (a| n) = (a | p) (a | q). The Jacobi symbol of a with respect.to n m
ed without knowledge of the prime factors of n.

B.3 Key production

NOTE

No method is specified in this document for public-key validation, thaf\is providing assurance to

the pafty generating the key pair, the party using the public key, or a neutral third party) that a candi

conforn
genera
void all
key. Us
as thos

ns to the arithmetic definition of a public key. An invalid public. kKey”might exist because of an
ion calculation error or the deliberate action of an adversary. Use* of an invalid public key should
security assurances, including the inability of an adversary to/forge a signature or discover the as|
ers that desire assurance of the arithmetic validity of a public key before using it should use othe

valid pUiblic key (for instance, one produced from an insufficiently random source), or an improperly proteq

may al
invalid

B.3.1

Each
expon

NOTE

B.3.2

Each 1
condit

If

50 void all security assurances. Implementation validation can mitigate these risks as well as the
keys are used. However, it does not provide spegific assurance that a given public key is in fact vali

Public verification exponent

5igning entity shall select a positive integer v as its public verification exponent. The pul
bnt may be standardized in speeific applications.

The values 2, 3, 17 and65537 may have some practical advantages.
Secret prime factors and public modulus

igning entitysshall secretly and randomly select two distinct large primes p and q subject t
ons.

v is odd, then p—1 and g—1 shall be coprime to v.

spect to n is the
ols for repeated
ay be efficiently

a party (that is,
date public key
inadvertent key
be assumed to
sociated private
methods, such

e in ISO/IEC 9796-3. As a general principle for any cryptosystem, the use of an improperly generatgd but otherwise

ted private key,
possibility that
.

lic verification

b the following

If

visevem, therm{(p=tf2amd~(g="1)/2 sttt becoprimeto v Moreover, parmdgstattnot b

each other modulo 8.

> congruent to

The public modulus n is set equal to the product of p and q, i.e. n = pq. The size of modulus n in bits
determines the value of k such that

NOTE 1

2"« n< 2k,

of the modulus.
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NOTE 2  Some forms of the modulus simplify the modular reduction and need less table storage. Examples of such
forms are

n=2%%r of length: k = 64x bits,
n=2+r of length: k= 64x+1 bits,
where: 1<y<2x and r<2**®<2r,

For moduli of the form 2%*-r, the most significant 8y bits are equal to 1, where 8y is at most one quarter of the modulus

length. For moduli of the form 25%+r, the most significant bit is equal to 1 and is followed by 8y bits equal to 0, where 8y is
at most one quarter of the modulus length.

B.3.3 Private signature exponent

The private sigl;nature exponent shall be any positive integer s such that sv—1 is a multiple of
— lem(p-1, g—1) if vis odd;
— lem(p-1, g-1)/2 if vis even.

NOTE Generally, s is the least possible value.

B.4 Signature production function

The message| representative F is a string of k—1 bits, where the{rightmost four bits are equal to|*1100’
(hexadecimal [C’). It is the binary representation of a positive integer denoted by f.

The integer J is then defined as follows:

— ifvis odd} then J = f,

— ifvisevepand (f| n) = +1, then J = f, and
— ifvisevehand (f| n)=-1, then J = f/2.
NOTE If vjs even, then the above operation ensures that the Jacobi symbol of J with respect to n is always +1[.

The signature| X' is the bit string oflength k-1 bits corresponding to the integer min{J° mod n, n—(J° mod n)}
using the convention described.in Clause 5.

B.5 Signature opening function

The signature] 2/is.a string of k-1 bits; it is the binary representation of a positive integer less than n. This
integer shall be*raised to the power v modulo n to get J*, i.e.,

J*=X"mod n
The integer f* shall then be computed as follows.
— Ifvis odd and
— ifJ*mod 16 = 12, then f* = J*,

— ifJ*mod 16 = n—12 mod 16, then f* = n—-J*.
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If vis even and

— ifJ*mod 8 =1, then f* = n-J*.

— ifJ*mod 8 =4, then f*= J*

— ifJ*mod 8 =6, then f* = 2J%

— ifJ*mod 8 =7, then f* = 2(n-J%),

The signature 2 shall be rejected in all the other cases; it shall also be rejected if f* mod 16 = 12, and if f*

£x o okl 4

does

The rq
using {

4 Haof
Ul Dalloly T = & .

covered message representative F* is the bit string of length k-1 bits corresponding ‘to
he convention described in Clause 5.

B.6 Alternative signature production function

When
togeth

The n
(hexad

The in

The si
descri

NOTE
“absoly

v is odd this function may be used as an alternative to the function in Clause B.4. It
er with the signature opening function in B.7.

essage representative F is a string of k-1 bits, where the rightmost four bits are e
ecimal ‘C’). It is the binary representation of a positive integer denoted by .

eger Jis then defined as J = 1.

the integer *

shall be used

qual to ‘“1100°

hnature X is the bit string of length k bits corresponding to the integer J° mod n using the convention

ped in Clause 5.

The difference between this function @nd the one in Clause B.4 is that the signature X is alwa
te value” step is performed to select the. minimum of J° mod n and n—(J° mod n).

B.7 Alternative signature-opening function

When
togeth

The si
shall b

v is odd this functionnmay be used as an alternative to the function in Clause B.5. It
br with the signature)production function in B.6.

jnature XY'is a.string of k bits; it is the binary representation of a positive integer less than

e raised to\the power v modulo n to get J*, i.e.,
J*E X mod n.

ys J° mod n; no

shall be used

n. This integer

The in

% *_— %

The signature X shall be rejected if f* mod 16 = 12, and if f* does not satisfy f* < 2¢"'-1.

The recovered message representative F* is the bit string of length k-1 bits corresponding to the integer f*
using the convention described in Clause 5.

NOTE
integer

The difference between this function and the one in Clause B.5 is that the integer * is always the same as the

J*; no “disambiguation” between J* and n-J* is necessary.
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Annex C
(normative)

Mask generation function

In this annex a mask generation function based on a hash-function is defined.

NOTE
bit strings. It is §

A mask gener
bit string N of

C.1 Symbag

For the purpo
abbreviations
Ly The lengt
Ly The lengt
N  The outpy

Z A bit strin

C.2 Requir

Use of this fur

imilarto-the-proposals-ade-by-Bellare-anrd-Regaway-ir21and{3]
J J =1 =

btion function takes as input a bit string Z and the desired length of the output, Ly, andou
hat length.

Is and abbreviations

bes of this annex, and in addition to the symbols defined in Clause 4,'the following symbd
apply.

h (in bits) of the output from the mask generation function g.
n (in bits) of the octet string Z.
t of the mask generation function g (a bit string).

j input to the mask generating function g.

ements

ction requires the choice of a hash=function. This hash-function, denoted here by h, shall

equal to the hash-function h as in Clause 6 paragraph (c). We denote the output length of h in bits by L,

C.3 Specifi

cation

C.3.1 Parameters

One input to the function gtis\the desired length in bits of the output, which is a positive integer Ly.

C.3.2 Mask

generation

The bit string

\'shall be computed by the following or an equivalent sequence of steps.

1.

orif Ly > L, x 2%, output “error” and stop.

Let N be the empty string.

Convert j to a bit string C of length 32 bits using the convention described in Clause 5.

32 LetN:=N| h(Z||C).
3.3 Leti:=i+1.
3.4 Ifi<[Ly/L,l, goto Step 3.1.

2.

3. Leti=0.
3.1

4.

22

Output the leftmost Ly bits of N.

This function extends the one defined as MGF1 in IEEE Std 1363-2000, [9], to allow the input and output to be

puts a

Is and

be set

If Lz exceeds the length limitation (264 — 33 for Dedicated Hash-functions 1 and 3 from ISO/IEC 10118-3),
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Annex D
(informative)

On hash-function identifiers and the choice of the recoverable length of

the message

As specified in Clause 6 (Requirements), users of signature schemes specified in this part of

ISO/IEC 9796

must select a collision-resistant hash-function h. It is important that the verifier has an unambiguous way of
deternpining which hash-function was used to generate a signature, in order that the verification process can
be carried out securely. If a malicious third party could persuade a verifier that a ‘weak’ hash-function had
been lised to generate a signature (e.g. a hash-function which lacks the one-way property), then this third

party gqould persuade the verifier that a valid signature actually applies to a ‘false’ message.

The three digital signature schemes specified in this part of ISO/IEC 9796 allow a hash-function

identifier to be

included in the message representative F (see 8.2.2). If the hash-function identfifier is included ip F in this way

then attacker cannot fraudulently reuse an existing signature with the, same M; and a diffe
when the verifier could be persuaded to accept signatures created using-ahash-function sufficig

rent M,, even
ntly weak that

pre-impges can be found. This was thought to solve the problem referred\to in the previous paragraph.

Howey\er, as discussed in detail in [16], even if a hash-function identifier is included in
representative, other attacks are possible if a verifier can be persuaded that a ‘weak’ hash-fung
employed. By weak here we mean a hash-function which lacks the one way property, i.e. given
is computationally feasible to find an input string which<is apped to this hash-code by the
(Note that it is precisely this type of weakness that firstmotivated the inclusion of a hash-functi
the mgssage representative).

The aftacks described in [16] operate in the following general way. The attacker generates
random, and for each such ‘signature’ applies-the public verification function of the entity whos
wisheg to forge, and obtains the ‘recovered message representative’ (this is the ‘signature open
next part of the attack will vary depending on the formatting of the message representative, but
attacker sees if the recovered message representative is in the correct format to correspond
signatlire and that the hash-functiotidentifier in this string is the one corresponding to a weak
The odlds of this happening will(vary, but could be as high as 2 (and hence the attacker does
too mgny ‘random signatures’ before finding one with the desired properties).

Given|such a ‘signature’/ the attacker now takes the hash-code embedded in the recovs
representative and, using the fact that the hash-function is weak, discovers a non-recoverable
which,| when combined with the recoverable part embedded in the message representative,
desirefl hash-code. That is, the attacker can forge a new signature with a ‘random’ M,. Hence t
a hash-function-identifier in the message representative does not avoid the need for the ver
securq independent means of knowing which hash-function to use to verify the signature.

the message
tion has been
a hash-code it
hash-function.
on identifier in

signatures’ at
b signature he
ng’ step). The
essentially the
to a genuine
hash-function.
not need to try

bred message
message part,
hashes to the
he inclusion of
fier to have a

This dISTUSSION also relates 1o the cholCce of the recoverapie lendgth ¢" Tor signhature scheme

s 2 and 3. As

described in 7.2.2, ¢* shall be chosen so that ¢* < ¢, the capacity of the signature scheme. It is usually

desirable to choose c* close to ¢ so as to maximise the length of the recoverable part of the

message, and

hence minimise the length of the non-recoverable part of the message. It is suggested that ¢* can be chosen
to be somewhat less than ¢ (e.g. ¢c-16, c-24 or ¢-80, according to the desired level of difficulty), in order to

make attacks of the type described above even more difficult.
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Annex E
(informative)

Examples

This annex contains a total of 12 worked examples of signature production and signature verification for the
three schemes defined in this part of ISO/IEC 9796, together with two examples of key production.

Clause E.1 co

E.1.1 con

E.1.2 con
recovery.

E.1.3 co
message
ISO/IEC {

Clause E.2 co

ithpubticexpormentequatto-3:
ains an example of key production.

ains three examples of signature production and verification, all of which invalve total mg
There is one example for each of the three schemes defined in this part of ISO/IEC 9796.

tains three examples of signature production and verification, all of which involve
recovery. There is one example for each of the three schemés defined in this |
796.

htains examples with public exponent equal to 2.

bssage

partial
part of

— E.2.1 confains an example of key production.

— E.2.2 confains three examples of signature production and\verification, all of which involve total mgssage
recovery.|There is one example for each of the three schemes defined in this part of ISO/IEC 9796.

— E.2.3 contains three examples of signature praduction and verification, all of which involve |partial
message| recovery. There is one example .for*each of the three schemes defined in this part of
ISO/IEC 9796.

E.1 Examples with public exponent 3

Clause E.1 coptains examples for which the public key has exponent 3.

E.1.1 Example of key production process

The example key has a modulus of k = 1024 bits with public exponent v = 3.

p= FBO9{1451%/995C82F9 527CAAAF B3FB4254 6D0O0A01D 8B2BDE3D 2E7B8F7D 0COE78IE

B7FABEC8 E86EOF6D ACE3435A 9D043A99 93F3E473 DO3FA888 D3577906 77A94931

q= FFOEAFCA 70585166 A8CD8ES0 36E75290 2F32B863 068016B6 A89F2EA3 418882EF

6F570122 F92D2E9B EFFF7329 1818F251 BFO095D6E 208F93CD CEF4767A 568AB241

The public modulus n is the product of the secret prime factors p and q. Its length is 1024 bits.

n= FAAB8ED34 EEF1CE38 D29814B6 EEAA154D CO060BB37 EB1AS51E8 AB0398DD ADDFD334

CBO9BE20C 087B1DDF 1F78A397 62BS5F20A 7A730086 30913CD2 EE60183D E249DD16
9CA4EB3A E0420E51 13D73050 4A73A926 BEFBFEF32 C89858DE 5E5B3899 FEC52521
04933163 625F2963 L5AB8FAAT7 AA14CA4F3 CODD2470 DEFCEB39 2429110A 0149A771

24 © ISO/IEC 2010 — All rights reserved


https://iecnorm.com/api/?name=45dcf99d4ebe8bf3a5cb69275dedeaa4

ISO/IEC 9796-2:2010(E)

The private signature exponent s is equal to the multiplicative inverse of v modulo lcm(p-1, g—1).
S= OA71B48C DF4A1342 S5E1BAB87 9F471638 92AEB277 A9CBC369 B1CAD109 3CO93FE22
33267ECO 805A7693 F6A506D0 F9723F6B 1A6F755A ECBOB7DE 1F440102 94186936

316AAC4B F39B37BF 6105DFAO0 AEA60B82 Cl7306F2 179F2ED4 704D5A6F BCB141CO
C9380F5A 500823CE 67ES8ED81 7F8A5100 59E9541B 498C91F4 1ABE8C10 6220E72B

E.1.2 Examples with total recovery

Three examples of signature production and verification are provided, one for each of the three schemes.

E.1.2.1—Exampieof signature scheme

This ekample uses dedicated hash-function 3 from ISO/IEC 10118-3 (otherwise known as'SHA-1).

E.1.2.1.1 The signature process
The message to be signed is the following string of 64 ASCII-coded characters.
albcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopriopgqopgrpgrs

In hexadecimal, the message M is the following octet string of length 64, i.e. 512 bits.

M= 61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A6B6C 6A6B6C6D 6B6C6D6E 6C6DOEGE 6D6ECFT70 6E6E7071 6F707172 70717273

The 160 bits of the hash-code are computed by applying:SHA-1 to the 512 bits of M.
H= 79EAQC76 F0056373 FFD6ASAA D389DBO0 8BOCOE94

An idgntifier in the trailer field indicates theshash function in use; ISO/IEC 10118-3 sets the identifier for
dedicgted hash-function 3 to the value ‘33’;Jherefore, the trailer field T consists of the following |16 bits.

T= 3BccC

The mjessage is short enough fer:a total recovery. The 1024 bits of the intermediate string [S; result from
concafenating the two bits of the’header equal to ‘01’, the more data bit equal to ‘0", 332 (=1024-512-160—
16—4) jpadding bits equal toy0’; the border bit equal to 1, the 512 bits of M, (=M), the 160 bits of H and the
16 bitd of the trailer field /~ The recoverable string S, results from replacing the 82 padding nibbles equal to ‘0’
by 82 pibbles equal to(B:-and also the border nibble equal to ‘1’ by a nibble equal to ‘A’.

S,= 4BBBBBBB..BBBBBBBB BBBEBBBBB BBBBBBBB BBBBBBBB BBBBBBBB BBBBBBBB
BBBBBBBB

BBBBBBBB BBBBBBBB BBBA6162 63646263 64656364 65666465 66676566 67686667
68696768 ©696A6869 6A6B696A 6B6COAGB 6C6D6B6C 6DOE6C6D 6E6F6D6E 6F706ECE
YO716F70 71727071 727379EA 0CT76F005 6373FFD6 ASAAD389 DD908BOC 0E9433CC

The recoverable integer f; is the unsigned positive integer represented by S,. f; is raised to the power s
modulo n. The result is represented by a temporary unsigned positive integer t.

t= D6369220 6E1FEOAS 7DF603C1l ES5EE6025 B4EF2E69 3ES8C3CI9E BAO0057B 40860A35
FCA66D88 33795AC1 91191515 FE852CAD C80F315C 86142051 ED322775 9F307934
421D615F 39792C40 1319F233 CFFD18D0 12D17A02 442E5BBF B17DCFC5 654BEF59
5F500A15 365CD5D0 BD27948E C938F7C3 BA775982 472E8921 7424A74B 868B63A8
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Because the above result is greater than n/2, the signature 2 =n—t.

)

24725B14 80D1ED93 54A210F5 08BBB528 0OB718CCE AC8E1549 F1039362 6D59C8FE

CEF57483 D501C31D 8ESF8E81 6430C55C B263CF29 AATDIC81 012DF0C8 431963E2
5A8789DB A6C8E211 00BD3E1C 7A769056 AC2A8530 8469FD1E ACDD68D4 997935C7
A543274E 2C025392 9D916618 EODBCD30 0665CAEE 97CE6217 B00469BE 7ABE43C9

The signed message consists of the 128 octets of the signature alone because M, is empty.

E.1.2.1.2 The verification process

A Wil mans coteina ranracantina AN Lnoiana

acitiva intaaar which 1o lnco than /90
oSt T g Wit —To—1Coo—trart—1174

The signature
integer is raisq

AEED]
0FEOZ
343B
9421

fs

Since f; is copgruent to (n — 12) mod 16, it is replaced by its complement to n,d.e-the recovered int

ff=n-f..

f = 4BBBH
BBBBH
6869
7071

f/ is represent|

The

equa
follov
the ri

to ‘33
The hash fung
The remaining
M;* g

H' co

The rfightmost octet of S, is equal(to ‘CC’; therefore the trailer consists from two octets, and is

o o b a-n.
oo orar y ottt g opro st rtmg—ar ot otgrico—p

d to the power 3 modulo n, thus providing the resulting integer f.

v 133

179 3336127D 16DC58FB 32EE5992 04A4FF7C 2F5E962C EF47DD21 E224177f
650
3D2

1F¥2

76D7A5E7 A96BC6ES5 DFO073EBB 528E93C6 5B29EC70 EFEBCB2B-S8F54B6R]
FOECB8F1 E84580BD 9D9DD4EE 5D69249A 395217AF 469885FD F2B573A]

BBB BBBBBBBB BBBBBBBB
BBB BBBBBBBB BBBA6162
768 696A6869 6A6B696A
F70 71727071 727379EA

BEBBBBBB BBBBBBBB
63646263 64656364
6B6COAGB 6C6D6B6C
0C76F005 6373FFP6

BBBBBEEB BBBBBBBB
65666465 66676566
6DOE6C6D 6EG6F6DOE
A5AAD389 DD908BOC

BBBBBBBH
67686667

bd as an unsigned positive integer by the recovered string S,

eftmost octet of S/ is equal to ‘4B’; it consists of the header equal to ‘01’, the more-d
to ‘0’ (total recovery), one padding bitequal to ‘0’ and one padding nibble equal to
ed by 81 nibbles equal to ‘B’ and the.border nibble equal to ‘A’; those 42 octets are remo

ght of S;.

CC’; those two octets ar€ also removed on the right of S;.

tion identifier is equalto ‘33’; therefore the hash function in use is dedicated hash-functior
string of 672 bits-is divided into two parts.

onsists of'the leftmost 512 bits.

nsjsts of the rightmost 160 bits.

4CBF6223 63BE4234 FF518FA7 160D9D21 CB2AD86D 87F8B2DL JAE176AR

6E706E6Y
0E9433C(¢

. That

bger is

ata bit
B’; it is
ved on

equal

M;*

61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B

696A6B6C 6A6B6C6D 6B6C6DOE 6C6D6EGE 6D6E6GF70 6E6F7071 6F707172 70717273

H!

79EAO0C76 F0056373 FFD6ASAA D389DDY90 8BOCOES4

The recovered message M* consists of M,* alone because message recovery is total. Another hash-code H”
is computed by applying SHA-1 to M*.

HII =

79EA0CT76 F0056373 FFD6ASAA D389DD90 8BOCOES4

Because the two hash-codes H' and H" are identical, the signature X'is accepted.

26
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E.1.2.2 Example of signature scheme 2

This example uses dedicated hash-function 1 from ISO/IEC 10118-3 (otherwise known as RIPEMD-160).

E.1.2.2.1 The signature process
In hexadecimal, the message M is the following octet string of length 48, i.e., 384 bits.

M= FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAS8 76543210
FEDCBA98 76543210 FEDCBA98 76543210

The 160 bitsof SaftSare generated:
S= 436BCA99 54EC376C 96B79C95 D4B82686 F3494AD3

The 160 bits of the hash-code are computed by applying dedicated hash-function.41 1o the bjinary string of
length|768 (=64+384+160+160) that results from concatenating the 64 bits of the recoverable message length
C, the[384 bits of the recoverable message part M, (=M), the 160 bits of the hash-code of the ngn-recoverable
messdge part (which is empty) h(M,) and the 160 bits of salt S. H = h(C || M1 || h(M>) || S).

H= 50BE9461 4DA4AF5F 8E78C269 EODFAO3E 027CE74F

An idgntifier in the trailer field indicates the hash function in use; ISO/IEC 10118-3 sets th¢ identifier for
dedicgted hash-function 1 to the value ‘31°. Therefore, the trailer field T consists of the following |16 bits.

T= 3]cc

The message is short enough for a total recovery.cThe 1024 bits of the intermediate string|S; result from
concafenating the 303 (=1024-384-160-160—16—%), padding bits equal to ‘0’, the border bit gqual to 1, the
384 bits of My (=M), the 160 bits of L, the 160 bits‘of H, and the 16 bits of the trailer field T.

Si= 00000000 00000000 0000000Q0-00000000 00000000 00000000 00000000 0QO0COOOO
00000000 OOO1FEDC BAS87654" 3210FEDC BA987654 3210FEDC BA987654 3210FEDC
BA987654 3210FEDC BA9876¢54 3210FEDC BA987654 3210436B CA9954EC 376C96B7
9C95D4B8 2686F349 4AP350BE 94614DA4 AFS5F8E78 C269EODF AO03E027C ET74F31CC

The recoverable string S, results from applying the mask generation function MGF1 tq the leftmost
848 (51024—-160-16) bits of.S;, and the leftmost 1 bit of S, is setto ‘0’ as 6= 1 (6= (1-1024) modg 8).

S,= 7BB5D930 4572EE04 BECAE622 6939DC6D A6F19867 8B339668 BO9581DA 70C69063
CFE499565108754DD BC3AF3FF A6F562C3 6C91DAB4 BFF8CE66 29AC5B1B 6(1B524A
49B7669B 549E678C ABDAD642 A565394D 7373C4C9 4ECADF09 08A5C00D 0511BOF6
D78038¥PC 7F4BD793 420A50BE 94614DA4 AFLSF8ET78 C269EODF A03E027C E74F31CC

The relcoverable integer f, is the unsigned positive integer represented by S,. f, is raised to the ppwer s modulo

Th [P ool o 4l 4+ + <l HH H Y rs
n. ICouUit 1o TCUTTOTTIITU Uy uirc LUIII'JUIGIy unclyllcu MUSIUVT IIILUHCI L.

t= A4958BAD DAGABOF5 ET7F544BB 1313DB93 BB733605 3678459A 31386D3A 9F0A477F
37B853DF 6BBBA87B ECAC7CD2 B1l9FFACD 98B40E82 0B638D5SF 7DDAAES6 FF198EF6
AB1002C3 76ClFFDE 03041201 FFS8E6AF9 4AFDF056 06E10E32 F3F69091 34864AEB
DO983AAA2 BD725FCC AZ288DECE 27810D34 807956DC 78F3CFC4 EA45A8DF ADA4226C

The binary string representing the integer t as an unsigned positive integer is the signature produced by the
alternative signature generation function (see Clause A.6) X'=t.

Because the above result is greater than n/2, it is replaced by its complement to n. The binary string
representing that integer as an unsigned positive integer is the signature 2=n —t.

2= 56136187 14871D42 EAA2CFFB DB9639BA 04ED8532 B4A20C4E 79CB2BA3 OED58BB5S
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93E38E2C 9CBF7563 32CC26C4 B115F73C E1BEF204 252DAF73 708569E6 E3304ELlF
F194E877 69800E73 10D31E4E 4AE5S3E2D 73FEOEDC C1B74AAB 6A64A808 CA3EDA3S
2BOF86C0O A4ECC996 B8301BD9 8293B7BF 4063CD9%4 66091B74 39E3682A 53A58505

The signed message consists of the 128 octets of the signature alone because M, is empty.

E.1.2.2.2 The verification process

The signature X is a binary string representing an unsigned positive integer, which is less than n/2. That
integer is raised to the power 3 modulo n, thus providing the resulting integer f;.

fs=

Since f; is copgruent to (n — 12) mod 16, it is replaced by its complement to n, i.e. the(fecovered int

ff=n-f,.

f = 7BB5I]
CFE4
49B7
D780]

f/ is represen

MGF1 applied

S/.

S/ = 8000
0000
BA98
9C951

S/ represents

The hash fung

The remaining

M;* den

M1* =

S*=
H =

28

TEF3
FBB74
52ED

2D12§

The
resul
remo

The fightmost octet of-S/is equal to ‘CC’; therefore the trailer consists from two octets, and is
CC’; those twg_octets are also removed on the right of S;.

to ‘31

aU4a A /7TLEUSa 1oOoUDZET4

766 E31351D0 18AEA9EQ

000 00000000 0000OOOO
000 OOO1FEDC BA987654
654 3210FEDC BA987654
4B8 2686F349 4AD350BE

ved on the left of S;.

cicte Af tha Inftraact 204 hite

oo /USSoLU 1IJ0F DU

8B5S F7F3C901 633DAFS97 BBCO8F47 ODE125D1
49F 8BA3A6C4 67FC5A0D AS50E6FD9 4B883A69

15B3774F 117DS5F8

00000000 00pC00O0O
3210FEDCyBA987654
3210FEDC, BA987654
94614DA4 AF5F8ETS8

string/of 704 bits is divided into three parts.

SFECBB7F FROELI 703
70986E6C C4B3BD22
79CD79D5 55B5788C
1C930A59 83EBOESD

930 4572EEQ04 BECAE622 6939DC6D A6F19867 8B339668 . BOY581DA
956 108754DD BC3AF3FF A6F562C3 6C91DAB4 BFF8CE66,\29AC5B1B
69B 549E678C ABDAD642 A565394D 7373C4C9 4ECADECY 08A5C00D
9FC 7F4BD793 420A50BE 94614DA4 AFSF8ET78 C269QEODF AO03E027C

ed as an unsigned positive integer by the recovered-string S;'. The mask generation ft
to the leftmost 848 (=1024—160-16) bits of S/, thus)providing the recovered intermediatg

00000000 00000000
3210FEDC BA987654
3210436B CA9954EC
C269EODF AQ3E027C

the recovered intermediate string.processed as follows.

eftmost one bit of S/ is set{e’’'0’ as 6= 1 (6= (1-1024) mod 8). The leftmost 37 octets
ing binary string are equal to ‘0’; it is followed by the border octet ‘01’; those 38 octets are

tion identifier is equal to ‘31’; therefore the hash function in use is dedicated hash-functior

SULTaZD

T62E8ACT

FO9BGB6B2]
LI9FIAT75A]

7DC6906
6C1B5241
0511BY9F

E74F31C¢

0000000
3210FED
376C96BT

E74F31C¢

h

bger is

nction
string

of the

equal

OTToToto Ot eI C Tt T OO T OO oTtoT

S* consists of the rightmost 160 bits.

H' consists of the rightmost 160 bits.

FEDCBAS98 76543210 FEDCBA98
FEDCBAS98 76543210 FEDCBAY98

436BCA99 54EC376C 96B79C95

50BES461 4DA4AFSF 8E78C269

76543210 FEDCBAS8 76543210 FEDCBA98 76543210

76543210

D4B82686 F3494AD3

EODFAQO3E 027CE74F
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The recovered message M* consists of M;* alone because message recovery is total. Another hash-code H"
is computed by applying dedicated hash-function 1 to the binary string of length 768 (=64+384+160+160), that
results from concatenating the 64 bits of the recovered message length C’, the 384 bits of the recovered
message M*, the 160 bits of the hash-code of the non-recoverable message part (which is empty) h(M,*) and
the 160 bits of the recovered salt S*. H'' = h(C' || My* || h(My*) || S¥).

H"= 50BE9461 4DA4AF5F 8E78C269 EODFAO3E 027CE74F

Because the two hash-codes H' and H" are identical, the signature X'is accepted.

E.1.2.3 Example of signature scheme 3

This ekample uses dedicated hash-function 3 from ISO/IEC 10118-3 (otherwise known as SHA:{l).

E.1.2.3.1 The signature process
The message to be signed is empty, i.e. a binary string of length zero.
Becauke this signature scheme is of deterministic type, a zero length salt yalue S is selected.

The 160 bits of the hash-code H are computed by applying dedicated_hash-function 3 to the Qinary string of
length|224 (=64+160), that results from concatenating the 64 bits of-the recoverable messagg length C and
the 16D bits of the hash-code of the non-recoverable message paft\(which is empty) h(M,). H = h(C || h(M,)).

H= A35D1688 AGOAC6SF D53E4442 8BFD380E 94BB9176

The hash function in use is implicitly known. Therefore)the trailer field T consists of a single octgt.

T= BC

The message is short enough for a total recovery. The 1024 bits of the intermediate string|S; result from
concalenating the 855 (=1024-160-8—-1) padding bits equal to ‘0’, the border bit equal to 1, thel 160 bits of H,
and the 8 bits of the trailer field T.

Si= 00000000 00000000 0OHHO0000 00000000 00000000 00000000 00000000
00000000 00000000%0000C0000 00OOOOOOO OOOOOOOO 00000000 00000000
00000000 00000000-00000000 00000000 00000000 00000000 00000000
00000000 000060660 00000000 00000000 00000000 000001A3 5D1688A6
OAC69FD5 3E44428B FD380E94 DB9176BC

The recoverablestring S, results from applying the mask generation function MGF1 tq the leftmost
856 (51024—-160-8) bits of S;, and the leftmost 1 bit of S, is setto ‘0’ as 6=1 (6= (1-1024) mod B).

S, = MCEB5422 2079C84C 343BOAB1 6307273B 36359229 BD3DFDEC A9FE8054 AQ1EF319
44’ 758A67 3B7CT70C2 FACB6FES 12690EE2 6DF58975 585A78C2 723F0C71 50535C80
8F0868F6 CA94F36C FBO79FBB 9126286D SEECA3CA ACA12593 033A0D64 136ATAT2
D605080A 6CF68B6D DAOAEG6A3 5D1688A6 OAC69FDS 3E44428B FD380E94 DB9176BC

The recoverable integer f; is the unsigned positive integer represented by S,. f; is raised to the power s
modulo n. The result is represented by the temporary unsigned positive integer t.

t= FODDOF72 FAB4AFFC ED3B0538 C5848B27 756AC50C B2890F4C BC268D96 COE91EES
8E3BO58F 2EF6585F EF5323CA 4E2C308C C6140CFEF5 F5357960 5B3BFOCC 621082EB
77F4A42D 3567355E AA151FB4 652BAFFE 58A4B310 7A064669 FD4177C8 D79F5DES
EEC562FF A2DOF5DS C409AEAO0 D5BI9F8DF 493AF2F1 8F91D828 CE32C4CC 35C13113

The binary string representing the integer t as an unsigned positive integer is the signature produced by the
alternative signature generation function (see Clause A.6) X'=t.
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Because the above result is greater than n/2, the signature 2 =n—t.

2= 00CB4DC1 F43D1E3B ES5DOF7E 29258A26 4AFS5F62B 3891429B EEDDOB46 E7F6B44C
3D60DC7C D984C57F 30257FCD 1489C17D B45EF390 3B5BC372 93242771 80395A2B
24B0470D AADADSF2 69C2109B E547F928 66574C22 4ES921274 6119C0OD1 2725C73B
15CDCE63 BF8E3389 96AF4C06 D45ACC14 77A2317F 4F6B1310 55F64C3D CB88765E

The signed message consists of the 128 octets of the signature alone because M, is empty.

E.1.2.3.2 The verification process

The signaturel 2715 a binary String representing an unsigned positive integer, which 1S 1ess than n/3. That
integer is raisgd to the power 3 modulo n, thus providing the resulting integer f;.

fs = 7DDD$912 CE7805EC 9ELDOAQOS 8BA2EE12 8A2B290E 2DDC53FC 01051889 POCOEOLH
8726%7A4 CCFEADIC 24AD33AE 504CE328 0C7D7710 D836C410 7C210BCG STF6809
0D9C8244 15ADI1AE4 18CF9094 B94D80BY9 600F5B68 1BF7334B 5B212BGS-EBSAAAAH
2E8EZ958 F5689DF5 80AE1404 4CFE3C4D B616849B AOBSABAD 26FLB275 25B830B]

Since f; is congruent to (n — 12) mod 16, the recovered integeris f' = n—f.

fi = 7CCBY422 2079C84C 343BOAB1 6307273B 36359229 BD3DEDEEC A9FE8054 AD1EF31{
44758A67 3B7CT70C2 FACB6FEY9 12690EE2 6DF58975 585A78C2 723F0C71 50535C8
8F08¢8F6 CA94F36C FBO79FBB 9126286D S5EECA3CA ACA12593 033A0D64 136ATATJ
D605(80A 6CF68B6D DAOAEG6A3 5D1688A6 0OAC69FD5,.3E44428B FD380ES4 DB9176B(

f/ is represenied as an unsigned positive integer by the recovered string S;'. The mask generation fynction
MGF1 applied to the leftmost 856 (=1024—160-8) bits of S,/«thus providing the recovered intermediatg string
Si.

S/ = 0000000 00000000 00000000 00QQOO0O0 00000000 00000000 00000000
0000000 00000000 00000000 QO©OOOOO 00000000 00000000 00000000
0000000 00000000 00000000 . 00000000 00000000 00000000 00000000
00009000 00000000 00000000%°00000000 00000000 O0O0001A3 5D1688A6
OAC6YFDS 3E44428B FD380E94~-DBO9176BC

S/ representsthe recovered intermediate string processed as follows.

— The leftmost one bit of(S} is setto ‘0’ as 6= 1 (6= (1-1024) mod 8). The leftmost 106 octets| of the
resulfing binary string_are equal to ‘0’; it is followed by the border octet ‘01’; those 107 octg¢ts are
remoyved on the left\of S;.

— The fightmostoctet of S/ is equal to ‘BC’; this octet is also removed on the right of S;.

Because the frailer;is equal to ‘BC’, the hash function in use is implicitly known: dedicated hash-functipn 3 in
this example.

The remaining string of 160 bits is assumed to be the hash-code H' as there is no more data left.
H = A35D1688 A60AC69F D53E4442 8BFD380E 94DB9176

The recovered message M’ is assumed to be empty and, hence, the recovery is total. Another hash-code H"”
is computed by applying SHA-1 to the binary string of length 224 (=64+160), that results from concatenating
the 64 bits of the recovered message length C’' and the 160 bits of the hash-code of the non-recoverable
message part (which is empty) h(M,). H = h(C' || h(M5)).

H'"= A35D1688 A60AC69F D53E4442 8BFD380E 94DBO176

Because the two hash-codes H' and H" are identical, the signature X' is accepted.
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E.1.3 Examples with partial recovery
Three examples of signature production and verification are provided, one for each of the three schemes.
E.1.3.1 Example of signature scheme 1

This example uses dedicated hash-function 1 from ISO/IEC 10118-3 (otherwise known as RIPEMD-160).

E.1.3.1.1 The signature process

This example illustrates the signature of a message of 132 octets, i.e., 1056 bits.

M= FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98\7¢543210
FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAO® 7543210
FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAS98 76543210 FEDCBAS8 7¢543210
FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAO98 76543210 FEPCBAS8 7¢543210
FEDCBAS8

The 160 bits of the hash-code are computed by applying dedicated hash-function 1 to the 1056 bits of M.
H= FOEAS11A F528FA38 777D4B9A 58B6FDA4 2D7E1999
The hash function in use is implicitly known. Therefore, the trailerfield T consists of the following 8 bits.
T= BC

The message is too long for being entirely recoverable by the verification process. Therefore, |it is divided in
two parts.

_| M consists of the leftmost 848 bits.
_| M, consists of the remaining 208 bits, i.e., 26 octets.

M;= | FEDCBA98 76543210 FEPEBA98 76543210 FEDCBA98 76543210 FEDCBA98 7¢543210
FEDCBA98 76543210 (FEDCBA98 76543210 FEDCBAO98 76543210 FEDCBAS8 76543210
FEDCBAS8 76543210 FEDCBA98 76543210 FEDCBAS8 76543210 FEDCBA98 7543210
FEDCBAS98 76543200 FEDC

M, = BA98 76543219 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBASS

The 1024 bits of the intermediate string S; result from concatenating the two bits of the header equal to ‘01’,
the mgre data pit'equal to ‘1’, four (=1024-848-160-8—-4) padding bits equal to ‘0’, the border|bit equal to 1,
the 84 bits of*M,, the 160 bits of H and the 8 bits of the trailer field T. The recoverable string S, results from
replacing/the/border nibble equal to ‘1’ by a nibble equal to ‘A’.

S, = 6AFEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432
10FEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432
10FEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432
10FEDCBA 98765432 10FEDCFO EA911AF5 28FA3877 7TD4BO9A58 B6FDA42D 7E1999BC

The recoverable integer f, is the unsigned positive integer represented by S,. f, is raised to the power s
modulo n. The result is represented by the temporary unsigned positive integer .

t= CODESB79 67CFD8BE 506749A2 F2E5035C 9C2C5E94 3DD46838 AEF7144E A(01283F0
95C35FES5 53A87553 AEADBBCE 2B9876EC 14EA5C31 EAIIBCC1l F33E5161 7B4B73C2
38EB6D4C AA3DF32D 1434E846 E2E74146 E24C7171 D2A0FBED 77E37371 1444360B
962A9C27 DI9CC2E15 4FE30BEC A3E20B4C 0CCF472F 70E64A9C 9FFAA56A 98BC1079
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Because the above result is greater than n/2, the signature 2 =n—t.

2= 30CAS1BB 8721F57A 8230CB13 FBC511F1 24345CA3 AD4LSESAF
35D88226 B4D2A88B 70CAE7CY9 371D7BlE 6588A454 467F8010
63B97DEE 36041B23 FFA24809 678C67DF DCAF8DCO F5F75CFO
6E68953B 8892FB4E OADSEEBB 0632B9A7 B40DDD41 6E16A09C

FCOC848F 0ODCD4F44
FB21C6DC 66FE6954
E677C528 EA80EF15
842E6BI9F ©688D96F8

The signed message consists of the 128 octets of the signature 2 together with the 26 octets of the
non-recoverable message M., i.e., only 22 octets more than the message M.

E.1.3.1.2 The verification process

The signature
integer is raise

fi= 8FAA]
BA9D
8BAG
F394f

Since fs is copgruent to (n — 12) mod 16, it is replaced by its complement to-n; i.e. the recovered int

ff=n-f,.

f = 6AFEI
10FEI
10FEI
10FE]

f/ is represented as unsigned positive integer by the recovered string S,

— The
equa

is removed on the left of S,'.
— The fightmost octet of S/ is equal t0-'BC’; this octet is also removed on the right of S;.

Because the frailer is equal to ‘BC’, the hash function in use is implicitly known: dedicated hash-functi

this example.

The remainind string of 1008 bits is divided into two parts.
— M,* donsists of the leftmost 848 bits.
— H' cdnsists of the rightmost 160 bits.

M:* = FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 7654321

2 is a binary string representing an unsigned positive integer, which is less than\h/2
d to the power 3 modulo n, thus providing the resulting integer f.

07A 567B7A06 C19937FC 5633C1l1B AF61DE7D 52A3FDB6 9A04BC23.415697F0]
551 7004CSAD OE79C6DC CA3FS9DD8 697423CB 981AES8AQ DD613B8B~49D388E4

4A8 CO9ESD531 49BA1DB6 BF83A9FE 97E2EBF9 61B150E0 6D2B6CDC 83300DB]

CBA 98765432 10FEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 98765433
CBA 98765432 10FEDCBA 98765432 10FEDCBA-~98765432 10FEDCBA 98765433
CBA 98765432 10FEDCBA 98765432 10FEDCBANI8765432 10FEDCBA 9876543

eftmost octet of S/ is equal to ‘6A’; it.consists of the header equal to ‘01’, the more-d
| to ‘1’ (partial recovery), one padding.bit equal to ‘0’ and the border nibble equal to ‘A’; thi

E80 47CBBALlF 02D85395 B1FD54F4 ADFD2278 302204AC 4D5GS5BDF 664EDOER

CBA 98765432 10FEDCFO EA911AF5 28FA3877 7D4BO9A58 BOFDA42D 7E1999B(

. That

bger is

ata bit
5 octet

bn 1 in

FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAS8 76543210
FEDCBAS8 76543210 FEDCBA98 76543210 FEDCBAS98 76543210 FEDCBA98 76543210
FEDCBAS98 76543210 FEDC

H' = FOEA911A F528FA38 777D4BY9A 58B6FDA4 2D7E1999

Because the recovery is partial, the recovered message M* consists of the concatenation of M;* and M,*, the
recovered and non-recoverable parts respectively.

M*=  FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210
FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAS8 76543210

FEDCBAS98

76543210 FEDCBAS8 76543210 FEDCBA98 76543210 FEDCBA98 76543210

FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAS8 76543210
FEDCBASS
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Another hash-code H" is computed by applying dedicated hash-function 1 to M*.
H'"= FOEA911A F528FA38 777D4B9A 58B6FDA4 2D7E1999

Because the two hash-codes H' and H" are identical, the signature X'is accepted.
E.1.3.2 Example of signature scheme 2

This example uses dedicated hash-function 3 from ISO/IEC 10118-3 (otherwise known as SHA-1).

E.1.3.2.1__The signature process

The message to be signed is the following string of 112 ASCIlI-coded characters.

albcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopg
opgrpgrsgrstrstustuvtuvwuvwxvwxywxyzxyzayzabzabcabcdbcde

In hexadecimal, the message M is the following octet string of length 112 octets;li.e., 896 bits.
M= 61626364 62636465 63646566 64656667 65666768 6666869 6768696A 68696A6B
696A6B6C 6A6B6C6D 6B6CO6D6E 6C6D6EGE 6D6E6GF70 6EG6F7071 6F707172 70717273
71727374 72737475 73747576 74757677 75767778 6777879 7778797A TgT797A61
797A6162 T7A616263 61626364 62636465
The 160 bits of salt S are generated.

= 4C95C1B8 7A1DEBAC C193C14C F3147FE9-C6636078

The message is too long to be entirely recoverable by the verification process. Therefore, it is|divided in two
parts.

_| M, consists of the leftmost 688 bits.

_| M, consists of the remaining:208 bits, i.e., 26 octets.

M;= | 61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A6B6C 6A6B6COD 6B6CO6DOE 6C6DOEGE 6D6E6GFT70 6E6FT7071 6F707172 70717273
71727374 72787475 73747576 747576777 75767778 1677

M, = 7879 T7778797A T78797A61 T97A6162 TA616263 61626364 62636465

The 160 bits .of the hash-code are computed by applying dedicated hash-function 3 to the bjinary string of
length| 1072(=64+688+160+160), that results from concatenating the 64 bits of the recoverpble message
length|Cythe' 688 bits of the recoverable message part M4, 160 bits of the hash-code of the ngn-recoverable
messdge.part h(M-), and 160 bits of salt S. H = h(C || M, || h(M>) || S).

H= 16671F61 4F2954A8 6E51CB81 102A3D47 E2C11EBD
The hash function in use is implicitly known. Therefore, the trailer field T consists of the following 8 bits.

T= BC
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The 1024 bits of the intermediate string S; result from concatenating the 7 (=1024-688-160-160-8-1)
padding bits equal to ‘0’, the border bit equal to 1, the 688 bits of M,, the 160 bits of L, the 160 bits of H, and
the 8 bits of the trailer field T.

S,'=

01616263 64626364 65636465 66646566 67656667
6B696A6B 6C6A6B6C 6D6B6C6D 6E6C6D6E 6F6DOEGE
73717273 74727374 75737475 76747576 77757677
93C14CF3 147FE9C6 63607816 671F614F 2954A86E

68666768 69676869 6A68696A
706E6F70 716F7071 72707172
7876774C 95C1B87A 1DESACCIL
51CB8110 2A3D47E2 C1l1EBDBC

The recoverable string S, results from applying the mask generation function MGF1 to the leftmost
856 (=1024-160-8) bits of S;, and the leftmost 1 bit of S, is setto ‘0’ as 6=1 (6= (1-1024) mod 8).

S, = 39087
B899H
34017

D1FC

The recoveral
n. The result i

92ACH
3C18¢
8DEB]
CCAD]

The binary st
alternative sig

Because the 4

x= 67FCA
8F834
0EB9
37E6]
The signed n

non-recoveral

1Al 2B83F417
FA8 C3839DDO
F7D C66DD60F
8CF D18C687F

le integer f, is the unsigned positive integer represented by S,. f, is raised tothe power s 1
5 represented by the temporary unsigned positive integer t.

\17F 28426177

F65 E6BA3F28
B69 41792AA6
812 CA4AFFAFS

ng representing the integer t as an unsigned positive linteger is the signature produced
hature generation function (see annex B.6) X'=t.

BB5 C6AF6CC1 B44EO01A3 2E5910CA, 3423F21B CE635C71 DB6ESFD3 4EQ012E1l
2A6 21CODEB6 DDOFEE98 3F523ES51 67A2DCDD 13FAES8B8 2C66322F 8953293
FD1 9EC8E3AA DFBY97ECB C23D3EC8 AQE32377 E3F5754D E6B8839B EOCSFOT7H
950 9DAF2E6E 0548754C FBSE3F19 92BE1220 E7ED9899 37261BF4 417434C]

63782F59 BB700DD4 63C071B6
903CEF72 A9C18496 64129992
D3F0014D 23CA2D2E 43383F30
BO9E35616 671F614F 2954A86E

98C7D152 9B8616A9
6FE8D3F8 FDA1DO7D
9724B846 2529C5FE
51CB8110 2A3D47E2

1E4A1313 C0510483 8C3CC91C 1CB6F576\\CFO5090A
4268B4FF 2363B3B9 12D023A9 1C96541A)ClFSE6OE
341DB184 88366A5E 1E18DBBA E4A2E390 77AZBAFE
5570855A AEB685DA 2E1F124F F70F529F EDO2F515

bove result is greater than n/2, the signature 2’ =n —t.

nessage consists of the128 octets of the signature X together with the 26 octets

le message M2, i.e., only 42 octets more than the message M.

E.1.3.2.2 Thp verification process

B72DF9BH

2251EAAI
73205FB]
CL1EBDB

5FDEAS1H

58F6B3D]
1DFB34AJ

BEDS572AH

nodulo

h

by the

of the

The signaturgl 2 is a binary string representing an unsigned positive integer, which is less than n/2. That

integer is raisgd to the (power 3 modulo n, thus providing the resulting integer f.

fs= ClAQTTBI93“C36DDA21 6F1FE55D 333A0779 5CA04981 52528096 0F7D8233 F6B1D95
1302328 44F7800E 8F3BB424 B8F46D74 166066F3 COA868D9 FOBE47C0O0 BFFT7F26{
68A36BBD 19D43841 3FET72F03 26A97BF8 7BC3C002 3173A098 3931729B 8BA4CL56B
32966893 90D2COE3 AO0D5A491 42F563A4 97887C02 8D316A28 FI9EBC927 402AE9BS

Since fs is congruent to (n — 12) mod 16, the recovered integeris f/ = n—f,.

f, = 390871A1 2B83F417 63782F59 BB700DD4 63C071B6 98C7D152 9B8616A9 B72DFIDE
B899BFA8 C3839DD0 903CEF72 A9C18496 64129992 6FE8D3F8 FDA1DO7D 2251EAAD
34017F7D C66DD60F D3F0014D 23CA2D2E 43383F30 9724B846 2529C5FE 73205FB5
DIFCC8CFEF D18C687F BO9E35616 671F614F 2954A86E 51CB8110 2A3D47E2 C11EBDBC
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f' is represented as an unsigned positive integer by the recovered string S;/. The mask generation function
MGF1 applied to the leftmost 856 (=1024—-160-8) bits of S,, thus providing the recovered intermediate string
S/.

S/ = 01616263 64626364 65636465 66646566 67656667 68666768 69676869 6A68696A
6B696A6B 6C6A6B6C 6D6B6C6D 6E6COD6E 6F6D6EGE 706E6F70 716F7071 72707172
73717273 74727374 75737475 76747576 77757677 1876774C 95C1B87A 1DES8ACCI1
93C14CF3 147FE9C6 63607816 671F614F 2954A86E 51CB8110 2A3D47E2 Cl1EBDBC

S/ represents the recovered intermediate string processed as follows.

— The leftmost one bit of S/ issetto ‘0" as §=1 (§= (1-1024) mod 8) The leftmast 7 bits of the
resulting binary string are equal to ‘0’; it is followed by the border bit ‘1’; that 1 octét,|s removed on
the left of S;.

—t The rightmost octet of S/ is equal to ‘BC’; this octet is also removed on the right of S/ .

Becauge the ftrailer field T is equal to ‘BC’, the hash function in use is implicitly known: dgdicated hash-
functign 3 in this example.

The rgmaining string of 1008 bits is divided into three parts.
—t  M,* consists of the leftmost 688 bits.
—t S* consists of the rightmost 160 bits.
—t H' consists of the rightmost 160 bits.

Mi*=] 61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A6B6C 6A6B6C6D 6B6CO6DOE 6COWOEGE 6D6E6FT70 6E6F7071 6F707172 70717273
71727374 72737475 73747576 14757677 75767778 1677

S* = 4C95C1B8 7A1DESAC C193C1l4¢s F3147FES C6636078

H = 16671F61 4F2954A8 6ELICB81 102A3D47 E2C11EBD

Becaupe the recovery is partial)the recovered message M* consists of the concatenation of M{* and M,*, the
recovgred and non-recoverable parts respectively.

M= | 61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A6B6C_6AL6B6CED 6BO6C6D6E 6C6DOEGE 6D6E6F70 6E6F7071 6F707172 70717273
T17273 71 N2737475 73747576 74757677 75767778 167717879 T7787T97A Tg197A6L
T9TA6I02 TA616263 61626364 62636465

Anoth¢r hash-code H'’ is computed by applying SHA-1 to the binary string of length 1072 (=64+688+160+160),
that r;EuIts from concatenating the 64 bits of the recovered message length C', the 688 bits of|the recovered
message part M,*, the 160 bits of the hash-code of the non-recoverable message part h(M,*), and the 160 bits
of the recovered salt S*. H'' = h(C' || My* || h(M2¥) || S7).

H"= 16671F61 4F2954A8 6E51CB81 102A3D47 E2C11EBD

Because the two hash-codes H' and H" are identical, the signature X'is accepted.

E.1.3.3 Example of signature scheme 3

This example uses dedicated hash-function 3 from ISO/IEC 10118-3 (otherwise known as SHA-1).
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E.1.3.3.1 The signature process

This example illustrates the signature of a message of 132 octets, i.e., 1056 bits.

M =

FEDCBASS
FEDCBAS8
FEDCBA98
FEDCBA98

76543210
76543210
76543210
76543210

FEDCBASS
FEDCBASS
FEDCBA98
FEDCBA98

76543210
76543210
76543210
76543210

FEDCBAS8
FEDCBASS
FEDCBA98
FEDCBA98

76543210
76543210
76543210
76543210

FEDCBASS
FEDCBASS
FEDCBA98
FEDCBA98

FEDCBAS8

Because this signature scheme is of deterministic type, a zero length salt value S is selected.

76543210
76543210
76543210
76543210

The message
two parts.

_ M cq

M, cq

M,

FEDCH
FEDCH
FEDCH
FEDCH

M, DCB2

is too long for being entirely recoverable by the verification process. Therefore, it is div

nsists of the leftmost 840 bits.
nsists of the remaining 216 bits, i.e., 27 octets.

A98
A98
A98
A98

76543210
76543210
76543210
76543210

FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 7654321
FEDCBA98 76543210 FEDCBA98 76543210\EEDCBA98 7654321
FEDCBA98 76543210 FEDCBA98 76543210) FEDCBA98 7654321
FE

98 76543210 FEDCBAS8 76543210 FEDCBA98 76543210 FEDCBA9S

The 160 bits ¢f the hash-code H are computed by applying dedicatéd hash-function 3 to the binary st

length 1064 (7
the 840 bits o
message part

H= E30A{

An identifier
ISO/IEC 1011
consists of thq

T= 33ccC

The 1024 bits
bits equal to
code of the ng
Si= 01FEL
10FE]

64+840+160), that results from concatenating the 64 bits of the recoverable message le
f the recoverable message part M,, and the 160 bits of the hash-code of the non-recoy
h(Mz). H=h(C || My || h(M)).

CB8 F10DC3C8 1897D9E8 D394555A" AC6DECT9

in the trailer field T indicates (the hash function in use, i.e. dedicated hash-func
B-3 sets the identifier for this_hash-function to the value ‘33’. Therefore, the trailer
following 16 bits.

of the intermediate’string S; result from concatenating the 7 (=1024—-840-160-16—1) p
)’, the border bit.equal to 1, 840 bits of the recoverable message part M;, 160 bits of thg
n-recoverablé-message part h(M.), and the 16 bits of the trailer field T.

98765432 10FEDCBA
98765432 10FEDCBA

98765432
98765432

10FEDCBA
10FEDCBA

9876543
9876543

CBA
CBA

98765432
98765432

10FEDCBA
10FEDCBA

ded in

ring of
gth C,
erable

ion 3;
field T

hdding
hash-

10FE]

CBX 98765432 10FEDCBA 98765432 10FEDCBA 98765432 10FEDCBA 9876543

10FEDCBA

98765432 10FEE30A 9CB8F10D C3C81897 D9E8D394 555AAC6D

EC7933CC

The recoverable string S, results from applying the mask generation function MGF1 to the leftmost
848 (=1024-160-16) bits of S;, and the leftmost 1 bit of S, is setto ‘0’ as §=1 (0= (1-1024) mod 8).

S =

36

1E1IF9F67 4356F609 0062DEA3 FC994589 8259AE44
ED9D1754 837A1269 1886C244 DED123EB 470510BC
ODC63B7F 422008FA 4D68E912 ODFDD534 8FAD5056
2549A7F6 B1869D77 C4ESE30A S9CB8F10D C3C81897

TF4ACAD2 0655D646 0435C851
459AD416 99310030 €824907D
DD7A43F1 BB38E64A EEDF14CD
DO9E8D394 555AAC6D EC7933CC
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The recoverable integer f, is the unsigned positive integer represented by S.. f, is raised to the power s modulo
n. Being less that n/2 the result is kept. The binary string representing that integer as an unsigned positive
integer is the signature 2.

2=

30147ECB 074705DD F33EF765 DOEE1017
1FB544EC AE2323D1 185BEDOS C8AALF69
5196A619 B806E3FDF F8A8416D 2984EF9E
6F11397E 66863E74 28F4542D E2AE8A30

D5535AB3
9D3AAED4
33940013
7355633F

9AT7277C4

1FC3ECF9

4A6D1712

380F937B

D8D4DC42
DF297A61
2FCF0946
308C149F

42

C693BD

56D6BC86

78
14

3AEBD4
194487

In this example the signature produced by the alternative signature generation function (see annex B.6) is also
the binary string 2, i.e. 2'= X

The s
non-re

E.1.3.1

The s
intege

fs =

Since

f' is rqg
MGF1
S/.

S/ =

S/ rep

81FEDCBA
10FEDCBA
10FEDCBA
10FEDCBA

98765432
98765432
98765432
98765432

3.2 The verification process

1E1F9F67 4356F609 0062DEA3
ED9D1754 837A1269 1886C244
O0DC63B7F 422008FA 4D68E912
2549A7F6 B1869D77 C4ES5E30A

10FEDCBA
10FERCBA
10FEDCBA
NOFEE30A

FC994589
DED123EB
ODFDD534
9CB8F10D

98765432
98765432
98765432
9CB8F10D

8259AE44
470510BC
8FAD5056
C3C81897

10FEDCBA
10FEDCBA
10FEDCBA
Cc3C81897

gned message consists of the 128 octets of the signature X together with the 2%
coverable message M,, i.e., only 23 octets more than the message M.

TEF4AACAD2 0655D646 04
459AD416 99310030 C§
DD7A43F1 BB38E64A EH
DOE8D394 555AAC6D EQ

fs is here congruent to 12 mod 16, the recovered integeris f;' = f;.

98765432
98765432
98765432
DSE8D394

resents the recoverediintermediate string processed as follows.

10FEDCBA
10FEDCBA
10FEDCBA
555AAC6D

presented as an unsigned positive integer by“the recovered string S,. The mask gene
applied to the leftmost 848 (=1024—160-16)'bits of S/, thus providing the recovered inten

98
98
98
EQ

The leftmost (oné bit of S/ is set to ‘0"’ as 6§ =1 (6 = (1-1024) mod 8). The leftmos
resulting binary string are equal to ‘0’; it is followed by the border bit ‘1’; that 1 octet
the left 6f*S;.

The rightmost octet of S/ is equal to ‘CC’; therefore the trailer consists from two octets
to,'33CC’; those two octets are also removed on the right of S;.

octets of the

gnature X is a binary string representing an unsigned positive integet)\which is less fhan n/2. That
is raised to the power 3 modulo n, thus providing the resulting integer f;.

35C851
24907D
DF14CD
7933CC

ration function
mediate string

765432
765432
765432
7933CC

t 7 bits of the
s removed on

, and is equal

The hash function identifier is equal to ‘33’; therefore the hash function in use is dedicated hash-function 3.

The remaining string of 1000 bits is divided into two parts.

H =

FEDCBA98
FEDCBA98
FEDCBA98
FEDCBASS

E30A9CBS

76543210
76543210
76543210
76543210

F10DC3C8

© ISO/IEC 2010 — All rights reserved

FEDCBA98
FEDCBAS8
FEDCBA98
FE

1897D9ES

M;* consists of the leftmost 840 bits.

H' consists of the rightmost 160 bits.

76543210
76543210
76543210

D394555A

FEDCBA98 76543210 FEDCBA98 76543210
FEDCBA98 76543210 FEDCBA98 76543210
FEDCBA98 76543210 FEDCBA98 76543210

AC6DEC79

37
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Because the recovery is partial, the recovered message M* consists of the concatenation of M;* and M,*, the
recovered and non-recoverable parts respectively.

M*= FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210
FEDCBAS8 76543210 FEDCBA98 76543210 FEDCBAS98 76543210 FEDCBA98 76543210
FEDCBAS8 76543210 FEDCBA98 76543210 FEDCBAS98 76543210 FEDCBA98 76543210
FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAS8 76543210
FEDCBASS

Another hash-code H'" is computed by applying SHA-1 to the binary string of length 1064 (=64+840+160), that
results from concatenating the 64 bits of the recovered message length C’, the 840 bits of the recovered
message part_M,* and the 160 bits of the hash-code of the non-recoverable message part h(M,”).
H" = h(C" || My* || h(M2%)).

H"= E30A4CB8 F10DC3C8 1897D9E8 D394555A AC6DEC79

Because the two hash-codes H' and H" are identical, the signature X'is accepted.

E.2 Examples with public exponent 2

Clause E.2 coptains examples for which the public key has exponent 2.

E.2.1 Exanjple of key production process

The example key has a modulus of k = 1024 bits with public expenent v = 2. Because the public verification
exponent v is pven, one secret prime factor is congruent to 3cmoedulo 8 and the other one to 7 mod 8.

p= F69AD66B FOTE4CCC B4AT76FD3 1F43871D%E71100CA F9256C3D BE98CC23 BEC06324
A22823D3C CFCAF00B 0E7492C0O 1FB19CES, OF73EEFD 1AO08BOAE 6756E7DF 5670D69H

q-= C41DROCC D8777062 2BEA8836 1E49AFA2 B5B6CBD0 28479585 472150A1 96C65E8
C2114580 FDE6OF6B E12CASDD A3UOA3EA 74D33B52 8EB791A9 (0FD52818 3D8F612F

The public modulus n is the product of the seeret prime factors p and q. Its length is 1024 bits.

n= BCEBZEBO 2E1C8E99 99BC9603 F8F91DA6 084EAGE7 C75BD18D DOCDBEDB 21DA2S9F]
9E731125 9DBOD190 B%920186 A8126B58 2D13ABA6 9958763A DASFT7I9F1 62C7379]
610902CY9 4AA2E041.B383A74B BF17FFCC 145760AA 8B58BE3C 00C52BA3 BDO5SASD
BESBA503 E6721FC4.066D37A8 9BF072CY9 7BABB26C F6B29633 043DB474 6F9D217]

The private signature exponent s is equal to the multiplicative inverse of v mod lcm(p—1, g—1)/2.

S= 029FB5EB 55F94917 7777F3DC 7FE703F7 A3ABC251 70FDB83E 6A02DB8A 2794CECH
05C1%9920r 85BEEG677 57CCB1CC 8972089A 1D120DOC FB04C8CO D141FE23 5A42C45]
F0883B5F— 7374 2ER 5968435852 BS9 349 T FO053C59C AR 9S04 —CASSOADF 8688 C6DE

085CEBS5D 6BO2AEAB BCC2D543 B4CS9F995 3FE16572 2F4E0846 9ADS2248 D8622DEA

E.2.2 Examples with total recovery

Three examples of signature production and verification are provided, one for each of the three schemes.

E.2.2.1 Example of signature scheme 1

This example uses dedicated hash-function 3 from ISO/IEC 10118-3 (otherwise known as SHA-1).
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E.2.2.1.1 The signature process

In hexadecimal, the message M is the following octet string of length 48, i.e., 384 bits.

M= FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEDCBAS8 76543210

FEDCBA98 76543210 FEDCBA98 76543210
The 160 bits of the hash-code are computed by applying dedicated hash-function 3 to the 384 bi

H= 85DCCT7FC 51371637 5A059D02 5439FCD9 25C828AC

ts of M.

The hash function in use is implicitly known. Therefore, the trailer field T consists of the following 8 bits.

T= B¢

The message is short enough for a total recovery. The 1024 bits of the intermediate”string
concatfenating the two bits of the header equal to ‘01’, the more data bit equal to ‘0468 (=1024-
paddir|g bits equal to ‘0’, the border bit equal to 1, the 384 bits of M; (=M), the. 160" bits of H an
the trdiler field T. The recoverable string S, results from replacing the 116 padding nibbles equ
116 nibbles equal to ‘B’ and also the border nibble equal to ‘1’ by a nibble gqual to ‘A’.

S, = 4BBBBBBB BBBBBBBB BEBBEBBBBB BBBBBBBB BBBBBBBB ,BBBBBBBB BBBBBBBB BH
BBBBBBBB BBBBBBEB BBBBBBBB BBBBBBBB BBBBBBBB\BBBBBBBB BBBBBAFE D(
543210FE DCBA9876 543210FE DCBA9876 543210FE DCBA9876 543210FE DQ
543210FE DCBA9876 54321085 DCCT7FC51 371€375A 059D0254 39FCD925 C§

The rgcoverable integer f, is the unsigned positive integer<represented by S,. Because the Jacg
with r@spect to n equal to 1, the result is kept. /, is raised to the power s modulo n. Being les
result {s kept. The binary string representing that integer as an unsigned positive integer is the s

2= 0C0C62D3 523F2DA3 972679D0 348DSA50 38E93AE3 D19E9TDF 875DCC04 6B
CE7D4CCC 5967529A B96D27B6\\D9B41F54 56E6S5EEA 328FDB7D AE6F4ET7D AQ

F8ABS5A80 CCT7CI9BIOF 487EC2B5* 90CBC2F3 1AFDCS5CFE 9C3478B9 3C46D575 AQ
D965A9C4 FCAFE356 2D64BIC€3 0706AFO0D 43288156 DA3FF990 CB040D5C 08

The signed message consists of the 128 octets of the signature alone because M, is empty.

E.2.2.1.2 The verification-process

S; result from
384-160-8—4)
d the 8 bits of
al to ‘0’ by the

BBBBBB
BA9876
BA9876
28ACBC

bi symbol of £,
s that n/2 the
gnature X.

2637DB
CFCI1CF
E08D21
63F262

The signature X is @ _bihary string representing an unsigned positive integer, which is less than n/2. That

integef is squared-modulo n, thus providing the resulting integer f.

fs = T12E72F4 7260D2DD DEOODA48 3D3D61EA 4C92EB2C 0OBAO15D2 1512031F 649
E2B75569 E1F515D4 F5D645CA ECS56AF9C 7157EFEA DDY9CBATF 1ED3BEF2 89

1E6E35
0C9F27

QED7C1CA 6DE847CB 5F51964C E25D6755 CO254FAB AEOQE25C5 AC931AA4 E(

4B115A

0A299405 09B/5 /4D B23B2/22 BEFZ2s/6/5 44957/B12 F11593DE CA40DB4E A

7474B9

The verification process does not involve the Jacobi symbol. Because the least significant three bits of the

resulting integer f; are equal to ‘001", f! = n—f.

fl = 4BBBBBBB BBBBBBBB BBBBBBBB BBBBBBBB BBBBBBBB BBBBBBBB BBBBBBBB BB
BBEBBBBBB BBBEBBBB BBBBBBBBE BEBBBBBB BBBBBBBB BBBBBBBB BBBBBAFE DC
543210FE DCBA9876 543210FE DCBAS9876 543210FE DCBA9876 543210FE DC
543210FE DCBA9876 54321085 DCCT7FC51 3716375A 059D0254 39FCD925 C8
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f, is represented as an unsigned positive integer by the recovered string S,

— The leftmost octet of S, is equal to ‘4B’; it consists of the header equal to ‘01’, the more-data bit
equal to ‘0’ (total recovery), one padding bit equal to ‘0’ and one padding nibble equal to ‘B’; it is
followed by 115 nibbles equal to ‘B’ and the border nibble equal to ‘A’; those 59 octets are removed
on the left of S;.

— The rightmost octet of S/ is equal to ‘BC’; this octet is also removed on the right of S;.

Because the trailer field T is equal to ‘BC’, the hash function in use is implicitly known: dedicated
hash-function 3 in this example.

The remaining string of 544 bits is divided into two parts.
— M;* donsists of the leftmost 384 bits.
— H' cdnsists of the rightmost 160 bits.

M;*= FEDCBA98 76543210 FEDCBA98 76543210 FEDCBA98 76543210 FEBCBA98 7654321
FEDCBAS8 76543210 FEDCBA98 76543210

H = 85DCE7FC 51371637 5A059D02 5439FCD9 25C828AC

The recovereq message M* consists of M;* alone because message recovery is total. Another hash-code H”
is computed bl applying SHA-1 to M*.

H"= 85DCE¢7FC 51371637 5A059D02 5439FCD9 25C828AC

Because the two hash-codes H' and H" are identical, the signature X'is accepted.

E.2.2.2 Example of signature scheme 2

This example uses dedicated hash-function 1 from 1SO/IEC 10118-3 (otherwise known as RIPEMD-160)).

E.2.2.2.1 Thp signature process
The message|to be signed is emptyji.€. binary string of length zero.
The 160 bits df salt S are genérated.

S= 61DF§70C 4890FES85 D6E3DD87 C3DCE372 3F91DB49

The 160 bits pf the hash-code are computed by applying dedicated hash-function 1 to the binary string of
length 384 (=64+160+160), that results from concatenating the 64 bits of the recoverable message le gth C,
the 160 bits I
H=h(C || h(M) | S).

H= 632E21FD 52D2B95C 5F7023DA 63DE9509 CO1F6C7B
The hash function in use is implicitly known. Therefore, the trailer field T consists of the following 8 bits.

T= BC
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The message is empty, and hence message recovery is total. The 1024 bits of the intermediate string S; result
from concatenating the 695 (=1024-160-160-8—1) padding bits equal to ‘0’, the border bit equal to 1, the
160 bits of S, the 160 bits of H, and the 8 bits of the trailer field T.

S,'=

00000000 00000000 00000000 00000000 0OCOOOCOOO
00000000 00000000 00000000 00000000 00COOOCOOO
00000000 00000000 00000000 00000000 00000000
00000161 DF870C48 90FE85D6 E3DD87C3 DCE3723F
D2B95C5F 7023DA63 DE9509C0O0 1F6CT7BBC

00000000
00000000
00000000
91DB4963

00000000
00000000
00000000
2E21FD52

The recoverable string S, results from applying the mask generation function MGF1 to the leftmost
856 (=1024—-160-8) bits of S;, and the leftmost 1 bit of S, is setto ‘0’ as 6= 1 (6= (1-1024) mod 8).

S =

The r¢
with re

J=

Jisra

S =

Becau

2=

73FEAF13 EB12914A 43FE6350 22BB4AB8 188A8F3A
CTF237AE 36B1212F E947F676 C68FE362 247D27D1
44471EF8 CODFE1A5 4606FOBA 8E63E87C DACA993B
AB228600 934A9CC1 D3263E63 2E21FD52 D2B95COF

spect to n equal to —1, the representative integer is J = /2.

39FF5789 F58948A5 21FF31A8 115DA55C 0C45479D
E3F91BD7 1B589097 F4A3FB3B 6347F1Bl1 123ES3ES
22238F7C 606FFO0D2 A303785D 4731F43E 6D654C9D
D5914300 49A54E60 E9931F31 9710FEA9 695CAEZ2F

sed to the power s modulo n. The result is as follows.

B6935ACC DCABB323 D7AT7125A CA86B2E® AFT7937DE
50553ECE 92570E7F 975CDB89 D3EQ9487 CA626ESB
DCO5A5A9 4089E593 50C9E86B 4DDIOES5SB DD709150
E56474B9 6AT7A4848 DC1F4100 (2603BBAB DBA44AE7

0657D3E3 5170DB75 €21583A9 2ET726ABF 58D56F09
4E1DD257 0B59C311 ‘¥A3525FC D425D6D0 62B13DOB
85042D20 OALl8EAAE 62B9BEEO 7146F170 36E6CFEF5A
D8F7304A T7BFID/}/B 2A4DF6A8 85ECB71D A0076785

p.2 The'verification process

39FF5789 F58948A5 21FF31A8 115DA55C 0C45479D
E3F91BD7 1B589097 F4A3FB3B 6347F1Bl1 123E93ES
22238F7C 606FF0D2 A303785D 4731F43E 6D654CS9D
D5914300 49A54E60 E9931F31 9710FEA9 695CAE2F

5e the above result is greater than-h/2, the signature 2'=n —t.

BD8D8AJE
F298CA93
FA62973B
7023DA63

SEQ6C54F
E94C6549
FD314B9SD
B811ED31

4F523629
4ETFD5A4
843D755B
1A6F8211

78099B64
4AD8A096
071B48EQ
DC431421

5EC6C54F
F94C6549
FD314B9D
B811ED31

4AD6C359
02EB21F4
567473B4
DESS09CO

coverable integer f, is the unsigned positive integer represented by S,. Beécause the Jacg

256B61AA
817590FA
AB3A39DA
EF4A84EQ

93BO7BFE2
16EDSCTA
057C99F6
40137572

3D1D42ES8
C3A1DD76
FB4891AD
C42A3F02

gned message eonsists of the 128 octets of the signature alone because M, is empty.

gnature X is a binary string representing an unsigned positive integer, which is less

256B61AA
817590FA
AB3A39DA
EF4A84EQ

EH
A4
D3
1F

7
53
69
OF

89
9H
71
67

9§
Cc4
4B
07

920359
4C26CE
8FAET3
6C7BBC

bi symbol of f,

4901AC
261367
C7D739
B63DDE

5A4677
619DCF
330258
C97D0C

TFE3TA
6599CD
D2A777
D3A469

F7
53
69
OF

han n/2. That

4901AC
261367
C7D739
B63DDE

The verification process does not involve the Jacobi symbol. Because the least significant three bits of the
resulting integer f; are equal to ‘110, £/ = 2f;.

fr=

73FEAF13 EB12914A 43FE6350 22BB4AB8 188A8F3A
CT7F237AE 36B1212F E947F676 C68FE362 247D27D1
44471EF8 CODFE1A5 4606FOBA 8E63E87C DACA993B
AB228600 934A9CC1 D3263E63 2E21FD52 D2BY95CSF
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BD8D8AJE
F298CA93
FA62973B
7023DA63

4AD6C355
02EB21F4
567473B4
DE9509CO0

EE
A6
D3
1F

920359
4C26CE
8FAET73
6C7BBC
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f/ is represented as an unsigned positive integer by the recovered string S;/. The mask generation function
MGF1 applied to the leftmost 856 (=1024—160-8) bits of S,, thus providing the recovered intermediate string
Sy.

S/ = 00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00000000 00000000 00000000 00000000 00000000
00000000 00000000 00OOOOOOO 0OOOOOO0OO 00000000 00000000 0OOOOOOO
00000161 DF870C48 S0FE85D6 E3DD87C3 DCE3723F 91DB4963 2E21FD52
D2B95C5F 7023DA63 DE9509C0O0 1F6CT7BBC

S/ represents the recovered intermediate string processed as follows.

— The leftmost one bit of S/ is set to ‘0’ as 6 =1 (6 = (1-1024) mod 8). The leftmost 695 hits| of the
resulfing binary string are equal to ‘0’; it is followed by the border bit ‘1’; those 87octets are‘removed
on the left of S;.

— The flightmost octet of S/ is equal to ‘BC’; this octet is also removed on the right of\\Sy.

Because the frailer is equal to ‘BC’, the hash function in use is implicitly known: dedicated hash-functipn 1 in
this example.

The remaining string of 320 bits is divided into two parts.
— S*cdnsists of the rightmost 160 bits.
— H consists of the rightmost 160 bits.

S*= 61DF§70C 4890FE85 D6E3DD87 C3DCE372 3F91DB49

H' = 632E31FD 52D2B95C 5F7023DA 63DE9509,COIF6CT7B

code H'" is computed by applying dedicated hash=function 1 to the binary string of length 384 (=64+160+160),
that results from concatenating the 64 bits of‘the recoverable message length C’, the 160 bits of the hash-
code of the ngn-recoverable message part h(M,) and the 160 bits of salt S*. H= h(C' || h(M>) || S*).

The recovere}message M= is assumed to be empty and, hence message recovery is total. Anothen hash-

H"= 632E31FD 52D2B95C 5F7023DA 63DE9509 CO1F6C7B

Because the tivo hash-codes H ‘and H" are identical, the signature 2'is accepted.

E.2.2.3 Example of sighature scheme 3

This example pses.dedicated hash-function 3 from ISO/IEC 10118-3 (otherwise known as SHA-1).

E.2.2.3.1 The-signatureprocess
The message to be signed is the following string of 64 ASCII-coded characters.

abcdbcdecdefdefgefghfghighijhijkijkljklmklmnlmnomnopnopgopgrpgrs
In hexadecimal, the message M is the following octet string of length 64, i.e., 512 bits.

M= 61626364 62636465 63646566 64656667 65666768 66676869 6768696A 68696A6B
696A6B6C 6A6B6C6D 6B6C6DOE 6CO6D6EGE 6D6E6OF70 6E6F7071 6F707172 70717273

Because this signature scheme is of deterministic type, a zero length salt value is selected.
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The 160 bits of the hash-code H are computed by applying dedicated hash-function 3 to the binary string of
length 736 (= 64+512+160), that results from concatenating the 64 bits of the recoverable message length C,
the 512 bits of the recoverable message part M;, the 160 bits of the hash-code of the non-recoverable
message part h(M,), which is empty. H = h(C || M, || h(M5)).

H=

D74009C4 638462E6 9D5923E7 433AEC02 8BSA90E6

An identifier in the trailer field indicates the hash function in use; ISO/IEC 10118-3 sets the identifier for
dedicated hash-function 3 to the value ‘33’. Therefore, the trailer field T consists of the following 16 bits.

T= 33cCC

The rr]essage is short enough for a total recovery. The 1024 bits of the intermediate string|S; result from

concafenating the 335 (=1024-512-160-16-1) padding bits equal to ‘0’, the border bit equalo 1, the 512 bits

of M; (FM), the 160 bits of S, the 160 bits of H, and the 16 bits of the trailer field T.

Si= 00000000 00000000 00000000 000OOOOOO 0OOOOOOOO 00000000 00000000
00000000 00000000 00000000 00016162 63646263 64656364765666465
66676566 67686667 68696768 696A6869 6A6B696A 6B6C6A6BI6CH6D6B6C
6D6E6C6D 6E6F6DOE 6FT706E6F 70716F70 71727071 7273Db%40 09C46384
62E69D59 23E7433A EC028BSA 90E633CC

The recoverable string S, results from applying the mask genération function MGF1 td the leftmost

848 (51024-160-16) bits of S;, and the leftmost 1 bit of S, is set t6,*0’ as 6= 1 (6= (1-1024) modg 8).

S, = 296B0622 4010E1EC 230D4560 ASF88F03 S55QAAFCE 31C805CE 81lE811E5 EJ3ESF71
AEG4FC2A 2A486B19 3E87972D 90C54B80.7TA862F21 A21919A4 3ECF0672 40A8C8C6
41DESDCD F1942CF7 90D13672 8FFCODIS\FBO906E79 39ClECOE 64COE067 FOA7443D
6170E411 DF91F797 D1FFD740 09C46384 62E69D59 23ET7433A EC028B9A 9(0E633CC

The recoverable integer f, is the unsigned positive integer represented by S,. Because the Jacdbi symbol of f;

with rgspect to n equal to —1, the representative integer is J = f/2.

J= 14B58311 200870F6 1186A2B0 52FC4781 AA8557E7 18E402E7 40F408F2 F29F2FBS8
D7327E15 1524358C 9F48€EB96 C862A5CO 3D431790 D10C8CD2 1F678339 20546463
20EF46E6 F8CALl67B £8689B39 47FEQ06CC 7DC8373C 9CEOF607 32607033 F853A21E
B0B87208 EFC8FBCB ‘WS8FFEBAO 04E231C2 31734EAC 91F3A19D 760145CD 487319E6

J is raised to the power s modulo n. Because the result is less that n/2, the signature X'= J°.

X= 4F9FE3FAS21ESEAE7 786363CC D14DOAE6 401174BC B94AFBES 3E24D014 4(0B8CDF1
075E4D92F4E08091 7DFC3C66 3A65457A 3178F280 DFF7E16C A9D29BCD BIlS8AEZAE
C483A97F 2EF1FB4C 7BBFA1D1 269BFAF5 245C27DA E6DF3531 CADEE605 74A97378
21454089 91530D1B F8AED104 CB95149B 28E552DB 1A611286 2C099D7A 442A462B

The sigred-message-consists-of-the428-ectets-ofthe-signature-alene-becauseMis-emphy-

E.2.2.3.2 The verification process

The signature X' is a binary string representing an unsigned positive integer, which is less than n/2. That
integer is raised squared modulo n, thus providing the resulting integer f.

fs=

14B58311 200870F6 1186A2B0O 52FC4781 AA8557E7 18E402E7 40F408F2
D7327E15 1524358C 9F43CB96 C862A5C0O 3D431790 D10C8CD2 1F678339
20EF46E6 F8CA167B C8689B39 47FE06CC 7DC8373C 9CEOF607 32607033
BOB87208 EFC8FBCB ES8FFEBAO 04E231C2 31734EAC 91F3A19D 760145CD
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20546463
F853A21E
487319E6
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