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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of
electrotechnical standardization.

The proceglures used to develop this document and those intended for its further maintenange
described In the ISO/IEC Directives, Part 1. In particular the different approval criteria neededfor
different types of ISO documents should be noted. This document was drafted in accordance 'with
editorial ryles of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).
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Introduction

This part of ISO 13185 has been established to define the requirements of a common software interface
to a vehicle gateway to easily exchange vehicle information data amongst nomadic and/or mobile device,
vehicle gateway, and the vehicle’s Electronic Control Units (ECUs).

Applications supporting service provision use via nomadic and mobile devices need vehicle information
data through an in-vehicle interface access method, as well as the harmonization of existing standards
to support a single vehicle data access solution.

Thi
the
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ISO

Thi
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(V-]

Thi
con|
V-1l

The

Fdocument defines an ASN-1-based protocol between the nomadic and;/or Mobile devic
UGP Server (implemented in the V-ITS-SG) in the vehicle.

IEC 7498-1 and ISO/IEC 10731, which structures communication systems into seven lay|
gn of vehicle gateways to interface with NDs.

TS-S with V-ITS-SG).

mon software interface to a V-ITS-SG to easily exchangeehicle information data among
'S-SG, and ECUs.

protocol implementation in the vehicle gateway features the following:

the deny of access to the vehicle gateway data byrunauthorized on-board and off-board test

the deny of access to parts of the vehicle gateway data by unauthorized on-board and off
equipment (privacy);

the identification of the vehicle gateway and the vehicle it is installed in;
the list of in-vehicle connected ECUs to the vehicle gateway and their data parameters;

methods to configure the-access to vehicle data.

e (ND) and

chieve this, it is based on the Open Systems Interconnection (OSI) Basic Reference-Model §pecified in

CT'S.

5 part of ISO 13185 can be used by vehicle manufacturers for future vehicle design to qupport the

ND applications need vehicle information data through an in<ehicle interface accgss method

5 part of ISO 13185 supports ITS applications which are based on ND in vehicles to operate on a

ND, vehicle

Pquipment;

tboard test

© ISO 2015 - All rights reserved
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Intelligent transport systems — Vehicle interface for
provisioning and support of ITS services —

Part 2:

Unified gateway protocol (UGP) requirements and
interface

1 [Scope

Thip part of ISO 13185 specifies the requirements of an ASN.1-based protocol between
ITStStation Gateway (V-ITS-SG) and a nomadic and/or mobile device~(ND) to easily excha
infqrmation data.

Thg ASN.1-based protocol has been specified to support a wired®r wireless connection betw
and| V-ITS-SG.

The Unified Gateway Protocol (UGP) is used between the)V-ITS-SG and the ND. UGP suppo
featlures in order to provide

— |authorization (data privacy),

— |secured access,

— | V-ITS-SG and in-vehicle ECUs identification,

— |real-time vehicle data parameterswith identifier and type information in ASN.1 format,

— |enhanced vehicle data parameters with identifier and type information in ASN.1 format

2 |Normative references

The following documents, in whole or in part, are normatively referenced in this documse

a vehicle-
hge vehicle

een the ND

rts several

and

nt and are

ind{spensable for\its application. For dated references, only the edition cited applies. For undated

refgrences, theldtest edition of the referenced document (including any amendments) applig

[SO|13185<1;Intelligent transport systems — Vehicle interface for provisioning and support of ITS
Part 1: General information and use case definition

2

services —

ISO 1422Q .0 Dond uohicloc Ilvn'fr'nrl diganoc tic coprvicac (JINC) Doyt 2. Soccinn lavoy corvicn
=5 o T—H-t2~

T YOtV CTriteTey T TGO TICoCTVviCCo oD oy

3 Terms, definitions, symbols, and abbreviated terms

3.1 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 13185-1 and the following apply.

© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

3.1.1
authentication

cryptographic service that provides assurance that the sender of a communication is who they claim to be

Note 1 to entry: Authentication might involve confirming the identity of a person or software program, tracing

the origins of an artefact, ensuring that a product is what its packaging and labelling claims to be.

3.1.2
authorization
right granted by an authority

3.1.3
applicatioLl layer protocol data unit
A_PDU
group ofi:]ﬂormation added or removed by a layer of the OSI model

Note1toe

Note 2 to dntry: The A_PDU (Application layer Protocol Data Unit) is directly constructed from the A _|
(Application layer Service Data Unit) and the layer specific control information A_PGI-{Application layer Prot]

Control Infdrmation).

3.14
applicatiop layer service data unit
A_SDU

unit of datp that has been passed down from an OSI layer to @lower layer and that has not yet b

encapsulated into a protocol data unit (PDU) by the lower layey

Note 1 to enfry: Itis a set of data thatis sentby a user of the servieces of a given layer and is transmitted semanti

unchanged fo a peer service user. A_SDU is the SDU in the QSVlayer 7 (application layer).

3.15
privacy

choice madle by the vehicle owner to grant information access (refer to directive 2002/58/EC dz

12 July 2002).

3.1.6
UGP Client
client implementing the UGP sefvices

Note 1 to enftry: For example, ND:

3.1.7
UGP Servdr
server implementingthe UGP services

Note 1 to enftry: For example, V-ITS-SG.

try: Each layer in the model uses the PDU to communicate and exchange information;which can
be read by the peer layer on the receiving device and is then handed over to the next upperJayer after stripp

bnly
ng.

SDU
ocol

een

ally

ted

3.1.8
unified gateway protocol
UGP

application layer protocol to enable a UGP Client (3.1.6) to access data from the UGP Server (3.1.7)

3.2 Abbreviated terms

API application programming interface
ASN.1 abstract syntax notation one
A_PDU application layer protocol data unit

2 © IS0 2015 - All rights reserved
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API application programming interface

A_SDU application layer service data unit

BT bluetooth

C conditional

C-ITS-S central-intelligent transport system-station
CRC cyclic redundancy check

Cvt convention (M, O, C)

DT diagnostic trouble code

ECU electronic control unit

ITS intelligent transport systems

HCI host controller interface

L2CAP logical link control and adaptation protocol
LC baseband link controller

LMJ link manager protocol

M mandatory

ND nomadic device

0 optional

OBHX object exchange

PER packed encoding rules

P-IT|S-S personal- intelligent transport system-station
RFQOMM radio frequeney communication (serial emulation API)
R-IT[S-S roadsideé- intelligent transport system-station
SDP seryice discovery protocol

UDS unified diagnostic services

UGH unified gateway protocol

U-PER unaligned packed encoding rules

VIN vehicle identification number

V-ITS-SG vehicle-intelligent transport system-station gateway

4 Conventions

This part of ISO 13185 is based on the conventions discussed in the OSI Service Conventions
(ISO/IEC 10731:1994) as they apply for communication services.

These conventions specify the interactions between the service user and the service provider.
Information is passed between the service user and the service provider by service primitives, which
can convey parameters.

© ISO 2015 - All rights reserved
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The distinction between service and protocol is summarized in Figure 1.

Application of the Sender

Application of the Receiver

Application layer of the Sender

ServiceName. ServiceName. ServiceName. ServiceName.
request confirmation indication response-confirmation

5 SrteEEe, ServiceName.
S 5 . response
= request-confirmation
)
£8 Call Reply Call Reply
FL)
28 A_SDU with A_SDU with A_SDU with A_SDU with
& callSequenceNumber, callSequenceNumber, callSequenceNumber, callSequenceNumber,
< [parameter#1, [parameter#1, [parameter#1, [parameter#1,

L parameter#2, ...] parameter#2, ...] parameter#2, ...] parameter#2, ...]

A A
Y
A_PDU with A_PDU with ('
5 callSequenceNumber, Transmission N callSequenceNumber, *
> [parameter#1, to peer entity [parameter#1, (1/'
=3 parameter#2, ..] parameter#2, ..] /
5|3
.
2= A_PDU with A_PDPU with
g. callSequenceNumber, Transmission callSequenceNumber,
< [parameter#1, to peer entity [pararheter#1,
parameter#2, ...] parameter#2, ...]
~ N

Application‘@ye of the Receiver

Figure 1 — Services and the protocol

This part of ISO 13185 defines services using the six service primitives: request, req_confirm, indicatfion,
response, 1sp_confirm, and confirmation.

Therequegtandindicationservice primitives alwayshayvethe same formatand parameters. Consequehtly
for all servfces, the response and confirmation service primitives (except req_confirm and rsp_confirm)
always haye the same format and parameters. When the service primitives are defined in this paft of
[SO 13185,|only the request and response service primitives are listed.

5 Document overview

Figure 2 sHows the UGP document structure and automotive protocols and interfaces.

© ISO 2015 - All rights reserved
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ISO 13185 Vehicle interface for provisioning and support of ITS services

Part1 Part 2 Part 3 Part 4
General information and use Unified gateway protocol Unified gateway protocol Unified gateway protocol
case definition (UGP) specification and (UGP) server and client API (UGP) conformance test
requirements specification specification
Automotive application layer protocols
SAE J1939 RP for a Serial 1SO 15031 Road vehicles - 1S0 27145 Road vehicles -

1SO 14229 (all parts)
Road vehicles -
Unified diagnostic services

Control and
Communications Vehicle

Communication between
vehicle and external test

Implementation of World-
Wide Harmonized On-Board

(UDS)

NEWorK

related diagnostics

DIIEMOSUTS (WWH-OBDY

ication requir |

1SO 14230 (all parts)
Road vehicles -
Keyword protocol 2000

Other protocols:
e.g SAE, vehicle
manufacturer specific, etc.

|

Communication Interfaces (CI)

IS0 11898 (all parts) 1S0 14230-1 IS0 9141-2 Road vehicles - 1SO 17458 (all parts)
Road vehicles - Road vehicles - Diagnostic system Road vehicles -
Controller area network Diagnostic over K-Line Part 2: CARB requirements FlexRay communications
(CAN) (Dok-Line) for interchange of digital system

Part 1: Physical layer information

IS0 13400-2 Road vehicles - Other

Di ic C ication C ication interfaces:
e.g SAE, vehicle

manufacturer specific, etc.

over Internet Protocol
(DolIP) - Part 3: IEEE 802.3
based wired vehicles interface

Figure 2 — UGP document structure and automotive protocols and interfacep

Figlire 3 illustrates the implementation(of the UGP and UDS document reference according tq OSI model
intd a V-ITS-SG. Both UGP and UDS (sg the same session layer services as defined in ISO 14429-2. Non-
UD$ based protocols use their own session, transport, and network layer services.

Communication services asthey apply to the OSI Service Conventions:

— |Application layer:
This part of 1SO. 13185 specifies the requirements of an ASN.1 based UGP independent of

underlying datadink.

— |Session layer:
[SO 14229*2 specifies the session layer services. This part of ISO 13185 uses the same sgssion layer

services as ISO 14229-1.

— | TFransport and Network layer:
Each communication link provides its own set of transport protocols and network layer services.

— Data link and Physical layer:
Each communication link provides its own set of data link and physical layer services.

The OSI layered concept implemented for the ISO 14229 series is the same as the one used for the
[SO 13185 series.

© IS0 2015 - All rights reserved 5
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Unified Gateway Protocol (UGP)

Unified Diagnostic Services (UDS)

1SO 13185-2 UGP
ASN.1 specification and requirements

OSl Layer 7 \-{\

1SO 14229-1 UDS
specification and requirements
subset

v v v v v

¥

Application

V-ITS-SG

1SO 14229-6
UDSonK-
Line

1SO 14229-3 1SO 14229-4 1S0O 14229-5
UDSonCAN UDSonFR ubSonlP

1SO 14229-7
UDSonLIN

1SO 27145-3
WWH-OBD
CMD

—

OSl Layer 6 Configuration requirements
Presentation

vehicle manufacturer specific

1SO 27145-2
WWH-OBD
CDD

N
L/

6 UGP

6.1 Gen

Figure 4ill
to exchang

OSTTAYErS
Session

1SQ 14229:2 UDS
Session layer services

S~ —_ B —

Standardized Service Primitive Interface

1SO 14229-3,-4,-5,-6,-7 UDSon... implementation |

UGP over Bluetooth, WiFi, ...

Diagnostic communication over any protocol

bral

ipplication layer services

|
|
|
|
! BT JSR-082] WiFi DoCAN CoFR DolP DoK-Line LIN Do,
| OBEX
| | OSI Layer 4 1SO 15765-2 I1SO 10681-2 1SO 13400-2 1SO 17987-2
| | Transport DoCAN CoFR DolP LIN
| thd transport transport transport Not transport
| SDP a and and and applicable and
! network network network network
| [ oSl Layer 3 RFCOMM layer services | | layer services layer services layer services
: Network
| S S e I S S R S LSS e LS
|
i L2cAP 150 118981 | | 150 174582 150 142302 | ANSO 79873
| OSl Layer 2 CAN FlexRay DoK-Line Yoracol
| | Data Link HCl data link layer | | 1SO13400-3 | | data linkdayer [
H DolP specification
| @ IEEE - e W IEEE 802.3 \‘(Y\ L
| 802.11n based
5 ired i -

: e 1S0 11898-2 | | 1SO 174584 | | Mirreltegf;:le || 86 142301 | 150179874

oSl Layer 1 Lc AN FlexRay DoK-Line ]
! Physical BT Radi 1SO 11898-3 electrical hysical layer electrical
: v aco CAN physical layer itk v physical layer
|

gure 3 — Implementation of UGP documentreference according to OSI model

Istrates the connection between the ND and V-ITS-SG. UGP provides application layer serv

ICES

Figure 4 — Connection between ND and V-ITS-SG

6.2 Service primitives

e the data between the, Nomadic Device and the V-ITS-SG.
Nomadic Device |~[\]
§L _
— — 9 =l . 3
iy H |5 s § .3
ST N I E S CEM o gi®
= | PN | :
] ] <JHHE V-ITS-SG %(—» ~
Sl HER z - o
achl b=t b= 1 1= 2 )
“en 11 B 2 }
o+ -lo = o
NI~ ~ln )
i B2 al™ >
i

Application layer services are referred to as Unified Gateway Protocol (UGP) services. The application
layer services are used in client-server based systems to perform functions such as test, inspection,
monitoring or diagnosis of on-board vehicle servers. The UGP Client, referred to as the P-ITS-S, R-ITS-S,
or C-ITS-S, uses the application layer UGP services to request data from the UGP Server. The UGP Server
uses the application layer services to send response data, provided by the requested UGP service, back

6
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to the UGP Client. The usage of application layer UGP services is independent from the UGP Client being
an off-board or on-board tester. It is possible to have more than one UGP Client connected.

The UGP server and client API provides a number of services that all have the same general structure.

For

each service, six service primitives are specified:

a service request primitive, used by the client function in the UGP application, to pass
arequested UGP service to the diagnostics application layer;

data about

a service request-confirmation primitive, used by the client function in the UGP application, to
indicate that the data passed in the service request primitive is successfully sent on the V-ITS-SG the

6.3

For
hav
an ¢

Thd
sign
resj

Figlire 5 depicts the applicatienlayer service primitives - Confirmed service.

nomadic device 1Is connected (0;

aservice indication primitive, used by the UGP application layer, to pass data to the serv
of the server UGP application;

a service response primitive, used by the server function in the V-ITS-SGUGP applicat
response data provided by the requested UGP service to the UGP application layer;

a service response-confirmation primitive, used by the serverfunction in the V-I
application, to indicate that the data passed in the service response-primitive is successf;
the V-ITS-SG the nomadic device received the UGP request on;

a service confirmation primitive used by the UGP application layer to pass data tq
function in the UGP application.

Application layer service primitives — Confirmed service

a given service, the request-confirmation primitive and the response-confirmation primi
E the same service data unit. The purpose ofithese service primitives is to indicate the co
arlier request or response service primitive invocation.

er function

on, to pass

T'S-SG UGP
11ly sent on

the client

Five always
npletion of

response-confirm primitive is used\by the application layer to indicate an internal evenmt, which is

ificant to the server application, and’pass communication results of an associated previ
pbonse to the server function in the/V-ITS-SG application.

DUSs service

Sender Start Start Receiver
Application } 1 Application
Layer Time | Restart Stop Time Layer
Plient P2server
ServiceName.request I— e—1-—
=9
Start P glient_max R
e °f P2scver ma
ServiceName.request-confirm I—--— e e e e —--—-{ ServiceName.indication |
--— -L --— -| ServiceName.response |
S
]
1]
3
=
=
)
Q
=
[ serviceName.confirmation }--- P L-.—-] ServiceName.response -confirm
I l
time l * % time

Figure 5 — Application layer service primitives - Confirmed service
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6.4 Format description of service primitives

6.4.1 General definition

All application layer services have the same general format. Service primitives are written in the form:
service name.type (

parameter A, parameter B, parameter C

[,parameter 1, ...]

\
7

where
“servige_name” is the name of the UGP service (e.g. GetSupporte(d-
Data),
“type” indicates the type of the servige primitive (e.g.
request),
“parameter A, ...” is the A_SDU (ApplicationJayer Service Data Unit)

as a list of values passéd by the service primitive
(addressing information),

”

are mandator§rparameters that shall be includefl in
all service ¢alls,

“parameter A, parameter B, parameter C

“|,parameter 1, ...]" are paramieters that depend on the specific servjice
(e.g.parameter 1 can be the GetSupportedData
service). The brackets indicate that this part of fhe
parameter list can be empty.

6.4.2 Service request and service indication primitives

For each dpplication layer service, seryice request and service indication primitives are specified
according to the following general format:

service pjame.request (

dallSequenceNumber,

timeInMillis,

length, datal, parameter 1,
-1,)

The requegt primitive is used by the client function in the application to initiate the service and ;rass
data about|the’requested UGP service to the application layer.

service name.indication (
callSequenceNumber,
timeInMillis, length,
data[, parameter 1, ...],
)
The indication primitive is used by the application layer to indicate an internal event which is significant

to the UGP Server application and pass data about the requested UGP service to the UGP Server function
of the V-ITS-SG application.

8 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

The request and indication primitive of a specific application layer service always have the same
parameters and parameter values. This means, that the values of individual parameters shall not

be changed by the communicating peer protocol entities of the application layer when the data are
transmitted from the UGP Client to the UGP Server. The same values thatare passed by the client function
in the UGP Client application to the application layer in the service request call shall be received by the
UGP Server function of the application from the service indication of the peer application layer.

6.4

.3 Service response and service confirm primitives

For each application layer service, service response and service confirm primitives are specified

acc
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vice name.response

(
callSequenceNumber,
timeInMillis, length,
datal,

)

parameter 1,

<1

response primitive is used by the server function in the V-ITS-SGapplication to initiate
pass response data provided by the requested UGP service to the application layer.

vice name.confirm

(
callSequenceNumber,
timeInMillis,
length,datal,

1)

patameter 1,

confirm primitive is used by the application layer to indicate an internal event which is si
UGP Client application and pass results.of an associated previous service request to the clie
he e.g. P-ITS-S application. It does'not necessarily indicate any activity at the remote pee
if the requested service is not supported by the UGP Server or if the communication is brg

responseand confirm primitive ofaspecificapplicationlayerservicealwayshavethesame
parameter values. Thisnieans that the values of individual parameters shall not be cha
municating peer protecol entities of the application layer when the data are transmitte

Server to the UGP Elient. The same values that are passed by the server function of t}
ication to the application layer in the service response call shall be received by the client
e.g. P-ITS-S application from the service confirmation of the peer application layer.

pecified:as the following:

A-positive response and positive confirm primitive shall be used with the first service

!

the service

pnificant to
nt function
I interface,
ken.

arameters
ged by the
d from the
e V-ITS-SG
function in

each respofise and confirm primitive two different service data units (two sets of paranpeters) will

data unit if

theregrested HGP service comld be successfully performed by the server functioninth

V-ITS-SG;

— A negative response and confirm primitive shall be used with the second service data unit if the
requested UGP service failed or could not be completed in time by the server function in the V-ITS-SG.
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6.4.4 Service request-confirm and service response-confirm primitives

For each application layer service, service request-confirm and service response-confirm primitives are
specified according to the following general format:

service name.req_ confirm

(
callSequenceNumber,
timeInMillis,

result

The reques
significant
service reg

service I

6.5 UGP

The globa
messages.

\
U

t-confirm primitive is used by the application layer to indicate an internal eventiwhid
to the UGP Client application, and pass communication results of an associated prev
uest to the client function in the e.g. P-ITS-S application.

ame.rsp_confirm (
callSequenceNumber,
timeInMillis,
result

)

service call with global reply message handling

reply message handling consists of the GlobalPositiveReply and GlobalNegativeR
he UGP Server uses a GlobalNegativeReply message to inform a UGP client that the reques

informatiop is notaccepted or supported. The GlobalPositiveReply is used by the UGP Server to positi

respond to
any data in

Figure 6 sh
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Key]

6.6
Figiire 7 shows theUGP service call with scheduled-based reply message handling.

50
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UGP Client (P-ITS-S) T_Data.req: The i.e. P-ITS-S application of thé. UGP Client starts the transmis
Call message by issuing a T_Data.req to its communication layer<The communication layer transm
message to the UGP Server (V-ITS-SG).
UGP Client (P-ITS-S) T_Data.con: The completion of the....€all message is indicated in the UGP Cl
(P-ITS-S) via T_Data.con. Now the response timing as described in ISO 14229-2 applies.

UGP Server (V-ITS-SG) T_Data.ind: The completion<of'the UGP Client (P-ITS-S) ...Call message is
the UGP Server (V-ITS-SG) via the T_Data.ind. Nowsthe response timing as described in ISO 14229;

UGP Server (V-ITS-SG) T_Data.req: It is assunied that the UGP Client (P-ITS-S) requires a reply fT|
Server (V-ITS-SG). The UGP Server (V-ITS-SGJ shall transmit the ...Reply message to indicate that t
been processed and that the transmission of the reply has started.

UGP Server (V-ITS-SG) T_Data.con:.The completion of the transmission of the ...Reply message i
in the UGP Server (V-ITS-SG) via T_Data.con.

Figure 6 —UGP service call with global reply message handling

UGP service callwith scheduled-based reply message handling
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UGP Client (P-ITS-S) T_Data.req: applicatiornrissues a GetValueCall message to the transport/
twork layer.

=

UGP Server (V-ITS-SG) T_Data.ind: transport/network layer issues to application the indication of
re¢ception of a GetValueCall message.

UGP Client (P-ITS-S) T_Data.con: transport/network layer issues to application the confirmation o
mpletion of the GetValue¢all message. UGP Client starts its Pcjjent timer using the default relo
hlue Pclient = Pclient max¢'The value of the Pjient timer shall consider any latency that is involved bas
h the communicationgmedia between UGP Server and UGP Client.

o < o

P Server (V-ITS*SG) T_Data.req: application has prepared the GetvValueReply message and

the

Fthe
hd
ed

igsues a T_Datareq,to transport/network layer within P2server max. UGP Server stops the P2gepver tinper.

P Server (V-ITS-SG) T_Data.con: transport/network layer issues to application the completion
of the GetValueReply message. UGP Server starts the P2gepyer timer using the value of
PRserver=\P2refreshinterval-

P’ Client (P-ITS-S) T_Data.ind: transport/network layer issues to application the reception of a
GetValueReply message. UGP Client stops the Pcijen: timer:

Figure 7 — UGP service call with event- and scheduled-based reply message handling

6.7 UGP service data unit specification

6.7.1 Mandatory parameters

6.7.1.1 General definition

The application layer services contain three mandatory parameters. The following parameter definitions
are applicable to all application layer services specified in this part of ISO 13185.

12
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6.7.1.2 result

Type: enumeration
Range: ok, error
Description:

The parameter ‘result’ is used by the req_confirm and rsp_confirm primitives to indicate if a message
has been transmitted correctly (ok) or whether the message transmission was not successful (error).

6.7[1.3 Tength

Typp: 4 byte unsigned integer value

Ranjge: 04 - (232-1)q

Desgription:

Thip parameter includes the length of data to be transmitted/received.
6.7]1.4 data

Thip parameter includes all data to be exchanged by the highef layer entities.

6.7

Thi
for

6.7
Thi

7

7.1

The
pro
by t

The
and
infd

1.5 callSequenceNumber

k5 parameter includes the sequence number of the call. The receiver shall use the san
the reply.

1.6 timelnMillis

5 parameter includes the time stamp of the reply data in milliseconds since 1970.

UGP application layer_protocol in ASN.1 document interface

General definition

communicationbetween the UGP Client e.g. ND and the UGP Server (V-ITS-SG) is a unifi

he connectedGP Client.

interpret the data retrieved via the V-ITS-SG. The UGP Client displays or processes thd
rmationorrelaystheinformationtoanykind of back officeinfra-structure,i.e. C-ITS-S. Alli

sha

he number

bd gateway

focol with a highylevel of data abstraction. No knowledge about the vehicle protocols shall he required

UGP Client application is pre-loaded with a vehicle-specific configuration in order to ayithenticate

requested
hformation

cation and

| EYS r‘nmpncpd of the V-ITS-SG and delivered to the UGP Client upon request if authent

authorization criteria have been met by the UGP Client.

7.2

Common message data and structure

A UGP service consists of a request and response message. The data transmitted in the request and
response message are structured in ASN.1. The data are encoded in Unaligned Packed Encoding Rules
(U-PER). To distinguish the messages, all request messages end with ‘Call’ and all response messages

end

with ‘Reply’.

© ISO 2015 - All rights reserved
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Table 1 — Definition of UGPMessage

Msg UGPMessage

Attributes |[Name

callSequenceNumber

Description

This parameter includes the sequence number of the
call. The receiver shall use the same number for the

reply.

Cvt

timeInMillis

This parameter includes the time stamp of the reply

data in milliseconds since 1970.

ASN.1 —5cPMessegess— o

S
callSequenceNumber
timeInMillis
choiceUGP

authenticationCall

UNUM64

UNUM16,

OPTIONAL,

CHOICE {

AuthenticationCall,

authenticationReply
getSupportedDataCall

globalPositiveReply
globalNegativeReply

by

}

ugpVersion Version::= 1

AuthenticationReply,
GetSupportedData€all,

GlobalPog¥tiveReply,
GloballegativeReply,

All ASN.1

message and its attributes and the ASN.1 representations are defined in Table 1.

messages have a common basic structure. The root element is called UGPMessage. [The

Allservicedthathavenopositiverespon$eattributesusetheglobalreplymessageGlobalPositiveReply

(see 9.1) instead of an own reply message.

All servicels that cannot suppekt,/interpret, etc. the attributes included in the message call (requlest)

shall send

7.3 ASN|1 model

The ASN.1 modelcornsists of two modules:

he negative response message GlobalNegativeReply (see 9.2).

— VehidleInterfaceDataFormat.asn:definessimpletypeslikeBoolean, String, UNUMI 6@and

SNUM32-Additionally- SEQUENCESforthe-dataparameterdefinition-areintroduced:b

3 ol —\er\T—me
)

T oy oY

DataType, Numeric, EnumStringItem, DataParam, DataParamValue, etc. (see B.1);

— UnifiedGatewayProtocol.asn: contains the UGPMessage with all of its choiceUGP
like authenticationCall, getSupportedDataCall or getDtcInfoReply and the

VIDFConfig (see B.2).

The ASN.1 model shall be used for validating the exchanged documents for a better understanding of the

allowed structure.

14
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8.1 Overview

ISO 13185-2:2015(E)

Table 2 provides an overview of the UGP clusters. A UGP cluster can have one or more UGP services.

Table 2 — UGP clusters and associated services

# — Main title of . - Related services Cvt
Brief description

cluster

1 — Global services This cluster handles the positive response for all |9.1 GlobalPositiveReply —
UGP services without response parameters and all 9.2 GlobalNegativeReply | —
negative responses. Asynchronous services can be
stopped and the key can be resetted. 9.3 StopService M

9.4 Reset M

2 — Authentication The UGP services belonging to this cluster initiate |10.1cAuthentication Oa
the communication to the V-ITS-SG while checking
the authentication and authorization.

3 — Supported data The single UGP service belonging to this cluster “\-{11.1 GetSupportedData Mb
requests the supported data parameters. This
UGP service should be called once after authenti-
cation.

4 — Data parameter The UGP services belonging to this cluster get, 12.1 GetValue M
access set and control the data parametérvalues in the 12 2 SetValue Ce
V-ITS-SG (UGP Server). Getting and controlling —
can be scheduled in real timé«ntervals by the 12.3 ControlValue Cc

V-ITS-SG.

5 — Diagnostic trouble | The UGP services belonging to this cluster handle |13.1 GetDtcInfo M
code information access |the reading and -clearllng of the.dlagnostlc trouble 13.2 ClearDtcInfo M
codes and associated information. —

6 — In-vehicle network |The UGP services belonging to this cluster enable |14.1 EnablePassThru Cc

accpss a switch to another protocol in the V-ITS-SG (UGP
Server),‘which the vehicle manufacturer might
choose to perform non-public configurations e.g.
required during the assembly of the vehicle.
7 — Maintenance The UGP services belonging to this cluster main- |15.1 ListFile Cc
tain the V-ITS-SG (server) core software and its 15.2 ManaceFile Ce
configuration with services to list, download, — 8
upload and delete. In addition, log files and
snapshots can be listed and downloaded from the
V-ITS-SG.
a TheAuthentication service is optional. If the service is not executed, the default access rights are active (see 10.1).
b The GetSupportedData service shall only report the default data parameters which are required by locjl legislation

andlappropriate for the vehicle tvpe and model, if the Authentication service has notbeen executed

c This service is conditional and depends on the user access rights of the AuthenticationReply. If the Authentication
service has not been executed, a GlobalNegativeReply is returned from the V-ITS-SG.

8.2 UGP service clusters and associated services

Figure 8 shows the UGP service clusters and associated services. The services shown in cluster

“authentication and encryption” and

sequence as shown prior to any services of the other clusters.

© ISO 2015 - All rights reserved
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Figure 8 — UGP service clusters and associated services

ervice cluster 1 — Global services

alPositiveReply

Table 3 deffines the global positive response méssage GlobalPositiveReply. List attributes|are
marked with {} in the attributes part of the message definition.

Table 3 — Definition of the message ‘GlobalPositiveReply’

Msg GlobalPositiveReply |Replies services requests without own reply message.
Attribute§ [Name Description Cyt
— no attributes —
ASN.1 GlobalPositiVeReply::= SEQUENCE ({
}
9.2 GlohalyegativeReply

Table 4 defines the negative response message GlobalNegativeReply for all services. It contains
alistof VIErrorvValue elements. A VIErrorValue consists of the mandatory attribute errorId as
reference to an error. The number and content of the attributes rvId depend on the error. Examples for

aGlobalNegativeReply are defined in the respective service.

Table 4 — Definition of the message ‘GlobalNegativeReply’

Msg GlobalNegativeReply |Possible reply on all ...Calls without results in the reply.
Attributes |[Name Description Cvt
error {} List of error values containing following sub attributes: M
- errorId — Unique error identifier, references to an error M

16
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Table 4 (continued)
attribute — List of data parameter values (see A.11) 0
ASN.1 GlobalNegativeReply::= SEQUENCE ({

error SEQUENCE OF VIErrorValue,
9.3 StopService
9.3]1 Service description
Thg StopService is used to request the termination of a previously defined asynchronougservice.
9.3]2 Message ‘StopServiceCall’
Table 5 defines the request message StopServiceCall using(the callSequenfgeNumber

of
ref
Std

Table 5 — Definition of the message ‘StopServiceCall’

W previously defined asynchronous service, i.e. a service requ€sted by a call with attribute
reshInterval greater than 0. There is no relation between-the callSequenceNun
pServiceCall message and the attribute.

ber of the

M StopServiceCall Request a sepyice termination.
At Description Cvt
callSequenceNumber The sequence number of the asynchrounous service tp M
stop.
Af§ StopServiceCall::= SEQUENCE-{
callSequenceNumber s\ UNUM16,
9.3]3 Positive reply
If the requested service can be stopped, a GlobalPositiveReply (see 9.1) is sent.
9.3[4 Error handling
If the StdpService fails with an invalid callSequenceNumber or a not stoppable| service, a

G1ld

badNegativeReply (see 9.2) is returned.

9.3.5 Example

An example for the StopService is included in Table 6. The UGP Client requests the termination of a
service with stopServiceCall by defining the callSequenceNumber 192.The V-ITS-SG replies
with a positive stopServiceReply with no additional information.

© ISO 2015 - All rights reserved
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Table 6 — Example for service StopService

ASN.1 |stopServiceCall UGPMessage::= { callSequenceNumber 496,
choiceUGP stopServiceCall: { callSequenceNumber 192

bl

stopServiceReply UGPMessage::= { callSequenceNumber 496,
choiceUGP globalPositiveReply: {

9.4 Reset

9.4.1 Service description

This Resef service is used to reboot or to shut down the V-ITS-SG.

9.4.2 Madssage ‘ResetCall’

Table 7 deffines the request message ResetCall.

Table 7 — Definition of the message ‘ResetCall’

Msg ResetCall Request a key off and on reset.
Attributes |[Name Description Cyt
resetType Type of the reset: reboot;*shutdown
ASN.1 ResetCall::= SEQUENCE ({

9.4.3 Pogitive reply

A positive feply is handled by a GlobatbPositiveReply (see 9.1).

9.4.4 Error handling

If the key dff and on reset.does not work, a GlobalNegativeReply (see 9.2) is returned.

9.4.5 Example

An example forsthe CodeReference is included in Table 8. The UGP Client requests the reset with

resetCalll-The V-ITS-SG replies with a positive resetReply with no additional information.

Table 8 — Example for service Reset

ASN.1 |resetCall UGPMessage::= { callSequenceNumber 480,
choiceUGP resetCall: { resetType reboot

Pl

resetReply UGPMessage::= { callSequenceNumber 480,
choiceUGP globalPositiveReply: {

18 © IS0 2015 - All rights reserved
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10 UGP service cluster 2 — Authentication
10.1 Authentication

10.1.1 Service description

The Authentication service starts the communication between the UGP Client (P-ITS-S / R-ITS-S) and
the V-ITS-SG. It authorizes the client to the V-ITS-SG and supplies authorization access.

10.1.2 Message ‘AuthenticationCall’

Table 9 defines the request message AuthenticationCall.

Table 9 — Definition of the message ‘AuthenticationCall’

Msg AuthenticationCall Initiates the communication to the V-ITS-SG'by requesting the users
V-ITS-SG authentication key.
Attributes |Name Description Cvt
authenticationKey |Publickey for access to a V-ITS-SG M
ASN.1 AuthenticationCall::= SEQUENCE ({

authenticationKey String,

10.1.3 Message ‘AuthenticationReply’

Tabje 10 defines the response message AuthenticationReply. It is used to confirm the V-ITS-SG
authentication key submitted by the UGP,Client and to transfer all authorizations enabled byf the key.

© IS0 2015 - All rights reserved 19
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Table 10 — Definition of the message ‘AuthenticationReply’

Msg AuthenticationReply Replies the AuthenticationCall by returning a bit
mask for the users authorization.
Attributes |Name Description Cvt
authorization Bit mask with all authorizations; uses the bit defi- |M
nition of the authorization bits:
Bit |Name =0.. =1.. ... Description Default
0 get-value-extend- |only default |all sup- service GetValue (see 0
ed-access ported 12.1)
1 set-value-access no access  |access service SetValue (see 0
12.2)
2 control-value-ac- |no access |access service ControlValue 0
cess (see 12.3)
3 enable-pass-thru- |noaccess |access service EnablePassThru |0
access (see 14.1)
4 file-download-ac- |noaccess |access service ListFile (see 0
cess 15.1)¢service Manage-
File'(see 15.2) with
activityType = download
5 file-upload-access |noaccess |access service ManageFile (see |0
15.2) with activityType
=upload
6 file-delete-access |noaccess |access service ManageFile (see |0
15.2) with activityType
=delete
ASN.1 AuthenticationReply::= SEQUENCE {
authorization AuthorizationBits,
}
AuthorizationBits::= BIT STRING {
get-vatue-extended-access (0),
set>yalue-access (1),
centrol-value—-access (2),
€nable-pass-thru-access (3),
file-download-access (4),
file-upload-access (5),
file-delete-access (6)
} (SIZE (7, -))

10.1.4 Error handling

If the authentication fails,a GlobalNegativeReply (see 9.2) is returned.

10.1.5 Example

A typical example for the Authentication is included in Table 11. The UGP Client (P-ITS-S/R-ITS-S)
requests the Authentication (authenticationCall) with his V-ITS-SG authorization key. The V-ITS-

20
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SG replies with a positive message (authenticationPosReply) including the bit mask for the
authorization of the UGP Client.

If the UGP Client cannot be authenticated or is not authorized, a GlobalNegativeReply (see 9.2) is
returned (see authenticationNegReply).

Table 11 additionally shows the unaligned PER encoding (U-PER) for the example in the lower area. The
comments with leading ‘~-" are only added for readability.

Table 11 — Example for service Authentication

ASN.1 authenticationCall UGPMessage::= { callSequenceNumber 1,
choiceUGP authenticationCall: {
authenticationKey “0vrmYdc6ziscBdMhGphiT6m0aOD2dNLENETHS1g"”

bl
authenticationPosReply UGPMessage::

{ callSequenceéNumber 1,
choiceUGP authenticationReply: {
authorization ‘1000100’B
o}
authenticationNegReply UGPMessage::

{ €allSequenceNumber 1,
choiceUGP globalNegativeReply: {serror {
{ errorId 1 }
bl
Unpligned |--authenticationCall (39 bytelt
PER 00 00 40 13 BO ED CB 6D -<9C 98 DB 7A D3 CF 1C 2C 93 74 47 EJ
A3 4D 46 DB 58 61 61 1IN"96 49 D3 21 EE 8B 52 95 3D 99 CO

--authenticationPosReply (5 byte):
00 00 41 3 840

--authenticationNegReply (9 byte):
00 00 G400 90 00 00 00 20

11|UGP seryice cluster 3 — Supported data

11./1 GetSupportedData

11.1.1 Service description

This service is used to request the supported data parameters.

11.1.2 Message ‘GetSupportedDataCall’

Table 12 defines the request message ‘GetSupportedDataCall’. All attributes are optional and
are used as a filter of the expected response. If no attribute is defined, all supported data parameters
of all supported ECUs are requested. The supportedDataFilter vehicle-info-only requests
only vehicle info data parameters. The supportedDataFilter with-ecu-data requests all data
parameters including their eculd. The supportedDataFilter without-ecu-data requests all
supported data parameters without eculd. If the attribute ecuList is added, the data parameters are
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filtered to the specified ECUs. If the accessType is defined, only data parameters of this access type
are requested. If the dataParamProperty is defined, only data parameters of this data parameter
property (e.g. sensor) are requested.

Table 12 — Definition of the message ‘GetSupportedDataCall’

Msg GetSupportedDataCall Request the supported data parameters from the
V-ITS-SG.
Attributes |[Name Description Cvt
supportedDataFilter Filters the supported data to: vehicle-in- M
fo-only,with-ecu-data,without-ecu-data
eculist {} List of the ECU identifer of the in-vehicle network™, *|O
ECUs from where the data parameters should be
retrieved.
accessType Filters the supported data parameters to/the spec- |0
ified access type (see A.7).If no accessType is
defined, the access types are not filtered.
dataParamProperty Filters the supported data parameters to the spec- |O
ified data parameter property\(see A.7). If no dat-
aParamProperty is defiged, the data parameter
properties are not filtefed.
ASN.1 GetSupportedDataCall::= SEQUENCE ({
supportedDataFilter SupportedDataFilter DEFAULT with-
ecu-data,
eculist SEQUENCE OF Identifier OPTIONAL,
accessType AccessType OPTIONAL,
dataParamProperty DataParamProperty OPTIONAL,
}
SupportedDataFilter::= ENUMERATED { vehicle-info-only, with-ecu-data
without-ecu-data,
}
11.1.3 Mgssage ‘GetSuppostedDataReply’
Table 13 defines the positive response message GetSupportedDataReply which contains only|the
vehicle infp data parameter rvIds if the supportedDataFilter vehicle-info-only is uped.
The filter yith-ecu~data returns a list of data parameter mappings. The filter without-ecu-data
returns only adist'of the registered value identifiers (rvIds).
The definitien—o possible—d paraiete pcluding d be,—unit—e ncluded—inlthe

VIDFConfig (see A.19). The GetSupportedDataReply returns the supported rvIds that can be

filtered fro

22
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Table 13 — Definition of the message ‘GetSupportedDataReply’

dataParamList
OPTIONAL,

dataParamMapping
OPTIONAL,

}

Msg GetSupportedDataReply |Replies the GetSupportedDataCall by returning the data
types, data parameters, and their mappings to the ECUs.
Attributes |Name Description Cvt
dataParamList {} List of all data parameter rvlds, if supportedbDataFil- |0O1a
ter without-ecu-data;
List of vehicle info data parameter rvlds, if supportedDa-
taFilter vehicle-info-only
databParamMapping () Histefmappines-between-dataparameterandEEH{ses 02a
A.8),if supportedDataFilter with-ecu-datés
ASN.1 GetSupportedDataReply: := SEQUENCE {

SEQUENCE OF Identifier

SEQUENCE OF DataParamMapping

a  |Either O1 or 02 must be defined depending on the supportedDataFiXrer setin GetSupportedDatad

all

In JataParamMapping, data parameters are mapped to ECUs to define ‘this ECU does stipport this
data parameter’.

11.

If np supported data parameters can be retrieved, a GlobalNegativeReply (see 9.2) is 1
atlgast one data parameter is available but others cannot be retrieved, the Get SupportedD

1.4 Error handling

confains a list of VIErrorValues.

11.

t requests all supported‘data parameters with the getSupportedbDataCallWithou

L.5 Example without ECU datd

eturned. If
btaReply

CEcuData

Table14showsapositiveexamplefortheuseoftheserviceGet SupportedDatawithoutECUd4ta. The UGP
Cli%
usi

g the supportedDataFilter without-ecu-data. If all supported data paramef
retitieved, the UGP Seryerresponds with a getSupportedDataReplyWithoutEcuData

a ligt of all supported data parameter rvIds.

ers can be
containing
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Table 14 — GetSupportedData example without ECU data

ASN.1

getSupportedDataCallWithoutEcuData UGPMessage::= ({
callSequenceNumber 112,

choiceUGP getSupportedDataCall: { supportedDataFilter without-ecu-
data

bl

getSupportedDataReplyWithoutEcuData UGPMessage::= ({

callSequenceNumber 112,
choiceUGP getSupportedDataReply: { dataParamList {
1002, 2341, 461, 10020, 10021, 10030, 10042, 10050
Py

U-PER

—getSupportedDataCallWithoutEcuData (4 byte):
00 1C 02 04

—getSupportedDataReplyWithoutEcuData (37 byte) ;

00 1C 03 41 10 00 00 7D 50 00 01 24 BO 00400 39 BO 00 04 E4 90 0O
04 E4

BO 00 04 E5 DO 00 04 E7 50 00 04 E8 40

11.1.6 Ex

Table 15 sh
UGP Client
using the

retrieved, {

of all suppg¢rted data parameter mappings.

hmple with ECU data

pws a positive example for the use of the service Get SupportedDataincluding ECU data.
requests all supported data parameters'with the get SupportedbDataCallWithEcuD
supportedDataFilter with=eeu-data. If all supported data parameters can

he UGP Server responds with a getSupportedDataReplyWithEcuData containing 41

24
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bt a
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© ISO 2015 - All rights reserved


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

Table 15 — GetSupportedData example with ECU data

ASN.1

getSupportedDataCallWithEcuData UGPMessage::= { callSequenceNumber 113,
choiceUGP getSupportedDataCall: { supportedDataFilter with-ecu-data
b}
getSupportedDataReplyWithEcuData UGPMessage::= { callSequenceNumber 113,
choiceUGP getSupportedDataReply: { dataParamMapping {
{ rvId 1002, eculId 17 }, { rvId 2341, eculd 51 },

e o) fa¥a) o) h]

laWaXe¥a) il Tl il
\orenv; Ty CcouOrct T ] 7

{ rvid 10023, eculd 21 },
{ rvId 10024, ecuId 21 }, { rvId 10042, eculd 51 },
{ rvid 10050, eculd 51 }

Tl l L el I |
A ] T J7 | LTvVvIc TUOU

H

Tl
T v LTCr

{ rvId 10022, eculd 21 },

b

U4{PER

—getSupportedDataCallWithEcuData (4 byte):
00 1C 42 02

—getSupportedDataReplyWithEcuData (78 bytelé

00 1C 43 21 28 00 00 3E A8 00 00 01 1400 00 49 2C 00 00 01 |9A 00 0O
oC

92 00 00 00 55 00 00 4E 4B 00 00 QO+ 2A 80 00 27 26 80 00 00 |15 40 0O
13

93 CO 00 00 OA AO 00 09 CA 20800 00 05 50 00 04 E7 50 00 00 |06 68 00
02

74 28 00 00 03 30

11.1.7 ECU filtered example

Tabje 16 shows an ECU filtered.example for the use of the service Get SupportedData. The[UGP Client
reqpests all supported data parameters for ECU 17 with the get SupportedDataCallEcufiltered.
If |[data parameters of \ECU 17 can be retrieved, the UGP Server respond$ with a
geflSupportedDataRépl yEcuFiltered containing a list of the data parameters of ECU[17.

Table 16 — ECU filtered example of GetSupportedData

ASN.1 getPupportedDataCallEcuFiltered UGPMessage::= { callSequenceNumber 114,
choiceUGP getSupportedDataCall: { supportedDataFilter with-efcu-data,
eculList { 17 }

—
getSupportedDataReplyEcuFiltered UGPMessage::= { callSequenceNumber 114,
choiceUGP getSupportedDataReply: { dataParamMapping {
{ rvId 1002, eculId 17 }
}orod
U-PER —getSupportedDataCallEcuFiltered (9 byte):

00 1C 82 42 03 00 00 00 22

—getSupportedDataReplyEcuFiltered (13 byte):
00 1C 83 20 28 00 00 3 A8 00 00 01 10
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11.1.8 Negative access type and data parameter property filtered example

Table 16 shows a negative access filtered example for the use of the service Get SupportedData. The
UGP Client requests the data parameters with the access type read-only and the data parameter
property ecu-internal-signal with the getSupportedDataCallAccessTypeFiltered.
In this example, the UGP Server responds with a getSupportedDataNegReply containing the
errorId and the corresponding error attributes.

Table 17 — Access type and data parameter property filtered example of GetSupportedData

ASN.1 |getSupportedbDatraCallAccessTypeFiltered [IGPMessage: =
callSequenceNumber 115,

choiceUGP getSupportedDataCall: { supportedDataFilter withoutHecu-
data,

accessType ‘'10000’B, dataParamProperty ecu-internal-@ignal

N}

detSupportedDataNegReply UGPMessage::= { callSequenceNymber 115,
choiceUGP globalNegativeReply: { error ({
{ errorId 633, attribute { numeric: 32 },}

11}
U-PER |{getSupportedDataCallAccessTypeFiltered (6 kyte):

Jo 1Cc c2 34 80 CO

-getSupportedDataNegReply (12 byte) :
Jo 1C D4 00 BO 00 00 4F 20 20 80%20

12 UGP §gervice cluster 4 — Data parameter access
12.1 GetValue

12.1.1 Service description

This servide is used to request the values for the data parameters defined in Get SupportedData

12.1.2 Mgdgssage ‘GetValueCall’

Table 18 d¢fines.the'request message ‘GetValueCall’.
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Table 18 — Definition of the message ‘GetValueCall’

Msg GetValuecCall Request data parameter values
Attrib- |Name Description Cvt
utes  |test- condition|specifies the interpretation of the combined attributes testInt- |0
Interval erval and condition
=0 not set reply message is sent only once
set test the condition and if test condition is true then send one reply
message
Y not set reply message is sent each time the testInterval [ms] has expired
set test the condition each time the testInterval [ms] has expired 4nd if
test condition is true then send a reply message
dataParamList {} |Listofregistered value identifiers to retrieve O1a
??taParamMapping List of mappings between data parameter and ECU 02a
condition A ComplexCondition element (see A.20). If the condition is fet, |O

the data parameter values should be résponded only if the confi-
tion is true.

a Hither O1 or 02 must be defined

ASN.1 |[GetValueCall::= SEQUENCE ({
testInterval SNUM32,
dataParamList SEQUENCE QF Tdentifier OHTIONAL,
dataParamMapping SEQUENCE\OF DataParamMapping JPTIONAL,
condition ComplexCondition JPTIONAL,

}

Both attributes dataParamListland dataParamMapping define the data parametells to reply,
daffaParamList asalist of registered value ids, and dataParamMapping as mappings befween data
parpmeter and ECU. Either dataParamList or dataParamMapping must be defined.

The attribute conditipen defines under which conditions the data should be replied. A gondition is
defjned by a simplePavram, a simpleDtc, an AND or an OR condition. A simpleParam defines a
datp parameter of an-ECU, a compare operator, and a value. A simpleDtc defines the DTC[s base and
symptom identifi€rs and its complementary mask.

The condition.is checked by the V-ITS-SG. If it is true, the requested data parameters are resgonded by a
filldd GetValueReply (see 12.1.3).

e-condition is false, the GetValueReply is empty on the first call. If the refreshInterval is

ition i -ITS- illi nds. If the
condition is true, the reply is responded as if no condition has been set. If the condition is false, no reply
is responded in this time interval.

12.1.3 Message ‘GetValueReply’

Table 19 defines the positive response message GetValueReply. It contains a list of the requested
data parameter values defined by eculd, rvId and a value. Dependent on the data parameter
declaration (see 11.1.3), the value is a numeric, lnumeric, string, enumString, bitString,
structureMissing, array, monitor, or error. See ISO 15031-5 and SAE ]J1979-DA for the
definition of a monitor value. See 12.1.7 for a monitor example.
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Table 19 — Definition of the message ‘GetValueReply’

Msg GetValueReply Replies the GetValueCall by returning the values of the data parame-
ters.
Attributes [Name Description Cvt
valueTS {} List of DataParamValueTS (data parameter value time stamps) |M
elements as decribed in A.13.
ASN.1 GetValueReply::= SEQUENCE ({
valueTS SEQUENCE OF DataParamValueTsS,
}
12.1.4 Ertor handling
If no data parameter values can be retrieved, a GlobalNegativeReply (see 9.2) isreturned. If at least
one data parameter value is available but others cannot be retrieved, the GetvValuéReply contaips a
list of VIErforValues.

12.1.5 Single get data parameter list example

An exampl
the data p
The desire
monitori
defined in

e for the GetValue using data parameter lists is includedinJable 20. The UGP Client requ
hrameter values by passing a list of four registered value ids in getvalueCallInLj
d parameters are Engine Control module goltage, Secondary air sys
ng ready, Engine Coolant Temperatung, and Hardware part number]

the registe

The V-ITS-
the four de
maps to th|
Control

"W, qu
decimal pl
numeric

value with
for ‘yes’. So
yes’.T
means thaf

Using this

red value ids are unique.

5G responds with the positive reply getValueReplyInList returning only the valug
sired data parameters. The values are mapped in the order of the call. So the first reply v
e first call parameter, etc. To interpret the values, the definition must be used. The Eng
module voltage isdefined with\dataTypeId 331,whohasdecimalPlaces 2, u
tient 100, min 880,, and max 1560, i.e. the value should be displayed with
hces, uses the unit ‘V’, mustibe divided by 100, and has a range of 8.80 to 15.60 V. So
1250 must be interpreted.as Engine Control module voltage of12,50 V. The sec

enumString 1 mustbeinterpretedas ‘Secondary air system monitoring re
he numeric 873MmeansanEngine Coolant Temperatureof873°C.Theerror
the Hardwar@ypart number cannot be read.

bhort form ef'data reply, the unaligned PER for the four parameters takes only 35 bytes.

PSts

st.

Cem

(as

A.6.2, A.6.3, A.6.5, A.7, A.16). The ECU address must not be included because in this example

s of
hlue
lne
hit
fwo
the
ond

the rvId 7368 hasthedataTypeId 2 whichisanenumeration with values 0 for ‘no’ and 1

b dy
122

28
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Table 20 — Data parameter list example for service GetValue

ASN.1 |getValueCallInList UGPMessage::= { callSequenceNumber 192,

bl
getValueReplyInList UGPMessage::= { callSequenceNumber 192,
choiceUGP getValueReply: { valueTS {

{ value numeric: 1250 }, { value enumString: 1 },

choiceUGP getValueCall: { dataParamList { 1002, 7368, 2341, 1123 }

22 ) L 1 4222 )
T

L 1 : Q
T oaroc o rro. o 7 T groc CcLrlrtor . ¢ T

IR

PER |-getValueCallInList (21 byte):

00 30 04 20 24 00 00 1F 54 00 00 E6 44 00 00 49 2C 00.00 23
—getValueReplyInList (18 byte):

00 30 05 02 00 84 E2 08 00 02 02 0D A4 54 00 00 'BD 30

12.

An §
the
ECU

Inst

Thd
bec
the

As
Thd

inc}Eding the values for the requested data'parameters and possible errors for invalid signal p

1.6 Asynchronous conditioned example

isynchronous conditioned example for the GetValue isinchided in Table 21. The UGP Clie
data parameter values by passing a refreshIntervalof5 000 ms, three data parame
s, and the condition ‘Engine Coolant Temperature is greater than 110,0 °C’ in getVvalue

eadofthedataParamlList, adataParamMappimgisincluded heretoshowadifferent

huse the temperature is not as high as definedin the condition. After some time intervals ¢
conditionistrue,and the V-ITS-SG respondsasynchronous with the positive getvValueRe

ng as the condition is true, the dataare replied every 5 000 ms.

asynchronous service can be stopped by using the StopService (see 9.3).

htrequests
ters of two
allCond.

\lternative.

V-ITS-SG first responds with a positive empty\reply (getValueReplyCond1l). The reply is empty

f5000 ms,
b1lyCondN
Arameters.

©IS
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Table 21 — Condition example for service GetValue

ASN.1 |[getValueCallCond UGPMessage::= { callSequenceNumber 193,
choiceUGP getValueCall: { testInterval 5000, dataParamMapping {
{ rvId 1002, ecuIlId 17 },
{ rvId 7368, eculId 17 },
{ rvId 2341, eculId 51 }
}, condition {
Teramctorct—t—rvrid—2 34 —oreretor—st—vatre—rume - re—++6-6—
b}
getValueReplyCondl UGPMessage::= { callSequenceNumber 193,
choiceUGP getValueReply: { valueTS {
by}
getValueReplyCondN UGPMessage::= { callSequenceNumber 193,
choiceUGP getValueReply: { valueTS {
{ value numeric: 1250 }, { wvalue enumStrindg: 1 }, { value
numeric: 1101 }
bt
U-PER |[getValueCallCond (42 byte):
00 30 44 5C 00 00 9C 40 19 00 00 07 DS 00 00 00 22 40 00 OE 64 4d
00 00 08 90 00 01 24 BO 00 00 06 62¢20 00 02 49 48 10 89 80
—getValueReplyCondl (5 byte):
00 30 45 00 00
—getValueReplyCondN (13 byte):
00 30 45 01 80 84 E230€ 00 02 02 11 34
12.1.7 Mgnitor example
A monitor ¢xample for the GetValueisincluded in Table 22. The UGP Clientrequests the data paramegter
values by gassing a monifering registered value id (see getValueCallMon). The V-ITS-SG replies with

a positive 1

eply (getW¥alueReplyMon) including the monitor values for the given data parameter. [The

monitor value includes the test values for the testId 1 and 5 as defined in 11.1.3. The test values|are

0,365V wi

thin arange of 0,365 until 0,365 V and 0,072 s within a range of 0 until 0,100 s.

30
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Table 22 — Monitor example for service GetValue

ASN.1 |getValueCallMon UGPMessage::= { callSequenceNumber 194,
choiceUGP getValueCall: { dataParamList { 2344 }
bl
getValueReplyMon UGPMessage::= { callSequenceNumber 194,
choiceUGP getValueReply: { valueTS {
{ value monitor: {
—test¥atue—365—testVatueMinr—365—testvVatueMar—365—,
{ testValue 72, testValueMin 0, testValueMax 100 _}
bl
bl
U{PER |-getValueCallMon (9 byte):
00 30 84 20 0C 00 00 49 40
—getValueReplyMon (31 byte):
00 30 85 00 88 02 70 00 00 2D BO 00 00_2b BO 00 00 2D AE 00 |00 01 22
00 00 00 02 00 00 01 90
12.1.8 Structure example ‘vehicle info’

A s
‘v
12.]

tructure example for the Getvalue is included in Table 23. The registered value
hicle info’ has dataType 345 which:is defined as structure of some data parar
.8). So the UGP Client requests the vehicle” info data parameter values by using the

valge id for ‘vehicle info’ in getValueCajllVehicleInfo. The V-ITS-SG replies with

rep
par
to (
veh
veh
yea
ver

y (getValueReplyVehicleInfo) including only the values for all specified vehicl
hmeters. Here, the vehicle info data’ are responded once because the refreshInte
. The vehicle info data parameters in this example are vehicle key = ‘passcar-hyunda
icle type = ‘car’, vehicle class\= ‘passenger vehicle’, vehicle brand = ‘Hyundai’, vehicle m
icle variant ‘Hatchback?~vehicle powertrain ‘1.61 Diesel 16v. Inj., Turbo’, ve
I = ‘2010, config package,type = ‘basic’, config package name = ‘2013-07-12_1’, V-ITS-S
bion = ‘1.10.283’, enhanced diagnostic pass-thru seed = ‘dj32khdskjsah32’, ECU program

thry seed = ‘uwaj3sa324j20’ and VIN = VHJGH11763B651860.

id 20025
heters (see
registered
a positive
b info data
val is set
-130-2010’,
del = ‘i30’,

h‘ﬁcle model

[ firmware
Iming pass-

© ISO 2015 - All rights reserved

31


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

Table 23 — Structure example for service GetValue

ASN.1 |getValueCallVehicleInfo UGPMessage::= { callSequenceNumber 196,
choiceUGP getValueCall: { testInterval 0, dataParamList { 20025 }

bl

getValueReplyVehicleInfo UGPMessage::= { callSequenceNumber 196,
choiceUGP getValueReply: { valueTS {

{ value string: “passcar-hyundai-i30-2010” }, { value enumString:
4 3,

{ value enumString: 7 }, { value displayName: “Hyundai” },
{ value displayName: “i30” }, { value displayName: “Hatchback”|},
{ value displayName: “1.61 Diesel 16v. Inj., Turbo” 1},

{ value string: “2010” }, { value enumString: 0 },

{ value string: “2013-07-12 1” }, { value string: ©1.10.283" }

{ value string: “dj32khdskijsah32” }, { value string: “uwa-
13sa321420” },

{ value string: “WHJGH11763B65I860"” }
b}
getValueCallVehicleInfo (9 byte):
qo 31 04 20 O0C 00 02 71 <cC8

U-PER

getValueReplyVehicleInfo (180 byte)a«

qo 31 05 07 02 18 E1 87 O9F 3C 78\79 2D D1 E7 AE EC 98 74 AD D2 CD|82

0o

4Cc 18 BO 08 00 08 10 00 1C A9 80 00 2A F8 07 48 79 75 6E 64 61 69|06
40

qO OA BE 40 DA 4C CC 04 .98 00 02 AF AO 94 86 17 46 36 86 26 16 36|BO
6

qo 00 AB EC 70 C4 B8 D9 BO 81 11 A5 95 CD 95 BO 80 C4 D9 D8 B8 81|25

HO

A8 B8 BO 81 5S5I\D5 C9 89 BC 10 23 26 0C 58 04 00 00 04 18 C9 83 16|6B

98

37 5A C5 95("F6 20 82 18 AE 62 Cl1 73 27 0C Cl 07 E4 D4 CD 96 BD 19|39

HB

5 CE. OE 86 6C 81 06 F5 EF 87 53 3E 78 59 B2 D9 A9 93 00 42 35 A4|4A

qF

b
|

8RB 16 FED 99 C2 oC Do 4B 86 CC 00

12.2 SetValue

12.2.1 Service description

This service is used to set data parameter values for the data parameters defined in Setvalue.

12.2.2 Message ‘SetValueCall’

Table 24 defines the request message SetValueCall to set one or more data parameter values. See
12.1.3 for the data parameter value definition.
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Table 24 — Definition of the message ‘SetValueCall’

Msg

SetValueCall Set data parameter values

Attributes |Name

Description

Cvt

valueMapp

ing {} List of DataParamValueMapping elements as defined in
A.14.

ASN.1

SetvValueC

all::= SEQUENCE {

valueMapping SEQUENCE OF DataParamValueMapping,

12.2.3 Positive reply

A positive reply is handled by a GlobalPositiveReply (see 9.1). For an exaniple, see 12.4.5

12.2.4 Error handling

If adata parameter cannot be set,a GlobalNegativeReply (see 9:2)-s returned.

12.2.5 Example

An example for the SetValue isincluded in Table 25. TheUGP Client sets the data paramets
calling the request including registered value id (rvld), 6ptional ECU address, and data parar

o1

(setvalueCall). Here the Secondary air systém monitoring readyissetto ‘n¢’.

r values by
heter value

The V-ITS-SG replies with a positive reply (setValueReplyPos) with no additional inforijation or a

negptive reply (setValueReplyNeq) containing a list of errors. Here a write error is repligd.

Table 25 — Example for service SetValue

ABN.1 |setValueCall UGPMességge::= { callSequenceNumber 208,
choiceUGP setValueCall: { valueMapping {
{ rvId.W368, eculd 17, value enumString: 0 }
Py
setValueReplyPos UGPMessage::= { callSequenceNumber 208,
ch®1ceUGP globalPositiveReply: {
ol
setValueReplyNeg UGPMessage::= { callSequenceNumber 209,
choiceUGP globalNegativeReply: { error {
{ errorTd 714, attribute { numeric: 7368 1} }
Py
U-PER |-setValueCall (16 byte):
00 34 06 00 A8 00 01 cC 88 00 00 01 12 00 00 0O

—-setValueReplyPos (4 byte):

00 34 13 00

—-setValueReplyNeg (12 byte):

00 34 54 00

BO 00 00 59 40 20 9C C8
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12.3 ControlValue

12.3.1 Service description

This service is used to request the control over a control function.

12.3.2 Message ‘ControlValueCall’

Table 26 defines the request message ControlValueCall.

Table 26 — Definition of the message ‘ControlValueCall’

Msg ControlValueCall Request to control a control function
Attributeg [Name Description Cvt
testlnterval =0 reply message is sent only once (synchronou§);;when the | O

control function completes (status = pass, fail)

> 0 reply message with status in-progress'is sent each
time the testInterval [ms] has expired.If the service has
completed, the last reply message’s,status contains the
result of the control-function test(pass, fail).

dataParamList {} List of registered value identifiers of the control-func- |(Q]la
tions to retrieve

dataParamMapping f{} List of mappings between data parameter and ECU (see |(2a
12.1.2) defining the eontrol-functions to start/stop on
the specified ECU:
value {} List of DataParamValue elements as defined in A.11.
execute Type of theexecution with values start and stop to

start o stop the control function

a Either O] or O2 must be defined.

ASN.1 ControlValueCall: := SEQUENCE ({
testInterval SNUM32 DEFAULT
0,
dataParamList SEQUENCE OF Identifier OPTIONAL,
dataParamMapping SEQUENCE OF DataParamMapping
OPTIONAL,
value SEQUENCE OF DataParamValue,
exectrte ExecutionType,
¥
= ot o PR ZN e — DNIIMETDATT'T L ot i ot .
= sion e ——aNOMERATE D (st art—ctop

12.3.3 Message ‘ControlValueReply’

Table 27 defines the positive response message ControlValueReply.
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Table 27 — Definition of the message ‘ControlValueReply’

ISO 13185-2:2015(E)

Msg ControlValueReply Replies the ControlvalueCall by returning the control func-
tion's outgoing parameter values
Attributes | Name Description Cvt
status Execution status of the control function with the following
values: in-progress,pass, fail.
value List of DataParamValue elements representing the values |M
with time stamp of the control function's outgoing parame-
ters defined with accessType = read-only or read-
write.
ASN.1 ControlValueReply::= SEQUENCE {
status ExecutionStatus,
value SEQUENCE OF DataParamValue,
}
12.8.4 Error handling
If the control function cannot be started or stopped, a GlobalNégativeReply (see 9.2) is|returned.
12.8.5 Example 1
Theg UGP client performs a ControlValue servieewin the UGP server in order to commjand a UDS
InplitOutputControlByldentifier service to be executed in an ECU. The In-Vehicle-Nefwork has
implemented the appropriate ISO 14229-1 UDS¢diagnostic protocol service. Table 28 shows|an extract

of the ISO 14229-1 UDS defined InputOutputGontrolByldentifier service for the data identifi
Dodr Position and the control option “shortTermAdjustment” on the left side. The Air Inlet Do

shopld be set to 60 %.

Table 28 — ISO 14229-1 UDS InputOutputControlByldentifier service example

er Air Inlet

or Position

ISO 14229-1 UDS InputOutputControlByldentifier service 150 13185-1Slif‘lji£::ntlealue
Description (all'values are in hexadecimal) Value rvid ASN.1 dakaType

InppitOutputControlBytdentifier Request SID 2F16 |FAO002F0016 [structure { pgramlin {
datpldentifier: Air2Indlet Door Position 9B0016 FA002F0116,
conftrolOptionReécord [ inputOutputControlParameter | = 0316 FA002F0216,
shortTermAdjdstment
conltrolOptionRecord [ controlState | =60% 3C16 FA002F011¢
Inpllfﬂntpnf('nnfrn]vadpntifir—\r Rpcpnncr—\ SID AF1¢ } p;n‘nmﬂnf {
dataldentifier: Air Inlet Door Position 9B001¢
controlOptionRecord [ inputOutputControlParameter | = 0316
shortTermAdjustment
controlStatusRecord [ controlState ] = 12% 0C16 }lff}\OOZFOlm

Ontherightside, amappingto the VIDF Configuration definition of the InputOutputControlByldentifieris
given, which is of data type structure containing three input and one output parameters. A detailed VIDF
configuration needed for the implementation of the UDS service is given in Table 29. The Data Parameter
InputOutputControlByldentifier (rvid = FAOO2F001¢) references the dataType 339 of type structure.
The st ructure contains a parameter list for the input (paramIn)and output (paramOut) parameters
with the rvlds of the parameters. The input parameter FAO02F011¢4 defines the dataldentifier (dataType
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340, Inumeric value representing an rvld), FAOO2F021¢ the controlOptionRecord[inputOutputControl]
(dataType 341, representing an enumeration of returnControlToECU, resetToDefault, freezeCurrentState,
shortTermAdjustment). The third parameter is identical to the first parameter. So the parameters
content is interpreted and its value must be defined in the call. The output parameter also contains the
data identifier, so the value of the data identifier is content of the reply.

Table 29 — ControlValue example configuration for UDS service
InputOutputControlByldentifier

VIDFConfig [dataParam {
extract

{ rvId FAOO2F00, name { textId 10135, longname “InputOutputControl-
ByIdentifier” 1},

dataTypelId 339, accessType ‘00100’B, dataParamProperty actuator |},
{ rvId FAO002F01, name { textId 10136, longname “Data Idenptifier” },

dataTypeId 340, accessType ‘01000’B, dataParamProperty-~/con-
trol-value-reserved },

{ rvId FA002F02, name { textId 10137, longname “Input Output Con-
trol” 1},

dataTypeId 341, accessType ‘10000’'B, dataParamProperty con-
trol-value-reserved 1},

{ rvIid FDOO9B00, name { textId 10138, loxgname “Air Inlet Door Podi-
tion” 1},

dataTypelId 342, accessType ‘11000’B,>» dataParamProperty ecu-inten-
nal-monitor }

by
dataType {

{ dataTypeId 339, name { té&xtId 10139, longname “InputOutputContrdl-
ByIdentifier”},

type structure: {

paramIn { FAOQ2E01l, FA002F02, FAOQO02F01 }, paramOut { FAO002F01

—

bty
{ dataTypeId 340, name { textId 10140, shortname “rvId”,

longname Cx€gistered value identifier” }, type lnumeric: { unitId O

Py,
{ datafypeId 341, name { textId 10141, longname “IOControl ()” 1},
type enumString: {

{ value 0, name { textId 10142, longname “returnControlToECU”

—

¥

{ value 1, name { textId 10143, longname “resetToDefault” } 1},

{ value 2, name { textId 10144, longname “freezeCurrentState” }

b
{ value 3, name { textId 10145, longname “shortTermAdjustment” }

bty
{ dataTypeId 342, name { textId 10146, longname “percent” },

type numeric: { unitId 25, min 0, max 100 } }

}

Figure 9 shows a graphical representation of this configuration.

36 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

Legend

Electronic Control Unit . >
cu —— Ecu to Param
eculd |longname Param Param to Type
1= 22 Heating Ventilation Air Condition TYPE  emem == Type to Param
Data Parameter Data Types
rvid  |longname dataTypeld [name type type values
FA002F00 |InputOutputControlByldentifier — 339 10C structure paramin | paramOut
=p{ FA002F01 |Data Identifier > 340 rvid Inumeric
=] FAO02F02 |Input Output Control P 341 I0Ctype |enum

- | FA002F01

AT——————=—/—/——

FD000155 [EGR Duty Cycle

— =1 FD009B00 JAir Inlet Door Position > 350 Percent numeric: 0-100

— = FD000155 [EGR and 1AC > 351 EGR&IAC [structure paramin | paramoOut |
< FD000155 |IAC Pintle Position > 352 |lACPiutle numeric: 0-255
—»{FD000155|RPM »| 353 |rPM numeric: 0-65535
| FD000155 |Pedal Position A > 354 |PedalPos numeric: 0-120
={ FD000155 |Pedal Position B J

Figure 9 — ControlValue configuration dependencies

It contains additional parameters use in a second example.
Tab{

e30definesthe ControlValueruntime example forthe UDS serice InputOutputControlBylde
conftrolValueCalll containsadataParamMappingandsome values.ThedataPara
usep rvId = FAOO2F0016 and eculd = 22, i.e. use thesUDS service InputOutputControll

bntifier.The
nMapping
Byldentifier

on the Heating Ventilation Air Condition. The 1numertcrvalue FDO09B0014 references the Air Inlet

Dogr Position. The enumString 3 means shortTermrAdjustment. The third input param
InputOutputControlByldentifier references the data ‘identifier again, so use its value. The nuj

60 eans: Set the value of the Air Inlet Door Position to 60 %.

Table 30 — ControlValue example InpatOutputControlByldentifier - Air Inlet Door

bter of the
neric value

Position

ASN.1 |controlValueCalll UGPMessage::= { callSequenceNumber 348,

{ rvIid £a002f00, eculd 22 }
}, value {
lnumeric: £d009b00, enumString: 3, numeric: 60

}, eXeeute start

choiceUGP controlValueReply: { status pass, value {

choiceUGP controlValueCall: { testInterval 0, dataParamMappir

aontrolValueReplyl UGPMessage::= { callSequenceNumber 348,

numeric: 10U

b}

{

U-PER |--controlValueCalll (24 byte):

00 57 07 10 11 E8 00 BC 02 00 00 00 58 0OC 2F AO 13 60 04 03 04 01
EO
——controlValueReplyl (8 byte):
00 57 08 10 10 40 05 00
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The corresponding (callSequenceNumber is equal) controlValueReply returns with the status
pass and the numeric value 10, i.e. the temporary result state of the Air Inlet Door Position at the
time of the execution of the UDS service is 10 %. If the UGP client implementation requires a continuous
refresh of the status of the Air Inlet Door Position, it is recommended to send a GetValueCall with the
same rvId with an appropriate testInterval.

12.3.6 Example 2

A second example uses the same UDS service with a data identifier containing more than one parameter.
Figure 9 contains the graphical representation of the VIDF Configuration of the data parameter EGR and
[AC. 1t is definedas—straeture-with-thesubparameters HACPintle Position; —PedatPositton=1
Position B | and EGR Duty Cycle. Table 31 shows the executed UGP services to set the Pintle PoSifion
and get alll EGR and IAC parameters. The controlvValueCall2 contains the rvId = FAOO2F(01¢
and eculd = 22, i.e. use the UDS service InputOutputControlByldentifier on the Heating Ventilation Air
Condition. The 1numeric value FD0001551¢ references the EGR and IAC. The enumStrirg 3 mdans
shortTermA4djustment. The residual parameters identify the sub parameters of the EGR and IAC. [The
numeric yalue 7 means set the IAC Pintle Position to 7. An error value 0 as input pavameter means fhis
parameter|cannot be changed. To adjust the EGR Duty Cycle, e.g. the last parameter must be set fo a
numeric vdlue.

The corresponding controlvalueReply?2 returns the current values of all sub parameters: IAC Piptle
Position = J, RPM = 750 rpm, Pedal Position A = 8 %, Pedal Position B =6 %, EGR Duty Cycle = 35 %.

Taple 31 — ControlValue example InputOutputControlByldentifier - EGR and IAC

ASN.1 |c¢ntrolvValueCall2 UGPMessage::= { callSeggernceNumber 349,

choiceUGP controlValueCall: { testlInterval 0, dataParamMapping {
{ rvId £fa002f00, eculd 22 }

}, value {
Inumeric: £d000155, enumString: 3, numeric: 7,
error: 0, error: O, error: 0, error: O

}, execute start

H}

controlValueReply2-~-UGPMessage::= { callSequenceNumber 349,

choiceUGP cehtirolValueReply: { status pass, value {

numeriecs 7, numeric: 750, numeric: 8, numeric: 16, numeric: 35

P}
U-PER |-tcontifolValueCall2 (43 byte):

0¢*~5r¥ 47 10 11 E8 00 BC 02 00 00 00 58 1C 2F A0 00 2A A4 00 03 04 poO
3A

A0 00 00 00 15 00 00 OO 0O A8 00 00 00 05 40 00 00 00 0O

——controlValueReply2 (18 byte):
00 57 48 10 50 40 03 82 0B B8 10 01 00 80 10 04 01 18
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13 UGP service cluster 5 — Diagnostic trouble code information access

13.1 GetDtcInfo

13.1.1 Service description

This service is used to request the current diagnostic trouble codes (DTCs) of the vehicle.

13.1.2 Message ‘GetDtcInfoCall’

Table 32 defines the request message GetDtcInfoCall. If no attribute is defined, the callijequests all
DT(s of all ECUs once without DTC environment data.

The attribute testInterval defines the time interval between the replies by thé)V-ITS-S{:. With the
attifibute eculList, the DTCs can be filtered to the specified ECUs. The attributéwithEnvpata setto
TRUE requests the environment data for the DTCs.
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Table 32 — Definition of the message “GetDtcInfoCall’

Msg GetDtcInfoCall Request the current DTCs
Attributes |[Name Description Cvt
test- condition |specifies the interpretation of the combined attrib- 0
Interval utes testInterval and condition
=0 not set reply is sent once synchronous (default value)
set reply is sent once and contains DTCs, if a DTC
occurred and the condition is TRUE
>0 not set reply message is sent each time the testinterval [ms]
has expired
set test the condition each time the testInterval [ms]hds
expired and if test condition is true then send,aréply
message
rdtcBaseld Filters the reply th the defined DTC base identifier |0
rdtcSymptomId Filters the reply th the defined DTC symptom identi- |O|
fier
eculist {} List of the addresses of the in-vehicle network ECUs |0
from where the DTCs should be retrieved
withEnvData FALSE: retrieve no envirénment data (default value) |O
TRUE: retrieve envifonment data
condition A ComplexCondi¥ion element (see A.20). If the 0
condition is sef, the data parameter values should be
responded;gnly if the condition is true.
ASN.1 | |[GetDtcInfoCall::= SEQUENCE, ({
testInterval SNUM32 DEFAULT O,
rdtcBaseld UNUM16 OPTIONAL,
rdtcSymptomId UNUM16 OPTIONAL,
eculist SEQUENCE OF Identifier OPTIONAL,
withEnvData BOOLEAN DEFAULT FALSE,
conditden ComplexCondition OPTIONAL,
}
13.1.3 Mgdgssage ‘GetDtcInfoReply’

Table 33 defines the positive response message GetDtcInfoReply containing a list of
DTC information (see A.15) including rtcBaseId, rtcSymptomId, optionally ecuId and
complementary like testFailed, pendingDTC or permanent. If the GetDtcInfoCall has set the
withEnvData = TRUE, the environment data are included in the DTC information.

Table 33 — Definition of the message “GetDtcInfoReply’

Msg |GetDtcInfoReply Replies the GetDtcInfoCall by returning DtcInfo elements.
Attrib. |[Name Description Cvt
dtcInfo {} List of DtcInfo elements (see A.15) M
40 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

Table 33 (continued)

ASN.1 |GetDtcInfoReply::= SEQUENCE ({
dtcInfo SEQUENCE OF DtcInfo OPTIONAL,

13.1.4 Error handling

If the DTC information cannot be retrieved, a GlobalNegativeReply (see 9.2) is returned.

13.1.5 Examples

Table 34 shows typical examples for the use of the service GetDtcInfo.

Table 34 — Examples for service ‘GetDtcInfo

AYN.1 |getDtcInfoCall0 UGPMessage::= { callSequenceNumber 256,
choiceUGP getDtcInfoCall: { eculist { 32 }
bl
getDtcInfoReply0 UGPMessage::= { callSequéngceNumber 256,
choiceUGP getDtcInfoReply: {
ol
getDtcInfoCalll UGPMessage::= { callSequenceNumber 257,
choiceUGP getDtcInfoCall: [;festInterval 10000
bl
getDtcInfoReplyl UGPMessage+ := { callSequenceNumber 257,
choiceUGP getDtcInfoReply: { dtcInfo {
{ rDtcBaseld 5, rDtcSymptomId 1, eculId 21,
complementary ‘'00100000000000000’B 1},
{ rDtcBaseld 256, rDtcSymptomId 1, eculd 17,
gomplementary '00000000100000000’B 1},
~"rDtcBaselId 157, rDtcSymptomId 1, eculd 17,
complementary ‘'00100000000100000"B }
FPXY
getDtcInfoCall?2 UGPMessage::= { callSequenceNumber 258,
choiceUGP getDtcInfoCall: { eculist { 21 }, withEnvData TRUE

bl
getDtcInfoReply2 UGPMessage::= { callSequenceNumber 258,
choiceUGP getDtcInfoReply: { dtcInfo {
{ rDtcBaseId 5, rDtcSymptomId 1, eculId 21,
complementary ‘00100000000000000"B, envData {

{ value numeric: 1250 }, { value numeric: 910 } } }

Pl

The UGP Client requests the DTC with getDtcInformationCall0 for a single ECU 32. If there are
no DTCs, so getDtcInfoReply0 isempty.
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getDtcInfoCalll requestsasynchronous DTCsusinga testInterval of 10 s. If DTC information
isavailable at this time, the getDtcInfoReplyl replieswith the requested DTC information including
rDtcBaseld, rDtcSymptomId, eculdand complementary.

getDtcInfoCall2 requests DTCs for a single ECU with environment data. getDtcInfoReply?2
replies with the DTCs and its environment data if it exists. The values of the environment data must be

mapped to

the DTC base (see A.9) and DTC symptom (see A.10) definition.

13.2 ClearDtcInfo

13.2.1 Se

This servid

13.2.2 Mg
Table 35 dg

fvice description

e is used to request to clear the vehicles DTCs and information.

ssage ‘ClearDtcInfoCall’

fines the request message ClearDtcInfoCall.

Table 35 — Definition of the message ‘ClearDtcInfoCall’

Msg ClearDtcInfoCall Request to clear the DTCs of the defined ECUs
Attributeq |[Name Description Cyt

eculist {} List of identifiers of the in-vehiecle network ECUs to clear 0
the DTCs. If no list is present, the DTCs of all ECUs should be
cleared.

ASN.1 ClearDtcInfoCall::= SEQUENCE ({
eculist SEQUENCE-. OF Identifier OPTIONAL,
}

13.2.3 Pogitive reply

A positive

13.2.4 Er
If the data

reply is handled by a GlobalPositiveReply (see 9.1). For an example, see 12.2.5.

ror handling

nformation cannot be cleared, a GlobalNegativeReply (see 9.2) is returned.

hmple

e fotrthe ClearDthnfo service is included in Table 36. The UGP Client requ

“StS

clearing of the DTCs ofa smgle ECU. The V ITS SG responds W1th a negatlve clearDthnfoNegReply

contalnmg

42

the unified gateway protocol error describing the problem.
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service ClearDtcInfo

ASN.1 clearDtcInfoCall0 UGPMessage::= { callSequenceNumber 272,
choiceUGP clearDtcInfoCall: {
bl
clearDtcInfoPosReply UGPMessage::= { callSequenceNumber 272,
choiceUGP globalPositiveReply: {
o}
cetearbtetrfotat 6P Message——{—cattSeoernceNumbber—273
choiceUGP clearDtcInfoCall: { eculist { 206 }
o}
clearDtcInfoNegReply UGPMessage::= { callSequenceNumber (273,
choiceUGP globalNegativeReply: { error {
{ errorId 633, attribute { numeric: 32 } }
Pyl
U-BER ——clearDtcInfoCalll (4 byte):

00 44 0B 00

——clearDtcInfoPosReply (4 byte):
00 44 13 00

——clearDtcInfoCalll (9 byte):
00 44 4B 40 60 00 00 33 «80

——clearDtcInfoNegReply (12 byte):
00 44 54 00 BO QONOO 4F

20 20 80 20

14 |UGP service cluster 6 — In-vehicle network access

14.1 EnablePassThru

14.1.1 Service description

Thif EgablePassThru service is used to request ‘pass thru’ access for the e.g. vehicle manufacturer
diagnestic and ECU memory programming protocol. A seed-key mechanism shall be impl¢mented to

grantaccess to utilize the kEnableFassThnru service.

14.1.2 Message ‘EnablePassThrucCall’

Table 37 defines the request message EnablePassThruCall torequest pass-thru access to in-vehicle
network ECUs to perform diagnostics and ECU memory programming.

Table 37 — Definition of the message ‘EnablePassThrucCall’

Msg EnablePassThruCall Request to enable or disable the pass thru modus.
Attributes |[Name Description Cvt
label Label of the pass thru seed to enable or disable the pass thru |M
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Table 37 (continued)
Msg EnablePassThruCall Request to enable or disable the pass thru modus.
key Key to enable the pass thru; if the key lacks, the pass thru 0
will be disabled
ASN.1 EnablePassThruCall: := SEQUENCE ({
label String,
key String OPTIONAL
}

Theseed laLel ofthe activities shallberetrieved by getting the value of the corresponding data params

The vehicle
example in
DIAG_PAS
and key mu
activity, th

14.1.3 Po

A positive

14.1.4 Er
If the enab

14.1.5 Ex

An exampl
using thel
The V-ITS-
the UGP Cl

b key must be removed as attribute.

kitive reply

info data parameter collection should contain seeds (see 12.1.8) for authorized P-JT'S*Ss.
12.1.8 responds pass-thru seeds with label and value for enhanced diagnostic (label “E
S _THRU_ SEED”) and ECU programming (label “ECU PRG PASS THRU{SEED”). L
st be added as attributes to enable the pass-thru of the corresponding activity. To disablg

eply is handled by a GlobalPositiveReply (see 9.1).

ror handling

ing or disabling of the pass-thru fails, a GlobalNegativeReply (see 9.2) is returned.

hmple

e forthe EnablePassThruCallisincludedin Table 38. The UGP Client enables the pass-{
bel and a key from the GetValue ‘vehiclé.info’ (see 12.1.8) with the enablePassThruCa
5G replies with a global positive reply-enablePassThruReply. To disable the pass-t
ent has to use the request withoutkey (disablePassThruCall).

ter.

The
NH
hbel

the

hru
11.
ru,

44
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Table 38 — Example for service EnablePassThru

ASN.1 |enablePassThruCall UGPMessage::= { callSequenceNumber 332,
choiceUGP enablePassThruCall: {
label “ENH DIAG PASS THRU SEED”, key “flkja09323jdla9323jddff3d”
bl
enablePassThruReply UGPMessage::= { callSequenceNumber 332,
choiceUGP globalPositiveReply: {

h] h]
J J

disablePassThruCall UGPMessage::= { callSequenceNumber 333,
choiceUGP enablePassThruCall: {
label “ECU PRG PASS THRU SEED”
b}
U{PER |--enablePassThruCall (47 byte):

00 53 0C 45 E2 CE 91 7E 24 98 31 EF DO 83 4Ec9P/ FA 92 29 55 |BF 4E 2C
58

83 19 B6 6B D5 85 83 96 6C BS5 64 D9 85 @B 36 4C F5 64 CY9 9B |33 3C 80

-—enablePassThruReply (4 byte):
00 53 13 00

——disablePassThruCall (24 byte),:

00 53 4C 05 A2 C3 AB 7E 85 28 F7 E8 41 A7 4E FD 49 14 AA DF |A7 16 2C
40

15|UGP service cluster 7 —-Maintenance
15.1 ListFile

15.1.1 Service description

Thif service is used/to request a download of core, configuration, or log files from the V-ITS-5G.

15.1.2 Message ‘ListFileCall’

Tabje 39 defines the request message ListFileCall to retrieve a list of all files of the givelll fileType
(cok&/ configuration, log, snapshot, calibration).

Table 39 — Definition of the message ‘ListFileCall’

Msg ListFileCall Request a list of files of the given fileType from the V-ITS-SG.
Attributes [Name Description Cvt
fileType Type of the file: core, configuration, log, snapshot. M
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Table 39 (continued)
Msg ListFileCall Request a list of files of the given fileType from the V-ITS-SG.
ASN.1 ListFileCall::= SEQUENCE ({
fileType FileType,

}

FileType::= ENUMERATED { core, configuration, log, snapshot, calibra-

tion,

}

15.1.3 Mgdssage ‘ListFileReply’

Table 40 dé¢fines the positive response message ListFileReply.

Table 40 — Definition of the message ‘ListFileReply’

Msg ListFileReply Replies the ListFileCall by returning-a list of corre-
sponding file names.
Attributeq |[Name Description Cyt
fileInfo {} A list of file information parameters names of the fileType
defined in the corresponding call including following sub
attributes:
— filename — Name of the file M
— version — Version of thefile if exists (e.g. core and configuration) 0
ASN.1 ListFileReply::= SEQUENCE ({
fileInfo SEQUENCE OF FilelInfo,
}
FileInfo::= SEQUENCE\N
fileName String,
version String
OPTIONAL,
}

15.1.4 Ertorhandling

If fl d actoryy can bhalicknd o 1 1 - TN o2 o oD ] (enn QD) 1o b d
no Iile di ety tar e Sttt or oo ~egTTT e Ty See =S FesHtiee:

15.1.5 Example

Table 41 shows an example for the use of the service ListFile. The UGP Client requests the directory
listing with 1istFileCall. The UGP Server responds with a 1istFilesReply containing a list of
file information containing the file name and its version.
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Table 41 — Example for service ListFile

ASN.1 |1istFileCall UGPMessage::= { callSequenceNumber 448,
choiceUGP listFileCall: { fileType configuration
bl
listFileReply UGPMessage::= { callSequenceNumber 448,
choiceUGP listFileReply: { fileInfo ({
{ fileName basic.cfgvidfg, version 2013071601 1},

2] ST 1. 070 1 ey L = : 2012079 407 h]
T Lo hNaie odac J L 7 U .CcrTgv Itargy TL o Lol ULToU T Z TOL |7

Pl

{ fileName passcar hyundai 130 2007.cfgvidfm, version 2014(90402 }

U-PER |——-1listFileCall (4 byte):
00 70 0D 10
——listFileReply (96 byte):

6E

32

E9

Cc8

00 70 OE 01 Al D8 BO F3 D3 8D 76 3C D9 FB 69 £9~ 9B 38 53 26 C 59 BO

C5 B3 06 28 A7 3C 39 75 31 72 bb CA DC 98, 57 63 CD 9F B6 9C 9 B3 85

60 C5 9B 06 EC 9A 30 62 90 FO C3 CF 9E. 3C 3C AF E8 F3 D7 76 4C 3A 6F

66 C2 FB 26 0C 1B AE C7 9B 3F 6D_89 33 6D OA 64 Cl 8B 46 OE 8 34 60

15.2 ManageFile

15.2.1 Service description

Thi} service requests a file for uplead.

15.2.2 Message ‘ManageFileCall’

Tabje 42 defines the request message ManageFileCall using activityType, fileType|fileName,

filgSize, data and-Ccre.

Table 42 — Definition of the message ‘ManageFileCall’

Msg ManageFileCall Request upload of a file

Attribates |Name Description Cvt
activityType Type ofthe activity: upload downlcoad delete M
fileType Type of the file: core, configuration, log, snapshot, M

calibration

fileName File name on V-ITS-SG M
fileSize Size of the file in bytes to be uploaded Ca
data The file data as Octet String Ca
crc Cyclic redundancy check value Ca

a Parameters are only used ifactivityType = upload.
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Table 42 (continued)

Msg ManageFileCall Request upload of a file
ASN.1 ManageFileCall::= SEQUENCE ({

activityType FileActivityType,
fileType FileType,
fileName String,
fileSize SNUM32 OPTIONAL,
chereer R e wn

OPTIONAL,
crc SNUM32

OPTIONAL,

}

FileActivityType::= ENUMERATED { upload, download, dedete,

}

15.2.3 Mdssage ‘ManageFileReply’

Table 40 dé¢fines the positive response message ManageFileRepl¥:.

Table 43 — Definition of the messageManageFileReply’
Msg ManageFileReply Replies the ManageFileCall.

Attributes| |Name Description Cyt
filesize The size of.the file in bytes Cp
data The filé data as Octet String Cp
crc Cycli¢ redundancy check value Cp

a Parameters are only used if activityIype = download.

ASN.1 ManageFileReply: :#= SEQUENCE ({
fileSize SNUM32 OPTIONAL,
data OctetString
OPTIONAL,
crc SNUM32
OPTIONAL,
1

The ManageFileReply returnsthe filesize in bytes, the data and a crc checksum of the file if the
activityType = download.Otherwise the ManageFileReply is empty.

15.2.4 Error handling

If the requested service cannot be executed, GlobalNegativeReply (see 9.2) is returned.

15.2.5 Example download

A download example for the ManageFileisincluded in Table 44. The UGP Client requests the download
of a configuration file with manageFileCallDownload using the activityType download, the
fileType configurationandpassingthefilename.The V-ITS-SGreplieswithapositivemanageFile-

48
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ReplyDownload containing the fileSize, the corresponding data as octet string and the CRC value
to check the data.

Table 44 — Example for ManageFile download

ASN.1 |manageFileCallDownload UGPMessage::= { callSequenceNumber 448,
choiceUGP manageFileCall: { activityType download, fileType configura-
tion,
fileName “passcar hyundai i30 2007 2007110402"
—
manageFileReplyDownload UGPMessage::= { callSequenceNumber 456%
choiceUGP manageFileReply: { fileSize 1234300,
data ‘3FE2EBAD471005’H, crc 432
b}
U{PER |--manageFileCallDownload (36 byte):

00 70 OF 02 48 F8 61 E7 CF 1E 1E 57 F4 79 EB¢BB’ 26 1D 37 F4
93

06 0D EF B2 60 Cl BB 16 2C 1A 30 64

—--manageFileReplyDownload (20 byte):
00 72 10 78 01 2D 57 CO 73 FE 2E BA* D4 71 00 58 00 00 1B 00

B3 61 7D

15.2.6 Example upload

An yipload example for the ManageFileisincluded in Table 45. The UGP Client sends a config
by dalling the request manageFileCallUpload usingthefileType configuration and
nanpe, size, data, and CRC of the file. THe 'V-ITS-SG replies with a positive manageFileRep
with no additional information.

uration file
adding the
| yUpload

© ISO 2015 - All rights reserved
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Table 45 — Example for ManageFile upload

ASN.1

manageFileCallUpload UGPMessage::= { callSequenceNumber 464,

choiceUGP manageFileCall: { activityType upload, fileType configura-
tion,

fileName “passcar hyundai i30 2007 2007110402”, fileSize 2155109,

data ‘3FE2EBAD47100744545113422434265651234234122342342404"H, crc
614

b}
nanageFileReplyUpload UGPMessage::= { callSequenceNumber 464,

choiceUGP manageFileReply: {
}

U-PER

1-manageFileCallUpload (71 byte):

qo 74 OF 70 48 F8 61 E7 CF 1E 1E 57 F4 79 EB BB 26 1D¢3/"F4 B3 617D
3

6 0D EF B2 60 Cl1 BB 16 2C 1A 30 65 00 41 C4 CA 347F C5 D7 5A 8E|20
E

Q

fan Wi an)

48 A8 A2 26 84 48 68 4C AC A2 46 84 68 24 46 84~ 68 48 09 00 00 O4|ccC

4-manageFileReplyUpload (4 byte):

qo 74 10 00

15.2.7 Expmple delete

A delete ejample for the ManageFile is included.in Table 46. The UGP Client sends a deleteCfll
using the fjleType configuration and adding only the name of the file. The V-ITS-SG replies wifh a

positive mdnageFileReplyDelete with no@dditional information.

Table 46 + Example for ManageFile delete

ASN.1 |nanageFileCallDeletg UGPMessage::= { callSequenceNumber 464,
choiceUGP manageFileCall: { activityType delete, fileType configura-
ion,
fileNeme’ “passcar hyundai 130 2007 2007110402"
}
nanageFileReplyDelete UGPMessage::= { callSequenceNumber 464,
chioiceUGP globalNegativeReply: { error { { errorId 38 } }
i
U-PER |--manageFileCallDelete (36 byte):
00 74 OF 04 48 F8 61 E7 CF 1E 1E 57 F4 79 EB BB 26 1D 37 F4 B3 61 7D
93 06 0D EF B2 60 Cl1 BB 16 2C 1A 30 64
—--manageFileReplyDelete (9 byte):
00 74 14 00 90 00 00 04 cCO
50 © IS0 2015 - All rights reserved
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Annex A
(normative)

Vehicle Interface Data Format definition (VIDF)

A.]l—\Ll-Errer
Table A.1 defines the VIError.

Table A.1 — VIError definition

Attributes |Name Description Cvt
errorId error identifier M
name Display name of the error M
attributeCount |number of attributes used by this errgr M
Example |{ errorId 10118, name { textId 10118, loxgname “Invalid file acfivity
type” },
attributeCount 0 }

A.2 UnitType

Table A.2 defines the UnitType. The UnitType collects units in groups. Typical unit types
weight, time, temperature, pressure, etc.

Table’A.2 — UnitType definition

are length,

{ ungt®ypeld 7,
{00 ItTypeld 8,

Attributes |Name Description Cvt
unitTypeld Identifier of the unit type M
name Display name of the unit type M
Example |{ unitTypelId 5, name { textId 9005, longname “time” } },

name { textId 9007, longname “temperature” } }

name { textId 9008, longname “pressure” } }

Table A.3 — Unit definition

dlculate the

Attributes

Name Description Cvt
unitTypeld Identifier of the unit type as reference (see A.2) M
unitId Identifier of the unit M
Name Display name of the unit M
formula used formula to calculate default unit of same unit type M
c0 CO0 parameter for formula calculation M
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Table A.3 (continued)

cl C1 parameter for formula calculation M
cz C2 parameter for formula calculation M
Example |{ unitTypeld 7, unitId 11, name { textId 9111, shortname “°C”,
longname “degree celsius” }, Formula (0), cO 0, cl1 0, c2 0 },
{ unitTypeId 7, unitId 39, name { textId 9139, shortname “°F”,
longname “fahrenheit” }, Formula (4), c0 -32, cl 10, c2 18 }
A.4 Proyider
Table A.4 defines the Provider.
Table A.4 — Provider definition
Attributes| [Name Description Cyt
providerId Identifier of the provider M
name Display name of the provider M
Example { providerId 33, name { textId 9233, longnamg~“Honda” } 1},
{ providerId 34, name { textId 9234, longname “Hyundai” } }
A.5 Ecu
Table A.5 defines the Ecu.
Table A.5 —Ecu definition
Attributes| [Name Deseription Cyt
eculd Identifier of the ECU M
name Display name of the ECU M
providerId Identifier of a provider M
parentId Identifier of a parent ECU 0
Example| |{ ecuId 17,Cname { textId 10202, shortname “ECM”,
longname.-"‘*engine control module” }, providerId O },
{ ecudd’21, name { textId 10203, shortname “CTCM”,
tongname “coolant temperature control module” }, providerId 0 }
A.6 DataType
A.6.1 DataType attributes
Table A.6 defines the DataType attributes.
Table A.6 — DataType attributes
Attributes [Name Description Cvt
dataTypeld Identifier of the data type M
name DisplayName of the data type (see A.17) 0
type Type choice between the following sub types: M
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Table A.6 (continued)
— numeric — A numeric value (Numeric) containing the following sub |C0a
attributes (see A.6.2):
— decimalPlaces — Number of decimal places for the display 0
— unitId — Unitidentifier as reference (see A.3) M
—  factor — Factor to multiply with; default value is 1 0
— quotient — Quotient to divide with; default value is 1 0
— addend — Addend to add to; default value is 0 0]
— min — Minimal numeric value 0
— max — Maximal numeric value 0
—  lnumeric — Along numeric value (LNumeric) containlﬁB'tKe sanje Cla
attributes as numeric (see A.6.2): <~
- string — Alimited string (LimitedString) Cq‘%tstglng the following|C2a
sub attributes (see A.6.3):
— allowedCharacters |— Alist (regular expression) oﬁt@allowed characters 0]
— minLen — Minimal length of the desq'&%d)mtring 0]
— maxLen — Maximal length of thg/dé;red string 0
. )
— displayName — An international& string (contains no data for defi- |C3a
nition) O\
— enumString {} — Alistof enuﬁ\‘s}\ation string item values (EnumString- C4a
Item) containi@g (see A.6.5):
- value — Value&&e enumeration string item M
N
—  name — Dl‘\s@ay name of the string table item M
— bitString {} llst of bit string item values (BitStringltem) contaiping |C52
\Lh,%' following attributes (see A.6.6):
— bit r‘\\k’— Value of the enumeration string item M
— R 4 . : :
name o — Display name of the string table item M
- structureo — A Structure element containing following attributes|(see |C62
A.6.7):
- paramo — Alist of the contained registered value identifiers (spe  |M
&) A7)
é@entlon — Convention of the structure (mandatory, optiorfal, |0
conditional); default value ismandatory
\(‘3? array — DataTypeld of the elements of the data array C7a
??“— monitor — Alist of monitor item values (Monitorltem) containipg |C82
A the following attributes:
% o testId — Testidofthe monitoritem M
— decimalPlaces — Number of decimal places for the display 0
— unitId — Unit identifier as reference (see A.3) M
—  factor — Factor to multiply with; default value is 1 0
- quotient — Quotient to divide with; default value is 1 0
- addend — Addend to add to; default value is 0 0
— octet — An octet string €92

a (o0, C1,C2,C3,(C4,C5,C6,and C7 are the choices of the dataTypes’ type. Only one of CO or C1 or C2 or C3 or C4
or C5 or C6 or C7 or C8 or C9 can be used.
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The data types can be numeric, lnumeric (longnumeric), string, displayName, enumString
(an enumeration string), bitString, structure, array, monitor or octet.

A.6.2 numeric, Inumeric

The data type numeric of ASN.1 type Numeric is used to realize small integer and floating point
values (2 bytes). The data type 1numeric of ASN.1 type LNumeric is used to realize long integer and
long floating point values (4 bytes). To minimize the data parameter value length and not to transport
floating values, all floating values can be defined as SNUM16 (Numeric) or SNUM32 (LNumeric). To
transform into the floating value, the calculation attributes factor (default = 1), quotient (default = 1) and

addend (default = 0) are used. The Calculation rule for the realValue, realMinValue and realMaxValye is
defined in Formula (1). The real value is rounded to decimalPlaces with unit.
Definition of formula
realVphlue = value * factor / quotient + addend (@8]
Table A.7 — Numeric example
Example| |{ dataTypeId 331, name { textId 10001, longname jveitage in 1/100 v”

by
type numeric:

{

decimalPlaces 2,
max 1560

unitId 17, factor 1, .g@otient 100, addend 0, mi

880,

Fohy

{ dataTypelId 333,
OC// },

type numeric:

name { textId 10003, longname “temperature in 1/10

{

decimalPlaces 1,
1200

bl

unitId 1Y, factor 1, quotient 10, addend 0, max

The first e
(realMinVa

The second
A.6.3 st

The data t
optional at
the string.

fample of Table A.7 (datafypeId 331) defines a numeric value between 8,80 V and 15,6
ue=880*1/100+0=8,8;realMaxValue=1560*1/100+ 0 =15,6; 2 decimal places; uniti

example of Table A{dataTypeId 333)definesanumericvalue with a maximum of 120,
ing

ype string of ASN.1 type LimitedString realizes limited and unlimited strings.
tributecal lowedCharacters contains a regular expression of the allowed character
Thé optional attributes minLen and maxLen define the range of the character count.

first exam

ble“in Table A.8 defines a ‘Vehicle Identification Number’ string with exactly

ov
5 V).

°C.

The
S in
The
r 17

characters

(minLen = maxLen = 17)and can contain only capital letters from A-1, J-N,P,R-

the digits 0-9. The second example defines an unlimited string.
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Example |{ dataTypeld 360, name { textId 10058, longname ” Vehicle Identification
Number 7 1},
type string: {
allowedCharacters “A..HJ..NPR..Z0..9”, minLen 17, maxLen 17
Py
{ dataTypeId 334, name { textId 10004, longname “unlimited string” },
type string: {
R
A.6.4 displayName
The data type displayName of ASN.1 type NULL realizes internationalizable strings and dontains no
attifibutes. Table A.9 defines an example for DisplayName.

Table A.9 — DisplayName example

Example |[{ dataTypeId 342, name { textId 10015, longrname “display name” [},
type displayName: NULL
}
A.6.5 enumString

Thd
of v
defi

valje is 1, ‘yes’ is selected.

nes an enumeration of the two texts ‘no’ and ‘yes’. If the enum value is 0, ‘no’ is selected,

Table’A.10 — Enum string example

data type enumString of ASN.1 type SEQUENCE OF EnumStringItem realizes enfimerations
alues in text form. Only one of the EnumSt givigItems can be selected. The example in

Table A.10
fthe enum

EX

ample |{ dataTypeId 332y name { textId 10002,

{
name { textId 10059,

longname “answer (no, vye

type enumStking:

{ valuey 0, longname “no”

}
}

by

{ vaXue 1, }

name { textId 10060, longname “yes”

6 DbitString

data\type bitString of ASN.1 type SEQUENCE OF BitStringItem realizes comh

the

inations of
example in

erations of values in text form. So, any of the BitStringItems can be selected. The
S —— T : i

. O[S C cle D O OW C U ONng w

weather bits’ can be selected.
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Table A.11 — Bit string example

Example |{ dataTypeId 33, name { textId 10329, longname “weather condition” },
type bitString: {
{ bit 0, name { textId 10330, longname “rain” } },
{ bit 1, name { textId 10331, longname “snow” } 1},
{ bit 2, name { textId 10332, longname “ice” } },
{ bit 3, name { textId 10333, longname “fog” } 1},
{ l}J‘_t 4, LTI { tC tI\j. 10334, lull\jllal“c “OtJ_UJ.l\j VVJI_J.I\A.I.” } }
b}
The generdl value is calculated by Formula (2).
Definition of formula
maxbit (,bit o
27", bitisselected
value=| )’ (2)
bite1 0, bitisnotselected
The value for ‘snow and ice’ is calculated by valuegsnowgice = 2Pitsnow (p'2bitice = 21 + 22 & 2

+ 4 0.

So the bit string value must be coded asbitString: 6.

A.6.7 st

ucture

The data type structure of ASN.1 type Structure realized summarizations of data parameters.

The first eyample in Table A.12 defines a structure with thé\sub parameters 7, 8, and 9. A sub param
can be a stiructure as well. Recursions are not allowed,;i:e. a parameter cannot have itself as dired

indirect chiild.

bter
t or

Table A.12 = Structure example
Example || { dataTypeId 6, name { textId 10308, longname “vehicle motion {}” },
type structure: {
paramOut { 7, (8,9 }, convention conditional
bty
{ dataTypeld~345, name { textId 10020, longname “vehicle info {}” 1},
type stxucture: {
paxamout { 20000, 20001, 20002, 20003, 20004, 20005, 20006, 20007,
20010, 20011, 20012, 20020, 20021, 461 }, convention mandatory
1Y
A.6.8 array

The data type array of ASN.1 type UNUM1 6 realized arrays of data types. The example in Table A.13
defines the data type 29 as array of the data type 30. The contained data type can be of any type.
Recursions are not allowed, i.e. a data type cannot have itself as direct or indirect child.

Table A.13 — Array example

Example

{ dataTypeId 29, type array: 30 },
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type SEQUENCE OF MonitorItem realized Monitors. Table A.14

defines a monitor with two tests. Every test must have a testId. The parameters decimalsPlaces,
unit, factor, quotient and addend are equal as defined in numeric (see A.6.2). The parameters
min and max are not defined here but within the monitor value (see A.11.8).

Table A.14 — Monitor example

Example { dataTypeId 335, name { textId 10005, longname “oxygen sensor monitor”
1,
type monitor: {
{ testId 1, decimalPlaces 3, unitId 17, factor 1, quotient [L00O0,
addend 0 1},
{ testId 5, decimalPlaces 3, unitId 31, factor 1,nguotient (00O,
addend 0 }
ol
A.6.10 octet
The data type octet of ASN.1 type SNUM32 realized binary‘data as octet strings. The gxample in
Table A.15 defines the data type 379 as octet of variable size anid'the data type 380 as an octef of 8 bytes.

Table A.15 — Octet'example

Exjample |{ dataTypeId 379, name { textId10094, longname “octetByte of vihriable
size” },
type octet: 0 1},
{ dataTypeId 380, name {{extId 10095, longname “octetByte with| 8 byte”
s
type octet: 8 }
A.7 DataParam
Tabje A.16 defines the data parameter attributes.
Table A.16 — DataParam attributes
Attributes /Name Description Cvt
rvId registered value identifier M
name DisplayName of the data parameter (see A.17) M
detefypetd Referencetothedatatype identifier (See A-6-1) M
accessType The access type of the data parameter is a bit string with M
a combination of following values: r (0) = read, w
(1) = write, x (2) = execute, 1 (3) internal,
u (4) = user
description Description of the data parameter 0
dataParamProperty |The data parameter property is an enumeration with follow-
ing values: ecu-supported-info, sensor, actuator,
ecu-internal-signal, ecu-internal-monitor,
collection, control-function, fix and other
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Table A.16 (continued)

Example

rvId 461, name { textId 10511, shortname “VIN”,

by

‘10010’B, dataParamProperty ecu-internal-signal },

longname “vehicle identification number” dataTypeId 360,

accessType
rvId 1002,

name { textId 10130, shortname “ECMB+”,

by

dataParamProperty sensor 1},

longname “engine control module voltage” dataTypeId 331,

‘100007 B,

L

accessType

T 1122 e T 101 27 =N e ILINMD T T 7/
—C—T =T 1= T T U T o Ty OItOL CIICtr TIoTTT

E= 7 LrICLItt T 7

longname “hardware part number” }, dataTypeld 334,
accessType ‘10000’'B, dataParamProperty ecu-internal-signal },

rvIid 2341, shortname

by
‘10000’B, dataParamProperty sensor 1},

name { textId 10132, “ECT”,

longname “engine coolant temperature” dataTypeId 333y
accessType
rvId 7368, name { textId 10134, shortname “AIR RDYX%;
by

‘10000’B, dataParamProperty ecu-iwternal-monitor 1},

longname “secondary air system monitoring ready¥ dataTypeId 332
accessType
rvIid 20025, name { textId 10114,
by

'10000’B, dataParamPropexfy collection }

shortnang YVehInfo”,

longname “vehicle info” dataTypelId 345,

accessType

The data p
same rvI
parameter
type defing
the data pa3

A.8 DataParamMapping

Table A.17

arameter is identified by the rvId, the registered value identifier. It is possible to have
i on multiple ECUs to support, e.g. the battery voltage (ignition on) of every ECU. Furt
5 are the unique name for the name of the parameter. The dataTypeId references the ¢
bd in A.6. The attributes accessType and dataParamProperty can be used for filte
rameters.

defines the mapping between DataParams and ECUs.

Table A.17 — DataParamMapping definition

the
her
lata
[ing

Attributes

Name Description Cy

't

rvId

=

registered value identifier

eculd

=

ECU identifier

arrayIndex Index of an array for addressing, if the data parameter correspond-

o data tuna do o ooy

g Oocoty poToarrarray

Example

{ rvId 1002,
{ rvId 1123,

eculd 17 1},
eculd 21 }

A.9 DtcBase

Table A.18 defines the DtcBase.
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Table A.18 — DtcBase definition

Attributes |[Name Description Cvt
rDtcBaseld DTC base identifier M
providerId Identifier of the provider of the DTC base, if the DTC base is Cla

provider specific
eculd Identifier of the ECU supporting the DTC base, if the DTc base is |C22
only supported in this ECU
name DisplayName of the DTC base M
gescriptIion Description of the DIC base 0
dataParamList {} List of all related data parameter rvlds C3b
?a;taParamMapping List of mappings between data parameter and ECU (see A.8] C4b
Example |{ rDtcBaselId 4, providerId 1,
name { textId 20004, longname “Fuel Volume Regulator Control|Circuit
High” } 1},
{ rDtcBaseId 5, eculd 21,
name { textId 20005, longname “Fuel Shut@ff Valve ‘A’ Control] Cir-
cuit/Open” }
dataParamMapping {
{ rvid 1002, eculId 17 },
{ rvId 2341, eculId 17 }
b}
}y
{ rDtcBaseId 295, providerId 1,
name { textId 20006;,»longname “Intake Air Temperature Too High” } 1},
{ rDtcBaseId 49280y JproviderId 1,
name { textId\20009, longname “Vehicle Communication Bus ‘F’ b}
a Hither C1 or C2 must be defined.
b Hither C3 or C4 can be defined.
A.jo DtcSymptom
Tabje A.19 défines the DtcSymptom.
Table A.19 — DtcSymptom definition
Attributes |Name Description Cvt
rdtcSymptomId DTC symptom identifier M
providerId Identifier of the provider of the DTC symptom, if the DTC symp- |C12
tom is provider specific
eculd Identifier of the ECU supporting the DTC symptom, if the DTC C2a
symptom is only supported in this ECU
name DisplayName of the DTC symptom M
description Description of the DTC symptom 0
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Table A.19 (continued)

Example |{ rDtcSymptomId 4, providerId 1,
name { textId 21004, longname “System Internal Failure” },
description { textId 22004,
longname “This sub type is used for control module Internal Failures
)
}y
{ rDtcSymptomId 8, providerId 1,
name { textId 21008, longname “Bus Signal/Message Failure” } }
}
a Either C1 or C2 must be defined.
A.11DataParamValue
A.11.1 DataType attributes
Table A.20(defines the DataParamValue attributes.
Table A.20 — DataParamValue attributes
Attributes| |Name Description Cvi
numeric Numeric value as SNUM16 COf
lnumeric Long numeric value as SNUM32 C1
string String value as String C2f
displayName DisplayName (see:A.17) C3f
enumString UNUM16 value; reference to the enumeration string item C4f
bitString SNUM32 value containing the set bits of the bit string items C5F
?truCtureMiSS— Depéndence level of missing structure as numeric value as UNUM8 |C6f
ing
array Number of elements in the array as UNUM16 C7
monitor {} List of MonitorValue elements with following attributes: C8f
— testvValue — SNUM32 testValue M
— test¥alueMin |— Minimal testvalue 0
— testValueMax |— Maximal testvalue 0
ogtet Octet value Cof
€rror Error id, if the parameter cannot be retrieved C1pc

¢ (CO0,C1,C2,C3,C4,C5,C6,C7 C8,and C9 are the choices of the data parameter value. Only one of CO or C1 or C2 or C3 or
C4 or C5or C6 or C7 or C8 or C9 or C10 can be used.

The data parameter values must be mapped to the data type definition.

A.11.2 numeric, Inumeric

The data type value numeric is an SNUM16. The data type 1numeric is an SNUM32. So the value is
very compact. The real value is calculated by Formula (1) with the attributes of the data type definition.
To visualize the value, it must be rounded to the decimalPlaces defined in the data type. The example
numeric: 1250 corresponding to the datatype 331 defined in A.6.2 must be interpreted as 12,50 V.

60 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

A.11.3 string

The data type value stringis a String. The example string: “WHJGH11763B65I860” can be
easily identified.

A.11.4 enumString

The data type value enumString is a UNUM16 referencing the value of the corresponding data type
EnumStringItem The enumString: 0 mapping tothe dataTypeId 332 defined in A.6.5 mustbe
interpreted as ‘no’. An enumString mapping to another dataTypeIdhasacomplete different meaning.

A.1/1.5 bitString

ThedatatypevaluebitStringisa SNUM32.Itmustbeinterpreted asbitmaskas definédin Formula (2).
ThgbitString: 6 mappingtothe dataTypeId 33 defined in A.6.6 must be intérpret¢d as ‘snow
andice’. Of course, a bitString mapping to another dataTypeId hasa complete differenf meaning.

A.101.6 structureMissing

The data type value structureMissing is a UNUM8 containing thé-dependence level of the missing
strycture as numeric value. If a structure is expected in the data parameter value list, it c¢ntents are
displayed. So only if the structure is optional, a st ructureMissing is used.

A.11.7 array

Thgdata type value arrayisaUNUMI 6 defining the size of the corresponding array. The data|parameter
valjearray: 2 mappingtothedataTypeId 29 defihredin A.6.8 identifies an array with two elements
with dataTypeId 30.

A.1{1.8 monitor

Theg data type value monitor is a SEQUENCE OF MonitorValue. It contains the test values and
optjonal minimum and maximum ofthe Monitorltems of the corresponding data type defipition. The
example in Table A.21 mapping to the’dataTypeId 335 defined in A.6.9 provides test valups 365 and
72 with min and max for testId. 1 and 5.

Table A.21 — Monitor value example

EXample |value monitor: {
{ festvalue 365, testValueMin 365, testValueMax 365 1},
HutestValue 72, testValueMin 0, testValueMax 100 }

!

By using Formula (1) with the attributes of the data type definition, the example valug¢s must be
int l"p}“ﬂfﬂ(‘] as

testIdl: testValue
testId5: testValue

A.11.9 octet

0.365 V (0.365 - 0.365 V)
0.072 s (0.000 — 0.100 s)

The data type value octet is a OctetValue. If the corresponding data type has an octet 0 (variable
size), the length parameter defines the length of the octet string and data contains the data as octet
string. If the corresponding data type has octet > 0 (fix size), the length parameter is not set. The example
in Table A.22 defines an octet value of length 15.

© IS0 2015 - All rights reserved 61


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

ISO 13185-2:2015(E)

Table A.22 — Octet value example

Example |value octet: {

length 15, data '54686973206973206D792064617461"H

A.11.10 error

The data type value error is a SNUM32 defining the error retrieving the corresponding data parameter
value. Every data parameter can result in an error. The error number references predefined errors.

A.12 VIErrorValue
Table A.23|defines the VIErrorValue.

Table A.23 — VIErrorValue definition

Attributes Name Description Cyt
errorld error identifier M
attribute {} List of data parameter values 0

Exampl¢ { errorId 1 },

{ errorId 633, attribute { numeric: 32, h\}

A.13 DataParamValueTS

Table A.24|defines the data parameter value time stamp (value with time stamp).

Table A.24 — DataParamValueTS definition

Attributes Name Description Cyt
value data parameter value (see A.11) M
timeInMillis |Time’in milliseconds since 1970 0

Exampl¢ { value numerfick 1250, time 0L },

{ value enumString: 1, time 0L },

{ valuenérror: 422, time OL }

A.14 DataParamValueMapping

Table A.25|deéfines the DataParamValueMapping.

Table A.25 — DataParamValueMapping definition

Attributes |Name Description Cvt
rvIid registered value identifier M
eculd ECU identifier 0
value data parameter value (see A.11) M
timeInMil- |Time in milliseconds since 1970 0
lis
Example |{ rvId 1002, ecuId 17 },
{ rvId 1123, eculId 21 }

62 © IS0 2015 - All rights reserved


https://standardsiso.com/api/?name=3d938650214239ca19a0177f1e3f0acc

	Foreword
	Introduction
	1	Scope
	2	Normative references
	3	Terms, definitions, symbols, and abbreviated terms
	3.1	Terms and definitions
	3.2	Abbreviated terms
	4	Conventions
	5	Document overview
	6	UGP application layer services
	6.1	General
	6.2	Service primitives
	6.3	Application layer service primitives — Confirmed service
	6.4	Format description of service primitives
	6.4.1	General definition
	6.4.2	Service request and service indication primitives
	6.4.3	Service response and service confirm primitives
	6.4.4	Service request-confirm and service response-confirm primitives
	6.5	UGP service call with global reply message handling
	6.6	UGP service call with scheduled-based reply message handling
	6.7	UGP service data unit specification
	6.7.1	Mandatory parameters
	7	UGP application layer protocol in ASN.1 document interface
	7.1	General definition
	7.2	Common message data and structure
	7.3	ASN.1 model
	8	Unified gateway protocol (UGP) clusters
	8.1	Overview
	8.2	UGP service clusters and associated services
	9	UGP service cluster 1 — Global services
	9.1	GlobalPositiveReply
	9.2	GlobalNegativeReply
	9.3	StopService
	9.3.1	Service description
	9.3.2	Message ‘StopServiceCall’
	9.3.3	Positive reply
	9.3.4	Error handling
	9.3.5	Example
	9.4	Reset
	9.4.1	Service description
	9.4.2	Message ‘ResetCall’
	9.4.3	Positive reply
	9.4.4	Error handling
	9.4.5	Example
	10	UGP service cluster 2 — Authentication
	10.1	Authentication
	10.1.1	Service description
	10.1.2	Message ‘AuthenticationCall’
	10.1.3	Message ‘AuthenticationReply’
	10.1.4	Error handling
	10.1.5	Example
	11	UGP service cluster 3 — Supported data
	11.1	GetSupportedData
	11.1.1	Service description
	11.1.2	Message ‘GetSupportedDataCall’
	11.1.3	Message ‘GetSupportedDataReply’
	11.1.4	Error handling
	11.1.5	Example without ECU data
	11.1.6	Example with ECU data
	11.1.7	ECU filtered example
	11.1.8	Negative access type and data parameter property filtered example
	12	UGP service cluster 4 — Data parameter access
	12.1	GetValue
	12.1.1	Service description
	12.1.2	Message ‘GetValueCall’
	12.1.3	Message ‘GetValueReply’
	12.1.4	Error handling
	12.1.5	Single get data parameter list example
	12.1.6	Asynchronous conditioned example
	12.1.7	Monitor example
	12.1.8	Structure example ‘vehicle info’
	12.2	SetValue
	12.2.1	Service description
	12.2.2	Message ‘SetValueCall’
	12.2.3	Positive reply
	12.2.4	Error handling
	12.2.5	Example
	12.3	ControlValue
	12.3.1	Service description
	12.3.2	Message ‘ControlValueCall’
	12.3.3	Message ‘ControlValueReply’
	12.3.4	Error handling
	12.3.5	Example 1
	12.3.6	Example 2
	13	UGP service cluster 5 — Diagnostic trouble code information access
	13.1	GetDtcInfo
	13.1.1	Service description
	13.1.2	Message ‘GetDtcInfoCall’
	13.1.3	Message ‘GetDtcInfoReply’
	13.1.4	Error handling
	13.1.5	Examples
	13.2	ClearDtcInfo
	13.2.1	Service description
	13.2.2	Message ‘ClearDtcInfoCall’
	13.2.3	Positive reply
	13.2.4	Error handling
	13.2.5	Example
	14	UGP service cluster 6 — In-vehicle network access
	14.1	EnablePassThru
	14.1.1	Service description
	14.1.2	Message ‘EnablePassThruCall’
	14.1.3	Positive reply
	14.1.4	Error handling
	14.1.5	Example
	15	UGP service cluster 7 — Maintenance
	15.1	ListFile
	15.1.1	Service description
	15.1.2	Message ‘ListFileCall’
	15.1.3	Message ‘ListFileReply’
	15.1.4	Error handling
	15.1.5	Example
	15.2	ManageFile
	15.2.1	Service description
	15.2.2	Message ‘ManageFileCall’
	15.2.3	Message ‘ManageFileReply’
	15.2.4	Error handling
	15.2.5	Example download
	15.2.6	Example upload
	15.2.7	Example delete
	Annex A (normative)  Vehicle Interface Data Format definition (VIDF)
	Annex B (normative)  Unified gateway protocol ASN.1 definition
	Bibliography

