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d

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and
non-governmental, in liaison with ISO, also take part in the work. ISO collaborates closely with the International
Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

International Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.

The main ta
adopted by
Internationa

Attention is
rights. ISO s

1ISO 22320

hall not be held responsible for identifying any or all such patent rights.

as prepared by Technical Committee ISO/TC 223, Societal security.

sk of technical committees is to prepare International Standards. Draft International Standards
the technical committees are circulated to the member bodies for voting. Publication. gs an
Standard requires approval by at least 75 % of the member bodies casting a vote.

jrawn to the possibility that some of the elements of this document may be the‘subject of pptent
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Introduction

In recent years there have been many disasters, terrorist attacks and other major incidents which

have shown

the importance of effective incident response in order to save lives, mitigate harm and damage, and to ensure
a base level of continuity of essential societal functions. Such functions include health and rescue services,
water and food supply, and electricity and fuel delivery. While in the past the focus of incident response has

been national, regional or within single organizations, today and for the future there is a need for a
and multi-organizational approach. This is a result of worldwide governmental, non-governmental
and industrial relationships and dependencies.

multinational
, commercial

prove their

cap The multiple
funciions of incident response are shared between organizations and agencies, with the private sIctor and the
gov rties in how
top on minimum
requlrements, enable organizations involved to operate with joint optimum efficiency?

Effeq bperation, in

the gbility to share a common approach across geographical-and organizational boundaries.

Information requirements, as well as requirements peftaining to the information management

rmation flow

ppriate to the
pation in the
fions require

brocess and

strugture, may enable industry to develop technical\solutions which will provide maximal inferoperability

according to information and communication exchafige needs during incident response.

An efffective incident preparedness and operational continuity management programme can be
using ISO/PAS 22399, and by conducting regular multi-organizational exercises.

This|International Standard can be used.alone or together with the other standards developed by

mplemented

SO/TC 223.

© 1SO 2011 — All rights reserved


https://standardsiso.com/api/?name=c4d69ec97343663376f4e32bf965917a



https://standardsiso.com/api/?name=c4d69ec97343663376f4e32bf965917a

INTERNATIONAL STANDARD I1ISO 22320:2011(E)

Societal security — Emergency management — Requirements
for incident response

1 Scope

This International Standard specifies minimum requirements for effective incident response and provides the
S 0 © —eperationatinformation; difratior—an peratior—witht an incident
resppnse organization. It includes command and control organizational structures and proceduges, decision

supplort, traceability, information management, and interoperability.

i¢

It establishes requirements for operational information for incident response which“specifieq processes,
systems of work, data capture and management in order to produce timely, relevant-and accuratel information.
It supports the process of command and control as well as coordination and gooperation, intgrnally within
the grganization and externally with other involved parties, and specifies requiréments for coordination and
cooperation between organizations.

This|International Standard is applicable to any organization (private;)public, governmental dr non-profit)
involved in preparing or responding to incidents at the international,-fational, regional or local levgls, including
orgahizations

a) [esponsible for, and participating in, incident preventioncand resilience preparations,
b) pffering guidance and direction in incident responsey

c) (eveloping regulations and plans for command-and control,

d) feveloping multi-agency/multi-organizatiomal coordination and cooperation for incident respgnse,
e) feveloping information and communication systems for incident response,

f)  fesearching in the field of incidentresponse, information and communication and data inferoperability
models,

g) [esearching in the field oflhuman factors in incident response,

h) fesponsible for comfMunication and interaction with the public.

2 Normative'references

The |followingsreferenced documents are indispensable for the application of this documenf. For dated
referencesyonly the edition cited applies. For undated references, the latest edition of the referenc¢d document
(incllilding any amendments) applies.

ISO 22300, Societal security — Vocabulary)

3 Terms and definitions

For the purposes of this document, the terms and definitions given in ISO 22300 and the following apply.

1) To be published.

© 1SO 2011 — Al rights reserved 1
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341

command and control

activities of target-orientated decision-making, assessing the situation, planning, implementing decisions and
controlling the effects of implementation on the incident

NOTE This process is continuously repeated.

3.2

command and control system

systemthat supports effective emergency managementofall available assetsin a preparation, incident-response,
continuity and/or recovery process

3.3
cooperation
process of wWorking or acting together for common interests and values based on agreement

NOTE The organizations agree by contract or by other arrangements to contribute with their resources to the ingident
response but keep independence concerning their internal hierarchical structure.

34
coordination
way in whicH different organizations (public or private) or parts of the same orgapization work or act together in
order to achjeve a common objective

NOTE 1 Cpordination integrates the individual response activities of involved parties (including public or pfivate
organizations|and government) to achieve synergy to the extent that the incident response has a unified objective gnd to
coordinate ac}ivities through transparent information sharing regarding their.respective incident-response activities.

NOTE 2  AJl organizations are involved in the process to agree on a*cemmon incident-response objective and accgpt to
implement the strategies by this consensus decision-making process.

3.5
emergency|management
overall apprgach preventing emergencies and mapaging those that occur

NOTE Il general, emergency management utilizes a risk-management approach to prevention, preparedpess,
response and|recovery before, during and afteripotentially destabilizing and/or disruptive events.

3.6
incident command
part of an organized incident respense structure

NOTE Ifcident command”is ‘the process that is conducted within the command structures that evolve during the
management jof an incident:

3.7
incident pr%paredness

activities taken.in.order to prepare incident response

3.8

incident response

actions taken in order to stop the causes of an imminent hazard and/or mitigate the consequences of potentially
destabilizing or disruptive events, and to recover to a normal situation

NOTE Incident response is part of the emergency management process.
3.9
information

data that are processed, organized and correlated to produce meaning

2 © 1SO 2011 — Al rights reserved


https://standardsiso.com/api/?name=c4d69ec97343663376f4e32bf965917a

ISO 22320:2011(E)

3.10

operational information

information that has been contextualized and analysed to provide an understanding of the situation and its
possible evolution

31
organization
group of people and facilities with an arrangement of responsibilities, authorities and relationships

EXAMPLES Company, corporation, firm, enterprise, institution, charity, sole trader, association, agency or parts or
combination thereof.

NOTE 1 The arrangement is generally orderly.
NOTE 2  An organization can be public or private.

NOTE 3  This definition is valid for the purposes of quality management system standards~Fhe term “ofganization” is
defingd differently in ISO/IEC Guide 2.

[ISO|9000:2005, definition 3.3.1]

NOTE 4  An organization can be either a standing group or a temporary one gstablished ad-hoc to perfoprm a specific
and limited task.

4 Requirements for command and control

4.1 | General

In ggneral, command and control includes the following tasks:

a) establishing and updating goals and objectives for the incident response;
b) fetermining roles, responsibilities and relationships;

c) establishing rules, constraints and\s¢hedules;

d) ensuring legal compliance and-lability protection;

e) [monitoring, assessing and-reporting on the situation and progress;

f)  fecording key decisions and assumptions;

g) Managing resoutces;

h) gissemination of information;

i) faking\and communicating decisions;

J) nllnw-up of decisions taken

When multiple organizations, or different parts of one organization, are involved in the incident response
— consensus should be sought on overall mission objectives among involved organizations,

— structures and processes should permit operational decisions to be taken at the lowest possible level, and
coordination and support offered from the highest necessary level,

— authority and resources shall be appropriate to this mission, and

— organizations shall encourage community participation in the development and implementation of incident
response measures.

© 1SO 2011 — Al rights reserved 3
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4.2 Command and control system

4.21

General

The objective of a command and control system is to enable organizations to carry out efficient incident
responses, independently as well as jointly, with all other involved parties, in order to support all measures to
save lives and limit adverse effects.

For the purpose of incident response the organization shall implement a command and control system which
complies with relevant legislation and regulations as well as with the requirements of this International Standard.

Along with t
determine th
involved par

a) acomm
b) acomm
c) relation
d)
All of the ab
The comma
scalablg
adaptab
able to i
flexible

To fulfil thes

a comm

a comm

the resd

appointment of persons with appropriate delegated authority to be accountable for leadership.

[S] Seuing up o1 a comimarna dana Contror systeir, e organizalion Slidll, dS quiCKIy aS POS
e following lines of command both within the organization and with other organizations, agtors
ies (e.g. designation of an incident commander):

on understanding of the mission’s purpose;
on operational picture;

5 to other organizations that are not within the line of command,;

pve issues shall be taken into account during planning and exercises.

nd and control system shall be

for different incident types and involved organizations;

le to any type of incident,

htegrate different incident response organizations and involved parties, and
o the evolution of the incident and the ‘@utcome of incident responses.

b tasks a command and control systém shall include

and and control structure,

and and control process,and

urces necessary to.implement the command structure and process.

sible,
and

The organizational structure;.and the processes of the command and control system, shall be documente¢d.

NOTE T
differ, depend

he number of persons, roles and responsibilities involved in the command and control organization
ing on thesstale of the incident.

4.2.2 Rolep ‘and responsibilities

may

One role within the organization, i.e. the incident commander, shall be identified as having the overall
responsibility for command and control within that organization. This role shall have responsibility for

conside

identifyi

initiating, coordinating and taking responsibility for all measures of incident response,

setting up an organization,

ring the activation, escalation and termination processes, and

ng and meeting legal and other obligations.

The command and control structure shall be organized in such a way that the incident commander can delegate

authority.
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4.2.3 Command and control structure

The command and control structure shall be divided into different levels (e.g. tactical, operational, strategic and
normative levels) where different types of decisions are taken within different timescales. An example is given
in Table A.1.

4.2.4 Levels of incident response

Corresponding to the predefined strategic and tactical command structure, the organization shall categorize a
scale of incident severity levels. This is in order to implement, as soon as reasonably practicable, the appropriate

level

of command and control. An example is given in Table A.2.

4.2.5I Command and control process

The
activ,

The
be a

Ane

brganization shall establish a command and control process which is ongoing and-includes
ties:

bbservation;

nformation gathering, processing and sharing;

hssessment of the situation, including forecast;

blanning;

Hecision-making and the communication of the decisions taken;
mplementation of decisions;

eedback gathering and control measures.

pplicable to all persons involved in the incident command team, at all levels of responsibility.

kample of a command and control pracess for an incident involving organization(s) under a sin

command is given in Figure 1.

he following

command and control process shall not belimited to the actions of the incident commander But shall also

jle hierarchy
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a

NOTE

C Incident )

Implementation Feedback and
of decisions control

/ F Information \

gathering and

u 4 sharing a é \

Decision Assessment of
making and situation and
sharing forecasta

\ E Planning 2 <J J

With limited need for coordination with partners outside the organization.

Figure 1 — Example of command and control process in.single hierarchical organization

with limited coordination needs

The principles of command and control, coordination and cooperation apply to all organizations, whethe

have a single|or multiple hierarchical structure. In multiple hierarchical command and control structures the princip
coordination

Within the ¢
of the incideht and should include at least the following functions:

a)

b)

Ind cooperation are of enhanced relevance,

mmand and control process, the key'roles and responsibilities should be appropriate to the

personrlel, administration and finance;

situatio

nmal awareness and forecast;

operatign (planning, decision-making, recording and implementation);

logisticq;

media gnd press;

commu

hications and transmission;

F they
es of

scale

liaison (e.g. between responding organizations and NGOs);

alerting and contact (i.e. providing information to the public);

safety (e.g. health and safety of on-site personnel).

4.2.6 Decision-making

Decision-making should be as clear and transparent as possible. The decision-making should be communicated
within the organization and to other involved organizations, as well as to the public, where appropriate.
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4.2.7 Command and control resources

The organization shall establish appropriate locations and facilities for decision-making and the use of
equipment, as well as a process to ensure that resources are available and functional according to need. This

may

involve the establishment of a control centre.

A command post from which the command and control functions are carried out may be either mobile or
stationary. If appropriate, subcommand posts may be established either on-site or off-site.

4.3

Itis ¢

miss
a cul

The

Whe|
multi
level

All a
strud
and

Whe
needq
and

unle

Suitg
acto

5.1

Ope

Human factors

on obJectlves without failure due to human limitations. Incident response act|V|t|es shallibe
turally acceptable way and appropriate to the needs of the affected population.

brganization shall consider the following human factors and shall take appropriate‘\actions, e
vorkload distribution,

health and safety,

rotation of personnel,

he design of human—machine—system interfaces.

h specifying and designing command and control structures, processes and equipment (e
-organizational or cross-border use), account shall be\taken of user differences such as
5, cultural backgrounds, language skills and operating{protocols.

ctors involved shall be able to maintain an understanding of where they fit into the overal
ture and shall have the appropriate competencies to handle the assets under their control thr
bXercises.

h designing human—system interfaces; the actor’s abilities, characteristics, limitations, ski
s shall be primary considerations.(Where electronic and/or mechanical systems are a part of
control structure, the human gperator should be the highest authority in the human—mach
bs otherwise prohibited.

ble measures shall be taken to deal with spiritual, emotional and psychological stress experié
S.

Requirements’for operational information

General

nd meet the
performed in

specially for
competency

operational
bugh training

Is, and task
a command
ine—system,

nced by any

activi

ational |nformat|on |s reqwred durlng incident response in order to effectlvely manage |nC|d

nt response
! Operational

|nformat|on results from the processmg of mformatlon (see Figure 2) concerning the |nC|dent its location and
incident response activities. Operational information can be generated dynamically by the incident or given as
static information related to the location, i.e. buildings, infrastructure, population.

NOTE

Operational information provides the basis for assessment of the situation and facilitates the accomplishment

of the mission. The production, integration and dissemination of operational information (as described in 4.2) is an essential
element in command and control.

©1S0 2011
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>
5.2 Operational information process Qj\
$
5.2.1 Gengral K\
.\Q,
The organigation shall establish an ongoing proces& r providing operational information, including
following acfjvities: b\
O
a) planning and direction; C)\\
b) collectign; @
c) processing and exploitation; C)O

d) analysig and production; %O )
R R
e) dissemiphation and inte n;

f)  evaluatipn and fee(?g;k.

NOTE These cﬁ%s can take place simultaneously.

A

5.2.2 Planping and direction

the

Operational information shall be planned and prepared as part of the command and control process (see 4.2.5).

The following activities shall be included:
a) provisions of direction and mission objectives for the conduct of response operations;
b) specification of key questions for efficient decision-making;

c) planning of information collection with guidelines for collection methods and outcomes;

d) planning of information storage, exploitation, access rights and restrictions (database design, data formats,

communication means, etc.);

e) identification of the information needs of involved parties;

8 © IS0 2011 — Al rights reserved
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f)
g)
h)
i)

ISO 22320:2011(E)

identification of time constraints on the information required;
determination of dissemination requirements and protocols (technical and non-technical);
planning of human resources for the processing of operational information;

planning of information-processing equipment and its operational management.

5.2.3 Collection

Collection includes those activities related to the acquisition of operational information, e.g. to determine the
dire(\finn7 QPhnaningv and control of Qpn{‘ifir\ information sources

The
a)
b)

c)

ollowing activities shall be included:
dentification of accessible information sources;
acquisition of information;

recording and logging of the information obtained, including the identificatign“of sources and

5.2.4 Processing and exploitation

Duripg processing and exploitation, collected data is converted<info formats that can be rea
decigion-makers at all levels and other users with operational infermation needs.

The

ollowing activities shall be included:
hdaption of the information into a relevant format(s)or effective dissemination;

nitial evaluation of the information (the rating of'its validity and reliability of its source), an exan
s given in Table A.3;

elimination of useless, irrelevant or incofrect information;
ndication of the level of disseminatien (including classification level);

bvaluation of the credibility ef.the information, an example of which is given in Table A.4.

5.2.8 Analysis and production

time.

dily used by

hple of which

Durimg analysis and_production, all available processed information is integrated, evaluated, apalysed, and

inter
requ

The

a)

preted to creafe operational information. The outputs shall satisfy the incident comman
rements oryequest for information.

ollowing-activities shall be included:

revision of information;

ler’'s priority

prioritization and categorization of the information;
collation, assembly and synthesizing of the information;
risk identification and risk analysis;

inference of likely outcomes, deduction of trends;

production of proposals, recommendations, reports and other information-processing outputs.

5.2.6 Dissemination and integration

During dissemination and integration, operational information is delivered based on its categorization and
used by decision-makers and other users. Dissemination is facilitated by a variety of means. The means are

© 1SO 2011 — All rights reserved
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determined by the needs of the users, the implications and criticality of the operational information, and the
available transmission means.

The following activities shall be carried out:

— dissemination in accordance with specified dissemination requirements (technical and/or non-technical),
which protocols should be established, documented and accessible by all operational information users;

— integration of the operational information into the user’s operational picture.

5.2.7 Evaluation and feedback

During evalyation and feedback the organization shall make an assessment at all levels to see how we]l the
activities invplved with providing of operational information are being performed. Based on these evaluafions,
and any resuilting feedback, corrective actions should be initiated, as required, to improve the process.

5.3 Operational information process criteria

The organiziation shall ensure within the operational information processes that the following criterig are
considered:

— quality;
— perspedtive;

— synchropization;
— integrity;
— coordingtion and cooperation;
— prioritization;

— predictipn;

— agility;
— collaboration;
— fusion.

NOTE Sgee Annex B for furtherexplanations and requirements.

6 Requirements-for cooperation and coordination

6.1 General

In order to achieve effective Incident Tesponse based on common nterest and values, Necessary cooperation
agreements shall be established as a part of the incident preparedness where appropriate. This cooperation
should be based on identified risks and consequences of possible incident scenarios for the organization.

For example, cooperation is needed between

— states, federal states or public authorities concerning mutual assistance in large scale disasters with their
public services,

— governments on different levels with non-governmental organizations to provide incident response
resources (e.g. agreements with radio stations for broadcasting warning and information, general
agreements with non-governmental organizations),

— governments with private industry for incident response support activities (e.g. food, shelter, health
services, transportation, communications),

10 © 1SO 2011 — Al rights reserved
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6.2

The

6.3 | Coordination
6.3.1 General
The jorganization shall assess the need of coordination with.the relevant actors and parties 34

essential and necessary cooperation as a part of the incident preparedness. This coordinatio
basgd on identified risks and consequences of possible.incident scenarios for the organization.
should result in humane, neutral and impartial incident\refief.

The

Therg shall be an excharge of experts where appropriate.

Figu

ISO 22320:2011(E)

government with private industry to provide a certain level of disaster resilience, if not required by law (e.g.
delivery of medicaments, vaccine, emergency power supply capacity, drinking water distribution), and

within private industry, to provide mutual assistance to ensure continuation of production an
incident-response-relevant products.

Cooperation

organization shall

d delivery of

assess the need for cooperation with other organizations, actors and involved parties to prepare effective

TICIOENt TESPOTTSE,
bstablish cooperation agreements based on the assessment,

Enable integration of the cooperation partners into the command and control process by
bxperts where appropriate, and

est, evaluate and revise cooperation agreements at intervals specified by the-organization.

brganization shall implement active working relationships with the relevant actors and partieq
share information,

contribute to the planning and deciSion-making process,

mplement the emergency’s management decisions, and

repeat the process as long as needed.

e 3 shows the muitiple hierarchical command and control process with increased relevance of

exchanging

nd establish
n should be
Coordination

in order to

oordination.

© 1SO 2011 — All rights reserved
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6.3.2 Coondination process

C Incident )

Implementation Feedback and
of decisions control

/ Coordinated information \
D RN

aathermna-and-sharing
cHtHerHg—ara-Start

TRy

Organization /\ Organization

Coordinated A B Coordinated
decision Field of coordination and assessment of

making and information sharing situation and
sharing forecast

Organization /\ Organization
Cc D

\ Coordinated planning J J

gure 3 — Circular chart for multiple hierarchical command and control process
with enhanced relevance’of coordination

-

The organization shall establish a multi-higrarchical command and control process to achieve the best pogsible
coordinationlamong the involved organizations. This process shall respect existing cooperation agreemehts.

The involvefd organizations shall"evaluate and, as considered appropriate and feasible, enable pther

organizationf to participate in théindecision-making for decisions that can affect them.
All organizatjions shall inforfm other organizations about decisions taken that can affect them.

The multi-hi¢rarchical.edmmand and control process shall include the following.

a)

b)

c)

12

Early field coordination

The firsf résponders in the field shall implement an early field coordination based on available hyman
capacity and experience. The initial incident response can be critical for saving lives/infrastructure and
protection of people from being exposed to additional danger. This early field coordination shall later be
replaced by planned and sustained coordination set up by command and control.

Participation

All organizations involved in coordination shall participate in deciding policies, procedures, strategies and
plans which will affect them. The coordinators shall act in such a way that the confidence of the other
actors is maintained.

Equity

Coordination shall ensure fairness in operations and shall respect the competencies and equal opportunities
of all involved actors.

© 1SO 2011 — All rights reserved
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6.3.3 Coordination objectives

The

organization shall ensure and prioritize objectives to achieve effective sustained coordination at all

operational levels.

The

organization shall assess the following coordination objectives with regard to the actual incident response

activity, and shall evaluate their applicability:

a)
b)
c)
d)
e)
f)
9)
h)

6.4

establishment of a command and control structure;

identification of common and transparent decision-making procedures;

mplementation of an information sharing and situational awareness policy;
mplementation of a communication flow plan and communication guidelines;
Hivision of operational tasks;

breparation and implementation of a logistic support network;

setting of boundaries (geographical and areas of responsibility) between'the different organizations;
mplementation of a special resources management;

nteroperability of communication, geographic and informationimanagement network;
dentification of critical needs;

continuity of the coordination process, taking account®f staff turnover.

Information sharing

Information sharing is the basis for coordination"and cooperation, and needs to be based on trust|between the

invol

on timely and accurate information and effective operational information sharing.

The

ved organizations. The success of joint.multi-organizational or multinational incident response depends

most timely and accurate operational information is the result of the unified integration of integragency and

multinational operational informatign. This unified integration surpasses any single organization’s|effort.

For all information that needs-to be shared, organizations shall establish the means to enablg information

shar
The

a)

b)

c)

ng appropriate to the actual incident and the organizations involved.
brganization shallassess information-sharing needs as follows.
nformation-sharing environment

Creation-of an operational information-sharing environment (composed of a common operatir|g picture, an
enhanced situational awareness).

Liatd £ £E a
Mty Urciiort

Personnel of each organization need to view the situation from interagency or multinational viewpoint, as
well as from their own perspectives.

Adjustments to resolve significant differences

Differences in doctrine and procedures among the various organizations taking part in incident response
may occur. A key to effective interagency or multinational operational information is readiness, beginning
with the highest levels of command, to make the adjustments required to resolve significant differences.

Information-processing planning

The need to determine the operational information that may be shared with other organizations early in the
planning process and how it should be shared.
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e) Complementary incident response operations

The need to share operational information about complementary operational activities of cooperating
organizations.

f) Language or symbology

The need to set up a common language or symbology.

6.5 Human factors

When specify

cross-bordef use), account shall be taken of differences such as competency levels, cultural backgredyinds
operating prptocols and languages.

NOTE

tlis usual in these situations to assume the lowest level of training.
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Annex A
(informative)

Examples

Command and control structure

ISO 22320:2011(E)

The

requirements for command and control structure are specified in 4.2.3.

Table A.1 — Example of how to divide command and control structure into-different|levels

quic

ly as possible.

Corhmand Command level Description Support
kand T
Strafegic Normative State and national/federal government levels which Administrafive
operate according to the demands of the incident (e.g. transport,
to either monitor, support or to intervene waste manfggement,
Command of strategic | Heads of jurisdictions, e.g. the execdative mayor, edup?tlon epartment,
operations, policy and | and chiefs of individual responseagencies, the final ioma .s<|arv ces,t
objectives operational decision-makers inancial syppor
services)
Tacfjcal Incident command, Incident command level ofeagh participating
control, coordination organization
cooperation
Task level control Control and supportoperation on the ground
of operations (crews and sectars/divisions, and at equivalent levels
in support functions)
NOTE 1 The objective of the strategic and tactical components is to be able to make comprehensive and effectie decisions in
a timely manner taking into account all necessary aspects under the time-critical regime of the incident, as shown [exemplarily in
Tabl¢ A.1.
NOTE 2 The objective of the administrative component on a strategic level is to bring administrative departments gnd institutions
not directly involved in the strategic incident response “into the loop”, to enable them to assist in the return to normal conditions as

A.2

The

Levels of incident response

requirements.for levels of incident response are specified in 4.2.4.

© 1SO 2011 — All rights reserved
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Table A.2 — Example of how to categorize incident levels specified by resources deployed

Incident level

Description of incident level

Command level

Level 1 Event can be dealt with by resources deployed on the initial Tactical: task level perhaps
predetermined response. monitored and supported
by tactical coordination
Level 2 Event can be dealt with by resources deployed solely by Tactical command and
the affected organization. coordination
Level 3 Event can be dealt with by resources deployed by the affected Strategic command and
organization, supported by mutual aid assistance from coordination of operations
neighbouring organizations under normal arrangements. within the jurisdictions
Level 4 Event can be dealt with by resources deployed by the affected Strategic command withi‘w
organization, supported by mutual assistance from organizations | and across the jurisdictions
anywhere within the affected geographical jurisdiction. .
This assistance may be obtained through the use of a local Probab_ly monitored by grand
L strategic
governmental coordination centre.
Level 5 Covers the management of any incoming aid to help Strategit command

the organization respond to an event and will be facilitated by the
affected government, using the existing protocols of bilateral
treaties and international organizations.

within apd across the
jurisdictions, sometimes
requiring the support and
even intervention of gran
strategic

j=

A.3 Progessing and exploitation

The requirements for processing and exploitation are specified in 5.2.4.

The scales

presented in the examples given by Table.A*3 and Table A.4 are not progressive degregs of

accuracy; they only help to formalize the credibility, af)information received. The letters and numeral$ are
independenf of each other and give an overall evaluation of the information. For example, a source known fo be
unreliable (H) might provide accurate information:which is confirmed by other sources and therefore givep the
rating of E1. Additionally, a report evaluated as E6 may be totally accurate and should not be arbitrarily rejected.

Table A.3 — Example of how to rate reliability of sources

Rating Description

A Completely reliable/— a tried and tested source which can be depended upon with confidence.
These are extremely rare.

B Usually reliable — a source which has been successful in the past but for which there is still some
element.of.doubt in a particular case. Used for those of known integrity such as UN agencies, militgry
imagery, some major NGOs, etc.

C Fairly reliable — a source which has occasionally been used in the past and upon which some degree
of ‘eonfidence can be based. Could be applied to some press sources and NGOs.

D Notusu i — hot
to be unreliable. Could be applied to some press sources and NGOs.

E Unreliable — a source which has been used in the past and has proved unworthy of any confidence.
Reliability cannot be judged — a source which has not been used in the past.

16
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