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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
established has the right to be represented on that committee. International organizations, governmental and

non-govern
Internationg

Internationg
The main t
adopted by

Internationg

Attention is
rights. ISO

1ISO 24534-
This first ed

ISO 24534
vehicle and|

Part 1:
Part 2:
Part 3:
Part 4:

Part 5:

Ask of technical committees is to prepare International Standards. Draft Interriational Stand

entat, in_flaison with 1ISO, also take part in the Work. 1SO collaborates closely with
| Electrotechnical Commission (IEC) on all matters of electrotechnical standardization.

| Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
the technical committees are circulated to the member bodies for voting..-Publication ag
| Standard requires approval by at least 75 % of the member bodies casting avote.

drawn to the possibility that some of the elements of this document may be the subject of pd
shall not be held responsible for identifying any or all such patent rights.

b5 was prepared by Technical Committee ISO/TC 204, Intelligent)transport systems.
ition of ISO 24534-5 cancels and replaces the first edition'of ISO/TS 24534-5:2008.

consists of the following parts, under the general.title” Intelligent transport systems — Auton
equipment identification — Electronic Registration, Identification (ERI) for vehicles:

Architecture

Operational requirements

Vehicle data

Secure communications using asymmetrical techniques

Secure communications' using symmetrical techniques
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Introduction

A quickly emerging need has been identified within administrations to improve the unique identification of
vehicles for a variety of services. Situations are already occurring where manufacturers intend to fit lifetime

tags to vehicles. Various governments are considering the needs and benefits of electronic
(ERI), such as legal proof of vehicle identity with potential mandatory usages.
and econorr ¥ N both In respect o T NiT ractare andarq

c dllO
rfoperable solution.

is a means of uniquely identifying road vehicles. The application of ERI will offer significant b
ting techniques for vehicle identification. It will be an enabling technology for the future mana
inistration of traffic and transport, including applications in free flow, multi-lane, traffic conditic
bbility of supporting mobile transactions. ERI addresses the need of authorities and other
ed electronic identification, including roaming vehicles.

cap
trus

This
con
cryq

part of ISO 24534 specifies the interfaces for the exchange of data_between an onboard
aining the ERI data and an ERI reader or writer inside or eutside the vehicle using
tographic techniques.

The
four
veh
sec

exchanged identification data consists of a unique vehicleidentifier and can also include d
d in the vehicle's registration certificate (see 1SO 24534-3\for details). The authenticity of the
cle data can be further enhanced by using symmetric ‘encryption techniques, i.e. technique]
et keys shared by a particular community of users.

The
inte
veh

ERI interface defined in this part of 1SQO24534 supports confidentiality measures to
national and national privacy regulations -‘and to prevent other misuse of electronic idern
cles.

Foll
nee
har
pro

pwing the events of September 11th;x2001, and the subsequent reviews of anti-terrorism me
H for ERI has been identified “as a possible anti-terrorism measure. The need for i

ction against misuse by terrorists.
Thig

defi
regi

part of ISO 24534 makes use of the basic automatic vehicle identification (AVI) provisi

Stration data of a ehicle.

registration
There is a
enable an

nefits over
jement and
bns with the
users for a

component
symmetric

hta typically
exchanged
S based on

adhere to
tification of

asures, the
hternational

onization of such ERI is therefore important. It is also important to ensure that any ERI measyres contain

bns already

ned in ISO 14814 and)ISO 14816. In addition, it includes provisions for security and the use ¢f additional
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Intelligent transport systems — Automatic vehicle and
equipment identification — Electronic Registration
Identification (ERI) for vehicles —

Pn

rt5:

Se

1

This
sym
nati

This
regi
ino

cure communications using symmetrical techniques

Scope

International Standard provides the requirements for an electronic régistration identification
metric encryption techniques that are based on an identifier assigned to a vehicle (e.g. for re
pbnal authorities), suitable to be used for

electronic identification of local and foreign vehicles by national authorities,

adaptation of vehicle data, e.g. in case of international re-sales,
safety related purposes,

crime reduction,

commercial services, and

adhering to privacy and data.protection regulations.

stration tag (ERT), whieh is the onboard device containing the ERI data, and the ERI reader
- outside the vehiete using symmetric encryption techniques.

Symmetric encryption techniques are based on secret keys shared by a particular community of (

clos

Itin

ed user groups in which it is trusted that keys are not revealed to outsiders.

cludes

(ERI) using
cognition by

vehicle manufacturing, in-life maintenance and end-of-life“identification (vehicle life-cycle management),

part of ISO 24534 specifies the interfaces for a secure exchange of data between thé¢ electronic

r ERI writer

sers, i.e. in

the’interface between an ERT and an onboard ERI reader or writer

— the interface between the onboard ERI equipment and (roadside) reading and writing equipment, and

NOTE

security issues related to the communication with the ERT.

certificate) are defined in ISO 24534-3.

© 1SO 2011 — All rights reserved
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2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC 8825-2, Information technology — ASN.1 encoding rules: Specification of Packed Encoding Rules
(PER) — Part 2

ISO 14816, Road ftransport and traffic telematics — Automatic vehicle and equipment identification —
Numbering and data structure

ISO 15628,| Road transport and traffic telematics — Dedicated short range communication (DSRC) ~—D$RC
application layer

EN 12834, Road transport and traffic telematics — Dedicated Short Range Communication {DSRC) — D$RC
application |ayer

3 Terms$ and definitions
For the purposes of this document, the following terms and definitions applyz

31
access control
prevention of unauthorized use of a resource, including the prevention of use of a resource in an unauthorjzed
manner

[ISO 7498-2, definition 3.3.1]

3.2
access control list
list of entitigs, together with their access rights, which are authorized to have access to a resource

[ISO 7498-2, definition 3.3.2]

3.3
active threft
threat of a deliberate unauthorized change to the state of the system

[ISO 7498-2, definition 3.374]

EXAMPLE Modification of messages, replay of messages, insertion of spurious messages, masquerading ag an
authorized eftity and-denial of service.

3.4
additional vehiele-data
electronic registration identification (ERI) data in addition to the vehicle identifier

[ISO 24534-3, definition 3.1]

3.5

air interface

conductor-free medium between onboard equipment (OBE) and the reader/interrogator through which the
linking of the onboard equipment (OBE) to the reader/interrogator is achieved by means of electro-magnetic
signals

[ISO 14814, definition 3.2]

2 © ISO 2011 — Al rights reserved
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3.6
authorization
granting of rights, which includes the granting of access based on access rights

[ISO 7498-2, definition 3.3.10]

3.7

challenge

data item chosen at random and sent by the verifier to the claimant, which is used by the claimant, in
conjunction with secret information held by the claimant, to generate a response which is sent to the verifier

[1SQ 9798-1, definition 3.3.5]

NOTE In this part of ISO 24534, the term challenge is also used in case an ERT does not have,enabl¢d encryption
capabilities and the challenge is merely copied without any secret information applied.

3.8
ciphertext
data produced, through the use of encipherment, the semantic content of which'is/not available

[ISQ 7498-2, definition 3.3.14]

3.9
claimant
entify which is or represents a principal for the purposes of authentication, including the function$ necessary
for gngaging in authentication exchanges on behalf of a principal

[ISQ/IEC 10181-2, definition 3.10]

3.1(
clegrtext
intelligible data, the semantic content of which.js available

[1ISQ 7498-2, definition 3.3.15]
3.11
corIidentiaIity

property that information is net made available or disclosed to unauthorized individuals, entities, or[processes

[1SQ 7498-2, definition 3:3.16]

3.1%
data integrity
intelgrity

property that data has not been altered or destroyed in an unauthorized manner

[1ISQ 7498-2, definition 3.3.21]

3.13

decipherment

decryption

reversal of a corresponding reversible encipherment

[ISO 7498-2, definition 3.23]

© 1SO 2011 — All rights reserved 3
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3.14

distinguishing identifier

information

which unambiguously distinguishes an entity

[ISO 9798-1, definition 3.3.9]

3.15

electronic registration identification

ERI

action or act of identifying a vehicle with electronic means for purposes as mentioned in the scope of this part
of ISO 24534

3.16
electronic
ERR
device useq

NOTE1 A
NOTE2 A

protocol units

3.17
electronic
ERT
onboard ER
one or morg

NOTE 1 |

NOTE2 1
capabilities (

3.18

registration reader
to read or read/write data from or to an electronic registration tag (ERT)

n ERR communicates directly, i.e. via an OSI data-link, with an ERT.

n ERR can also be an ERI reader and/or an ERI writer or can act as a relay in“the exchange of ERI
between an ERT and an ERI reader/writer.

registration tag

| device that contains the ERI data, including the relevant implemented security provisions
interfaces to access that data
h case of high security, the ERT is a type of secure application module (SAM).

he ERT can be a separate device or can be integrated into an onboard device that also provides {
p.g. DSRC communications).

enciphermgnt

encryption
cryptograph

NOTE 1
performed.

NOTE 2

B

A

3.19

end-to-end
encipherme
within or at

ic transformation of data to produee ciphertext

ncipherment can be irreversible; in which case the corresponding decipherment process cannot feasib

dapted from ISO 7498-2, definition 3.3.27.

encipherment
nt of data within or at the source end system, with the corresponding decipherment occurring
the destination end system

[ISO 7498-2

data

and

ther

y be

pDnly

,definition 3.3.29]

3.20

entity authentication
corroboration that an entity is the one claimed

[ISO 9798-1, definition 3.3.11]

3.21
ERI data

vehicle identifying data which can be obtained from the ERT that consists of the vehicle identifier and possible
additional vehicle data

NOTE

Adapted from ISO 24534-3, definition 3.4.

© ISO 2011 — All rights reserved
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3.22
ERI reader
device used to read ERI data directly or indirectly from an ERT by invoking ERI transactions

NOTE 1 In case an ERI reader exchanges the ERI protocol data units directly via a data link with an ERT, it is also
called an ERR. In case it communicates via one or more nodes, only the last node in this sequence is called an ERR. As a
consequence, an external ERI reader can, depending on the onboard configuration, act for some vehicles as an ERR and
for others not.

NOTE 2 See also onboard ERI reader and external ERI reader.

3.23

ERI|system operator
organization responsible for the operation of the ERI system and acting as the security authority|for the ERI
secyrity domain

3.2
ERIl|writer
dev|ce used to write ERI data directly or indirectly into an ERT by invoking ERI transactions

NOTE 1 In case an ERI writer exchanges the ERI protocol data units directly via a data link with an ERT, it is also
calldd an ERR. In case it communicates via one or more nodes, only the last node.in this sequence is called 4dn ERR. As a
congequence, an external ERI writer can, depending on the onboard configuratien, act for some vehicles as|an ERR and
for gthers not.

NOTE 2 See also onboard ERI writer and external ERI writer.

3.2
external ERI reader
ERIljreader that is not part of the onboard ERI equipment

NOTE 1 An external ERI reader is not fitted within or on“the outside of the vehicle.

NOTE 2 A distinction is made between proximity,.short-range (DSRC), and remote external readers. A proximity reader
can le.g. be a PCD (Proximity Coupling Device) as:specified in ISO 14443. A short-range external ERI reader can be (a
part|of) roadside equipment, hand-held equipment, or mobile equipment. A remote external ERI reader can e part of the
bacl-office equipment (BOE).

3.2
external ERI writer
ERIjwriter that is not part of the,onboard ERI equipment

NOTE 1 An external ERIwriter is not fitted within or on the outside of the vehicle.

NOTE 2 A distinctiends made between proximity, short-range (DSRC), and remote external writers. A proximity reader
can e.g. be a proximity.coupling device (PCD) as specified in ISO 14443. A short-range external ERI writer gan be (a part
of) rpadside equipment, hand-held equipment, or mobile equipment. A remote external ERI writer can be parf of the back-
office equipment(BOE).

3.27%
identification

t: $of talblal: il FH
aC IUTT U aut Ul TolaulioriiiTty TUTTIULY

NOTE See also vehicle identification.

3.28

key

sequence of symbols that controls the operation of a cryptographic transformation (e.g. encipherment,
decipherment, cryptographic check function computation, signature generation, or signature verification)

[ISO 9798-1, definition 3.3.13]

© 1SO 2011 — All rights reserved 5
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3.29
lifetime
period of time during which an item of equipment exists and functions

NOTE Adapted from ISO 14815, definition 4.8.

3.30
manipulation detection
mechanism which is used to detect whether a data unit has been modified (either accidentally or intentionally)

[ISO 7498-2, definition 3.3.35]

3.31
masquerade
pretence byl an entity to be a different entity

[ISO 7498-2, definition 3.3.36]

3.32
mutual authentication
entity authegntication which provides both entities with assurance of each other’s identity

[ISO 9798-1, definition 3.3.14]

3.33
onboard ERI equipment
equipment fitted within or on the outside of the vehicle and used for ERI'purposes

NOTE The onboard ERI equipment comprises an ERT and can alse-comprise any additional communication devices.

3.34
onboard ERI reader
ERI reader peing part of the onboard ERI equipment

NOTE An onboard ERI reader can e.g. be a proximity coupling device (PCD) as specified in ISO 14443.

3.35
onboard ERI writer
ERI writer being part of the onboard ERLequipment

NOTE An onboard ERI writer can €.g. be a proximity coupling device (PCD) as specified in ISO 14443.

3.36
passive thieat
threat of unputhorized diselosure of information without changing the state of the system

[ISO 7498-2, definition’ 3.3.38]
3.37

principal
entity whose identity can be authenticated

[ISO/IEC 10181-2, definition 3.15]

3.38

privacy

right of individuals to control or influence what information related to them may be collected and stored and by
whom and to whom that information may be disclosed

NOTE Because this term relates to the right of individuals, it cannot be very precise and its use should be avoided
except as a motivation for requiring security.

6 © ISO 2011 — Al rights reserved
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[ISO 7498-2, definition 3.3.43]

3.39
random number
time-variant parameter whose value is unpredictable

[ISO 9798-1, definition 3.3.24]

3.40
registration authority
organization responsible for writing the ERI data and security data into an ERT according to local legislation

NOTE It is expected that the registration authority with respect to the ERI data can be the same authority that keeps
the official register in which the vehicle and its owner or lessee are listed. This is, however, not required by this part of
1ISO|24534.

34

secret key

key|that is used with a symmetric cryptographic algorithm

NOTE 1 Possession of a secret key is restricted (usually to two entities).

NOTE 2 For ERI, there can be only one entity or several entities, depending.on the key management polic
NOTE 3  Adapted from ISO/IEC 10181-1, definition 3.3.15.

=<

3.4

secprity
protection of information and data so that unauthorized persons or systems cannot read or modify them and
authorized persons or systems are not denied access te them

[1SQ 12207, definition 4.39]

NOTE Security versus safety (informal):

Securrity:  protection of a system against its‘environment; in this context the protection of the ERI system adainst attacks
or accidents;

Safqty: protection of the environment against a system; in this context the protection of the driver,|passengers,
vehicle, etc., against dangers of the ERI system.

3.43
secprity authority
entity that is responsiblefor the definition, implementation or enforcement of security policy

[ISQ/IEC 10181-15 definition 3.3.17]

3.44
secprity domain
set lof-elements, security policy, security authority and set of security-relevant activities in which the set of
elements are subject o the security poticy for the specified activities, and the security policy 15 administered
by the security authority for the security domain

[ISO/IEC 10181-1, definition 3.3.20]

3.45

security service

service, provided by a layer of communicating open systems, which ensures adequate security of the systems
or of data transfers

[ISO 7498-2, definition 3.3.51]

© 1SO 2011 — All rights reserved 7
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3.46

sequence number
time variant parameter whose value is taken from a specified sequence which is non-repeating within a certain

time period

[ISO 9798-1, definition 3.3.27]

3.47

system operator
organization responsible for the operation of the system

NOTE F
in his jurisdig
3.48

tion.

system operator key

access key
3.49

threat
potential vig
[ISO 7498-

3.50

for a system operator

lation of security

, definition 3.3.55]

vehicle identification

action or ag
3.51
verifier
entity which

NOTE1 A
NOTE2 A

4 Symbh
AEI

AES
ASN.1

AVI

t of establishing the identity of a vehicle

is or represents the entity requiring an authénticated identity

dapted from ISO/IEC 10181-2, definition3.20.

ols and abbreviations

Automatic Equipment tdentification

Advanced Eng¢ryption Standard

Abstract’Syntax Notation One (as defined in ISO 8824)

Automatic Vehicle Identification

BOE

DES

EN

ERI

ERR

ERT

verifier includes the functions necessary for-engaging in authentication exchanges.

or this part of ISO 24534, a system operator also acts as the registration authority and the security authority

—Back-Office Equipmment
Data Encryption Standard
European Standard (German: Europaische Norm)

Electronic Registration Identification

Electronic Registration Reader: a device used to read or read/write data from or to an ERT

Electronic Registration Tag

© ISO 2011 — All rights reserved
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EU European Union

IEC International Electrotechnical Commission

ISO International Organization for Standardization

OBE Onboard Equipment

osI Open Systems Interconnection (see ISO/IEC 7498-1)
PICS Protocol Implementation Conformance Statement(s)
PIN Personal Identification Number

SA Secure Application Module

Trigle-DES Triple-Data Encryption Standard

VIN Vehicle Identification Number

5 |System communications concept

5.1| General

Thig clause provides an introduction of the context in which 'ERI data and security data may be

writfen into the ERT and in which vehicles can be identified. It also outlines options that may or

ead from or
may not be

usefl in an actual implementation. The normative requirements for the interfaces are provided in Clause 6 and
Annex A. Annex C contains a form to specifyZthe limitations of an actual communicatipn protocol
implementation.

Thig clause only deals with interfaces~using symmetric encryption techniques. Symmetric| encryption
techniques are based on secret keys'that are shared by a community of one or more usgrs. Such a
community is essentially a closed user group in which it is trusted that secret keys are not fevealed to
outgiders.

It islassumed that the users of the closed user group are all operating within the jurisdiction of one [ERI system
opefator responsible for kéy)management and acting as the registration authority in his jurisdiction

A npore generic interface based on asymmetric techniques, with various (security) capability| levels and
supporting cooperation between multiple (registration) authorities (i.e. multiple security domains) is defined in
1SO|124534-4.

5.2| Overview

5.2.4_Ve‘h'i‘e|'e'|'eg'istfa‘ﬁ°ﬂ'i‘d'eﬂﬁﬁuat;un

ERI is the action or act of identifying a vehicle with electronic means for purposes as mentioned in the scope
of this part of ISO 24534.

The

NOTE

identifier used to identify a vehicle is called the vehicle identifier or vehicleld.

The preferred vehicle identifier is the VIN that is assigned to the vehicle by its manufacturer in accordance

with ISO 3779 but alternatives are supported as well. See ISO 24534-3, for details about the vehicle identifier and
additional vehicle data.

© 1SO 2011 — All rights reserved
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In this part of ISO 24534, the combination of the almost unique vehicleld and a unique ERT number is used as
the unambiguous distinguishing identifier.

5.2.2 System concept and supported interfaces

Figure 1 presents the interfaces specified in this part of ISO 24534,

Vehicle
Electronic Registration
Tag (ERT)
__| __ Interface specified in this
Standard Interface specified in this
Standard
Onboard . Other Communication |
ERI reader/writer S :
(ERR) application device(s) | Extermal
I ERI readerjwriter
Onboard communication provisions |
Other onboard equipment (other OBE)

Figure 1 — System concept and supported interfaces

The onboand component that provides a secure environment for(the ERI data and security data is called

ERT.

NOTE 1 £
of the ERT.

n implementer may integrate other provisions into\thie ERT, as long as this does not compromise the sed

An ERT opgrates in one of two modes:

— Non-co
when t

mmissioned mode,
ne ERT contains no system operator keys.

When ¢perating in the non-commissioned mode, the authentication phase (see below) is not supporte

and thq

— Comm
when 3

only operation allowed is-t0 commission the ERT.

ssioned mode,
system operator\has written its keys into the ERT.

When

perating in tHe-commissioned mode the authentication phase (see below) is supported.

A system operator_may also decommission an ERT, i.e. delete all key from the ERT. The ERT then returr
its non-commissioned mode and the only operation allowed is again to commission the ERT.

the

urity

[®N

An ERT is thilared to a epp(‘ifi(‘ vehicle in one or mare steps-

— First, the ERT is customized with the vehicle identifier and, optionally, additional ERI data.
This step can only be performed once in the lifetime of an ERT.

— Next, the system operator may register changes of the additional ERI data (i.e. the ERI data with the

excepti

on of the vehicle identifier).

ERI data may only be written/updated in commissioned mode and only by the system operator.

It is assumed that all ERT and all onboard and external readers and writers will be part of the same security
domain, i.e. within the jurisdiction of one single ERI system operator responsible for the security policy and its

implementa

10

tion.

© ISO 2011 — All rights reserved
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It is also assumed that the system operator is also acting as the registration authority in their jurisdiction.

NOTE 2

can be included in an ERT (see ISO 24534-3 for details).

In order to accommodate the needs of different system operators, different selections of additional ERI data

The onboard communication provisions shall be capable to transfer data from or to the ERT without modifying

that

NOTE 3

data.

The onboard communication provisions can e.g. be part of an onboard platform for transport applications.

A communication device may communicate with a short-range ERI reader/writer or remote with back office

equ
Ao

actg
dev

5.2.

Within the context of this part of ISO 24534, the following roles for natural or.legal persons are disti

a)

5.2.
Figy

An

dire
in c
and

#  The communications context for reading

pment (BOE).

nboard communication device external to the ERT that communicates with an external \ERI r
as a relay between this external ERI reader/writer and the onboard ERI reader/writer."A con
ce may also be used for other applications.

3 Roles involved

A system operator, who is responsible for the operation of the, ERI"system. An ERI system
also the security authority for the ERI security domain and responsible for generating secret
used for authentication. A system operator also acts as the-yegistration authority, i.e. as the
writing vehicle-related data into the ERT.

NOTE 1 It is expected that the registration authority with-respect to the ERI data is the same authori
the register in which the vehicle is listed. This is, however not required by this part of ISO 24534.

NOTE 2
related to the vehicle. It is implicitly assumed that\this register also identifies the one(s) responsible fq
(e.g. its owner, operator, keeper, lessee, and/orregular driver).

Authorities, who are entitled (e.g. by the virtue of public legislation) and authorized by the syst
to read the ERI data and encrypted access control list entries from a vehicle.

NOTE 3 Roles and requirements related to the specification, design and manufacturing (including t
ERT are outside the scope of(this part of ISO 24534.

re 2 presents the communications context for reading data from an ERT.

pader/writer
munication

nhguished.
operator is

keys to be
huthority for

ly that keeps

It is assumed that each vehicle is listed jn-a‘register that contains the vehicle identifier and aglditional data

r the vehicle

bm operator

esting) of an

ctly with«the ERT. An external ERI reader communicates either directly or indirectly with the
hse of-a-hand-held reader or an integrated ERI device, or indirectly via an onboard communic
an‘onboard ERI reader. The onboard communication module may also be used for other appli

pnboard or external ERI reader is used to read data from the ERT. An onboard ERI reader caw

municates
RT: directly
ion module
cations.

A sensor system (which is outside the scope of this part of ISO 24534) may be used to trigger an external ERI
reader when it senses the presence of a vehicle.

The various parties that can read ERI data from an ERT are described in 5.3.3. The access rights of the
various entities are described in 5.3.5.
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\ \
\ \ .
} Sensor ‘&\\ P Trigger
\ I TS~ -
b ] ~~_*
Interface specified in this \\\\A
Standard
Electronic | Onboard or external
registration tag } ERI reader Authority
(ERT) | (e.g. an ERR)

The equipn

The distriby
ISO 24534.

5.2.5 The

Figure 2 — Communication context for reading from an ERT

ent used by an entity in an office (i.e. not at the roadside) is called back office equipment (BOE

tion of functions between BOE and an external ERI reader is outside thé)scope of this pa

communications context for writing

Figure 3 presents the communications context for writing data into an ERT.

The onboard or external ERI writer is used to write data into the ERT: An onboard ERI writer communic

directly with
case of a h
and the onf

The varioug
the various

The distriby
ISO 24534.

Aand-held reader or an integrated ERI device, or indirectly via an onboard communication mo
oard ERI writer. The onboard communication module may also be used for other applications.

parties that can write ERI (security) data into*an ERT are described in 5.3.3. The access righ
entities are described in 5.3.5.

tion of functions between BOE and:an external ERI writer is outside the scope of this pa
A system operator may e.g. commission a writer to operate on its behalf or it may use e.g.

writer only a@s a relay device for remote writing from its back office.

Interface’specified in this

Standard Keys and
Electronic | Onboard or external | ER| data
registration tag } ERI writer System operator
(ERT) | (e.g. an ERR)

Figure 3 — Communication context for writing into an ERT

't of

htes

the ERT. An external ERI writer communicates either-directly or indirectly with the ERT: directjy in

Hule

s of

t of
the

5.2.6 Service levels supported

This part of 1ISO 24534 supports a secure communication with an ERT within one jurisdiction based on
symmetric encryption techniques.

A more generic interface based on asymmetric techniques, with various (security) capability levels and
supporting cooperation between multiple (registration) authorities (i.e. security domains) is defined in
ISO 24534-4.

12
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5.3 Security services

5.3.1 Assumptions

The security concept for the exchange of data between an ERT and an ERI reader or writer is based on the
following assumptions.

a) The use of an ERT may be mandatory and, therefore, should be fraud resistant. Using 1SO 7498-2
terminology, the ERT should be resistant against active threats (e.g. modification of messages, replay of
messages, insertion of spurious messages, and masquerading).

b) |A reading of an ERT should be suitable as legal evidence.
c) |ERI shall have the capability to provide a high level of privacy protection (i.e. it should n¢t be easily
possible to monitor mobility patterns of a vehicle and, hence, of its regular driver); consequently, an ERT
should also be resistant against passive threats.

d) |ERI shall have the capability to provide protection measures to prevent ERIfrom being used {o trigger an
attack on a vehicle.

e) |The performance of security mechanisms must be achievable within the time ayailable for
communications whilst the vehicle is moving.

EXAMPLE Reading a vehicle at 180 km/h within a 10 m read range’ should be achieved within 200 ms.

5.3.2 Entity authentication while reading ERI data

Trusgt in the authenticity of an ERI reading depends:on the following authentication aspects which shall be
completely fulfilled to fully trust a reading.

a) |The ERT is customized with the correct vehicle identifier and is attached to the correct vehicle
b) | The ERT cannot be removed from.the-vehicle without rendering it inoperable.

c) |The ERI data is read from a ‘genuine ERT, i.e. from a legitimate device (it is not a replicatgd message
from a fake one).

d) |The ERI data is correctly read from the ERT (data integrity, manipulation detection). This is achieved by
standard mechanisms used in data communications and, as a side effect, by encrypting the ERI data
(decipherment of-eorrupted ciphertext will not produce anything useful).

e) |When ERIdata has been correctly read from a genuine ERT upon a particular request, it sha|l be difficult
to be disputed later on that this data was not read from this component upon that requpst. This is
achieved-by encrypting the ERI data together with a challenge code provided by the ERI readgr.

NOTEA ° This part of ISO 24534 only deals with c), d), and e). The items a) and b) are specified in ISO 24534-2.

NOTE 2  Using technical (ISO/IEC 9798-2) terminology, c) and e) are supported using a three pass mutual
authentication mechanism with unidirectional keys. Uniqueness/timeliness is controlled by generating and checking
random numbers and sequence numbers.

5.3.3 Confidentiality while reading ERI data
This International Standard supports confidentiality by delivering ERI data in ciphertext. The encrypted ERI
data can then be made freely available but can only be decrypted and interpreted by authorized
persons/equipment (end-to-end encipherment).

To prevent that encrypted ERI data can be used as a pseudonym, a sequence or random number may be
added to the ERI data before encryption.
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Confidentia

lity is only required for reading ERI data from an ERT, not for writing data into an ERT.

5.3.4 Keys for authentication and confidentiality

The same secret key is used for both authentication and confidentiality.

A vehicle may be registered for many years and during those years many other vehicles are registered and
deregistered. As a consequence, a system operator has either to use always the same keys, or to use
different keys for different vehicles. In order to support this latter option, a key can be identified with a key

identifier an

In order to
multiple key

In cassg
the ER

a)

b)
reques
does n

In cassg
to chodg

c)

d) In casg

uses fg

5.3.5 Acc
There is no

If one or m
using unidin

There are t
A system o
An authority
a) TheER
b) The his

c) Access

In cas¢ an ERT has one of the requested keys, it uses one of them. If an ERT"does not conta

d both an ERT as well as an ERI reader/writer may use multiple keys.

allow ERT with one or multiple keys to be interoperable with ERI readers/writers with on
s, the following procedure is used.

an ERI reader/writer wants to select an ERT key, it sends the ERT list a key numbers form w
T may select one to be used for its responses.
ed key but has one or more other keys, it may choose any key it has forits responses. If the

Dt (yet) contain any key, it simply does not use any key.

an ERT wants to select an ERI reader/writer key, it sends the reader/writer a list of key num
se from for its responses.

an ERI reader/writer has one of the requested keys, it uses one of them. If not, the reader/W
r its responses the same key as used by the ERT its request.

ess control to ERI data

access control unless at least one key is loaded into the ERT.

ectional secret keys.

vo groups of keys: one for system‘operators and one for authorities.

perator key provides full réad/write access to both the ERI data and the security data.
key only provides read access to:

| data: the vehicle identifier and the additional vehicle data;

torical datay ‘if available;

control list entries (see below) in ciphertext that can be decrypted by the system operator.

e or

hich

na
RT

Ders

riter

bre keys are loaded into an ERT, access control is based on a mutual authentication procedlure

54 Com

5.41 Ove

munication architecture description

rall communication concept for identifying vehicles

Figure 4 presents the communication concept for the identification of a vehicle.
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User: ERT holder This Authority
Standard

Location: Vehicle { On the road (-side) Back office

Equipment: OBE 1 ERI reader BOE

Communication: Short range, e.g. infrared or DSRC | A (cellular) network

Figure 4 — Overall local communication concept for identification

This_part of ISO 24534 deals with the air interface between the onboard ERI equipment in a vehicle and a

sho
NOT
Ann
ALP]
The
ISO|

uplg
inte

5.4.

This
acc

Figy

This
are

NOT

5.4.

't-range external ERI reader.

E The vehicle—external ERI-reader interface corresponds to the DELTA reference point;)the ai

HA reference point in this annex.

interface between an external ERI reader and the BOE of a back office is out$ide the scope of

P Overall communication concept for remote access

part of ISO 24534 also supports remote access to an-ERT. A system operator may e.g.
bss, if implemented, to check or update the additional ER}.data or the security data.

re 5 presents the communication concept for remote.access to a vehicle’s ERT.
User: ERT holder This System operator System operator
Standard
Location: Vehicle | Back office Back office
Equipment: OBE l ERI reader/writer BOE
Communication: A (cellular) network | A local network

Figure(5 — Overall communication concept for remote access

part of ISO 24534 deals with the network interface between the onboard ERI equipment in a
mote external ER|-reader/writer.

E Whether or not remote access capabilities are implemented is outside the scope of this part of IS

3 The-onboard communication

interface in

bx A of ISO 14814:2006; see 5.5.1 for details. The external ERI-reader-back-office interfdce-Corresponds to the

this part of
lists and/or

24534. It may e.g. be used for commissioning the ERI reader, the exchange of white or black
ading the reading results. It may e.g. be a local interface in the back office or a wide afea network
face.

use remote

vehicle and

D 24534.

an-abat 4 £ bl bhaard mra-Reatian-arekhit CIRT
o mcatroT T ar ot ot

F' reb-nracania P AL AL P2 H n P~y
|gl.|u U PTCSTTIItS arr aoStaCt OvVeTVvICT - O a pUSSToTC oOrmiooara— o

This
Standard
Device: ERT | Other onboard Communication
} device(s) device
Communication: Onboard communication External

Figure 6 — The onboard architecture

NOTE Figure 6 does not imply that the ERT and the communication device shall be separate compone
or cannot be the case for a specific implementation.
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Interfaces

5.5.1 The short-range air interface

The communication between the onboard ERI equipment and a short-range external ERI reader/writer uses
the protocol stack as shown in Figure 7.

AVI layer (shall conform to ISO 14816 plus additional services)

ERI layer (adding ERI security and management services)

An applica

layer

tion layer, e.g. the DSRC application layer (shall conform to ISO 15628 or EN 12834) or a simi

ar

Lower layers

The relatior
depicted in

OBE

Figure 7 — Protocol stack air interface

between these layers and the reference points BETA to ZETA in Annex A of ISO 14814:200
Figure 8: (reference point ALPHA is located between the ERI reader-and the BOE of a back off]

ERI reader

6 is
ce).

AVI layer
(conform to ISO 14814)

e.g. DSRC application layer
OSl layer 2

application

AVI

EPSILON

Media
adaptation

adaptation

Local
system

Figure 8 — The location of the ERI layer in the ISO 14814 reference architecture
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5.5.2 The onboard interface with the ERT

The communication between an ERT and an onboard ERI reader/writer uses the protocol stack as shown in

Figure 9.
AVI layer (shall conform to ISO 14816 plus additional services)
ERI layer (adding ERI security and management services)
A transmission layer, e.g. 1SO 14443
Lower layers, e.g. ISO 14443, 1SO 15693, etc.
Figure 9 — Protocol stack ERT interface
6 [Interface requirements

6.1

Clauise 6 defines the interface to access the ERI data in the ERT_ and contains the following subclal

The
The

the
datd

6.2

6.2.

Tab)

Overview

6.2 provides an abstract definition;
6.3 defines the onboard interface with the ERT;

6.4 defines the short-range air interface betWeen the onboard ERI equipment and an ¢
reader/writer;

6.5 defines the interface for remote aecess.
onboard interface is defined as an implementation of the abstract definitions in 6.2.
external interfaces as defined in 6.4 and 6.5 are either used to communicate directly with the |

pbnboard communication provisions are integrated into the ERT, or used indirectly to relay the E
units to the onboard ERI reader/writer. (See Figure 1).

Abstract transaction definitions

1 Transaction overview

e 1«defines the ERT transactions.

LISes:

xternal ERI

ERT in case
ERI protocol
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Table 1 — Required and optional transactions
Subclause Transaction Req Description

6.2.4 mutualAuthenticate1 R Required for mutual authentication

6.2.5 mutualAuthenticate?2 R Required for mutual authentication

6.2.6 getSecretKeyEriData R For ERI by authorities or system operator

6.2.7 setSecretKeyEriData R For customizing an ERT and updating additional ERI
data by a system operator

6.2.8 commissionSecretKeyErt A, C |For a system operator to load his symmetric key data
into an ERT

6.2.9 decommissionSecretKeyErt O | To remove the system operator keys

6.2.10 updateAccessControlList A, C [To add or remove authorities to or from the acdess
control list of an ERT

6.2.11 getCiphertextAccessControlListEntry O |To retrieve the entries of the,acgess control ligt in
cipher text by an authority or system operator

6.2.12 endOfSession R | To indicate the end of an-ERI session

NOTE THe column headed “Req” indicates whether a transaction is always required (R), requifed for confidentiality (C), required for

authenticatior] (A) or being optional (O).

6.2.2 Sespion phases

The commynication with an ERT is session oriented. A completé'session consists of the following consecutive

phases.

a) The miitual authentication phase, that provides for the mutual authentication of an ERI reader/writer|and

an ERT if the ERT is in commissioned ‘mode. In this phase, the mutualAuthenticate1 [and
mutualfuthenticate2 transactions are consecutively invoked and performed. In case the ERT is in fon-

commi

b)
commi
securit
transad
c) These
In case of g
6.2.3 ERI
6.2.3.1

ssioned mode, the mutual authentication phase is skipped.

The ddta exchange phase, that startSidirectly for an ER in non-commissioned mode and for an ER
ksioned mode after a successful mutual authentication. In the data exchange phase, ERI datq or

5sion release phase which terminates the session.

ny error and-unless specified otherwise, the session shall terminate without further notice.
transactions and protocol data units

The-transaction-concept

data is exchanged between the ERI reader/writer and ERT. During this phase, data exchg
tions may be invoked inyany order.

T is

nge

Writing and reading data to or from an ERT shall be achieved by means of transactions which are defined as
instances of the TRANSACTION information object class.

18
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The TRANSACTION information object class is defined as follows:

TRANSACTION ::= CLASS {

&ArgumentType ,
&ResultType ,
&transactionCode INTEGER UNIQUE
}

WITH SYNTAX{
ARGUMENT &ArgumentType
RESULT &ResultType

CODE &transactionCode
¥

A transaction shall be invoked by an ERI reader, an ERI writer and shall be performed by the ERT.

No fransaction shall be invoked by an onboard ERT reader/writer while the ERT js 'still performing another
trangaction.

The| &ArgumentType field shall specify the data type of the argument of the-transaction. If omitt¢d, then the
transaction takes no argument value.

The| &ResultType field shall specify the data type of the value returned with the result of the transagtion.

Thel &transactionCode field specifies the integer value which is 4sed to identify the transaction, e.g. when it is
to be invoked.

6.2.3.2 ERI protocol data units

The| ERI protocol data units (PDUs) are defined as follows:

SegretKeyEriPdu ::= CHOICE {

requestPdu SecretKeyEriReqPdu,
reponsePdu SecretKeyEriRspPdu
}
SegretKeyEriReqPdu ::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ({SecretKeyEriTransactipns}),
argument TRANSACTION.&ArgumentType
({SecretKeyEriTransactions} {@.transactCode}) OPTIONAL
}
SegretKeyEriRspPdir::= SEQUENCE {
transactCode TRANSACTION.&transactionCode ({SecretKeyEriTransactipns}),
result TRANSACTION.&ResultType

({SecretKeyEriTransactions} {@.transactCode})

Sec =
getSecretKeyEriData | setSecretKeyEriData |

commisionSecretKeyErt | decommisionSecretKeyErt |
updateAccessControlList | getCipertextAccessControlListEntry | endOfSession

}

A secret key ERI data protocol unit is of type SecretKeyEriPdu and either a SecretKeyEriReqPdu or a
SecretKeyEriRspPdu.

The SecretKeyEriRegPdu data protocol unit shall be used for the invocation of a transaction to be performed
by the ERT.
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The SecretKeyEriRspPdu data protocol unit shall be used for the result of a transaction performed by the
ERT.

SecretKeyEriTransactions specifies the set of ERI transactions (see the subclauses below for details).

The transactCode component shall contain the value of the transaction code for a transaction in the set
EriTransactions.

The argument component, if present, shall be of the same type as specified for the argument of the
transaction identified by the value of transactCode.

The argumént component shall be present if the argument for the transaction is defined and absent if not.

The result gomponent shall be of the same type as specified for the result of the transaction identified by the
value of trapsactCode.

6.2.4 Mutual authentication 1

6.2.4.1  Service definition
The mutualfuthentication1 transaction is the first transaction to be used in the mutual authentication phasg.

The mutualfAuthentication1 transaction is invoked by an ERI reader/writeré@and performed by an ERT opergting
in commissjoned mode.

If the ERT ¢pperates in non-commissioned mode, i.e. does not yet contain any key, the transaction is igngred
and no resgonse is produced.

The transagtion is used by the invoking ERI reader/writer;{o authenticate an ERT and used by this ERJT to
initiate the guthentication of the invoking ERI reader/writet.

6.2.4.2 Rrotocol specification

The mutual|authentication transaction is defined as follows:

mutualAuthentication1 TRANSACTION. &=X

ARGUMENT OCTET STRING
RESULT OCTET STRING
CDDE 1

}

An OCTET [STRING js\Used for both the argument and the result of the transaction.

6.2.5 Mutpal-authentication 2

6.2.5.1 Service definition

The mutualAuthentication2 transaction is the second and last transaction to be used in the mutual
authentication phase.

The mutual Authentication2 transaction is invoked by an ERI reader/writer after it receives a satisfactory
response on its mutual Authentication1 transaction.

A response on a mutualAuthentication1 transaction is only satisfactory if it contains the ERT challenge
encrypted with a correct secret key.
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The transaction is used by the invoking ERI reader/writer to signal the ERT that it has accepted the ERT
authentication and to respond on the authentication request from the ERT.

The mutualAuthentication2 transaction is performed by the ERT and a response is only sent if the request
from the ERI reader/writer was satisfactory. If not, the ERT does not send a response.

A request from an ERI reader/writer is only satisfactory if it contains the reader/writer challenge encrypted with
a correct secret key.

6.2.5.2 Protocol specification

Thel mutual authentication transaction is defined as follows:

mufualAuthentication2 TRANSACTION ::= {

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 2

}

An OCTET STRING is used for both the argument and the result of the transaction.
6.2.p Get secret key ERI data

6.2.6.1  Service definition
The|get secret key ERI data transaction shall be used to.obtain ERI data from an ERT.

The| get secret key ERI data transaction shall only-be'invoked in the data exchange phase and shall only be
performed by the ERT when it is customized and.in'the commissioned mode.

In cpse the transaction is not invoked in theidata exchange phase or when the ERT is not customized or in the

nontcommissioned mode, the invocationshall be ignored, the transaction shall not be performed apd no result
will pe produced.

Table 2 + Get secret key ERI data transaction parameters

Parameter Request Response Remark
Arghment (0] In cleartext or ciphertext
ER| data M In cleartextciphertext
NOTE M#The parameter is mandatory. O: The parameter is optional.

6.2.6.2) The request primitive

The request contains the operation to be written into the ERT in cleartext or in ciphertext.

6.2.6.3 The response primitive

The response comprises the ERI data as stored into the ERT cleartext or in ciphertext.
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6.2.6.4 Protocol specification

The get secret key ERI data transaction is defined as follows:

getSecretKeyEriData TRANSACTION ::={

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 3
}
An OCTET STR:I'\‘JIG ;O UOUd fUI buth thc aryurticl It [=1] Id thU Criol y'JtUd IUOU:t Uf thc tl [=1] IOaUt;UI 1.

6.2.7 Setsecret key ERI data

6.2.7.1 g
The set sec

The set seq
performed

In case th
commissior
be produce

ervice definition
ret key ERI data transaction shall be used to write the ERI data into an ERT,

ret key ERI data transaction shall only be invoked in the data exchange-phase and shall only be
y the ERT when it is in the commissioned mode.

b transaction is not invoked in the data exchange phase_orl when the ERT is in the pon-
ed mode, the invocation shall be ignored, the transaction shallnot be performed and no resul{ will
.

Table 3 — Set secret key ERI data transaction parameters

Parameter Request Response Remark

ERI data

M In cleartext or in ciphertext

Result

NOTE M

The parameter is mandatory.

6.27.2 T
The reques

The new EHR

6.2.7.3 T

The respon

he request primitive
contains the ERI data.to be written into the ERT in cleartext or in ciphertext.

RI data will completely replace the old ERI data.

he response primitive

e is Used to indicate the result of the set transaction.

6.2.7.4

The set sec

rotocol specitication

ret key ERI data transaction is defined as follows:

setSecretKeyEriData TRANSACTION ::={

ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 4
}
An OCTET STRING is used for both the argument and the result of the transaction.
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6.2.8 Commissioning secret key ERT

6.2.8.1 Service definition

The commissioning transaction shall be used for commissioning the ERT or to update the ERT security
parameters.

The security data entered or updated with this transaction consists of the access keys for the system operator
and the key identifiers associated with these keys.

The r‘nmmiecinning transaction shall nnly he used. in the data nyr‘hqngp Inhqcp

In dase the transaction is not invoked in the data exchange phase the invocation shall~be ignored, the
transaction shall not be performed and no result will be produced.

Aftgr the transaction is successfully performed by an ERT, the ERT is in commissioned mode.

Table 4 — Commissioning secret key ERT transaction parameters

Parameter Request Response Remark
Commission data M In cleartext or in ciphertext
Regqult M
NOTE M: The parameter is mandatory.

6.2.8.2 The request primitive
The|request contains the security data to be written into the ERT in ciphertext.

The|new security data will completely replace the old ERI data.
6.2.8.3 The response primitive
The|response is used to indicate-the result of the commissioning transaction.

6.2.8.4 Protocol specification

Thel commissioning.secret key ERT transaction is defined as follows:

commissionSecretKeyErt TRANSACTION ::={

ARGUMENT OCTET STRING
RESULT OCTET STRING

CODE 5

S

An OCTET STRING is used for both the argument and the result of the transaction.
6.2.9 Decommissioning secret key ERT

6.2.9.1 Service definition

The decommissioning transaction shall be used for decommissioning the ERT, i.e. to remove the ERT security
parameters and access control list.

The decommissioning transaction shall only be used in the data exchange phase.
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In case the transaction is not invoked in the data exchange phase, the invocation shall be ignored, the

transaction

shall not be performed and no result will be produced.

After the transaction is successfully performed by an ERT the ERT is in non-commissioned mode.

Table 5 — Decommissioning secret key ERT transaction parameters

Parameter Request Response Remark

Argument
Result
NOTE Blank: The parameter is not used.
6.2.9.2 The request primitive
The request contains no data.
6.2.9.3 The response primitive
The responge contains no data.
6.2.9.4 Rrotocol specification
The decommissioning secret key ERT transaction is defined as follows:
decommissjonSecretKeyErt TRANSACTION ::={

ARGUMENT NULL

RESULT NULL

CODE 6

}
A NULL valpe is used for both the argument and'the result of the transaction.
6.2.10 Update access control list
6.2.10.1 Service definition
The updatefAccessControlListiransaction shall be used to add or delete entries to the access control list of the
ERT.
The access| control list.gontains the keys and their associated key identifiers for authorities.
The transagtion. shall only be invoked in the data exchange phase and shall only be performed by the ERT
when it is in the eommissioned mode.

In case the transaction is not invoked in the data exchange phase or when the ERT is in the non-
commissioned mode, the invocation shall be ignored, the transaction shall not be performed and no result will
be produced.

Table 6 — Update access control list transaction parameters

Parameter Request Response Remark
Argument M In ciphertext
Result M
NOTE M: The parameter is mandatory.
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6.2.10.2 The request primitive
In case a key is added, the request contains an access key for an authority and its associated key identifier.

In case a key is added and the access control list already contains a key with the same key identifier, the old
key is replaced with the new one.

In case a key shall be deleted, the request contains the key identifier associated with that key.

6.2.10.3 The response primitive

The|response is used to indicate the result of the update access control list transaction.

6.2.10.4 Protocol specification

The|updateAccessControlList transaction is defined as follows:

updateAccessControlList TRANSACTION ::= {
ARGUMENT OCTET STRING
RESULT OCTET STRING
CODE 7
}

An OCTET STRING is used for both the argument and the result of the transaction.
6.2.11 Get ciphertext access control list entry

6.2.11.1 Service definition

The| getCiphertextAccessControlListEntry transaction shall be used to retrieve an access control ligt entry from
the pccess control list in ciphertext from the ERT.

Thel transaction shall only be invoked“in the data exchange phase and shall only be performed py the ERT
whgn it is in the commissioned mode.

In gase the transaction is (not invoked in the data exchange phase or when the ERT is in the non-
conmmissioned mode, the inyocation shall be ignored, the transaction shall not be performed and no result will
be groduced.

Table 7 — Get ciphertext access control list entry transaction parameters

Parameter Request Response Remark
Argument M In ciphertext
Reqult M
NOTE M: The parameter is mandatory.

6.2.11.2 The request primitive

The request contains the number of the entry of the access control list from which the key and its associated
key identifier shall be returned.

6.2.11.3 The response primitive

The response shall contain the key and its associated key identifier form the entry in the access control list as
indicated in the request.
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6.2.11.4 Protocol specification

The getCiphertextAccessControlListEntry transaction is defined as follows:

getCiphertextAccessControlListEntry TRANSACTION ::= {

ARGUMENT OCTET STRING

RESULT OCTET STRING

CODE 8

}
An OCTET STR:IK‘CIG ;O uocd fUI buth thc CIIHUIIICIIt Glld thc IUOU:t Uf thU tlalloa\/t;ull-
6.2.12 End of Session
6.2.12.1 §ervice definition
The end of pession transaction shall be used to signal the end of a session.
The end of] session transaction shall only be invoked in the data exchange phase“and once invoked,| the
session enters the “session release phase”.

Table 8 — End of session transaction parameters
Parameter Request Response Remark

Argument (0] Inscleartext or in ciphertext
NOTE D: The parameter is optional.
6.2.12.2 The request primitive
The request contains the operation to be written into the ERT in cleartext or in ciphertext, and it is used to
signal the ehd of the session between an ERT and an ERI reader/writer.
6.2.12.3 The response primitive
The responge does not carry any-value. It is only used to confirm the end of a session.
6.2.12.4 Rrotocol specification
The end of pession tfansaction is defined as follows:
endOfSession TRANSACTION ::= {

ARGUMENT OCTET STRING

RESULT NULL

CODE 9

}

The transaction uses an OCTET STRING for argument and a NULL value for its result.
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6.3 The onboard interface to the ERT

6.3.1 General ERT interface requirements
The ERI data and chip identifier can only be accessed as specified in this part of ISO 24534.

An application layer protocol data units to be exchanged with an ERT shall be an ERI protocol data unit of
type SecretKeyEriPdu, i.e. of type SecretKeyEriRegPdu or of type SecretKeyEriRspPdu.

An ERI protocol data unit shall be encoded conforming to the canonical Packed Encoding Rules (PER)
(C i i H 25.2

lower layer protocols (session and lower, as applicable) shall comply with the applicable Ipternational
dards.

NOTE 1 If required, an ERI protocol data unit can be segmented and reassembled (in ISO/EC 7498-1 tefminology) as
appfopriate.

NOTE 2  Collisions between an onboard reader or writer and a (hand held) reader or writer are not|expected. If
necgssary, the other onboard ERI equipment should be switched off when a hand-held-ERI reader or writer is|used.

6.3.2 AnISO 14443 interface

In chse the interface with an ERT is based on ISO 14443, the interface between an ERT and an dnboard ERI
readler/writer shall comply with ISO 14443 (all parts), with:

— | The ERT acting as a PICC (proximity integrated circuit'card) of type A or B;
— | The onboard ERI reader/writer acting as a PCD;(proximity coupling device) supporting both type A and B.

An [ERI protocol data unit shall be directly. fransferred using the INF field of one of more I-plocks (see
ISO| 14443-4).

An ERI protocol data unit shall not be‘packed into ISO 7816-4 application protocol data units as suggested in
1ISO[14443-4.

Segmenting and reassembling ,of an ERI protocol data unit shall be accomplished, if required, with chaining,
as dpecified in ISO 144434

6.4| The short-range air interface

6.4.1 Generalshort-range air interface requirements

A short-range air interface shall be capable of exchanging ERI data protocol units of type SecrgtKeyEriPdu
and| encoded conform with the canonical PER rules (CANONICAL-PER) ALIGNED variant ag defined in
ISOL8825-2

The lower layer protocols (session and lower as applicable) shall comply with the applicable International
Standards.

NOTE If required, an ERI protocol data unit can be segmented and reassembled (in ISO/IEC 7498-1 terminology) as
appropriate.

© 1S0O 2011 — Al rights reserved 27


https://standardsiso.com/api/?name=a4c97c0bdd5c838dbfdcd8fdaef91102

ISO 24534-5:2011(E)

6.4.2 The

6.4.2.1

use of the DRSC application layer protocol

General

If the DSRC application layer protocol is used for ERI transactions, 1ISO 15628 (or EN 12834 within the EU)
shall be applied as specified in this Clause.

NOTE

defined in 1SO 14906 [15].

6.4.2.2
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I DSRC link is to be used for ERI transactions, the 1ISO 15628/EN 12834 initialization service §

the aid component shall have the value 'automatic-vehicle-identification'.

the eid component may be omitted and, if present, shalkbé ignored by the ERI application.

This makes the ERI DSRC interface compatible with other DSRC application interfaces like, for example, that

follows:
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(beacon service table, BST) shall contain an ERI application component:
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he eid component and the parameter component can however be used for other, non ERI, AVI applicatio
se of the DSRC action request

ansaction request-is sent from an ERI reader/writer to the onboard DRSC unit as
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the accessCredentials component shall not be present;

secretKeyEriRegPdu;

f)
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the iid component shall not be present.

>>-

the value of the accessParameter component shall be passed as received to the ERT as the value of an
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NOTE The action-request shall be of type Action-Request which is defined in ISO 15628/EN 12834 as follows:

Action-Request ::= SEQUENCE {

mode BOOLEAN,

eid Dsrc-EID,

action Type ActionType,

accessCredentials OCTET STRING (SIZE (0..127,...)) OPTIONAL,
actionParameter Container OPTIONAL,

iid Dsrc-EID OPTIONAL

(end of note)

6.4.2.4 Use of the DSRC action response

A BRI transaction response received from an ERT is sent by the onboard DRSC unit to'the gxternal ERI
readler as an ISO 15628/EN 12834 action-response as follows:

a) |the value of the eid component shall be 0;
b) |the iid component shall not be present;

c) |the value of the responseParameter component shall be the valug” of the secretKeyEriRspPdu as
received from the ERT;

d) |the ret component may be omitted and, if present, shall be ignored when the secretKeyEriRspPdu is also
present.

NOTE 1 The action-response shall be of type Action-Response which is defined in ISO 15628/EN 12834 as follows:

Actipn-Response ::= SEQUENCE {

Fill BIT STRINGY(SIZE(1)),
eid Dsrc-EID,

iid Dsrc<EID OPTIONAL,
responseParameter Container OPTIONAL,
ret ReturnStatus OPTIONAL

(end of note)

In tase the DSRC device (is)'not capable of transferring an secretKeyEriReqPdu to aph ERT an
ISO|15628/EN 12834 action‘response containing a ret component of type ReturnStatus is returned to the
roadlside unit.

NOTE 2  The mechaniSms to be used for passing an SecretKeyEriReqPdu from a DRSC device to the ERI Device are
outsjde the scope ofithis part of ISO 24534. It is assumed that some generic onboard platform or network wil| emerge that
can pe used for this‘purpose. In the meantime, the manufacturer of a DSRC device may have to cope with different means
for gonnectingqts, DRSC device to onboard reader/writer of the ERI-unit.

6.4.3 Aower layers

The TSO T15628/EN 12834 DSRC application Tayer shall use Tower layers as specified in SO 156238, Clause 9,
and Annex E, or in the EU as specified in EN 12834, 6.1.

6.5 Remote access interface

A remote access interface shall be capable of exchanging ERI data protocol units of type SecretKeyEriPdu
and encoded conform with the PER rules as defined in ISO 8825-2.

An onboard device providing remote access to an ERT shall be capable of transferring ERI protocol data units
received from its (cellular network) peer to the ERT and vice versa.
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The lower layer (cellular network) protocols (session and lower as applicable) shall comply with the applicable
International Standards.

NOTE If required, an ERI protocol data unit can be segmented and reassembled (in ISO/IEC 7498-1 terminology) as
appropriate.
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