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Foreword

ISO (the international Organization for Standardization) and IEC (the International
Electrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the
develppment-of International Standards-through-technical committees-established by the
tive organization to deal with particular fields of technical activity, ISO and IEC

take part in the work.

In thg field of information technology, ISO and IEC have established a joint technical
commjittee, ISO/IEC JTC 1. Draft International Standards adopted by the joint technical
commpittee are circulated to national bodies for voting. Publication as an International
Standard requires approval by at least 75% of the national bodies casting a vote.

International Standard ISO/IEC 10021-5 was prepared by Joint Technical Commitfee
ISO/IEC JTC 1, Information technology, Subcommittee SC 18, Document processing
and related communication.

This lrecond edition cancels and replaces the first edition (ISO/IEC 10021-5:1990),
whicl) has been technically revised.

This $econd edition consolidates Technical Corrigenda 1, 2, 3, 4,35, 6, 7 and 8.

ISO/IEC 10021 consists of the following parts, under-the general title Information
technplogy - Text Communication - Message-Oriented Text Interchange Systems
(MOTIS):

Part 1; System and Service Overview

Part 2: Overall Architexture

Part 3: Abstract Service Definition Conventions

Part 4: Message Transfer System: Abstract Service Definition and Procedures

Part 5: Message Siore: Abstract Service Definition

Part 6: Protocol Specifications

Part 77 Interpersonal Messaging System

Lo o r i Datot , M na-Service
- Part 9: Electronic Data Interchange Messaging System

Annexes A to F form an integral part of this part of ISO/IEC 10021. Annexes G to J are
for information only.

viii
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Introduction

This part of ISO/IEC 10021 is one of a number of parts of ISO/IEC 10021 defining Message Handling in a distributed open
systems environment,

retrievgl from a Message Store (MS) and message-submission through the MS in a Message Handling System (MHS). The
MS abjtract-service also provides message-administration services, as defined by the Message Transfer System (MTS)
abstracl-service.

This p%’\ of ISO/IEC 10021 defines the Message Store abstract-service (MS abstract-service) which supports message-

This part of ISO/IEC 10021 has been produced by joint ITU-T - ISO/IEC agreemént.” The corresponding ITU-T
Recomfmendation is X.413 (_D). Annex J lists the differences between the two documents:

1) To be published.
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Information technology — Text Communication — Message-
Oriented Text Interchange Systems (MOTIS) —

Part’s:
Message Store: Abstract Service Definition

Section 1 - General

1 Scope

of ISO/IEC 10021 defines the Message Store abstract-service. This abstract-service is provided by the Message
Store agcess protocol (specified in ISO/IEC 10021-6) in conjunction with the MTS abstract-service (defined in ISO/IEC
10021-4), together with the Remote Operations Service Element (ROSE) services (defined in ISO/IEC 9072-1). The abstract-
syntax for the application-layer protocols used in this part of ISO/IEC.10021 is defined in ISO/IEC 8824-1.

Other parts of ISO/IEC 10021 define other aspects of the MHS. ISO/IEC 10021-1 defines the user-oriented [services
providefl by the MHS. ISO/IEC 10021-2 provides an architectural overview of the MHS. ISO/IEC 10021-7 defines the
abstract-service for Interpersonal Messaging and defines the format of Interpersonal Messages.

model. Clause 7 defines the semantics and abstraci-syntax of the MS-bind and the MS-unbind abstract-operations. Clause 8
defines|the semantics and abstract-syntax of/the operations of the MS abstract-service. Clause 9 defines the semarjtics and
abstract-syntax of the errors of the abstract-service.

Section|2 of this part of ISO/IEC 10021 contains the:Message Store abstract-service definition. Clause 6 describe}the MS

Section|3 of this part of ISO/IEC 10021 defines the general-attribute-types, general-matching-rules, and general-autg-action-
types rdlated to the MS. Clause 10 contains an overview. Clause 11 defines the semantics and abstract-syntax of the jgeneral-
attribute-types. Clause 12 defines the semantics and abstract-syntax of the general-matching-rules. Clause 13 defines the
semantics and abstract-syntax 0f the general-auto-action-types. '

Section| 4 of this partof ISO/IEC 10021 describes the procedures for Message Store and the ports realization. CEuse 14
containg an overview:'Clause 15 describes how the Message Transfer System abstract-service is consumed. Clause 16
describes how thé Message Store abstract-service is supplied. Clause 17 describes how the MS ports are realized.

The requiréments for conformance to this part of ISO/IEC 10021 are stated in clause 10 of ISO/IEC 10021-6.

2 Normative references

The following International Standards contain provisions which, through reference in this text, constitute provisions of this
part of ISO/IEC 10021. At the time of publication, the editions indicated were valid. All Standards are subject to revision,
and parties to agreements based on this part of ISO/IEC 10021 are encouraged to investigate the possibility of applying the
most recent edition of the Standards listed below. Members of IEC and ISO maintain registers of currently valid
International Standards.
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2.1 Reference Model references
This part of ISO/IEC 10021 cites the following Reference Model specification:

ISO/IEC 7498:1984,  Information processing systems - Open Systems Interconnection - Basic Reference Model.

2.2 Presentation references

This gart of ISO/IEC 10021 ciies the following Presentation specifications:

ISO/IEC 8824-1: 1), Information technology - Open Systems Interconnection - Abstract Syntax Notation,One (ASN.1):
Specification of Basic Notation.

ISO/IEC 8824-2: 1),  Information technology - Open Systems Interconnection - Abstract Syntax Notation One (ASN.1):
Information Object Specification.

ISO/IEC 8824-3: 1), Information technology - Open Systems Interconnection - Abstract Syntax Notation One (A§N.1): .
Constraint Specification.

ISO/IEC 8825-1: ),  Information technology - Open Systems Interconnection - Specification of ASN.1 Encoding|Rules:
Basic Encoding Rules (BER).

2.3 Remote Operations references

This part of ISO/IEC 10021 cites the following Remote Operations specification:

ISO/IEC 13712-1: 1),  Information technology - Remote Operations: Concepts, model and notation.

24 Directory references

This part of ISO/IEC 10021 cites the following Directory specifications:

ISO/IEC 9594-2: 1), Information technology —Open Systems Interconnection—The Directory: Models.
ISO/IEC 9594-6: V),  Information technology —Open Systems Interconnection —-The Directory.' Selected Auribuge Types. '
ISO/IEC 9594-8: V),  Information technology —Open Systems Interconnection — The Directory: Authentication

Framework.

25 Message Handling references

This ?art of ISO/IEC 10021 cites the following Message Handling System specifications:

ISO/IEC 10021-1:1990, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 1: System and service overview.

ISONEC 10021-1/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 1: System and service overview - Amendment 1: Message Store Extensions.

1) To be published.
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ISO/IEC 10021-2:1990, Information technology —Text Communication - Message Oriented Text Interchange Systems

(MOTIS) - Part 2: Overall Architecture.

ISO/IEC 10021-2/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 2: Overall Architecture - Amendment 1: Representation of O/R addresses for

human exchange.

ISO/IEC 10021-2/Amd.2:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 2: Overall Architecture - Amendment 2: Minor Enhancements - Multinational

ISO/IEC

ISO/IE(

ISO/IEC

ISO/IE(
ISO/IEC
ISO/IEC

ISO/IE(

ISO/IE(

ISO/IE(

organizations and terminal-form addresses.

(MOTIS) - Part 2: Overall Architecture - Amendment 3.

(MOTIS) - Part 4: Message Transfer System: Abstract Service Definitioni.and Procedures.

Amendment 1: Minor Enhancements: Notification type and Directory substitution.

(MOTIS) - Part 4: Message Transfer System: Abstract Service Definition and Procedures -
Amendment 2: ASN.1 and P3 extensions.
(MOTIS) - Part 6. Protocol Specifications.

10021-6/Amd.1:1994, Information technology —Text-Communication - Message Oriented Text Interchange
(MOTIS) - Part 6: Protocol Specifications - Amendment 1: Message Store Extensions.
(MOTIS) - Part 7: Interpersonal messaging system.

' 10021-7/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interchange

(MOTIS) - Part.7: Interpersonal messaging system - Amendment 1: Minor Enhancements,
transfer body part and auto-submission indication.

(MOQTIS) - Part 7: Interpersonal messaging system - Amendment 2: Voice body part and ny
ASN.1.

[ 10021-7/Amd.3:1994, Information technology —Text Communication - Message Oriented Text Interchange

3.1

10021-4:1990, Information technology —Text Communication - Message Oriented Text Interchange Systems

10021-6:1990, Information technology —Text Communication - Message Oriented Text Interchange Systems

[ 10021-7:1990, Information technology —Text Communication - Message Oriented Text Interchange Systems

10021-2/Amd.3:1), Information technology —Text Communication - Message Oriented Text Interchange Systems

. ISO/IECQ 10021-4/Amd.1:1994, Information technology —Text Communication - Message Oriented Text Interchange Systems
(MOTIS) - Part 4: Message Transfer System: Abstract Service Definition and Procedures -

10021-4/Amd.2: ), Information technology —Text Communication - Message Oriented Text Interchange Systems

Systems

Systems
File

' 10021-7/Amd.2: V), Information technology —Text Communication - Message Oriented Text Interchange Systems

4.4

Systems

(MOTIS) - Part 7: Interpersonal messaging system - Amendment 3: Message Store Extensions.

Definiti

Common Definitions for MHS

For a list of the common definitions for MHS refer to ISO/IEC 10021-2,

1) To be published.
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3.2

Message Store Definitions

For the purposes of this part of ISO/IEC 10021 the following definitions apply:

321 abstract-association: An abstract binding between two communication partners. In this part of ISO/IEC 10021,
the binding between an MS-user and an MS for the provision of the MS abstract-service, or between an MS and
the MTS for the provision of the MTS abstract-service.

322 inistrati : i , inistrati i MTS) within the MS abstract-
service,

3.2.3 Alert abstract-operation: An abstract-operation which enables the MS to inform the MS-user'that a message or
report has been delivered to the MS. May be issued only over an existing abstract-association;

3.24 attribute: The information of a particular type appearing in an entry.

3.2.5 attribute-type: That component of an attribute which indicates the class of information given by that attribute.

3.2.6 attribute-value: A particular instance of the class of information indicated-by an attribute type.

3.2.7 attribute-value-assertion: A proposition, which may be true, false, of undefined, concerning the values of an
attribute in an entry. ‘ ‘

3.28 auto-action: Actions that are performed automatically by the MS according to instructions previously| registered
by the MS-user.

3.29 Auto-action-log: An entry-class which contains entriés that record the performance of certain auto-actions by the
MS.

3.2.10  auto-action-event: An entry of the Auto-action-log entry-class which represents an auto-action execution.

3.2.11 auto-action-type: The type of an auto-action, e.g., Auto-alert.

3.2.12 Auto-alert: An auto-action whichyalerts the MS-user when a message or report is delivered.

3.2.18 Auto-correlate-reports:-An auto-action which correlates delivery reports with the originally submitted messages
or probes to which they are related.

3.2.1E Auto-delete: An auto-action that deletes messages whose storage period has expired.

321 Auto-forward: A class of auto-actions which causes the MS to forward a delivered message to onje or more
recipients, ~As the definition of Auto-forward is content-specific, it is not defined in this part of ISO/IEC 10021.
Rather,‘each type of Auto-forward auto-action is defined in the Specification for the content-type conc rned.

3.2.16 . Auto-modify: An auto-action which applies modifications to the attributes of newly created entries.

3.2.17 hilde +An-entry-immediately-subordinateto-a elationship,
An entry which is not a child-entry is a main-entry.

3.2.18  child-sequence-number: A sequence-number in a parent-entry pointing to a child-entry. A parent-entry has one
value of child-sequence-number for each child-entry it possesses.

3.2.19  constraining set: An information object set used to constrain the values of related components within a Set or
Sequence. See ISO/IEC 8824-3.

3.2.20

© ISO/IEC

content-specific: Describes a specification or action whose effect depends on the content-type of the message

being handled.
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3.2.21 creation-time: An attribute which records the date and time at which the entry was created by the MS.
3.2.22 Delete abstract-operation: An abstract-operation used to delete one or more entries of a specified entry-class.

3.2.23 delivered-EITs: A multi-valued attribute which indicates the encoded-information-types present in the content of
a delivered-message.

3.2.24 delivered-message: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-message.

3.2.25|  delivered-report: An entry of the Delivery or Delivery-log entry-classes which represents a delivered-rgport.

3.2.26 Delivery: An entry-class which contains entries that represent messages and reports delivered by _the MTS to the
MS.

3.2.27 Delivery-log: An entry-class which contains entries that provide, for logging purposes,a restricted repr¢sentation
of messages and reports delivered by the MTS to the MS.

3.2.28 Draft: An entry-class which contains draft-message entries.
3.2.29 draft-message: An entry of the Draft entry-class which represents a message'not yet submitted to the MTS,
3.2.30 entry: An information object stored in the MS. See 3.2.17, 3.2.45, and'3.2.61 for further classification df entries.

3.2.31 entry-class: A category of entry which represents a particular.type of information object. The principal entry-
classes are the Stored-message, the Message-log and the Anto-action-log entry-classes.

3.2.32 entry-information: A parameter, used in abstract-operations, which conveys selected information from an entry.

3.2.33 entry-information-selection: A parameter, usedin abstract-operations, which indicates what informatiop from an
entry is being requested.

3.2.34 entry-type: An attribute which indicates whether an entry contains a delivered-message, a delivered-report, a
returned-content, a submitted-message, a submitted-probe, a draft-message or an auto-action-event en

3.2.35 Fetch abstract-operation: An-abstract-operation which allows an unrestricted set of attribute informatign for one
selected entry of a specified.entry-class to be fetched from the MS by the MS-user.

3.2.36 fetch-restrictions: Restrictions, imposed by the MS-user, on the type of information it is prepared to regeive as a
result of Fetch. The possible restrictions are on attribute-length, content-types and encoded information {ypes.

3.2.37 filter: A parameter, used in abstract-operations, which applies a test to a particular entry and is either satisfied or
not by thatentry.

3.2.38 filter-item: An assertion about the presence or value(s) of an attribute of a particular type in an entry ynder test.

Each such assertion is either true, false, or undefined.

.
prwarding eQ

3.2.39 orwardi
operation,

* A D amete 13 mna be_presen [

nvoked by the MS-user, to request that a stored

abstract-

message is forwarded from the MS.

3.2.40  general-attribute: An attribute which is valid for all types of messages and reports, independent of content-type.
Only attributes of this type are defined in this part of ISO/IEC 10021,

3.2.41  general-auto-actions: An auto-action which is valid for all types of messages and repdrts, independent of
content-type. Only auto-actions of this type are defined in this part of ISO/IEC 10021.

3.2.42 grade: Defined in 5.2 of ISO/IEC 10021-2.
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3.2.43

3.2.44

3.2.45

3.2.47,

3.248

3.2.49

3.2.50

3.2.51

3.2.52

3.2.53

3.2.54

3.2.55

3.2.56

3.2.57,

3.2.58

3.2.59

limit: A component of the selector parameter which specifies the maximum number of selected entries to be
returned in the result of an abstract-operation.

List abstract-operation: An abstract-operation which allows the selection of entries of a specified entry-class
and requests certain attribute information to be returned for those entries,

main-entry: An entry which may form the root of a set of related entries, organized in a tree-structured fashion,
Zero or more child-entries may be associated with a main-entry.

ie-values.

message-group: A set of related entries. An entry’s message-group-name attribute indicates the message-groups
of which it is a member.

Message-log: An entry-class which incorporates all entries of the Submission-log and Délivery-log entry-classes.
Message-submission abstract-operation: An abstract-operation the MS invokes'to” submit a message to the
MTS when the MS-user invokes MS-message-submission, or when certain, ¢ontent-specific auto-agtions are

performed.

Modify abstract-operation: An abstract-operation used to modify the-atfributes of one or more entries|within an
entry-class.

MS abstract-service: The set of capabilities that the MS offers 10 its users by means of its ports.

MS abstract-service-user: The user of the MS abstract-service. An end-user may employ different UAs, at
different times, to act as the MS-abstract-service-user when accessing the MS abstract-service.

MS abstract-service-provider: The MS which provides the MS abstract-service.

MS-message-submission abstract-operation: An abstract-operation which enables the MS-user to|submit a
message to the MTS (and optionally store-a copy), or to store a draft message.

MS-probe-submission abstract-operation: An abstract-operation which enables the MS-user to submit a probe
to the MTS, and optionally store a-Copy.

MS-submission Port: Aport which supports the MS-submission services of the MS abstract-service. | The MS-
submission abstract-service offers the same services as the Message-submission abstract-service (of [the MTS
abstract-service), and)in addition, offers services for the storage of submitted messages, the logging of submitted
messages, and theforwarding of messages residing in the MS.

MS-submission-options: A parameter used in abstract-operations and auto-actions to determine whether a
message or probe is to be submitted to the MTS, or stored in the MS, or both submitted and stored.

MS-user: A shorter form of "MS abstract-service-user”.

multi-valued attribute: An attribute which may have several values associated with it.

3.2.60

3.2.61

3.2.62

override: A component of the selector parameter which indicates that previously registered restrictions for the
performance of theis Fetch abstract-operation shall not apply in this instance of the abstract-operation.

parent-entry: An entry immediately superior to one or more child-entries. A parent-entry which is not a child-
entry of some other entry is a main-entry,

parent-sequence-number: A sequence-number which identifies a child-entry's parent-entry. Each child-entry has
one value of parent-sequence-number,
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3.2.63

3.2.64

3.2.65

3.2.66

3.2.67
3.2.68

3.2.69

3.2.70

3.2.71

3.2.72

3.2.73
3.2.74

3.2.75

3.2.76

3.2.77

3.2.78

3.2.79

3.2.80

3.2.81

partial-attribute-request: A form of the entry-information-selection parameter which requests the return of
selected values only, from a multi-valued attribute. See 3.2.33.

range: A parameter used in abstract-operations to select a contiguous sequence of entries of a specified entry-
class.

Register-MS abstract-operation: An abstract-operation which allows the MS-user to register information
relevant to its interworking with the MS.

registration: Information which is registered with the MS and stored between abstract-associatiorjs (until
changed by the Register-MS abstract-operation). See 3.2.65.

registration-identifier: An identifier for one particular set of registration parameters for an auto-action-type.
Retrieval Port: A port which supports the retrieval services of the MS abstract-service.

retrieval-status: An attribute which records whether an entry has been retrieved from the MS by the MS-user.
Possible values are new, listed and processed.

returned-content: An entry of the Delivery entry-class which contains- the returned content of a previously
submitted message.

selector: A parameter used in abstract-operations to select entries Of a specified entry-class,

sequence-number: An attribute which unambiguously identifies an entry. Sequence-numbers are allopated in
ascending order.

single-valued attribute: An attribute which may have one value only associated with it.
Stored-message: An entry-class which incorporates all entries of the Submission and Delivery entry-classes.

Submission: An entry-class which confains entries that represent messages and probes which have been
submitted to the MTS via the MS.

Submission-log: An entry-class” which contains entries that provide, for logging purposes, a restricted
representation of messages and probes which have been submitted to the MTS.

submitted-message: _An.-éntry of the Submission or Submission-log entry-classes which represents a submitted-
message.

submitted-probe! An entry of the Submission or Submission-log entry-classes which represents a sybmitted-
probe.

subscription: A long-term agreement between the MS supplier or administrator and the MS customers on the
availability and use of optional MS features. This part of ISO/IEC 10021 assumes that such an agreement can be
made, but does not prescribe the method by which it is made.

Summarize abstract-operation: An abstract-operation which provides an overview of the kind and number of
entries of some entry-class which are currently stored in the MS.

UA-registration: Information registered with the MS which is specific to one of a user's UAs. See 3.2.66.
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4 Abbreviations

'll)"hle abbreviations used in this part of ISO/IEC 10021 are defined in clause 5, and in ISO/IEC 10021-2, except where noted
elow.

ASN.1 Abstract Syntax Notation One

DL distribution-list

EIT encoded-information-type

MASE-88 Message Administration Service Element 1988
MASE-94 Message Administration Service Element 1994
MHS Message Handling Systems

MRSE-88 Message Retrieval Service Element 1988
MRSE-94 Message Refrieval Service Element 1994

MS Message Store

MSSE Message Submission Service Element

MS-MSSE MS Message Submission Service Element

MTS Message Transfer System

ROS Remote Operations

UA User Agent

uTC Universal Co-ordinated Time (see ISOAEC 8824-1)
5 Conventions

This [part of ISO/IEC 10021 uses the descriptive conventions listed below,

5.1 Conventions for abstract-services
This [part of ISO/IEC 10021 uses the following ASN.1-based descriptive conventions for the indicated purposes: ‘
a) To define the information objects of the MS abstract-service, and other data types and values, ASN.1 itse]f.
b) To define the MS abstract-service, the MHS-OBJECT, PORT, ABSTRACT-OPERATION, and STRACT-
ERROR information object classes of ISO/IEC 10021-4. These are derived directly from the cofresponding
information object classes defined in ISO/IEC 13712-1, which also defines the CONTRACT and CONNECTION-
PACKAGE information object classes.

c) To define attributes, the ATTRIBUTE information object class of 6.3.3.3.

d) To define auto-actions, the AUTO-ACTION and AUTO-ACTION-ERROR information object classes of 6.5.
e) To define matching-rules, the MATCHING-RULE information object class of ISO/IEC 9594-2; see also 6.3.9.3.

Whenever this part of ISO/IEC 10021 describes a class of data structure having components, each component is categorized
as one of the following grades:

a) Mandatory (M): A mandatory component shall be present in every instance of the class.
b) Optional (O): An optional component may be present in an instance of the class at the discretion of the

object (e.g. user) supplying that instance.
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c) Conditional (C): A conditional component shall be present in an instance of the class as specified by this part
of ISO/IEC 10021,

52 Conventions for attribute-types used in Tables 2 and 3 of clause 11

This part of ISO/IEC 10021 uses the conventions listed below in its definition of the attribute-types for the MS abstract-
service.

For thefcolumn headed "Single/Multi-valued” the following values may occur:

S single-valued
M multi-valued

message (and the Submission, Delivery and Draft) entry-classes, and the sub-heading "Message-log-eéntry-class" refers to the
Message-log (and the Submission-log and Delivery-log) entry-classes. The following values may occur in this cplumn in
Tables|2 and 3:

In Tab%e 2, for the column headed "Support level by MS", the sub-heading "Stored-message entry-class" refers to the Stored-

M mandatory

6] optional

— not supported
For th¢ columns headed "Presence in" any of delivered-message, delivered-report, returned-message, submitted-message,
submitfed-probe entry, draft-message, and Auto-action-log entries, the présence of each attribute-type is described by one of
the following values: ‘

P always present in the entry because:

- it is mandatory for generation-by the MS; or
- it is a mandatory or defaulted-parameter in the relevant abstract-operation.

C conditionally present in the entry;-It is present if:

- it is supported by the MS and subscribed to by the user, and
- it is present in\an optional parameter in the relevant abstract-operation.

— always absent, otherwise.

For th¢ columns headed "Available for List", and "Available for Summarize", the following values may occur:
N - 1o

Y yes

53 Conventions for attribute-types used in Table 4 of clause 11

This part of ISO/IEC 10021 uses the conventions listed below in its definition of the attribute-types for the MS abstract-
service.

For the column headed "Single/Multi-valued" the following values may occur:

S single-valued
M multi-valued
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For the column headed "Source generated by" the following values may occur:

54

capi

5.5

Thro
norm.

5.6

ASN.

Amod Auto-modify auto-action

Md Message-delivery abstract-operation

Mod Modify abstract-operation

MS Message Store

Ms Message-submission and MS-message-submission abstract-operations
Ps Probe-submission and MS-probe-submission abstract-operations

Rd Report-delivery abstract-operation,

General font conventions

hout this part of ISO/IEC 10021, terms are rendered in bold when defined. Terms that,are” proper pouns are
ized, generic terms are not. Multi-word generic terms are hyphenated.

Font conventions for ASN.1 definitions

hout this part of ISO/IEC 10021, ASN.1 definitions appear in Courier font to highlight the difference between
text and ASN.1 definitions. The font used for ASN.1 definitions is also one.size smaller than normal text,

Rules for ASN.1 definitions

| definitions appears both in the body of the document to.aid the exposition, and again, formally, in annexes for

reference. If differences are found between the ASN.1 used in the exposition and that formally defined in the corrpsponding

annex, a specification error is indicated.

5.7

This

Conventions for previous editions of this part of ISO/IEC 10021

art of ISO/IEC 10021 uses the term "1988 ;Application Contexts" to refer to MS operation using the ms-accgss-88 and

ms-reliable-access-88 Application Contexts, originally defined in CCITT Rec. X419 (1988 and 1992) I ISO/IEC
10021-6:1990. The term "1994 Application Contexts”" refers to MS operation using the ms-access-94 and mg-reliable-

acces

The a

ASN,

-94 Application Contexts defined'in ISO/IEC 10021-6:1990, Amendment 1:1994.

bstract-syntax defined in this-part of ISO/IEC 10021 may be mapped to that used in previous editions as follJows. All
| definitions of object-sets' and Enumerated types which contain the ASN.1 extensions marker ("...") are trgated as if

any extension additions following the marker are absent. For definitions where the extension marker is not used, the ASN.1
commient "-- 1994 extension --" has a similar interpretation. The effect of this is that certain abstract-operatigns, entry-

Cont
Appli

10

ts. In addition, attribute-types and columns marked with an asterisk (*) in Table 2 are not defined|for 1988
ation Contexts.

class%, entry-typessatiribute-types, matching-rules, and auto-action-types are not standardized for use in 1988 Application



https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC ISO/IEC 10021-5:1994 (E)

Section 2 - Message Store abstract-service definition

6 Message Store model

The Message Store (MS) is modelled as an object which acts as a provider of services to the MS abstract-service-user (the
MS-user), and as a user of services provided by the Message Transfer System (MTS).

The M inte i : : d-the- M sprimary functionis toprovide storage for
: , and to retain these for subsequent retrieval by the efrd-user's

ly to the
MTS, such as the storage of submitted messages, the forwarding of messages residing in the MS, and the logging of
submispion and delivery events.

Like the MS-user, the MS acts on behalf of a single MHS end-user only; i.e. it does not provide.a-common or shared multi-
user MP service.

NOTE {In a typical implementation, a single system will serve many users and hence comprise many Message Stores.

The MBS is described using an abstract model to define the service it provides - the ' Message Store abstract-service.|Figure 1
shows the MS abstract-service in relation to the MS-user and to the Message Transfer System abstract-service. In this Figure,

the opgn boxes represent the consumption of the abstract service, and the closed boxes represent the supply of thg abstract
service,

Figure 1 - Message Store abstract-service

For an| introduction and description of the abstract-service concept and its definition conventions, see ISO/IEC|10021-2,
These [conventions maké use of various information object classes used for the specification of ROS-based application
protocols which are\defined in ISO/IEC 13712-1.

In secyre méssaging the MS is treated as a separate object with a unique identity and has a separate key (or a set of keys)
from the-MS-user.

6.1 Message Store objects and contracts

The Message Store (MS) is modelled as an object which acts as provider of the MS abstract-service to the MS-user under
the terms of an MS-access-contract. The MS is the responder to both the MS-access-contract-88 and the MS-access-
contract-94, which are associated with 1988 and 1994 Application Contexts respectively.

ms MHS~OBJECT ::= {
Is {mts—~user}
RESPONDS {ms-—-access-contract—-88 | ms—access—contract-94}
ID id-ot=-ms }

11
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To provide the MS-user with access to the services of the MTS, the MS also acts as an MTS-user object; see Figure 2 (part
2) and clause 8 of ISO/IEC 10021-4, In this role it consumes the Submission, Delivery, and Administration abstract-services
of the MTS and acts as supplier of the MTS Submission and Administration abstract-services to the MS-user,

The MS-user is also modelled as an object. It initiates the MS-access-contract-94 and MS-access-contract-88 under which it
acts as consumer of the MS abstract-service.

ms—-user MHS-OBJECT ::= ({
INITIATES {ms-access-contract-88 | ms-access-contract-94}
D id~ot-ms~-user }

The MS-access-contract-94 defines an association contract established by means of the MS-connect connectﬂn package,
under which the initiator (the MS-user) acts as consumer of the Retrieval Port and MS-submission Port-abstrgct-services
provided directly by the MS, and of the Administration Port abstract-services provided transparently by/the MS.

ms-access~contract-94 CONTRACT ::= {
CONNECTION ms-connect
INITIATOR CONSUMER OF ({retrieval | ms-submission | administration}
ID id-crt-ms—~access~-94 }

The MS-access-contract-88 defines an association contract established by means of the”’MS-connect connectign package, ‘
under which the initiator (the MS-user) acts as consumer of the Retrieval-88 Port abstract-services provided dirdctly by the
MS, and of the Submission and Administration-88 Port abstract-services provided. transparently by the MS.

ms—access~contract-88 CONTRACT ::= {
CONNECTION ms-connect -~ with all 1994 extension additions omitted --
INITIATOR CONSUMER OF {retrieval-88 | submission {Hadministration-88}
iDb id-crt-ms-access-88 }

The MS-connect connection package specifies the operations used'in the establishment and release of an abstract-association
betwieen the MS and MS-user.

ms—connect CONNECTION~PACKAGE ::= {
BIND ms~-bind
UNBIND ms-unbind
D id-cp-ms-connection }

6.2 Message Store ports

The [MS provides the Retrieval, MS-submission, and Administration Ports to the MS-user. The collection of fapabilities
provided by these ports constitutes the MS abstract-service. The retrieval capabilities are unique to the MS. These
ilities include obtaining summaries of messages, fetching messages (in whole or in part), deleting messaged residing in
the MS, and registering requests for the MS to perform certain message management activitics automatically.

Additional messag¢ management services are performed by the MS on the MS-user's behalf, for logging indoming and
outgping messages; for the automatic classification of stored messages, and for auto-correlating delivery repofts with the
submitted messages or probes to which they are related.

By means of the MS-bind abstract-operation, the MS authenticates an MS-user before providing it with any of |the storage
and refrieval capabilities indicated above. Similarly, the MTS abstract-service shall authenticate the MTS abstract-service
user before extending its services to the MTS abstract-service-user (the MS).

Except for the Alert service of the Retrieval Port, the Submission-control service of the MS-submission Port, and the
Change-credentials service of the Administration Port, all the services provided by the MS abstract-serwce are invoked by
the MS-user and performed by the MS.

Security-labels may be assigned to the MS in line with the security-policy in force. The security-policy may also define how
security-labels are to be used to enforce the security-policy. If security-labels are assigned to the MS, the handling of stored
messages and reports bearing message-security labels may be affected by the security-policy in force. If security-labels are
not assigned to the MS, the handling of stored messages and reports bearing message-security labels is discretionary.

12
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If security-contexts are established between the UA and the MS, and between the MS and the MTS, the security-label that is
assigned to a message or probe is confined by the security-context in line with the security-policy in force. If security-

contexts are not established, the assignment of a message-security-label to a message or probe is at the discretion of the
originator,

6.2.1

The R

Detail

The R

6.2.2

The M

Detail

The Spbmission Port provided under fhe MS-access-contract-88 is defined in 8.2 of ISO/IEC 100214,

6.2.3

The A

Retrieval Ports

etrieval Port is defined as follows:

retrieval PORT ::= { : ’
CONSUMER INVOKES {summarize | list | fetch | delete | register-Ms,
vesr == 1994 extension addition --,
modify}

SUPPLIER INVOKES {alert}
D id-pt-retrieval~94 }

of the Retrieval Port abstract-services are given in 8.2 and clause 9.

etrieval-88 Port provided under the MS-access-contract-88 is defined as follows:

retrieval—-88 PORT ::= {
-- With all 1994 extension additions to the abstract-operations absent --
CONSUMER INVOKES {summarize | list | fetch | delete | register-MS}
SUPPLIER INVOKES {alert}
D id-pt-retrieval-88 }

MS-submission Ports

S-submission Port is defined as follows:

ms-submission PORT ::= {
CONSUMER INVOKES {ms-message-submission | ms-probe-submission | ms-cancel-deferred-d
SUPPLIER INVOKES {ms-submissien-control}
iD id-pt~ms=gubmission }

s of the MS-submission Port abstracf-services are given in 8.3 and clause 9.

Administration Ports

dministration Port is defined in 8.4 of (and the Administration-88 Port in Annex C of) ISO/IEC 100214,

When

operation-is used. See 8.2.5.

elivery}

invoked by\the MS-user, the Change-credentials abstract-service operates end-to-end between the MS-usér and the
MTS-pervice-provider, and passes through the MS. The MS stores the new credentials for use when it subseque;
with the MTS.” If the MS-user needs to update the credentials it uses when binding to the MS, then the Register-MJ

hily binds

abstract-

6.3

Information model

The MS models each information object that it stores as an entry, which consists of the collection of information known
about that object. Each entry belongs to an entry-class, which identifies the class of object which the entry describes. An
entry comprises a set of attributes, which represent the component elements of information associated with the entry, The
types of attribute which are present in an entry depend, in part, on the entry-class of the entry.

13
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6.3.1 Entry-classes

An entry-class comprises a category or categories of entries that represent a particular type of information object. Three
principal entry-classes are defined: the Stored-message entry-class, the Message-log entry-class, and the Auto-action-log
entry-class,

a) The Stored-message entry-class contains entries which correspond to messages, reports, probes, and draft
messages.

b)

probes These entries closely resemble the correspondmg enmes of the Stored-message entry-class.
only a subset of the attributes present in the latter in accordance with their logging function.

Subniission-log entry-classes are subordinates of the Message-log entry-class. Further detalls of the orgamzatlo of entry-
classgs are given in 6.3.7. :

When invoking the abstract-operations of the MS abstraci-service the MS-user"confines the effect of thesg abstract-
operations to those entries of immediate concern by specifying the entry-class of the entries on which to operate.

EntryClass ::= INTEGER {

delivery (0),

-- 1994 extensions --

submission (1),

draft (2),

stored-message (3),

delivery-log (4),

submission-log (5),

message~log (6),

auto-action-log (7) } (0..ubréntry-classes)
NOTES
1. The term information-base used in ISO/IEC 10021-5:1990 has been replaced by entry-class in this part of ISO/IEC 1021.
2. In this part of ISO/IEC 10021 the description of the MS abstract-service assumes that all defined entry-classes are afailable for

use. In practice, the behaviour of a_given MS implementation will depend on its support for optional service components (e.g., the
optionpl entry-classes and attribute-typés) and on subscription. See 6.3.7.4.

6.3.2 Entries

Each jinformation object stored in the MS (e.g., each submitted-message or delivered-report) is represented as an entry. An
entry |is identified by its sequence-number which the MS generates when the entry is created. Sequence-nymbers are
generpted in-ascending order and are never re-used.

SequenceNumber ::= INTEGER (0..ub-messages)

No two entries within the MS possess the same sequence-number except in the following case. Because of the close
relationship between entries of the Stored-message entry-class and entries of the Message-log entry-class, corresponding
entries of these entry-classes have identical sequence-numbers.

NOTE - The MS may choose to allocate sequence-numbers by using the time of entry creation to a sufficient granularity to ensure
uniqueness.

All entries have three further properties in common. The entry-type indicates the type of information object represented by
the entry, the creation-time indicates the date and time at which the entry was created, and the retrieval-status indicates
whether the entry has been retrieved by the MS-user.

14
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6.3.3 Attributes
An entry consists of a set of attributes. This is depicted in Figure 2.
ENTRY Attribute Attribute e o o | Attribute
\‘s
Attribute Attribute
ATTRIBUTE type value(s)
iz ™y
—"—'—' - \\
————— - \\
ATTRIBUTE Attribute Attribute Attribute
VALUE(S) value value *N® value

Each
piece

Each

Figure 2 - The Components of an entry

Ttribute provides a piece of information about, or derived from, the data to which the entry corresponds

f information is the sequence-number of the entry itself, and another is the creation-time.

tribute is defined as an instance of the ATTRIBUTE information object class; see 6.3.3.3.

An atfribute consists of an attribute-type, which identifies the class of information contained in the attribute,

more
(Attrib

NOTE
corresy

ute-table) is defined in 11.2,

Attribute :
attribute~type
attribute-values

SEQUENCE_ {

ATTRIBUTE.&id ({AttributeTable}),

SEQUENCE SIZE (l..ub-attribute-values) OF ATIRIBUTE.&Type
({AttributeTable} {@attribute-type}) }

onding attributé-valte could be urgen.

All at

ibutes iman’entry shall be of distinct attribute-types.

e attribute-types, an attribute shall contain only a smgle attribute-value. Such an attribute-type is said to

1 - Thus, for example;in a delivered-message entry (described in 6.3.6) the attribute-type could be the message's Priori

. all of the same ASN.1 data-type. Such an|

. Dne such

d one or
ttribute-values, which are the particular instances of that class appearing in the entry. The const:inmg set

, and the

be single-
attribute-

type is said to be multi-valued. Whether an attribute-type is single-valued or multi-valued is stated when the attribute-type is
defined (see 6.3.3.3).

NOTE 2 - Thus, for example, the originator-name attribute-type (described in 11.2.47) is single-valued, whereas the other-recipient-

names

attribute-type (described in 11.2.50) is multi-valued.

In order to select entries from the MS according to the values of their attributes, a set of maiching-rules may be associated
with the attribute-type to specify the type of matches which may be applied to it (see 6.3.9).
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6.3.3.1 Attribute-type

Some attribute-types are internationally standardized. Other attribute-types may be defined by national administrative
authorities and private organizations. This implies that a number of separate authorities will be responsible for assigning
types in a way that ensures that each is distinct from all other assigned types. This is accomplished by identifying each
attribute-type with an Object Identifier when the attribute-type is defined.

AttributeType ::= OBJECT IDENTIFIER

Certaifi general-purp P : attribute-
e known as general-attribute-types and attributes of these types as general-attributes.

6.3.3.2 Attribute-values

Defining an attribute-type also involves specifying the syntax, and hence data-type to which every value in the attribute shall
confofm. The data-type of an attribute-value for the attribute-type is indicated by the Object Identifier for the attribpte-type.

6.3.3.3 The ATTRIBUTE information object class

An atribute-type is- defined as an instance of the ATTRIBUTE information object class. 'This class is defined by a set of

named field specifications each of which corresponds to some property posséssed by each instance of the class. These fields
are:

a) an identifier for the attribute which denotes the attribute-type;

b) the attribute-syntax to which every value of the attribnte shall conform;

c) a collection of matching-rules identifying the types of matches which may be applied to the attribute (see|6.3.9);

d) an indication of whether an attribute of this type shall contain only a single value, or may contain ong or more

values, all of the same ASN.1 type.

The defined syntax for specifying instances-of the ATTRIBUTE information object class is shown below. This gpecifies a
notatipn for defining attribute-types that'is used throughout this part of ISO/IEC 10021,

ATTRIBUTE ::= CLASS ({
&id AttributeType UNIQUE,
&Type,
&equalityMatch MATCHING-RULE OPTIONAL,
&substringsMatch MATCHING~RULE OPTIONAL,
&oxrderingMatch MATCHING-RULE OPTIONAL,
snumeration ENUMERATED {single-valued(0), multi-valued(l)},
~~ 1994 extension =-
&OtherMatches MATCHING-RULE OPTIONAL }
WITH-SYNTAX {
WITH ATTRIBUTE~SYNTAX &Type,
[EQUALITY MATCHING-RULE &equalityMatch, ]
[SUBSTRINGS MATCHING-RULE &substringsMatch, ]
[ORDERING MATCHING=RULE sorderingMateh ]
[OTHER MATCHING-RULES &0OtherMatches, ]
NUMERATION &numeration,
iDb &id }

The field specifications have the following meaning:

ia) The &id value field is the identifier field for the class. It distinguishes a particular attribute-type from all others in
the class.
‘b) The &Type type field indicates the attribute-syntax to which every value of the attribute-type shall conform.
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c)

d)

€)

f)

)

6.3.4

Altho
anoth

This r

a)

b)

The abstract-operations of the MS abstract-service (see clause'8)-act by default only on main-entries. Some may b
on all entries, both main-entries and child-entries. In, particular, the argument of the Delete abstract-oper;

to act
8.24)
be del

ISO/IEC 10021-5:1994 (E)

The &equalityMatch value field identifies the matching-rule used to evaluate the equality component of a filter-

item when applied to the attribute; see 8.1.2.2.

The &substringsMatch value ficld identifies the matching-rule used to evaluate the substrings component of a

filter-item when applied to the attribute; see 8.1.2.2,

The &orderingMatch value field identifies the matching-rule used to evaluate the ordering components (greater-

or-equal and less-or-equal) of a filter-item when applied to the attribute; see 8.1.2.2.

The &numeration value field specifies whether the attribute-type is single-valued or multi-valued,

Main-entries, parent-entries, and child-entries

gh entries are generally independent of each other, certain entries are relaied. A child-entry may be tthrchild of

, its parent-entry, in a tree-structured relationship, An entry which is not a child-eniry is termed a main-e

lationship is recorded by means of two special general-attributes:
is absent from a main-entry. Its definition is given in 11.2,51.

parent-entry. It is absent from an entry which is not a parent-entry. Its definition is given in 11.2.8.

shall select only main-entries, in which case the nigin-entry and all its children and children's children, etc.
pted.

Teturn
Speci
prescr

6.3.5

The OEe case defined in this part of ISO/IEC 10021 where a child-entry is generated is where a delivered-report [

d-content. ' The delivered-report entry-is the main-entry and the returned-content entry is its child-entr
cations which define message content<types may set down additional rules for the storage of message conj
(be the use of a main-entry and one.or more related child-entries.

Content-specific Attributes

This
repo:

know |the content's»syntax and semantics, as indicated by the content-type. The content-specific attributes
attribyte-types which are defined in the relevant Specification for support of a particular content-type.

Ap

ry.

parent-sequence-number: This single-valued attribute gives the sequence-number of a child-entry's parent-entry, It

child-sequence-numbers: This multi-valued attribute gives the sequence-numbers of all the child-enjries of a

e directed
ition (see
will also

ontains a
y. - Other
ent which

art of ISO/IEC 10021 defines only general-attribute-types which model those properties of messages, probes, and

which pertain'regardless of content-type, However, to draw information from the content of a message, the

MS must
are those

icular'instance of the MS may have knowledge of no content-types (a 'generic' MS) or of one or more con

nt-types.

When{ ar’ MS encounters a message with a content-type of which it has no knowledge, it is unable to generate any content-

specific attributes in the message entry.

Except for the single case described in 6.3.4, the rules governing the use of child-entries for storing components of message-
content are specific to each content-type. If child-entries are used in this way, a content-specific synopsis attribute may
provide details of these child-entries (e.g., sizes, sequence-numbers).

Where the content-specific rules defined for a content-type contained in a returned-content entry requlre the generation of
child-entries, such entries shall be assigned an entry-type of delivered-message.
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NOTES

1. The Interpersonal Messaging content-type makes use of child-entries for storing message content (see 19,2 of ISO/IEC 10021-7). An
IP-message which contains one or more forwarded IP-message body-parts is represented in the MS by a main-entry and one child-entry
for each IP-message body-part. The content general-attribute of the main-entry comprises the complete content. Consequently, each IP-
message body-part is notionally present both in its own child-entry and in the main-entry.

2. A body-part of type IP-message may itself contain further encapsulated IP-messages in a recursive fashion. The MS models this
structure by the recursive allocation of child-entries.

3. Thejinternal structure of the contents of an IP-message is defined by its IPM synopsis attribute. This attribute-type is an exlunple ofa
content-specific synopsis attribute.

6.3.6 Entry-types

Every entry belongs to one of the entry-types defined below.

[EntryType ::= INTEGER {
delivered~message (0),
delivered-report (1),
returned-content {2),
-~ 1994 extensions --
submitted-message 3),
submitted-probe (4),
draft-message (5),
auto-action-event (6) 1}

A delivered-message entry is created by the performance of the Message-delivery abstract-operation of the Deliyery Port,
and cqntains the information associated with a delivered message; Delivered-report entries and returned-contept entries
are crgated by the performance of the Report-delivery abstract-operation of the Delivery Port and represent, respectively, a
delivered report, and the returned-content conditionally present in a delivered report.

A submitted-message entry is created by the performance of the MS-message-submission abstract-operation of| the MS-
submigsion Port, or by the performance of an auto-action that invokes the Message-submission abstract-operatipn of the
MTS Submission Port, and contains the information associated with a submitted message. A submitted-probe entry is
createdl by the performance of the MS-probe-submission abstract-operation of the MS-submission Port and comtains the
information associated with a submitted-probe.

A drgft-message entry is created\by the performance of the MS-message-submission abstract-operation of [the MS-
submigsion Port, and represents_g-message which has not been submitted to the MTS, but is stored for possible future
message-

that auto-
ed by the
an auto-

ent of any

content-type.

The general-attribute-types present in each of the entry-types listed above are enumerated in Tables 2 and 3 and defined in
clause 11.

6.3.7 Organization of entry-classes

The class of information object represented by and the entry-types present in each entry-class are defined below. Table 1
gives a summary of the entry-types present in each entry-class. The general-attribute-types supported in each entry-class are
listed in Tables 2 and 3 and defined in clause 11.
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6.3.7.1

The St
an unr

ISO/IEC 10021-5:1994 (E)
Table 1 - Entry-types present in entry-classes
Entry-types
Entry-classes delivered- | delivered- | returned- | submitted- | submitted- draft- auto-action-

message report content message probe message event

entry entry entry entry entry entry entry
Delivery X X X - . - -
Submission - - - X X - -
[ Draft - - - - - X -
Stored-message X X ! X X X -
Deliverv-log X X - - - - [
Submission-log - - - X X - -
Message-log X X - X X - -
Auto-action-log 2 2 2 z : - X

Legend

X entry-type present
entry-type absent

The Stored-message entry-class

ed-message entry-class contains entries which represent complete messages, reports, probes, and draft mes
tricted range of content-types. Three subordinate entry<Classes are defined which contain subsets of th

containgd in the Stored-message entry-class:

a)

b)

c)

6.3.7.2

which are created by the performance of the Message-delivery and Report-delivery abstract-operation.
Delivery Port. The MS-user has no selective control over the creation of entries of the Delivery entry-class.

created by the performance of the MS-message-submission and MS-probe-submission abstract-operations,

user. The request may-be made explicitly in the argument of the submission or the registration-parame!
auto-action, or may beé-registered for all submissions by means of the Register-MS abstract-operation.

parameter (which is optionally present in the argument of the MS-message-submission abstract-operation)
8.1.6)=—The entries of the Draft entry-class differ mainly from those of the Submission entry-class in that

those attributes which are derived from the result parameter of the Message-submission abstract-operation
by-the MTS after successful submission.

ges for
entries

The Delivery entry-class contains entries with entry-type delivered-message, delivered-report, and returned-content,

§ of the

The Submission entry-class contains/entries with entry-type submitted-message and submitted-probe which are

r by the

performance of auto-actions-which invoke the Message-submission abstract-operation. The MS shall create a
submitted-message or submitted-probe entry only if the submission is successful, and if so requested by the MS-

r of the

The Draft enfry:class contains entries with entry-type draft-message. The value of the submission-options

controls

whether a Draft entry is created (with no submission to the MTS), or whether the message is actually submitted (see

ey lack
returned

The Message-log entry-class

The Message-log entry-class contains entries which provide a restricted representation of messages, reports, and probes for
messages of any content-type. These entries are intended to be long-lived, and contain only a subset of the attributes present
in the corresponding entries of the Stored-message entry-class; see Table 2.

Two subordinate entry-classes are defined which contain subsets of the entries contained in the Message-log entry-class:

a)

The Delivery-log entry-class contains entries with entry-type delivered-message and delivered-report.
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b) The Submission-log entry-class contains entries with entry-type submitted-message and submitted-probe.

A close relationship exists between entries of the Message-log and Stored-message entry-classes, the Delivery-log and
Delivery entry-classes, and the Submission-log, and Submission entry-classes. The relationship between these paired entry-
classes is realized by the application of the following rules:

a) One Message-log entry exists for every Stored-message main-entry, each possessing identical sequence-number and
creation-time attributes. However, a Message-log entry may be retained after the corresponding Stored-message
~ entry has been deleted. A Message-log entry is created at the same time as the corresponding Stored-message entry
18 created.

b) A Submission-log entry shall be created upon the submission of a message or probe, regardless-of

c) Every attribute of a Message-log entry (except for deletion-time and MS-submission-error, which are ppecific to ‘

Auto-modify auto-action), except for the message-group-name atiribute which may be modified if no co
Stored-message entry exists, However, when an attribute of a Stored-message entry is modified the modification is
also apparent in the corresponding Message-log entry. ‘

d) Certain attributes present in Stored-message entries shall be' absent from the corresponding Message-lpg entries.
These: are message-delivery-envelope, message-submission-envelope, probe-submission-envelope, reporg-delivery-
envelope, and content. The set of attribute-types(available in Message-log entries is not prescribgd, and is
determined by subscription,

e A Message-log entry cannot be deleted before-any corresponding Stored-message entry has been deleted. | However,
as a matter of local policy, the deletion of Message-log entries may be subject to additional restrictions| The MS
shall continue to update attributes which hold correlation information in a Message-log entry even after the
corresponding Stored-message entry~has been deleted.

R The deletion-time " attribute _of.a Message—log entry is created when the corresponding Stored-message entry is
deleted. In the case of a Submission-log entry for which no Submission entry is created, the deletion-tinje attribute
is generated when the Submission-log entry is created, and is assigned the same value as the entry's creatipn-time.

2 Other Specifications which define message content-types may set down rules for the creation of a Message-log
child-entry for each child-entry present in a Stored-message entry. No such rules are defined in this part ¢f ISO/IEC
10021. In particular, the Message-log entry-class shall not contain a child-entry representing the returnedicontent of
a delivered-report.

NOTE - Entriesof the Draft and Auto-action-log entry-classes are not related to entries of the Message-log entry-class.

6.3.7.3 The Auto-action-1og entry-class
The Auto-action-log entry-class contains entries of a single entry-type which record the outcome of auto-action executions;
see 6.5. No subordinate entry-classes are defined. The definition of an auto-action-type specifies whether it may cause the
generation of Auto-action-log entries. As a subscription option, the MS may record all such auto-action executions or only
those which result in an auto-action-error, or may record no executions; see 6.5.3.

6.3.7.4 Entry-class support

When using a 1988 Application Context only the Delivery entry-class shall be available.

20


https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

© ISO/IEC

ISO/IEC 10021-5:1994 (E)

When using a 1994 Application Context support for the Delivery entry-class is mandatory. Support for a subordinate entry-
class implies support of the entry-class to which it is subordinate. Consequently, support for the Stored-message entry-class
is also mandatory (but if no other entry-classes are supported, it shall contain only those entries also present in the Delivery
entry-class). Similarly, the Message-log entry-class shall be supported if either the Submission-log or Delivery-log entry-
classes is supported. The Submission-log entry-class shall be supported if both the Submission entry-class and the Delivery-
log entry-class are supported. The Delivery-log entry-class shall be supported if the Submission-log entry-class is supported.

The availability of the optional entry-classes is subject to subscription.

NOTE t Support for an auto-action does not in itself imply support for the Auto-action-log entry-class.

6.3.8

Retrieval-status

An important property of each entry in any entry-class is its retrieval-status;

RetrievalStatus ::= INTEGER {
new {(0),
listed (1),

processed (2) }

The vallues of retrieval-status are as follows:

a)
b)

c)

abstract-operation, but the entry has not yet been completely.processed.

processed: Either an MS-user has 'completely fetched'the entry, or the MS has performed an auto-action

defined in the relevant Specification.

The refrieval-status of a delivered-report beconies processed when the report-delivery-envelope is retrieved. The

status

retrie

of an entry in the Auto-action-log entfy-class becomes processed when all its attributes are retrieved.

-status of an entry may result from operations performed on the entry's parent or child-entry. If a chil

The rdtrieval-status of a child-entry -i§:maintained according to the same rules as apply to a main-entry. A”chan}ge in the

logically present in an atiribute-of jts parent-entry, the retrieval of the attribute is regarded as equivalent to the retri
attributes of the child-entry.If an attribute of an entry is logically present in one or more child-entries, then retrigval of all

those

¢hild-entries is equivalent to retrieval of the attribute,

new: The entry has neither been Listed by the MS-user nor has it béen automatically processed by the MS,

listed: Information about the entry has been returned to the:MS-user in either a List abstract-operation or a Fetch

bn it, and

the definition of that auto-action causes its retrievalsstatus to be set to processed. (Note that some auto-actipns result
in the message being deleted.) The meaning of.'completely fetched' depends on the message content-type and is

retrieval-

-entry is
val of all

The rdtrieval of attributes from a Message-log entry shall not affect the retrieval-status of that entry or of the corrz:ponding
Stored-message entry. The retrieval-status of a Message-log entry shall not be affected by the deletion of the corn
Stored-messageentry.

ponding

NOTE]|- The-term entry-status used in ISO/IEC 10021-5:1990 has been replaced by the term retrieval-status in this part of ISO/IEC
10021
6.3.9 Matching-rules

An important capability of the Message Store abstract-service is the ability to select a set of entries of some entry-class based
on assertions concerning attribute-values held by those entries.

A matching-rule allows entries to be selected by making a particular assertion concerning their attribute-values.
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The most primitive type of assertion is the attribute-value-assertion (see 8.1.2.3). More complex assertions may be supported
using matching-rule-assertions. A matching-rule-assertion is a proposition, which may be true, false or undefined,

concerning the presence in an entry of an attribute-value which meets the criteria defined by the matching-rule.

An attribute-value-assertion or matching-rule-assertion is evaluated based on the matching-rule associated with the assertion.

A matching-rule is defined through the specification of:

Some
conte!
natior

NOTH - No restrictions are placed on the matching-rules that may be defined for a content-type or may-be locally defined

locally
Specif]

Some

example, the MS Abstract Service supports a presence relation allowing a preserit match.

Some
MS A

6.3.9.

There

the types of matches supported by the rule;

the syntax required to express an assertion of each type of match,
matching-rules are defined in ISO/IEC 9594-2 and 9594-6 and in clause 12. Other matching-rules required

t-specific attributes may be defined in the Specifications for those content-types, and yet others may be ¢
al administrative authorities and private organisations,

cations should be used in preference to the creation of new ones.

imes there will be a one to one correspondence between a matching-rule @nd the types of matches supp

bstract Service supports a generic ordering rule allowing greater than or equal and less than or equal types of

| Generic Matching Rules

present;
equality;
substrings;
ordering;
approximate.
 for asserting ceftain types of matches associated with these generic rules has been built into the MS Abstrac

a present syntax for the present match;

an equality syntax for the equality match;

The MS supports a present matching-rule which may be applied to an attribute of any type. The present match tests for the

jo support
efined by

However,

defined rules may not be widely supported by MSs and UAs. Wherever possible the matching rules defined in this or other

bried, For

limes there will be a many to one correspondence between a rule and-the types of matches supported. For exgmple, the

matches,

are a number of generic matching rules common to yalues of many different types of attribute. These rules are:

L Service:

greaterOrEqual and lessOrEqual syntaxes for the ordering match;

an approximateMatch syntax for the approximate match,

presence of any value of a particular type.

The MS supports an approximate matching-rule whose definition is a local matter to an MS.
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When an attribute-type is defined, the matching-rules associated with the equality, substrings, and ordering generic rules
supported by the MS Abstract Service shall be indicated. These rules are used when evaluating assertions of the equality,
ordering and substrings relations made using the syntax provided in the MS Abstract Service. If specific rules are not
defined, then the only assertion which may be made concerning the attribute is the present match.

When a generic match is performed, the syntax of the presented value must be identical with the attribute-syntax. However,
a matching-rule may be defined with an assertion-syntax which is a CHOICE of types, so that it can be applied to attribute-
types with different atiribute-syntaxes (e.g., different character string types). Consequently, the possible matching-rules that
may be specified as a generic matching-rule in an attribute definition are constrained to those for which the attribute-syntax
is a subtype of The aSSerion-SyNax.

A mafching-rule may be used both as a generic matching-rule for one attribute-type and as an other-match)rule] for some
other fttribute-type; see 8.1.2.2.

6.3.9.2 Matching Rule definition
The dgfinition of a matching-rule involves:
a) asgigning an Object Identifier to the matching-rule;

b) specifying the different types of matches supported by the rule;

c) defining the syntax of an assertion of the matching-rule;
d) defining the appropriate rules for evaluating a presented assertion with respect to target attribute-values held in an
entry.

A mafching-rule may apply to different types of attributes with different attribute syntaxes.

The difinition of a matching-rule shall include a specification of the syntax of an assertion of the matching-rule, arld the way
in which values of this syntax are used to perform a‘match. This does not require a full specification of the attributg syntax to
whicl| the matching-rule may apply. The definition of a matching-rule for use with attributes with different ASN.] syntaxes
shall specify how matches shall be performed.” The syntax used in the maiching-rule-assertion (i.e. for the match-value
comppnent of the matching-rule-assertion) is-the matching-rule's assertion-syntax.

6.3.98 The MATCHING-RULE information object class

Each matching-rule defined-in this part of ISO/IEC 10021 is an instance of the MATCHING-RULE information object class,
whic} is defined in ISOQ/IEC 9594-2. It is reproduced below as an aid to exposition:

MATCHING-RULE ::= CLASS {
&AssertionType OPTIONAL,
&bd OBJECT IDENTIFIER UNIQUE }

WITHE\SYNTAX {
[SYNTAX &AssertionType]
ip &id }

The object class contains the following fields:

a) The &AssertionType type field indicates the assertion-syntax, i.e. the syntax to which every value in a presented
matching-rule-assertion shall conform. It is always present in matching-rules used in this part of ISO/IEC 10021.

b) The &id value field is the identifier field for the class and contains an Object Identifier.

NOTES

1. No support is provided in the defined syntax for actually defining the matching-rules themselves; this must be done by natural
language or by other means.
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2. The defined syntax is used to define matching-rules in this and other Specifications.

64 Message grouping

The purpose of message-grouping is to provide an organizational framework which enables the user to establish a
classification scheme for the storage of messages, supported by the manual and automatic assignment of messages to user-
defined categories. The allows the user to arrange that submitted messages and probes, delivered messages and reports, and
draft messages are stored in such a way that they may be subsequently located, by selection based upon classifications
devis¢d Dy the user and tailored 1o suit that user's patiern of communication,

Message-grouping employs the message-group-name attribute-type (see 11.2.33) which has the following atiributg-syntax:
MessageGroupName ::= SEQUENCE SIZE (l..ub-group-depth) OF GroupNamePart

GroupNamePart ::= GeneralString (SIZE(l..ub-group-part-length))

Zero ¢r more message-group-name values may be attached to any entry in the MS, with the’éxception of entries ofl the Auto-
action-log entry-class. All entries which possess the same message-group-name attribute~value may be regarded a3 members
of the|same message-group. The MS provides the following facilities to support message-grouping:

a) The MS-user shall register with the MS, by means of the Register-MS abstract-operation the set of messgge-group-

names that the user intends to employ for the classification of messages. This is analogous to the crs;tlon of a
directory structure in a filestore. Subsequently, the MS shall verify that only registered message-group-names. are
assigned to entries, to ensure internal consistency. A message-group-descriptor may accompany each| message-
group-name registered to provide an informal description of\its contents. See 8.2.5.

b) The MS allows the registration of a message-group-idme containing more than one group-name-part|only if a
registration exists for that message-group-name's parent, i.e. the message-group-name formed by omitting the last
group-name-part of the name,

i‘c) The MS allows the deregistration of a registered message-group-name provided that the name is not pregent in the
message-group-name attribute of any entry; that the name is not the parent of any other registered message-group,
and that the name is not referenced in the modifications component of a registered Auto-modify auto-actign.

d) The MS may be instructed to automatically assign appropriate meésage-group—namés to messages, controlled by the
specification of selection criteria. This is performed by the Auto-modify auto-action; see 13.2.

e) The MS-user may manually amend the membership of a message-group. This is performed by the Modif y abstract-‘
operation; see 8.2.7:

1)) The MS-userdmay retrieve details of the set of registered message-group-names for display to the end-us¢r. This is
performed by-the Register-MS abstract-operation,

g) The. membership of a message-group may be determined by selection based on the value of the messgge-group-
name attribute. The MS need not make any special provision for this as selection of entries based on thg values of
their attributes is a basic capability of the MS,

NOTE - However, some performance gains may be derived from organizing the storage of entries to reflect message-group
membership.

Annex H contains further description of message-grouping and its uses.

6:8 Auto-actions

An auto-action is an action performed automatically by the MS whenever the conditions defined for its performance are
satisfied. These conditions are registered with the MS either by subscription, or by means of the Register-MS abstract-
operation (see 8.2.5). The result of the performance of an auto-action is visible externally to the MS.
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Each type of auto-action is identified by its auto-action-type. The definition of some auto-actions specifies a parameter
which the MS will use in performing the auto-action. This parameter, the registration-parameter, is presented to the MS
when the auto-action is registered. As certain auto-action-types permit more than one registration, each registration is
identified by a registration-identifier. Registered auto-actions of a given type are executed in ascending order of
registration-identifier, :

Where a registration-parameter is defined for an auto-action-type, the information it contains may be conveyed to the MS by
means of subscription. However, some auto-actions may require that the MS also supports registration of its registration-
parameter by means of the Register-MS abstract-operation.

The gLneral-auto—actions apply to entries of all content-types and are defined in clause 13. Other auto-action-types specific
to a glven content-type are defined in the Specification for that content-type.

6.5.1 The AUTO-ACTION information object class

Each fype of auto~action is defined as an instance of the AUTO-ACTION information object class:

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,
&RegistrationParameter OPTIONAL,
&Errors AUTO-ACTION-ERROR OPTIONAL “\}
WITH SYNTAX
[REGISTRATION PARAMETER IS &RegistrationParameter]
[ERRORS &Errors])
IDENTIFIED BY &id }
AutoActionType ::= OBJECT IDENTIFIER

The object class contains the following fields:
a) The &id is the identifier field for the class and contains an Object Identifier,

b) The &RegistrationParameter type field.defines the syntax of the registration-parameter associated with the auto-
action-type; see 6.5.2. The field is optiohal as some auto-action-types require no registration-parameter.

c) The &Errors value set field defines a set of errors, any of which may arise from an unsuccessful performance of
the auto-action. See 6.5.3.

6.5.2 Auto-action regisfration

An a;:o-acuon is registered ‘with the MS by means of the auto-actlon-reglstratlons parameter of the Register-M$ abstract-

operation; see 8.2.5,1(item a).
AutoActbonRegistration ::= SEQUENCE. {
avto-action-type AUTO-ACTION. &id ({AutoActionTable}),
registration-identifier fo} INTEGER (1..ub-per—auto-action) DEFAULT 1,
registration-parameter 1 AUTO-ACTION. &RegistrationParameter ({AutoActionTable)

{@auto-action-type}) OPTIONAL }

The components of auto-action-registration are as follows:

a) Auto-action-type (M): The Object Identifier which identifies the auto-action-type, The constraining set (Auto-
action-table) is defined in clause 13.

b) Registration-identifier (O): Used to distinguish this auto-action-registration from other registrations of the same
auto-action-type. This component also governs the order of execution of registered auto-actions of this auto-action-
type.

c) Registration-parameter (O); The parameter that the MS shall use when it performs this registered auto-action.
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The Auto-action-log entry-class provides a record of the auto-actions performed by the MS (see 6.3.7.3), and is available to
the MS-user subject to subscription. The definition of an auto-action-type specifies whether execution of that auto-action
may result in the generation of an entry in the Auto-action-log entry-class. Where auto-action processing results in an error,
an auto-action-error attribute may be attached to the Auto-action-log entry associated with that execution (if processing is
successful, the attribute is absent). In the first abstract-association established after the occurrence of an auto-action-error,
the MS informs the MS-user of the error by means of the auto-action-error-indication parameter of the MS-bind-result. This
parameter indicates the sequence-number of the first Auto-action-log entry, created since the last abstract-association was

establi

Each ¢
with th

y uto- - ute 1S CIll.

ype of auto-action-error is an instance of the AUTO-ACTION-ERROR information object class which’is
e ABSTRACT-ERROR information object class:

AUTO-ACTION-ERROR ::= ABSTRACT-ERRCR

Where£ abstract-errors are defined in the context of ROS, and are reported across the boundary between open

identical

systems,

auto-agtion-errors cause the creation of auto-action-error attributes (see 11.2.4) in entries of(the Auto-action-log enjry-class.
This atiribute-type has the following syntax:
AutoActionError ::= SET {
error-code [0] AUTO-ACTION~ERROR. &errorCode ({AutoActionErrorTable}),

The ¢0
action-|
error.

6.5.4

Auto-agtions are performed autonomously by the MS (possibly in the absence of an abstract-association with the

when §
candid;

error-parameter [1] AUTO-ACTION~ERROR.&ParameterType \({AutoActionErrorTable}
{@error-code}) OPTIONAL }

nstraining set (Auto-action-error-table) is defined in clause 13. <This part of ISO/IEC 10021 does not def]

Auto-action execution

riven conditions are fulfilled. The first stage of this process is the identification of an entry which has t
ite for auto-action processing as a consequence of some event. The most common event which initiates a

proces§ing is the creation of an entry (as the'result of Message-delivery or Message-submission, for example). Oth
such ag the expiry of a timer, may also initiate auto-action processing.

The sefond stage in the performance-of an auto-action is the evaluation of selection criteria optionally present in

jne auto-

errors where identical abstract-errors have already been definéd:. Any abstract-error may be used as an autp-action-

MS-user)
ecome a
o-action
I events,

the auto-

action pegistration-parameter, that the candidate entry must satisfy before the auto-action is applied to it. Some aufo-action-
low more than one sét-0f auto-action registration-parameters to be registered with the MS. The definition of such
tion-types determines* whether the execution of the first auto-action for which the entry has satisfied the [selection

types
auto-aq

auto-a

6.6

criteri
The 01]1

MS extensions

is the only one‘performed for that auto-action-type, or whether all registered auto-actions of that type ard applied.
er of execution, of registered auto-actions of a given auto-action-type is fixed according to the ascending value of the
tion registration-identifier. The order of execution of each defined auto-action-type is described in clauses 15 and 16.

This part of ISO/IEC 10021 defines MS operation regardless of the content-types of the messages present. To accommodate
the additional functions which may be required to support specific content-types, and other extensions, the following

information object class is defined:

- This information object class has two fields: an identifier field (an Object Identifier), and a type field which defines the
ASN.1 type of each instance of that class of information. See Annex A of ISO/IEC 8824-2. This object class is used where
the MS abstract-syntax requires a placeholder for information which is specific to each possible content-type. Refer to the

MS-EXTENSION ::= TYPE-IDENTIFIER

Specification for a given content-type for the definition of each instance of use of this object class.
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NOTE - For example, 19.5.2.2 of ISO/IEC 10021-7 defines IPMS-specific submission options that occupy the MS extensions placeholder
defined in MS-submission-options; see 8.1.6.

The following types are derived from the MS-EXTENSION information object class:

MSExtensionItem ::= INSTANCE OF MS-EXTENSION

MSExtensions ::= SEQUENCE SIZE(l..ub-extensions) OF MSExtensionItem

Where the argument of an abstract-operatxon (other than MS-bmd) contams an MS-extensmn component unknown to the

NOTE

ipn component unknown to the MS-user, the MS-user shall ignore the MS-extension.

abstract-association even where an unsupported extension is present.

.7

7.1

MS-bind and MS-unbind operations

MS-bind abstract-operation

| shall be
5 an MS-

L The MS-bind abstract-operation reports unsupported extensions in the MS-bind-result, to permit the establishment of the

The MS-bind abstract-operation binds the MS-submission, Retrieval and Administration Ports of the MS-user (congumer) to

the MS
in the 4

NOTE
matter)

invoc

7.11

‘ The M

The MS abstract-service does not provide any explicit mechanisms to support multiple associations; the effect of sim

it is the responsibility of the MS-user to co-prdinate such invocations so that mutual interference is avoided (e.g., si
ons of Modify abstract-operations could fail'of produce unintended results).

invokhr abstract-operations over different abstract-associations is not defined. Where multiple associations are supponed
al

MS-bind-argument

S-bind-argument paramelers are used to identify, authenticate and set the security-context for an MS-user.

(supplier). The initiator (of the MS-bind) is the MS-user, while the responder is the MS itself. Information exchanged

rgument and result of MS-bind shall apply for the duration of the abstract-association. MS-bind is defined as|follows:
ms-bind ABSTRACT-OPERATION ::= {
ARGUMENT MSBindArgument
RESULT MSBindResult
ERRORS {ms-bind~error} }

taneously
as a local
ultaneous

[hey also

contaih a set of restrictions for entries to be returned as the result of the Fetch abstract-operation, identify|a set of
registrations associated-with this instance of the MS-user, and may contain a request to be informed of the entry-classes,
auto-attion-types, attribute-types, matching-rules, message-group support and content-types to which the MStuser has
subscribed.
MSBindArgument ::= SET {

initiator-name ORAddressAndOrDirectoryName,

initiator-credentials [2] InitiatorCredentials,

security-context [3] IMPLICIT SecurityContext OPTIONAL,

fetch-restrictions TZ] Restrictions OPTIONAL -- derault 13§ none-—-,

ms~-configuration-request [5] BOOLEAN DEFAULT FALSE,

-- 1994 extensions --
ua-registration-identifier [6] RegistrationIdentifier OPTIONAL,
bind-extensions [7] MSExtensions OPTIONAL}

The parameters of MS-bind-argument have the following meaning:

a)

Initiator-name (C): This parameter contains the name of the MS-user and is defined further in 8.1
ISO/IEC 10021-4, :

A.1.1.1 of
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b)

c)

d)

28

Initiator-credentials (M): This parameter contains the credentials of the MS-user. The initiator-credentials may
be used by the MS to authenticate the identity of the MS-user (see ISO/IEC 9594-8).

If simple-authentication is used, the initiator-credentials comprise a simple password. The password is defined in
8.5.11 of ISO/IEC 10021-4.

If strong-authentication is used, the initiator-credentials comprise an initiator-bind-token, and, optionally, an
initiator-certificate. The initiator-bind-token and initiator-certificate are defined in 8.1.1.1,1.2 of ISO/IEC 10021-4.
The initiator-credentials of the MS-user may differ from the initiator-credentials used in the MTS-bind as defined in
8.1.1.1.1.2 of ISO/IEC 10021-4.

Security-context (O): This parameter identifies the security-context within which the MS-user proposes‘{o operate.
The security-context is defined in 8.1.1.1.1.3 of ISO/IEC 10021-4,

The security-context comprises one or more security-labels that define the sensitivity of interactions that fnay occur
between the MS-user and the MS for the duration of the abstract-association, in line with the security}-policy in
force. The security-context shall be one that is allowed by the registered user-security-labels of the MS-uger and by
the security-labels associated with the MS.

In the absence of this parameter, security-contexts are not established between‘the MS-user and the M$, and the.
sensitivity of interactions that may occur between the MS-user and the MS (s at the discretion of the invpker of an
abstract-operation.

Fetch-restrictions (O): This specifies restrictions on the entries/to be returned as result of the Fetch abstract-
operation: The fetch-restrictions remain in force for the duration)of the abstract-association and apply unless the
Fetch argument explicitly overrides the restriction.

In the absence of this argument, the MS shall not enforce any fetch-restrictions during the abstract-associption.

Restrictions ::= SET {

allowed-content-types [0} SET SIZE (1..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL
-~default’ is no restriction--,
allowed~EITs [1] MS-EITs' OPTIONAL -=~default is no restriction--,

maximum-attribute-length [2] INTEGER OPTIONAL -~default is no restriction--}
The parameter contains the following.components:
1) Allowed-content-types (C): The content-types that the MS abstract-service-user is prepared Jg

accept as the result.of the Fetch abstract-operation. Any message with a content-type other th
those specified will'not be returned, but result in a fetch-restriction-error.

In the absence of this component, the MS shall not enforce fetch-restrictions on the content-typ¢s
of entries,

2) Allowed-EITs (C): The encoded-information-types that the MS abstract-service-user is prepargd
t0 accept as the result of the Fetch abstract-operation. If a message contains encoded-informatio
types other than those specified, a filtering will take place so that disallowed EIT parts are not
returned along with the text of the message. If the whole message consists of disallowed EITs,|a
fetch-restriction-error will be reported.

MS~EITs ::= SET SIZE (l..ub-encoded-information-types) OF MS-EIT

MS-EIT ::= OBJECT IDENTIFIER

In the absence of this component, the MS shall not enforce fetch-restrictions on the encoded-
information-types of entries.

NOTE 1 - The allowed-EITs component is present for historical reasons and its use is deprecated. The
body-parts present in the content of an entry may be discovered by inspecting a content-specific synopsis
attribute, and an implementation need only Fetch those body-parts which are acceptable to it.
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3) Maximum-attribute-length (C): The maximum attribute length, in octets, that the MS-user is
prepared to accept as the result of the Fetch abstract-operation. Where the MS-user attempts to
Fetch an attribute-value where the length of the encoding exceeds the maximum-attribute-length,
then the MS shall return a fetch-restriction-error.

NOTE 2 - The size in octets of the encoding of an attribute-value may vary where ASN.1's Basic Encoding
Rules permit several encodings (e.g., primitive and constructed),

NOTE 3 - In 1988 Application Contexts, the maximum-attribute-length restriction applies only to an

——sniry's-content-atiribute:

attributes.

abstract-association.

MS-bind-result

$BindResult(el= SET {

respondef=credentials
available-auto-actions

available~attribute-types

alert—indication

Registrationldentifier

In the absence of this component, the MS shall not enforce fetch-restrictions on the length of

identifies the auto-action-types, attribute-types, entry-classes, content-types, matching<rulés, and any
capabilities to which the MS-user has subscribed, and which consequently are available in the co

UA-registration-identifier (O). This parameter specifies anddentifier for a set of registration informati

defaults) shall apply, if previously registered by means of Register-MS (see 8.2.5.1).

be reported in MS-bind-error; Extensions associated with a particular message content-type may be defi
relevant Specification. In the absence of this parameter, no extensions are requested.

(2]
3]

{4}

{31

::= PrintableString
(SIZE(l. .ub~ua-registration-identifier~length))

dditional
e of the

MS-configuration-request (C): This parameter specifies whether the MS is requested to return inform::I)n which

In the absence of this parameter, the MS shall not return MS-configuration information in the MS-bind-resqlt.

NOTE 4 - In practice, an MS-user may cache this information rather than requést it in every MS-bind. The MS may| indicate a
change in the services supported by means of the service-information parameter of MS-bind-result.

ResponderCredentials,

SET SIZE (l..ub-auto-actions) OF AUTO-ACTION.&id
({AutoActionTable}) OPTIONAL,

SET SIZE (l..ub-attributes-supported) OF ATTRIBUTE.&id

({AttributeTable}) OPTIONAL,
BOOLEAN DEFAULT FALSE,

content-types-supported

entry-classes-supported
matching-rules-supported
additional-capabilities
message-group-~depth
auto-action-error-indication
unsupported-extensions
uva-registration—-id-unknown
service-information

(6]

SET SIZE (l..ub-content-types) OF OBJECT IDENTIFIER OPTIONAL,

-~ 1994 extensions -~

{71
(8l
[9]
[10]
{11]
(12]
[13]
[14])

SET SIZE(l..ub-entry-classes) OF EntryClass OPTIONAL,

SET SIZE(l..ub-matching~rules) OF OBJECT IDENTIFIER OPTIONAL,
MSExtensions OPTIONAL,

INTEGER (1..ub-group-depth) OPTIONAL,

AutoActionErrorIndication OPTIONAL,

SET SIZE(l..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL,

BOOLEAN DEFAULT FALSE,

GeneralString (SIZE(l..ub-service-information-length)) OPTIONAL }
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The parameters of MS-bind-result have the following meaning:

a) Responder-credentials (M): This parameter contains the credentials of the responding MS. The responder-
credentials may be used by the MS-user to authenticate the identity of the MS (see ISO/IEC 9594-8).

If simple-authentication is used, the responder-credentials comprise a simple password associated with the MS. The
password is defined in 8.5.11 of ISO/IEC 10021-4. If strong-authentication is used, the responder-credentials
comprise a responder-bind-token generated by the MS. The responder-bmd-token is defined in 8.1.1.1.2.2 of
ISO/IEC 10021-4,

b) Available-auto-actions (C): This identifies the set of auto-action-types to which the MS-user has subscribed. This
parameter shall be present if the MS-configuration-request parameter of the MS-bind-argument is frie and at least
one auto-action-type is available; it is absent otherwise. The constraining set (Auto-action-table) is defined in
clause 13.

¢) Available-attribute-types (C): This identifies the set of attribute-types to which the MS=user has subscribed. This
parameter shall be present if the MS-configuration-request parameter of the MS-bind-argument is true; if is absent

otherwise. .

NOTE 1 - All available attribute-types should be identified in this parameter, including those for which support is sandatory.
The set of attribute-types for which support is mandatory may change over time.

d) Alert-indication (C): If true, then an alert condition has occurred since the last successful alert-indication.
e) Content-types-supported (C): This identifies the set of contentstypes to which the MS-user has subscribed, and for

which the MS offers specific support, as defined in the relevant content-type Specification. A message whose
content-type is absent from this set may still be submitted, or delivered, and subsequently retrieved. I;Tthis case,
none of the attribute-types or auto-action-types specific-to that content-type will be available to the MS-us¢r.

This parameter shall be present if the MS-configuration-request parameter of the MS-bind-argument is #fue and at
least one content-type is supported; it is absent-otherwise.

f) Entry-classes-supported (C): This idehtifies the entry-classes supported by the MS. Support for an entry-class
implies that it shall be available to-the Summarize, List, Fetch, Delete, and Modify abstract-operations, and to the
auto-action-types supported by the-MS. In addition, support for the Submission entry-class implies support for its
use in the MS-message-submission and MS-probe-submission abstract-operations. Support for the Draft ¢ntry-class
implies support for its use ifrthe MS-message-submission abstract-operation. This parameter shall be present if the
MS-configuration-request parameter of the MS-bind-argument is true; it is absent otherwise. ‘

g) Matching-rules-supported (C): This identifies the matching-rules supported by the MS. Support for a matching-
rule implies that-ibshall be available for use with an attribute for which the matching-rule is defined, whee support
for that attribute‘type is also claimed. This parameter shall be present if the MS-configuration-request pafameter of
the MS-bind*argument is true and at least one matching-rule is supported; it is absent otherwise.

NOTE2'- All supported matching-rules should be identified in this parameter, including those for which support is mandatory.
The'set of matching-rules for which support is mandatory may change over time.

h) Additional-capabilities (C): ThiS parameier indicares aamuoxra'l—capabrﬁﬂ'es—pusmbly'cmtenrspecrﬁc- supported
by the MS. It shall be present if the MS-configuration-request parameter of the MS-bind-argument is true and at

least one additional capability is supported; it is absent otherwise.

i) Message-group-depth (C): This indicates the maximum number of group-name-parts that may be present in a
message-group-name. It shall be present if the MS-configuration-request parameter of the MS-bind-argument is
true and the MS supports the message-group-name attribute-type; it is absent otherwise, If the MS-user presents, in
the argument of an abstract-operation or in an auto-action registration-parameter, a message-group-name which
contains more group-name-parts than are specified in this parameter, then a message-group-error results.
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a)

b)

Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS since the previous
abstract-association was established caused the generation of an auto-action-error, Since this information cannot be
reported when a 1988 Application Context is in use, the establishment of such an association shall not affect the
setting of this parameter which shall be presented when a 1994 Application Context is next used.

AutoActionErrorIndication ::= CHOICE {
indication-only [0] NULL,
auto-action-log~entry [l] SequenceNumber }

If the Auto-action-log entry-class is subscribed to, the parameter indicates the sequence-number of the first entry
which records an auto-action-error which occurred since the previous abstract-association (which used a 1994
Application Context) was established. Otherwise it contains a Null. The parameter shall be absent)if ho auto-
action-errors occurred since the previous abstract-association was established.

Unsupported-extensions (C): If the MS-user supplied a bind-extensions parameter in the MS<bind-argurpent and
one or more of these extensions are not supported by the MS, this parameter identifies all such unsupported-
extensions. The parameter contains the Object Identifier values of each of these unsapported-extensiony, drawn
from the bind-extensions parameter. The parameter is present if the bind-extensions parameter of the NS-bind-
argument is present and at least one of the extensions is not supported; it is absent otherwise.

UA-registration-id-unknown (C): This parameter is present and has the'\value ¢rue if the MS-bind-grgument
specifies a UA-registration-identifier which has not been registered previously by means of the Register-MS
abstract-operation. It is absent otherwise.

Service-information (C): This provides information concerning the operation of the service. |An MS
implementation may use this to report operational matters such as service availability and resource usage. The
parameter shall be present at the discretion of the MS service provider.

MS-bind-error
-bind-error reports a problem in attempting to.establish an abstract-association. It is defined as follows:
tbind-error ABSTRACT-ERROR ::= {
PARAMETER CHOICE {
unqualified-error BindProblem,
-- 1994 extension --
qualified-error SET.{
bind-problem [0] BindProblem,
supplementary-information [1l] GeneralString (SIZE(l..ub-supplementary-info-length)) OPFIONAL,
bind~extension=errors [2] SET SIZE(l..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL|} } }
ihdProblem ::= ENUMERATED {
authentication—-error (o),
unacceptable=security-context (1),

unable~to-establish-association (2),
. -- 1994 extension addition -- ,
bind-extension-problem (3)}

améters of MS-bind-error are as follows:

Unqualified-error (C); TTis indicates the nature of the error. 1f authentication-error 15 imdicated, the abstract-
association cannot be established because the initiator's credentials are not acceptable or are improperly specified.
If unacceptable-security-context is indicated, then the security-context proposed by the initiator of the abstract-
association is unacceptable to the responder. If unable-to-establish-association is indicated, then the responder has
rejected the initiator's attempt to establish an abstract-association for an unspecified reason. If bind-extension-
problem is indicated, the abstract-association cannot be established because the bind-extensions parameter specified
in the MS-bind-argument contains an improperly specified extension.

Qualified-error (C): This parameter indicates the nature of the error, and may, in addition, specify
supplementary-information which expands on the error. Where one or more bind-extensions parameters have
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been improperly specified, the Object Identifier values of these extensions shall be reported in bind-extension-

€rrors.

7.2 MS-unbind abstract-operation

The MS-unbind abstract-operation closes the abstract-association, and causes the relaxation of any fetch-restrictions that
were specified in the argument of the MS-bind abstract-operation. There is no argument, result, or error associated with the

MS-unbind abstract-operation.

ms-unbind ABSTRACT-OPERATION ::= emptyUnbind

8 Abstract-operations

This ¢lause defines the capabilities of the MS abstract-service provided to an MS-user at _the Retrieval Port
subm-iFion Port of the MS. These capabilities are modelled as abstract-operations which-may cause abstract-er!

invok
8.3.

8.1 Common data-types used in abstract-operations

This spbclause defines a number of common data-types which are used in several of the abstract-operatlons defined

8. The following common data-types are defined:

a) Range;

b) Filter;

c) Selector; ;

d) Entry Information Selection;
e Entry Information;

f) MS Submission Options;

g Common Submission Results;

8.1.1 Range

A range parameter is usedto select a contiguous sequence of entries of a specified entry-class.

Range ::+"CHOICE {
sequence-number-range [0] NumberRange,

and MS-
fors when

. The abstract-operations available at the Retrieval Port are defined in 8.2 and those of the MS-submissipn Port in
he abstract-errors they may give rise to are the subject of clause 9. The ports are formally defined in 6.2.

in clause

creation-time-range [1] TimeRange }
NumberRange ::= SEQUENCE {
from [0] SequenceNumber OPTIONAL ~-- omitted means no lower bound--,
to {1] SequenceNumber OPTIONAL -~ omitted means no upper bound--}
TimeRange ::= SEQUENCE {
from [0] CreationTime OPTIONAL ~- omitted means no lower bound--,
to [1] CreationTime OPTIONAL -- omitted means no upper bound--}
CreationTime ::= UTCTime

The components of range have the following meaning:

a) Sequence-number-range (C), and
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b) Creation-time-range (C): Both of these parameters identify the contiguous sequence of entries to be selected. The
sequence-number-range is given in terms of sequence-numbers, and the creation-time-range is given in terms of
creation-times. The creation-time of an entry is the time at which the MS generated the entry. The sequence-
numbers of successive entries are always in ascending order, but several adjacent entries may have the same
creation-time, The parameters of both number-range and time-range have the following meaning:

a) From (O): This is the lower bound for the range.

In the absence of this component, the default is no lower bound, and the selection starts with the
earliest entry (lowest sequence-number) of the specified entry-class.

b) To (O): This is the upper bound for the range.

In the absence of this component, the default is no upper bound, and the selection finishés with the
latest entry (highest sequence-number) of the specified entry-class.

If from is greater than to then the range is defined in descending order; otherwise, the range is defined in gscending
order (see 8.1.3). If a 1988 Application Context is in use, range shall be specified-in ascending order. A range is
inclusive of its upper and lower bounds.

8.1.2 Filters

8.1.2.1 Filter

A filter parameter applies a test to a particular entry and is either satisfied or not by the entry. The filter is expressed in
_terms fof assertions about the presence or value(s) of certain attributes of the entry, and is satisfied if and only if itievaluates
to trug. A filter may be true, false, or undefined.

Filter ::= CHOICE {(
item ({0] FilterItem,
and [1] SET OF Filter,
or [2] SET OF Filter,
not {3] Filter }

A filter is either a filter-item, or an expression involving simpler filters composed together with the logical operators and,
or, and not:

a) A filter which is an item has the value of the filter-item (i.e. true, false, or undefined).

b) A filter which-is the and of a set of filters is true if the set is empty or if each filter is true; it is false if a} least one
filter is false;-otherwise it is undefined (i.e. at least one filter is undefined and no filters are false).

) A filter'which is the or of a set of filters is false if the set is empty or if each filter is false; it is true if af least one
filter-is true; otherwise it is undefined (i.e. at least one filter is undefined and no filters are true).

d) if it is undefined.

8122  Filter-item

A filter-item is an assertion about the presence or value(s) of an attribute of a particular type in the entry under test. Each
such assertion is true, false, or undefined.
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FilterItem ::= CHOICE {

equality [0] AttributevalueAssertion,
substrings {1] SEQUENCE ({
type ATTRIBUTE.&id ({AttributeTable}),
strings SEQUENCE OF CHOICE {
initial [0] ATTRIBUTE.&Type ({AttributeTable} {@substrings.typel),
any {1] ATTRIBUTE.&Type ({AttributeTable} {@substrings.type}),
final [2]) ATTRIBUTE.&Type ({AttributeTable} {@substrings.typel)} 1},
greater-or~equal [2] AttributeValueAssertion,
less—-or-equal [3] AttributevValueAssertion,
present [4] ATTRIBUTE.&id ({AttributeTable}),
approximate-match (5) AttributevValueAssertion,
10048 rS 4
other-match (6] MatchingRuleAssertion }
MatchingRuleAssertion ::= SEQUENCE ({
matching-rule [0] MATCHING~RULE.&id{{MatchingRuleTable}),
attribute~-type {1] ATTRIBUTE.s&id,
match-value [2) MATCHING-RULE.&AssertionType ({MatchingRuleTable} {@matching-ryle})}

Every|filter-item includes an atiribute-type which identifies the attribute under test.

An asgertion about the value of an attribute can be evaluated only if properly specified, I the MS does not support the
attribyte-type (or it is not subscribed to by the MS-user), or the MS does not supporf\thé matching-rule, or the [presented
value |does not conform to the matching-rule's assertion-syntax, or the definition of'the attribute-type does not irjclude the
type qf match requested, then the abstract-operation or auto-action which contains the assertion shall fail; thg abstract-
operation shall return an attribute-error,

NOTE]|- In the case where the presented attribute-syntax or assertion-syntax is invalid, this may be detected by the Presentation Service
and c:]:se the rejection of the protocol data unit. ’

Assertions about the values of an attribute are evaluated using the generic matching-rules (equality, substrings, greater-or-
equal] less-or-equal, and approximate-match), or any other matching-rules defined for that attribute-type. The present
match| is supported for all attribute-types. A matching-rulée. used as a generic matching-rule is constrained tg have an
assertion-syntax compatible with the syntax of the corresponding component of filter-item. A matching-rule used as an
other-match is not constrained in this way. A matching-fule may be used as a generic matching-rule for one atirfbute-type
and ag an other-match for a different attribute-type.

All the matching-rules defined in this part of ISO/IEC 10021 have an outcome of true or false. However, maiching-rules
defined elsewhere, may also allow the outcome undefined.

If the filter-item is properly specified, then where it asserts:

a) equality, it is true if and _only if there is a value of the attribute for which the attribute's equality mato:hing-rule‘
applied to that value and the presented value returns true;

b) substrings, it is.frue if and only if there is a value of the attribute in which the attribute's substring mat¢hing-rule
applied to that value and the presented value in strings returns true. The meaning of the components of lLstrings is
defined in the appropriate matching-rule definition; see 12.2.3 for an example of a substrings matching-rulg.

c) greater-or-equal, it is true if and only if there is a value of the attribute for which the attribute's|ordering
matching-rule applied to that value and the presented value retrns false, i.e. there is a value of the attribute which

|_is greater than or equal to the presented value;

d) less-or-equal, it is true if and only if there is a value of the atiribute for which either the attribute's equality
matching-rule or ordering matching-rule applied to that value and the presented value returns true, i.e. there is a
value of the attribute which is less than or equal to the presented value;

e) present, it is true if and only if such an attribute is present in the entry;
f) approximate-match, it is true if and only if there is a value of the attribute for which the approximate-match
matching-rule applied to that value and the presented value returns true. The approximate-match matching-rule

may provide phonetic matching to accommodate spelling variations, and is locally defined; there are no specific
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guide-lines for approximate matching in this part of ISO/IEC 10021. If approximate-match is not supported, this

filter-item shall be treated as a match for equality;

other-match, it is true if and only if there is a value of the attribute with the indicated attribute-type for which the
matching-rule, applied to that value and the presented-value, returns frue. If the matching-rule is one of those
specified as an other-matching-rule in the definition of the specified attribute-type, and is supported by the MS, then
matching proceeds as specified in the matching-rule definition; otherwise an attribute-error of inappropriate-

matching may result. As a local matter, an MS may support matching-rules in addition to those defined
of ISO/IEC 10021, The constraining set (MatchingRuleTable) is defined in clause 12,

in this part

3 Attribute-value-assertion

attribute-value-assertion is evaluated. It involves an attribute-type and an attribute-value:

If the

a)

b)

¢)

NOTE

AttributeValueAssertion ::= SEQUENCE ({
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-value ATTRIBUTE. &Type ({AttributeTable} {@attribute=type}) }

attribute-value;

of the match to be undefined;

false, otherwise,

Specifications for given content-types may do so.

8.1.3

A se
total

from
placs
the 1

sequ|

Selector

rector parameter is used to sélect entries of a specified entry-class. The selection operates in three stages.
set of entries of the entry-class may be restricted to a particular contiguous set by specifying its range. Seconlly, entries

within this set may be ‘selected by specifying a filter which the selected entries shall satisfy, Thirdly, a li

owest sequence-numbers are selected; if the range is defined in descending order, those entries with
ence numbers dte selected (see 8.1.1). Abstract-operations are applied to selected entries according to their

attribute-value-assertion is properly specified (see 8.1.2.2) its evaluation has one of the following outcomes:

tribute-value-assertion is a proposition, which may be true, false, or undefined, concerning the values of anentry. It is
evaljated using a matching-rule specified for the attribute-type, and which is appropriate for the ‘context in

which the

true, if the eniry contains an attribute of that attribute-type, onelof whose attribute-values matches thg presented

undefined, if the entry contains an attribute of that attributestype, and the spec1ﬁed matching-rule declares the result

- None of the matching-rules defined in this part of ISO/IEC 10021 returns undefined. However, matching-rules defihed in other

Firstly, the

it may be

d on the number of entries thus selected. If the range is defined in ascending order (or is omitted), those gntries with

e highest
ge order;

i.e. Where the range-is defined in ascending order, the selected entry with the lowest sequence-number is operatedon first.

The

a)

Belector, ::= SET {
child-entries [0] BOOLEAN DEFAULT FALSE,
range [1] Range OPTIONAL --default is unbounded--,
filter [2] Filter OPTIONAL -~ default is all entries within the specified range-
limit [3] INTEGER (l..ub-messages) OPTIONAL, ‘
override [4] OverrideRestrictions OPTIONAL

~- by default, any fetch-restrictions in force apply--}

components of selector have the following meaning:

Child-entries (0): If false, only main-entries are considered for selection. If true, both main-entries and child-
entries are considered for selection. In the absence of this component, only main-entries are considered for

selection.
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Range (0): The abstract-syntax-notation of range is given in 8.1.1. In the absence of this component, the range is
unbounded,

Filter (O): The abstract-syntax-notation of filter is given in 8.1.2.1. In the absence of this component, all entries
within the specified range are selected.

Limit (O): This allows the specification of an upper limit to the number of entries selected. In the absence of this
component, there is no limit to the number of entries selected,

Override (O): If an override of any of the fetch-restrictions is required, the corresponding compopent(s) of
override-restrictions shall be present.

OverrideRestrictions ::= BIT STRING {
override-content-types-restriction (0),
override-EITs~restriction (1),
override-attribute~length-restriction (2) } (SIZE (l.. ub-restrictions))

The values of override-restrictions have the following meaning:

1) Override-content-types-restriction (M): This bit shall be set to 1 if the fetch-restrictions op
content-types are to be overridden. If this bit is set to 0, the fetch-restrictions on content-types ds
specified in the MS-bind-argument shall apply.

2) Override-EITs-restriction (M); This bit shall be-set to 1 if the fetch-restrictions on encoded
information-types are to be overridden. If this bitis set to 0, the fetch-restrictions on encoded
information-types as specified in the MS-bind=argument shall apply.

3) Override-attribute-length-restriction (M): This bit shall be set to 1 if the fetch-restrictions op
attribute length are to be overridden. 'If this bit is set to 0, the fetch-restrictions on atiribute
length as specified in the MS-bindargument shall apply. f

In the absence of override-restrictions; all the fetch-restrictions specified in the MS-bind-argument shall apply.

Entry-information-selection

try-information-selection ‘parameter indicates. what information from an entry is being requested. An
tes that information about the entry itself, rather than the attributes of the entry, is being requested.

EntryInformationSelection ::= SET SIZE (0..ub-per—-entry) OF AttributeSelection

AttributeSelection ::= SET {
type’ ATTRIBUTE.&id {{AttributeTable}),
from {[0] INTEGER (l..ub-~attribute-values) OPTIONAL --used If type 1s multl valued--,
count [1) INTEGER ({l..ub-attribute-values) OPTIONAL =--used if type is multli valued-- }

empty set

bmporents of attribute-setectivm trave the-foltowing Treaning:

o

Type (M): This indicates the attribute-type of the attribute. If an attribute of that type is not present in the entry
then no values are returned for the attribute. If the attribute-type is not supported by the MS or is not subscribed to
by the MS-user then an attribute-error shall be generated.

From (O): When an attribute is multi-valued, this Integer gives the relative position of the first value to be returned.
If it specifies a value beyond those present in the attribute, no values are returned. This component shall not be

present unless the attribute-type is multi-valued. If this component is omitted, values starting at the first value are
returned.
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Count (O); When an attribute is multi-valued, this Integer gives the maximum number of values to be returned. It is
not an error if count is greater than the number of values present in the entry. This component shall not be present

unless the attribute-type is multi-valued. If this component is omitted, there is no limit as to how many v.
returned.

either from or count (or both) are specified, the attribute-selection constitutes a partial-attribute-request.

alues are

Where an attribute of the type specified in an attribute-selection is supported by the MS, but is absent from a particular entry,
or is not applicable to an entry of that entry-type, then that atiribute-selection shall be regarded as absent when applying the

associafed abstract-operation to the entry.

8.1.5

An entyy-information parameter conveys selected information from an entry.

The co

b)

<)

8.1.6

The M

attribujes derived from the argument and result of the associated MS-message-submission or MS-probe-submission

Entry-information

EntryInformation ::= SEQUENCE {
sequence-number SequenceNumber,
attributes SET SIZE (l..ub-per—-entry) OF Attribute OPTIONAL,

-- 1994 extension «-
value-count-exceeded [0] SET SIZE(l..ub-per-entry) OF AttributeValueCount OPTIONAL }

AttributeValueCount ::= SEQUENCE ({
type [0] ATTRIBUTE.&id ({AttributeTable}),
total [1] INTEGER }

mponents of entry-information have the following meaning:

Sequence-number (M): The sequence-number identifyirigithe entry. See 6.3.2.

a partial-attribute-request, only the requested_subset of the attribute-values actually present in that attr]

fetch-argument, and no (UA-specific or.general) list-attribute-defaults or fetch-attribute-defaults are in fo
component is also absent if none of the requested-attributes are present in the entry.

Value-count-exceeded (C): This component is present where, in the performance of the List or Fetch
operation, count is specified.in‘the attribute-selection, and the specified attribute contains values beyond

possessed by the attribute;” One value of the component is present for each attribute-selection which exq
limit set by count. The-component is absent if none of the attribute-selections exceeded their count limits.

MS-submission-options

S-submission-options parameter is used to request the creation of an entry in a specified entry-class, c

operat]

Attributes (C): The set of selected attributes from the entry, Where the corresponding attribute-selection constitutes

bute are

returned. This component is absent if the requested-attributes parameter was omitted from the list—argllment or

ce. The

abstract-
the limit

set by count. The type indicates the attribute-type concerned, and total indicates the total number ¢f values

beeds the

bntaining
abstract-

on,- Other components of MS-submission-options control the assignment of further attributes to the created eptry.
MSSubmissionOptions ::= SET {
object-entry-~class [0] EntryClass (submission | submission-log | draft) OPTIONAL,
disable~auto-modify {1] BOOLEAN DEFAULT FALSE,
add-message-group-names [2] SET SIZE(l..ub-message~groups) OF MessageGroupName OPTIONAL,
ms-submission~extensions [3] MSExtensions OPTIONAL }

The components of MS-submission-options have the following meaning:

a)

Object-entry-class (O): This specifies the entry-class of the entry to be created, that will contain details of the

associated message or probe submission. Three values are defined:
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pmponents of common-submission-results have the following meaning:

ISO/IEC

1) Submission. The message or probe shall be submitted to the MTS and an entry created in the

Submission, and, subject to subscription, the Submission-log entry-classes.

2) Submission-log. The message or probe shall be submitted to the MTS and an entry created in the

Submission-log entry-class only.

3) Draft. An entry shall be created in the Draft entry-class but the message shall not be submitted to
the MTS. This option is not available for MS-probe-submission.

object-entry-class is omitted, and the Submission-log entry-class is not subscribed to, then the message
shall be submitted to the MTS and no storage shall take place.

performing the associated message or probe submission. This component shall be omitted if no ent

new entry,

attached to the new entry.

setting of this component.

specified.

Common-submission-results

bmmon-submission-results parameter contains information common to the results of the MS-message-submj

CommonSubmissiOnResults ::= SET
created-entry [0] SequenceNumber OPTIONAL,
aut®-action-error~indication [1] AutoActionErrorIndication OPTIONAL,
ms—-submission-result—-extensions [2] MSExtensions OPTIONAL }

t

the sequence-number of the newly created entry

omltted and the Submlssxon-log entry-class is subscnbed to, the component defaults to Subxmssnon-l .

created. In the absence of this component the currently registered Auto-modify autoractions shall be appli

Add-message-group-names (O): This specifies one or more message-group-name attribute-values which shall be
assigned to the entry of the Submission, or Submission-log, or Draft entry-class, which may be created as a result of
performing the associated message or probe submission. This attribute-type is defined in 11.2.33. This component
shall be omitted if no entry is to be created. In the absence of this component no message-group-name attribute is

NOTE - Message-group-names assigned to an entry by the performance of the Auto-modify auto-action are not affe¢ted by the

MS-submission-extensions (O): This component-allows for future general and content-specific extensiops to MS-
submission-options. No extensions are defined in this part of ISO/IEC 10021. The Specification for a given
content-type defines its use of this component. In the absence of the component no MS-submission-extepsions are

ssion and ‘

Created-entry (C): Thxs shall be present if the MS-user requested storage ofa submltted message or prpbe in the

indicates

Auto-action-error-indication (C): This shall be present if an auto-action performed by the MS concerning the
submitted-message or probe, or stored draft-message, caused the generation of an auto-action-error. If the Auto-
action-log entry-class is subscribed to, this parameter indicates the sequence-number of the first entry which records
these unsuccessful auto-action executions. Otherwise it contains a Null; see 7.1.2 item (j). The parameter shall be

absent if no auto-action-errors occurred.

MS-submission-result-extensions (C): This component allows for future general and content-specific extensions to
common-submission-results. No extensions are defined in this part of ISO/IEC 10021. It shall be present if the MS-
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user specified MS-submission-extensions in the submission-options parameter of the MS-message-submission or
MS-probe-submission argument, and those extensions caused the generation of this corresponding result.

8.2 Retrieval Port abstract-operations.

The following abstract-operations are available at the Retrieval Port:

a) Summarize;
b) List;
c) Fetch;
d) Delete;
e) Register-MS;
f) Alert;

. g Modify.

Abstragt-operations are performed asynchronously subject to the following conditions:

— the Delete, Register-MS, and Modify abstract-operations shall not-be performed until all outstanding|
abstract-operations have been completed;

— the Delete, Register-MS, and Modify abstract-operations.are. performed in the order in which they are
invoked and are allowed to complete before any other absiract-operation is performed.

Because of this, and the fact that the List and Fetch abstract<Operations may change the retrieval-status of an entry, the
results pf the Summarize, List and Fetch abstract-operations may be non-deterministic,

8.2.1 Summarize abstract-operation

The Summarize abstract-operation returns summary counts of selected entries of a specified entry-class. In additiog to these
summ%‘es, a count of the entries selected, and their lowest and highest sequence-numbers is also returned. Zero) or more
individpal summaries may be requested.

The Symmarize abstract-operation_will be successful only when access to the entry-class is permitted accordigg to the
security-context and the securify-policy in force.

The ats[ributes that may berequested for summaries are restricted. For the general-attributes of entries of the varipus entry
classes, the restrictions are defined in Tables 2 and 3. For content-specific attributes, the attribute definition in thq relevant
Specification shall State whether the attribute is available for Summarize.

summpaxize ABSTRACT-~OPERATION ::= {
ARGUMENT SummarizeArgument
RESULT SummarizeResult
ERRORS {attribute~error | invalid-parameters-error | range-error |
security-error | sequence-number—error | service-~error,
-~ 1994 extension additions == ,
entry-class—error | ms-extension-error}
CODE op~summarize }

NOTE - An example of the Summarize abstract-operation is given in Annex I.
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8.2.1.1 Summarize-argument
SummarizeArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
selector [1) Selector,
summary-requests [2] SEQUENCE SIZE (l..ub-summaries) OF ATTRIBUTE.&id ({AttributeTable})

OPTIONAL -- absent if no summarles are requested--,
-- 1994 extension --
summarize-~extensions [3] MSExtensions OPTIONAL }

The parameters of summarize-argument have the following meaning:

a)
b)

c)

d

8.2.1

Should the request succeed, the summarize-result will be returned.

The parameters of summarize-result have the following meaning:

a)

b)

c)

Entry-class (O): This specifies which entry-class is addressed by the abstract-operation. See 6.3.1,

Selector (M): This is a set of selection criteria to determine which entries shall be summarized.See 8.1.3
is present only if a summary is requested.

argument. No extensions are defined in this part of ISO/IEC 10021,

2 Summarize-result

~~ 1994-extension —-
summarize~result-extensions [4] _MSExtensions OPTIONAL }

Next (C): This is returned in the.case where the number of entries selected would have been greater if
for the limit specified in the-selector. The parameter contains the sequence-number of the next entry

Count (M): This isaninteger giving the count of entries that match the selection criteria.

Span (C): This contains the lowest and highest sequence-numbers of the entries that match the selection]
is absent ifthere are no such entries. '

Span ::= SEQUENCE ({
lowest {01 SequenceNumber,
highest [1] SequenceNumber}

40

SummarizeResult ::= SET ({
next [0] SequenceNumber OPTIONAL,
count {1} INTEGER {On5ub-messages) -~ of the entries selected--/
span {2] Span OPTIONAL -- of the entries selected,
-- omitted 1f count is zero--,
summaries [3] SEQUENCE SIZE (l..ub-summaries) OF Summary OPTIONAL,

Summary-requests (O): This is the sequence of attribute-types for which summaries are-requested. Thi§ parameter

Summarize-extensions (0): This parameter allows for future general and content-specific extensions to yummarize- .

it 'were not
that would

have been selected, as determined by the range order which determines the direction of searching (see 8.1.3). ‘

criteria. It

The components of span have the following meaning;

1) Lowest (M): Identifies the entry with the lowest sequence-number which matches the selection

criteria.

2) Highest (M): Identifies the entry with the highest sequence-number which matches the selection

criteria,

NOTE --The values of lowest and highest are not affected by the order of the range (ascending or descending); see 8.1.1.
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d)

Summaries (C): One summary is returned for each summary-request. The summaries are returned in the order that
they were requested.

Summary ::= SET (
absent (0] INTEGER (1..ub-messages) OPTIONAL =--count of entries where attribute is absent--,
present (1] SET SIZE (l..ub-attribute-values) OF --one for each attribute value present-«
SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
value ATTRIBUTE.&Type ({AttributeTable} {@.type}),
count INTEGER (1..ub-messages)} OPTIONAL}

8.2.13

The components of summary have the following meaning:

1) Absent (C): A count of the entries that do not contain an attribute of the attribute-type specified in
the request. The component is omitted if there are no such entries.

2) Present (C): A summary of the entries that contain an attribute of the attribute-type specified,
broken down by the attribute-values actually present. The component is omitted if there are no
such entries. ‘

The components of present have the following meaning:

i) Type (M): The type of the attribute.

ii) Value (M): The attribute-value for which the count is given.
ii) Count (M): A count of entries with this attribute-value.

Summarize-result-extensions (C): This parameter.allows for future general and content-specific extgnsions to
summarize-result. No extensions are defined in this part of ISO/IEC 10021.

Summarize abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the| particular
abstract-errors will be reported are defined'in/clause 9. The attribute-error abstract-error shall be reported both in the case of

an i

8.2.2

roperly specified filter, and where the summary-requests parameter specifies an attribute-type which is not supported
by th¢ MS, or is not subscribed to by-the MS-user.

List abstract-operation

The IList abstract-opefation is used to search a specified entry-class for entries of interest, and to return selected ipformation

from those entries:

The List abstract-operation will be successful only when access to the entry-class is permitted according to the security-

context and\the security-policy in force.

The inf be STl OT EMIeS 0L 2 g ;
of the various entry-classes, the restrictions are defined in Tab.

; 7 Ve of entries

Y- 1>

les 2 and 3.

list ABSTRACT-OPERATION ::= {
ARGUMENT ListArgument
RESULT ListResult
ERRORS {attribute-error | invalid-parameters-error | range-error |
security-error | sequence-number-error | service-error,
-~ 1994 extension additions -- ,
entry-class—error | ms-extension-error}
CODE op~list }
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8.2.2.1 List-argument

ListArgument ::= SET {
entry-class {0] EntryClass DEFAULT delivery,
selector [1] Selector,

requested-attributes [3) EntryInformationSelection QPTIONAL,
-~ 1994 extension --
list-extensions [4] MSExtensions OPTIONAL }

The parameters of list-argument have the following meaning:

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation. See 6.3.1,
b) Selector (M): This is a set of selection criteria to determine which entries shall be returned. See 8.1.3.
) Requested-attributes (O): This indicates what information from the selected entries is to bé-réturned in the result.

See 8.1.4. If this parameter is absent, the registered set of UA-list-attribute-defaults is useds If no UA-registration
was specified when the abstract-association was established, or no UA-list-attribute-defaults are registergd for the
currently active UA-registration, then the general (non UA-specific) list-attribute-defaults are used. Sege 8.2.5.1

(items c and g). .

d) List-extensions (O): This parameter allows for future general and content-specific extensions to list-argument. No
extensions are defined in this part of ISO/IEC 10021,

8.2.2.2 List-resuit

Shoulfl the request succeed, the list-result will be returned.

Ll1stResult ::= SET {
next [0] SequenceNumber OPTIONAL,
requested [{1] SEQUENCE SIZE (ls.ub-messages) OF EntryInformation OPTIONAL

~-omitted if none’ found--,
-~ 1994 extension --
list~result-extensions [2] MSExtensions.OPTIONAL }

The parameters of list-result have the following meaning:

a) Next (C): This is returned in_the case where the number of entries selected would have been greater if if were not
for the limit specified in the,selector. The parameter contains the sequence-number of the next entry that would
have been selected, as détermined by the range order which determines the direction of searching (see 8.1.B). ‘
b) Requested (C): Thisconveys the requested entry-information (see 8.1.5) from each selected entry. Eagh item of

entry-informatign-appears in the same order (ascending or descending) as the range order (see 8.1.3). The
parameter is-absent if no entries were selected.

e) List-result-extensions (C): This parameter allows for future general and content-specific extensions to [ist-result.
No.extensions are defined in this part of ISO/IEC 10021.

8.2.2. List abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.

8.2.3 Fetch abstract-operation

The Fetch abstract-operation is used to return selected information from a specific entry of some entry-class. Alternatively,
it is used to return selected information from the first entry from among several entries of interest; in this case the sequence-
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numbers of the other selected entries are also returned. The Fetch abstract-operation will be successful only when access to

the entry-class is permitted according to the security-context and the security-policy in force.

Information from an entry may be fetched several times, until the entry is explicitly deleted using the Delete abstract-

operation,
fetch ABSTRACT-OPERATION ::= {
ARGUMENT FetchArgument
RESULT FetchResult
ERRORS {attribute~error | fetch-restriction-error | invalid-parameters-error |

-~ 1984 extension additions -~ ,
entry~class~error | ms-extension-error}
CODE op-fetch }

8.2.3.1 Fetch-argument

FetchArgument ::= SET {
entry~class [0] EntryClass DEFAULT delivery,
item CHOICE {
search {1] Selector,
precise [2] SequenceNumber},

requested~attributes [3] EntryInformationSelection OPTIONAL,
-- 1994 extension --
fetch—extensions [4] MSExtensions OPTIONAL }

The parameters of fetch-argument have the following meaning:

range—error | securitv-error | sequence-number-error | service-erro L,

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation. See 6.3.1.

b) TItem (M): One of the components described below shall-be specified in order to determine which entry to fetch.
1) Search (C): This is a selector specifying a set of entries. Of the entries selected (if any) the entry fetched
shall be the one with the highest sequence number if the range is defined in descending order, and that with the
lowest sequence-number otherwise. See 8.1.3.
2) Precise (C): This is the sequence-number of the entry to be fetched. See 6.3.2.

<) Requested-attributes (O): This indicates what information from the selected entry is to be returned in (the result.

d and g).

See 8.1.4. If this parameter is absent, the registered set of UA-fetch-attribute-defaults is used. If no UA-rpgistration
was specified when the @bstract-operation was established, or the currently active UA-registration does fot specify
UA-fetch-attribute-défaults, then the general (non UA-specific) fetch-attribute-defaults are used. See 8.2{5.1 (items

d) Fetch-extensions (O): This parameter allows for future general and content-specific extensions to fetchrargument.

No extensions are defined in this part of ISO/IEC 10021.

8.2.312 Fetch-result

Should the request succeed, the fetch-result will be returned,

FetchResult ::= SET {
entry-information [0] EntryInformation OPTIONAL ~-if an entry was selected--,
list {1] SEQUENCE SIZE (1..ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumber OPTIONAL,

-- 1994 extension -~
fetch-result~extensions [3] MSExtensions OPTIONAL }
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The parameters of fetch-result have the following meaning:

a) Entry-information (C): This is the set of all those requested attributes that are present in the selected entry. See
8.1.5. It is not present in the case that a search was performed and no eniry was selected.

b) List (C): This is returned in the case that more than one entry matched the search selector. The list gives the

sequence-numbers of these further entries in the same order (ascending or descending) as the range order (see
8.1.3). :

c) € —HhIS1S-returned the-ease—whe he-numoer-of-entrics-selccted-wotld-nave-been-greate ifi it were not
for the limit specified in the selector. The parameter contains the sequence-number for the next entry| that would
have been selected, as determined by the range order which determines the direction of searching.

d) Fetch-result-extensions (C): This parameter allows for future general and content-specifi¢-extensions to fetch-
result. No extensions are defined in this part of ISO/IEC 10021.

8.2.3.3 Fetch abstract-errors .

Shotld the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstfact-errors will be reported are defined in clause 9.

8.2.4 Delete abstract-operation

The[Delete abstract-operation is used to delete selected entries of a specified entry-class. A main-entry and all its dependent
-entries shall only be deleted together. This is achieved by specifying just the main-entry as an argument.| The Delete
abstract-operation will be successful only when the entry-classpermits deletion, and this is allowed by the security-context
and [the security-policy in force,

Certain entries are not subject to deletion. An attempt to delete a child-entry shall result in a delete-error of [child-entry-
spedified. An attempt to delete an entry of the Delivery entry-class which has a retrieval-status of new (see 6.3.8) shall result
in a|delete-error of new-entry-specified; the rétrieval-status shall not be considered when entries of entry-classes other than
Delivery are deleted. The retrieval-status of ‘any child-entry associated with a main-entry shall not be consiflered when
applying the Delete abstract-operation to'the main-entry. An attempt to delete an entry of the Message-log enfry-class for
whig¢h a corresponding entry exists in'the Stored-message entry-class shall result in a delete-error of stored-message-exists.

subscription option, the deletion of the entries of any entry-class or entry-classes may be restricted or prohibited, and
cause a delete-error of entry-class-restriction. Further restrictions may be defined for entries of a given confent-type as
indifated in the Specification which defines that content-type. An attempt to violate such a delete restriction] causes the
gengration of a delete-erfor of delete-restriction-problem.

:NOTE - Implementations may choose to prohibit the deletion of entries of the Message-log entry-class except for the oldeft entry, or a
contjguous sequence that includes the oldest.

delete ABSTRACT-OPERATION ::= {
ARGUMENT DeleteArgument

RESULT DeleteResult
ERRORS {deleteError | invalid-parameters-error | range-error | security-error |
sequence-number~error | service-error,
-- 1994 extension additions -~ ,
entry-class—-error | ms-extension-error}
CODE op-delete }
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8.24.1 Delete-argument

DeleteArgument ::= SET {

entry-class [0] EntryClass DEFAULT delivery,
items CHOICE {
selector [1] Selector,

sequence~-numbers (2] SET SIZE (1..ub-messages) OF SequenceNumber},
-~ 1994 extension --
delete-extensions [3] MSExtensions OPTIONAL '}

The parameters of delete-argument have the following meaning:

a) Entry-class (O): This specifies which entry-class is addressed by the abstract-operation. See 6.3.1.
b) Items (M): One of the components described below shall be specified in order to determine which entries tp delete.
| 1) Selector (C): See 8.1.3.

2) Sequence-numbers (C): An unordered list of sequence-numbers. See 6.3.2.

c) Delete-extensions (O): This parameter allows for future general and content-specific extensions to delete-argument.
No extensions are defined in this part of ISO/IEC 10021.

NOTE - The Interpersonal Messaging content-type makes use of delete-extensions as defined in 19.5.3 of ISO/IEC 10021-7.

8.2.4.2 Delete-result

Should the request succeed, the delete-result shall be returned:

DeleteResult ::= CHOICE {

delete~result-88 NULL,
-~ 1994'extension -~
delete~result-94 SET {
entries—-deleted [0] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber OPTIONAL,

delete-result-extensions™{1] MSExtensions OPTIONAL 1} }

The parameters of delete-result have the following meaning:

a) Delete-result-88 (C): This parameter is returned if a 1988 Application Context is in use.
’ b) Delete-result-94 (C): This'parameter is returned if a 1994 Application Context is in use. It contains the [following
components: ‘ ’

1) Entries-deleted (C): This identifies the entries deleted. Itis presént if the selector component w3gs
présent in the delete-argument, and at least one entry has been deleted. It is absent otherwise.

2)-Delete-result-extensions (C): This component allows for future general and content-specifi
extensions to delete-result. No extensions are defined in this part of ISO/IEC 10021.

©

8243  Delete abstract-errors

Should the request fail, one of the listed abstract-errors will be reported. The circumstances under which the particular
abstract-errors will be reported are defined in clause 9.
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8.25 Register-MS abstract-operation

ISO/IEC

The Register-MS abstract-operation is used to register or deregister various information with the MS, and retrieve registered
information from it;

a) auto-actions;

b) default requested attribute-types for List and Fetch;

c) credentials;

d) user-security-labels

e) UA registrations;

f) submission defaults;

] message-group-names,

Where an MS supports both a 1988 and 1994 Application Context for some MS-user, then registrations madg using one
Application Context shall be effective when the other Application Context is in use,

NOTE - For example, the registered general submission-defaults registered when using a 1994 Application Context will apply to

submiissions invoked in an abstract-association established using a 1988 Application Context.

8.2.8.1 Register-MS-argument

o]

The

register-MS ABSTRACT-OPERATION ::= {

security-error | service-error | old~credentials—incorrectly-specified
new-credentials~unacceptable, )

-~ 1994 extension additions -- 4
message-group-error | ms-extension~error | register-ms—-error}
CODE op-register-ms }

bgister—-MSArgument ::= SET {
auto-action~registrations {0) SET SIZE (l..ub-auto-registrations) OF AutoActionRegistratio

OPTIONAL,
auto-action~deregistrations {1] SET SIZ2E (l..ub-auto-registrations) OF AutoActionDeregistrat
ORTIONAL,
list-attribute-defaults {2] SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.é&id
({AttributeTable}) OPTIONAL,
fetch-attribute-defaults [3] “SET SIZE (0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
change-credentials [4] SEQUENCE {
old-credentials [0] Credentials,
new-credentials {1] Credentials} OPTIONAL,
user-security-labels {5] SET SIZE (l..ub-labels-and~redirections) OF SecurityLabel OP
-~ 1994 extension -~
ua~registrations [{6) SET SIZE(l..ub-ua-registrations) OF UARegistration OPTIONAL,
submission~defaults (7] MSsubmissionOptions OPTIONAL,

message~group~registrations [8] MessageGroupRegistrations OPTIONAL,
registration~status~request [9] RegistrationTypes OPTIONAL,
register-ms-extensions [10]) MSExtensions OPTIONAL }

parameters of register-MS-argument have the following meaning:

ARGUMENT Register-MSArgument
RESULT Register-MSResult
ERRORS {attribute-error | auto-action-request-error+~| invalid-parameters-errong |

ion

LIONAL,

a)

b)

46

Auto-action-registrations (Q): This is 3 : : gistra 0~
registered. The new auto-action registration-parameter replaces any previously registered auto-action (i
that registration-identifier and auto-action-type.

on-registra ec : each g

In the absence of auto-action-registrations, no new auto-actions are registered.

f any) with

Auto-action-deregistrations (O): This is a set of auto-action-deregistration, one for each auto-action to be

deregistered. Any registered auto-action with registration-identifier and auto-action-type matching those
action-deregistration is deregistered.

in an auto-
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)

d

€)

g)

AutoActionDeregistration ::= SEQUENCE ({
auto-action-type AUTO~ACTION.&1d ({AutoActionTable}),
registration-identifier (0] INTEGER (1l..ub-per-auto-action) DEFAULT 1 }

ISO/IEC 10021-5:1994 (E)

In the absence of auto-action-deregistrations, the existing set of registered auto-actions remains unchanged, except

where updated by auto-action-registrations,

List-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any subsequently
invoked List abstract-operation if the requested-attributes argument is absent, and either no UA-registration was

specified when the abstract-association was established, or the currently active UA-registration does not

specify

UA-list-atiribute-detaults.

defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-operation.

INOTE 1 - In versions of this part of ISO/IEC 10021 published prior to 1994, the Set had a lower bound of one.

specified when the abstract-association was established, or the currently active UA-registration does not
UA-fetch-attribute-defaults.

defaults are the empty set until explicitly changed by the MS-user via the Register-MS abstract-operation.

INOTE 2 - In versions of this part of ISO/IEC 10021 published prior to 1994, the Set had a lower bound of cne.
the MS-user to the MS.

proposed for future use in MS-bind.

In the absence of this parameter, the previously registered credentials remain unchanged.

10021-4, The credentials used between the MTS-user (the MS) and the MTS are maintained separately and
changed by use of the Administration Port's Register abstract-operation.

changed. User-security-labels is defined in 8.4.1.1.1.7 of ISO/IEC 10021-4,

In the absence-of this parameter, the user-security-labels remain unchanged.

employed=Other local means of changing the user-security-labels in a secure manner may be provided.

In the absence of list-attribute-defaults, there is no change to the registered default (if any). The ‘list-attribute-

[Fetch-attribute-defaults (O): This specifies the types of the attributes which shall be returned in any subsefuently
invoked Fetch abstract-operation if the requested-attributes argument is absent, and'either no UA-registrati

n was
pecify

In the absence of fetch-attribute-defaults, there is no change to the registered default (if any). The fetch-agribute-

Change-credentials (O): This specifies a change in the credentials used in MS-bind to authenticate the identity of

The old-credentials are the current credentials cof* the MS-user, and the mew-credentials are the credentials

The credentials of the MS-user may differ in value from the initiator-credentials detailed in 8.1.1.1.1.2 of ISO/IEC

may be

User-security-labels (O); This contains the security-label(s) of the MS abstract-service-user, if they are t0 be

NOTE 3_< Some security-policies may permit the user-security-labels to be changed in this way only if a securg link is

UA-reglstratlons (O) This spemfles one or more amendments to the set of UA-reglstratlons If the MS-bind-

reglstered by means of this parameter, then the defaults specxﬁed below, assocxated w1th that reglstratton, shall

apply for the duration of that abstract-association; see 7.1.1 (item f).

NOTE 4 - On different occasions a user may employ different UAs to communicate with the MS.
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UARegistration ::= SET {

ua-registration-identifier [0] RegistrationIdentifier,

ua-list—attribute-defaults [1] SET SIZE(0..ub-default-registrations) OF ATTRIBUTE.&ld
({AttributeTable}) OPTIONAL,

ua-fetch-attribute-defaults {2] SET SIZE(0..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

uva-submission~defaults [3] MSSubmissionOptions OPTIONAL,

content-specific~defaults [4] MSExtensions OPTIONAL }

The components of UA-registration are as follows:

components present in the new registration replace the corresponding components of the(ptevigus
registration; otherwise a new UA-registration is created. If the value of UA-registration-identifier
matches that optionally present in the MS-bind-argument which established the current abstract-
association, then the new UA-registration takes immediate effect.

If the UA-registration-identifier is the only component present in a UA-registration then no UYA-
registration is recorded and any existing UA-registration bearing this UA-registration-identifieq is
deleted. .

NOTE 5 - A UA-registration is likely to contain values influenced both by the design of the UA and 4
user controlled options. It may be desirable for the UA-registration-identifier to be made configurable b
the user rather than fixed in the UA implementation.

< <

2) UA-list-attribute-defaults (O): This specifies the types of the attributes which shall be returned
in a subsequently performed List abstract-operation.if the entry-information-selection parametef is
absent. In the absence of this component, there is no change to the UA-list-attribute-defaylts
defined for this UA-registration (if any).

in a subsequently performed Fetch abstract-operation if the entry-information-selection parameter
is absent. In the absence of this component, there is no change to the UA-fetch-attribute-defaylts
defined for this UA-registration (if any).

3) UA-fetch-attribute-defaults (O): This-Specifies.the types of the attributes which shall be teturikid
i

4) UA-submission-defaults(Q): This specifies the submission-options parameter which shall be uged
in a subsequently performed MS-message-submission or MS-probe-submission abstract-operatjon
when the submission-options parameter is absent. The value draft is not permitted for the objdct-
entry-class component. See 8.1.6. In the absence of this component, there is no change to the
UA-submission-defaults defined for this UA-registration (if any) ‘

5) Content-specific-defaults (O): This specifies registrations specific to a particular content-type.
The definition of a content-specific default appears in the Specification for the content-type
concerned. In the absence of this component, there is no change to the content-specific-defaylts
defined for this UA-registration (if any).

Any'existing UA-registration omitted from UA-registrations remains unaltered. In the absence of UA-registrations,
no change is made to existing registrations,

h) Submission-defaults (O): If the submission-options argument of MS-message-submission or MS-probe-submission
is absent when those abstract-operations are invoked, and no UA-registration is specified when the abstract-
association is established (or that UA-registration did not specify UA-submission-defaults), or where the MS itself
performs submission while processing an auto-action, this parameter supplies defaults for the submission-options
argument. The initial state of the parameter, which is described in 8.1.6, is that all its components are absent and
assume their default values. These values persist until changed by an invocation of the Register-MS abstract-
operation. The value draft is not permitted for the object-entry-class component. In the absence of this parameter,
the value of submission-defaults is unchanged.
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Message-group-registrations (O): This specifies amendments to the set of message-group-names registered by the
MS-user which may be employed for the classification and organization of MS entries; see 6.4. An attempt to add a
value to an entry's message-group-name attribute shall result in an error unless the specified value was previously
registered by means of this parameter.

MessageGroupRegistrations ::= SEQUENCE SIZE(l..ub-default-registrations) OF CHOICE {
register-group [0] MessageGroupNameAndDescriptor,
deregister-group [1] MessageGroupName,
change-descriptors [2] MessageGroupNameAndDescriptor }
MessageGroupNameAndDescriptor ::= SET {
message-group-hame [0] MessageGroupName,

message-group-descriptor {1} GeneralString (SIZE(l..ub-group-descriptor-length)) ORTIONAL }

The components of message-group-registrations are as follows:

1) Register-group (O): The message-group-name specified is added to the set of registered message-
groups. A message-group-name remain registered until explicitly deregistered in a subsequent
Register-MS abstract-operation. An error results from an attempt to régister a message-group-
name which is already registered. Where a specified message-group-name contains more than one
group-name-part, an error results unless a registration currently exists-for that name less its final
group-name-part.

NOTE 6 - Consequently, every message-group-name that contain§ more than one group-name-part has a
parent message-group-name above it in the notional message-group-name hierarchy.

The message-group-descriptor is an optional component which provides an informal description
of each message-group registered.

2) Deregister-group (O): The message-groupname specified is removed from the set of message-
group-registrations. A message-group-error is reported if any child message-group-name (i.e. one
formed by adding a group-name-part-to the specified message-group-name) is currently registered.
A message-group-error is also reported if the specified message-group-name is not registered, or is
in use, i.e. is assigned to the message-group-name attribute of any entry, or is referenced in
registered Auto-modify auto-action.

3) Change-descriptors-(O): The supplied value of message-group-descriptor replaces the stored
value for the message-group-name specified. A message-group-error is reported if a specified
message-group-name is not registered.

The components of message-group-registrations shall be applied in the order presented. In the absence of message-
group-registrations, no change is made to the registered set of message-group-names and descriptors.

Registration-status-request (O): This parameter is used to request information from the MS concerning the current
settings-of defaults and other registered items. The result returned reflects the state of registered information after
allcother parameters. of register-MS-argument have been processed. The parameter contains several elem¢nts each

of,which, if set, requests the registration status of the corresponding class of information. In the absende of this
: R o Lo ot

RegistrationTypes ::= SET {

registrations [0] BIT STRING {
auto-action-registrations (0),
list-attribute-defaults (1),
fetch~-attribute-defaults (2),
ua-registrations {3),
submission-defaults (4),

message-group-registrations (5) }OPTIONAL,
extended~registrations ([1] SET OF MS-EXTENSION.&id OPTIONAL,
restrict-message-groups (2] MessageGroupsRestriction OPTIONAL }
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The components of registration-types have the following meaning:

1) Registrations (O): This specifies the items of registered information requested. One or more of
auto-action-registrations,  list-attribute-defaults,  fetch-attribute-defaults, UA-registrations,
submission-defaults, and message-group-registrations may be requested.

2) Extended-registrations (O): This specifies those items of extended registered information
requested.

3) Restrict-message-groups (O): If message-group-registrations is requested, this compenent
specifies restrictions on the information returned. ‘

MessageGroupsRestriction ::= SET {

parent-group [0]) MessageGroupName OPTIONAL,
immediate~descendants-only [1] BOOLEAN DEFAULT TRUE,
omit-descriptors {2] BOOLEAN DEFAULT TRUE }

If parent-group is specified only those registered-message-groups which are children of this
parent-group shall be returned, i.e. those message-group-names which/are formed by adding gne
or more group-name-parts to the parent-group name. If immediate-descendants-only is true then
only those message-group-names formed by adding a single group-name-part to the parent-grqup
are returned; otherwise all descendant message-group-ndmes are returned. If immediagte-
descendants-only is true and parent-group is absent then only those message-group-names which
contain a single group-name-part are returned. If omit-descriptors is true, then message-groyp-
descriptors shall be omitted from the result.

If restrict-message-groups is absent (and message-group-registrations is requested) then [all
registered message-group-names and descriptors are returned. Restrict-message-groups shall|be
omitted if message-group-registrations is\not specified.
k) Register-MS-extensions (O): This parameter allows for future general and content-specific extensions|to register-
MS-argument. No extensions are defined'in this part of ISO/IEC 10021.
8.2.5.2 Register-MS-result

Shofild the request succeed, the register-MS-result shall be returned. ‘

Register~MSResult ::¥ GHOICE {
no-status-information NULL,

-~ 1994 extension --
registered-imformation SET {

auto-actionsregistrations [0] SET SIZE(l..ub-auto-registrations) OF AutoActionRegistgation
OPTIONAL,

listrattribute~defaults {1} SET SIZE(l..ub-default-registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

feteh-attribute-defaults {2] SET SIZE(l..ub-default~registrations) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,

uva~registrations [3) SET SIZE(l..ub-ua-registrations) OF UARegistration OPTJONAL,

submission-defaults f4} MSSubmissionOptions OPTTONAT

message-group~registrations [5] SET SIZE(l..ub-message-groups) OF
MessageGroupNameAndDescriptor OPTIONAL,
register-ms-result-extensions [6] MSExtensions OPTIONAL } }

The parameters of register-MS-result have the following meaning:

a) No-status-information (C): Present if registration-status-request was absent from the register-MS-argument.

b) Registered-information (C): This contains the information requested in the registration-status-request parameter of
the register-MS-argument. Each component of registered-information corresponds to the similarly named
component of the register-MS-argument. The presence of an element of information is conditional upon the setting

of the corresponding component of registration-status-request, and upon the availability of a value for that element.
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8.2.5.3

Should

abstract-errors will be reported are defin

invalid

perfornfance of List, Fetch, or an auto-action would cause that abstract-operation or auto-action to fail.

The information conveyed in the result reflects the values of the registered information subsequent to the processing
of any registrations or deregistrations requested in the register-MS-argument. The register-MS-result-extensions
component allows for future general and content-specific extensions to register-MS-result. No extensions are
defined in this part of ISO/IEC 10021.

Register-MS abstract-errors

ed in clause 9. In addition to those abstract-errors which arise directly (e.2:|from an
change-credentials parameter), the MS shall generate an abstract-error where a registration affecting thé-subsequent

NOTE -[This occurs, for example, where list-attribute-defaults include an unavailable attribute-type, or where an auto-action-registration

contains|a filter which makes reference to an unavailable attribute-type.

8.2.6

Alert abstract-operation

The Alert abstract-operation enables the MS to inform the MS-user of the delivery of a‘message or report, whose gtributes
malch the selection criteria of one of the auto-alert-registration-parameters (see 43.1) previously supplied by means of the

Registef-MS abstract-operation or by subscription.

The Algrt abstract-operation may be invoked only during an existing abstract-association initiated by the MS-user, and only

as a resplt of entries created after the establishment of the abstract-association.

The prgsence of entries which have been created between abstract-associations, and match the registered selection| criteria,
shall bg indicated in the result of the MS-bind abstract-operation which establishes the next abstract-association. No Alert

abstrac

The Al

security-context and the security-policy in force.

8.2.6.1

The pal

-operation will be invoked for these entries. See 7.1.2\(item d).

rt abstract-operation will be successful only when access to the Delivery entry-class is permitted according to the

alert ABSTRACT~OPERATION ::= {
ARGUMENT AlertArgument
RESULT AlertResult
ERRORS {security~error}
CODE op=altert }
Alert-argument
AlertArgument—::= SET {
alert-registration-identifier {[0] INTEGER (l..ub-auto-actions),
newrentry [2] EntryInformation OPTIONAL }

améters of the alert-argument have the following meaning:

a)

b)

Alert-registration-identifier (M): Indicates the registration-identifier of the registered Auto-alert auto-action which
caused the alert (see 6.5.2 and 13.1),

New-entry (O): This conveys the information from the new entry which was requested in the auto-alert-registration-
parameter (see 13.1). It may be absent if the MS-user did not specify requested-attributes in the auto-alert-
registration-parameter.

NOTE - Even if requested-attributes is not specified in the auto-alert-regisiration-parameter, new-entry, if present, will indicate
the sequence-number of the entry.
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8.2.6.2 Alert-result

Should the request succeed, the alert-result will be returned.

AlertResult ::;= NULL

8.2.6.3 Alert abstract-errors

he security-

with(one or more MS entries. Only certain general-attribute-types are subject to modification using this abstragt-operation
(see|11.6). Attribute-types specific to a particular content-type, and subject to modification, are defined in the relevant
Spedification, The definition of an attribute-type which is subject to modification may specify restrictigns for the
perf¢rmance of the Modify abstract-operation. The Modify abstract-operation dsynot standardized for use|with 1988

When Modify is invoked, the MS first verifies that the supplied argument is valid; if any errors are found, one of the listed
abstriact-errors is returned. All static errors, i.e. those which may be detected by examining the modify-argument, shall be
deteg¢ted before any attempt is made to apply the specified modifications to the selected entries; the statid errors are

If the argument is valid the specified modifications are applied’to each of the selected entries in the order specified in the
entrips argument. All modifications shall be applied to a selected entry before any modifications are applied [to the next
seledted entry. If the modification of an entry cannot be-performed, then that entry is restored to its original state and the
abstgact-operation terminates with a modify-error. However, entries already modified successfully remain in their modified
state{and are reported in the modify-etror,

modify ABSTRACT-OPERATION ::= {
BRGUMENT MocifyArgument
RESULT ModifyResult
ERRORS {attribute-error | invalid-parameters-error | security-error |

sequénce-number-error | service-error | modify-error | message-group-eryror |

entry~class-error | ms—-extension-error,

Je.) =— For future extension additions --}
CODE op-modify }

8.2.7.1 Modify-argument

ModifyArqument ::= SET {

entry-class [0] EntryClass DEFAULT delivery,
entries CHOICE {

selector [1] selector,

specific-entries [2] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber },
modifications [3] SEQUENCE SIZE{l..ub-modifications) OF EntryModification,

modify~extensions [4) MSExtensions OPTIONAL }
The parameters of modify-argument have the following meaning:

a) Entry-class (O): This specifies the entry-class which contains the entries to be modified. If an entry-class not
subject to modification is specified then an entry-class-error is generated.

b) Entries (M): The entries to be modified are identified either by selector (see 8.1.3), or explicitly by sequence-
number. If the specific-entries component is present, the existence of each entry shall be verified before any
modifications are applied and a sequence-number-error reported if one or more does not exist. Entries shall be
processed in the order specified.
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Modifications (M): This defines a sequence of modifications, which shall be applied to each selected entry in the
order specified. The attribute-types present in the parameter shall be examined before any modifications are
applied, and an- attribute-error reported if an unsupported attribute-type, or one not subject to modification, is

specified.
EntryModification ::= SET (

strict [0] BOOLEAN DEFAULT FALSE,

modification CHQICE { ’
add-attribute [1] Attribute,
remove~attribute [2] ATTRIBUTE.&id ({AttributeTable}),
I ITES STOordersdaTTributE,
remove—-values [4] OrderedAttribute } }

OrderedAttribute ::= SEQUENCE ({ ;
attribute~type ATTRIBUTE. &id ({AttributeTable}),
attribute-values SEQUENCE SIZE(l..ub-attribute-values) OF SEQUENCE {
-~ at least one must be specified ~-
value [0} ATTRIBUTE.&Type ({AttributeTable} {@attribute~type}) OPTIONAL,
position [1} INTEGER (1,.ub-attribute-values) OPTIONAL } \}

The components of entry-modification have the following meaning:

1) Strict (O): This specifies whether a strict interpretation of the. modification requests shall b
followed. For each type of modification defined below, one or.more minor error conditions arg
defined. If strict is irue, the occurrence of any of these minor-errors shall cause the termination gf
the abstract-operation with a modify-error. If strict is false, then the performance of the abstrac
operation shall continue regardless of the occurrence of,a minor error.

2) Modification (M): This indicates the modification requested.

If add-attribute is specified, this identifies @ new attribute to be added to the selected entries,
which is fully specified by the argument, If strict interpretation is requested an attempt to add
already existing attribute to an entryCauses the termination of the abstract-operation with
modify-error. If strict interpretation is not requested then the new attribute replaces any existi
attribute.

If remove-attribute is specified, this identifies (by its type) an attribute to be removed from the
selected entries. If strict interpretation is requested an attempt to remove an attribute which is not
present in an entry.causes the generation of a modify-error; otherwise the abstract-operation
continues.

If add-valués is specified this identifies an attribute by the attribute-type in the argument and o
or more.values to be added to it for each selected entry. If strict interpretation is requested and
attribute_of the specified type is not already present in the entry, a modify-error is genera
othérwise the attribute is created. If strict interpretation is requested, an attempt to add a valge
which is already present in the attribute causes the generation of a modify-error; otherwise the
value is added. If strict interpretation is requested, an attempt to add a second instance of a valye
to an attribute which does not permit multiple instances of the same value causes the generation ¢f
a modify-error; otherwise the request is ignored. If position is specified it identifies the positign
within the sequence of attribute-values that the supplied value shall occupy. If a pesition fs

specified which exceeds the number of attribute-values present by more than one, a modify-error

- is generated, regardless of the value of the strict parameter. If an attribute-value already occupies
the specified position, then that value, and all values which follow it, are displaced. Where
position is omitted, the new values are added to the end of the sequence of attribute-values. An
attribute's first value occupies position 1,

If remove-values is specified this identifies an attribute by the attribute type in the argument and
one or more values to be removed from it for each selected entry. If strict interpretation is
requested and the attribute is absent from the entry (or lacks any of the specified values) then a
modify-error is generated; otherwise the abstract-operation continues. If more than one attribute-
value matches a specified value, and a position component is not present, then all such attribute-
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values are removed.  If a position component is present then only the atiribute-value at that
position is removed; the value component need not be supplied and is ignored if present. If a
position is specified which exceeds the number of attribute-values present then a modify-error is
generated regardless of the value of the strict parameter. If all attribute-values are removed then
the attribute is removed from the entry.

An attribute-error is generated if add-values or remove-values is specified for a single-valued attribute-type. This
static error is detected before any modifications are applied.

extensions are defined in this part of ISO/IEC' 1

argument. No

d) eneral
21.

o modify-

NOTE} To summarize, the following static errors are detected before any modifications are attempted:

a) an entry is specified which does not exist, or belongs to an entry-class not subject to modification;
b) modification is requested for an unavailable attribute-type (i.e. one not supported by the MS or not subscribed to by
the MS-user), or for an attribute-type not subject to modification;

c) an add-values or remove-values modification is specified for a single-valued attribute-type;
d) a request is made to assign an unregistered message-group-name to an entry.

8.2.7.2 Modify-result

Should the request succeed, the modify-result shall be returned.

ModifyResult ::= SET {

entries-modified [0] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber OPTIONAL,
modify-result-extensions [1] MSExtensions OPTIONAL.Y

The pdrameters of modify-result has the following meaning:

a) Entries-modified (C): The sequence-numbers of the entries selected for modification. Present if at least pne entry
was selected for modification. :

NOTE - It is possible for an entry selected for modification to remain unchanged after the modifications have been applied.

b) Modify-result-extensions (C): This parameter allows for future general and content-specific extensions t¢ modify-
result. No extensions are defined-in this part of ISO/IEC 10021.

8.2.7.3 Modify Abstract-errors ‘
Should the request fail, one of the listed abstract-errors shall be reported. Clause 9 defines the circumstances under which

each abstract-error is reported.

8.3 MS-submission Port abstract-operations

The fc|llowing abstract-operations are available at the MS-submission Port:

a) MS-message-submission;

b) MS-probe-submission;

) MS-cancel-deferred-delivery;
d) MS-submission-control.

These abstract-operations correspond directly to those supplied at the Submission Port of the MTS Abstract Service, but
offer additional functionality related to the storage capabilities of the MS. When an MS-message-submission abstract-
operation or MS-probe-submission abstract-operation is invoked, the MS extracts those parameters of the abstract-operation
argument which concern MS-specific activity and, where submission is requested, invokes the corresponding operation at the
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MTS Submission Port. Where submission to the MTS is not requested, the effect of the MS-message-submission abstract-
operation is to create an entry in the Draft entry-class.

8.3.1

MS-message-submission abstract-operation

The MS-message-submission abstract-operation is used to submit a message to the MTS and optionally store a copy of it,
either in the Submission-log entry-class, or in both the Submission and Submission-log entry-classes. Alternatively, the
message may be stored (without submission) in the Draft entry-class. MS-message-submission makes use of the MTS

Messag

8.3.1.1

The parameters of MS-message-submission-argument have the following meaning:

a)

be-submission abstract-operation, which 18 defined in 8.2.1.1 of ISO/IEC 10021-4,
ms-message-submission ABSTRACT-OPERATION ::= {
ARGUMENT MsSMessageSubmissionArgument
RESULT MSMessageSubmissionResult
ERRORS {submission-control-violated | element-of-service-not-subscribed’ |

originator-invalid | recipient-improperly-specified | inconsistent-request |
security~error | unsupported-critical-function | remote-bind=-error,
. == 1994 extension additions -~ ,

ms-extension-error | message-group-error | entry-class-error | service-erryor}
CODE op-ms-message-submission }

MS-message-submission-argument

MSMessageSubmissionArgument ::= SEQUENCE {

COMPONENTS OF MessageSubmissionArgument ~- This Imported type has IMPLICIT tags —-
~-= 1994 extension --
submission-options [4] MSSubmissionOptions OPTIONAL

Message-submission-argument: (M): This contains the argument of the Message-submission abstract-opgration as
defined in 8.2.1.1.1 of ISO/IEC 100214,

This part of ISO/IEC 10021 defines an‘¢xtension (see 9.1 of ISO/MIEC 10021-4) to the message-submission-
argument of the MTS abstract-servicg:'~This extension, forwarding-request, may be present only if a 1988
Application Context is in use:

forwarding-request EXTENSION ::= {
SequenceNumber,
IDENTIFIED BY ,standard-extension:36 }

This extension is present if the MS-user requests that a delivered-message stored in the MS is to be foryarded to
other users. It indicates the sequence-number of the entry to be forwarded. The request is processed as gefined in
the Specification for the content-type of the forwarding message. An error in processing the forwarding-request is
reported using-the inconsistent-request abstract-error of 8.2.2.7 of ISO/IEC 10021-4.

NOTE 1\ When a 1988 Application Context is in use forwarding-request provides a mechanism for forwarding (delivered-
message entries. In the 1994 Application Contexts a content-specific mechanism may be available to enable|submitted

messages to incorporate the content (in whole or part) of entries of the Stored-message entry-class. See 19.5.1 gf ISO/IEC
10021-7 for an instance of use of each of these mechanisms. 1

b)

Submission-options (0): This contains submission requests which are specific to MS operation (see 8.1.6). If
these indicate that submission to the MTS is requested, the MS removes this parameter from the argument before
invoking Message-submission, If the parameter is absent and the present abstract-association identified a UA-
registration in its MS-bind-argument, the submission-options are drawn from the UA-submission-defaults of that
UA-registration; see 8.2.5.1 (item g). If the parameter is absent and the present abstract-association did not identify
a UA-registration, or the UA-registration did not contain UA-submission-defaults, the submission-options are drawn
from the general (non UA-specific) submission-defaults registered by Register-MS.

NOTE 2 - Where submission-options request the creation of a draft-message entry, the message—submission—érgument must be
syntactically complete, in order to conform to the abstract-syntax of the abstract-operation.
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8.3.1.2

MS-message-submission-result

Should the request succeed, the MS-message-submission-result shall be returned.

The parameters of MS-message-submission-result have the following meaning:

a)

b)

8.3.1.3

Shoul

ISO/IEC 10021-4 shall be reported.

83.2

MSMessageSubmissionResult ::= CHOICE ({
mts-result SET {

© ISO/IEC

COMPONENTS OF MessageSubmissionResult -- This imported type has IMPLICIT tags =~- ,

-~ 1994 extension --
ms-message-result [4] CommonSubmissionResults OPTIONAL 1},
-~ 1994 extension =--

store-draft-resnlt [{4] CommonSubmissionResnits }

MTS-result (C): This is returned only if the MS-user requested submission of the message to)the MT
submission was successful. It contains the following components:

1) Message-submission-result (M): This contains the result of the Messagersubmission abstract
operation defined in 8.2.1.1.2 of ISO/IEC 10021-4.

2) MS-message-result (C): This contains results specific to MS operation. The components df

common-submission-results shall be present in the cases defined in-8:1.7.
Store-draft-result (C): This is returned if the MS-user requested cfeation of a draft-message entry in

newly created draft-message entry. The other components of store<draft-result are defined in 8.1.7.

MS-message-submission Abstract-errors

$ and that

the Draft
- entry-class rather than submission to the MTS. The created-entry-component indicates the sequence-number of the

the request fail, one of the abstract-errors defined in clause 9 of this part of ISO/IEC 10021, or in 8.2.1.1.3 of

MS-probe-submission abstract-operation

The MS-probe-submission abstract-operation is used to submit a probe to the MTS and optionally store a copy of it, either

in the [Submission-log entry-class, or-iftboth the Submission and Submission-log entry-classes. - MS-probe-submiss
use of| the MTS. Probe-submission-abstract-operation, which is defined in 8.2.1.2 of ISO/IEC 10021-4.

ms~probe~submission ABSTRACT-OPERATION ::= {
ARGUMENT MSProbeSubmissionArgument
RESULT MSProbeSubmissionResult
ERRORS {submission-control-violated | element-of-service-not-subscribed |

originator-invalid | recipient-improperly-specified | inconsistent-requesy
security-error | unsupported-critical-function | remote-bind-error,

-~ 1994 extension additions -~ ,
ms~extension-error | message~group-error | entry-class-error | service-ery
CODE op-ms~probe-submission }

on makes

or)

8.3.2.1

MS-probe-submission-argument

MSProbeSubmissionArgument ::= SET {
COMPONENTS OF ProbeSubmissionArgument -~ This imported type has IMPLICIT tags —— ,
~- 1994 extension --
submission-options [4] MSSubmissionOptions OPTIONAL }

The parameters:of MS-probe-submission-argument have the following meaning:

a)

56
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b)

8.3.2

Should the request succeed, the MS-probe-submission-result is returned.

MSPrgbeSubmissionResult ::= SET {

The garameters of MS-probe-submission-result have the following meaning:

a)

b)

8.3.2{3 MS-probe-submission Abstract-errors

Shou|

8.3.3 MS-cancel-deferred-delivery abstract-operation

The

Cancgl-deferred-delivery abstract-operation defined in 8.2.1.3 of ISO/IEC 10021-4.

If th
Sub
entry

delivery cancellation occurred, and shall update the AC-report-summary attribute to record the cancellation.

Submission-options (O): This contains submission requests which are specific to MS operation (see 8

ISO/IEC 10021-5:1994 (E)

.1.6). The

MS removes this parameter from the argument before invoking Probe-submission. The object-entry-class
component of this parameter shall not contain the value draft; the relevant Specification may indicate what action
(if any) is taken concerning the MS-submission-extensions component, if one is present. If submission-options is
absent and the present abstract-association identified a UA-registration in its MS-bind-argument, the submission-
options are drawn from the UA-submission-defaults of that UA-registration; see 8.2.5.1 (item g). If the parameter is
absent and the present abstract-association did not identify a UA-registration, or the UA-registration did not contain
UA-submission-defaults, the submission-options are drawn from the general (non UA-specific) submission-defaults

registered by Register-MS.

2 MS-probe-submission-result

COMPONENTS OF ProbeSubmlissionResult -- This imported type has IMPLICIT tags -- ,
-~ 1994 extension =-
ms-probe~result {4] CommonSubmissionResults OPTIONAL }

of ISO/IEC 10021-4.

MS-probe-result (C): This contains results specific to MS ‘operation, The components of common—s
results shall be present in the cases defined in 8.1.7.

prgument, result, and errors ©f the MS-cancel-deferred-delivery abstract-operation are identical with th

ms-cancel-deferted—delivery ABSTRACT-OPERATION ::= cancel-deferred-delivery

ission-log enfry-classes corresponding to the submitted-message for which deferred-delivery has been cance
is present; the MS shall attach a deferred-delivery-cancellation-time attribute to it to record the date and ti

Probe-submission-result (M): This is the result of the Probe-submission abstract-operation as defined in 8.2.1.2.2

hbmission-

Id the request fail, one of the abstract-errors defined in clause 9 of this part of ISO/IEC 10021, or 8.2.1.2.3 of ISO/IEC
1002[1-4 shall be reported.

ose of the

led. If this
e at which

request for cancellation of deferred delivery is successful, the MS searches for an entry in the Sub:{ission and

8.34

The argument, result, and errors of the MS-submission-control abstract-operation are identical with those of the
Submission-control abstract-operation defined in 8.2.1.4 of ISO/IEC 10021-4.

ms~submission-control ABSTRACT-OPERATION ::= submission-control

57


https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC.

9 Abstract-errors

This clause defines the following abstract-errors associated with using the abstract-operatlons at the Retrieval Port and MS-
submission Port:

a) Attribute error;

b) Auto-action request error;
c) Delete error;

d) Fetch restriction error;
¢) Invalid parameters error;
£) Range error;

) Security error;

h) Sequence-number error;
i) Service error;

b)) Message-group error;

k) MS-extension error;

)] 01d credentials incorrectly specified;
m) New credentials unacceptable;

n) Register-MS error

0) Modify error;

)] Entry-class error.

9.1 Error precedence

When|an error is detected during the performance.of an abstract-operation, the MS shall discontinue processing the abstract-
operation and return the error to the MS-user,.Where more than one error is manifest, the actual errors returned [are at the
discretion of the MS. ‘

NOTE - When using a 1988 Application-Context, the MS is not required to discontinue processing the abstract-operation when) an error is
encounjtered. Consequently, several abstract-errors allow more than one error to be reported.

9.2 Attribute-error

An Aftribute-error reports an attribute related problem.

attribute-error ABSTRACT-ERROR ::= {
PARAMETER SET {

problems [0) SET SI2E (l.. ub-per—entry) OF SET {
problem {0] AttributeProblem,
o ok e | ADTDRTRILID
type HAFERIBUE
value [2] ATTRIBUTE.&Type ({AttributeTable} {@.typel) OPTIONAL} }
CODE err-attribute-error }

AttributeProblem ::= INTEGER {

invalid-attribute-value (0),
unavailable-attribute-type (1),

inappropriate-matching (2},
attribute-type-not—-subscribed (3),
inappropriate-for-operation (4),

-= 19894 extensions --

inappropriate~modification {5),
single-valued-attribute (6) } (0..ub-error-reasons)
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The parameter has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the attribute-type,
and, if necessary to avoid ambiguity, the value which caused the problem:

a)

b)

c)

d

g)

9.3

An Ayto-action-request-error reports a problemerelated to the registration of an auto-action.

The pprameter-has the following meaning:

—those-whicirissupported-by the - MS;

which

a)

b)

©)

caused the problem:

invalid-attribute-value: A purported attribute-value specified as an argument of the abstract-operation does not
conform to the data-type defined for the attribute-type concerned.

unavailable-attribute-type: A purported attribute-type used as an argument of the abstract-operation is not one of

inappropriate-matching: The filter contains a filter-item in which an attribute is matched using a’matghing rule

(equality, ordering, substrings, or other-match) that is not defined for that attribute-type or is not supported by the
MS.

attribute-type-not-subscribed: An attribute-type used as an argument of the abstract-operation is not one gf those to
which the MS-user has subscribed.

NOTE - A change in subscription is not necessarily reflected in the attributes present in'‘afni.entry created before the change.

inappropriate-for-operation: An attribute-type used as an argument of th¢ abstract-operation is unsuitable for its
required use. : '

inappropriate-modification: An atiribute-type which is not subject 10 modification has been used as an argument of
the Modify abstract-operation,

single-valued-attribute: An attempt has been made to use'the Modify abstract-operation to apply an add;values or
remove-values modification to a single-valued attribute-type.

Auto-action-request-error

auto-action-request-error ABSTRACT~ERROR ::= {
PARAMETER SET (
problems [0)] SETUSIZE (l..ub-auto~reglstrations) OF SET {
problem [0] AutoActionRequestProblem,
type [1] AUTO-ACTION.&id ({AutoActionTable})} }
CODE err~auto-action~request-error }
AutoActionRequestProblem ::= INTEGER {
unavailable=auto-action-type (0},

auto-action~type-not-subscribed (1),
-- 1994<extension —-
notr-willing-to-perform (2) } (0..ub-error-reasons)

AN he

action-type
unavailable-auto-action-type: An auto-action-type used as an argument of the abstract-operation is not one of those
which is supported by the MS abstract-service-provider.

auto-action-type-not-subscribed: An auto-action-type used as an argument of the abstract-operation is not one of
those to which the MS-user has subscribed.

not-willing-to-perform: The auto-action registration is refused because, when executed, it would lead to an
excessive consumption of resources.
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94 Delete-error

A Delete-error reports a problem in an attempt to delete one or more entries of an entry-class.

delete-error ABSTRACT~ERROR ::= {
PARAMETER SET {

problems [0] SET SIZE (l.;ub-messages) OF SET {
problem [0] DeleteProblem,
sequence-number [1] SequenceNumberl},

-~ 1894 extension =--

__ entries-deleted [1] SET ST2F (1. .ub-messages) OF SequenceNumber OPTTONAJL, }
CODE err~delete-error }

DeleteProblem ::= INTEGER {
child~-entry-specified (0),
delete-restriction-problem (1},
~- 1994 extensions --

new-entry-specified 2),

entry~class~restriction (3),

stored-message—-exists (4) } (0..ub~error-reasons)
The parameter has the following meaning: i .
a) Problems (M): The particular problems encountered. Each problem is-accompanied by an indicatipn of the

sequence-number of the entry which caused the problem:

1) child-entry-specified: An attempt has been made to delete-a chxld-entry

[

2) delete-restriction-problem: An attempt has been made to violate a restriction specified for th
Delete abstract-operation (see 8.2.4). :

3) new-entry-specified: An attempt has been“made to delete an entry of the Delivery entry-clags
which has a retrieval-status of new.

=3

4) entry-class-restriction: An attempt)has been made to delete an entry of an entry-class for whig
deletion is restricted or prohibited.

1

5) stored-message-exists; Anauempt has been made to delete an entry of the Message-log entry
class for which a corresponding entry exists in the Stored-message entry-class.

b) Entries-deleted (C): This-parameter identifies the entnes deleted before the abslract-operatlon termingted. The ‘
parameter is absent if no.entries were deleted.

9.5 Fetch-restriction-error

A Fefch-restriction-error reports an attempt to violate a restriction associated with the Fetch abstract-operation.

fetch-restriction-error ABSTRACT-ERROR si= {
PARAMETER SET {
problems [0} SET SIZE (l..ub-default-registrations) OF SET {
problem [3] FetchRestrictionProblem,
restriction CHOICE {
content-type {0] OBJECT IDENTIFIER,
eit {1] MS-EITs,
attribute-length {2} INTEGER} } }
CODE err-fetch-restriction-error }

FetchRestrictionProblem ::= INTEGER {

content-type-problem (1),
eit-problem (2),
maximum-length-problem {3) } (0..ub~error-reasons)
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The parameter has the following meaning;

Problems (M): The particular problems encountered. Bach problem is accompanied by an indication of the offending
content-type, encoded-information-type or attribute-length which caused the problem:

a) content-type-problem: The content-type of the message being fetched is disallowed by the fetch-restrictions
currently in force. :

b) EIT-problem : The encoded-information-types requested in the Fetch abstract-operation are disallowed by the fetch-
Testrictions currenily in force,

c) maximum-length-problem: The length of the encoding of an attribute-value being fetched exceeds ‘that allowed by
the fetch-restrictions currently in force.

9.6 Invalid-parameters-error

An Inyalid-parameters-error reports an undefined problem in processing the argument of ‘an abstract-operation. This error
may bg used, for example, to report that an optional parameter was present in the wrong, context, or to report that af value for
one off the parameters is inappropriate. '

invalid-parameters—-error ABSTRACT-ERROR ::= {
PARAMETER NULL

CODE err-invalid-parameters-~error }

This efror has a Null parameter,

9.7 Range-error

A Range-error reports a problem related to the range specified in a selector as an argument of an abstract-operation.

range—error ABSTRACT~ERROR ::= {
PARAMETER SET ({

problem [0] RangeProblen}

CODE err-range-error \}

RangeProblem ::= INTEGER.{
reversed {0y } (0..ub-error-reasons)

The pl[rameter has the following)meaning:

Problem (M): The particular problem encountered. The value reversed is returned if the upper bound indicated a sequence-
number or creation-time/before that indicated by the lower bound.

This gbstract-etror'shall not be generated when a 1994 Application Context is in use.

9.8 [ “Security-error

A Security-error reports that the requested abstract-operation cannot be provided because it would violate the security-
policy in force. This error is defined in 8.2.2.8 of ISO/IEC 10021-4.

9.9 Sequence-number-error

A Sequence-number-error reports a problem related to the sequence-number specified in the ai’gument of an abstract-
operation.
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sequence-number-error ABSTRACT-ERROR ::= {
PARAMETER SET {
problems [1] SET SIZE (l..ub-messages) OF SET ({
problem [0} SequenceNumberProblem,
sequence-number {1] SequenceNumber} }
CODE err-sequence-number-error }

SequenceNumberProblem ::= INTEGER {
no=-such-entry {0)} (0..ub-error-reasons)

The parameter has the following meaning:

Problems (M): The particular problems encountered. Each problem is accompanied by an indication of the “J;equence-
numbgr which caused the problem. If no-such-entry is returned the sequence-number supplied does not match

entry

9.10

A Ser

The parameter has the following meaning:

a)

b)

f the specified entry-class.

Service-error

yice-error reports an error related to the provision of the service.

service~error ABSTRACT-ERROR ::= {
PARAMETER ServiceErrorParameter
CODE err~service-error }

ServiceErrorParameter ::= SET ({
problem [0] ServiceProblem,
-- 1994 extension ~--

ServiceProblem ::= INTEGER {
busy 0y,
unavailable Ly,
unwilling-~to-perform (2) } (0..ub-error—reasons)

Problem (M): The particular problem encountered:

1) busy: The MS, or some part of it, is too busy at present to perform the requested abstract-operatiop
but may be able to do.so after a short while.

2) unavailable: The MS, or some part of it, is unavailable at present.

3) unwilling=to-perform: The MS is not prepared to execute this request because it would lead tp
excessive-‘consumption of resources.

discretion of the MS service provider.

9.11

—Message-group-error

A Message-group-error reports a problem in the use of a message-group-name,
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message—-group-~error ABSTRACT-ERROR ::= {
PARAMETER MessageGroupErrorParameter
CODE err-message—-group-error }

MessageGroupErrorParameter ::= SET {
problem [0] MessageGroupProblem,
name [1] MessageGroupName }

© ISO/IEC

at of any

supplementary-information (1] GeneralString (SIZE\l..ub-supplementary-info-length)) OPTIONAL }

Supplementary-information (C): This provides further details of the reported problem. It is pres¢nt at the
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MessageGroupProblem ::= INTEGER {
name-not-registered (0),
name~already-registered (1),
parent-not-registered (2),
group-not-empty (3),
name-in-use (4},
child-group-registered (5),

group~depth-exceeded (6) } (0..ub-error-reasons)

The parameter has the following meaning:

ISO/IEC 10021-5:1994 (E)

a)

1) name-not-registered: An attempt has been made to assign an unregistered message-group-name tp
an entry's message-group-name attribute using the Modify abstract-operation, or to deregister an
unregistered message-group-name using the Register-MS abstract-operation.

2) name-already-registered: An attempt has been made to register a message-group name which is
already registered.

. 3) parent-not-registered: An attempt has been made to register a message-group-name containing
more than one group-name-part, whose parent is not registered (where the parent is defined as the
name formed by omitting the message-group-name's last group-name-part).

4) group-not-empty: An attempt has been made to deregister@ message-group-name which is present
in at least one entry's message-group-name attribute.

4) name-in-use: An attempt has been made to deregister a message-group-name which is referencefl
in a registered Auto-modify auto-action.

5) child-group-registered: An attempt has beéen made to deregister a message-group-name for which
at least one child message-group-nameds currently registered (where child is defined as a namg
formed by adding one group-name-part to the message-group-name).

6) group-depth-exceeded: An attempt has been made to register a message-group-name containing
more than the maximum number of group-name-parts supported by the MS.

b) Name (M): This indicates the message-group-name which is the subject of the abstract-error.
. 912 | MS-extension-error
An MS-extension-error, réports a problem concerning an extension parameter presented in the argument of ap abstract-
operation,
ms-extension-error ABSTRACT-ERROR ::= {
PARAMETER MSExtensionErrorParameter
CODE err-ms—-extension-error }
MSExtensionbBrrorRParameter ::= CHOTCE {
ms—-extension-problem [0)] MSExtensionItem,

unknown-ms—extension [1] OBJECT IDENTIFIER }

The parameter has the following meaning:

a)

MS-extension-problem (C): This identifies the problem encountered. The definition of an instance of an MS-

extension-problem may appear in the Specification for a given content-type.

NOTE - The MS-extension-problems specified for Interpersonal Messaging are enumerated in the IP-submission-errors

. information object set. See 19.5.2.3 of ISO/IEC 10021-7.
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b) Unknown-MS-extension (C): An extension presented in the argument of an abstract-operation is not known to the
MS. The parameter contains the Object Identifier value of the unknown extension drawn from its identifier field.

9.13 Register-MS-error

A Register-MS-error reports a problem in an attempt to register information with the MS.

register-ms—error ABSTRACT-ERROR ::= {
___ PARAMETER SET {
problem [0] RegistrationProblem,
registration-type [1] RegistrationTypes }
CODE err-register-ms—-error }

RegistrationProblem ::= ENUMERATED ( )
registration-not-supported (0),
registration-improperly-specified (1),
registration-limit-exceeded (2),

. == For future extension additions -- }

The parameter has the following meaning: '
a) Problem (M): The particular problem encountered. Either the requested registration is not one of those|supported
by the MS, or the request was improperly specified, or a pragmati¢. limit has been reached in the number of
registrations that the MS is able to record.

b) Registration-type (M): This indicates the type of registration’teqaested by the MS-user with which the problem is
associated. See 8.2.5.1 (item j) for the definition of registration-types.

NOTE - Where-a different abstract-error provides a more precise description of a regisu'aﬁon problem, Register-MS-error is nqt reported.

9.14| Old-credentials-incorrectly-specified
An QOlld-credentials-incorrectly-specified abstract-error reports that the credentials cannot be changed because the current
(old-) credentials were incorrectly specified. . This error is defined in 8.4.2.3 of ISO/IEC 10021-4,
9.15| New-credentials-unacceptable

A Nellw-credentials-unacceptable abstract-error reports that the credentials cannot be changed because the new-credentials‘
are unacceptable. This errofis-defined in 8.4.2.2 of ISO/IEC 100214,

9.16| Modify-error

A Modify-error reports a problem in an attempt to modify the attributes of an entry.

modify-error ABSTRACT-ERROR ::= {

PARAMETER ModifyRrrorParameter
CODE err-modify-error }

ModifyErrorParameter ::= SET {
entries-modified [0] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber OPTIONAL,

failing~-entry [1] SequenceNumber,
modification-number [2] INTEGER,
problem [3] ModifyProblem }

The parameter has the following meaning:

a) Entries-modified (C): The sequence-numbers of the entries to which modifications were applied successfully.
Present if at least one entry was modified successfully.
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b)
c)

d)

If no

ISO/IEC 10021-5:1994 (E)

Failing-entry (M): The sequence-number of the entry for which a modification failed.

Modification-number (M): This identifies which modification, in the sequence presented in the modifications
parameter of modify-argument, caused the generation of the error, The first modification is numbered '1'

Problem (M): This identifies the problem encountered.

1

2)

3)

4

3)

ModifyProblem ::= INTEGER ({
attribute-not-present (0),
value-not-—-present 1),
attribute~or~value-already-exists (2),
invalid-position (3),
modify~restriction-problem (4)} (0..ub~error-reasons)

attribute-not-present: The entry lacks one of the attribute-types specified as an argument of the
operation,

value-not-present: The entry lacks one of the attribute values specified as.an argument of the
operation,

atiribute-or-value-already-exists: An attempt has been made to add\an attribute which already
existed in the entry, or a value which already existed in the attribute.

invalid-position: The attribute contains too few values forthe-modification to be valid.

modify-restriction-problem: An attempt has been made to violate a restriction specified for the
Modify abstract-operation,

entries have been modified successfully and an error.other than those defined in problem occurs, the gppropriate

abstract-error shall be returned. However, if some entries have been modified successfully, the MS shall return|a modify-

CIror

9.17

An Entry-class-error reports a problem in‘an attempt to address an entry-class in an abstract-operation.

The parameter has the following meaning;

a)
b)

which specifies the entries-modified and reports theerror,

Entry-class-error

entry-class—error ABSTRACT-ERROR ::= {
PARAMETER EntryClgssErrorParameter
CODE err-entry~class~error }

EntryClassErrorParameter ::= SET {
entry-class (0] EntryClass,
problem [1}] BIT STRING {

niry-clas : i € CAny—C ACT-OpeTation,

unsuppdrted-entry~class (0),
entvry-class-not-gubscribed (1),
inappropriate-entry-class (2) } }

Problem (M): Either the entry-class specified is not one of those supported by the MS, or is not one of those to
which the MS-user has subscribed, or is inappropriate for the requested abstract-operation.
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Section 3 - General-attribute-types, matching-rules and auto-action-types

10 Overview

The MS information model and the attribute, matching-rule, and auto-action cdncepts are introduced in 6.3 and 6.5. Clause
11 defines the general-attribute-types which are specified for the MS. Clause 12 defines the general-matching-rules
which are specified for the MS. Clause 13 defines the general-auto-action-types which are specified for the MS.

11 General-attribute-types

The general-attribute-types are valid for all message content-types. Other attribute-types, which are content-spdcific, are
definefl in their respective Specification, e.g. the IPMS-specific attribute-types for MS are defined in clause 19 off ISO/IEC
1002117.

11.1 | General-attribute-types overview

The g¢neral-attributes defined for the entries of each of the entry-classes are listed in Tables 2 and 3. They are cqnstructed
mainly from the parameters of the Message-submission, Probe-submission, Message-delivery and Report-delivery] abstract-
operatjons of the MTS abstract-service as defined in clause 8 of ISO/IEC 10021-4, and such attributes are correspondingly
named. Some general-attributes are generated, and some of these also maintained by the MS,

Table P defines the following for each of the general-attribute-types:
— for entries of the Delivery and Delivery-log .entry-classes, whether the attribute-type is alwayq present,
conditionally present, or absent in a delivered-message entry, a delivered-report entry, or a returnefd-content

entry respectively;

— for entries of the Submission and Submission-log entry-classes, whether the attribute-type is alway$ present,
conditionally present, or absent in a'submitted-message entry and submitted-probe entry;

— for entries of the Draft entry-class, whether the attribute-type is always present, conditionally present, jor absent
in a draft-message entry.

— whether support by the MS is mandatory or optional for entries of the Stored-message and Messageqlog entry .
classes;

— whether the ‘attribute-type is single-valued or multi-valued;

— whether_values of the attribute may be returned in a List abstract-operation (and, for entries of the| Delivery
entry-class only, in an Alert abstract-operation);

— whether the attribute-type may be the subject of summary-requests in a Summarize abstract-operation.

Table 3 defines equivalent information for entries of the Auto-action-log enfry-class.
For a more detailed description of the classifications in Tables 2 and 3 refer to the conventions in 5.2.

An optional attribute-type which is supported by an MS may be available to the MS-user subject to subscription. Each
optional attribute-type may be the subject of individual subscription.

Attribute-types defined as present in a delivered-message entry may not always be present in a child-entry. The rules

governing the presence of attribute-types in child-entries may be supplemented in the Specification which defines the
content-type of the child-entry.
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11.1.1

MS support requirements for general-attribute-types

ISO/IEC 10021-5:1994 (E)

The general-attribute-types for which support by the MS is mandatory are shown in Tables 2 and 3. Where an attribute is
supported, it shall be supported in all entry-classes for which it is defined (with the possible exception of the Message-log
entry-class). All supported attributes shall be available for retrieval by the Fetch abstract-operation, and, where indicated in
Tables 2 and 3, by the List abstract-operation. Attribute-types that may be present in entries of the Delivery entry-class and
are shown in Table 2 as available for List are also available for the Alert abstract-operation,

Selection of an entry (by means of Filter) for a supported attribute-type using one of its matching rules shall be available if
is-akso-clrimodfort}

suppor
NOTE
NOTE

generic
prohibi

11.1.2

PN 1 <1
WS LUV VULV VG,

P - For some attribute-types originally defined in versions of this part of ISO/IEC 10021 published prior_to 1994,

ed. However, some MS implementations will generate an attribute-error if requested to perform a match of this type.

MS-user support requirements for general-attribute-types

No requirements are placed on the MS-user for the support of any of the general-attribute-types.

NOTE
may chi
-from th

The MS-user may employ a variety of strategies for retrieving information for display to the user. For example, th
pose to retrieve the complete message-delivery-envelope, or, alternatively,-niay selectively retrieve attributes which
e message-delivery-envelope. Since both approaches are valid, no one method is prescribed.

| - Support for an attribute-type does not in itself require support for all matching-rules defined for that attribute-type. Sge 12.5.

pdditional

matching-rules are defined in this version. In 1988 Application Contexts, support for these additional generic matches is not

MS-user
derived
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Presence in:

Support level by
MS

Attribute-type name

delivered-
message
entry

returned-
content
entry

submitted-
message

entry?

draft-
message
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AC-correlated-report-list*

Stored-
message

entry-class
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log entry-
class*

Single/
multi

valued

Avalilable | Available

for

List Summar-

for

AC-report-summary*

AC-uncorrelated-
reportilist*
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0
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Table 2 (concluded)
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Attribute-type name

Presence in:

Support level by
MS

Single/
multi

delivered- | delivered-

message
entry

report entry

returned-
content
eatry

submitted-] submitted-

message
*
entry

probe
entry*

draft-
message

Cilivad

Original-EITs

C

C

C

message

entry-class

Stored- [Message-log
entry-class*

valued

Avallable
for

List

Available
for

Summar-
Ize

Originally-intended-

C

C

wig

kecipidnt-name

Originpting-MTA-
certifi¢ate™

wn

Originfator-certificate

Origi:Etor-name
Originator-report-request™

U -2 (@]

Origin]ltor-return-address*

Other-recipient-names

[Parentl-sequence-number

i olle]le!

|Per-m pssage-indicators®

er-re¢ipient-message-
submigsion-fields*

wivial j[alev|j] O

Q] [T

er-recipient-probe-
submission-fields*

|Per-re Cipient-report-
delivety-fields

Z 2| Z2lwnjwnig|«w|Z @i

lPrioril

|P(obe origin-
authentication-check*

olo] &| o] oloRIoloeIoI0f © oo

win

Probetsubmission-
enveldpe*

w2

IProof- of—delivery-request

[Proofof-submission*

[Reciplent-names*

ecipjent-reassignment-
rohibited*

wiZin|n

edirgction-history

IRepont-delivery-envclope

[Reporfting-DL-name

IRepoiting-MTA-certiﬁcate

epoh-oﬂgin—
autheptication-check

ollollelndle:

1731731711714

etrigval-status

Security-classification

Sequénce<number

Storagé-period*

Storage-time*

Subject-submission-
identifier

wiqQjalvijQlv

wnwinjr|ninin

e el el ==zl =ix=i=] 2] <=<] <] 2Z| ZK[RRKR<] =L K<

This-recipient-name

S

Trace-information*

C

olol =zlalolzlolz|l ololo|zle] olelole] ©] oo Bl ©] OlRioleelelel © (e} {e

olo| Riglo|Z|olR]l ololo|' |e] olerle

M

Z =<

zlzl zizlz|lzl<i<| ziziziz|z| ziz|z|z| 2| =zZ|<| zZ| z| zZ|z|z|z|Z|z|z|z| 2| =Z|=z

NOTE - Atiribute-types and table columns marked with an asterisk (*) are not defined for 1988 Application Contexts.
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Table 3 - General-attribute-types for the Auto-action-log entry-class

Presence Support Singl ailable
Attribute-type name fn duto- level by i | or | o

log entry MS valued List Summarize
Auto-action-error C M S Y N
Auto-action-registration-identifier P M S Y N
Auto-action-subject-entry P M S Y N
Aute-action-type P M S ¥ Y
Content-type C M S Y Y
Creation-time P M S Y N
Entry-type P M S Y Y
Retrieval-status P M S Y Y
Sequence-number P M S Y N
NOTE - The auto-action-log entry-class is not defined for 1988 Application Contexts

11.2 | Description of the general-attribute-types

The fgllowing subclauses contain a short description of each general-attribute-type together with its abstract-syntax| using the
defindd syntax of the ATTRIBUTE information object class described in 6.3.3.3.

NOTE] - Some general-attributes are used primarily for filtering and listing purposes while others may contain more complex (further
structired ASN.1 data-types) and potentially voluminous information. Only.a few general-attributes are suitable for usg with the
Summprize abstract-operation.

11.2,1  AC-correlated-report-list

This general-attribute, which is multi-valued, identifies the delivered-report entries which have been correlated with the
originplly specified recipients of a submitted message or probe. The attribute contains one value for each value of the
recipignt-name argument of the Message-submission or Probe-submission abstract-operation. Values at corrgsponding
positigns in this attribute and in the recipient-names attribute refer to the same recipient. Each value indicates the sequence-
numbgrs of relevant delivered-report entries, and the positions within their per-recipient-report-delivery-fields attritjute of the
valueq which relate to that specified recipient. The attribute is generated by the MS. Subscription to this attribute requires
subsctiption to the Auto-correlate-réports auto-action; see 13.3.

ms~ac—-correlated-report<list ATTRIBUTE ::= {
WITH ATTRIBUTE<SYNTAX ReportLocation,
NUMERATION malti-valued,
ID id-att~ac-correlated-report-list }

ReportLocation ::= CHOICE {
no=gorrelated-reports [0] NULL,
location [1] SEQUENCE OF PerRecipientReport }

PerRecipientReport ::= SEQUENCE {
report-entry [0] SequenceNumber,
position [1] INTEGER (l..ub-recipients) DEFAULT 1}

The components of report-location have the following meaning:

a) No-correlated-reports (C): No reports have been received which can be correlated with this originally specified
recipient of the submitted message or probe. This is the initial value of the attribute.

b) Location (C): Identifies the sequence-numbers of the delivered-reports and the positions of the values within their
per-recipient-report-delivery-fields attributes which relate to this originally specified recipient.
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The attribute is created when the message or probe is submitted and is updated as reports are delivered. The content of this
attribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers.

11.2.2

AC-report-summary

This general-attribute, which is multi-valued, contains a summary of the reports requested and reports received from each
originally specified recipient of a submitted message or probe. The attribute contains one value for each value of the

recipient-name argument of the Message-submission or Probe-submission abstract-operation.
positiofs in i) P
are set pccording to the values of the originator-report-request specified for each recipient, and are amended as,1¢;

delivergd. The attribute is generated by the MS. Subscription to this attribute requires subscription to the Auto-cprrelate-

reports “ruto-action; see 13.3.

s—-ac—-report—summary ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReportSummary,

EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch,

NUMERATION multi-valued,

ID id-att-ac~report-summary }

HeportSummary ::= ENUMERATED ({

no-report-requested (0) -- non-delivery report suppressed =-- ,
no-report-received (1) -- non-delivery report requested -- ,
report-outstanding {(2) -- deldvery report requested -- ,
delivery-cancelled (3),
delivery-report-from—-another-recipient (4),
non-delivery-report-from-another-recipient (5),
delivery~report-from-intended-recipient (6),

non-delivery-report-from-intended-recipient (7}

The values of report-summary have the following meaning:

a)

b)

d)

e)

g)

h)

no-report-requested: The suppression of non-delivery-reports was requested for this originally specified
and no reports have been received. This is apossible initial value of the attribute.

no reports have been received. This isa possible initial value of the attribute.

report-outstanding: A requestfor the reporting of delivery and non-delivery was made of this originally
recipient and no reports have-been received. This is a possible initial value of the attribute.
MS-cancel-deferred>delivery abstract-operation.

delivery-repotit-from-another-recipient: A delivery-report has been received concerning this originally

subject-miessage) to another recipient (possibly following redirection or DL-expansion).

ron-delivery-report-from-another-recipient:

[JCA C (re1o—€

another recipient (possibly following redirection or DL-expansio).

Values at corresponding
e pttribute

recipient

no-report-received: A request for the reporting of non-delivery was made of this originally specified recipient and

specified

delivery-cancelled: Mo-teports shall be received because the delivery of the message was cancelled by means of the

pecified

recipient which indicates successful delivery of the message (or the potentially successful delivery of the probe's

delivery-report-from-intended-recipient: A report has been delivered confirming delivery to this originally

specified recipient.

non-delivery-report-from-intended-recipient: A report has been delivered indicating non-delivery to this
specified recipient.

originally

The attribute is created when the message or probe is submitted. When reports are delivered to the MS, the value of AC-
report-summary is updated if the resulting value is greater than that already recorded. This is in recognition that more than
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one report may be generated as result of PDS delivery or DL expansion. The method by which an MS determines the
intended recipient to whom a report refers is not prescribed and is therefore implementation dependent. The content of this
attribute is unaffected by any subsequent deletion of the delivered-report entries to which it refers,

NOTE - An MS which is colocated with an MTA may make use of the originally-specified-recipient-number component of per-recipient-
report-transfer-fields to determine the intended recipient who is the subject of an incoming report.

11.2.3  AC-uncorrelated-report-list

This [general-attribute, which is multi-valued, identifies each of the per-recipient-report-delivery-fields which
correlated with a submitted message or probe but which have not been correlated with any of its originally
recipients. It is generated by the MS. Subscription to this attribute requires subscription to the Auto-correlate-re]
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11.24  Auto-action-error
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This feneral-attribute indicates the(registration-identifier of the auto-action whose execution is the subject of this ¢

; see 13.3.

ms—-ac-uncorrelated-report—-list ATTRIBUTE ::= {

WITH ATTRIBUTE~-SYNTAX PerRecipientReport,
NUMERATION multi~-valued,
ID id-att-ac-uncorrelated-report-list }

ttribute is created when the message or probe is submitted, and is updated as reports of the kind de
red. The content of this atiribute is unaffected by any subsequent deletion of the delivered-report entries

ttribute may be present only in entries of the Auto-action-log entry-class. See 6.5.3. It is generated by the M

ms-auto-action-error ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX AutoActignError,
NUMERATION singlervalued,
ID id-att-auto~-action-error }

5§  Auto-action-registration-identifier

action-log eniry-class. The.régistered auto-action is identified by this attribute combined with the correspon
auto-action-type general-aitribute. The attribute may be present only in entries of the Auto-action-log entry

It is generated by the-MS.
ms—auto-action-registration—-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX INTEGER,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single-~valued,
iDp id-att-auto-action-registration-identifier }

have been
specified
ports auto-

ribed are
which it

eneral-attribute identifies the auto-action-error which occurred when a registered auto-action was applied tp an entry,

S.

ntry in the
ding valu
-class. See
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11.2.6  Auto-action-subject-entry

This general-attribute indicates the sequence-number of the Stored-message entry which was the subject of the auto-action
processing recorded by the present entry. The attribute may be present only in entries of the Auto-action-log entry-class. It
is generated by the MS.

ms-auto-action-subject~entry ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
__ ORDFERING MATCHING-RULF integerOrderingMatch
NUMERATION gingle~valued,
ID id-att-auto~action-~subject-entry )}

11.2}7  Auto-action-type

This|general-attribute identifies the type of the auto-action whose execution is the subject of this entry. The regigtered auto-
action is identified by this attribute combined with the corresponding value of the auto-action-registration-identifier general-
attriute, The attribute may be present only in entries of the Auto-action-log entry-class, See6.5.1. It is generated by the MS

ms—auto-action-type ATTRIBUTE ::= {
WITH ATTRIBUTE~-SYNTAX AutoActionType,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION single~valued,
D id-att-auto-action-type }

11.2|8 - Child-sequence-numbers

This|general-attribute, which is multi-valued, identifies the.child-entries of a parent-entry, if such exist. It is g¢nerated by
the MS. It is present in a entry that has one or more child-entries associated with it. It is absent in an entry without child-
entrips. See 6.3.4.

ms—child~sequence-~numbers ATTRIBUTE =’ {
WITH ATTRIBUTE~SYNTAX SequenceNumber,
NUMERATION multi-~-valued,
D Id-att~child~sequence-nunbers }

11.219  Content

This| general-attribute containg the complete content of a message as submitted by the MS-message-submissign abstract-
operption, or as delivered-by’the Message-delivery abstract-operation, or as presented in the returned-content of jthe Report-
deliyery abstract-operation. In this last case, the content general-attribute is created in the returned-content child-entry, and
not il the delivered-report entry itself. See 8.2.1.1.1.37 and 8.3.1.2.1.14 of ISO/IEC 10021-4. The encoding of|the content
contpined in the Octet String that constitutes this attribute shall be identical, when retrieved, to that delivered|to the MS;

ther¢ is no constraint on the encoding employed for the containing Octet String itself.

mt=content ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX Content,
NUMERATION Tingle—valued;
ID id-att-content }

11.2.10 Content-confidentiality-algorithm-identifier

This general-attribute contains the content-confidentiality-algorithm-identifier argument of the Message-submission and
Message-delivery abstract-operations. See 8.2.1.1.1.27 of ISO/IEC 10021-4,

mt-content-confidentiality-algorithm~identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX AlgorithmIdentifier,
NUMERATION single-valued,
iD id-att-content-confidentiality-algorithm—-identifier }
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11.2.11 Content-correlator

This general-attribute contains the content-correlator argument of the Message-submission, Probe-submission, and Report-
delivery abstract-operations, See 8.2.1.1.1.36 of ISO/IEC 10021-4,

mt~content-correlator ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentCorrelator,
EQUALITY MATCHING-RULE contentCorrelatorMatch,
NUMERATION single-valued,
D id-att-content-correlator }

11.2.12| Content-identifier

This general-attribute contains the content-identifier argument of the Message-submission, Probe-submission, Message-
delivery| and Report-delivery abstract-operations. It may be generated by the originator. See 8.211.1.1.35 of ISO/IEC
10021-4 : :

mt-content-identifier ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentIdentifier, '
EQUALITY MATCHING-RULE contentIdentifierMatch,
NUMERATION single-valued,
ID id-att~content-ideritifier }

11.2.13| Content-integrity-check

This gereral-attribute contains the content-integrity-check argument of the Message-delivery abstract-operation; it frovides
the MS-pser with a means of verifying that the content of a delivered-message has not been modified. It may be gdnerated
by the originator of the message. In submitted-message entries; this information is contained in the per-recipient-message-
submissjon-fields attribute. See 8.2.1.1.1.28 of ISO/IEC 10021-4:

mf-content-integrity~check ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ContentIntegrityCheck,
NUMERATION single-valted,
1D id-att-eontent-integrity-check }

11.2.14( Content-length

This geieral-atm'bute indicates the length of the content, in octets, of a submitted message, a submitted probe, p draft- .

messagd, a delivered message, of the returned-content of a delivery-report. For a submitted probe, the attribute indicates the
length in octets of the content 'of the subject-message. It is generated by the MS,
mg—content-length JATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ContentLength,
ORDERING \MATCHING~-RULE integerOrderingMatch,
NUMERATION single-~valued,
ID id-att-content-length }

11.2.15  Content-refurned

This general-attribute indicates whether a content has been returned in the Report-delivery abstract-operation. It is generated
by the MS. See 6.3.4.

ms-content-returned ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX BOOLEAN,

EQUALITY MATCHING~RULE booleanMatch,

NUMERATION single-valued,

ID id-att-content-returned }
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11.2.16 Content-type

This general-attribute identifies the type of the content of a message, and is generated from the content-type argument of the
Message-submission, Probe-submission, Message-delivery, and Report-delivery abstract-operations. See 8.2.1.1.1.34 of
ISO/IEC 10021-4. When present in an entry of the Auto-action-log entry-class it identifies the content-type of the entry
which was the subject of auto-action processing; where that entry is a delivered-report, the presence of the attribute is
conditional.

mt-content-type ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX UBJECT IDENTIFIER,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION single-valued,
iD id-att-content-type }

11.2.171 Conversion-with-loss-prohibited

This geheral-attribute contains the conversion-with-loss-prohibited argument of the Message-submission, Probe-submission,
and Mg¢ssage-delivery abstract-operations. It indicates whether conversion with loss/of-information was allpwed or
prohibifed by the originator. See 8.2.1.1.1.10 of ISO/IEC 10021-4,

mt~conversion-with~loss-prohibited ATTRIBUTE s:= {

WITH ATTRIBUTE-SYNTAX ConversionWithLossProhibited,

EQUALITY MATCHING-RULE integerMatch,

NUMERATION single-valued,

1D id-att-conversion-with-loss-prohibited }

11.2.1§ Converted-EITs

This ganeral-attribute, which is multi-valued, identifies theencoded-information-types of the content after conveysion, as
indicatgd by the Message-delivery abstract-operation; It is generated from the converted-encoded-information-types
argument of the Message-delivery abstract-operation. It is absent if no conversion took place. See 8.3.1.1.1.8 and 8.8.1.2.1.5
of ISOAIEC 100214, ‘

t-converted-EITs ATTRIBUTE ::= {
WITH ATTRIBUTE-~SYNTAX MS~EIT,
EQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION multi-valued,
ID id-att-converted-EITs }

11.2.19 Creation-time
This gdneral-attribute indicates the time at which an entry was created in the MS. It is generated by the MS. See 6.3.2.

NOTE { Two or more) consecutive entries may have the same creation-time.

s-dreation-time ATTRIBUTE ::= ({
WITH ATTRIBUTE-SYNTAX CreationTime,
CHING=RULE WECTimeMat nh'

ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
D id-att~creation~time }
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11.2.20 Deferred-delivery-cancellation-time

This general-attribute indicates the time at which the MTS confirmed the successful cancellation of the deferred-delivery of
a previously submitted message; see 8.3.3. It is generated by the MS.

ms-deferred-delivery-cancellation~time ATTRIBUTE ::=

WITH ATTRIBUTE-SYNTAX DeferredDeliveryCancellationTime,

EQUALITY MATCHING-RULE uTCTimeMatch,

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMERATION single-valued,

1D Td-att-deferred-delivery~cancellation-time ]

DeferredDeliveryCancellationTime ::= UTCTime

11.2.21 Deferred-delivery-time

This |general-attribute contains the deferred-delivery-time argument of the Message-submission abstract-operation, It
indicates the time before which a submitted message shall not be delivered to its recipient(s). See 8.2.1.1.1.12 of ISO/IEC

10021-4. Subscription to this attribute requires subscription to the Auto-correlate-reports auto-action; see 13.3. .
mt-deferred~delivery~time ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX DeferredDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att~deferred-delivery=time }

11.2.22 Deletion-time

Thisefeneral-atn'ibute may be present in entries of the.Message-log entry-class, and indicates the time at |[which the
corresponding entry in the Stored-message entry-class. Was deleted. In the case of a Submission-log entry for| which no
Subniission entry is created, the deletion-time attributé is generated when the Submission-log entry is created and s assigned
the sgme value as the entry's creation-time. It is génerated by the MS. See 16.1.4.

ns~deletion-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX DeletionTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING~RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att~deletion~time } ‘

DeletionTime ::= UTCTime

11.223 Delivered-EITs

This [general-attribute, which is multi-valued, identifies the encoded-information-types in the content of a message as
delivered, \It'is generated by the MS, and is derived from the original-encoded-information-types and the [converted-
encodled-information-types arguments of the Message-delivery abstract-operation.

ms-delivered-EITs ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MS~EIT,

EQUALITY MATCHING~RULE objectIdentifierMatch,
NUMERATION multi-valued,

iDp id-att-delivered-EITs }

NOTE - This attribute has the same value as converted-encoded-information-types (if present); otherwise, the same value as original-
‘encoded-information-types. 1t provides a convenient way of determining, in a single operation, the EITs present in the content,
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11.2.24 Delivery-flags

This general-attribute contains information derived from the arguments of the Message-delivery abstract-operation, It

indicates whether implicit-conversion of the content is prohibited. See 8.2.1.1.1.9 of ISO/IEC 10021-4.

mt-delivery~flags ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DeliveryFlags,

EQUALITY MATCHING-RULE bitStringMatch,
NUMERATION single-valued,

ID id-att~delivery-flags }

11.2.25 DL-expansion-history

This ggneral-attribute, which is multi-valued, contains a history of distribution-list expansion. If present in a delivered-
message, it contains one or more distribution-list names used during the expansion process. It is-absent if deli:;ry to the

MS-us¢r did not involve any expansion of a distribution-list. If present in a delivered-report, it contains the origi

tor name

and on or more distribution-list names used during the expansion process. It is absent if the-message, or the repor('s subject

message, did not involve any expansion of a distribution-list, See 8.3.1.1.1.7 and 8.3.1.2.1:3 of ISO/IEC 10021-4.

t-dl~expansion-history ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX DLExpansion,

OTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |
redirectionOrDLExpansionSubstringElementsMatch},

NUMERATION multi-valued,

ip id-att-dl-expansion~history }

11.2.26 DL-expansion-prohibited

This general-attribute contains the DL-expansion-prohibited argument of the Message-submission and Probe-sybmission

abstragt-operations; it indicates whether DL-expansion-within the MTS is prohibited for a recipient-name which
DL. Sge 8.2.1.1.1.6 of ISO/IEC 10021-4.

t-dl-expansion-prohibited ATTRIBUTEJ::= {

WITH ATTRIBUTE-SYNTAX DLExpansionProhibited,

EQUALITY MATCHING-RULE IntegerMatch,

NUMERATION single-valued,

D id-att-dl-expansion-prohibited }

11.2.27 Entry-type

This general-attribute-identifies the type of an entry; see 6.3.6. It is generated by the MS.

ms-entry<type ATTRIBUTE ::= {

WITH\ATTRIBUTE-SYNTAX EntryType,

EQUALITY MATCHING~RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch, =-- rule not defined in 1988 Application Conte]
NUMERATION single-valued,

denotes a

kts --—

ID id=—att-entrvu-tvyne 1}
m—Y CXs

11.2.28 Internal-trace-information

This general-attribute, which is multi-valued, documents the actions taken on the message (or probe or report) by each MTA
through which it passed as it transferred within an MD. It is generated from the Message-delivery-envelope and the Report-

delivery-envelope. See 12.2.1.1.1.4 of ISO/IEC 10021-4,

mt-internal-trace-information ATTRIBUTE ::= {

WITH ATTRIBUTE~SYNTAX InternalTraceInformationElement,
NUMERATION multi-valued,
1D id-att-internal-trace-information }
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11.2.29 Latest-delivery-time

© ISO/IEC

This general-attribute contains the latest-delivery-time argument of the Message-submission abstract-operation; it indicates
the time after which a message shall not be delivered to its recipient(s). See 8.2.1.1.1.13 of ISO/IEC 10021-4.

mt-latest-delivery-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX LatestDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMERATION single-valued,
ID id-att-latest-delivery-time }

11.2.30 Marked-for-deletion

This §
deleti
abstral

NOTE

11.2.3

n. Support for this attribute implies that the MS-user shall be able to create it or amend it\by means of
t-operation and the Auto-modify auto-action,

ms-marked-for-deletion ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX NULL,
NUMERATION single-valued,
D id-att-marked-for-deletion }

- The MS-user may use this attribute-type to support a two-stage entry deletion function, i.e. a 'wastebasket'.

1 Message-delivery-envelope

This T
operation. See Figure 2 (part 5) of ISO/IEC 10021-4,

11.2.3

mt-message—delivery-envelope ATTRIBUTE ::i=\¢

WITH ATTRIBUTE~SYNTAX MessageDeliveryEnvelope,
NUMERATION single~valued,
D id-~att-message-delivery-envelope }

)2 Message-delivery-time

This
8.3.1.

NO
order

78

.12 of ISO/IEC 10021-4:

ation are presetitin the per-recipient-report-delivery-fields general-attribute.

mt-message-delivery~time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageDeliveryTime,
EQUALITY MATCHING-RULE uTCTimeMatch,
ORDERING MATCHING-RULE uTCTimeOrderingMatch,

single-valued
7 7

- There is no generalatiribute corresponding to the delivery-time parameter of the Report-delivery abstract-operation,
0 be useful, this delivery-time must be correlated with the name of the recipient the message was delivered to. Bo

eneral-attribute indicates (by its presence or absence) whether the MS-user has marked the entry for spbsequent

¢ Modify

neral-attribute contains the message-delivery-envelope component of the argument of the Message-delivery abstract-

eneral-attribute contains the-message-delivery-time argument of the Message-delivery abstract-operatjon. See ‘

because in
th items of

Ib : id-att-message~delivery-time }
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This general-attribute, which is multi-valued, identifies the message-group-names which the MS-user has attached to an
entry; see 6.4. Support for this general-attribute implies that the MS-user shall be able to create or amend it by use of the
Modify abstract-operation and the Auto-modify auto-action. An attempt to assign a message-group-name attribute-value
which has not been registered previously by means of the Register-MS abstract-operation shall result in the generation of a
message-group-error. Each value of the attribute shall be distinct,

NOTE

11.2,34) Message-identifier

ms-message—-group-name ATTRIBUTE ::= {

WITH ATTRIBUTE-~SYNTAX anengn(‘rnnp‘k‘lnmn'
EQUALITY MATCHING-RULE m$StringListMatch,
OTHER MATCHING-RULES {mSSingleSubstringListMatch |

mSStringListElementsMatch |
mSSingleSubstringListElementsMatch |

valueCountMatch},
NUMERATION multi-valued,
iD id~att-message-group-name }

-| The maximum number of group-name-parts which will be present in a message-group-name may be determined

This g}eral-attribute contains an MTS-identifier that distinguishes this message or probe from all other submitted rT:ssages

from the

and probes, and delivered messages. It contains the message-submission-identifier or probe-submission-identifier yesult of
the Massage-submission or Probe-submission abstract-operation, or ‘the message-delivery-identifier argument| of the
Messagg-delivery abstract-operation. It is generated by the MTS. See'8.2.1.1.2.1, 8.2.1.2.2.1, and 8.3.1.1.1.1 of ISO/IEC
10021-4.
mt~-message-identifier ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MTSIdentifier,

EQUALITY MATCHING-RULE mTSIdentifierMatch, =-=~ rule not defined in 1988 Application Contpxts ==

NUMERATION single-valued,

ID id-att-message-identifier }
11.2.35 Message-notes
This geperal-attribute, which is multicvalued, contains textual annotations specified by the MS-user. The meaning pttached

0 create

to mesTge-notcs is of concern only to the MS-user. Support for this attribute implies that the MS-user shall be able
or ame;

NOTE

d it by means of the Madify abstract-operation and the Auto-modify auto-action.

{ The attribute may Contain keywords, annotations, or reminders chosen by the MS-user, but does not represent information
conveyed by the MTS.
ns-message=notes ATTRIBUTE ::= {
WITH “ATTRIBUTE-SYNTAX GeneralString (SIZE (l..ub-message-notes-length)),
EQUALITY MATCHING~RULE nSStringMatch,
SUBSTRINGS MATCHING-RULE mS$SubstringsMatch,
NUMERATION multi-valued,
ID id—att-message-notes }
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11.2.

36 Message-origin-authentication-check

©ISO/IEC

This general-attribute contains the message-origin-authentication-check argament of the Message-submission and Message-
delivery abstract-operations. It provides the recipient(s) of a message with a means of authenticating its origin and may be
generated by the originator of the message. See 8.2.1.1.1.29 of ISO/IEC 10021-4.

mt-message~origin-authentication-~check ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MessageOriginAuthenticationCheck,
NUMERATION single-valued,
1D id-att-message-origin-authentication-check }

11.2,

This
deli

polig
1002

11.2;

Fig

11.2}

This

ISO,

Thils’lgeneral-am'ibute contains the envelope component of the argument of the Message-submission abstract-opel

37 Message-security-label

general-attribute contains the message-security-label argument of the Message-submission, Probe-submissio

, Message-

ry, and Report-delivery abstract-operations. It comprises a set of security attributes which'may include [a security-

y-identifier, a security-classification, a privacy-mark, and a set of security-categories,. ‘See 8.2.1.1.1.30

1-4,
mt-message-security-label ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageSecurityLabel,
NUMERATION single-valued,
1D id-att-message-security-label

38 Message-submission-envelope

¢ 2 (part 3) of ISO/IEC 10021-4,

mt-message-submission-envelope ATTRIBUTE ::=\Y
WITH ATTRIBUTE~SYNTAX MessageSubnissionEnvelope,
NUMERATION single~valued,
D id-att~-message~-submission-envelope }

39 Message-submission-time

general-attribute indicates the time at which the MTS accepted responsibility for the message or probe. It ¢
messpge-submission-time result(of Message-submission, or the probe-submission-time result of Probe-submissfon, or th
mes%e-submission—time argument of Message-delivery. It is generated by the MTS. See 8.2.1.1.2.2 and 8.]
C 10021-4.
mt~-message~submission-time ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX MessageSubmissionTime,
EQUALITY MATCHING-RULE uTCTimeMatch,:
ORDERING MATCHING-RULE uTCTimeOrderingMatch,
NUMBRATION single-valued,
ID id=att-message-submission-time }

f ISO/IEC

ation, See

ontains the

.1.2.22 o

11.2.40 Message-token

This general-attribute contains the message-token argument of the Message-delivery abstract-operation. It is generated by
the originator of the message. See 8.2.1.1.1.26 of ISO/IEC 10021-4. In submitted-message entries, this information is
contained in the per-recipient-message-submission-fields attribute.

mt-message~token ATTRIBUTE ::= {

WiITH ATTRIBUTE-SYNTAX MessageToken,
NUMERATION single-~valued,
Ip id~att-message~token }
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11.2.41 MS-originated

This general-attribute indicates whether the message represented by a submitted-message entry was submitted by the MS as
a consequence of the performance of an auto-action, or whether it was submitted by the MS-user. The attribute is present in
the former case and absent in the latter. It is generated by the MS,

ms—-originated ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX NULL,
NUMERATION single-valued,
iDp jd~att-ms-originated }

11.2.42 MS-submission-error
This general-attribute may be present in entries of the Submission-log entry-class and indicates the error returned by the MS-

messgge-submission or MS-probe-submission abstract-operation that caused the creation of the entry: It is genergted by the
MS.

ms-submission-error ATTRIBUTE ::= {

WITH ATTRIBUTE~SYNTAX SubmissionError,
NUMERATION single-valued,
D id«att—ms—submissiqn-error }

SubmissionError ::= CHOICE {
submission~control-violated fi1] NULL,
originator-invalid [2] NULL,
reciplent-improperly-~specified [3] ImproperlySpecifiedRecipients,
element-of~service-not-subscribed [4] NULL,

inconsistent~-request [11] NULL,

security~error [12] SecurityProblem,
unsupported-critical-function {13] NULL,

remote-bind-error {151 NULL,

service-error [27) ServiceErrorParameter,
message~-group-error [30]. MessageGroupErrorParameter,
ms-extension-error [31]\MSExtensionErrorParameter,
entry-class—error [34] EntryClassErrorParameter }

Each|component of submission-error corresponds to one of the errors defined for the MS-message-submission and MS-
probg-submission abstract-operations. The tag numbers correspond to the remote error codes. See 8.3.1 and 8.3.2

11.243 Original-EITs

subntitted, or specified in'the envelope of a submitted probe. It is generated from the original-encoded-information-types
argurpent of the Message-delivery, Report-delivery, Message-submission, and Probe-submission abstract-operafions. See
8.2.111.1.33 of ISOfIEC 10021-4.

Thi:sigeneral-atnibute, which-is multi-valued, identifies the encoded-information-types in the content of the ”:Eessage as

mt-original~-EITs ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX MS-EIT,

BQUALITY MATCHING-RULE objectIdentifierMatch,
NUMERATION multi-valued,

ID id—att~oriqinal-EITa }

81


https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

11.2.44 Originally-intended-recipient-name

This general-attribute contains the originally-intended-recipient-name argument of the Message-delivery abstract-operation,
and is present if the message has been redirected. See 8.3.1.1.1.4 of ISO/IEC 10021-4.

mt-originally-intended-recipient-name ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatchl},
NUMERATION single-valued,
iDp id-att-originally-intended~recipient-name }

11.2.45 Originating-MTA-certificate

This ieneral-attribute contains the originating-MTA-certificate result of the Message-submission-abstract-operation, ' It is
generated by the MTA to which the message was submitted. See 8.2.1.1.2.3 of ISO/IEC 10021-4,

mt-originating-MTA~certificate ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OriginatingMTACertificate,
NUMERATION single~valued,
D id-att-originating-MTA-certificate}

11.2. Originator-certificate

This general-attribute contains the originator-certificate argument of the Message-submission, Probe-submission, and
Messdge-delivery abstract-operations. It is generated by a trusted sSource (e.g. a certification-authority), and may be¢ supplied
by the|originator of the message. See 8.2.1.1.1.25 of ISO/IEC 10021-4.

mt-originator-certificate ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX OriginatorCéntificate,
NUMERATION single-valued,
1D id-att~originator-certificate }

11.2.47 Originator-name

This general-attribute contains the originator-name argument of the Message-submission, Probe-submission, and [Message-
delivety abstract-operations. See 8.2:1.1.1.1 of ISO/IEC 10021-4. '

mt-originator-name AAPTRIBUTE ::= {
WITH ATTRIBUTE<SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATTION single-valued,
1D id-att-originator-name }

11.2.48 “ Originator-report-request

This general-attribute, which is multi-valued, contains the originator-report-request argument of the Message-submission
and Probe-submission abstract-operations. See 8.2.1.1.1.22 of ISO/IEC 10021-4. The ordering of the values of this attribute
matches the ordering of the values of the per-recipient-message-submission-fields attribute.

mt-originator-report-request ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX OriginatorReportRequest,
NUMERATION multi-valued,
ID id-att~originator-report-request }
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11.2.49 Originator-return-address

This general-attribute contains the originator-return-address argument of the Message-submission and Message-delivery

abstract-operations; it indicates the postal-OR-address of the originator of the message. See 8.2.1.1.1.21 of ISO/IEC
10021-4.

mt-originator-return-address ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX OriginatorReturnAddress,
NUMERATION ) single-valued,
ID id~att-originator~return-address }

11.2.5(0 Other-recipient-names

This general-attribute, which is multi-valued, contains the other-recipient-names argument of the Message-dclivery pbstract-
operatipn. See 8.3.1.1.1.6 of ISO/IEC 100214,

pt~other~-recipient-names ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORName,

EQUALITY MATCHING-RULE oRNameMatch,

OTHER MATCHING-RULES {ocRNameElementsMatch | oRNameSubstringBlementsMatch |
oRNameSingleElementMatch},

NUMERATION multi~valued,

iD id-att~other-recipient~names }

11.2.51 Parent-sequence-number

This gdneral-attribute identifies the entry's parent-entry. It is generated by the MS. It is always present in a child-¢ntry and
is abseIt in a main-entry, See 6.3.4.

s-parent-sequence-number ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerQrderingMatch,
NUMERATION singleée-valued,
ID id«dtt-parent-sequence~number }

11.2.52 Per-message-indicators

submission abstract-operations.-These include the implicit-conversion-prohibited, alternate-recipient-allowed, disclpsure-of-

This gferal-attribute comprises.various arguments of the Message-submission and (for the first two arguments) the Probe-
other-

cipients, and content-return-request arguments. See Figure 2 (part 10) of ISO/IEC 100214,

nt ~per-message-indicators ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX PerMessagelIndicators,

EQUALITY MATCHING-RULE bitStringMatch,

NUMERATION single-valued,

D, ld-att-per-message-indicators }

11.2.53 Per-recipient-message-submission-fields

This general-attribute, which is multi-valued, contains the per-recipient-fields component of the Message-submission-
envelope. See Figure 2 (part 7) of ISO/IEC 10021-4.

mt-per-recipient-message—-submission-fields ATTRIBUTE ::= {

WITH ATTRIBUTE-~SYNTAX PerRecipientMessageSubmissionFields,
NUMERATION multi-valued,
D id-att-per~recipient-message-submission-fields }
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11.2.54 Per-recipient-probe-submission-fields

This general-attribute, which is multi-valued, contains the per-recipient-fields component of the Probe-submission-envelope.
See Figure 2 (part 8) of ISO/IEC 10021-4. ‘

mt-per-recipient-probe-submission-fields ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX PerRecipientProbeSubmissionFields,
NUMERATION multi-valued,
ID id~att-per-recipient-probe-submission~fields }

11.2.'55 Per-recipient-report-delivery-fields

This general-attribute, which is multi-valued, contains the per-recipient-fields component of the Report-delivery-envelope.
See Higure 2 (part 9) of ISO/IEC 10021-4, ‘

mt-per-recipient~report-delivery-fields ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX PerRecipientReportDeliveryFields,
NUMERATION multi-valued,
ID id~att-per-recipient~report-delivery-fields }
11.2.56 Priority

This [general-attribute contains the priority argument of the Message-submission and Message-delivery abstract-pperations.
If novalue for the parameter is supplied in the Message-submission or{Message-delivery abstract-operation then the attribute
is generated with the default value for priority. See 8.2.1.1.1.8 of ISOAEC 10021-4.

nt-priority ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX Priority,

EQUALITY MATCHING-RULE integerMatch,

ORDERING MATCHING-RULE integerOrderingMatch, -~ rule not defined 1in 1988 Application Contexts --
NUMERATION single-valued,

iD id-att-priority }

11.257 Probe-origin-authentication-check

This |general-attribute contains the probe-origin-authentication-check argument of the Probe-submission abstract-operation.
It pjfides any MTA through which the probe is transferred with a means of authenticating its origin. It may bg generated
by the MS-user when originating-the probe. See 8.2.1.2.1.1 of ISO/IEC 10021-4, ‘

mt-probe-origin-adthentication~check ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProbeOriginAuthenticationCheck,
NUMERATION single-valued,
iD id-att~probe—origin-authentication-check }

11.2)58 . Probe-submission-envelope

This lgeneral-attribute contains theex obe-submission-abstract-operation. See
Figure 2 (part 3} of ISO/IEC 10021-4.
mt-probe-submission-envelope ATTRIBUTE :1:= {
WITH ATTRIBUTE~SYNTAX ProbeSubmissionEnvelope,
NUMERATION single-valued,
ip id-att-probe-submission-envelope }
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11,259 Proof-of-delivery-request
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This general-attribute contains the proof-of-delivery-request argument of the Message-delivery abstract-operation. It may be
generated by the originator of the message. In submitted-message entries, this information may be found in the per-
recipient-message-submission-fields attribute, See 8.2.1.1.1.32 of ISO/IEC 10021-4.

mt~proof-of-delivery-request ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProofOfDeliveryRequest,
EQUALITY MATCHING-RULE integerMatch, ~-- rule not defined In 1988 Application Contexts =-
NUMERATION single~valued,
iD ld-att-proof-of-delivery-request }

11.2.60 Proof-of-submission

This general-attribute contains the proof-of-submission result of the Message-submission abstract-operation, It pt

MS-y

11.2.¢

r with proof of submission of a message to the MTS, See 8.2.1.1.2.4 of ISO/IEC 10021-4.
mt-proof-of-submission ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ProofOfSubmission,
NUMERATION single~valued,
D id-att-proof~of-submission }
1 Recipient-names

comppnents of the Message-submission-envelope and Probe-submission-envelope. It is generated by the MS. T
of thl values of this attribute matches the ordering of the values of the per-recipient-message-submission-fiel

recip!

nt-probe-submission-fields) atiribute. See 8.2.1.1.1.2 6fISO/IEC 10021-4,

ms-recipient-names ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ORName,

EQUALITY MATCHING-RULE oRNameMatch,

OTHER MATCHING~RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatchl},

NUMERATION multi-valued,

ip id-att-recipient-names }

11.2.62 Recipient-reassignment-prohibited

pvides the

ordering
s (or per-

This general-attribute, which is multi-valued, contains the recipient-name components specified in the per-reci%f'ent-ﬁelds

This [general-attribute contains the recipient-reassignment-prohibited argument of the Message-submission and Probe-
submyjssion abstract-operations. It indicates whether a message or probe submitted by the MS-user may be red.ﬂzc’
recipient-assigned-alternate-recipient registered by the intended-recipient. See 8.2.1.1.1.4 of ISO/IEC 100214,

mt-recipient-reassignment-prohibited ATTRIBUTE ::= {

WITH ‘ATTRIBUTE~SYNTAX RecipientReassignmentProhibited,

EQUALITY MATCHING~RULE integerMatch,

NUMERATION single~valued,

1D id-att-recipient~reassignment-prohibited }

ted to a
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11.2.63 Redirection-history
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This general-attribute, which is multi-valued, contains the history of recipient redirection(s) with reason(s) from the
Message-delivery or Report-delivery abstract-operations. In the latter case, the redirections concern the delivery report itself
rather than the report's subject message. See 8.3.1.1.1.5 of ISO/IEC 10021-4,

mt-redirection-history ATTRIBUTE ::= {
WITH ATTRIBUTE~SYNTAX Redirection,
OTHER MATCHING-RULES {redirectionOrDLExpansionMatch |
redirectionOrDLExpansionElementsMatch |

11.2.64 Report-delivery-envelope

This
opera

11.2,45 Reporting-DL-name

This §

DL that forwarded the report to the owner of the DL. See 8.3.1.2.1.4 of ISO/IEC 10021-4.

11.2.66 Reporting-MTA-certificate

This g
the ce

redirectionQrDL ExpansionSubstri ngElementsMatoh—

redirectionReasonMatch},
NUMERATION multi-valued,
1D id-att-redirection-history }

general-attribute contains the report-delivery-envelope component of the argument of the Report-dehvery
ion, See Figure 2 (part 9) of ISO/IEC 10021-4,

mt-report-delivery-envelope ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX ReportDeliveryEnvelope,
NUMERATION single-valued,
ID id-att-report~delivery-envelope\'}

reneral-attribute contains the reporting-DL-name argument, of the Report-delivery abstract-operation. It ide

mt-reporting-DL-name ATTRIBUTE ::= {

WITH ATTRIBUTE-SYNTAX ReportingDLName,

EQUALITY MATCHING~RULE oRNameMatch, -- rule not defined in 1988 Application Contexts -

OTHER MATCHING-RULES {oRNameElement sMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},

NUMERATION single-valued,

ID id-att-reporting-DL-name }

reneral-attribute contains-the reporting-MTA-certificate argument of the Report-delivery abstract-operatlon.
ptificate of the MTA-that generated the report. See 8.3.1.2.1.12 of ISO/IEC 10021-4.

mt-reporting<MTA~certificate ATTRIBUTE ::= {
WITH APTRIBUTE-SYNTAX ReportingMTACertificate,
NUMERATION single-valued,
Ip id-att-reporting-MTA-certificate }

abstract-

ntifies the

t contains

11.2.

7 Report-origin-authenticafion-check

This general-attribute contains the report-origin-authentication-check argument of the Report-delivery abstract-operation. It
provides a means of authenticating the origin of the report. See 8.3.1.2.1.13 of ISO/IEC 10021-4,
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11.2.68 Retrieval-status

This general-attribute indicates the retrieval-status of an entry; see 6.3.8. If the Modify abstract-operation is available, the
MS-user shall be able to amend the attribute, provided that its existing value is listed and the replacement value is processed.
The attribute is not subject to modification by means of the Auto-modify auto-action. In an entry of the Message-log entry-
class, the attribute reflects the retrieval-status of the corresponding Stored-message entry. In an entry of the Auto-action-log
entry-class, the attribute indicates the retrieval-status of the entry itself (not that of the auto-action-subject-entry). The
attribute is created and maintained by the MS.

> e L
v T

WITH ATTRIBUTE~-SYNTAX RetrievalStatus,

EQUALITY MATCHING-~RULE integerMatch,

NUMERATION single-valued,

iD id-att-retrieval-status }

11.2.69 Security-classification

This general-attribute comprises the security-classification component of the message-security-label. It is defiped as a
‘ separate attribute to allow its use in the Summarize abstract-operation. See 8.5.9 of ISO/IEC10021-4. '

ht-security~classification ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SecurityClassification,
EQUALITY MATCHING-RULE integerMatch,
NUMERATION single~valued,
ID id-att-security-classification }

11.2.79 = Sequence-number

This general-attribute identifies the entry containing the attribute, It is allocated by the MS when the entry is created. See

6.3.2,
ns~-sequence-number ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX SequenceNumber,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING-RULE integerOrderingMatch,
NUMERATION single~valued,
ID id-att-sequence-number }

. 11.2.71 Storage-period

This general-attribute indicates the period, in seconds, for which the MS-user anticipates that storage of the entiy will be
requirgd, relative to its€reation-time. An entry becomes subject to deletion by the Auto-delete auto-action when it§ storage-
period|expires; see 13:4:” An MS that supports this general-attribute shall support its creation and amendment by the Modify
abstragt-operation-and the Auto-modify auto-action; it shall also support the storage-time general-attribute to which this
generdl-attribute.is semantically related. A given value of the storage-period attribute is equal to the valye of the

ms—-storage-period ATTRIBUTE ::= {
WITH ATTRIBUTE-SYNTAX StoragePeriod,
EQUALITY MATCHING-RULE integerMatch,
ORDERING MATCHING~RULE integerOrderingMatch,
NUMERATION single-valued,
D id-att-storage-period 1}
StoragePeriod ::= INTEGER ~~ secondg~-

NOTE - This attribute is intended for use with the Auto-modify auto-action, to enable the MS-user to add a storage-time equal to a fixed
period after entry creation to selected entries. This is not possible using storage-time directly as that attribute contains an absolute time.
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11.2.72 Storage-time
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This general-attribute indicates the date and time at which the MS-user estimates that storage for the entry will no Ionger be
required. An entry becomes subject to deletion by the Auto-delete auto-action when its storage-time is reached; see 13.4.
An MS that supports this general-attribute shall support its creation and amendment by the Modify abstract-operation and the
Auto-modify auto-action; it shall also support the storage-period general-attribute to which this general-atiribute is
semantically related. The creation, modification, or deletion of the storage-time general-attribute is reflected in the creation,
modification, or deletion of the storage-period general-attribute; i.¢. the semantic link between the two is always preserved.

11.2.

ISO

/3  Subject-submission-identifier
This |[general-attribute contains the subject-submission-identifier argument of the Report-delivery abstract-ope
indicgtes the message-submission-identifier or the probe-submission-identifier of the subject of the report. See 8.3
C 10021-4.
mt-subject~-submission-identifier ATTRIBUTE ::= {
~ WITH ATTRIBUTE-SYNTAX SubjectSubmissionIdentifier,

EQUALITY MATCHING-RULE mTSIdentifierMatch, ~=\rule not defined in 1988 Application Co

NUMERATION single-valued,

ID id-att-~subject-submission-identifier }

11.2.

This general-attribute contains the this-recipient-name argument of the Message-delivery abstract-operation, and

the M

11.2.

3 AMORTRIINE I
eI TN TOU I T

WITH ATTRIBUTE-SYNTAX StorageTime,

EQUALITY MATCHING~RULE uTCTimeMatch,

ORDERING MATCHING-RULE uTCTimeOrderingMatch,

NUMERATION single-valued,

iD id-att-storage~time }
StorageTime ::= UTCTime

/4 This-recipient-name

S-user. See 8.3.1.1.1.3 of ISO/IEC 10021-4.
mt~this-recipient-name ATTRIBUTE :1:= ({
WITH ATTRIBUTE-SYNTAX ORName,
EQUALITY MATCHING-RULE oRNameMatch,
OTHER MATCHING-RULES {oRNameElementsMatch | oRNameSubstringElementsMatch |
oRNameSingleElementMatch},
NUMERATION single-valued,
iDp id-att-this-recipient-name }

75 Trace-information

thr
Re

Thlsgneral—attribute, which is multi-valued, documents the actions taken on the message (or probe or report) by
0

ration. It

.1.2.1.1 of

htexts --

identifies

each MD

h which it passed as it transferred through the MTS. It is generated from the Message-delivery-envelope and the

~delivery-envelope. See 12.2.1.1.1.3 of ISO/IEC 10021-4.

113

nmt-trace~information ATTRIBUTE ::= {

WITH ATTRIBUTE~-SYNTAX TraceInformationElement,
NUMERATION multi-valued,
ID id-att~trace-information }

The Attribute-table information object set

'The Attribute-table information object set is used as a constraining set in this part of ISO/IEC 10021 where related fields of
ithe ATTRIBUTE information object class are referenced in the MS abstract-syntax. It comprises two object sets:
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AttributeTable ATTRIBUTE ::= {
GeneralAttributes | ContentSpecificAttributes }

The General-attributes information object set contains the general-attributes defined in this part of ISO/IEC 10021. It is
defined in Annex C. An MS implementation is not constrained to support only those general-attributes present in the
General-attributes object set.

The Content-specific-attributes information object set is an empty, extensible set. Where an MS offers support for a given
content-type, the attribute-types associated with that content-type shall be regarded as objects populating the Content-
specific-attributes object set

ContentSpecificAttributes ATTRIBUTE :(:= { ... }

11.4 | Generation of the general-attributes

This spbclause describes how the general-attributes are generated. The information is summarized in Table 4; definjtive
attribyte descriptions are given in 11.2. For a description of the classifications used see 5.3.
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Table 4 - Generation of the General-attribute-types

Stngle/ | Source Source
Attribute-type name multl | o rameter generated | Generation rules
. valued . by
AC-correlated-report-list M |- MS A value is generated for each
originally specified recipient,
identifying the per-recipient-report-
delivery-fields which have been
correlated with that recipient.
AC-report-summary M |- MS The initial values are the values of
originator-report-request. They arft‘
updated as reports are received. Ope
value is generated for each originally
specified recipient.
AC-uncorrelated- M |- MS A value is generated for each per-
report-list recipient-report-delivery-fields which
cannot be correlated with an
originallyspecified recipient.
Auto-action-error S - MS The atttibute-value is the value of the
errorgenerated as the result of auig-
action processing.
Auto-action-registration- S - MS The attribute-value is the registratipn-
identifier identifier of a registered auto-actiop
executed by the MS.
Auto-action-subject S - MS The attribute-value is the sequence}
number of an entry to which auto-
action processing was applied.
Auto-action-type S - MS The attribute-value is the type of a
registered auto-action executed by
the MS.
Child-sequence-numbers M |- MS A value is generated for each child;
entry belonging to a parent-entry.
Content S content Ms, The attribute-value in the delivered
Md or submitted message entry is the
value of the source parameter.
returned-content Rd The attribute-value in the returned-
content child-entry of the delivered-
report entry is the value of the sour[.e
parameter.
Content-confidentiality- S content- Ms, The attribute-value is the value of fhe
algorithm-identifier confidentiality- Md source parameter,
algorithm-identifier
Content-correlator S | content-correlator Ms, Ps, | The attribute-value is the value of fhe
Rd source parameter,
Content-identifier S content-identifier Ms, Ps, | The attribute-value is the value of 1he
Md, Rd | source parameter.
Content-integrity-check S content-integrity- Md The attribute-value is the value of the
check SOUICe parameter,
Content-length S - MS The (approximate) size of the content
in octets,
content-length Ps The attribute-value is the value of the

source parameter.
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Table 4 (continued)
Slnglt_!/ Source Source

Attribute-type name multh |y rameter generated | Generation rules

valued by

Content-returned S - MS The value is set to true if returned-
content is present in a Report-
delivery and to false if not present.

Content-type S content-type Ms, Ps, | If represented by Object Identifier,

Md; Rd—-mrvmrufﬂwmrpwmq!
represented by Integer, converted
the corresponding Object Identifier,

Conversion-with-loss- S conversion-with- Ms, Ps, | The attribute-value is the value of the

prohibited loss-prohibited Md source parameter.

Converted-EITs M | converted- Md A corresponding value is generated

' encoded- from each bit thatis-set to 1 in the
information-types built-in-encoded-information-types
component of,Jand from each
extended-éncoded-information-type
present in the converted-encoded-
information-types parameter.

Creation-time S - MS The time of creation of the entry.

Deferred-delivery- ) - MS The time at which the Cancel-

cancellation-time deferred-delivery abstract-operation

‘ was performed.

Deferred-delivery-time S | deferred-delivery- Ms The attribute-value is the value of the
time source parameter.

Deletion-time S |- MS Generated when the entry to which
this Message-log entry correspondsl|is
deleted.

Delivered-EITs M | converted-encoded- MS Converted-EITs if converted-
information-types, encoded-information-types is present;
if present; Original-EITs otherwise.
original-encoded-
information-types
otherwise

Delivery-flags S delivery-flags Md The attribute-value is the value of the

| source parameter. If there are no
delivery-flags in the Md, generate g
default value with no flags set.

DL-expansion-history M | dl-expansion- Md A corresponding value is generated,
history from each component of the

SEQUENCE.,
originator-and-dl- Rd A corresponding value is generated
expansion-history from each component of the
SEQUENCE.,

DL.-expansion-prohibited S dl-expansion- Ms, The attribute-value is the value of the

prohibited Ps source parameter.
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Table 4 (continued)
Single/ | Source Source
Attribute-type name mult] parameter generated | Generation rules
valued hy
Entry-type S Md Argument MS The value is "delivered-message".

Rd Argument MS The value is "delivered-report”. Ifa
returned-content is present, a child-
entry which contains the returned-
TONIENT 1S created and given an enigy-
type of "returned-content”.

Ms Argument MS The value is "submitted-message”.

Ps Argument MS The value is "submitted-probe”

Ms Argument MS The value is "draft-message"”

MS The value is "auto-action-event”
Internal-trace- M | internal-trace- Md A corresponding value is generateq
information information Rd from each component of the
SEQUENCE.
Latest-delivery-time S latest-delivery- Ms The attribute-value is the value of the
time source parameter,
Marked-for-deletion S Modify Argument, Mod, Generated by the Modify abstract-
Auto-modify Amod operation or the Auto-modify autof
Argument action,
Message-delivery- S MegsageDelivery Md The attribute-value is the value of the
envelope Envelope source parameter.
Message-delivery-time N message-delivery- Md The attribute-value is the value of the
time source parameter,
Message-group-name M | Modify Argument, Mod, Generated by the Modify abstract-

Auto-modify. Amod | operation or the Auto-modify auto;

Argument action.

Message-identifier S message- Ms, The attribute-value is the value of the
submission- source parameter.,

identifier,

probe-submission- Ps

identifier,

message-delivery- Md

identifier

Message-notes M | Modify Argument, Mod, Generated by the Modify abstract-

Auto-modify Amod operation or the Auto-modify auto

Argument action.

Message-origin, ) message-origin- Ms, The attribute-value is the value of the
authentication-Check authentication- Md source parameter,

check

| Message“security-label S message-security- Ms, Ps, | The attribute-value is the value of the
‘ label Md, Rd | source parameter.
Message-submission- S Message- Ms The attribute-value is the value of the
L -envelope: Submission Source-parameter;
Envelope
Message-submission- S | message- Ms,Md | The atiribute-value is the value of the
time submission-time source parameter.

probe-submission- Ps The attribute-value is the value of the

time source parameter,

Message-token S | message-token Md The attribute-value is the value of the
source parameter,
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Table 4 (continued)
Single/ | Source Source
Attribute-type name multi | 5o rameter generated | Generation rules
valued by
MS-originated S - MS Set true if the MS originated this
message in auto-action processing,
MS-submission-error S MS-message- MS Generated from the ERROR returned
submission error, by the MS-message-submission or
MS-prebe MS-probe-submission-abstract-
submission error operations.
Original-EITs M | original-encoded- Ms, Ps, | A corresponding value is generatef
‘ information-types Md, Rd | from each bit that is set to'L.in the
built-in-encoded-information-types
component of, and from each
extended-encoded-information-type
present in the otiginal-encoded-
informatiofi-types parameter.
Originally-intended- S originally- Md The attribute-value is the value of|the
recipient-riame intended-recipient- source parameter.
name
Originating-MTA- S originating-mta- Ms The attribute-value is the value of|the
certificate certificate source parameter
Originator-certificate S | originator- Ms,Ps," | The attribute-value is the value of|the
certificate Md source parameter.
Qriginator-name S originator-name Ms, Ps, | The attribute-value is the value of|the
Md source parameter.
Originator-report-request | M | originator-report- Ms, The attribute-value is the value 011 the
request Ps source parameter
Originator-return-address S originator-féturn- Ms, Md | The attribute-value is the value of| the
address source parameter
Other-recipient-names M | other-recipient- Md A corresponding value is generated
names from each component of the
SEQUENCE.
Parent-sequence-number S - MS When creating a child-entry, this
attribute is generated with the
corresponding parent-entry's
sequence-number as value.
Per-message-indicators S per-message- Ms, The attribute-value is the value of the
indicators Ps source parameter, If absent from [Ms
or Ps, generate a zeroed bit string| by
default.
Per-recipient-message- M | PerRecipient- Ms The attribute-value is the value o[ the
submission-fields Message- source parameter
SubmissionFields
Per-recipient-probe- M | PerRecipient- Ps The attribute-value is the value o[ the
snbmission-fields Probe- source parameter
SubmissionFields
Per-recipient-report- M | per-recipient- Rd A corresponding value is generated
delivery-fields fields from each component of the
SEQUENCE.
Priority S | priority Ms, The attribute-value is the value of the
Md SOurce parameter.
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Table 4 (concluded)
Single/ | Source Source

Attribute-type name multl | o rameter generated | Generation rules

valued : by

Probe-origin- S probe-origin- Ps The attribute-value is the value of the

authentication-check authentication- source parameter.

check .

Probe-submission- S ProbeSubmission- Ps The attribute-value is the value of the

envelope Envelope source parameter

Proof-of-delivery-request S proof-of-delivery- Md | The attribute-value is the value'of| the

request ‘ source parameter,

Proof-of-submission S | proof-of- Ms The attribute-value is the value of|the

submission source parameter

Recipient-names M | recipient-name Ms The attribute-value-is'the value of|the

Ps source parameter

Recipient-reassignment- S recipient-reassign Ms, The attribute-vahie is the value of|the

prohibited ment-prohibited Ps source parameter

Redirection-history M | redirection-history | Md,Rd | A corresponding value is generatel
from each component of the
SEQUENCE.

Report-delivery-envelope | S | ReportDelivery Rd The attribute-value is the value of|the

Envelope source parameter.

Reporting-DL-name S | reporting-dl-name Rd The attribute-value is the value of the
source parameter.

Reporting-MTA- S reporting-MTA- Rd The attribute-value is the value of|the

certificate certificate source parameter.

Report-origin- S report-origin- Rd The attribute-value is the value offthe

authentication-check authentication- source parameter,

check 1

Retrieval-status S - MS Generated when the entry is creatgd;
given the value 'new’.

Security-classification ) seeurity- Md The attribute-value is the value of|the

classification Rd source parameter.

Storage-period S Modify Argument, Mod, Generated by the Modify abstract-

Auto-modify Amod | operation or the Auto-modify autor
Argument action, Storage-time is generated pt
the same time,

Storage-time S Modify Argument, Mod, Generated by the Modify abstract-

Auto-modify Amod | operation or the Auto-modify autor
Argument action. Storage-period is generate at
the same time.

Sequence-number S - MS ‘When creating an entry, the MS
assigns a unique value for this
attribute in ascending order,

Subject-submission- S subject- Rd The attribute-value is the value of|the

identifier submission- source parameter.

identifier

This-recipient-name S this-recipient- Md The attribute-value is the value of the

name source parameter.

Trace-information M | trace-information Md A corresponding value is generated

Rd from each component of the

SEQUENCE.
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11.5  Attribute-types subscription

Attribute-type subscription is a local matter. If the attribute-type subscription is changed so that fewer attribute-types are
subscribed to, then the MS-user may continue to have access to all attributes originally subscribed to for messages present in
the MS at the time the subscription was changed. The handling of attributes for which subscription has been cancelled is a
local matter. Similarly, when a new attribute is subscribed to, the MS-user may not have access to this attribute for messages
present in the MS at the time the subscription was changed.

11.6 ~attri = iffcation

Of thg general-attribute-types, only those listed below are subject to modification by the Modify abstract-operation, and,
excepf for retrieval-status, by the Auto-modify auto-action. With the exception of retrieval-status, where an M§ supports
one of|these attributes, it shall support its modification by the Modify abstract-operation.

a) Marked-for-deletion
b) Message-group-name
c) Message-notes

d) Retrieval-status

e) Storage-period

D Storage-time

Detailg of content-specific attributes that are subject to modification are'given in the Specification which defines the¢ content-
type cpncerned.

12 General matching-rules

The general-matching-rules may be applied to the attributes of an entry of any content-type. Other matching-rujes, which
are cqntent-specific, are defined in the relevant Specification. Some of the rules are based on matching-rules defined in
ISO/IEC 9594-2 and ISO/IEC 9594-6. The MATCHING-RULE information object class used in this part of ISO/IEC 10021
is des¢ribed in 6.3.9.3. '

12,1 | MS-string syntax
The aftribute-syntax of some-attribute-types allows the same information to be represented in different forms:
— as either a Numeric String or Printable String;

— as either-aPrintable String or Teletex String.

For the standatd attributes of OR-address, these alternative forms of representation are listed in Table 9 of ISO/IEC 10021-2.
It is cpnvenient to define an ASN.1 syntax for specifying these optional forms in matching-rule-assertions:

Msstring {INTEGER : maxSize} ::= CHOICE ({
printable PrintableString (SIZE (1..maxSize)),
teletex TeletexString (SIZE(l..maxSize)),
general GeneralString (SIZE (l..maxSize)),
universal UniversalString (SIZE(l..maxSize)),
bmp BMPString (SIZE (l..maxSize)) }

When the MS-string type is used as the assertion-syntax in a matchmg-rule-assemon, the choice of string types is confined to
that represented in the attribute-syntax of the attribute under test.
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Constraints on the set of Universal String characters that may be present in an MS-string will be laid down in Specifications
which define attribute-types with an attribute-syntax of Universal String. No such attribute-types are defined in this part of
ISO/IEC 10021.

12.2

String matching-rules

In the matching-rules specified in 12.2.1 to 12.2.9, the following spaces are not regarded as significant:

In the
prese

The f]

Telet
com

12.2.

[ feading spaces (i-e. those preceding the first priming character);
trailing spaces (i.e. those following the last printing character);
multiple consecutive internal spaces (these are taken as equivalent to a single space character).

matching-rules to which these apply, the strings to be matched shall be matched as if thednsignificant spac
ht in either string. A value which contains only space characters is regarded as containing'a single significan

pllowing rules also apply:

Space and those used for code extension procedures;

the choice between different encodings of the same character shall)be considered insignificant.

x String); the comparison proceeds as normal so long as the corresponding characters are in both charac
ison is'based on the equivalence of the characters and the'choice of encoding is ignored. Otherwise matchil

I  MS-string-match

The

case (upper or lower) of the strings (e.g., "Dundee" and "DUNDEE" match).

NO

The 1
identi

character string types, the comparison is based on the equivalence of the characters and the choice of encoding is i

s were not
space.

the Non-spacing underline graphic character shall be considered insignificant, as shall all control functipns except

r sets; the
hg fails.

Whe£nthe strings being matched are of different ASN.1 character string types (e.g., a presented Printable String z:Id a stored

S-string-match compares for equality a presented string with attribute-values of type MS-string without regard to the

- In some: languages, the concept of distinct upper-case and lower-case letters does not exist.

msstringMatch MATCHING-RULE ::= { )
SYNTAX MSstring {ub~msstring-match}
b id-my-msstring-match }

cal (except that'the case shall be ignored). Where the atiribute-type allows the choice between differ¢

12.2.F MS-string-ordering-match

ule returns true if;,”and only if, the strings have the same number of characters and corresponding chafacters are

ent ASN.1
rnored.

The ‘MS-string-ordering-match compares the collation order of a presented string with attribute-values of type MS-string
without regard to the case (upper or lower) of the strings.

mSStringOrderingMatch MATCHING-RULE ::= {
SYNTAX Msstring {ub~msstring-match}
1D id-mr-msstring-ordering-match }

The rule returns true if, and only if, some value of the attribute is 'less’ or appears earlier than the presented value, when the
strings are compared using the normal collation order for their syntax after lower-case letters in both strings have been
replaced by their upper-case equivalents,
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NOTES

1. For example, the rule returns frue where a presented value of "Falkirk" is compared with an attribute containing the values
"Glasgow" and "Edinburgh”, since the value "Edinburgh" is 'less than' the presented value,

2. The definition of normal collation order may be the subject of National Decision.

12.2.3 MS-substrings-match

The Ms-substrings-match determines whether a presented value is a substring of some value of an attribute of type MS-
string without regard to the case (upper or lower) of the strings.

mSSubstringsMatch MATCHING-RULE ::= {
SYNTAX SubstringAssertion
iDp id~-mr~ms~substrings-match }
SubstringAssertion ::= SEQUENCE OF CHOICE {
initial [0} MSString {ub-msstring-match},
any f1] MSString {ub-msstring-match},
final (2] MSString {ub-msstring-match} }

-- at most one initial and one final component --

substring value to match, the specified substrings must appear in the dsserted order. The substrings shall be non-
pping, and may (but need not) be separated from the ends of the attribute*value and from one another by zero or more
elements.

ial is present, the substring shall match the initial string of the value; if final is present, the substring shall match the
ubstring of the value; if any is present, the substring shall mateh any substring in the value. Each substring [is matched

For 4 component of substring-assertion to match a portion-of the attribute-value, corresponding characters must be identical,

- For example, the rule returns zrue where.4 presented value containing initial "mes", any "age" and final "ore" is compared with
an atfribute containing the value "Message Store".

12.2{4  MS-single-substring-match

The MS-single-substring-match determines whether a presented string is a single substring of some value of an jattribute of
type[MS-string withoutegard to the case (upper or lower) of the strings.

mSSingleSubstringMatch MATCHING~RULE ::= ({
SYNTAX Msstring {ub-msstring-match}
ID id-mr-ms~single~substring~-match }

The fuleds identical to the MS-substrings-match rule, except that the presented value is treated as the sole any component of
the substring-assertion; the initial and final components are absent.

NOTE - For example, the rule returns rue when a presented value of "Age" is compared with an attribute containing the value "Message
Store".

1225 MS-string-case-sensitive-match

The MS-string-case-sensitive-match compares for equality a presented string with atiribute-values of type MS-string.

mSStringCaseSensitiveMatch MATCHING-RULE ::= {
SYNTAX MsSString {ub-msstring-match}
1D id~mr-msstring-case~sensitive-match }
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The rule is identical to the MS-string-match rule except that case is not ignored.

NOTE - For example, the rule returns true for a presented value of "CaSe® if and only if that value is compared with
containing the value "CaSe".

12.2.6 MS-string-list-match

The MS-strmg-hst-match compares for equality a presented sequence of strings with attribute-values which are

an atmbute

sequences

mSStringListMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
iD id-mr-msstring-list-match }

NOTE - For example, the rule returns frue when a presented value of "ms projects+milestones+announcements" is compared with an

attribfite containing the value "MS Projects+Milestones+Announcements” (where "+" separates the’strings in the sequence).

12,27  MS-string-list-elements-match

ngs present in some value of an attribute containing sequences of MS-string without regard to the case (uppe;
strings.

mSStringListElementsMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstrxing-match}
ip id-mr-msstring-list-elements+~match }

The tule is identical to the MS-string-list-match rule-except that strings are matched in the order presented in th

¢ or lower)

Theqrs-string-list-elements-match determines whether a presented sequence of strings is a leading subset of the sequence

b sequence

(begihning with the first string in each sequence);and the rule returns true when all strings in the presented sequgnce match

(i.e. the number of sirings in the presented sequence shall be less than or equal to the number of strings in the storg

NOTE - For example, the rule returns frue when-a presented value of "ms projects+milestones” is compared with an attribut
the vglue "MS Projects+Milestones+Annotincements” (where "+" separates the strings in the sequence).

12.2 MS-single-substring-list-match

The MS-single-substring-list-match determines whether each siring in a presented sequence is a single substri
corregponding string.in a sequence that constitutes some value of an attribute containing sequences of MS-stri
regarf to the case(upper or lower) of the strings.

mSSingleSubstringlListMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
iD id-mr-ms-single~substring~list-match }

d value).

t containing

g of each
g, without

The rule returns frue if, and only if, the number of strings in each is the same, and corresponding strings match usmg the

MS-single-substring-match rule.

NOTE - For example, the rule returns true when a presented value of "projects+miles+ounce” is compared with an attribute containing

the value "MS Projects+Milestones+Announcements” (where "+" separates the strings in the sequence).
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12.2.9 ~ MS-single-substring-list-elements-match

The MS—single-substring-list-eleinents-match determines whether a presented sequence of single substrings is a subset of

the sequence of strings present in some value of an attribute containing sequences of MS-string, without regard to the case
(upper or lower) of the strings.

mSSingleSubstringlistElementsMatch MATCHING-RULE ::= {
SYNTAX SEQUENCE OF MSString {ub-msstring-match}
ID id-mr-ms-single-substring-list-elements-match }

The

sequence (begmmng thh the ﬁrst string in each sequence), and the rule returns true when all strings in the“presented

sequerice match (i.e. the number of strings in the presented sequence shall be less than or equal to the number of ptrings in
the stoyed value).

NOTE | For example, the rule returns true when a presented value of "ms+stones"” is compared with an attributé containing the yalue "MS
Project+Milestones+Announcements” (where "+" separates the strings in the sequence).

‘ 12.3 | Syntax-based matching-rules

This gart of ISO/IEC 10021 makes use of the following syntax-based matching-rules defined in ISO/IEC 9594-2 and
ISO/IHC 9594-6: Bit String Match, Object Identifier Match, Distinguished Nathe Match, Boolean Match, Integ¢r Match,
Integer Ordering Match, Octet String Match, UTC Time Match, UTC Time Ordermg Match, and Presentation] Address
Match| In addition to these a Value-count matching-rule is defined.

NOTE | The Integer Match rule defined in ISO/IEC 9594-6 is also applied here-to Enumerated types.

The value-count-match determines whether the number of valugs present in an attribute of an entry is equal to a presented
Integer.

valueCountMatch MATCHING-RULE ::= {
SYNTAX INTEGER (1..ub-attribute-values)
ID id-mr-value-count-match }

The ryle returns true if, and only if, the nominated attribute contains a number of values equal to the presented Intter.

NOTE|- This rule could be used in a filter\that selects entries which belong to a given message-group to identify those entries which

belonglonly to that message-group.

12.4 | Matching-rules for complex Message Store attributes

The cpmponents of an OR-address are defined in clause 18 of ISO/IEC 10021-2 as standard attribute types and domain
defindd attribute ‘types (but are not formally defined as instances of the ATTRIBUTE information object clasr). Many
standdrd attribufe types are complex data-types (e.g., personal-name) and are not always suitable for matching as| complete
units. | For this-reason, the standard attribute types are broken into their primitive components which are referred {o as OR-
addrelss elements in this part of ISO/IEC 10021.

NOTE - Thus the standard attribute type personal-name comprises the four OR-address elements surname, given-name, mmals, and
generation-qualifier.

124.1 OR-address-match

The OR-address-match rule compares for equality a presented value with attribute-values of type OR-address.

oRAddressMatch MATCHING~RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-match }
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The rule returns true if the presented value and at least one value of the stored attribute both contain the same number of
OR-address elements of the same type, and corresponding elements match, Otherwise matching fails.

Matching of elements is performed according to the following rules, which reflect the rules for Attribute List Equivalence
defined in ISO/IEC 10021-2,

a)

b)

d)

e)

1))

NOT]}

NOTI
users
whetl

124

All elements are matched using the MS-string-match rule, except for:

1) terminal-type, which is matched using Integer Match;

Match;

value shall match either form of stored value.

as either a Numeric or Printable String.

10021-2).

NOTE 1 - For administration-domain-name, private-domain-name, and postal-code the same,numeric value may be

2) the extended form of network-address. The E163-4-address alternative is matched using thedI:/Iet-
string-list-match rule, The PSAP-address alternative is matched using the Presentation (Address

Where the value of an element may be a Numeric String or an equivalent Printable String; either form of presented

represented ’

The equivalence rule between the X,121 and ISO 3166 forms of the countfy-name element shall apply (sge ISO/IEC

NOTE 2 - As a local matter, where X.121 allocates more than one number(to a country, these may be regarded as eqpivalent.

Where the value of an element may be a Printable String-or an equivalent Teletex String, or both, either form of

presented value shall match either form of stored value. Where both forms are present (in the presentefl
stored value, or both) then matching of the element succeeds if the matching of at least one form succeeds.

value, or

NOTE 3 - For example, the organization-name element:may be present as a built-in-standard-attribute (a Printable String), or as

an extension-attribute (a Teletex String), or as both. ‘Similarly, the common-name element may be present as either
two extension-attributes: common-name (a Printable String), and teletex-common-name (a Teletex String).

or both, of

The type and value components of a domain-defined-attribute element may be a Printable String or an|equivalent

Teletex String value pair; either form of presented value pair shall match either form of stored value pair.

must appear in the same order in the presented value and stored value.

E 5 - An MD may impose additional rules for matching based on local equivalence rules upon the attributes it assig
and DLs. The MS may utilize local information about the equivalence of attribute-values or combinations of values
er a supplied\ OR-address unambiguously identifies a stored OR-address.

2.~ OR-address-elements-match

The order of elements is net significant, except for the elements derived from organizational-unit-names, which

£ 4 - As a local matter, wheré an MS has specific knowledge of certain domain-defined-attributes, it may apply addjtional rules

whicl attach significance to.the punctuation characters, the case of letters, or the relative order of those domain-defined-attribltes.

xito its own

determine

The OR-address-elements-match rule determines whether a presented value is a subset of the elements present in some
value of an attribute of type OR-address.

oRAddressElement sMatch MATCHING~RULE ::= {
SYNTAX ORAddress
1D id-mr-oraddress-elements-match }

The rule returns frue if, and only if, at least one value of the attribute includes those elements which comprise the presented
walue, and the values of the presented clements match those of the corresponding elements in the stored value. Matching of
selements is performed according to the rules defined for the OR-address-match rule.

100


https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

©ISO/IEC ISO/IEC 10021-5:1994 (E)

NOTE 1 - Care should be taken when constructing a complex filter, Where a filter consists of two filter-items, each containing a subset
of OR-address elements, and the and operator (e.g., "C=xx and O=zz") each filter-item might match on different attribute-values.
Consequently an entry could be selected even where no single attribute-value contains both elements; this occurs if one attribute-value
contains C=xx and another O=zz. This is avoided if both elements are presented in the same OR-address-elements-match.

For the complex components (personal-name, organizational-unit-names, domain-defined-attributes, and the extended form
of network-address) only those elements presented are considered.

NOTE 2 - This allows a match to proceed on a part of a complex component, e.g., "PersonalName.surname=Maruba".

12.43 OR-address-substring-elements-match

The DR-address-substring-elements-match rule determines whether a presented value is a subset of the,elements present in

somg value of an attribute of type OR-address, where each presented string value is a substring of. the correspongling stored
valug,

oRAddressSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddress
ID id-mr-oraddress-substring~elements-match }

Thisfrule is identical to the OR-address-elements-match rule except that for those élements which are matched usipg the MS-
string-match rule, the MS-single-substring-match rule is applied.

NOTE - For example, the rule returns frue when a presented value of "QOrganizationName=rc", "PersonalName.surnamp=arthur” is
compared with an attribute which includes the vatue "OrganizationName=RCC?, "PersonalName.surname=McArthur",

12.4/4 OR-name-match

The DR-name-match rule compares for equality a presented value with attribute-values of type OR-name.

oRNameMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname~match\}

The ule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-fame which
matdhes according to the following rules:

a) If the presented OR-ndme contains only an OR-address, the rule matches if the presented value matches an OR-
address in the stored value according to the OR-address-match rule.

b) If the presented)OR-name contains only a directory-name, the rule matches if the presented value| matches a
directory-name in the stored value according to the Distinguished Name Match rule.

<) If the‘presented OR-name contains both an OR-address and a directory-name, the rule matches if either of the rules
described above matches.

Othgrwise matching fails.

NOTE - It will not always be possible for the MS to perform a Distinguished Name Match, where the directory-name contains an
attribute-value whose type is unknown to the MS.

12.4.5 OR-name-eclements-match

The OR-name-elements-match rule determines whether a presented value is a subset of the elements present in some value
of an attribute of type OR-name.
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oRNameElement sMatch MATCHING-RULE ::= {
SYNTAX ORName
ID id-mr-orname-elements-match }

The rule returns true if, and only if, at least one value of the attribute includes those elements which comprise the presented
value, and the values of the presented elements match those of the corresponding elements in the stored value.

This rule is identical to the OR-name-maich rule except that the OR-address- elements-mawh rule is used instead of the OR-
address-match rule,

names whxch appear in the presented value are requxred to match

1246 OR-name-substring-elements-match

The QR-name-substring-elements-match rule determines whether a presented value is a subset-of the elements|present in
some|value of an attribute of type OR-name, where each presented string value is a substring of the corresponding stored
value, .

oRNameSubstringElementsMatch MATCHING-RULE ::= {
SYNTAX ORName
iD id-mr-orname-substring-elements-match }

This gule is identical to the OR-name-elements-match rule except that for those elements which are matched using the MS-
stringrmatch rule, the MS-single-substring-match rule is applied.

NOTH - As a local matter an MS may relax the definition of the Distinguished Name Match such that only those relative-distinguished-
names which appear in the presented value are required to match as substrings of the stored value.

1247 OR-name-single-clement-match

The OR-name-single-element-match rule determines whether a presented string and some OR-address element [present in
the OR-address component of some value of an-attribute of type OR-name match for equality,

oRNameSingleElementMatch MATCHING-RULE ::= {
SYNTAX MSstring {ub-msstring-match}
iDp id~-mr<orname~single-element-match }

The mule returns true if, and onlyif, the stored OR-name contains an OR-address component in which at leas} one OR- ‘
addregs element matiches the preésented value according to the MS-string-match rule, The terminal-type and extefided form
of nefwork address elements-are not considered when evaluating the OR-name-single-element-match rule,

12.4. Redirection-or-DL-expansion-match

The Redirection-or-DL-expansion-match rule compares for equality a presented value with the OR-address-and-optional-
directbry-name component of attribute-values of type Redirection-history or DL-expansion-history,

redirectionOrDLExpansionMatch MATCHING-RULE ::= ({
SYNTAX ORAddressAndOptionalDirectoryName
iD id-mr~redirection-or-dl-expansion-match }

The rule returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-and-
optional-directory-name which matches according to the OR-name-match rule.
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1249  Redirection-or-DL-expansion-elements-match

The Redirection-or-DL-expansion-elements-match rule determines whether a presented value is a subset of the elements

present in the OR-address-and-optional-directory-name component of some value of an attribute of type Redirection-history
or DL-expansion-history.

redirectionOrDLExpansionElementsMatch MATCHING-RULE ::= {
SYNTAX ORAddressAndOptionalDirectoryName
ID id-mr-redirection-or-dl-expansion-elements-match }

The rulle returns true if, and only if, the presented value and at least one value of the attribute contains an OR-address-and-
optiongl-directory-name which matches according to the OR-name-elements-match rule.

12.4.1) Redirection-or-DL-expansion-substring-elements-match

The Redirection-or-DL-expansion-substring-elements-match rule determines whether a presented value ofl element

subsmI\gs is a matching subset of the elements present in the OR-address-and-optional-directory-name componen{ of some
value ¢f an attribute of type Redirection-history or DL-expansion-history.
redirectionOrDLExpansionSubstringElementsMatch MATCHING-RULE ::=~{
SYNTAX ORAddressAndOptionalDirectoryName
iDp id-mr~redirection-or~dl-expansion-substring-elemehts-match }

This rhle is identical to the Redirection-or-DL-expansion-elements-match.tule except that for those elements which are
matched using the MS-string-match rule, the MS-single-substring-matchrule is applied.

12.4.1]1l Redirection-reason-match

The Redirection-reason-match rule compares for equality a presented value with the Redirection-reason component of
attribufe-values of type Redirection-history.

redirectionReasonMatch MATCHING-RULE ¥:= {
SYNTAX RedirectionReason
D id-mr-redirectien<reason-match }

The rle returns zrue if, and only if, thé presented value matches the redirection-reason component of at least on¢ value of
the attribute according to the Integet Match rule.

12.4.12 MTS-identifier-match

The MTS-identifier<match rule compares for equality a presented value with attribute-values of type MTS-identifier.

mTSIdentifierMatch MATCHING-RULE ::= {
SYNTAX } MTSIdentifier
I id-mr-mts-identifier-match }

Each ¢ ‘ ¢ ¢ i % g identifier)
is matched using the MS-string-match rule. The rule returns true 1f and only if, at least one value of the attribute contains
elements which match those of the presented value. The equivalence rule between the X.121 and 1SO 3166 forms of the
country-name element may be applied (see ISO/IEC 10021-2).

12.4.13 Content-correlator-match

The Content-correlator-match rule compares for equality the presented value with attribute-values of type content-
correlator,

103


https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

contentCorrelatorMatch MATCHING~RULE ::= {
SYNTAX ContentCorrelator
Ip id-mr-content-correlator-match }

If the presented and stored values are encoded as Octet Strings, then the rule matches according to the Octet String Match

rule. If both are encoded as character string types, the rule matches according to the MS-string-céase-sensitive-match rule.
Otherwise matching fails.

12.4.14 Content-identifier-match

The Content-identifier-match rule compares for equality the presented value with attribute-values ofCtype content-
identilfier,

contentIdentifierMatch MATCHING-RULE ::= {
SYNTAX ContentIdentifier
IDb id-mr-content—-identifier-match }

The mule returns true if, and only if, the presented value matches at least one value of the attribute according tp the MS-
stringi-case-sensitive-match rule., .

12.5( Matching-rule support

Support for the following general-matching-rules is mandatory: Integer-Match, Integer Ordering Match, Objeci Identifier
Match, UTC Time Match, and UTC Ordering Match. An MS that claims support for a matching rule shall suppoT its use in
a Filter for any attribute-type for which it also claims support, where the attribute-type includes that matchingqrule in its
attribpite definition. See 11.1.1.

The present match is supported for all supported atiribute-types:

12.6( The Matching-rule-table informationwobject set

The Tatching-rule-table information object set’is used as a constraining set in this part of ISO/IEC 10021 where tlated
fields of the MATCHING-RULE information object class are referenced in the MS abstract-syntax. It comprises two object
sets:

MatchingRuleTable MATCHING-RULE ::= {
GeneralMatchingRules/| ContentSpecificMatchingRules }

The :r‘eneral:-matching-rnles object set contains the general-attributes defined in this part of ISOAEC 10021. It|is defined
as follows:

GeneralMatchingRules MATCHING-RULE ::= {
bitStringMatch | booleanMatch | contentIdentifierMatch | integerMatch |
integerOrderingMatch | mSStringCaseSensitiveMatch | objectIdentifierMatch | oRNameMatch |
uTCTimeMatch | uTCTimeOrderingMatch,
ee. == 1994 extension additions -- ,
contentCorrelatorMatch | mSSingleSubstringMatch | mSStringCaseSensitiveMatch |

ch |
nSSingleSubstringlListElementsMatch | mSSingleSubstringListMatch | mSSubstringsMatch |
nTSIdentifierMatch | oRAddressElementsMatch | oRAddressMatch |
oRAddressSubstringBlementsMatch | oRNameElementsMatch | oRNameMatch |
oRNameSingleElementMatch | oRNameSubstringElementsMatch |
redirectionOrDLExpansionElementsMatch | redirectionOrDLExpansionMatch |
redirectionOrDLExpansionSubstringElementsMatch |redirectionReasonMatch | valueCountMatch )

The Content-specific-matching-rules object set is an empty, extensible set. Where an MS offers support for a given
content-type, the matching-rules associated with that content-type shall be regarded as objects populating the Content-
specific-matching-rules object set.

ContentSpecificMatchingRules MATCHING-RULE ::= { ... }
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13 General-auto-actions

The general-auto-actions are applicable to entries of all content-types. Other auto-actions, specific to a content-type are
defined in the relevant Specification,

Auto-actions are introduced in 6.5. The registration and deregistration of auto-actions by means of the Register-MS
abstract-operation is described in 8.2.5. Alternatively, registration information may be conveyed to the MS by means of
subscription. However, some auto-action-types may require that the MS supports registration by means of the Register-MS
abstract-operation.

The fpllowing general-auto-action-types are defined:

a) Auto-alert;
b) Auto-modify;
c) Auto-correlate-reports;

d) Auto-delete.

NOTH - The Auto-forward auto-action defined in previous editions of this Specification is riow. defined as the IPM auto-forward auto-
action|in ISO/IEC 10021-7.

Each|general-auto-action-type is defined as an instance of the AUTO-ACTION information object class (see 6{5.1). The
Autotaction-table information object set is used as a constraining set in this part of ISO/IEC 10021 where related fields of
the AJUTO-ACTION information object class are referenced in the MS@bstract-syntax. It comprises two object sets:

AutoActionTable AUTO-ACTION ::= {
GeneralBAutoActions | ContentSpecificAutoActions }

The t‘eneral-auto-actions object set contains the general-auto-actions defined in this part of ISO/IEC 10021. It is defined
as follows:

GeneralAutoActions AUTO~ACTION ::= Y
auto-alert,
.. -~ 1994 extenslon-ddditions -~ ,
auto-~modify | auto-correlate-reports | auto-delete }

The Content-specific-auto-actions object set is an empty, extensible set. Where an MS offers support for a given|content-
type.|the auto-actions associated with)that content-type shall be regarded as objects populating the Content-specifi¢-auto-
actions object set.

ContentSpecificAdboActions AUTO~ACTION ::= { ... }

Each| auto-action-error. that shall be generated by the general-auto-action-types is defined as an instance of the AUTO-
ACTJON-ERROR-or ABSTRACT-ERROR information object classes (the two are identical); see 6.5.3. The Agto-action-
error-table information object set is defined below. It comprises the General-auto-action-errors and the Content-specific-
auto-action-érrors information object sets:

AutoActionErrorTable AUTO-ACTION-~ERROR ::= {
Cenara 1AutolAotionirrors ! Content Qpnn{ FicAutoActionErrors 1
GeneralAutoActionErrors AUTO-ACTION-ERROR ::= {
autoAlertError | modifyError | serviceError | securityError | messageGroupError,
-~ For future extension additions =-- }
ContentSpecificAutoActionErrors AUTO-ACTION-ERROR ::= { ... }

The operation of auto-actions may be affected by the implementation of a security-policy.

Unless explicitly stated, the performance of an auto-action has no effect on the value of an entry's retrieval-status general-
attribute. None of the auto-actions defined in this part of ISO/IEC 10021 affect the value of the retrieval-status general-
attribute.
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Auto-alert
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The Auto-alert auto-action enables the MS-user to instruct the MS to alert the user automatically when the delivery of
selected messages or reports causes the creation of an entry in the Delivery entry-class,

The alert may be conveyed to the MS-user by means of the Alert abstract-operation (see 8.2.6). Alternatively, (or in
addition), the alert may be conveyed to the entity utilizing the services of the MS-user (e.g., a person) by means of some
other alert mechanism, e.g., a pager, a light on a telephone, or other terminal equipment, In this case, the device which
receives the alert is called the alert-destination, and is identified by an alert-address.

The Auto-alert auto-action-type allows one or more auto-alert-registration-parameters to be registered with the
identtfied by its auto-alert registration-identifier. Registration information may be conveyed to the MS either-by

whe
and

Regigter-MS abstract-operation or by subscription. Each auto-alert-registration-parameter specifies criteria to
er it applies to a particular delivered-message or delivered-report. It may also specify one or more alert-de
¢ attributes of the delivered-message or delivered-report which are to be conveyed in the Alert,abstract-ope

auto-alert AUTO-ACTION ::= {
REGISTRATION PARAMETER IS AutoAlertRegistrationParameter
ERRORS {auto-alert-error}
IDENTIFIED BY id-act-auto-alert }

AutoAlertRegistrationParameter ::= SET (

filter [0] Pilter OPTIONAL,

alert-destinations [1] SEQUENCE SIZE (1..ub-~alert-addresses) OF
AlertDestination’ OPTIONAL,

requested~attributes [2] EntryInformationSelection OPTIONAL,

-— 1994 extension —-
suppress-alert-destinations [3] BOOLEAN DEFAULT.TRUE }

The domponents of the auto-alert-registration-parameter have the following meaning;

a)

b)

106

Filter (O): This specifies a set of criteria which a new entry representing a delivered-message or
delivered-report shall satisfy before the MS will,perform this registered Auto-alert auto-action. In the
absence of this component, this Auto-alert auto-action will be performed for all new delivered-messages
and delivered-reports.

Alert-destinations (O): This component identifies one or more alert-destinations, each identified by an
alert-address, together with any information required to control the alert and qualify the information it is
to convey to the alert-destination. The MS shall attempt to alert the alert-destinations subject to the
qualification specified in item(d). «

AlertDestinatioh «t 1= SEQUENCE {
alert-—~address EXTERNAL,
alert=qualifier OCTET STRING OPTIONAL }

The alert-address identifies the type of alert to be performed (e.g., the paging system to be used), and
the address-of an entity reachable by an alert of that type. The alert-qualifier specifies any additional
information required to control the alert, and other information to be conveyed to the alert-destination.
Inthe absence of this component, no control information is specified, and no additional information will
be ‘conveyed to the alert-destination (unless the required information has been registered by

subscription),

MS, each
use of the
determine
tinations,
tion.

Some types of alert may be internationally standardized. Others may be defined by national
administrative auwhorities and private organizations. This implies that a number of separate authorities
will be responsible for assigning identifiers for each type of alert in a way that ensures that each is
unique. Each alert type is identified by an Object Identifier which is assigned when the alert type is
defined. The Object Identifier is contained in the alert-address component. The ASN.1 data-type of the
alert-address, and any further rules for processing the alert-qualifier are defined when the alert type is
defined.
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c) Requested-attributes (O): This indicates what information from the delivered-message or delivered-
report is to be included in the argument of the Alert abstract-operation. See 8.1.4.

The Alert abstract-operation shall be invoked if this component is present or if alert-destinations is
absent. ‘

d) Suppress-alert-destinations (O): This component is meaningful only if both the alert-destinations and
requested-attributes components are present; it is disregarded otherwise. If this component is t7ue, and
the Alert abstract-operation has been invoked successfully, then no attempt shall be made to convey the

erted as

succeads. If, after processing all Auto-alert registrations, the entry has been found to satisfy the selection criteria ¢f at least
one registration, but none of the attempts to convey the alert to an alert-destination, of fo invoke the Alert abstract-operation
has bepn successful, then the MS shall set the alert-indication which is reported to.the MS-user when an abstract-
is nex{ established; see 7.1.2 (item d).

The fgllowing auto-action-error is generated if none of the alert-destinations can be alerted, or if some locally
definefl error condition arises:

auto-alert~error AUTO-ACTION-ERROR ::= {
PARAMETER SEQUENCE SIZE (l..ub-alert-addre@sses) OF AutoAlertErrorIndication
CODE global:id-aae~auto-alert-erreox “}

AutoAlertErrorIndication ::= SET {
failing-alert~destination [0] AlertDestination OPTIONAL,

supplementary-information [1] GeneralString (SIZE(l..ub-supplementary-~info-length))
OPTIONAL }

The pgrameter has the following meaning:

a) Failing-alert-destination (O):\This identifies the alert-destination, if any, associated with the error
condition described in supplementary-information,

b) Supplementary-information (O): A description of the error condition.

NOTE|- As a local matter, theyMS may generate an auto-action-error concerning one alert-destination even if another alert-destination has
been spiccessfully alerted, e\g., where an alert-destination is registered with an erroneous address which may be detected only when an
attemptt is made to alert/this destination.

The execution-of the Auto-alert auto-action may cause the creation of an entry in the Auto-action-log entry-class.

13.2 —Auto-modify

The Auto-modify auto-action enables the MS-user to instruct the MS to apply modifications automatically to the attributes
of an entry provided that the entry satisfies given criteria. The auto-action is performed whenever an entry of the Stored-
message or Message-log entry-classes is created, i.c., when a message or report is delivered, or when a draft message is
stored, or when a message or probe is submitted and stored. The Auto-modify auto-action also applies to entries created as a
consequence of the performance of content-specific auto-actions.

Only certain general-attribute-types are subject to modification using this auto-action (see 11.6). Attribute-types specific to
a particular content-type, and subject to modification, are defined in the relevant Specification. The definition of an
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attribute-type which is subject to modification may specify additional rules for the performance of the Auto-modify auto-
action,

The Auto-modify auto-action-type allows one or more auto-modify-registration-parameters to be registered with the MS,
each identified by its registration-identifier. Each auto-modify-registration-parameter identifies the entry-class addressed by
the auto-action, and specifies criteria which determine whether the auto-action shall apply to the particular entry, in which
case the entry is subjected to the corresponding set of modifications. For every registered Auto-modify auto-action for
which the entry satisfies the selection criteria, the corresponding set of modifications is applied.

auto-modi 'Fy AUTO-ACTION ::= {
REGISTRATION PARAMETER IS AutoModifyRegistrationParameter
ERRORS {securityError | serviceError | modifyError |
messageGroupError}
IDENTIFIED BY id~act—~auto-modify }
AutoModifyRegistrationParameter ::= SET {
entry-class [0} EntryClass DEFAULT delivery,
filter 1) Filter OPTIONAL,
modifications [21 SEQUENCE SIZE(l..ub-modifications) OFNEntryModification }

The components of the auto-modify-registration-parameter have the following meaning:
a) Entry-class (O): This specifies the entry-class addressed by the auto-action:

b) Filter (O): This specifies a set of criteria which a new entry shall satisfy before the MS will perform this|registered
Auto-modify auto-action. In the absence of this component, @all entries created in the specified entry-class are

subject to modification,

c) Modifications (M): This defines a sequence of modifications, which shall be applied in the order specified in the
sequence (see 8.2.7.1).

The gxecution of the Auto-modify auto-action may cause-the creation of an entry in the Auto-action-log entry-class.
Support of the Auto-modify auto-action by an MS, or UA accessing an MS, requires that it supports registration of the auto-

modify-registration-parameter by means of the Register-MS abstract-operation. Registration information may also be
convgyed to the MS by subscription,

13.3| Auto-correlate-reports

The Auto-correlate-reports auto-action enables the MS-user to instruct the MS to correlate, automatically, deliv ed-report‘
entrigs of the Delivery entry-class with the submitted messages and probes to which they are related. The auto-action also
recm}s each successful dnvecation of the MS-cancel-deferred-delivery abstract-operation. The Auto-correlate-reports auto-
action-type is available only by subscription, not by registration using the Register-MS abstract-operation.

auto-gorrelate-reports AUTO-ACTION ::= {
IDENTIFIED BY id-act-auto-correlate-reports }

The MS-supports the Auto-conelate—reports auto-action by means of the AC-correlated-report—hst, AC-report-summary, AC-
1

No entry shall be created in the Auto-action-log entry-class as the result of performing the Auto-correlate-reports auto-
action.

13.4 Auto-delete

The Auto-delete auto-action enables the MS-user to instruct the MS to delete an entry (and any child-entries associated with
it) automatically at a predetermined interval after its creation. The MS shall subject to Auto-deletion every entry in the
Stored-message entry-class which possesses a storage-time general-attribute whose value is less than the current date and
time. Auto-deletion shall not be performed while an abstract-association exists between the MS and MS-user. All
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restrictions specified for the Delete abstract-operation apply equally to the Auto-delete auto-action. Consequently, Auto-
delete shall not apply to child-entries nor to entries of the Delivery entry-class which have a retrieval-status value of new
(see 8.2.4).

auto-delete AUTO-ACTION ::= {
ERRORS {securityError}
IDENTIFIED BY ld~act~auto-delete }

No registration-parameter is defined for the Auto-delete auto-action,

NOTHS
1. This auto-action differs from the others defined in this part of ISO/IEC 10021 in that its activity is initiated by the/expiry of a timer
rather|than the creation of an entry. The period within which deletion shall occur after the storage-time is reached is not prgscribed. In
practige, implementations may choose to perform this action at fixed intervals, e.g., hourly, daily, or weekly.
2. A newly-created entry is subject to Auto-delete processing only after all other registered auto-actions-have been performed.
3. An entry which contains the storage-period general-attribute also contains the storage-time general-attribute. Both attributes
indicTe, in different ways, the date and time after which the message is to be deleted, i.e. storage-period in combination with creation-
time it equivalent to storage-time. See 11.2.71.

4. The marked-for-deletion attribute-type is not considered when performing the Auto-delete auto-action.
Suppprt of the Auto-delete auto-action by an MS, or UA accessing an MS, Tequires that it supports registration of the auto-

actiop with the MS by means of the Register-MS$ abstract-operation,) “The Auto-delete auto-action is also ayailable by
subsdription,

The gxecution of the Auto-delete auto-action may cause the credation of an entry in the Auto-action-log entry-class.
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Section 4 - Procedures for Message Store and port realization

14 Overview

This section describes the procedures for the MS and the port realization. It contains a description of the consumption of the
MTS abstract-service in clause 15. The provision of the MS abstract-service is described in clause 16. The port realization in
the form of application service elements is described in clause 16.

The performance of the abstract-operations described in clauses 15 and 16 may be subject to the requirements of § security-
policy, (if one is in force), which applies to the MTS abstract-services and to the MS abstract-services.

18 Consumption of the Message Transfer abstract-service
This ¢lause specifies how the MS consumes the MTS abstract-service which is defined in clause'8 of ISO/IEC 10(21-4. The

consumption by the MS of the services of the MTS Delivery, Submission, and Administration Ports is defined, .

151 | Consumption of the Delivery Port abstract-services

This ¢lause describes the performance of the Message-delivery and Report-delivery abstract-operations, and the jnvocation
of thg Delivery-control abstract-operation. The MS consumption of th¢ Delivery Port abstract-services assumés that an

abstract-association exists between the Delivery Port supplier (the MTS) and the Delivery Port consumer (the [MS). The
perf(%\ance of the abstract-operations is in sequential order; no parallel processing takes place. Error casds are not
descriped.

151.1  Performance of the Message-delivery abstract-operation
When[the MTS invokes the Message-delivery abstract-operation, the MS performs the following actions:

a) The MS creates an entry (and conditionally one or more child-entries) with entry-type delivered-message in the
Delivery entry-class and sets its retrieval-status to new. A corresponding entry with the same sequence-pumber is
created in the Delivery-log entry-class. The mandatory and optional attribute-types for delivered-message| entries of

the Delivery and Delivery-log-entry-classes are indicated in Table 2.
b) The MS returns a Message-delivery result to the MTS to indicate that the delivery was successful. The| Message- ‘
delivery result shall-contain proof-of-delivery information if the delivered-message contains a proof-of-delivery-

request argument; This proof-of-delivery may be computed using the subject-MS secret key; see (8.5.7 and
8.3.1.1.2.2 of ISO/IEC 10021-4.

c) The MS determines if any auto-actions are to be performed. In addition to the general-anto-action-types fdefined in
this part of ISO/IEC 10021, content-specific auto-action-types may be defined for individual content-types in the
rélevant Specifications. Except for content-specific auto-actions whose order of execution is speciffed in the
relevant Specification, auto-actions are executed in the order indicated below.

1) If Auto-modify auto-actions have been registered, the new entry is matched against the entry-class
and any selection criteria specified in each Auto-modify registration-parameter. If the entry
satisfies these criteria, then the sequence of entry-modifications is applied. This is repeated for
each registered Auto-modify auto-action,

2) If Auto-alert auto-actions have been registered, the new entry is matched against the selection
criteria specified in each Auto-alert registration-parameter. If the entry satisfies the selection
criteria of any of these, the MS shall attempt to invoke the Alert abstract-operation or issue the
alert to an alert-destination (or perform both of these actions) as defined in 13.1.
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d

15.1.2

When the MTS invokes the Report-delivery abstract-operation, the MS performs the following actions:

o’
b)

c)

d)

e)

NOTE - If the delivered-message is deleted as a result of a content-specific auto-action, the Auto-alert is
not performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If one of
these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute indicating the
nature of the error to the Auto-action-log entry, and shall set the auto-action-etror-indication, which is reported to

the MS-user when an abstract-association is next established. The MS then resumes processing of registered auto-
actions.

Retrieval Port.

Performance of the Report-delivery abstract-operation

The MS creates an entry with entry-type delivered-report in the Delivery entry-class and sets its retrieval-Status to
new. A corresponding entry with the same sequence-number is created in the Delivery-log entry-clags. The

mandatory and optional attribute-types for delivered-report entries of the Delivery and Delivery-log entry-classes
are indicated in Table 2.

If the delivered-report contains the originally submitted message in its‘returned-content field, then the MS shall
create a child-entry containing the returned-content-entry in the/Delivery entry-class; no entry is created in the
Delivery-log entry-class.

The MS returns a Report-delivery result to the MTS to indicate that the delivery was successful, The|Report-
delivery result has no parameters. For details see 8.3.1.2:2°0f ISO/IEC 10021-4.

The MS determines if any auto-actions are to be-performed. Auto-actions are executed in the order ipdicated
below.

1) If the Auto-correlate-reports auto-action is in effect then the MS attempts to correlate the
delivered-report with the entryin the Submission or Submission-log entry-class which is the
subject of the report. If an entry corresponding to the report's subject-message is found in the
Submission or Submission-log entry-class, then the MS shall update the auto-correlation attributes
indicated in 13.3.

2) If Auto-modify-auto-actions have been registered, the new entry is matched against the entry-class
and any seléction criteria specified in each Auto-modify registration-parameter. If the entry
satisfies ¢hese criteria, then the sequence of entry-modifications is applied. This is repeated for
each régistered Auto-modify auto-action.

3) Jf Auto-alert auto-actions have been registered, the new entry is matched against the selection
criteria specified in each Auto-alert registration-parameter. If the entry satisfies the selection
criteria of any of these, the MS shall attempt to invoke the Alert abstract-operation or issue the
alert to an alert-destination (or perform both of these actions) as defined in 13.1.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-log entry-class. If one of
these auto-actions causes an auto-action error, the MS shall attach an auto-action-error attribute indicating the
nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication, which is reported to

the MS-user when an abstract-association is next established. The MS then resumes processing of registered auto-
actions.

After the actions described above have been performed, the new entry is made accessible to the MS-user over the
Retrieval Port.
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15.1.3 Invocation of the Delivery-control abstract-operation

If the MS requires a temporary restriction on the delivery abstract-operations that the MTS may invoke, or requires an
alteration to the existing restrictions, it performs the following actions:

a) The MS invokes the Delivery-control abstract-operation, containing the parameters to be changed. See 8.3.1.3 of
ISO/IEC 100214,

b) The MTS returns a result to signify that the specified controls are now in force; alternatively, an error is returned.

€ result indicates any abstract-Operatio ) would invoke, y 0 Id deliver,

were it not for the prevailing controls. See 8.3.1.3.2 of ISO/IEC 10021-4,

c) When the MS is able to accept messages or reports held for delivery, it may invoke the Delivery-contr¢l abstract-
operation to relax the restrictions. The effects of a Delivery-control abstract-operation are cancelled when either a
new Delivery-control abstract-operation alters the restrictions or when the abstract-association between the MS and
MTS is released.

15,14  Generation rules for general-attributes ‘

Attributes shall be generated when a message or report is delivered, and may be generated when an auto-action is performed.

contdin the mandatory attributes indicated in Table 2, and such-optional attributes as are supported by the MS
impl¢mentation and subscribed to by the MS-user. The generated attributes form a new entry, or in some cascs a parent-
entry|and one or more child-entries; see 6.3.4. Each attribute of an entry in the Delivery-log entry-class is identical with the
attriljute of the same name in the corresponding entry of the Delivery entry-class (except for the deletion-time attribute
which may be present only in Delivery-log entries). The following kinds of general-attributes shall be generated:

The ‘%lmries of the Delivery and Delivery-log eniry-classes created as a resalt of Message-delivery and Report-delivery shall

a) general-attributes generated by the MS itself (e.g, sequence-number);

b) general-attributes generated from components of the message-delivery-envelope and report-delivery-envelope. For
components which are not present, but-for which default values are defined, a general-attribute conjaining the
default value is generated.

See Table 4 and 11.4 for the rules on\the generation of the general-attributes, The generation rules for contgnt-specific
attrijutes are defined in the relevant* Specifications, e.g., the IPMS-specific atiributes are described in 19.7 gf ISO/IEC
10021t-7.

15.2| Consumptionof the Submission Port abstract-services

This clanse descfibes the invocation of the Message-submission, Probe-submission, and Cancel-deferred-delivetly abstract-
opergtions, and-the consumption of the Submission-control abstract-operation. The MS consumption of the Subniission Port
abstrpct-services assumes that an abstract-association exists between the Submission Port supplier (the MT$) and the
Submission'Port consumer (the MS). The performance of the abstract-operations is in sequential order, no parallelprocessing
takegq place. Error cases are not described.
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15.2.1 Invocation of the Message-submission abstract-operation

The invocation of the Message-submission abstract-association results from the performance of an auto-action by the MS or
from the invocation of the MS-message-submission abstract-operation by the MS-user. The definition of the performance of
MS-message-submission includes a description of the invocation of the Message-submission abstract-operation; see 16.2.1,

If the Message-submission is the consequence of an auto-action execution, the following additional actions are taken:

a) The submlssmn optxons parameter of the MS-message-submxssmn abstract-operauon is obtaxned as follows If the

b)

nature of the error to the Auto-action-log entry. In addition, the MS shall present an aute*action-error-iridication to
the MS-user in MS-bind-result when an abstract-association is next established.

15.22 Invocation of the Probe-submission abstract-operation

The jnvocation of the Probe-submission abstract-operation results from the inydcation of the MS-probe-submissiin abstract-
opergtion by the MS-user. The definition of the performance of MS<probe-submission includes a descripgion of the
invogation of the Probe-submission abstract-operation; see 16.2.2.

1523 Invocation of the Cancel-deferred-delivery abstract-operation

Wheh the MS-user invokes the Cancel-deferred-delivery abstract-operation, the MS performs the following actionp:

a) The MS invokes the Cancel-deferred-delivery abstract-operation over its abstract-association with the MTS, using
the Cancel-deferred-delivery argument supplied by the MS-user; see 8.2.1.3.1 of ISO/IEC 10021-4.

b) If the MTS returns a result (indicating success) and the Auto-correlate-reports auto-action is subscribed fo, then the
MS searches the Submission and Submission-log entry-classes for an entry corresponding to the submitted message
for which deferred-delivery his been cancelled. If such an entry is found, then the MS attaches a deferrad-delivery-
cancellation-time attributé to it to record the date and time at which the cancellation occurred. The |AC-report-
summary attribute is also updated.

c) If the abstract-opefation is performed successfully, the result is returned to the MS-user in the form of a Cancel-
deferred-delivéryresult issued by the MS, Otherwise the error is returned to the MS-user.

15214  Performance of the Submission-control abstract-operation

When the MTS invokes the Submission-control abstract-operation, the MS performs the following actions;

a) If no abstract-association exists between the MS and MS-user, a remote-bind-error is returned to the MTS and the
procedure terminates.
b) The MS invokes a Submission-control abstract-operation over its abstract-association with the MS-user using the

Submission-control argument supplied by the MTS.

) The MS-user may return a result to signify that the specified controls are now in force; alternatively an error is
returned. The result indicates any abstract-operations that the MS-user would invoke, or any message types that it
would submit, were it not for the prevailing controls. See 8.2.1.4.2 of ISO/IEC 10021-4,

d) The result or error returned by the MS-user is returned to the MTS.
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€ When the MTS is able to accept the submission of messages or probes, it may invoke the Submission-control
abstract-operation to relax the restrictions. The effects of a Submission-control abstract-operation are cancelled
when either a new Submission-control abstract-operation alters the restrictions or when the abstract-association
between the MS and MTS is released.

15.3 Consumption of the Administration Port abstract-services

This clause descnbes the performance of the Regxster and Change credenuals abstract-operanons The consumptlon of the
Adminis

TS) and the Admlmstrauon Port consumer (the MS) The performance of the abstract-operanons is in sequential order,
allel processing takes place. Error cases are not described.

The MS use of the Administration Port is subject to the security-policy in force.

15.3.1 Invocation of the Register abstract-operation
‘When the MS-user invokes the Register abstract-operation, the MS performs the following actions:

a) The MS invokes the Register abstract-operation over its abstract-association with the MTS, using the Register
argument supplied by the MS-user. See 8.4.1.1.1 of ISO/IEC 10021-4.

b) The result or error returned by the MTS is returned to the MS-user:

NOTE|- Some security-policies may permit the user-security-labels to be changed only if a secure link is employed.

15.3.2 Invocation of the Change-credentials abstract-operation
When|the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS invokes the Change-credentialg abstract-operation over its abstract-association with the MTS, [using the
Change-credentials argument supplied by the MS-user. See 8.4.1.2.1 of ISO/IEC 10021-4,

b) The MTS generates a Change-credentials result or error, which the MS returns to the MS-user. If the abstract-
operation is successful, the MS stores the new credentials.

15.3.3 Performance of the-Change-credentials abstract-operation

When|the MTS invoke§ the Change-credentials abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation. See 8.4.1.2 of
ISO/IEC"10021-4. If the old credentials are incorrect or the new credentials are not acceptable, an error i returned
and\the procedure terminates.

b)

16  Supply of the Message Store abstract-service

This clause specifies how the MS supplies the MS abstract-service, This describes the supply of the abstract-services
available at the Retrieval, MS-submission, and Administration Ports.
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16.1  Supply of the Retrieval Port abstract-services

This clause describes the supply of the Summarize, List, Fetch, Delete, Register-MS, Modify, and Alert abstract-operations.
The MS abstract-service supply of the Retrieval Port abstract-services assumes that an abstract-association exists between
the Retrieval Port supplier (the MS) and the Retrieval Port consumer (the MS-user). The performance of the abstract-
operations is asynchronous, subject to the conditions stated in 8.2. Not all error cases are described.

16.1.1  Performance of the Summarize abstract-operation

When ]he MS-user invokes the Summarize abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Summarize abstract-operation. Any am'itltee-types
specified in summary-requests must be available for use with Summarize and subscribed to by the MS-user. See
8.2.1.1 and Table 2. If an error is found, the procedure terminates and the error is returned.

b) The MS establishes which entry-class is addressed by the abstract-operation and.-identifies the entry dr entries

‘ specified in the argument. If no entries are selected, this is reported to the MS-uset in’the Summarize result and the
procedure terminates,

¢) If any entries are selected, the MS accumulates counts in accordance with the supplied summary-requests afgument.

e) The MS returns the Summarize result to the MS-user; see 8.2.1.2,

) If a security-policy is in force, then to ensure that such a secarity-policy is not violated during the Summarize

abstract-operation, the message-security-label is checked against the security-context by the MS. If the fequested

operation is barred by the security-policy the Summarize-abstract-operation shall be abandoned and a security error
shall be indicated.

16.1.2| Performance of the List abstract-operation
When the MS-user invokes the List abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the List abstract-operation. Any attribute-types [specified
in requested-attributes must be _available for use with List and subscribed to by the MS-user. See 8.2.2.1 and Table
2. If an error is found, the procedure terminates and the error is returned.

‘ b) The MS establishes_which entry-class is addressed by the abstract-operation and identifies the entry ¢r entries
specified in the argument. If no entries are selected, the MS returns a List result to the MS-user and the procedure
terminates.

) If a requested-attributes parameter is specified in the List argument, then for each selected entry these attgibutes (if
present)f.ate returned. If no requested-attributes are specified in the List argument, the MS determines whether the
present abstract-association identified, in its MS-bind-argument, a UA-registration which specifies UA-list{attribute-
defaults. If so, these attributes (if present) are returned for each selected entry. Otherwise, the MS rgturns the
atiributes (if present) specified in the general (non UA-specific) list-attribute-defaults if the MS-user has previously
registered these using the Register-MS abstract-operation; see 8.2.5.1 (item c). The retrieval-status of each Stored-
message entry for which entry-information is returned is set to listed if its current value is new. Additional rules
affecting the setting of retrieval-status may be defined in the Specifications for particular content-types.

d) The MS returns a List result to the MS-user; see 8.2.2.2.

€) If a security-policy is in force, then to ensure that such a security-policy is not violated during the List abstract-
operation, the message-security-label is checked against the security-context by the MS. If the requested operation

is barred either by the security-policy or by temporary security restrictions, the List abstract-operation shall be
abandoned and a security error shall be indicated.
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16.1.3

Performance of the Fetch abstract-operation

‘When the MS-user invokes the Fetch abstract-operation, the MS performs the following actions:

a)

b)

<)

d)

e)

16.1.

‘When the MS-user invokes the Delete abstract-operation, the MS performs the following actions:

a)

b)

c)

a

116

t

The MS verifies that the supplied arguments are valid for the Fetch abstract-operation. Any attribute-types specified
in requested-attributes must be subscribed to by the MS-user. See 8.2.3.1 and Table 2. If an error is found, the
procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or entries
specificd in the argument. 1T no eniries are selected, the M3 returns a Fetch resulf to the MS-user and the jprocedure
terminates.

The fetch-restrictions on allowed-content-types established by the MS-bind abstract-operation (unless operridden)
are applied to determine whether requested-attributes of the selected entry shall be returned-or whether an error
results. See clause 7.1.1 (item d),

If a requested-attributes parameter is specified in the Fetch argument, then these attributes are returned, jif present,
for the first selected entry. If no requested-attributes are specified in the Fetch argument, the MS determines ‘
whether the present abstract-association identified, in its MS-bind-argument, a UA-registration which spegifies UA-
fetch-attribute-defaults. If so, these attributes (if present) are returned. Otherise, the MS returns the attributes (if
present) specified in the general (non UA-specific) fetch-attribute-defaultsTif the MS-user has previously |registered
these using the Register-MS abstract-operation; see 8.2.5.1 (item d),~The fetch-restrictions on allowed-EITs and
maximum-attribute-length established by the MS-bind-argument may limit the information returned; see 7.1.1 (item
d).

If the first selected entry belongs to the Stored-message entry-class and has a retrieval-status of new, it retrieval-
status is set to listed. -Additional rules affecting the setting of retrieval-status may be defined in the Specification
relevant to a given content-types. If several entries fatch the search criteria, the sequence-numbers of the second
and subsequent entries are returned in the order specified by selector (see 8.1.3). If the number of matching entries
exceeds the specified limit, the next sequence-number beyond the limit is also returned. See 8.2.3.2.

The MS returns the Fetch result to the MS<user,
If a security-policy is in force, then'to ensure that such a security-policy is not violated during the Fetch abstract-
operation, the message-security-label is checked against the security-context by the MS. If the requested operation

is barred either by the security-policy or by temporary security restrictions, the Fetch abstract-operation shall be
abandoned and a security €rror shall be indicated.

Performance of the Delete abstract-operation

The MS wverifies that the supplied arguments are valid for the Delete abstract-operation. See 8.2.4.1. If jan error is
found, the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry|or entries

specified in the argument. If no entries are selected, the MS returns a Delete result to the MS-user and the
procedure terminates.

If an eniry is encountered whose deletion is prohibited by a delete restriction (see 8.2.4) then an error is generated
which includes an indication of the sequence-numbers of the entries successfully deleted (if any), and the procedure
terminates. As a local matter, the MS may verify that no delete restrictions apply to any of the selected entries
before attempting their deletion. If an entry in the Stored-message entry-class is deleted, then the corresponding
entry in the Message-log entry-class has its deletion-time attribute set to the time at which deletion occurred.

The MS returns a Delete result to the MS-user; see 8.2.4.2. If the Delete argument contains a selector parameter to
specify the entries to be deleted, then the sequence-numbers of those entries are reported in the Delete result.
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16.1.5

Performance of the Register-MS abstract-operation

When the MS-user invokes the Register-MS abstract-operation, the MS performs the following actions:

a)

b)

c)

d

16.1.¢

Wher] the MS-user invokes the Modify abstract-operation, the MS performs:the following actions:

a)

b)

[9)

d

16.1.7

When the MTS invokes the Message-delivery or Report-delivery abstract-operations, the MS performs the
following actions:

a)

The MS verifies that the supplied arguments are valid for the Register-MS abstract-operation. See 8.2.5.1. If an
error is found, the procedure terminates and the error is returned.

The supplied arguments may cause regisirations to be added, deleted, or changed. In general, the registration of an
auto-actlon has no effect on ex1stmg enmes, only entnes created subsequent to the auto-acuon regxstratlon are

entry (such as Auto-delete, Wthh is mmated by the explry ofa tlmer) shall be effecuve for exxstmg entne .

If the supplied arguments include a reglstratwn-status-request then the requested information is returned fo the MS-
user. Otherwise, a Null result is returned.

If a security-policy is in force then the Register-MS abstract-operation shall be subject' to such a policy. Some
security-policies may only permit user-security-labels to be changed if a secure link is'employed. Other 1dcal means
of changing the user-security-labels in a secure manner may be provided.

Performance of the Modify abstract-operation

The MS verifies that the supplied arguments are valid for a Modify abstract-operation. The MS attempts tp discover
all possible static errors before applying the modifications requested. For details se¢ 8.2,7.1. If an errof is found,
the procedure terminates and the error is returned.

The MS establishes which entry-class is addressed by the abstract-operation and identifies the entry or set of entries
specified in the argument,.

The MS applies the sequence of modifications in the order specified to each selected entry in turn. If pn error is
encountered then the procedure terminates leaving the entry which caused the error unchanged. The mgdify-error
indicates the sequence-numbers of those entries which were successfully modified, as well as that of he failing
entry.

The result is returned to the MS-user; it contains a list of the sequence-numbers of the entries sglected for
modification (if any).
Invocation of the Alert abstract-operation

Each registered Auto-alert auto-action is processed until one succeeds in issuing the alert or all have
been attempted. If the delivered-message or delivered-report satisfies the registered selection criteria,

b)

and the requested-attributes parameter 1s present (or the alert-destinations component 1§ absent), then the
MS invokes the Alert abstract-operation. (Note that this procedure, in common with the others defined
in 16.1, assumes that an abstract-association exists between the MS and MS-user; if no abstract-
association exists, Alert cannot be invoked.). If the Alert is performed successfully, the MS-user returns
an alert-result.

If the alert-destinations component is present (and the Alert was not performed successfully, or the

suppress-alert-destinations component is false), the MS attempts to -issue the alert to each alert-
destination in turn, until one attempt succeeds, as defined in 13.1.

117


https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

c) If, after processing all Auto-alert registrations, the Alert abstract-operation has not been performed
successfully, and no alert-destinations have been alerted, then the MS sets the alert-indication which is
reported to the MS-user when an abstract-association is next established.

d) If a security-policy is in force, then to ensure that such a security-policy is not violated during the alert
the message-security-label is checked against the security-context by the MS. If the Alert abstract-
operation is barred either by the security-policy or by temporary security restrictions, the action taken
shall be defined by the security policy in force.

16.2| Supply of the MS-submission Port abstract-services

This [clause describes the performance of the MS-message-submission, MS-probe-submission, and MS-cance}-deferred-
delivery abstract-operations, and the invocation of the Submission-control abstract-operation. The MS abstract-service
supp} of the MS-submission Port abstract-services assumes that an abstract-association exists between the MS-gubmission
Port supplier (the MS) and the MS-submission Port consumer (the MS-user). The performance of the‘abstract-operations is in
sequéntial order, no parallel processing takes place. Not all error cases are described.

16.2.1  Performance of the MS-message-submission abstract-operation

When the MS-user invokes the MS-message-submission abstract-operation, the MS performs the following actions]

a) If a 1994 Application Context is in use, the submission-options parameter of the MS-message-submission-argument
is extracted and the MTS Message-submission argument is consStructed from the remainder. If the sybmission-
options parameter is absent and the present abstract-assogiation identified a UA-registration in its| MS-bind-
argument, the submission-options are drawn from the ‘UA-submission-defaults of that UA-registration. If the
present abstract-association did not identify a UA-registration, or the UA-registration did not comtain UA-
submission-defaults, the submission-options are drawn from the general (non UA-specific) submissign-defaults
registered by Register-MS. If the submission-options contain any MS-submission-extensions these ar¢ acted on
according to the rules stated in the Specification which defines the content-type of the submitted message. If the
MS is unable to progress the submission because the submission-options are incorrectly specified or inglude MS-
submission-extensions which are not supported, then the MS shall create an entry in the Submission-log entry-class
and attach an MS-submission-error-te'it; in this case, the procedure resumes at step (g). Otherwise, the|procedure
resumes at step (c).

If a 1988 Application Context is in use, but the MS-user has registered general (non UA-specific) spbmission-
defaults by means of Register-MS when using a 1994 Application Context, then the submission-options|parameter
of the MS-message-submission-argument is drawn from that registration.

b) If a 1988 Application Context is in use, and the MS-message-submission argument contains a forwarding-request
parameter. the MS verifies that the entry to be forwarded is a delivered-message entry of the Delivery gntry-class
and incorpotates the entry in the MTS Message-submission argument according to content-type specific ryles.

c) If the-submission-options contained a request for the creation of a draft-message entry (without submisgion to the
MTS) then this entry is created and the procedure continues at step (g) below. The mandatory optional
attribute-types for entries of the Draft entry-class are indicated in Table 2.

d The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an abstract-

association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

)] The MS creates an entry in the Submission-log entry-class and invokes the Message-submission abstract-operation
over its abstract-association with the MTS. The mandatory and optional attribute-types for submitted-message
entries of the Submission-log entry-class are indicated in Table 2. If Message-submission is unsuccessful the MS
attaches an MS-submission-error attribute to the Submission-log entry to record the error and the procedure
continues at step (g).
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g)

h)

)

)]

16.2.2

. When the MS-user invokes the VIS-probe-submission abstract-operation the MS performs the following actions:

a)

b)

If the Message-submission is successful and the submission-options parameter (or its registered default) requested
the creation of an entry in the Submission entry-class then that entry is created. The mandatory and optional
attribute-types for submitted-message entries of the Submission entry-class are indicated in Table 2. If the Auto-

correlate-reports auto-action is subscribed to by the MS-user then the MS generates the correlation attributes
indicated in 13.3.

The entry created in the Submission-log or Draft entry-class, or the entries created in both the Submission-log and
Submission entry-classes are modified as follows. If the submission-options parameter (or its registered default)
specxﬁed one or more message-group-names to be added to the new entry or entnes. then these attnbute-values are

for that registered auto-action, and satlsflcs any selection criteria spccxfled then the sequence of modifidations is
applied. If any content-specific auto-actions have been registered they are performed.

Certain auto-actions, when executed, cause the creation of an entry in the Auto-action-logentry-class. If any of
these auto-actions causes an auto-action error, the MS shall attach an auto-action-error_attribute indicating the
nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication, which is r‘el

the MS-user in the MS-message-submission-result. The MS then resumes processing of registered auto-acti

If the Message-submission is unsuccessful (or failed in step (a) above), the erfor'is reported to the MS-user and the
procedure continues at step (i).

main-entry created in the Draft, Submission or Submission-log entry-class. If Message-submission was requested
(rather than storage of a draft-message) then the MS-message“submission-result shall include the MTS Message-
submission result (for details see 8.2.1.1.2 of ISO/IEC 10021-4).

The MS-message-submission-result is returned to the MS-user. This shall indicate the sequence numb% of any

The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates its
abstract-association with the MS, or after a certain period of inactivity.

If a security-policy is in force, then to ensurg that such a security-policy is not violated during MS-message-
submission, the message-security-label is.chiecked against the security-context by the MS. If the MS-message-
submission is barred either by the security-policy or by temporary security restrictions, a security-error|shall be
indicated.

Performance of the MS;probe-submission abstract-operation

If a 1994 Application Context is in use, the submission-options parameter of the MS-probe-submission-argument is
extracted and.the MTS Probe-submission argument is constructed from the remainder. If the submissiop-options
parameter is'@bsent and the present abstract-association identified a UA-registration in its MS-bind-argument, the
submission“options are drawn from the UA-submission-defaults of that UA-registration. If the present|abstract-
association did not identify a UA-registration, or the UA-registration did not contain UA-submission-defpults, the

procedure resumes at step (e) -

If a 1988 Application Context is in use, but the MS-user has registered general (non UA-specific) submission-
defaults by means of Register-MS when using a 1994 Application Context, then the submission-options parameter
of the MS-probe-submission-argument is drawn from that registration.

The MS attempts to establish an abstract-association with the MTS if one does not already exist. If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.
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c)

d)

e)

g

h)

16.2
Whe

a)

b
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The MS creates an entry in the Submission-log entry-class and invokes the Probe-submission abstract-operation
over its abstract-association with the MTS. The mandatory and optional attribute-types for submitted-probe entries
of the Submission-log entry-class are indicated in Table 2. If Probe-submission is unsuccessful the MS attaches an
MS-submission-error attribute to the Submission-log entry to record the error and the procedure continues at step

(e).

If the Probe-submission is successful and the submission-options parameter (or its registered default) requested the
creation of an entry in the Submission entry-class then that entry is created. The mandatory and optional attribute-
types for submltted-probe entnes of the Subm1ss1on entry-class are mdtcated in Table 2 If the Auto correlate-

Submission entry-classes are modified as follows. If the submission-options parameter (or its registere

specified one or more message-group-names to be added to the new entry or entries, then'these attribute
added. If Auto-modify auto-actions have been registered by the MS-user, and enabled-in the submiss

-parameter (or its registered default), then each is examined in turn. If the entry belongs to the entry-class

for that registered auto-action, and satisfies any selection criteria specified, then the sequence of modif
applied.

Certain auto-actions, when executed, cause the creation of an entry in.the Auto-action-log entry-class.
these auto-actions causes an auto-action error, the MS shall attach ‘an auto-action-error attribute ind.
nature of the error to the Auto-action-log entry, and shall set the auto-action-error-indication, which is
the MS-user in the MS-probe-submission-result, The MS then resumes processing of registered auto-acti

d default)
values are
on-options
specified

ications is .

If any of
cating the
eturned to
ns.

If the Probe-submission was unsuccessful (or failed in step.(a) above), the error is reported to the MS-uger and the

procedure continues at step (g).

The. MS-probe-submission-result is returned to the MS-user. This shall indicate the sequence number of
created in the Submission and Submission-log entry-classes. The MS-probe-submission-result shall i
MTS Probe-submission result (for details see.8.2.1.2.2 of ISO/IEC 10021-4),

ny entries
clude the

The MS may choose to terminate the. abstract-association with the MTS either when the MS-user terminates its

abstract-association with the MS, or.after a certain period of inactivity.

submission, the message-security-label is checked against the security-context by the MS. If the
submission is barred eith¢r’by the security-policy or by temporary security restrictions, a security-e
indicated.

If a security-policy is in force, then to ensure that such a security-policy is not violated during"E:S-probe-

Performance of the MS-cancel-deferred-delivery abstract-operation

The MS verifies that the supplied arguments are valid for an MS-cancel-deferred-delivery abstract-ope
details see 8.2.1.3.1 of ISO/IEC 10021-4.

S-probe-

r shall be‘

h the MS-user invokes the MS-cancel-deferred-delivery abstract-operation, the MS performs the following actions:

ration. For

The MS attempts to establish an abstract-association with the MTS if one does not already exist, If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

The MS invokes a Cancel-deferred-delivery abstract-operation to the MTS. If the request for delivery cancellation
is successful and the user has subscribed to the Auto-correlation of Reports element of service, the MS searches for

an entry in the Submission and Submission-log entry-classes corresponding to the submitted-message

for which

deferred-delivery has been cancelled. If this entry is present, the MS attaches a deferred-delivery-cancellation-time
attribute to it to record the date and time at which delivery cancellation occurred, and updates the AC-report-

summary attribute to record the cancellation.
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d) The MS reports the outcome of the abstract-operation to the MS-user.

e) The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates its
abstract-association with the MS or after a certain period of inactivity.

16.24 Invocation of the Submission-control abstract-operation

If the MTS invokes the Submission-control abstract-operation, or if for some internal reason the MS requires a temporary

restri absiract-operations that the MS-user may invoke, Of fequires an altera he existing
restrictions, the MS performs the following actions:

a) The MS invokes the MS-submission-control abstract-operation; see 8.3.4

b) The MS waits for the MS-user to generate an MS-submission-control result, confirming the acceptance pf the MS-
submission-control abstract-operation.

c) If the Submission-control was originally invoked by the MTS, the MS returns\the MS-submission-control result
received from the MS-user to the MTS,

16.2{5  Generation rules for general-attributes

The pntries of the Submission, Submission-log, and Draft entry-classes.cteated as a result of MS-message-submission and
MS-probe-submission shall contain the mandatory attributes indicatéd in Table 2, and such optional attribytes as are
suppprted by the MS implementation and subscribed to by the MS-user. The generated attributes form a new entry, or in
somg¢ cases a parent-entry and one or more child-entries; see 6,3,4. Each attribute of an entry in the Submission-log entry-
clasq has the same value as the equivalent attribute in thé(Corresponding entry of the Submission entry-clasy (with the
exception of the deletion-time and MS-submission-error attributes which are specific to Submission-log entyies). The
following kinds of general-attributes shall be generated: '

a) general-attributes generated by the MS itself (e.g., sequence number);

b) general-attributes generated from-components of the message-submission-envelope and probe submissiop envelope,
and from the result of the MTS Message-submission and Probe-submission abstract-operations. For ¢omponents
which are not present, but for-which default values are defined, a general-attribute containing the defaplt value is
generated.

See [Table 4 and 11.4 for thé tules on how the general-attributes are generated. The generation rules for conint—speciﬁc
attributes are described in“the relevant Specification for the content-type concerned (e.g., the IPMS-specific agributes are
described in clause 19-0f ISO/TEC 10021-7).

16.3  Supplyof the Administration Port abstract-services

This clatise describes the performance of the Register and Change-credentials abstract-operations. The MS abstract-service
supglyof the Administration Port abstract-services assumes that an abstract-association exists between the Administration
Port supplier (the MS) and the Administration Port consumer (the MS-user). The performance of the abstract-operations is in
sequential order, no parallel processing takes place. Not all error cases are described.

16.3.1 Performance of the Register abstract-operation
When the MS-user invokes the Register abstract-operation, the MS performs the following actions:

a) The MS verifies that the supplied arguments are valid for the Register abstract-operation. See 8.4.1.1.1 of ISO/IEC
10021-4. Subject to local policy or subscription, the MS may impose additional restrictions on the registrations
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b)

<)

d

¢)

16.3.2
When

a)

b)

16.3.3
When|

a)

b)

9
d)

the MTS invokes the Change-credentials abstract-operation, the MS performs the following actions:

the MS-user invokes the Change-credentials abstract-operation, the MS performs the following actions;

SO/IEC

which may be performed by the MS-user; if these restrictions are violated, an abstract-error is returned to the MS-

user and the procedure terminates.

The MS auempts to establish an abstract-association with the MTS if one does not already exist, If an abstract-
association cannot be established, a remote-bind-error is returned to the MS-user and the procedure terminates.

The MS invokes the Register abstract-operation over its abstract-association with the MTS, containing the
arguments of the original abstract-operation.

The MS may choose to terminate the abstract-association with the MTS either when the MS-user. terminates its

abstract-association with the MS or after a certain period of inactivity.

The scope of permitted changes by the MS-user to the user-security-labels shall be confined by the secullli;y-policy

in force. Some security-policies may only permit user-security-labels to the changed in this"way if a sec
employed. Other local means of changing user-security-labels in a secure manner may be-provided.

Invocation of the Change-credentials abstract-operation

The MS verifies that the supplied arguments are valid for the Change-credentials abstract-operation. See
ISO/IEC 10021-4, If the old credentials are incorrect or the new cfedentials are not acceptable, an error i
and the procedure terminates.

The MS stores the new credentials for use on subsequeitoccasions when it binds to the MTS and returns
the MTS.

Performance of the Change-credentials abstract-operation

The MS verifies that the supplied-arguments are valid for the Change-credentials abstract-operation. See
ISO/IEC 10021-4. Subject-to-local policy, the MS may impose restrictions on the use of the Change-o
abstract-operation by the"MS-user; if these restrictions are violated, an abstract-error is returned to the M
the procedure terminates.

e link is

8.4,1.2 of
b returned

h result to

8.4.1.2 of
redentials
-user and

The MS attempts-to establish an abstract-association with the MTS if one does not already exist. If arLabstract-

association cannot be established, a remote-bind-error is returned to the MS-user and the procedure termin
The MS invokes the Change-credentials abstract-operation over its abstract-association with the MTS,

The tesult or error returned by the MTS is returned to the MS-user. If the abstract-operation was
successfully, the MS stores the new credentials.

fes.

performed

17

The MS may choose to terminate the abstract-association with the MTS either when the MS-user terminates its

abstract-association with the MS or after a certain period of inactivity.

Ports realization

This clause describes how the Retrieval, the MS-submission and the Administration Ports of the MS abstract-service are
provided. For a description of how the MTS abstract-service provides the Delivery, the Submission and the Administration
Ports, refer to clause 8 of ISO/IEC 10021-4. ‘
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17.1  Retrieval Port

The Retrieval Port abstract-services are realized on a one-to-one basis between abstract-operations and real operations in the
Message Retrieval Service Element 1988 (MRSE-88) and Message Retrieval Service Element 1994 (MRSE-94) which are
defined in ISO/IEC 10021-6.

NOTE - The MRSE-88 applies when using a 1988 Application Context; the MRSE-94 applies when using a 1994 Application Context.

17.2 —MS=submissionmrPort

The MS-submission Port abstract-services are realized on a one-to-one basis between abstract-operations and-teal gperations
in the Message Submission Service Element (MSSE) and MS Message Submission Service Element (MS-MSSE) which are
definefl in ISO/IEC 10021-6.

NOTE[- The MSSE applies when using a 1988 Application Context; the MS-MSSE applies when using a 1994.Application Confext.

17.3 | Administration Port
The Aldministration Port abstract-services are realized on a one-to-one basis between abstract-operations and real Jperaﬁons
in the|Message Administration Service Element 1988 (MASE-88) and the Message Administration Service Element 1994
(MASE-94) which are defined in ISO/IEC 10021-6.

NOTE|- The MASE-88 applies when using a 1988 Application Context; the MASE-94 applies when using a 1994 Application Gontext.
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Annex A

(normative)

Formal assighment of Object Identifiers

© ISO/IEC

All Object Identifiers assigned in this part of ISO/IEC 10021 are formally assigned in the present annex using ASN.1, The
specified values are cited in the ASN.1 modules of subsequent annexes.

This annex is definitive for all values except those for ASN.1 modules and for the whole subject matter of this part of

Isowmmmemﬁ
references to the values assigned to modules appear in IMPORT clauses.

MSObjjectIdentifiers {Jjoint-iso-ccitt mhs-motis(6) ms(4) modules(0) object-identifiers(0) version-
DEFI[ITIONS 1=

BEGI

-- Rrologue

~-— Bxports everything

IMPORTS
ID, id-ms

-- Qategories

FROM MHSObjectIdentifiers {joint-iso~cecitt mhs-motis(6) arch(5) modules{0) object-identifi

version-1994(0)};

xed, Other

1994 (0)}

ers(0)

id-mpa ~- modules -~- ID ::= {id-ms~0}

id-of -- ohjects -- ID ::= {id=-ms& 1}

id-pt -- port types -- ID ::= {id=ms 2}

id-agt -~ attribute types =-- ID t:=%fid-ms 3}

id-agt -~ auto-action types —- ID :¢%# {id-ms 4}

id-ckt -—- gontracts - ID &:= {id-ms 5}

id-cp -- connection-packages -- AD\ri= {ld-ms 6}

id-ape -~ auto-action-errors-- D 1:= {id-ms 7}

id-mf -— matching-rules -- ID ::= {id-ms 8}

—- Modules

id-mpd-object-identifiers ID ::= {id-mod 0} -- not definitive
id-mpd-abstract-service ID ::= {id-mod 1} -- not definitive
id-mpd-attribute~types ID ::= {id-mod 2} -~ not definitive
id-mpd~action-types ID ::= {id-mod 3} -~ not defilnitive
id-mpbd-upper-bounds ID ::= {id-mod 4} -- not definitive
id-mpbd-matching=rules ID ::= {id-mod 5} =-- not definitive
id-ok-ms ID ::= {id-ot O}

id-ot= b4 IDTT= (fg~or I}

~-— Port types

id-pt-retrieval-88 ID ::= {id-pt 0}

id-pt-retrieval-94 ID ::= {id-pt 1}
id-pt-ms-submission ID ::= {id-pt 2}

--=— Contracts

id-crt-ms-access-88 ID ::= {id~-crt 0}
id-crt-ms-access-94 ID ::= {id-crt 1}
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—-— Connectlion-packages

id-cp-ms—connection

L)
o

-~ Attribute-types

ti= {id-cp 0O}

id-att-ac~-correlated~report-list ID ::= {id-att 42}
id-att-ac-report-summary ID ::= {id=-att 43}
id-att~ac-uncorrelated-report~list ID ::= {id-att 44}
id-att-auto-action-error i:= {id-att 46}
id-a on—-registration~identifier {id—-att 47)
id—a-t—auto action ~subject-entry {id-att 48}
id-afjt~auto~action-type {id-att 49}
id-aft~child-sequence-numbers {id-att 0}

id-afjt~content {id-att 1}

id~aft~content-confidentiality~algorithm-identifier {id-att 2}

id~afit~content~correlator {id-att 3}

ld-afjt~content~identifier {id—-att 4}

id-aft~content~integrity-check {id-att 5}

id-afit~content~length {id~att 6}

id-afjt~content-~returned {id-att 7}

id~afjt~content~type {id-att 8}

id-aft~conversion-with-loss~prohibited {id-att 9}

id-afit~converted-EITs {id-att 10}
id-afit~creation-time {id-att 11}
id-afjt~deferred~delivery~cancellation-time {id-att 50}
id-afjt~deferred-delivery-time {id-att 51}
id-aft~deletion-time {id-att 52}
id-afit~delivered-EITs {id=att 12}
id-afjt~delivery-flags {dd=att 13}
id-aft~dl-~expansion-history {fd-att 14}
id-at~dl-expansion-prohibited {id-att 53}
id-aflt~entry—~type {id-att 16}
id-agt-internal~-trace~information {id-att 54}
id-agt-latest-delivery~time {id—-att 55}
id-afjt-marked-for-deletion {id-att 56}
id-agt-message~delivery-envelope {id~att 18}
id-agt-message~delivery-time {id~att 20}
id-att-message-group-name : {id-att 57}
id-att-message-identifier H {id-att 19}
id-att~message-notes : {id~-att 58}
id~agt-message-origin-authentication- check B {id-att 21}
id-aft-message~security-label : {id~att 22}
id-att-message~submission-envelope H {id~-att 59}
id-att-message-submission-time ID 1:= {id-att 23}
id-att-message~token ID ::= {id-att 24}
id-agt-ms-originated ID ::= {id-att 60}
id-att-ms~submission-error ID ::= {id-att 61}
id-att-original-EITs ID s:= {id-att 25}
id~att-originally-intended-recipient-name ID ::= {id-att 17}
ig-att~originating-MTIA~certificate ID ::= {id-att 62}
id-att-originator-gextificate ID :1:= {id-att 26}
id-att~originator=name ID ::= {(id-att 27}
id-att-originator=report-request ID ::= {id-att 63}
id-att-originator-return-address ID ::= {id-att 64}
id-att-other=reécipient-names ID ::= {id-att 28}
id-att-patent—-sequence-number ID ::= {id-att 29}
id-att-per-message~indicators ID ::= {id-att 65}
id-a t—per—recipient~message ~submission-fields ID ::= {id-att 66}
id-a CHNOR:S DT T=tid=att— 67}
id—att—per—r301p1ent—repcrt—dellvery—flelds ID ::= {id-att 30}
id-att-priority ID ::= {id-att 31}
id-att-probe-origin-authentication-check ID ::= {id~att 68}
id-att-probe-submission-envelope ID ::= {id=att 69}
id-att-proof-of-delivery-request ID ::= {id~-att 32}
id-att~proof~of-submission ID ::= {id-att 70}
id-att~recipient-names ID ::= {id-att 71}
id-att~recipient~reassignment-prohibited ID ::= {id-att 72}
id-att-redirection~history ID ::= {id—~att 33}
id-att-report-delivery-envelope ID ::= {id-att 34}
id-att-reporting-DL-name ID ::= {id-att 35}
id-att-reporting-MTA-certificate ID ::= {id-att 36}
id~att-report~origin-authentication~check ID ::= {id=-att 37}
id-~att-retrieval~status ID ::= {id-att 15}

ISO/IEC 10021-5:1994 (E)
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id-att-security-classification ID ::=
id-att-sequence-number ID ::=
id-att-storage-period ID ::=
id-att-storage-time ID ::=
id-att-subject~submission-identifier ID ::=
id-att~this-recipient-name ID ::=
id-att-trace-information ID ::=

-~ Auto-action-types

{id-att
{id-att
{id~-att
{id-att
{id-att
{id-att
{id-att

38}
39}
73}
74}
40}
41}
75}

© ISO/IEC

id-act-ipm-auto~forward ID ::= {id~act O} -- Reserved for use in ITU-T Rec. X.420 | ISO/IEC 10021-7
id-acf-auto-alert ID ::= {id-act 1}
id~ack-auto-correlate~reports ID ::= {id-act 2}

id-acfk-auto-delete ID ::= {id-act 3}

id-ack~auto-modify ID 3:= {id-act 4}

-~ AWto-action errors

id-aap-auto-alert-error ID ::= {id-aae 0}

-- Matching-rules

id=-mrf-content~correlator-match ID ::= {(id-mz 1}
id~mrjicontent~identifier-match ID ::= {id=-mx~2}
id~mrpms~-single-substring-list-elements~match ID ::= {id=mr 3}
id-mrims-single-substring-list~match ID ::= {id-mr 4}
id~-mrFms-single-substring-match ID ::3% (id-mr S5}
id~-mrfFms~substrings-match ID s43= {id-mr 6}
id-mrrmsstring-case~-sensitive-match Ipysy= {id-mr 7}
id-mrimsstring-list-elements-match ID\::= {id-mr 8}
id-mrpmsstring~list-match ID s:= {id~-mr 9}
id-mrFmsstring~match ID ¢:= {id~mr 10}
id-mrfmsstring-ordering-match ID ::= (id=-mr 11}
id-mrrmts~identifier-match ID ::= (id~mr 12}
id-mrjloraddress-elements-match ID ::= {id~mr 13}
id-mrforaddress-match ID ::= {id-mr 14}
id-mr{-oraddress~substring~elements-match ID ::= {id-nmr 15}
id-mrlorname~element s-match ID :3= {id-mr 16}
id-mrforname-match ID ::= {id-mr 17}
id-mrforname-single-element-~match ID ::= {id~mr 18}
id-mrforname=-substring-elements-match ID ::= {id-mr 19}
id-mrfredirection-or~-dl-expansion~elements-match ID ::= {id-mr 20}
id-mriredirection-or-dl—expansion—-match ID ::= {id-mr 21}
id-mrfredirection-or-dl-expansion~substring-elements-match ID ::= {id-mr 22}
id-mrfredirection~reason-match ID ::= (id-mr 23}
id-mrlvalue-count-match ID ::= {id-mr 24}

END -

- of MSObjectlIdentifiers
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Annex B

(normative)
Formal definition of the Message Store abstract-service
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This annex, a supplement to section 2, formally defines the Message Store abstract-service. It employs ASN.1 and the
MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object classes of
ISO/IEC 10021-4 Amendment 2, and the CONTRACT and CONNECTION-PACKAGE information object classes of
ISO/IEC 13712-1,

NoOIE -~

every i

MSAbstfractService {joint-iso-ccitt mhs-motis(6) ms{4) modules(0) abstract-service(l) version-1994 (0
DEFINITIONS ::=

BEGIN

-- Prplogue
-- Exports everythilng

IMPORTIS

tance. However, frequently this will be done. Just how this is accomplished is the subject of ISO/IEC 100216.

-~ MTS information object classes

ABSTRACT-ERROR, ABSTRACT~OPERATION, EXTENSION; MHS-OBJECT, PORT,
-— MTS objects and ports

bdministration, delivery, mts-user, submission,

-~ MTS abstract-operations\and abstract-errors

cancel-deferred-delivery, ,element-of-service-not-subscribed, inconslstent-request,
hew-credential s—unacceptable, old-credentials~incorrectly-specified, originator-invalid,
recipient-improperly-specified, remote-bind-error, security-error, submission-control,
submission-control-vitlated, unsupported-critical-function,

~~ MTS abstrdct-service data-types

Credentials,{InitiatorCredentials, MessageSubmissionArgument, MessageSubmisslonResult,

ORAddressAndOrDirectoryName, ProbeSubmissionArgument, ProbeSubmissionResult, ResponderCredent

SecurityContext, SecurityLabel

FROM MTSAbstractService {joint-iso-ccitt mhs-motis(6) mts(3) modules(0) mts-abstract-seq
version-1994(0)}

The use of the MHS-OBJECT, PORT, ABSTRACT-OPERATION, and ABSTRACT-ERROR information object classes, which
are derived from the ROS-OBJECT-CLASS, OPERATION-PACKAGE, OPERATION and ERROR information object(classeg of ROS,
does nli imply that the abstract-operations and abstract-errors are invoked and reported across the boundary between open-s

stems in

ials,

lvice (1)

| —= MTS abstract-service 1988 ports

administration-88

FROM MTSAbstractService88 {joint-iso-ccitt mhs-motis(6) mts(3) modules(0)
mts-abstract-service(l) version-1988(1988)}

-~ MTS abstract-service upper bounds

ub-content~types, ub-encoded-information-types, ub-labels-and-redirections

FROM MTSUpperBounds {joint-iso-cecitt mhs-motis{6) mts(3) modules(0) upper-bounds(3)}
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-- MS attribute table

AttributeTable

FROM MSGeneralAttributeTypes {Jjoint-iso-ccitt mhs-motis(6) ms(4) modules(0)
general-attribute-types(2) version-1994(0)}

~— MS matching rule table

MatchingRuleTable

—FROMMSMatTiriTgRotes—tjvimt=iso=cottrmrs=mot e t6 e ) modu st genera ettt ig ™

-- MS auto-actlon-table and auto-action—-error table

AutoActionTable, AutoActionErrorTable
FROM MSGeneralAutoActionTypes {joint-iso-ccitt mhs~-motis(6) ms(4) modules(0)
general-auto-action-types(3) version-1994(0)}

-- MS object-identifiers

id-cp-ms-connection, id-crt-ms-access~88, id-crt-ms-access-94, id=-ot~ms, id-ot-ms-user,

id-pt-retrieval-88, id-pt-retrieval-94, id-pt-ms-submission
FROM MSObjectIdentifiers {joint-iso-ccitt mhs-motis(6) Mms{4) modules(0) object-identi]
version-1994(0)}

-- MS Access abstract-operation and error codes

err-attribute-error, err-auto~action-request-error, ‘err-ms-extension-error,
err-delete-error, err-entry-class-error, err-fetch-restriction-error, )
err-invalid-parameters-error, err-message-group<error, err-modify-error,
err-range-error, err-security-error, err-sequence-number-error, err-service-error,
err-register-ms-error, op-alert, op-delete;l\op~fetch, op~list, op-modify,
op-ms-message-submission, op-ms-probe-~submission, op-register-ms, op-summarize
FROM MSAccessProtocol {joint-iso=-ccitt mhs-motis(6) protocols(0) modules(0)
ms~-ac¢ess-protocol (2) version~1994(0)}

- M$ abstract-service upper bounds

ub-attributes~-supported, ub-attribute-values, ub-auto-action~-errors, ub-auto-actions,
ub-auto-registrations, ub-default-registrations, ub-entry-classes, ub=-error-reasons, ub-ej
ub-group-depth, ub-group~descriptor-length, ub-group-part~length, ub-matching-rules,
ub-message~groups, ub-messages, ub-modifications, ub-per-entry, ub-per-auto-action,
ub~service-information-length, ub-summaries, ub-~supplementary-info-length,
ub-ua-registration-identifier-length, ub-ua-registrations, ub~restrictions

FROM MsUpperBounds {joint-iso~ccitt mhs-motis(6) ms(4) modules(0) upper-bounds(4)

version-1994(0)}

-- MATCHING-RULE information object class

MATCHING-RULE

© ISO/IEC

rules (5)}

fiers(0)

tensions,

PROM InformationFramework {joint-iso-ccitt ds(5) modules(l) informationFramework(l) 2
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CONTRACT, CONNECTION-PACKAGE
FROM Remote-Operations~Information-Objects {joint-iso-ceitt remote-operations(4)
informationObjects(5) versionl(0))

emptyUnbind
FROM Remote-Operations-Useful-Definitions (Jjoint-iso-ccitt remote-~operations(4)
useful~definitions(7) versionl (Q)};
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-- MS Abstract Objects

ms MHS-OBJECT ::= ({

Is {mts-user}
RESPONDS {ms-access—-contract-88 | ms-access-contract-94}
ib id-ot-ms }

ms-user MHS-OBJECT ::= {
INITIATES {ms-access-contract-88 | ms—access-contract-94}
ID id~ot=~ms-~user }

-— Coptracts

ms-accpss-contract~94 CONTRACT ::=

CONNECTION ms—-connect
INITIATOR CONSUMER OF {retrieval | ms-submission | administration}
ID id=-crt-ms—access-94 }
ms—~accpss~contract-88 CONTRACT ::= ({
[ONNECTION ms-connect -~ with all 1994 extension additions omitted---
NITIATOR CONSUMER OF {retrieval-88 | submission | administration-88}
D id-crt-ms—-access-88 }

-- Cohnection-package

ms-conhect CONNECTION~PACKAGE ::= {

BIND ms-bind

UNBIND ms-unbind

[D id-cp-ms~connection }
-— MS| Ports

retrieval PORT ::i=
FONSUMER INVOKES {summarize | list | fetch | delete | reglster-Ms,
w..=— 1994 extension additiodn --,

modify}
BUPPLIER INVOKES {alert}
LD id-pt-retrieval-94 }

retrieval-88 PORT ::= ({

- With all 1994 extension additdons to the abstract-operations absent --
PONSUMER INVOKES (summarize | list' | fetch | delete | register-MsS}
BUPPLIER INVOKES {alert}

LD id-pt-retrieval-88 }

ms-su1§ission PORT ::= {

UPPLIER INVOKES {ms=submission-control}
1D id¢=pt-ms~submission }

—— AMNTRIBUTE informatlion object class

ATTRIBUTE ::=\CLASS {

ONSUMER INVOKES ({mg-message-~submission | ms-probe-submission | ms-cancel-deferred-delivery}

&id AttributeType UNIQUE,

&Type;

sequalityMatch MATCHING-RULE OPTIONAL,

&substringsMatch MATCHING-RULE OPTIONAL,

&orderingMatch MATCHING-RULE OPTIONAL,

snumeration ENUMERATED {single-valued(0), multi-valued(l)},
-~ 1994 extension =~

&OtherMatches MATCHING-RULE OPTIONAL }

WITH SYNTAX {
WITH ATTRIBUTE-SYNTAX &Type,

{EQUALITY MATCHING-RULE &equalityMatch, ]
[SUBSTRINGS MATCHING-RULE &substringsMatch,]
[ORDERING MATCHING~RULE &orderingMatch, ]

[OTHER MATCHING-RULES &0therMatches, ]
NUMERATION &numeration,
ID &id }
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Attribute ::= SEQUENCE {
attribute~type ATTRIBUTE.&id ({AttributeTable}),
attribute-values SEQUENCE SIZE (l.. ub-attribute-values) OF ATTRIBUTE.&Type
. {{AttributeTable} {Rattribute-type}) }

AttributeType ::= OBJECT IDENTIFIER
-= AUTO-ACTION information object class

AUTO-ACTION ::= CLASS {

&id AutoActionType UNIQUE,
&RegistrationParameter OPTIONAL,
&Errors AUTO-ACTION-ERROR OPTIONAL }

WITH BYNTAX {

[REGISTRATION PARAMETER IS &RegistrationParameter]
[ERRORS &Errors]

IDENTIFIED BY &id }

AutoAfrtionType ::= OBJECT IDENTIFIER

AutoAptionRegistration ::= SEQUENCE {

auto~action-type AUTO-ACTION.&id ({AutoActionTable}),

registration—identifier [0] INTEGER (1l..ub-per—auto-action) DEFAULT 1,

registration-parameter [1] AUTO-ACTION.&RegistrationParameter ({AutoActionTable}
{Rauto-action-type}) OPTIONAL}

-- AUTO-ACTION-ERROR linformation object class
AUTO-ACTION-ERROR ::= ABSTRACT-ERROR

AutoAptionErrxor ::= SET {
error~code {0] AUTO-ACTION~ERROR. &errorCode ({AutoActionErrorTablel}),
error-parameter [1] AUTO~ACTION-ERROR.&ParameterType ({AutoActionErrorTable}{@error-code}) OPTIONAL}

~- MS-EXTENSION information object class

MS-EXPENSION ::= TYPE-IDENTIFIER

MSExtensionItem ::= INSTANCE OF MS-EXTENSION

MSExtknsions ::= SEQUENCE SIZE(l..ub-<extensions) OF MSExtensionItem
-- Common data-types related.to the information model

Entryflass ::= INTEGER {

delivery (0)(,
-~ 1994 extensions ==
submission 0y,
draft (2),
stored-message (3),
delivery-log (4),
submission~log (5),
message<loyg (6),

auto-action-log (7) } (0..ub=-entry-classes)

Entryflype ::= INTEGER {

L delivered-pessage (Q),
delivered-report (1),
returned-content (2),
~~ 1994 extensions --
submitted-message (3),
submitted-probe (4),
draft-message (5),
auto-action-event (6) 1}

SequenceNumber ::= INTEGER (0..ub-messages)

RetrievalStatus ::= INTEGER {
new (0),
listed 1),
processed (2) }
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MessageGroupName ::= SEQUENCE SIZE(l..ub-group-depth) OF GroupNamePart

GroupNamePart ::= GeneralString (SIZE(l..ub-group-part-length))

~—- MS-bind abstract-operation

ms-bind ABSTRACT-OPERATION ::= {

ARGUMENT MSBindArgument

RESULT MSBindResult

ERRORS {ms-bind-error} }
MSBindArgument ::i= SET ({

nitiator-name
nitiator-credentials
ecurity-context
etch~restrictions
s~configuration-request

Jya-registration-identifier
Bind-extensions

ORAddressAndOrDirectoryName,

[2] InitiatorCredentials,

[3] IMPLICIT SecurityContext OPTIONAL,

{4] Restrictions OPTIONAL -- default 1s none--,
[5) BOOLEAN DEFAULT FALSE,

-- 1994 extenslons =--

[6] RegistrationIdentifier OPTIONAL,

{7] MSExtensions OPTIONAL}

Restri¢tions ::= SET ({
4llowed~content-types

3llowed-EITs

MS-EIT3 ::= SET SIZE (l..ub-encoded~information-types) OF MS-EIT

MS~-EIT| : := OBJECT IDENTIFIER

RegistfationIdentifier ::= PrintableString (SIZE(l..ub-ua-<registration-identifier-length))

MSBindResult ::= SET {
Yesponder-credentials
avalilable-auto-actions

available-attribute~types

blert-indication
fontent~types-supported

entry-classes-supported
atching-rules—-supported
dditional-capabilities
essage-group-depth
uto~action~error-indication
nsupported-extensions
a-~registration-id-tinkniown
ervice-informatioh

[0} SET SIZE (l..ub-content-types) OF OBJECT IDRENTIFIER OPTIONAL

{1] MS-EITs OPTIONAL =-~default i1s no restriction--,
naximum-attribute~length [2] INTEGER OPTIONAL ~~default is no restriction--}

(2]
(3}

{4l

[(s]
{6}

-~ 1994 extensions ==

(7}
{8}
9]
{101}
[11]
(12]
13}
[14)

--default\\ls no restriction--,

ResponderCredentials,
SET SIZE (L.vub-auto-actions) OF AUTO-ACTION,&id
({AutoActionTable}) OPTIONAL,
SET SIZE (1..ub-attributes-supported) OF ATTRIBUTE.&id
({AttributeTable}) OPTIONAL,
BOOLEAN DEFAULT FALSE,
SET)'SIZE (l..ub~content-types) OF OBJECT IDENTIFIER OPTIONA

SET SIZE(l..ub-entry-classes) OF EntryClass OPTIONAL,
SET SIZE(l..ub-matching-rules) OF OBJECT IDENTIFIER OPTIONAI
MSExtensions OPTIONAL,

INTEGER {(1..ub-group-depth) OPTIONAL,
AutoActionErrorIndication OPTIONAL,

SET SIZE(l..ub-extensions) OF OBJECT IDENTIFIER OPTIONAL,
BOOLEAN DEFAULT FALSE,

GeneralString (SIZE(l..ub-service~information-length)) OPTI

AutolAdgtionErrorIndication ::= CHOICE {

ndication-only
uto~action-=log-entry

ms-bi
ARAMETER CHOICE {
unqualified-error

-error. ABSTRACT-ERROR ::=

{0] NULL,
[1] SequenceNumber }

{

BindProblem,

1 004

by

Pe

DNAL }

qualified—error
bind-problem

4o 2
T 79T XTeIISTO

SET {

{0] BindProblemn,

supplementary-information [1) GeneralString (SIZE(l..ub-supplementary-info-length)) OPTIONAL,

bind-extension-errors

BindProblem ::= ENUMERATED ({
authentication-error

unacceptable-security-context
unable-to-establish-association
-~ 1994 extension addition -- ,

bind-extension-~problem

),
1y,
(2},

(3)}

{2] SET SIZE(l..ub~extensions) OF OBJECT IDENTIFIER OPTIONAL} } }
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-~ MS Unbind abstract-operation
ms~unbind ABSTRACT-OPERATION ::= emptyUnbind
-~ Common data-types

Range ::= CHOICE {
sequence-number-range [0] NumberRange,

creation~time-range [1] TimeRange }

NumberRange = SEQUENCE {
from [0} SequenceNumber OPTIONAL ~- omitted means no lower bound=-=-,
to [1] SequenceNumber OPTIONAL -- omitted means no upper bound--}

TimeRange ::= SEQUENCE ({
from [0] CreationTime OPTIONAL -- omitted means no lower bound~-,
to (1] CreationTime OPTIONAL -- omitted means no upper bound--}

CreationTime ::= UTCTime

Filtér ::= CHOICE {
item {0l FilterItem,

and [1] SET OF Filter,
or [2) SET OF Filter,
not 3] Filter }

FilterItem ::= CHOICE {

equality {01 AttributeValueAssertion,
substrings [1] SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable€}),
strings SEQUENCE OF CHOICE {
initial {0] ATTRIBUTE.&Type ({AttributeTable} {@substrings.typel),
any [1] ATTRIBUTE.&Type (({AttributeTable} {@substrings.typel),
final [2] ATTRIBUTE.&Typé\({AttributeTable} {@substrings.typel)} },
greater-or-equal [2] AttributeValueAssertion,
less-or-equal {3] AttributeValueAssertion,
present {4] ATTRIBUTE.&id ({AttributeTablel}),

approximate-match {5] AttributeValueAssertion,
~= 1994 extension =
other-match [6] MatchingRuleAssértion }

MatchingRuleAssertion ::= SEQUENCE ({

matching-rule [0] MATCHING=RULE, &id({MatchingRuleTable}),
attribute-type {1] ATTRIBUTE.&id, :
match-~value [2] MATCHING-RULE.&AssertionType ({MatchingRuleTable} {@matching-rule})}

AttributeValueAssertion ::="'SEQUENCE {
attribute-type ATTRIBUTE.&id ({AttributeTable}),
attribute-value ATTRIBUTE. &Type ({AttributeTable} {@attribute-type}) }

Seleptor ::= SET {
child~entries."[0] BOOLEAN DEFAULT FALSE,

range {1) Range OPTIONAL --default 1s unbounded--,

filter {2] Filter OPTIONAL =-- default 1s all entries within the specified range--,

limit [3] INTEGER (1..ub-messages) OPTIONAL,

ovetride [4) OverrideRestrictions OPTIONAL -- by default, any fetch-restrictions in forcq apply=~}

OvergrideRestrictions ::= BIT STRING {
override—~content-types-restriction {0},
override-~EITs-restriction (N,
override-attribute~length~restriction (2) } (SIZE (1.. ub~restrictions))

EntxyInformationSelection ::= SET SIZE (O..ub-per-entry) OF AttributeSelection

AttributeSelection ::= SET {
type ATTRIBUTE.&id ({AttributeTablel}),
from [0] INTEGER (l..ub-attribute-values) OPTIONAL --used if type is multi valued--,
count [1] INTEGER (1l..ub-attribute-values) OPTIONAL --used if type is multi valued-- }
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EntryInformation ::= SEQUENCE {
sequence-number SequenceNumber,
attributes

SET SIZE (l..ub-per-entry) OF Attribute OPTIONAL,
-= 1994 extension =--

value~count-exceeded [0] SET SIZE(l..ub-per-entry) OF AttributeValueCount OPTIONAL }

AttributevValueCount ::= SEQUENCE {
type [o]
total 13

ATTRIBUTE.&id ({AttributeTable}),
INTEGER }

MSSubmissionOptions ::= SET {

ohiect—-entrv—class [0] EntrvClass (su =

disable-auto-modify {1] BOOLEAN DEFAULT FALSE,

add-message—-group-names [2] SET SIZE(l..ub-message-groups) OF MessageGroupName OPTIONAL,
ms-submission~extensions [3] MSExtensions OPTIONAL }

CommgnsSubmissionResults ::= SET {

created-entry [0) SequenceNumber OPTIONAL,
auto~action-error-indication [1] AutoActionErrorIndication OPTIONAL,
ms-submission-result-extensions (2] MSExtensions COPTIONAL }

-— Rptrieval Port abstract-operations

summarize ABSTRACT-OPERATION ;:=

ARGUMENT
RESULT
ERRORS

CODE

SummarizeArgument

selector

SummgrizeResult
next
count
span

summaries

Span|::= SEQUENCE {

lowest
highest

entry-class

summary-reguests [2] SEQUENCE SIZE (1..ub-summaries) OF ATTRIBUTE.&ld ({AttributeTable})

summarize-extensions [3] MSExtensions OPTIONAL }

3= SET {

summarize-result-extensions [4] MSExtensions OPTIONAL }

[0}
[1]

Summdry ::= SET\{

absent
present

[0]
[1]

SummarizeArgument
SummarizeResult
{attribute-error | invalid-parameters-error | range-~error |
security-error | sequence~number-error | servigce=~error,
vve == 1994 extension additions -- ,
entry~-class~error | ms-extension-~error}
op~summarize }

s:= SET {
[0] EntryClass DEFAULT deligery,
[1] Selector,

OPTIONAL ~- absent if no summaries are requested--,
~- 1994 extension --

[0] <SequenceNumber OPTIONAL,
{1 INTEGER (0..ub-messages) —-- of the entries selected--,
[2) ““Span OPTIONAL =-- of the entriles selected,

-- omitted if count is zero --,
(31 SEQUENCE SIZE (1l..ub-summaries) OF Summary OPTIONAL,
~- 1994 extension --

SequenceNumber,
SequenceNumber }

INTEGER (l..ub-messages) OPTIONAL ~-count of entries where attribute is abseny--,
SET SIZE (1..ub-attribute-values) QF --one for each attribute value present--
SEQUENCE {
type ATTRIBUTE.&id ({AttributeTable}),
value ATTRIBUTE. &Type ({AttributeTable} {@.type}),

TOUNT INTEGCER (1. UpPb-messages T OPTIONAL

1list ABSTRACT~OPERATION ::= {

ARGUMENT
RESULT
ERRORS

CODE

ListArgument

ListResult

{attribute-error | invalid-parameters-error | range-error |
security~error | seguence-number-error | service-error,

ve. == 1994 extension additions -- ,
entry-class-error | ms-—-extension-error}
op~list }

133


https://standardsiso.com/api/?name=d7b855fbecd60a47d85e12bce940d02f

ISO/IEC 10021-5:1994 (E) © ISO/IEC

ListArgument ::= SET {
entry-class [0] EntryClass DEFAULT delivery,
selector [1] Selector,
requested-attributes [3] EntryInformationSelection OPTIONAL,
-~ 1994 extension --
list-extensions [4] MSExtensions OPTIONAL }

ListResult ::= SET
next [0} SequenceNumber CPTIONAL,
requested [1] SEQUENCE SIZE (l..ub-messages) OF EntryInformation OPTIONAL
--omitted if none found=--,
-= 1894 extension —-
SC-result-extensions Rtensions AL

fetch ABSTRACT~OPERATION ::= {

ARGUMENT FetchArgument

RESULT FetchResult

ERRORS {attribute-error | fetch~restriction~error { invalid-parameters-~error {“range-error |
securlty-error | sequence-number-error | service-error,
ees == 1984 extension additions ~-- ,
entry~-class-error | ms-extension-error}

CODE op~fetch }

FetchArgument ::= SET {

entry-class [0] EntryClass DEFAULT delivery,
item CHOICE {

search [1] Selector,

precise 2] SequenceNumber},

requested-attributes (3] EntryInformationSelection OPTIONAL,
-~ 1994 extension --
fetch-extensions [4] MSExtensions OPTIONAL }

FetchResult :1:= SET {

entry-information [0] EntryInformation OPTIONAL ~--if an entry was selected--,
list {1] SEQUENCE SIZE (1. .ub-messages) OF SequenceNumber OPTIONAL,
next [2] SequenceNumbef’,OPTIONAL,

~- 1994 extension\ =~
fetch-result-extensions [3] MSExtensions OPTIONAL }

delete ABSTRACT-OPERATION ::= {
ARGUMENT DeleteArgument

RESULT DeleteResult

ERRORS {delete-error /| invalid-parameters-~error | range-error | security-error |
sequence~number—-error | service-error,
ees =F 1994 extension additions -- ,
entry~class—error | ms—-extension-error}

CODE op-delete }

DelefteArgument ::{=.SET {

entry-class [0)] EntryClass DEFAULT delivery,
itenms CHOICE {
Selector {1] Selector,

sequence-numbers [2] SET SIZE (1..ub-messages) OF SequenceNumber },
-- 1994 extension--
delete-extensions [3] MSExtensions OPTIONAL }

DeleteResult ::= CHOICE {

delete-result-88 NULL,
~~ 1994 extension --
delete~result-94 SET {
entries-deleted [0] SEQUENCE SIZE(l..ub-messages) OF SequenceNumber OPTIONAL,

delete~result-extensions [1] MSExtensions OPTIONAL } }
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