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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical Commission)
form the specialized system for worldwide standardization. National bodies that are members of ISO or IEC
participate in the development of International Standards through technical committees established by the
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Introduction

2000(E)

The International Organization for Standardization (ISO) and the International Electrotechnical Commission (IEC)
draw attention to the fact that it is claimed that compliance with this part of ISO/IEC 10118 may involve the use of a
patent concerning the “Data Authentication Using Modification Detection Codes Based on a Public One Way

Encryption Function,” (U.S. Patent 4,908,861 issued 1990-03-13).
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irector of Licensing

ternational Business Machnies Corporation

DO Columbus Avenue

hornwood, NY 10594

S.A.
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INTERNATIONAL STANDARD ISO/IEC 10118-2:2000(E)
Information technology — Security techniques —

Hash-functions —

Part 2:

Hagh-functions using an n-bit block cipher

1 Scope

This p
theref

Four h
block-
provid
functidg

2 N

The fd
this p
public
invest

art of ISO/IEC 10118 specifies hash-functions which make use of an n-bit block’ cipher algorithm.
pre suitable for an environment in which such an algorithm is already implemented.

ash-functions are specified. The first provides hash-codes of length smaller than or equal to n, wher
ength of the algorithm used. The second provides hash-codes of length less than or equal to 2n;

ns specified in this part of ISO/IEC 10118 conform to the general model specified in ISO/IEC 10118-

ormative references

llowing normative documents contain provisions.which, through reference in this text, constitute pro
art of ISO/IEC 10118. For dated references;Subsequent amendments to, or revisions of, any
htions do not apply. However, parties to agreeéments based on this part of ISO/IEC 10118 are enco
gate the possibility of applying the most\recent editions of the normative documents indicated b

undat¢d references, the latest edition of the,;normative document referred to applies. Members of ISO

maintg
ISO/IH
ISO/IH

3 T

For th

lin registers of currently valid Interpational Standards.

C 10116:1997, Information technology — Security techniques — Modes of operation for an n-bit block

erms and definitions

e purposesyof this part of ISO/IEC 10118, the terms and definitions given in ISO/IEC 10118-1

C 10118-1:2000, Informdtion technology — Security techniques — Hash-functions — Part 1: General.

They are

P n is the
the third

ps hash-codes of length equal to 2n; and the fourth provides hash-codes of length 3n. All four of the hash-

1.

isions of
of these
raged to
low. For
and IEC

cipher.

and the

following apply-

3.1

n-bit hleCk cipher

a block cipher with the property that plaintext blocks and ciphertext blocks are n bits in length (see ISO/IEC 10116)
4 Symbols and abbreviated terms

For the purposes of this part of ISO/IEC 10118, the symbols and abbreviations given in ISO/IEC 10118-1 and the
following apply:

e n-bit block cipher algorithm (see ISO/IEC 10116)

K Key for the algorithm e (see ISO/IEC 10116)
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ex(P) Operation of encipherment using the algorithm e and the key K (see ISO/IEC 10116) on plaintext P

uoru’ Transformation of one n-bit block into a key for the algorithm e

B When n is even, the string composed of the n/2 leftmost bits of the block B. When n is odd, the string
composed of the (n+1)/2 leftmost bits of the block B

BR When n is even, the string composed of the n/2 rightmost bits of the block B. When n is odd, the string
composed of the (n-1)/2 rightmost bits of the block B

B* Wher-B-s-a-string-ef-Am-bitbleeksB-represents-the-th-m-bitbloekof B

B*Y When B is a string of n m-bit blocks, B*Y represents the x-th through the y-th m-bit blocks of B

5 Useg of the general model
The hash-functions specified in the next four clauses provide hash-codes H of length\Ly. The hash-fynction
conformg to the general model specified in ISO/IEC 10118-1. For each of the four hash#functions that follow, it is
thereford only necessary to specify:
— the parameters Ly, Ly;

— the padding method;

— the initializing value 1V;

— the found-function ¢,

— the gutput transformation T.

The use pf a hash-function defined using the general model will also require the selection of the parameter L.

6 Hagh-function one

6.1 Pdrameter selection

The pargmeters L, and L, and [y for the hash-function specified in this clause shall satisfy L, = L, = n, anf L, is
less than or equal to n.

6.2 Pgdding methgd

The selgction of\the padding method for use with this hash-function is beyond the scope of this part of
ISO/IEC [10118>Examples of padding methods are presented in annex A of ISO/IEC 10118-1:2000.

6.3 Initratizingvatue

The selection of the IV for use with this hash-function is beyond the scope of this part of ISO/IEC 10118. The value
of the IV shall be agreed upon and fixed by the users of the hash-function.

6.4 Round-function

The round-function ¢ combines a padded data block D; (of L; = n-bits) with H;,, the previous output of the round-
function (of L, = n bits), to yield H;. As part of the round-function it is necessary to choose a function u, which
transforms an n-bit block into a key for use with the block cipher algorithm e. The selection of the function u for use
with this hash-function is outside the scope of this part of ISO/IEC 10118 (see annex A for guidance).

2 © ISO/IEC 2000 — All rights reserved
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The round-function itself is defined as follows:
¢ (D}, Hia) = ek (D) & D

where K; = u (H;.1). The round-function is shown in Figure 1.

Figure 1 — Round=function of hash-function one

6.5 Putput transformation
The optput transformation T is simply truncation, i.e., the hash-code H is derived by taking the leftmost Ly bits of

the finpl output block Hy,.

7 Hash-function two

7.1 Parameter selection

The parameters Ly'and L, and Ly for the hash-function specified in this clause shall satisfy L, =n, L, = 2n,fand L, is
less than or.egual to 2n.

7.2 nrlrling method

The selection of the padding method for use with this hash-function is beyond the scope of this part of
ISO/IEC 10118. Examples of padding methods are presented in annex A of ISO/IEC 10118-1:2000.

7.3 Initializing value

The selection of the IV (of length 2n) for use with this hash-function is beyond the scope of this part of
ISO/IEC 10118. The value of the IV shall be agRreed upon and fixed by the users of the hash-function. However, the
IV shall be selected such that u(IVL) and u'(IvV ") are different.

© ISO/IEC 2000 — All rights reserved 3
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7.4 Round-function

The round-function ¢ combines a padded data block D; (of L; = n bits) with H;,, the previous output of the round-
function (of L, = 2n bits), to yield H;. As part of the round-function it is necessary to choose two transformations u
and u’. These transformations are used to transform an output block into two suitable L bit keys for the algorithm e.
The specification of u and u’ is beyond the scope of this part of ISO/IEC 10118. However, it should be taken into
consideration that the selection of u and u’ is important for the security of the hash-function (see annex A).

Set Ho- and Ho" equal to IV- and IVR respectively. The output blocks are calculated iteratively in the following way,
forj=1taq:

$OH ) =H,
L_ L R _ ./ R
KJ' = U(Hj " ) and Kj =u (Hj-l )
Bj = eKIL(Dj) @ Dj, and B ’j =e KJR(Dj) @ Dj
H-=B||B/fand H" =B | B}

The rourjd-function is shown in Figure 2.

Hia" Hia™
v
A 4
K" e e KR [
» U > <« u
Hija Hj-lR
B]L BJR Blj'— BIJR
i %_i\*
B ‘ B'F B/t B R
H- HR
H; v

Figure 2 — Round-function of hash-function two

4 © ISO/IEC 2000 — All rights reserved
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Output transformation

If Ly is even, the hash-code is the concatenation of the Ly/2 leftmost bits of HqL and the Ly/2 leftmost bits of HqR. If
LHRis odd, the hash-code is the concatenation of the (Ly+1)/2 leftmost bits of HqL and the (Ly -1)/2 leftmost bits of

Hq

8 Hash-function three

The hpsh-funection—spectiet—n—this—clatseprovideshash-cotdes—ofHHtergthtr—wheretis—eguatto—2n
valueq of n.

8.1 [General

Some|specific definitions that are required to specify hash-function three follow.

Trans

Defing r mappings ug, u,, ..., U, from the ciphertext space to the key space, such that;

For al

formation u:

i, j from the set {1,2,...,r}, j =i, ui(C) # u;(C) for all values of C.

for even

This cgn be achieved by fixing specific key bits: e.g., if r = 8 one can fix{three key bits to the values 000f 001, ...,

111. A

weak

Funct

Defing the r functions f; as follows:

f.OX,Y

Lineal

eys or complementation properties of the block cipher.

on f;

=eix ()@Y, 1<i<r.

mapping £

dditional conditions might be imposed upon the mappings u;,f0t example, to avoid the problems felated to

Defing the linear mapping /g that takes as’input a 2n-bit string X = x||x,[|x,]|x; and maps it to a 2n-bit string Y =

Yolly.lly,lly; as follows:

Y] =X, @ X,
Y] =X, @ X, ® X,
y{i=X, ®x,
Vi = XX,
Here ), and y; are n/2 bit strings.
8.2 Parameter selection
The parameters L, and L, and Ly for the hash-function specified in this clause shall satisfy L, = 4n, L, = 8n, and L,
is equal to 2n.
8.3 Padding method

The padding method for use with this hash-function shall be that specified in clause A.3 of ISO/IEC 10118-1:2000,
such thatr =n.

© ISO/IEC 2000 — All rights reserved
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8.4 Initializing value

The selection of the IV (of length 8n) for use with this hash-function is beyond the scope of this part of
ISO/IEC 10118. The value of the IV shall be agreed upon and fixed by the users of the hash-function.

8.5 Round-function

The round-function ¢ has 8 parallel encryptions, and 8 n-bit chaining variables H,»l'8.

’ ’ | -
-function (of length L, = 8n bits), to yield H;*

— : .
% (of length L, = 8n bits).

The rourfd-function is based on a linear mapping y,, that takes as input 12 n-bit strings |

bit strings X"® and to 8 n-bit strings Y*®. The mapping uses 8 2n-bit auxiliary strings R°, R*, M3, M*, ..., M[.

mapping|y, is defined by the following steps:

) fori=0to5do {M":=17"; MR :=1%"2 )

i) fori=0to5do{

B=R'@M';
R':=R°® 4(B) ;
RO::B;}
iy fori=1to8do{X :=1';}

Y':=R%;

Y2 :ROR,

Y¥=RY;

Y4 :RlR,

fori=1to 4 dof ¥*" :=1%";}
The rourjd-function has thefollowing form (1<j<q).
1-4.

- E 1-8
(le 8, le 8) NS 71(Hj 4 Dj );

forf=1to8do{H =1 (X Y));}

1-12

and maps ‘them

The round-function is illustrated in Figure 3a and the linear mapping y, in Figure 3b.

6 © ISO/IEC 2000 — All rights reserved
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18

7

le-B
Uss e

1-8
H

Figure 3a — Round-function of hash-function’three

|H1|H2||H3|H4||H5|H6||H7|Hs| Daf'D2 || D3| Da

Y VY Y VY Y Y Y VY \ A 4 Y VY y
|X1|X2||X3|X4||X5|X6||X7|Xs| | Y5|Y6||Y7||Ys| |Y1 Y2| |Y3 Y4|

Figure 3b — Linear mapping y, of hash-function three

© ISO/IEC 2000 — All rights reserved 7
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8.6 Output transformation

After processing of the padded message, the chaining variables have the values qu's. Perform four additional
iterations of the round-function with the data inputs

14 _ 14
Dg+1” = Hq ™,

1-4 _ 5-8
Dg+2 = Hq ™,

1-4 14
Dq+3 = q s Al et

Dg+a™* = Hy 8, respectively.
The outgut Ly of the hash-function then consists of Hq+41 Il Hq+42. The output transformation requires 26 encryptions
(in the lapt iteration only two encryptions need to be performed).
9 Hagh-function four

The haslp-function specified in this clause provides hash-codes of length L,,, where. L, is equal to 3n for even palues
of n.

9.1 Gg¢neral

See 8.1 for specific definitions relevant to this hash-function.

9.2 Pdrameter selection

The pargmeters L, and L, and L for the hash-function, Specified in this clause shall satisfy L, = 3n, L, = 9n, and L
is equal 10 3n.

9.3 P4gdding method

The padg@ling method for use with this hash-function shall be that specified in clause A.3 of ISO/IEC 10118-1:2000,
suchthair =n.

9.4 Initializing value

The selgction of the IV {of length 9n) for use with this hash-function is beyond the scope of this part of
ISO/IEC[10118. The value'of the IV shall be agreed upon and fixed by the users of the hash-function.

9.5 Rqund-function

The rourjd-function ¢ has 9 parallel encryptions, and 9 n-bit chaining variables H,-l'g.

In every iteration, 3 n-bit data blocks, Dj1'3 (of length L; = 3n bits) are combined with H,».ll'g, the previous output of
the round-function (of length L, = 9n bits), to yield Hjl'g (of length L, = 9n bits).

The round-function is based on a linear mapping y,, that takes as input 12 n-bit strings 1**2 and maps them to 9 n-
bit strings X' and to 9 n-bit strings Y*°. The mapping uses 9 2n-bit auxiliary strings R°, R, R>M°, M*, ..., M°.
The mapping y,is defined by the following steps:

) fori=0to5do {M":=1%""; MR :=12"2

8 © ISO/IEC 2000 — All rights reserved
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i) fori=0to5do{

B:=R’@®M';
U:=pB);
R’=R'@U;
R':=R°@U;
RO::B;}
iy fori=1to9do{X =13}
Yyl =R%";
Y?:=R%®;
y3.=R™;
Y4 =R™W;
Y®:=R?*;
Y®:=R%®;

fori=1to3do{Y® :=1°";}

The rqund-function has the following form (1<j<q).
1-9 19y ._ 19 13,

XY ) = (Hy D)

fori=1to9do{H =f (X, Y/)}

The rqund-function is illustrated in Figure 4a and the liffear mapping y,in Figure 4b.

1-9

H .

-1 13
D,

72

Figure 4a — Round-function of hash-function four

© ISO/IEC 2000 — All rights reserved 9
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9.6 O

After prd
iterationg

1-3 _
Dy =

1-3 _
D2 =

1-3

Dgs3

1-3 _
Des’ > =

The out|

=H,"*,

|H1|H2|H3|H4|H5|HG|H7|H8|H9|

4

=

un
~
I
®

—
L%Jz

¥V ¥V ¥ ¥ ¥V Y VY VY V¥
|)<1|X2|X3|X4|X5|XG|X7|X8|X9|

Figure 4b — Linear mapping y, of hash-function four

tput transformation

cessing of the padded message{ the chaining variables have the values qu'g. Perform four adg
of the round-function with the ¢qnessage inputs

13
Hq

4-6
Hy

79

H," respectively.

encryptig

ns<(in the last iteration only three encryptions need to be performed).

10

itional

but ofthe hash-function then consists of Hgua'|| Heea’ll Howa® The output transformation requifes 30
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Annex A

(informative)

Use of DEA
A.1 General
This annex presents a way of using the DEA (ANSI X3.92) in conjunction with the hashing operations spgcified in
this pgrt of ISO/IEC 10118. The DEA is also known under the name DES.
The niimbering of the bits is as in ANSI X3.92 [2].
Thesg methods have been described in [3]. The parameters for DEA are n = 64 and Ly = 64.
A.2 Hash-function one
See clause 6.
IV shguld be equal to '5252525252525252’ (in hexadecimal notatiah).
The transformation u should be chosen as follows. Let X = x;X37..Xg4 be the binary decomposition of a 641bit string
X. Then Y = u(X) is the string obtained after forcing the bits’x, and xs to the values ‘10’, and replacing the bits Xg,
X16, X2k, X32, X40, Xa8, X56, Xsa With Xg', X16', X24', X32', Xa0', Xa8'™Xs56, Xesa' respectively, where xg’ represents the|parity bit
for thg preceding 7 bits of X, namely, Xgi.7, Xgi.s, Xgi5, X84, Xgi-3, Xgi2, Xgi1. The result is: Y = X;” 10 X4 X5 Xd X7 Xg' Xg

X10---
algorit

NOTE

A.3

Seec
IV" sh
IVR sH

The tr
X = X4

Ksz Xes . The justification for fixing bits 2 anth-3 of X is described in [7] with respect to the IBN
hm; however, the same justification applies-to this hash-function.

Hash-function two

ause 7.

puld be equal to '5252525252525252’ (in hexadecimal notation).
ould be equalito ‘2525252525252525’ (in hexadecimal notation).

hnsformation u should be the same as in clause A.2. The transformation u’ should be chosen as foll
X>.AXeq D€ the binary decomposition of a 64-bit string X. Then Y = u’ (X) is the string obtained aftg

the bit

5 x5 and xs to the values ‘01’, and replacing the bits Xg, X16, X24, X32, Xa0, X48, Xs6, Xga With Xg', X16", X24',

| MDC-2

It is believed that finding collisions for the round-function and for the hash-function requires 2°’ DES encryptions.

bws. Let
br forcing
X32', Xa0's

Xa8's X565, Xea TESPECUVElY, WNETE Xg TEpresents the parity bit for the preceding 7 Dits of X, namely, Xgi7, Xgi6: Xgi.5,
Xsi-4, Xgi-3, Xgi-2, Xgi.1- The resultis: Y= X;" 01 X4 X5 Xg X7 Xg' Xg X10-.. Xg3 Xg4'- The justification for fixing bits 2 and 3 of X
is described in [7] with respect to the IBM MDC-2 algorithm; however, the same justification applies to this hash-
function.

NOTE

It is believed that finding collisions for the round-function and for the hash-function requires 2°° DES encryptions.

A.4 Hash-function three

See cl

ause 8.
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IV IV2, ... IV shall be equal to '5252525252525252' (in hexadecimal notation).

The transformations uy, U, ..., Ug shall be chosen as follows. Let X = X; X, ... Xg4 be the binary decomposition of the
64-bit string X. Then Y = ui(X) is the string obtained after forcing the bits Xx;, X, ... X5 to the values given in
Table A.1, and replacing the bits Xg, Xig, Xoa, X32, Xa0, Xag, Xsg, Xea With Xg', Xig', Xoa', X32', Xao', Xag's Xs6, Xea'
respectively, where Xg represents the parity bit for the preceding 7 bits of X, namely, Xg.7, Xgi6, Xgi.5, Xgi-ar Xgi-3, Xgi-2
Xgi-1-

Table A.1 — Hash-function three: Values of key bits No. 1, 2, 3, 4 and 5 in the eight subfunctions

Subfunction i Subfunction i
00101
01001
10001
00110
01010
10010
01100
10100

OIN|OO ||~ WIN

NOTE It is believed that finding collisions for the round-function and forthe hash-function requires 2°* DES encryptigns.

A.5 Hgsh-function four

See clauge 9.

VY, IV2 ].. IV shall be equal to "5252525252525252' (in hexadecimal notation).
The trangformations ug, Uy, ..., Ug shall be chosen as follows. Let X = Xx; X5 ... Xg4 be the binary decomposition of the
64-bit stfing X. Then Y = ui(X) is the string obtained after forcing the bits X;, X5, ... X5 to the values given in
Table A.2, and replacing the bits Xg, Xy6, Xo4, X32, Xa0, Xas: Xse: Xea With Xg', X1g', Xoa', X32', Xao', Xag' Xgs' Xes'

respectiely, where Xg’ represents the,parity bit for the preceding 7 bits of X, namely, Xgi.7, Xgi.s, Xgi5, Xgia» Xgik: Xsgi2,
Xgj-1-

Table A.2 — Hash-function four: Values of key bits No. 1, 2, 3, 4 and 5 in the nine subfunctions

Subfunction i Subfunction i
1 00101
2 01001
3 10001
4 06416
5 01010
6 10010
7 01100
8 10100
9 11000
NOTE It is believed that finding collisions for the round-function and for the hash-function requires 2’® DES encryptions.
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A.6 Motivation

2000(E)

The DEA has some properties that are known to be undesirable, if the algorithm is used in hashing constructions.
First of all, there are 4 weak kgg/s, where the encryption function equals the decryption function. In addition, for

these

4 weak keys there are 2™ fixed points, that is, values of plaintext which encrypt to themselves.

Second,

there are 16 pairs of semi-weak keys, for which the encryption function induced by one key equals the decryption
function of the other key. DES also has the complementation property: if both plaintext and key are complemented,
the ciphertext will be complemented as well.

For ha

sh-function one and two, fixing 2 bits of the key as indicated above is a necessary and sufficient co

ndition to

avoid
valueg

— A
— N

For h3
to avo

Hash-
the fol

— A
— N
— N
The fg

in pos
00000

veak and semi-weak keys. Hash-function one needs one fixed value and hash-function two needs
. These values must have the following properties:

| values must be different.
pne of the values must enable the use of a weak nor a semi-weak key.

sh-function three and four, fixing 5 bits of the key as indicated above is a necessary and sufficient
d weak keys, semi-weak keys, and the complementation property.

unction three requires 8 fixed values and hash-function four requires 9dixed values. These values n
owing properties:

| values must be different.

pne of the values must enable the use of a weak nor a semi-weak key.
pne of the values is the complemented value of another value.

ct that the above conditions are met can be defived from the following observation. Consider the §

tions 1, 2, 3, 4 and 5. For all weak and semi-weak keys of DEA, these 5 bits take one of the followin
L, 11111, 00011, or 11100.

fwo fixed

condition

ust have

key bits
p values:
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Annex B
(informative)

Examples

B.1 Gdneral

This anrlex gives examples for the computation of a hash-code using the first two hash-functions)'specified in
annex A |of this part of ISO/IEC 10118 and the padding methods specified in annex A of ISO/IEC 10118-1:2000.

The datg string is the 7-bit ASCII code as described in [8] (no parity) for “Now_is_the_time_for_all ", where

denotes p blank, in hexadecimal notation:

B.2 Hdsh-function one
See A.2.

Padding |method 1

Padding|method 2

A W DN PP

See A.3.

‘4E6F77206973207468652074696D6520666F7220616C6C20°

Padding method 1

j Dj Hj—l Hj

1 4EPBF772069732074 5252525252525252 858A260F7391482D

2 68652074696D6520 858A260f7391482D BDEO6E66A0454081

3  666F7220616C6C20 BDEOB6E66A0454081 FF87B67E29BB87B1

j Dj Hj-l Hj
4AEPF772069732074 5252525252525252 858A260F7391482D
68652074696D6520 ~858A260F7391482D BDEO6E66A0454081
664F7220616C6C20~~" BDEO6E66A0454081 FF87B67E29BB87B1
80000000000000060 FF87B67E29BB87B1 D992E6CBDFD9BAS1

B.3 Hdsh-function two

j D, Hyy" Hy,"

1 AEBF77206973274 5252525252525252 2525252525252525

2 68652074696D6520  858A260FFD4873A8 49771DD37391482D

3 666F7220616C620 B002740352F7CF4F CFE8087E1B93CCB2
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