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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that
are members of ISO or IEC participate in the development of International Standards through
technical committees established by the respective organization to deal with particular fields of
technical activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other
international organizations, governmental and non-governmental, in liaison with ISO and IEC, also

take pa

tin the work

The pro

describgd in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed fdr
the diffgrent types of document should be noted. This document was drafted in accordance-with thie

editoria

Attention is drawn to the possibility that some of the elements of this document may be the subjedt
of patent rights. ISO and IEC shall not be held responsible for identifying any or all such paternt
rights. Details of any patent rights identified during the development of the document will be in thie

Introdu

list of pgtent declarations received (see http://patents.iec.ch).

For an

express
World T
iso/fore

cedures used to develop this document and those intended for its further maintenance| atie

rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

tion and/or on the ISO list of patent declarations received (see www.iso:0Tg/patents) or the IEC

e name used in this document is information given for the convenience of users and does nqt
e an endorsement.

bxplanation of the voluntary nature of standards, the{meaning of ISO specific terms anfd
ons related to conformity assessment, as well as information about ISO's adherence to thie
rade Organization (WTO) principles in the Technical Barriers to Trade (TBT), see www.iso.org|/
vord.html.

This do
Subcom

This se¢ond edition cancels and replaces the first edition (ISO/IEC 11770-5:2011) which has bee
technicdlly revised.

The mali

— the
ISO

— the
cha

Alist of

Any feed
complet

fument was prepared by Joint Technical.@ommittee ISO/IEC JTC 1, Information technology,
mittee SC 27, Information security, cybersecurity and privacy protection.

=

I changes compared to the previous edition are as follows:

Hocument has been modified to be consistent with use of the key deriviation specifications from
IEC 11770-6;

ise of a "trapdopi* in key derivation has been removed. Consequently, unlimited forward kely
ns can no longer, be calculated.

b1l parts in‘the ISO/IEC 11770 series can be found on the ISO website.

=

|back.or.questions on this document should be directed to the user’s national standards body.
e listing of these bodies can be found at www.iso.org/members.html.
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Introduction

In some applications, it is necessary for a secret cryptographic key to be shared by a group of entities.
Moreover, in some cases the exact membership of a group of entities that share a key may change
over time.

This document is concerned with techniques that enable a secret key to be shared by all members
of a defined group with the assistance of a trusted third party known as a key distribution centre.
Provisions for adding and removing members of a group are also made.

© ISO/IEC 2020 - All rights reserved v
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020(E)

Information security — Key management —

Part 5:
Group key management

1 Scope

|

defines:

- symmetric key-based key establishment mechanisms for multiple entities'with a key dist
centre (KDC); and

- symmetric key establishment mechanisms based on a general tree-bdséd logical key struct
both individual rekeying and batch rekeying.

It also defines key establishment mechanisms based on a key chain with group forward secreq
Hackward secrecy or both group forward and backward secrecy:

]

his document also describes the required content of meéssages which carry keying materij
ecessary to set up the conditions under which the keying material can be established.

=

=

or does it specify other messages such as error, mhessages. The explicit format of messages is nd
he scope of this document.

—

—

his document does not specify the means to be used to establish the initial secret keys requir
hared between each entity and the KDE, nor key lifecycle management. This document also
xplicitly address the issue of interdémain key management.

D W

2 Normative references

—

he following documents’are referred to in the text in such a way that some or all of thein
onstitutes requirements of this document. For dated references, only the edition cited app
ndated references; the latest edition of the referenced document (including any amendments)

(el @)

]

50/1EC 19772y Information technology — Security techniques — Authenticated encryption

et

b0/IEC 11770-6, Information technology — Security techniques — Key management — Par
erivation

S

his document specifies mechanisms to establish shared symmetric keys between groups of entities. It

ribution

ure with

Yy, group

1] or are

his document does not specify information that h@s no relation with key establishment mechanisms,

t within

ed to be
Hoes not

content
lies. For
applies.

t 6: Key

b Lo al 3 3 = .=
J ICTIILS dITU UCIIIIUOIID

For the purpose of this document, the following terms and definitions apply.

ISO and IEC maintain terminological databases for use in standardization at the following addresses:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at http://www.electropedia.org/

3.1
active
state of an entity in which the entity can obtain the shared secret key (3.24)

© ISO/IEC 2020 - All rights reserved
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3.2

ancestor key

ancestor key of an entity x

cryptographic key in a logical key hierarchy (3.17) that is assigned to a node on the direct path from the
leaf node (3.16) corresponding to the individual key (3.11) for x and the root node (3.23)

Note 1 to entry: An ancestor key is either the shared secret key or a key encryption key.

3.3
backward secrecy with interval T

securityl condition in which an entity joining a set of entities at time ¢ = ¢, cannot obtain any secret keyls
established between these entities at any time priorto t, - T

34

batch r¢keying with interval T

rekeying method in which the shared secret key (3.24) and, optionally, key encryptionskeys (3.15) are

updated at every time interval T (see Clause 4)

3.5
child kqy
child kdy for a node w

cryptographic key in a logical key hierarchy (3.17) assigned to a non-root node w

Note 1 toentry: A child key shall be a key encryption key or individual keyzx

3.6
child nqde
child nqde of a node w

node in @ tree (3.25) that is adjacent to w and for which w:li€s on the unique path between it and the roqt
node (3.£3)

3.7
d-ary triee
tree (3.45) where each node has d child nodes(3.6) except the leaf nodes (3.16) in the tree

3.8
forward secrecy with interval T

securitylcondition in which an entityleaving a set of entities at time t = ¢, cannot obtain any secret keyls
established between these entities-at any time subsequent to ¢, + T

3.9

group backward secrecy.

security] condition in which an entity joining a set of entities cannot obtain any secret keys previously

established betweenthese entities

3.10
group forwatd'secrecy
security|condition in which an entity leaving a set of entities cannot obtain any secret keys subsequentlly

oo TtTyve T tIirc sttt s

3.11
individual key
key shared between the key distribution centre (3.14) and each entity

3.12

individual rekeying

rekeying method in which the shared secret key (3.24) and, optionally, key encryption keys (3.15) are
updated when an entity joins or leaves

2 © ISO/IEC 2020 - All rights reserved
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3.13
key chain
set of cryptographic keys which are not necessarily independent

3.14

key distribution centre

KDC

entity trusted to generate or acquire and distribute keys to entities

3.15
Key encryption key
dryptographic key that is used for the encryption or decryption of other keys

SOURCE: ISO/IEC 19790:2012, 3.62]

baf node

[
3.16
1
rfode in a tree (3.25) that has no child nodes (3.6)

(%]

A7
pgical key hierarchy
ee (3.25) used for managing the shared secret key and key encryption keys (3.15)

[

3.18
pgical key structure
bgical structure to manage keys

—

=z

ote 1 to entry: The choice of the logical key hierarchy is independent of the network topology.

19

ne-way function
inction with the property that it is easy to compute the output for a given input but it is computationally
hfeasible to find for a given output an input which maps to this output

eriliien W = MOV

—

SOURCE: ISO/IEC 11770-3:2015, 3.30]

3.20

gne-step key derivation function
OKDF

Key derivation function\which operates in a single stage, in contrast to key derivation flinctions
involving separate key-extraction and key-expansion stages

SOURCE: ISO/IEC721770-6:2016, 3.9]

andom.number

[
3.21
1y
time variant parameter whose value is unpredictable

[FOBRCE: ISO/IEC 11770-1:2010, 2.39]

3.22

rekeying

process of updating and redistributing the shared secret key (3.24) and, optionally, key encryption
keys (3.15)

Note 1 to entry: This process is executed by the key distribution centre.

3.23
root node
unique identified special node in a tree (3.25)

© ISO/IEC 2020 - All rights reserved 3
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3.24

shared secret key
key which is shared with all the active entities via a key establishment mechanism for multiple entities

3.25
tree

connected, acyclic graph with an identified special node, the root node (3.23)

4 Symbols and abbreviated terms

COM(X,Y) function which generates from the data items X and Y a key designed to be applied-asa
key for the encryption algorithm in use

CUT(k S function which outputs a substring of length k equal to the least significant'bits of a
string of bits §

d number of child nodes for a non-leaf node (see term d-ary tree)

e(K,Z) result of encrypting data Z with a symmetric encryption algorjithmusing the secret key K

h number of nodes in the direct path from a leaf node to the roet node

K, (%) ancestor key for entity x at the i-th layer from the rootnode

Kgyy i backward key for the time instance i

Kcw child key assigned to the node w

Kpw i forward key for the time instance i

K; individual key

K;(x) individual key shared between enitity x and the key distribution centre

Ky w key encryption key assigned to a node w

Kgg shared secret key

KDC key distribution centre

m number of.entities connected to the hub in a star structure

OKDF1 one-stepkey derivation function that takes a single input as defined in ISO/IEC 11770-¢

OKDFe6 ofiesstep key derivation function that takes a key and input data as defined in ISO/
TEC 11770-6

OWF one-way function used in the calculation of a key chain

FBW,init random number to initialize the backward key chain

FEW,init random number to initialize the forward key chain

T length of the time interval used in batch rekeying

[l binary operator indicating the concatenation of data items

4 © ISO/IEC 2020 - All rights reserved
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5 Requirements

The key establishment mechanisms specified in this document enable the establishment of shared
secret keys within a defined group of entities using multicast communication. In order to maintain
security, the mechanisms incorporate a key updating process to be used when a new entity joins or an
existing entity leaves the group.

a) The mechanisms specified in this document provide either group backward secrecy and group

forward secrecy, or backward and forward secrecy with 1ntervals The type of group backward/
d he particular
appllcatlon The type of group backward/forward security property is determined bycthe choice
of rekeying method: individual rekeying provides group backward/forward secreey,and batch
rekeying provides backward/forward secrecy with intervals. The use of batch rekeying fFequires
the choice of a time interval parameter T. The rekeying method and parameter setting havela strong
influence on the security requirements. Thus, they shall be determined according to the [security
policy of the application.

) Symmetric encryption techniques, as required for the mechanisms specified in Clause 6,[shall be
chosen from amongst those standardized in ISO/IEC 19772.

d The shared secret key is established using either a secure or an.insecure communication channel.
Each individual key shall be exchanged between the KDC and éach entity using a secure chlannel in
order to allow secure communication. A secure communication channel is one where an pttacker
cannot eavesdrop or tamper with messages in the channel.

d) The key establishment mechanisms in this document require the use of random numbers to
generate the shared secret key, and optionally;-key encryption keys. For means of gepherating
random numbers, see ISO/IEC 18031.

¢) Annex A defines object identifiers in accordance with ISO/IEC 9834 (all parts) that shall|be used
to identify the mechanisms specified ;ifi’this document. Any change to the specification of the
mechanisms resulting in a change of functional behaviour results in a change of the object iflentifier
assigned to the mechanisms.

6 Tree-based key establishment mechanisms

4.1 General model

Use of the mechanisms-specified in this document enables the establishment of a secret key shared by
dll the entities in a defined group. This enables any member of the group to send an encrypted message
tp all the other’group members such that only group members (and the key distribution cerltre) can
decrypt it. The'mechanisms also enable the key distribution centre to update the established sqcret key
tp ensurethatan encrypted message can only be decrypted by entities who are group membeis at that
time the-meéssage was encrypted.

ol

igure 1 shows the general model of key establishment for multiple entities, in which the key distfribution
ntre can communicate with all the entities. The communication between the l(ny distributiagn centre
and entities does not need to be secure. The key distribution centre and each entity shall share a distinct
individual key. The key distribution centre is responsible for distributing the shared secret key to all
the active entities. A join/leave request is shown as (1) and the distribution of keys to the entities as (2),
(3), ..., (n + 1). From (2) onward, the order in which the updates take place is not important.

NOTE If one of the entities that knows the shared secret key cannot be contacted for a period of time, that
entity can miss a key update message, and as a result will not be able to compute the updated shared secret key.

© ISO/IEC 2020 - All rights reserved 5
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(1) Key
> | Distribution
Centre
(2) 3) (4) (n+1)
Entity 1 Entity 2 Entity 3 ) Entity n

6.2 Joining process

An entit
the shar
secrecy,
has bee
interval

6.3 Le

An entit
secret K
process¢
shall red

NOTE
within th

6.4 Rq
This prd
a group

process
shall be

6.5 L

6.5.1

Key est
means u

Figure 1 — General model of key establishment for multiple entities

y sends a join request to the key distribution centre in order to start the process of obtaininig
ed secret key. If individual rekeying is in use, as necessary to support group.backward/forwarfd
then the key distribution centre shall execute the rekeying process after the joining requegt
I accepted. However, if batch rekeying is in use, supporting backward/forward secrecy with
5, then the rekeying process is not automatically executed at this point.

aving process

y sends a leave request to the key distribution centre.in order to stop obtaining the shared
by. If individual rekeying is in use, then the key disttibution centre shall execute the rekeyinig
s after an entity has left. However, if batch rekeying is in use, then the key distribution centre
ord the leaving entities for the next rekeying interval.

(i

When batch rekeying is in use, the entity leaving the group can still decrypt communications ser
e group until the next batch rekeying takes place.

pkeying process

—

cess involves the key distribution centre updating the secret key shared with the entities i
it can also involve updating key encryption keys. If individual rekeying is in use, then thi
shall be performed as part’of the joining and leaving processes. If batch rekeying is in use,
performed at regular-tinie intervals.

—+ 0

pgical key strueture

General

hblishmient mechanisms can be classified according to the logical structure defined by thie
sed to distribute the shared secret key from the key distribution centre to the active entities ip

the grot

n.Three specific Ingiral key structures are definedin 6 5.2to6.54

6.5.2 Star-based structure

In a star-based structure, the shared secret key is directly encrypted for distribution using the
individual keys assigned to the entities. An example of a star-based structure with six key encryption

keys is s

hown in Figure 2, where the double circle denotes the key distribution centre.

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=87141b62c020680804d79ab6f15304a6

ISO/IEC 11770-5:2020(E)

K(5)

Figure 2 — Star-based structure

(@1

.5.3 d-ary tree-based structure

tree-based structure can reduce the number of key ‘encryption keys held by individual
igure 3 shows the binary tree structure where d = 2, Asshared secret key is assigned to the r
f the tree. Each individual key is assigned to the leatf nodes of the tree. Additionally, key en
eys are assigned to the other nodes. The key encryption keys are shared by multiple entitig
ndividual keys are assigned to the descendant.af the node to which the key encryption key is a
he communication cost of the leaving prec¢éss may be reduced by using key encryption ke
ntity has all the keys assigned to the nodes on the path from the root node to the leaf node, {
he individual key of the entity is assigned: Thus, the number of keys an entity has is proportion
garithm of the total number of active entities.

= O

— et D ] ="

KSS

KKE,Z

=

KKE,6

KE,3

entities.
bot node
Cryption
s whose
ssigned.
ys. Each
o which
al to the

AAVARVER
NIZAWAWAWAWANYAWAN,
k(1) K(2) K(3) Ki(4) K(5) K\(6) K(7) K(8)

Figure 3 — d-ary tree-based structure

6.5.4 General tree-based structure

A general tree-based structure can be used as the logical key structure. The general tree-based structure

makes use of a d-ary tree-based structure where m entities construct a cluster. This structur
considered as a hybrid of the star-based structure with m clients and the d-ary tree-based stru

© ISO/IEC 2020 - All rights reserved
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This structure can be used to optimize the efficiency of key establishment mechanisms (see Annex B).
Figure 4 shows the tree-based structure where d = 2 and m = 4. The general tree-based structure
contains a d-ary tree-based structure, however, the opposite does not hold. For example, the tree-based
structure in Figure 4 is not a d-ary tree-based structure.

6.6 Sy

6.6.1
This dog

based o a general tree-based structure: 1) a mechanism with individual rekeying and 2) a mechanisty

with ba
whenev

6.6.2

This me

a) Joinjing process

Itis
bet
hien
1)

2)

Figure 4 — General tree-based structure

mmetric key-based key establishment mechanistns

General

ument defines two symmetric key-based key_establishment mechanisms for multiple entitig

[72)

2=

fch rekeying. In the mechanism with individual rekeying, the rekeying process is execute
T an entity joins or leaves.

Mechanism 1 — Key establishment mechanism with individual rekeying

Chanism is based on a tree-based structure with individual rekeying.

assumed that theréis a set of n active entities {u,, u,, ..., u,}, and the entity u,,, joins. Let K, ,(u
he ancestor key 6F¢entity u; that is assigned to the I-th layer from the root node of the logical ke
archy. Let h dénote the height of the logical key hierarchy.

<

The entityyl,.,; sends a join request to the key distribution centre.

The Key distribution centre assigns the individual key of u,,,; (i.e. Kj(u,,1)) to a leaf node of thie
logical key hierarchy.

3)

4)

5)

The key distribution centre generates random numbers and updates the ancestor keys of the
individual key of u,,,; using these numbers. Kgg, Ky 1(Ups1), Kp 2(Ups1), - Kp p(Up,) are updated
to K'ss, K'p 1(Up1), K'p 2(Up41)s o K'p p(U41), Tespectively.

The key distribution centre encrypts each updated key with the old key, and broadcasts it. That
is, e(Kgs, K'ss), €(Kp 1(Uns1), K'a 1(Upi1)), €(Kp 2(Upa1), K'p 2(U41)), - and e(Ky j(Up.q), K'p p(Unes))
are broadcast.

Each entity obtains the updated keys using the old keys.

© ISO/IEC 2020 - All rights reserved
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6) The key distribution centre encrypts the updated keys K'ss|| K'y1(Up.)ll K'a2(Ups)ll-
K'p h(tiys1) by the individual key of Uy, and sends e(Ki(upe), K'ssll K'a1(Wna)ll Ka 2(ri)ll-
A,h(un+1)) to Upi1-

7) The entity u,,, obtains the keys.

b) Leaving process

Itis assumed that there are n active entities {uy, u, .., u,}, and the entity u; (1 <j < n) leaves.

individual key of u; using these numbers. K,
a1, K'y o), ..., K’y y(u)), respectively.

2) The key distribution centre encrypts each updated key with all the child"keys exfept the
individual key of u; and broadcasts them. For example, the K'sq is encrypteédwith the child keys
Kc 1 Kc ) 0 Kc @ and e(K¢ 1, K'sg), e(K¢ 2, K'ss), .-, and e(K 4 K'ss) are broadcast.

NOTE 1 Inthe case that child keys have been updated, the updated child keys are used.

3) Each entity obtains the updated keys using the child keys.

-

[sage example 1

b

his example demonstrates the joining process of Mechanismy 1in the scenario illustrated in Figure 5.
[ is assumed that the key distribution centre uses the logicalKey hierarchy in Figure 6 and the|entity H
5 joining. Recall that each active entity has all the keys.assigned to the nodes on the path of the logical
ey hierarchy from the leaf node corresponding to the individual key of the entity to the root rjode. For
xample, entity A has Kj(A), K, 3, Kp 1, and Kgg.

—— 3

Q

(2) UpdatedKey,_ (1) Join request

(3) UpdatedKey,

Figure 5 — Joining process of Mechanism 1 — Mechanism with individual rekeying

KSS

Figure 6 — Logical key procedure

© ISO/IEC 2020 - All rights reserved 9
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The updated keys (UpdatedKey,_;), broadcast by the key distribution centre to 4, B, C, D, E, F, and G is:

UpdatedKey,_; =e(Kss, K'ss)||e(Kyp 2, K'p 2)l|e(Ka ¢ K'p 6)

The updated keys (UpdatedKeyy), sent by the key distribution centre to H is:

UpdatedKeyy, = e(K;(H), K'ss||K's 21K 6)

1) Hsends ajoin request to the key distribution centre.

2) The
3) The

NOTE 2

Usage example 2

This exgmple demonstrates the leaving process of Mechanism 1 in the scenarig/illustrated in Figure
It is assymed that the key distribution centre uses the logical key hierarchy in-Eigure 6 and the entity
is leavinfg.

The formp of the updated keys (UpdatedKey,_ ), broadcast by the key distribution centre to 4, B, C, D, k,

F,and G

UpdqtedKey,.; =e(Ky 1,K'sg)|1e(K'a 2 K'ss)le(Kp 5, K'a 2)||€(K'a 6,K'a 2)|1€(K;(G),K'y 6)

1) H sdnds aleave request to the key distribution centre.

2) The

6.6.3

In the méchanism with batch rekeying with interval T, the rekeying process is periodically execute

Higure 7 — Leaving process of Mechanism 1 - Mechanism with individual rekeying

key distribution centre generates and broadcasts UpdatedKey, . to A, B, C, D, E, F, and G.
key distribution centre generates and sends UpdatedKeyy, to H.

The key distribution centre and H share the individual key of H in advance.

e

KDC

(2) UpdatedKey, . (LLeave request

iS:

key distribution centre generates and broadcasts UpdatedKey, ;to A, B, C, D, E, F, and G.

Mechanism 2 — Key establishment mechanism with batch rekeying

jom

every time interval T.

a) Join
Itis
1y
2)

10

ing process
assumed that there are n active entities {u;, u,, .., u,}, and the entity v, joins.
The entity u,,; sends a join request to the key distribution centre.

The key distribution centre assigns the individual key of u,,; (i.e. Kj(u,,1)) to a leaf node of the
logical key hierarchy.
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3) The key distribution centre encrypts the ancestor keys of the individual key
by the individual key of u,,;.

Kss||KA,1(Un+1)||KA,2(Un+1)|| ||KA,h(Un+1)) to Uy,4.

4) The entity u,,, obtains Kgg and Ky 1(Up41), Kp 2(Ups1)s -0 Kp p(Ups1)-
b) Leaving process

The leaving entity sends a leave request to the key distribution centre.

020(E)

of Up+q

Then, the key distribution centre sends e(K;(u,,1),

h | Raol H H 4 papags I 41 1 4 £l 1 H adelal ol 1 H
L1 l\Cl\Cy llls IS TITULU TATUCULTU TIT LT 1ITAaV llls Pl ULTOSS UL LIIT ITITUIIAITISIIT WILIT UdllIl'1 CI\C)' 1116.
d Rekeying process

This process executed at aregular time interval T. It is assumed that there is a set 8fr active
{uy, uy, ..., u,} and that the entities of the set {u; 4, u; 5, ..., u;;} left during a rekeying interval
number of leaving entities during a rekeying interval i.

1) The key distribution centre generates random numbers and updatées the ancestor
the individual keys for u;4, u;,, .., U; ) using the random numbé€rs-"Kg, Ky 1(u;1), Ky 4
Kp 1) Kp (1), Kpo(2), s Kp o(Up) o s Kp p(1), Kp pltdigd; -or Kp ;) are up

K'sg K'n 1(ui1), K'n 1(U;2)s oo K'p 110 K'p 2(;1)s K'p 2(U;2), K5 2(U; 1), ooor K'p (U 1), K
K’y n(u; ), respectively.

2) The key distribution centre encrypts each updated key with all the child keys ex
individual keys of u; 4, u;,, ..., u;; and broadcasts them. For example, the K'q is encryp
the child keys K¢ 1, K¢ 5, -, K¢ ¢ and e(K¢ 1, K'sshe(Kc 2, K'sg), - and e(K¢ 4 K'sg) are bro

NOTE 2  In the case that child keys have beensupdated, the updated child keys are used.

3) Each entity obtains the updated keys using the child keys.

-

[sage example 3

his example demonstrates the joining process of Mechanism 2 in the scenario illustrated in I

[ is joining. Recall that each entityhas all the keys assigned to the nodes on the path of the log
ierarchy from the leaf nodewcorresponding to the individual key of the entity to the root n|
xample, entity A has Kj(A) Ky 3, Kj 1, and Kgg.

@ o = e

KDC

(1) Join request

(2) CurrentKey,,

A B C D E F G H

entities
. k is the

keys of

(uilz)l ey
Hated to

(ui,z)l ey

cept the
ted with
adcast.

e

igure 8.

[ is assumed that the key distributien centre uses the logical key hierarchy in Figure 6 and the entity

rical key
ode. For

Figure 8 — Joining process of Mechanism 2 - Mechanism with batch rekeying

The form of the updated keys (CurrentKeyy), sent by the key distribution centre to H is:

CurrentKeyy =e(K|(H), Kss||Kp 21Ky 6)

1) Hsends ajoin request to the key distribution centre.

2) The key distribution centre generates and sends CurrentKeyy, to H.

© ISO/IEC 2020 - All rights reserved
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Usage example 4

This example demonstrates the leaving process of Mechanism 2 in the scenario illustrated in Figure 9.
It is assumed that the key distribution centre uses the logical key hierarchy in Figure 6 and the entities
A and H have left.

KDC

(1) UpdatedKey,_.

Figure 9 — Rekeying process of Mechanism 2 - Mechanism with batch rekeying

The updpted keys (UpdatedKeyy,._ ), broadcast by the key distribution centreto B, C, D, E, F, and G is:

UpdqtedKeyp. ;= e(K'y 1,K'ss)l|e(K'a 2K 'ss)||e(K'a 3,K'a 1)1 |e(Kp 4 K'5)Il
e(Ky 5, K'p ))l|e(K's 6.K's 2)l|e(K;(B),K's 3)|le(K;(G),K6)

The key[distribution centre generates and broadcasts UpdatedKeyy_; to B, C, D, E, F, and G.

7 Key chain-based group key management with limited forward key chain

7.1 General model

In orden] to limit the validity period of keys within a static group membership, key chains are useful.
Key chalns can limit access to encrypted information in future sessions, past sessions or both. In a kely
chain the individual keys are depéndent on each other. Using a start value, a first key is calculated. The
second key is calculated to be.dependent on the first one, the third key calculated to be dependent op
the secand key, etc. If the decentralized entity is able to perform the calculation, it allows for efficient
decentralized key generation. Key chain length is limited to a predetermined number of keys. A
particulpr instance of@ key in the key chain, and the time interval for which it is valid, determines thge
time intgrval in whichi the encrypted information can be decrypted using that particular key.

In this Hocumenty two types of key chains are considered. A forward key chain limits access tp
encrypted information in the future (i.e. group forward secrecy), whereas a backward key chain limits
access tp encrypted information in the past (i.e. group backward secrecy). Because the number of keys
in a fory and-backwa evs-in-these—chains—sh :
chosen at system implementation.

vare db d 3 - tHRber—-o 7 € 3 aH-b

The calculation of keys within the chains is based on one-way functions. One-way functions allow
calculation in one direction only. This means that starting with the result of a one-way function,
calculation of the start value cannot be performed. A key derivation function from ISO/IEC 11770-6
shall be selected for the one-way function.

Special measures shall be implemented to prevent collusion attacks, in which one or more participants
knowingly provide information to an attacker. If one entity has access to one part of a key chain, and
another entity has access to another part of the same key chain, they can reconstruct the key chain
from the lowest start of both parts of the key chain until the highest end of both parts of the key chain.
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The keys of a key chain shall be handled like secret keys, whose forwarding to other entities needs to be
prevented.

7.2 Calculations by the key distribution centre

7.2.1 Key chains

The key distribution entity needs to set up the key chains prior to normal operation. This means that,
depending on what is needed, the forward and/or backward key chain shall be defined. The result for
the forward chain would then look like:

Kpy = {KFW,O'KFW,l""'KFW,n-l'KFW,n}

and for the backward chain;

Ky = {KBW,O'KBW,l'""KBW,T-l'KBW,T""}

Hoth key chains are calculated using one-way functions.

Ih this case, the start values are Kgyy , and Ky o. The index n of th@start value K,y , shall be¢ chosen
dppropriately based on the application and implementation aspécts, because it means the erd of the
fbrward key chain.

~1

.2.2  Group forward secrecy

—

he key distribution centre constructs the forwardkey chain using the given start value Ky },. Any of
he keys contained in the limited chain can be evaluated by:

—

KFW,n-i'l = OWF(KFW,H-I)' i= 0,1,2,...,”'1

where OWF is a one-way function. The iterative relation can be written as:

Kew nr =OWFT (K, ):=OWF(OWF(...OWF(Kpy ,))), T=1,2,3,...,n

T times
igure 10 also outlines the\calculation of the forward key chain Kgyy ,, ... Kgyy o-

—_ ol

his chain achieves forward secrecy with interval T since knowledge of Ky, r does not allow calculation
f any key Kgyy . for'&>'T.

OWF OWF OWF OWF OWF OWF OWF OWF

N S AN S T s O e N

KFW,O KFW,l KFW,n-T KFW,n-i KFW,n-l KFW,n

o

rigure 1U — Lonstruction or a iorwdrd Key ciialil by use oI a one-way runction

Usage example 5

In this example the forward key chain construction of the key distribution centre uses the function
OKDF1 from ISO/IEC 11770-6 as a one-way function and performs the following steps.

1) The key distribution centre generates a secure random number as a start value rgy pir-

2) The key distribution centre uses OKDF1 for hashing the random start value to a fixed size of the
appropriate length. The output is used as the first key Kgyy ,. That is, Kgy , = OKDF1(rgy ;0 1S
calculated.

© ISO/IEC 2020 - All rights reserved 13
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3) The next element of the chain is constructed using Kgyy , as input for OKDF1 and using the output of
the function as Kgyy ,,.1: Kpw .1 = OKDF1(Kgyy ).

4) New keys of the chain are generated using the approved key derivation method. The input is always
the current last key of the chain Kgyy , ;1 and the output is Kgyy ..t Kpw i = OKDF1(Kgyy pp_41)-

5) The

calculation finishes as soon as the key distribution centre declares one final value Ky (.

7.2.3 Group backward secrecy

Group b
in the cH

KBW,

where OWF is a one-way function. The iterative relation can be written as:

KBW

The key
itis outl

This ch:
informa

restrictifon for any time ¢ < ¢;.

hckward secrecy can be realized by defining a backward key chain. Any of the keys containe
ain can be evaluated by:

1 = OWF(Kgy ), 1= 0,1,2,...

7 =OWFT (Kpy, o ):=OWF(OWF(...OWF (Kpgy, ¢ ))),T=1,2,3,...

T times
distribution centre is able to continuously calculate the backward&ey chain Kgy ¢ ... Kgyy 7 - 9
ined in Figure 11.
hin achieves backward secrecy with interval T since it dgés not allow access to encrypte
fion for ¢ < T in the case that the user entity knows Ky Any key chain Kgyy ; ... Kgyy p--- 8iV§

OWF OWF OWF OWF OWF OWF OWF OWF OWF OWF

2 A I N 2 S B O o A S

W,0 KBW,l KBW,!' KBW,i+1 KBW,HZ KBW,T-l KBW,T KBW,T+1

Usage ekample 6

In this e3
function

1) The
2) The

reqyiired. The output is used as the first key Kgyy o. That is, Kgy o = OKDF1(rgyy ;) is calculated.

3) The
the

Figure 11 — Construction of a backward key chain using a one-way function

tample, the backward key chain construction of the key distribution centre uses the key derivatio
OKDF1 from ISO/IECA1770-6 as a one-way function and performs the following steps.

key distribution<entre generates a secure random number rgyy;,;; as a start value.

key distribdtionh centre uses OKDF1 for hashing the random start value to a fixed size a

nextelement of the chain is constructed using Ky  as input for OKDF1 and using the output ¢
funttion as Kgyy 1: Ky 1 = OKDF1(Kpy o).

[72)

n

-

-

4) New Keys of the chain are generated using OKDFI. The input is always the current last Key of the
chain Kgyy ; and the output is Kpyy ;,1: Ky 1s1 = OKDF1(Kpyy ;).

7.2.4 Forward and backward secrecy

For combined forward and backward secrecy, the individual key chains are connected to allow
restricted access in both directions. This is realized by another function COM used to combine the

14
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