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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national st

andards

bodies (ISO member bodies). The work of preparing International Standards is normally carried out

through ISO technical committees. Each member body interested in a subject for which a t
committee has been established has the right to be represented on that committee. Inter

echnical
national

organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.
ISO collaborates closely with the International Electrotechnical Commission (IEC) on all matters of

electrotechnical standardization

he procedures used to develop this document and those intended for its further majdten
escribed in the ISO/IEC Directives, Part 1. In particular, the different approval criterianeede
ifferent types of ISO documents should be noted. This document was drafted in accordance
ditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives).

ttention is drawn to the possibility that some of the elements of this documént may be the s
atent rights. ISO shall not be held responsible for identifying any or all such/patent rights. D
ny patent rights identified during the development of the document will’be‘in the Introductio
n the ISO list of patent declarations received (see www.iso.org/patents):

ny trade name used in this document is information given for the-eonvenience of users and
nstitute an endorsement.

or an explanation of the voluntary nature of standards,)the meaning of ISO specific tel
pressions related to conformity assessment, as welk as information about ISO's adhe;

the World Trade Organization (WTO) principles in\the Technical Barriers to Trade (TI
ww.iso.org/iso/foreword.html.

his document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information teq
bcommittee SC 27, Information security, cybersecurity and privacy protection.

s

ny feedback or questions on this document should be directed to the user’s national standard
omplete listing of these bodies can beé-found at www.iso.org/members.html.
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Introduction

Big data refers to the massive amount of digital information collected in various forms from different
sources of digital and physical environments. This data is not only generated by traditional means
of information exchange, but also from sensors embedded in physical environments, such as city
surroundings, transportation vehicles, critical infrastructures, etc. The collection and processing of big
data provides additional challenges not inherent in the traditional digital information exchange setting.

This document was developed in response to the worldwide demand for a common baseline of securit
and pri\;t:cy aspects for big data architectures to facilitate interoperability in big data systems witheyt
comproinising privacy, confidentiality, or integrity:.

The big|data paradigm blurs the security boundaries between data collection, storage andydccess
areas trpditionally addressed independently — that now needs to be confronted holistically with
compreliensive security and privacy foundation, tightly coupled to all architecture components.

[s5)

Effective¢ standardization of security and privacy is paramount to the development ofimutual trust and
cooperafion amongst big data stakeholders.

vi © ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=58131e56e4888164ff0fa4e1fc36d76e

INTERNATIONAL STANDARD ISO/IEC 20547-4:2020(E)

Information technology — Big data reference
architecture —

Part 4:

C\L
=J

Scope

his document specifies the security and privacy aspects applicable to the\big data r
rchitecture (BDRA) including the big data roles, activities and functional\components 4
fdrovides guidance on security and privacy operations for big data.

2 Normative references

o |

he following documents are referred to in the text in such a way that some or all of their
onstitutes the requirements of this document. For dated references, only the edition cited apy
yUndated references, the latest edition of the referenced doctimient (including any amendments)

Q

p—

50/1EC 20546, Information technology — Big data — Overview and vocabulary

]

BO/IEC 20547-3, Information technology — Big (data reference architecture — Part 3: R
rchitecture

S

p—

50/1EC/IEEE 15288, Systems and software efgineering — System life cycle processes

3 Terms and definitions

v w]

or the purposes of this document;the terms and definitions given in ISO/IEC 20546 apply.

I50 and [EC maintain terminplogical databases for use in standardization at the following addr

— ISO Online browsjng platform: available at https://www.iso.org/obp

— [EC Electropediaravailable at http://www.electropedia.org/

cference
ind also

content
lies. For
applies.

eference

esses:

4 Symbgls and abbreviated terms
APT advanced persistent threat
DRA big data reference architecture
o

BD-S&P big data security and privacy

DDoS distributed denial of service

LINDDUN linkability, identifiability, non-repudiation, detectability, disclosure of information, una-

wareness, non—compliance

PII personally identifiable information

STRIDE spoofing of user identity, tampering, repudiation, information disclosure, denial of ser-

vice, elevation of privilege

© ISO/IEC 2020 - All rights reserved
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5

Overview

5.1 Big data security and privacy concerns

This subclause addresses three types of concerns:

Big datalhas the key data characteristics of volume, velocity, variety and variability and also the keydat
processing characteristics of volatility, veracity and value. These characteristics introduce additionz
risks anfl thus challenges on the security and privacy aspect of big data.

Big datg application boom brings mare serious security and privacy issues on data, such as frequer
incidents of data loss and personal)data leakage, illegal data transactions underground, which cause
data abyse and Internet fraud ahd endanger social stability and national security.

From tdchnology platformi-perspective, due to the continuous emergence of a variety of big da]
technolagy, new technic¢ab architecture and support platforms and big data software, the following
securityland privacy,capabilities are needed in the big data context.

risks caused by big data characteristics;

security and privacy challenges from big data;

ecogystem coordination capabilities needed in the context of big data.

— D

Volyme of data is at risk associated with massive amounts of data in various layexs: For example,
mulfi-tiered, distributed storages and transmission on various networks with.different protocols

jom

Veldcity of data has risks associated with faster flow at which the data is créated, stored, analyse
or visualized. Security controls can be a burden on velocity and easily omitted.

Varjety of data brings more complexity from a diversity of sources under the control of various
actdrs. Complexity inevitably leads to vulnerability. An emergent phenomenon introduced by bi
datq variety is its ability to infer identity from anonymized datasets by correlating with apparentl
inngcuous public databases.

Varfability of data has risks associated with faster changés'in data rate, format/structure, semantig
andjor quality. It can become more difficult to apply.se€urity controls on data security and privac]

~wn

Voldtility of data can affect to keep audit trails and'make security management difficult.

Ver{gcity of data brings higher requirements o integrity, consistency and accuracy. Associated risKs
canbe aggregated and magnified.

Valye of data brings more attacks for-awariety of purposes and interests.

=

(Y]

Tradlitional seourity controls in big data context are needed.

Magsive, multi-sourced, heterogeneous, dynamic and other big data characteristics lead to t
differénce of data application security from a closed environment. Big data applications generall
use

provide massive data distributed storage and high-performance computing services. These new
technologies and architectures make the network boundaries of big data applications become
blurred so that the boundary-based traditional security protection measures are no longer valid.
Meanwhile, under this new situation, the advanced persistent threat (APT), distributed denial
of service (DDoS), machine learning-based data mining and privacy discovery and other attacks
make the traditional defence, detection and other security controls expose serious deficiencies. For
instance, providing secure data management and threat intelligence, providing secure data storage
for big data as well as secure log data generation, transmission, storage, analysis and disposal
becomes very difficult. Additionally, novel technical approaches for privacy-preserving, machine
learning, cryptographic mechanisms for data-centric security and access control are necessary.

© ISO/IEC 2020 - All rights reserved
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For more information on the requirements of big data security and privacy, refer to the security
and privacy technical considerations in different use cases provided by ISO/IEC TR 20547-2.

Security and privacy need to be provided for the distributed computation and data store
infrastructure of big data.

This requires privacy-preserving and secure distributed computation and information
dissemination. Big data requires scalable and distributed solutions for secure data storage as
well as for audits and investigations for data provenance. Data integrity for streaming influx of
data from various sensors and other endpoints has to be provided. Real-time analytics for threat

Q

intelligence requires the processing of large amounts of security-related information such gs traffic
streams and log information.

Platform security mechanisms need to be improved in the context of big data secutity and [privacy.

In general, existing big data applications use big data management platfotmis and technology,
such as Hadoop-based HBase/Hive, Cassandra/Spark, MongoDB. At the beginning of design, these
platforms and technology are mostly considered to be used in the trusted internal netwdrk, with
little consideration of authentication, authorization, key services andsecurity audit. Although some
software is improved, such as adding the Kerberos authentication mechanism, the overall [security
capability is still relatively weak. Meanwhile, third-party open-source components are often used
in big data applications. Due to the lack of rigorous test management and security certifi¢ation of
these components, the ability to prevent software vulnerabilities and malicious backdoofs in big
data applications is insufficient.

Application access control capabilities in big data centext are needed.

Because of the variety of data types and the wide range of applications of big data, it|is often
used to provide multiple services to users with different identities and purposes from dlifferent
organizations or departments. In general, agcéss control is an effective means to achieve cqntrolled
access to data. However, due to a large mimber of unknown data users and data to be dccessed,
it is very difficult to pre-set roles and‘permissions of data access. Although the user’s gights to
access data can be classified in advance, because of the numerous roles, it is difficult to define
the control of each role's actual permissions in a fine-grained way. So, it is difficult to adcurately
specify the range of data foryeach user to access without deploying a newer access contrpl model
such as attribute-base access control (ABAC). This also causes the issue with the data minifnization
principle in ISO/IEC 29100:

Scalable security and privacy mechanisms are needed.

When designing-and applying security and privacy mechanisms such key management,|identity
and access nfanagement, de-identification, etc., in the big data environment, not only the [security
and priva€y functionalities need to be considered, but also the scalability of these mechanisms
needs to,be taken into account in order to support processing of high volume and high velocity of
the data:

rom the data application perspective, due to the big Vs (volume, variety, velocity and vatiability)
haracteristics of big data and huge value in big data, the following security and privacy capabilities are

eeded 1n bDIg data context:

— Data protection capabilities in big data context are needed.

In the open network society, the huge volume of big data with immeasurable potential value
makes it more favoured and easier to become a significant target of network attacks. In recent
years, information security incidents frequently occur, for example, leakage of email accounts,
social security information and bank card numbers. The distributed system deployment, the open
network environment, the complex data application and the large number of user accesses, all
cause the big data to face the bigger challenges in confidentiality, integrity, availability and so on.

© ISO/IEC 2020 - All rights reserved 3
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Big datqd involves ecosystems, or networks of organizations that collaborate to collect, analyse and
share dqta. The following collaborations are needed in a big data context:

5.2 Security and privaey objectives

Big datq applications.‘have security and privacy objectives. Table 1 describes examples of securitly
objectives. Table 2.déscribes examples of privacy objectives. Note that Table 2 describes alternatiy
ways to ook at objectives.

Personal data protection capabilities in big data context are needed.

Due to the large amount of personal data in big data systems, when the security incidents such as
data abuse, internal theft and network attacks occur, the consequences of personal data leakage are
more serious than ordinary information systems. On the other hand, the advantage of generating
value from the analysis and usage of large amounts of data can be compromised by the more risk of
personal data leakage during the comprehensive analysis of multi-source data where analysts are
easier to explore more personal data through correlation analysis.

Data authenticity capabilities in big data context are needed.

Datj in big data systems have a wide range of sources that can be a variety of sensors, active uploadls
and|public websites. In addition to reliable data sources, there are a large number of untrustedda
soufces. Some attackers even deliberately falsify data in an attempt to induce data analysis results.
Therefore, it is very important to verify the authenticity of data and their sources. Howéver, the
are many difficulties in verifying all the data authenticity because of the performante limitatio
of data acquisition terminals, the lack of technology, the limited amount of inférmation and t
variety and complexity of sources.

Datd owner’s right protection capabilities in big data context are needed.

Durjing the application of big data, the data can be accessed by a vatiety of users, flow from one
confroller to another and even be mined to produce new data. Therefore, in the process of dath
exclange and sharing, there is the circumstance where the datacdwnership of a data owner and thie
datq use right of a data manager are separated, which impliestthat data can be out of data ownerls
confrol and brings the risks such as data abuse, vague ownership of data, unclear responsibilities gf
datq security supervision so that the rights and interests.of'data owners can be seriously damaged.

collpboration between stakeholders to ensure that overall ecosystem security and privacly
reqiiirements and individual organization’sSecurity and privacy requirements are consistent;

collaboration between stakeholders to-ensure that the overall ecosystem risk management and the
individual organization’s risk management are consistent; and

t

collaboration between stakehdlders to ensure that individual organizations ensure consister
tregtment of the assets to protect.

[
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Table 1 — Security objectives

Security
protection goals

unauthorized individuals,
entities, or processes.

processing of data and protect
storage.

Objective Description Examples
. L Protected transmission of collected
Ensures that information is not . )
. . data, protected access with suitable
. . made available or disclosed to .
Confidentiality authentication schemes, protected

ed

Ensures the accuracy and

Protection of integrity during
transmission prn{‘pccing ofd

ta, as

From integrity completeness of data over Its well as at storage level using's¢hemes
SO/IEC 27000] entire life cycle. such as digital signatures

Ensures accessibility and Preventing service disruption .due

o o to power outages, hardware fdilures,
Availability usability upon demand by : ) ;
. : or denial of service\attacks using
an authorized entity |
schemes such asyredundant systems.
Table 2 — Privacy objectives
Objective DesScription

Privacy principles

From
SO/IEC TR 27550]

Consent and choice

Providing PII principals with/clear, prominent, easily
understandable, accessible and affordable mechanisms t
exercise choice and t0 give consent in relation to the
processing of their PII at the time of collection

Purpose legitimacy
and specification

Presupposing that the purpose(s) is in compliance with a
ble law and€lies on a permissible legal basis

bplica-

Collection limitation

Limiting the collection of PII to that which is within the b
of applicable law and strictly necessary for the specified

ounds
burpose

Data minimization

Strictly minimizes the processing of PII

Use retention and
disclosure limitation

Limiting the use, retention and disclosure (including trarj
PII to that which is necessary in order to fulfil specific, ex
and legitimate purposes

sfer) of
plicit

Accuracy and quality

Ensuring that the PII processed is accurate, complete, up
(unless there is a legitimate basis for keeping outdated d3
adequate and relevant for use

to date
1ta),

concrete and practical measures for its protection

Openneéss, Providing PII principals with clear and easily accessible
transpdrency information about the PII controller’s policies, proceduref and
and notice practices concerning the processing of PII
ndividual Giving PII principals the ability to access and review theif PI],
e provided their identity is first authenticated with an
participation : . o
appropriate level of assurance and such access is not prolibited
and access .
by applicable law
Accountability The processing of PII entails a duty of care and the adoption of

Protectlng PII under its authorlty with approprlate contr

pls

Information security

dil Llle Uptl dLlUlldl, lullLLlUlldl dllu SLI dLUglL lUVUl LO CIISUIre
integrity, confidentiality and availability of the PII and pr

e the
otectit

against risks such as unauthorized access, destruction, use,

modification, disclosure or loss throughout the whole of i
cycle;

ts life

Privacy compliance

Verifying and demonstrating that the processing meets d
protection and privacy safeguarding requirements by
periodically conducting audits using internal auditors or
trusted third-party auditors

ata
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Table 2 (continued)

Objective

Description

Unlinkability

Ensures that a PII principal may make multiple uses of resources
or services without others being able to link these uses together

EXAMPLE A customer uses two different accounts for a service
that involves big data analysis.

Ensures that an adequate level of clarity of the processes in
privacy relevant data processing is reached so that the collection,

Privacy
protecti

[From
ISO/IEC

bn goals Transparency

TR 27550]

Processing and Use of the Mformation can be Understood and
reconstructed at any time

EXAMPLE Understandable documentation covering technology,
organization and responsibilities accessible to the PII principal.

Intervenability

Ensures that PII principals, PII controller, PII processers and
supervisory authorities can intervene in all privdey-relevant data
processing

EXAMPLE Processes for influencing or stopping the data
processing fully or partially, manually ovépturning an automated
decision, data portability precautions.

Privacy
enginee
objectiv

[From
ISO/IEC

Predictability

Providing a reliable understanding of what is occurring with PII
processing within a system

EXAMPLE Developing a P processing capability that is
repeatable. Related to thejtransparency protection goal.

ing
S Manageability

TR 27550]

Administration of PIl with sufficient granularity so that the right]
level of control can be-applied

EXAMPLE Deyé€lopment of a privacy preference management
that allows PH principal the right level of control. Related to the
intervenabhijlity protection goal.

Disassociability

Actively protect or “blind” an individual’s identity or associated
activities from unnecessary exposure during transactions

EXAMPLE Development of a health data processing capability
that is anonymous. Related to the unlinkability protection goal.

Clauses
concern

Big dat4d
defined

6 Sedurity and:privacy aspects of BDRA user view

5 and objectives.

n ISO/IEC 20547-;

6.1 G

vernance activities

b to 8 are under the contextof‘big data systems that have the above security and privacy (S&H

security and privacy (BD-S&P) shall be based on the big data reference architecture (BDRA

S

Nt

6.1.1 Purpose

The data governance defined in ISO/IEC 20547-3 is the governance of an organization that focuses
on the data aspect of the organization. The purpose of BD-S&P governance activities is to establish
and maintain BD-S&P's coherence and alignment with objectives and constraints with respect to the
current and future security and privacy needs of an organization and its stakeholders or interested

parties.

NOTE

Governance of BD S&P can apply to an organization internally, or to an ecosystem. For instance, an
organization in charge of a big data market place can provide governance policies to its participants.
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6.1.2 Prepare for and plan BD-S&P governance effort

a) Establish BD-S&P strategy derived from organizational objectives, strategy and vision.

b) Establish role, responsibilities, accountabilities, authorities and organizational structures to
support BD-S&P governance effort and reporting requirements.

c) Establish BD-S&P governance organizational structure that is consistent with defined roles,
authorities, responsibilities and accountabilities.

—Estabtishguiding principtesamdwork instructionrs for performing BB=5&P govermamnce:

NOTE These work instructions delineate the steps to be performed by those who execute thegopernance
activities. This is to ensure the decision processes are transparent and consistently followed. Sometimes, a
secretariat is used to administer these work instructions and to ensure they are properly.followed

¢) Establish decision forums to carry out BD-S&P governance work instructions.

f) Define procedures for identifying, managing, auditing and disseminating information re¢lated to
BD-S&P governance decisions.
1) Link these procedures to BD-S&P strategy.
2) Map these procedures to resources and constraintsito support strategy, plannfing and

decision making.

g) Plan BD-S&P governance effort.
1) Establish the scope of BD-S&P governance effort.
2) Establish metrics for BD-S&P governance effort.
3) Identify the data and information ne€ded for BD-S&P governance effort.
4) Identify and define BD-S&P goveérnance work elements and associated resources.
5) Develop BD-S&P governance-schedule and define associated milestones.

H) Obtain necessary approvals and funding for the plan.

i} Collect the data and information needed for BD-S&P governance effort.

4.1.3 Monitor, asSess and control BD-S&P governance activities

d) Monitor and assess metrics for BD-S&P governance effort.

h) Identify’and assess risks and opportunities associated with BD-S&P governance effort.

d Ensure that other processes (e.g. enterprise life cycle processes, system life cycle procegses) are
properly using BD-S&P governance directives and guidance.

d) Report BD-S&P governance activity plans and status in accordance with reporting requirements.

e) Assess and control BD-S&P governance effort.

f) Manage risks associated with BD-S&P governance.

6.1.4 Establish BD-S&P governance objectives

a)

Examine current and future big-data-related business needs when known.

1) Examine current and future big-data-related enterprise objectives that need to be achieved,

such as maintaining a competitive advantage.

© ISO/IEC 2020 - All rights reserved
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2) Examine and make a judgment on the current and future big-data-related enterprise vision,
including strategies, proposals and supply arrangements (whether internal, external, or both)
in support of the big-data-related enterprise objectives.

NOTE1 The examination can consider the external or internal pressures acting on the enterprise,
such as business change, technological change, economic and social trends and political influences.

3) Examine BD-S&P objectives of the strategies and proposals that are being evaluated.

b) Examine current and future big-data-related mission needs for those missions supported by the
entqrprise.

1) [Examine current and future big-data-related mission objectives that need to be achieved:

2) |Examine and evaluate possible future use of big data, including strategies, proposals anfd
supply arrangements (whether internal, external or both) in support of the mission.objectiveq.
NOTE 2 The examination can consider the external or internal pressures acting'on the enterprisg,
such as technological change, economic and social trends and political influences:

3) |Examine BD-S&P objectives of the strategies and proposals that are being evaluated.

c) Estgblish BD-S&P strategy by making the relevant decisions about the governance in BD-S&P.
1) |Discover, develop, define and evaluate the overall goals of BD;S&P as a whole.
a) Identify work to be performed to achieve these goals.
b) Create a configuration of resources that are necessary ingredients in meeting these goals|
c) Establish a means of measuring governance effectiveness.

2) |Define BD-S&P governance policies related €0 BD-S&P.

3) [Define a set of governance principles that apply to BD-S&P.

4) |Determine adherence of objectives.based on governance compliance criteria and strategies.

5) |Establish management criteria for control of BD-S&P governance practices, dispensations and
compliance.

d) Identify BD-S&P objectives te'be pursued and desired levels of achievement for each.
6.1.5 Pirect BD-S&P
a) Estgblish and issue governance direction in the form of directives and guidance for BD-S&P.

1) |Develop.and issue governance directive(s) that drive the appropriate evolution of BD-S&P.

2) |Implement a governance framework that supports this governance directive to defi
conceptual and organizational structures and provide a structured decision-making approacm.

3) Establish a decision-making mechanism that minimizes or avoids potential conflicts of
interests with an escalation in the enterprise if the problems cannot be properly addressed by
BD-S&P governance.

b) Assign responsibility for, direct preparation and implementation of directives, standards and
policies that set the direction for BD-S&P efforts.

c) Make strategic decisions within the scope of BD-S&P governance responsibilities and authorities.

d) Review and communicate the decisions.
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6.1.6 Monitor and assess compliance with BD-S&P governance directives and guidance

a) Monitor the governance of BD-S&P by the enterprise by utilizing appropriate means.
NOTE1 BD-S&P is not monitored. In order to see how well BD-S&P are helping to achieve the enterprise
goals and objectives, BD-S&P governance can monitor metrics from the development and use of actual
entities based on BD-S&P.

b) Establish a means for monitoring compliance with BD-S&P governance directives and guidance.
NQOTE 2 A dashhaardic o camman wauvaofdainathic

J o

d Presupposethat BD-S&P is in compliance with external obligations (regulatory, legislative, common
law, contractual) and internal work practices.

d) When appropriate, BD-S&P governance authority may access directly an”entity congtructed
according to a BD-S&P design under auspices of the governance authority.
NOTE 3  This access by governance is to enable verification that a system, an enterprise, a softwafe item, a
service, or other kinds of BD-S&P entity conform to obligations established by.governance directives. Merely
checking BD-S&P for conformance can be insufficient since BD-S&P featiieS can lack a proper trpnslation
into the design or operation of the entity.

g) Establish a responsibility matrix to ensure responsibilities are appropriately assigned.

f) Monitor management plans and status and assess cenipliance with governance directjves and
guidance for BD-S&P.

g) Examine the effectiveness of the governance pélicies and initiate steps to revise the pdlicies as
necessary.

H) Collectlessons learned regarding BD-S&P.governance as reported from previous engagempnts and
make these lessons available to future préjects.

4.1.7 Review implementation of\-BD-S&P governance directives and guidance and prepare

fpr change

NOTE This activity includes, the tasks necessary for the BD-S&P governance authority to close ouf BD-S&P

governance effort.

d) Review all informatien to assert that BD-S&P governance work is complete and that|BD-S&P
objectives have been met.

h) Presuppose-campliance with current regulations and standards that affect BD-S&P governance.

d Establishprocedures to investigate and capture the various reasons for non-implemengation of
governance directives and guidance.

d) Record lessons learned and communicate with all relevant stakeholders.
1 ral faazlos o o 1 £ 43 £ PO COD
LJ GUIITTITUULT LU UCTOLU lJl dCLILTS 1IUL DD OXI] SUVCI IIAa1iccT,
2) Scrutinize the effectiveness of governance directives and guidance.

e) Identify and select the changes to be made to BD-S&P governance directives and guidance.

f) Incorporate the changes into BD-S&P governance directives and guidance.
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6.2 Management activities

6.2.1 Purpose

The purpose of BD-S&P management activities is to ensure the proper implementation of BD-S&P
governance directives and the timely and efficient achievement of BD-S&P objectives.

6.2.2 Prepare for and plan BD-S&P management effort

a) Ide
BD-

NOT
exaf

b) Dev|
1y

2)

3)
4)
5)
6)
c) Dev]
1y

2)

3)

4)

d) Play
1y

Tify BD-S&P Tanagement approachnes, CoNstraints, methods, To01s and tecnniques accoraing to
&P governance policies, directives and guidance.

¢

E Management by objectives, management by measurement and management by policies ar
hples of management approaches.

elop a charter for the management of BD-S&P.

Identify organizational assets (people, resources, processes) that influence'the management
of BD-S&P.

Identify knowledge assets (historical information, issues and defect resolutions, successful
outcomes) that can aid in the management of BD-S&P.

Identify internal and external factors and criteria that influénce the management of BD-S&P.
Identify in-scope and out-of-scope items that influence the management of BD-S&P.

Develop a statement of work in alignment with the charter for management of BD-S&P.
Define measurable BD-S&P management objectives and related success criteria for BD-S&P.
elop BD-S&P management organizational sgicture.

Identify the necessary managerial roles, responsibilities and authorities that are concernefd
with or involved in BD-S&P management.

Define a BD-S&P management ‘control hierarchy corresponding to the identified roles and
responsibilities.

Ensure proper delegation of management responsibilities in the BD-S&P management contrgl
hierarchy.

Ensure proper Gllocation of roles to identified role players in the BD-S&P managemert
hierarchy.

the effortfor managing BD-S&P.

Establish the scope of the BD-S&P management effort.

2)

Identify metrics for the BD-S&P management effort.

3)
4)
5)
6)
7)
8)

10

Collect the data and information needed for the BD-S&P effort.

Obtain access to enablers needed for the BD-S&P management effort.

Identify and define BD-S&P management work elements and associated resources.
Develop BD-S&P management schedule and define associated milestones.

Obtain necessary approvals for the BD-S&P management plan.

Ensure that BD-S&P is established and maintained in accordance with the relevant plans.
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6.2.3 Monitor, assess and control the architecture management activities
a) Report BD-S&P management activity plans and status.
b) Monitor and assess whether BD-S&P governance directives and guidance are being followed.
c) Monitor and assess metrics for the BD-S&P management effort.
d) Identify and assess risks and opportunities associated with the BD-S&P management effort.
) Fnsure that other processes (n g nnfnrpr‘icn life r‘yr‘]n processes; cycfnm life r‘yr‘]n proce Ses) are
properly using BD-S&P management work instructions.
f) Report BD-S&P management activity plans and status in accordance with reporting requirements.
g) Assess and control BD-S&P management effort.
H) Manage risks associated with BD-S&P management.
4.2.4 Develop BD-S&P management approach
d) Develop BD-S&P management plans in accordance with governance directions for BD-S&P,
1) Identify BD-S&P requirements and other concerns.
2) Define BD-S&P management scope statement{ (scope description, acceptance [criteria,
deliverables, exclusions, constraints, assumptions).
3) Establish specific BD-S&P management goals.that address BD-S&P objectives and spegcify the
reasons for their sufficiency.
4) Prioritize the goals in terms of their importance in achieving BD-S&P objectives.
5) Create a work definition that_provides a common framework for the overall planjing and
control of BD-S&P.
a) Outline the tasks (i.e-the course of action) required for achieving the BD-S&P manhgement
goals and order the tasks in terms of importance toward achieving those goals.
b) Define organizational resources necessary for carrying out the tasks.
c) Establish evaluation methods for assessing the progress of the tasks towards goal
completion.
d) Idéentify alternate courses of action (contingency plan) in case certain goals proyve to be
Unattainable.
€)” Ensure that the work definition is consistent with the BD-S&P management gpals and
includes anticipated levels of uncertainty and change.
61—FEstablish-the reseureesneeessaryforperformingthe BD-S&P-management-work-elements and
assign responsibility and authority to the management hierarchy.
Develop the resource definition that is essential for delivering the outcomes.
7) Define management measures that allow assessment of compliance with the BD-S&P
management goals.
Define measurement systems that can aid in the measurement of BD-S&P activities.
b) Develop BD-S&P management schedule in accordance with the BD-S&P management plan(s).

1) Develop a budget to create and manage BD-S&P and incorporate checks and balances to

validate the budget.

© ISO/IEC 2020 - All rights reserved

11


https://standardsiso.com/api/?name=58131e56e4888164ff0fa4e1fc36d76e

ISO/IEC 20547-4:2020(E)

Develop the schedule for the activities identified in the work definition and define precise and
measurable milestones.

Define the organizing logic and order of the activities and resources necessary for creating and
managing BD-S&P.

Estimate the duration of each of the activities and include them as part of the schedule.

pt the BD-S&P management plan according to new information.

2)
3)
4)
c) Ada
1y
2)
3)
6.2.5
a) Estd
b) Ass
be f
c) Acti
1t to
d) Pert
e) Ass
prol
f) Pro)
g) Con
dev
h) Set
i) Estg
j)  Mar
k) Mar
1) Mar
6.2.6
a) Mor

Al i i ax it 1 pu . | i i A | ] 2 £+ 1oL, -
ﬂuJubL ulauasClucuL dULIVILITS, SUIITUUIC, UITTULIUILILS allu SUGID IIrI CDIJUIIDC LU TITVV TITUT TITIAUIUIL,|
Prepare adaptive management actions that respond to new problems or opportunities.

Apply new knowledge, insights and technologies that contribute to achievingxBD-S&P
management objectives.

Perform management of BD-S&P
blish and issue management direction in the form of instructions and guidance for BD-S&P.

gn resources to all the identified roles in accordance with the sequence of tasks that needs tp
erformed.

vate the necessary tracking systems which can capture work¢{performance information and use
control BD-S&P development.

orm the tasks defined in the BD-S&P management plah'to achieve the BD-S&P objectives.

pss BD-S&P management measures, work performance information, resource utilization,
pable risks and new opportunities and manage\changes to improve work performance.

ide relevant information to all stakeholdets as outlined in the BD-S&P management plan.

finually confirm that work performaunceresults conform to the BD-S&P requirements includinig
ations and dispensations.

actical directions for BD-S&P that address policy decisions.
blish individual plans for'‘the development or revision of BD-S&P.
age decisions about BD-S&P.

age risks associated with BD-S&P management.

age changes'to BD-S&P.

Monitor BD-S&P effectiveness

(s

itor and control work performance by tracking, reviewing and regulating the progress to mee

the management objectives as per the BD-S&P management plan.

1y
2)

3)
4)

5)

12

Monitor work performance to identify variances from the BD-S&P management plan.

Monitor management issues and recommend preventive action in anticipation of possible
problems.

Monitor management plan execution progress against the schedule estimates.

Monitor the health of BD-S&P (using the identified management measures) and identify any
areas that require additional attention.

Monitor the status of the BD-S&P scope and manage changes to the scope baseline.
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6) Monitor the status of the BD-S&P management schedule and manage changes to the schedule

baseline.

Assess actual outcomes against planned targets and make corrective actions when necessary.

Collect and communicate performance information to all relevant stakeholders at
intervals.

1) Maintain accurate and timely information concerning BD-S&P.

3) Provide forecasts to update current schedule information.

Define quality assurance actions and audits that confirm the execution of the
management plans.

Report BD-S&P management activity plans and status in accordance with-keéporting requiy

Assess and control the BD-S&P management effort.

Finish the previous BD-S&P management plan.

Review all information to assert that the BD-S&P management work is complete and that
S&P objectives have been met.

Monitor and assess metrics for the BD-S&P management effort.
Presuppose compliance with regulations and'standards that affect BD-S&P.

Establish procedures to investigate and\eapture the various reasons for management actio
as part of BD-S&P management.

Record lessons learned and cominunicate to all relevant stakeholders.
1) Contribute to best practices for BD-S&P management.

2) Scrutinize the efféctiveness of management approaches that were adopted in order to
the BD-S&P management problem.

Identify changesto be made to the BD-S&P management plan.
Select the.¢hanges to be made in the next iteration of the BD-S&P management plan.

Incorperate the changes into the BD-S&P management plan.

periodic

BD-S&P

ements.

the BD-

ns taken

address
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6.3 Operation activities

6.3.1 BD-S&P solution design activities

6.3.1.1

Purpose

The purpose of BD-S&P solution design activities is to identify BD-S&P solutions that address
stakeholder concerns, achieve BD-S&P objectives and meet relevant requirements.

NOTE 1

the tradd
of a trad
trade-off
full expl
select thg

NOTE 2
under BI

6.3.1.2
a) Ider

AT important aspectof BD-S&P Solution design 1S to allow the analysts and stakenolders to understan
space of potential options that can meet the objectives (see 6.3.1.7 for more information on the natuy
e space). Typically, a varied and distinctive mix of BD-S&P solutions is considered in order to allow'th
between various constraints and concerns. In other words, in dealing with a complex problem space,
ration of the solution space is necessary as part of the BD-S&P solution design activities,to‘€ventuall
most appropriate solution.

The candidate BD-S&P solution(s) can be derived from or can be already existing\BD-S&P solution(J
-S&P management oversight or from other sources.

Prepare for and plan the BD-S&P solution design effort

tify the potential problem area(s) that need to be addressed.

b) Define the expected purpose, scope, objectives and level of detail-0f the BD-S&P solution design effor

c) Defi
gov

ne one or more BD-S&P solution design approaches. that are consistent with the BD-S&
ernance and management directions and are consistent'with the purpose, scope and objective

of this effort.

d) Selé

e) Play
1y
2)

3)
4)

ct or develop the requisite techniques, methods and tools for BD-S&P solution design.
the BD-S&P solution design effort.

Establish the scope of the BD-S&P solution design effort.

Establish metrics for the BD-S&P solution design effort.

NOTE1 At a minimum, metrics and criteria that enable the BD-S&P solution design team t
determine when the BD-S&P solution design task is complete, is established.

Identify the data and information needed for the BD-S&P solution design effort.
Obtain access td-enablers needed for the BD-S&P solution design effort.
NOTE 2  Thé enablers are usually obtained from the BD-S&P solution enablement activities. Whe

enablers¢are obtained from other sources, these can become candidate enablers for use by othe
projects-thtough the BD-S&P solution enablement activities.

5)

—

wn U

=]

Identify and define BD-S&P solution design work elements and associated resources.

6)

Develop BD-S&P solution design schedule and define associated milestones.

f) Obtain necessary approvals and funding for the plan.

g) Collect the data and information needed for the BD-S&P solution design effort.

h) Ensure personnel is trained in the use of identified techniques, methods and tools.

6.3.1.3

Monitor, assess and control the BD-S&P solution design activities

a) Report BD-S&P solution design activity plans and status.

b) Monitor and assess whether BD-S&P governance directives and guidance are being followed.

14
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Monitor and assess whether BD-S&P management instructions and guidance are being followed.
Monitor and assess metrics for the BD-S&P solution design effort.
Identify and assess risks and opportunities associated with the BD-S&P solution design effort.

Maintain traceability of BD-S&P solution design results to the source material used during the
activities.

Implement corrective actions to modify the work plan or realign the work with the plan.

.3.1.4 Characterize problem space and associated problems

Assess and control the BD-S&P solution design effort.

Identify current and projected situation(s) in the problem space.

NOTE1 The problem space and the solution space are abstract. However, the'problem and thq solution
themselves can be actual or perceived and they can also be tangible or intangible. For example, the problem
can be inefficient work (actual or perceived) and the solution can be to_ dse faster machines (taggible) or
apply better processes (intangible). In simple terms, the problem spaeg relates to the world of [end-user
challenges and motivations — it is all about needs (states of felt deprivation). The solution space relates to
the world of products, services and technology — it is all about the offerings that satisfy needs.

Identify problems, difficulties and opportunities in the cirrent and projected situation(s).

NOTE 2  The concept of “problem” is used here in the same sense used in ISO/IEC/IEEE 15288: “difficulty,
uncertainty, or otherwise realized and undesirable event, set of events, condition, or situation thatl requires
investigation and corrective action”. A problem space“is a mental representation of a problem (or set of
problems) that contains the knowledge of the injtial state and the goal state of the problem(s) as well as
possible intermediate states that need to be searcheéd in order to link up the beginning and the end of the task.

Identify relevant aspects of the identified-situation(s).

NOTE3  An aspectis a way in whichna’thing can be viewed or regarded, an interpretation, or a|different
viewpoint. A clear understanding of the different aspects involved can help ensure that the full hature of
the problems, difficulties and oppertunities are well understood. It is a common error to not consifler these
things from different perspectives.

Examine current and future business and mission need with respect to these problems, difficulties
and opportunities.

Identify stakehdlders and their concerns corresponding to each of these problems, difficulties and
opportunities:

Identify_‘amrd analyse any formal and informal requirements that apply to this situation and
document which requirements are relevant to current effort and how they would flow to the
evaluation criteria.

Identify quality attributes associated with these stakeholder concerns.

Identify and characterize how the problems, difficulties and opportunities affect different
stakeholders and their priorities in addressing these items.

Identify and characterize complexities of each problem, difficulty and opportunity, its cause and
effect and how it is being addressed currently in each of the identified situations.

6.3.1.5 Establish BD-S&P solution objectives and evaluation criteria

a)

Gather, analyse and negotiate relevant requirements for each identified problem, difficulty and
opportunity.
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b)

f)
g)

h)

6.3.1.6 | Synthesize potential solution(s) in the solution space

a)

b)

d)

16

Determine boundary conditions, root causes, drivers and relevant scenarios for each identified
problem, difficulty and opportunity.

Determine gaps or shortfalls of current or planned solutions in addressing the problem.
Identify relevant assumptions, degrees of freedom, constraints, conditions and challenges.

Identify and characterize the cause and effect relationships for the identified problem(s) or
difficulties.

EXAMPE HeFeRee—Hetwo s—betused—to—<characterize—eause—ette ~laterships—ara—es 24
varipus forms depending on the situation such as, for example, problem tree, influence diagram, BayeSsial
network, causal loop diagrams, fishbone diagrames, etc.

Foriulate a clear statement of the problem(s) and opportunity(ies).

Identify and define BD-S&P solution objectives that address the problem(s) ¢oricerning the
staKeholder concerns, requirements, or quality attributes, or that take advantage of identified
oppprtunities.

D

Define evaluation criteria that can be used to assess the extent to whieh”the problems(s) an
resqlved and to inform exploration and selection of alternatives.

NOTIE These evaluation criteria are directly related to aspects of the'problem(s) in the problem spad
and |are primarily concerned with achieving desired “ends.” As such, these are sometimes called end
objeftives. In some domains, the ends objectives are related directlyjto desired “effects” and are the bas
for qo-called effects-based analysis. These criteria are different but related to the “means objectives” to b
defined during solution space analysis.

D v y»nn @

[72)

Devglop an objective view by reformulating the elements in the cause-effect characterization g
conglitions and levels to be achieved in addressing the problems revealed by examination of thi
characterization.

[72)

Identify problem mitigation strategies\that can achieve those conditions and levels and serve as fa
poté¢ntial solution(s).

1) [Perform technology scan fer:relevant technologies.
2) |Perform problem/solutien pattern scan for relevant solutions to similar problems.

3) [Perform natural.system metaphor scan for possible naturally occurring solutions to similar
problems.

4) |Perform risk-assessment of the identified strategies.

Nt

Identify eXisting or previous solutions to determine if these can be used as a potential solution(J
for the€ufrent or projected situation under examination.

NOTE T——Soluttons can be fournd 1 CUrTent or future BD-S&P Soutions and cam SOMetmes address more
than one problem or difficulty.

Review the resulting relationships between problem mitigation strategies and problem causes to
assure the completeness of the potential solution(s).

NOTE 2  Strategies can apply to multiple objectives. It can be important to specify the relationships
between strategies and objectives to facilitate the examination of solution completeness.

Formulate purpose statement(s) for each potential solution.

NOTE 3 There can be a different purpose statement for each solution since the solution may not be
addressing the entire problem or all aspects of the problem.
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Identify needs, wants and expectations for each potential solution.

NOTE 4  Expectations are what someone regards as likely to happen, which can have nothing to do with
what they need or want. Expectations can drive the solutions as much as what can be needed or wanted by
a person.

Identify relevant critical success factors and key performance indicators for each potential solution.
NOTE5  Success factors can be different for each potential solution. It depends on the problem perspective

on which the solution is based. Success factors are relative to the purpose of that particular solution. The

vrobosed-solutions can alsa ho addrescsing difforoent acnects/narts of tho nraohlom Succocg F-)Ftors and
r 13

performance indicators can be based on the identified stakeholder concerns or quality attribytes from
problem space analysis.

4.3.1.7 Characterize solutions and the trade space

NOTE1 Trade space is the range and extent of parameters, properties and characteristics required fo satisfy

HBD-S&P solution objectives and stakeholder concerns. Trade space analysis is used)for analysing the| relevant

cpnstraints, conditions and challenges involved in large complex problems with multiple stakeholders and

multiple objectives. It involves the identification and understanding of trade-gffs,involved in choosing|between

cpmpeting solutions.

d) Examine the context in which stakeholders perceive value and’formulate value proposifions for
each potential solution.

H) Identify strengths, weaknesses, opportunities and thréats for each potential solution.

d Identify other important aspects related to each potential solution including, but not limitgd to, the
following.
1) Identify and characterize risks for each,petential solution.
2) Identify assumptions with respect toeach potential solution.
3) Identify additional problems that'can be caused by each potential solution.
4) Determine remaining gaps,or shortfalls after implementing the proposed solutions.

d) Harmonize elements of each potential solution to ensure that it can be realized in a cohefent and
cohesive manner.

¢) Identify and characterize the trade-offs between and within proposed solutions.
NOTE 2  Trade*offs can be within each solution and between solutions. There are also trade-offs|between
proposed solutions and the status quo (which can be considered as one of the alternative “solutigns” to be
considered)-Typical trade-offs to consider are the following: cost vs performance, cost vs schedule, weight
vs speedy accuracy vs timeliness, acquisition cost vs operating cost, ease of use vs security, flexibility vs
predictability, agility vs robustness, risk vs reward, etc.

f) ~Tdentify and characterize negative and positive influences and interactions between proposed
solutions and pre-existing /planned solutions

g) Formulate a roadmap for implementing the proposed solution(s).

h) Define evaluation criteria that can be used to assess the extent to which the proposed solution(s)

address the specified problem(s) and to inform exploration and selection of alternatives.

NOTE 3  These evaluation criteria are directly related to aspects of the solution(s) in the solution space
and are primarily concerned with the “means” by which a solution addresses the identified problems. As
such, these are sometimes called means objectives. These criteria are different but related to the “ends
objectives” defined during problem space analysis.
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6.3.1.8 Formulate candidate BD-S&P solution(s)

a)

b)

g)

h)

j)
k)

18

Establish and capture the desired functional and non-functional characteristics based on
the potential solution(s) with respect to the purpose of each solution that corresponds to the
stakeholder concerns, relevant requirements and constraints and quality attributes identified
during problem space analysis.

Devise structural, behavioural and organizational concepts and properties that support the desired
functional and non-functional characteristics.
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PLE2  These concepts and properties can be expressed in other forms such as risk models;financi:
Is, economic models, simulation models, sensitivity models, queuing models (as well as.other kinds

—_ —

NOTE1 These characteristics are based on identified stakeholdér Concerns, relevant requirements,
ity attributes, BD-S&P solution objectives and other relevant factors. A mapping between such drivers
and fhe characteristics can be developed to aid in traceability.

Formulate principles, guidelines, protocols and standardsfor each candidate BD-S&P solution.

j=n

Decpmpose and allocate the characteristics to components and processes that make up eac
canglidate BD-S&P solution.

Identify the processes and activities that, when arranged or performed in a specific order, provide
or ehable the identified characteristics.

—

Identify rules governing the components, their composition, interaction and interdependence thg
enslire that each candidate BD-S&P solution provides or enables the desired characteristics.

Ensfire that each candidate BD5S&P solution provides the desired characteristics or enables themn
to be realizable.

Identify issues and areas)for improvement in the BD-S&P solution(s).

If mpore than oné BD-S&P solution is generated, select the best BD-S&P solution(s) for us
downstream.

D

NOTE 2  The“BD-S&P solution evaluation activities can be used to facilitate the selection of the mos
suitable BD-S&P solution(s). The results of problem space analysis can be used as a basis for the evaluatio
critgria. Often an initial screening of candidate BD-S&P solutions is conducted prior to sending these fd
evalliation to avoid unnecessary effort in evaluating candidates that are duplicative, too costly or risky,
unsuitable or infeasible, etc.

- = e+

NOTE3 Sometimes the selection of the BD-S&P solution(s) going forward is made through decisions
outside the scope of the BD-S&P solution design activity. In that case, then the candidate BD-S&P solutions
are presented to decision-makers along with an assessment of these BD-S&P solutions.
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6.3.2 BD-S&P solution evaluation activities

6.3.2.1 Purpose

The purpose of BD-S&P solution evaluation activities is to determine the extent to which one or more
BD-S&P solutions meet BD-S&P objectives and address stakeholder concerns, or to determine the
quality or completeness of BD-S&P.

6.3.2.2 Prepare for and plan the BD-S&P solution evaluation effort

d) Identify the potential decision(s) that can be addressed by the BD-S&P solution evaluationjeffort.

) Define the expected purpose, scope, objectives and level of detail of the BD:iS&P [solution
evaluation effort.

d Review stated purpose, scope and objectives of the BD-S&P solution evaluation effort ywith the
sponsor, designer and other interested parties.

d) Define one or more BD-S&P solution evaluation approaches that are’ consistent with the|BD-S&P
governance and management directions and are consistent with the purpose, scope and objectives
for this effort.

g) Select or develop the requisite techniques, methods and tool$ for BD-S&P solution evaluatipn.

f) Select or develop a BD-S&P solution evaluation framewaepk.

g) Collect any relevant regulatory requirements.

H) Plan the BD-S&P solution evaluation effort.

1) Establish the scope of the BD-S&P solution evaluation effort.

2) Establish metrics for the BD-S&P-solution evaluation effort.

3) Identify the data and information needed for the BD-S&P solution evaluation effort.

4) Obtain access to enablersneeded for the BD-S&P solution evaluation effort.
NOTE The enablers are usually obtained from the BD-S&P solution enablement activities. When
enablers are obtaineéd from other sources, these can become candidate enablers for use |[by other
projects through the BD-S&P solution enablement activities.

5) Identify anddefine BD-S&P solution evaluation work elements and associated resources.

6) Develep’BD-S&P solution evaluation schedule and define associated milestones.

i) Obtainnecessary approvals and funding for the plan.

j] _“Collect the data and information needed for the BD-S&P solution evaluation effort.

KJ— Ensure personnel is trained in the use of identitied techniques, methods and tools.

1) Ensure personnel has necessary and appropriate access to relevant BD-S&P solution work products.

6.3.2.3 Monitor, assess and control the BD-S&P solution evaluation activities

a)
b)
‘)
d)

Report BD-S&P solution evaluation activity plans and status.

Monitor and assess whether BD-S&P governance directives and guidance are being followed.

Monitor and assess whether BD-S&P management directives and guidance are being followed.

Monitor and assess metrics for the BD-S&P solution evaluation effort.
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e)

f)

g)

h)

i)

j)  Mar

6.3.2.4

NOTE 1

criteria.

NOTE 2

any case

NOTE 3

S&P solu

a) Ider

b) Ide]
NOT
diffd
eval
oths

c) Defi
thaf]
NOT
solu
can

d) Defi
NOT

e) Det
NOT
the
The
corr

f)

Identify and assess risks and opportunities associated with the BD-S&P solution evaluation effort.

Maintain traceability of BD-S&P solution evaluation results to the source material used during the
activities.

Ensure traceability and integration of assessed information.

Implement corrective actions to modify the work plan or realign the work with the plan.

Assess and control the BD-S&P solution evaluation effort.

anallysis criteria.

age risks associated with BD-S&P solution evaluation.

Determine evaluation criteria

[72)

The evaluation criteria consist of both the value assessment criteria and the attribute analys

=]

The evaluation objectives can be related to the objectives used in BD-S&P solution design or not. |
the design objectives need to be examined to determine to what extent they apply to this evaluation.

The evaluation criteria can be based on the results of problem space analysis performed during B[}
Fion design or elsewhere.

tify relevant mandates and imperatives, including relevant golicies and standards.

tify relevant stakeholders and their concerns for the BD<S&P solution(s) being evaluated.

E4  The stakeholder concerns to be considered dufing the BD-S&P solution evaluation can b
rent from the stakeholder concerns addressed during-the original design of the BD-S&P solution(s). Th

hation, for example, can be tasked with determinirng:if the BD-S&P solution can be suitable for som
r purpose than that originally envisioned.

@ @ @

ne value assessment criteria that contribute to key success factors, key indicators and decisionfs
need to be made.

jae)

E5 During BD-S&P solution evaluation, those value assessment criteria defined during BD-S&
Fion design can be evaluated for relevance in the evaluation effort and if necessary, additional criterf
be added or existing criteria canbe modified to reflect the evaluation context.

[<Y)

ne attribute analysis criteria that support the value assessment criteria.

E 6 Consider thecagreed quality attributes for the BD-S&P solution as candidates for attributle

brmine value/assessment and attribute analysis criteria structure and relationships.

E 7  The relationships between value assessment and attribute analysis criteria is considered whejn
results_of the analysis are used to determine the extent to which stakeholder concerns are addressed.
e relationships can often be structured in such a way to facilitate doing the value assessment anld

plating this with the analysis results.

Determine relationships between value assessment criteria and attribute analysis criteria and
elements of value or utility (e.g. value function, utility curve).

NOTE 8  This task determines how the two sets of criteria map to the “value curves” that represent the
figures of merit for the BD-S&P solution.

6.3.2.5 Determine evaluation methods and integrate with evaluation objectives and criteria

a)

20

Select or develop value assessment and attribute analysis methods that support the defined value
assessment and attribute analysis criteria
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NOTE1 These methods can have been developed by the BD-S&P solution enablement activities. If so, then
they are located in the BD-S&P solution repository. If these methods are developed here, then they can be
supplied to BD-S&P solution enablement as candidate items to be made appropriate for reuse across the
organization.

Review assessment and analysis objectives, criteria and methods and associated scales and weights
(if any) with the sponsor and designer.

Identify sources of information for use during the application of the value assessment and attribute
analysis criteria.

o

.3.2.6 Establish measurement techniques, methods and tools

NOTE 2  Some information comes from analysis but other information can come from other séuy|ces, such
as prior evaluation efforts, operational experience, industry databases, system verificatiomactiyities and
research activities.

NOTE1 Many BD-S&P solution evaluations can be performed adequately withoiut invoking a substantial
ulti-tiered structure of value assessment and attribute analysis layers. At a minimum, the evaluation|assesses
ch alternative against the criteria. It does not always need to be quantitative.anid does not always need to apply

easurement scales. Weights are not absolutely required since this is nearly‘always a multi-objective] problem

d the goal is usually to present to the stakeholders the trade-offs betwéenthose objectives, not necepsarily to
athematically determine the "best" solution.

d) When appropriate, utilize scales and weight as a means‘to measure the factors and propgrties of
the BD-S&P solution.
1) Define analysis scales for measuring againstd¢he-analysis criteria, if appropriate.
2) Define assessment scales for measuring.against the assessment criteria, if appropriate}
3) Specify weights for assessment and aftalysis criteria, if appropriate.
NOTE 2  Some methods do not use weights, while others depend on them to achieve more|accurate
results. There are different kinds ‘of weights, such as importance weights, swing weights, driticality
weights. The methods chosen.sually specify the kinds of weights to be used.
4) Determine where on these scales the BD-S&P solution is now and identify the desired|point(s)
for future levels of aghievement.
h) Identify appropriatesmeasures for the relevant BD-S&P solution attributes.
d Identify metricsto be determined from the measures.
NOTE 3 _There is an overlap between measures and metrics. Both can be qualitative or quantitative,
but what ‘distinguishes them is important. Measures are concrete, usually measure one thing and are
quantitative in nature (e.g. [ have five apples). Metrics describe quality and require a measurement baseline
(I have“five more apples than I did yesterday). Measures and metrics can be useful for setting|program
priorities, allocating resources and measuring performance.
) ~Define relationships between measures, metrics and evaluation criteria
e) Identify sources of information for obtaining values for these measures and metrics.
f) Identify techniques, methods and tools appropriate for these measures, metrics and evaluation
criteria.
g) Estimate the likely accuracy, errors and level of uncertainty in results when using these measures,

metrics and evaluation criteria.

6.3.2.7 Review evaluation-related information

a)

Identify relevant information for the chosen value assessment and attribute analysis methods.
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NOTE1 If possible, reuse existing data and results from previous evaluations of this kind, if the
information available is still valid.

b) Collect all relevant and necessary information.

c) Create additional information if not readily obtainable (i.e. non-existent, inaccessible) and if its
creation is feasible within the available time without causing disruptions.

d) Examine and qualify collected artifacts in terms of completeness, correctness and consistency.

e) Dev

decisions and system concerns.

NOTE 2  Quality attributes can be defined to characterize how stakeholder concerns can be addressed.

6.3.2.8

a) Identify BD-S&P solution alternatives for evaluation, if appropriate.
NOTE1 The alternatives can come from the BD-S&P solution design activities.
NOTE 2  The status quo is sometimes one of the alternatives to be considered.

NOTIE3 Development of these alternatives can be outside the scope of\the evaluation activity. Howevey,

som

altefnatives that have been predefined and that additional alternatives need to be generated.

NOTE4 Eliminate alternatives that are similar to each otherrand that do not provide a discriminating
caseg with respect to the evaluation criteria.

b) Use
BD-

(alt¢rnatives) with respect to the evaluatjoncriteria.

EXAMPLE Examples of methods to-determine these concepts and properties include elements such 3
analysis, observation, simulation, prototyping, experimentation, inspection, audit, review, walk-throug

c) Use
and
d) Eva
attr

e) Identify and characterize costs, risks and opportunities.

NOTIE5 Risks have been identified during the BD-S&P solution design for each potential solution unde
condideration.-The risks identified here for the BD-S&P solution under evaluation can be related to thos

solu
f) Cha

the
6.3.2.9

1np an nnr‘]nrcfonr‘]ing of the BD.S&P cn]nh'nn’ the BD.S&P colution qna]ify afhﬂihnfnc’ 12 N

Analyse BD-S&P solution attributes and assess stakeholder value

btimes the evaluation activity determines that there is an insufficient number, variety, or extent ¢f

the assessment and analysis method(s) as specified in the evaluation work plan to assess thie
&P solution for the identified purpose.

-

selected evaluation methods to determine the concepts and properties of the BD-S&P solutio

j= )

expert judgment.

uate the BD-S&P solution~or the BD-S&P solution alternatives against the identified qualitly
ibutes, stakeholder concerns and BD-S&P solution objectives.

D =

Fions risksudentified before.

racterize the accuracy of, the levels of uncertainty associated with and the extent of errors ip
méadsurements used and other results obtained during the evaluation.

Characterize BD-S&P solution(s) based on assessment results

a) Identify and characterize trade-offs with respect to quality attributes, stakeholder concerns, BD-
S&P solution attributes, costs, risks and opportunities.

b) Assess whether and the extent to which, relevant mandates and imperatives, including relevant

poli

cies and standards, are met by the BD-S&P solution(s).

NOTE1 Sometimes the BD-S&P solution meets the objectives and addresses stakeholder concerns but
does not meet a mandate or imperative. It can be possible to get relief from meeting such mandates or
imperatives, so it is appropriate to examine this possibility.

22
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NOTE 2 It is sometimes better to eliminate BD-S&P solution alternatives that fail to meet mandates and
imperatives earlier in the process to avoid expending considerable resources in the further evaluation of
these items. However, it can also be helpful to see how far off these are from meeting the mandates and
imperatives.

c) Assess results of this analysis to determine, as appropriate, the best BD-S&P solution(s) among the
alternatives, the quality of a BD-S&P solution, or the extent to which a BD-S&P solution meets BD-
S&P solution objectives, meets relevant requirements, or satisfies stakeholder concerns.

d) Review analysis and assessment results with the sponsor, designer and other interested parties.

§4.3.2.10 Formulate findings and recommendations

d) Identify and characterize findings from the evaluation.

H) Analyse the findings.

d Validate the findings with subject matter experts and other relevant parties.
d) Assess the implications of findings.

g) Develop recommendations.

f) Review findings and recommendations with the sponsor, designer and other interested parties.

§4.3.2.11 Capture and communicate evaluation results

d) Identify the audience for communicating the evaluation results.

B) Select the most relevant and elaborate on keyfindings and recommendations.
d Develop an evaluation report.

d) Obtain approval for the report, if appropriate.

g) Present findings and recommendations to decision-makers, if relevant.

f) Present to key stakeholders and designers.

g) Capture responses from these presentations (e.g. issues, action items, risks, obsefvations,
perspectives).

H) Ifrequired or requested, iterate relevant parts of the evaluation.
i) Ifanevaludtion is updated, review changes with the sponsor, designer and other interested parties.
j] Updateyreports, if necessary, based on feedback from presentations.

K) Archive report and responses received during presentations.

6.5.3 BD-5&P solution enablement activities

6.3.3.1 Purpose

The purpose of BD-S&P solution enablement activities is to develop, maintain and improve the enabling
capabilities and resources needed in performing BD-S&P solutions. This can involve the acquisition or
development of these capabilities and resources as and when required.

6.3.3.2 Prepare for and plan the BD-S&P solution enablement effort

a) Identify the enabling capabilities and resources needed for support to BD-S&P governance and
management.
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b)

d)

f)

6.3.3.3 | Monitor, assess and control the BD-S&P solution enablement activities

f)
g)
h)
i)
j)

Identify the enabling capabilities and resources needed for support to the design and evaluation of
BD-S&P solutions.

Identify the guidelines, policies, strategies and constraints for deploying the enabling capabilities
and resources.

NOTE These guidelines, policies, strategies and constraints can be obtained from the BD-S&P
governance directives and BD-S&P management guidance.

Identify and define the necessary roles and responsibilities of people involved in the BD-S&P
solytiomemabtementeffort.

Plar the BD-S&P solution enablement effort.

1) |[Establish the scope of the BD-S&P solution enablement effort.

2) |Establish metrics for the BD-S&P solution enablement effort.

3) |Collect the data and information needed for the BD-S&P solution enablement éffort.
4) |Obtain access to the capabilities and resources needed for the BD-S&P solition enablement efforf.
5) |ldentify and define BD-S&P solution enablement work elements attd)associated resources.
6) |Develop a BD-S&P solution enablement schedule and define asseciated milestones.

7) [Develop necessary control and communication plans forBD-S&P solution enablement.

Obtain necessary approvals and funding for the plan.

Repprt BD-S&P solution enablement activity plans and status.

Morjitor and assess whether BD-S&P governance directives and guidance for BD-S&P solutiop
enablement are being followed.

Motjitor and assess whether BD-S&P management directives and guidance for BD-S&P solutiop
enablement are being followed:

Motjitor and assess metrics{for the BD-S&P solution enablement effort.
Identify the enablemertissues arising from changes to the BD-S&P solution approach.

NOTIE For example, moving from a functional-based to a service-oriented approach can lead to |a
signjficant changédmrthe BD-S&P solution enablement items.

Identify and\assess risks and opportunities associated with the BD-S&P solution enablement efforf.

Monitorand assess whether BD-S&P solution enablers are being utilized properly.

Monitor and assess whether the BD-S&P solution repository and library are being utilized properly.
Implement corrective actions to modify the work plan or realign the work with the plan.

Assess and control the BD-S&P solution enablement effort.

6.3.3.4 Manage the BD-S&P solution process enablers

a)

b)

24

Manage decisions about BD-S&P solution enablers using the Decision Management process in
ISO/IEC/IEEE 15288 as a guide.

Manage risks associated with BD-S&P solution enablers using the Risk Management process in
ISO/IEC/IEEE 15288 as a guide.
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c¢) Manage changes to the BD-S&P solution process enablers using the Configuration Management
process in ISO/IEC/IEEE 15288 as a guide.

d) Manage the BD-S&P solution repositories, libraries and registries using the Information
Management process in ISO/IEC/IEEE 15288 as a guide.

e) Manage the BD-S&P solution repositories, libraries and registries using the Knowledge Management
process in ISO/IEC/IEEE 15288 as a guide.

f) Manage the quality of BD-S&P solution enablers using the Quality Management process in
ISU/TEC/TEEE 15288 as a guide.

g) Manage infrastructure associated with BD-S&P solution enablers using the Iunfrastructure
Management process in ISO/IEC/IEEE 15288 as a guide.

4.3.3.5 Develop and establish enabling capabilities and resources

d) Identify capabilities and resources that can be leveraged for facilitating the’achievement off BD-S&P
vision, strategy, goals and objectives.

H) Develop a catalogue of capabilities and resources that can be used by the other BD-S&P dctivities
and put this catalogue in the BD-S&P solution registry.

d Develop and establish a BD-S&P solution repository that can be used to store BD-S&P golution-
related information and data.

d) Establish access control measures for the BD-S&P solution-related information and data inj the BD-
S&P solution repository.

¢) Establish work product templates that can bé.used by the other BD-S&P activities.

f) Develop the requisite information and information flows needed for governing and managing BD-
S&P.

gd) Identify areas of improvement and-additional training to be provided in order to drive the|BD-S&P
vision, strategy, goals and objectives.

H) Establish services, activities, events and controls that can be applied for BD-S&P |solution
enablement.
NOTE Events are-milestones, reviews, audits, key decision points, quality gates, etc. Confrols are
checklist, entry criteria, exit criteria, decision trees, etc.

§4.3.3.6 Deploy capabilities and resources for use by the other BD-S&P activities

d) Deplgy the BD-S&P solution repository for maintaining the BD-S&P solution work-products.

h) .Aligh activities, services, resources, capabilities and information cohesively for the proyision of
effective BD-S&P solution enablement.

c) Deploy capabilities, services, activities, events and controls for support to the other BD-S&P
activities.

d) Deploy the appropriate organizational resources, capabilities, assets, activities and services for the
provision of BD-S&P solution enablement.

e) Deploy BD-S&P solution work product templates.

f) Deploy information structures and information flows necessary for BD-S&P solution enablement.

g) Deploy mechanisms to collect relevant data and information needed for the BD-S&P solution

enablement effort.
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h) Deploy mechanisms to collect relevant data and information needed for managing the BD-S&P
solution repository.

i) Provide training and certification on enabling capabilities and resources.

6.3.3.7

Improve BD-S&P solution enablement capabilities and resources

a) Identify gaps and shortfalls in enabling capabilities and resources.

1y

Mechanisms used to collect data and information "related to" or "used in" BD-S&P solution

2)
3)
4)
5)
6)
7)
8)
9)
10)
11)
b) Exa
c¢) Pro

d) Mor
achi

6.4 Sgq

Allroles
framew
providel
security

— big
— big

enablement.

BD-S&P solution repository contents and structure.
BD-S&P solution library contents and structure.
BD-S&P solution registry contents and structure.

Work product templates and guidelines.

Enablement services, activities, events and controls.
BD-S&P governance enablers.

BD-S&P management enablers.

BD-S&P solution design enablers.

BD-S&P solution evaluation enablers.

mine gaps and shortfalls to identify potentialimprovements.

bose improvements to the enabler development activity.

eved.

curity and privacy aspects of big data roles

and privacy{(S&P). As shown in Figure 1, the S&P aspects of big data roles are:
ata S&Pplanning;

lata S&P managing;

Information structures and flows related to performing the other BD-S&P activities.

itor the development of the improved enablers to ensure the expected improvements ar

of big data defined.inIS0O/IEC 20547-3, including big data application provider (BDAP), big dat]
prk provider (BDFP), big data service partner (BDSP), big data consumer (BDC) and big dat
" (BDP) (see ISOMEC 20547-3:2020, Clause 8) have the responsibility of maintaining big dat

SRSV )

— big data S&Pimplementing;

— big data S&P operating;

— big data S&P auditing.
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-
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1
a

Figure 1 — BDRA-S&P user view

n organization generally has a three-layered structure that consists of the governan
hanagement layer and operation layer. Figure 2 shows the/positions of big data S&P aspect

re layer,
s in the

Governance Layer

S
Big datavs(@planmng

Management Layer

[

X@g“data S&P managing

Operation Layer

—

fJ Big data S&P implementing

[
[

Big data S&P operating

—

Big data S&P auditing

Figure 2 — Big data S&P aspects in organizational three-layered structure

he/governance activities described in 6.1 are mapped to big data S&P planning. The man
ctiVities described in 6.2 are mapped to big data S&P managing. The operation activities d

hgement
bscribed

in 6.3 are mapped to big data S&P implementing, big data S&P operating and big data S&P auditing.
Table 3 shows big data S&P aspects and their activities according to these mappings.
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Table 3 — Big data S&P aspects and their activities

S&P Sub- Activities Purpose
aspects | clause
6.1.2 Prepare for and plan big data S&P governance effort To establish and
6.1.3 Monitor, assess and control big data S&P governance activities m;;lntaln BD'E&P S
coherence an
6.1.4 Establish big data S&P governance objectives alignment with
Bigdata |0-1:5 |Directbigdata S&P objectives and
S&P 6 1 I~ Monitorand accacce coman Lionecavth hig data COD gavynrnancn COnStralntS};Nlth
N Monitorand-assess-comphance-with-bigdataS&! Sverpanee Tespect to the CUrTent
Planning directives and guidance and future security®
6.1.7 Review implementation of big data S&P governance directives privacy needs ofan
and guidance and prepare for change organization and, ifs
stakeholdeps of
interestedparties
6.2.2 Prepare for and plan big data S&P management effort
6.2.3 Monitor, assess and control the architecture management '_I‘o friure th? proper
activities implementation of
Big data BD-S&P governance
S&P 6.2.4 Develop big data S&P management approach directives and the
Managing (6.2.5 |Perform management of big data S&P ti?ely and effifcient
. . . achievement o
6.2.6  |Monitor big data S&P effectiveness BD-S&P objectives
6.2.7 Update the BD-S&P management plan
6.3.1.2 |Prepare for and plan the BD-S&P solution design ‘effort
6.3.1.3 | Monitor, assess and control the BD-S&P solutioh-design activities | T jdentify BD-S&P
Bigdatal |6.3.1.4 |Characterize problem space and associated’problems solutions that address
S&P 6.3.1.5 |Establish BD-S&P solution objectives and-evaluation criteria stal_<eholder concerns,
Imple- achieve BD-S&P
menting |6.3.1.6 Synthesize potential solution(s) in-the solution space objectives and meet
6.3.1.7 |Characterize solutions and the trade space relevant requirements
6.3.1.8 |Formulate candidate BD-S&P solution(s)
6.3.3.2 |Prepare for and plan the"BD-S&P solution enablement effort
6.3.3.3 |Monitor, assess and control the BD-S&P solution enablement . .
activities To develop, maintain
Bio d and improve the
S<‘1§§P atal |6 324 |Manage the BD!S&P solution process enablers enabling capabilities
Operatifg 6.3.3.5 |Develop and\establish enabling capabilities and resources andfreso}lrceB%ngg}laed iny
6.3.3.6 |Deploy-capabilities and resources for use by the other BD-S&P ggfufigr;;ng )
actiyvities '
6.3.3.7 |lihprove BD-S&P solution enablement capabilities and resources
6.3.2.2~|Prepare for and plan the BD-S&P solution evaluation effort
6.3.2:3 | Monitor, assess and control the BD-S&P solution evaluation
activitles To determine the
6.3.2.4 |Determine evaluation criteria extent to which one
6.3.2.5 |Determine evaluation methods and integrate with evaluation orlmt(_)re BD'Sgt‘l];D S&P
Big data objectives and criteria z%jléclgsz;r;ied add-ress
iﬁgiting 6.3.2.6 |Establish measurement techniques, methods and tools stakeholder concerns,
6.3.2.7 |Review evaluation-related information or tcl)' determine the
. . quality or
6.3.2.8 |Analyse BD-S&P solution attributes and assess stakeholder value completeness of
6.3.29 |Characterize BD-S&P solution(s) based on assessment results BD-S&P.
6.3.2.10 |Formulate findings and recommendations
6.3.2.11 |Capture and communicate evaluation results
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7 Guidance on security and privacy operations for big data

7.1 General

This section provides guidance on security and privacy operations in relation to the roles, activities
and functional components defined in the BDRA.

Figure 3 describes the relationships between organizations and the BDRA:

an-organizationisa part of an ecosystem which follows the BDRA. The BDRA consists ofroles and

sub-roles, activities and functional components;

-+ anorganizationimplementsoperationsthatarerelatedtoroles,activitiesand functionalcomponents.
For instance, an organization can be in charge of the big data application provider pole; and|

-+ an organization implements operations focusing on security and privacy.-They are apgplied to
protect assets in the BDRA against vulnerabilities. Some assets may be specific to an orgahization,
e.g. commercially sensitive information, while others may be shared-within the ecosystems, e.g.

datasets.
Organisation > Ecosystem ———~—P BDRA
[s part of Follows
Consists pf
Implements

Roles and
—» -«

sub-roles

Related to
Operation

—<&—p Activities —

Includes

N Functional ¢

components

Security and
privacy operation

Eigure 3 — Relationship between organizations and BDRA

o>y

s shown in-Figure 4, this clause focuses on two types of security and privacy operations:

- orgahization operations; and

—-~ecosystem collaboration operations.
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7.2

7.2.1

Figure §
and priv

30

ISO/IEC 20546
Big Data - Overview
and Vocabulary

ISO/IEC 20547-3
BDRA - Reference
architecture

ISO/IEC 20547-4
BDRA - Security and
privacy

Security and privacy
operations

Organization
viewpoint

Ecesytem
viewpoint

Guidance at organization level

General

reqiiirements phase;

riskjanalysis phase;

confrol design phase;-and

lifeqycle enginéering phase.

Figure 4 — Two viewpoints on security,and privacy operations

shows the various standards that'can be used to guide organizations in their big data securitly
acy operations. There are four important phases:
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] Security

ISO/IEC 20547-4:2

020(E)

Requirement [—

ISO/IEC 27009 Sector-specific application of

ISO/IEC 27001 - Requirements

— Privacy

ISO/IEC 29100
Privacy framework

ISO/IEC 27701 Extension to ISO/IEC 27001

and ISO/IEC 27002 for privacy inforn
management - Requirements and-guid

ation
elines

Security

ISO/IEC'27005
Information segunity risk managen}

ent

Risk analysis

Privacy

ISO/IEC 29134
Privacy/impact assessment - Guidel

nes

Organisation
operations

— Security

ISO/IEC 27002
Code of practice for information securityj

controls

Control design [—

—] Privacy

ISO/IEC 29151
Code of practice for personally identi
information protection

iable

ISO/IEC 20889

Privacy enhancing data de-identification

techniques

Security

ISO/IEC 21827:2008, Systems Secu
Engineering - Capability Maturity

rity

Lifecycle
ehgineering

Privacy

ISO/IEC 27550
Privacy engineering

1.2.2 . Standard guidance on requirements

Figure 5 — Standards for security and privacy operations

Bigdata security and privacy operations dealing with requirements follow the following stand

ards:

— security requirements of big data information systems as described in ISO/IEC 27001;

— sector-specificsecurity requirements of big datainformation systemsas described in ISO/IEC 27009;

— privacy requirements of big data systems resulting from the use of privacy principles as described

in ISO/IEC 29100;

— privacy requirements of big data information systems as described in ISO/IEC 27701.
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7.2.3 Standard guidance on risk management

Big data security and privacy operations dealing with risk analysis follow the following standards:

— information security risk management as described in ISO/IEC 27005;

— privacy impact assessment guidelines as described in [SO/IEC 29134.

7.2.4 Standard guidance on controls

Big data[security and privacy operations dealing with risk analysis follow the following standards:

cod

cod

privacy enhancing data de-identification techniques as described in ISO/IEC 20889:

7.2.5

Big

datq security and privacy operations dealing with lifecycle engineering follow the followinig

standar

7.3

secyrity engineering as described in ISO/IEC 21827;
privfacy engineering as described in ISO/IEC TR 27550.

Guidance at ecosystem level

7.3.1

An orga

Securityf and privacy can involve global assets shared by organizations within a big data ecosystem. Ip

BDHA roles, e.g. big data provider, big data-application provider, big data consumer;

BDHA sub-roles, e.g. big data collection provider, big data analytics provider, which are sub-roles gf

big

sup

a Cco

e of practice for information security controls as described in ISO/IEC 27002;

e of practice for PII protection as described in ISO/IEC 29151;

Standard guidance on lifecycle operations

s:

General

hization can be in charge of:

lata application provider role;
blying BDRA functional components. They can be:

components in one-of-the BDRA architecture layer, e.g. a streaming capability in the processinjg
layer, or a visualization component in the platform layer; or

components(n'the multi-layer functions part of the BDRA architecture, e.g. an authenticatiop
capability;‘\and

Imbination of roles, sub-roles and supplying functional components.

that case, their security and privacy operations should be coordinated as shown in Figure 6:

32

each organization carries out its own security and privacy operations;

overall coordination of each organizations’ security and privacy operations ensures consistency.

© ISO/IEC 2020 - All rights reserved


https://standardsiso.com/api/?name=58131e56e4888164ff0fa4e1fc36d76e

ISO/IEC 20547-4:2

Coordination of
security and privacy

. : .

020(E)

Organisation 1 Organisation 2 Organisatioqn\N
security and privacy security and privacy security and privacy
operations operations operations

Figure 6 — Coordination of security and privacy operations

(Joordination can take different forms, e.g. a public authority, a dedicated organization, an alliary
dre examples of security and privacy management coordination:

privacy operations that can be coordinated by a city authority;

-+ organizations involved in healthcare big data to:allow for clinical analytics apply secu
privacy operations that can be coordinated by national health authority;

-+ organizations involved in insurance big data*to allow for insurance risk analysis apply secy
privacy operations that can be coordinated'by an ad-hoc working group.

This sub-clause provides guidance on the-coordination of the following security and privacy op
 big data ecosystems:

—

- data sharing, which belongs to the agreement category (ISO/IEC/IEEE 15288);

- securityandriskanalysis, whichbelongstothetechnical managementcategory (ISO/IEC/IEH

- lifecycle management,which belongs to the technical category (ISO/IEC/IEEE 15288).

1.3.2 Guidance.on-data processing chain

(an)

oordination/iss\needed when a data processing chain is in operation. For instance, an 0]
perator caficollect data that is provided as a dataset to a service provider which in turn con
ith other sources of data and provides it to a data consumer. As shown in Figure 7:

< O

— €ach organization carries out its data sharing operations;

ce. Here

-+ organizations involved in traffic big data to allow for smart traffic analytics apply seculrity and

rity and

rity and

erations

15288);

system
hbines it

— —overait coordination of eacit organization s data Saring Operations ensures te Security am
of the data processing chain.
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Coordination
of data
processing chain

\ 4 \ 4 A 4
Orgdgnisation 1 agreement Organisation 2 agreement Organisatioir’N
data sharing |« | o data sharing |« | data sharing
operation operation @peration
Figure 7 — Coordination of data processing chain
The follgwing guidance is provided:

— atthe ecosystem level:

— atthe organization level:

7.3.3

identify the data processing chain operational requirements such as velocity, veracity, scalability,
provenance;

identify the security and privacy protection requirements of the data processing chain, such als
data confidentiality, integrity, availability, unlinkability, transparency, intervenability;

identify specific requirements associated with*"BDRA roles, sub-roles, activities and functiongl
components; and

establish security and privacy coordination schemes in the ecosystem, including measures fdr
compliance, assurance and audit of practice;

identify the specific orgarization operational requirements such as velocity, veracity, scalability,
provenance;

identify the specific organization security and privacy protection requirements on datp
confidentiality,jubegrity, availability, unlinkability, transparency, intervenability; and

establish data sharing operations in accordance with the ecosystem coordination scheme.

Guidance on risk management

Coordin

htion is needed for security and privacy risk management. For instance, if the data collected

by an Io

T system operator and provided as a dataset to a service provider is compromised, then the

operations of the service provider are compromised. As shown in Figure 8:

— each organization carries out its security and privacy risk management operations;

— overall coordination of security and privacy risk management ensures a common understanding of
the risks at the ecosystem level.

34
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Coordination of
security and privacy
risk management

v v v

Organisation 1 Organisation 2 OrganiSation
security and privacy security and privacy security and pr
risk management risk management risk managem

—

he following guidance is provided:

—+ atthe ecosystem level:

-+ atthe organization levely

N
vacy
ent

Figure 8 — Coordination of security and privacy risk management

identify the vulnerabilities and threats of the ecosystem that need coordination. It is
that organizations in the ecosystem provide déscriptions based on common classif]
Annex A provides, as examples, the STRIDE anédEINDDUN classification;

identify the risks and breaches of the ecosystem;
identify the controls to treat the risks-af the ecosystem;

identify specific security and privacy risk management requirements associated wif
roles, sub-roles, activities and, funictional components; and

advised
ications.

h BDRA

establish security and privacy risk management coordination schemes in the ect‘system,

including measures for-monitoring risks and for compliance, assurance and audits of p

identify the vilnerabilities and threats of the system which the organization is respon
in the ecosystem;

identjfy the risks and breaches of the system;
identify the controls to treat the risks of the system;

establish security and risk management operations in accordance with the ec
coordination scheme.

actice;

sible for

psystem

7.3.4

Guidance on lifecycle operations

Coordination is needed on the security and privacy lifecycle of big data. For instance,

— organizations can agree on the use of similar controls, for example:

an agreed level of protection for data at rest;
an agreed level of integrity and authentication for data in motion;

an agreed level of availability for data processing;
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— an agreed level of unlinkability for data provenance;
— organizations can agree on coordination for incident management, for example:
— an agreed level of incident preparedness;

— a common alert mechanism on security breaches (e.g. tampering detection) or on privacy
breaches (e.g.re-identification detection).

As shown in Figure 9:

— eachh organization carries out its security and privacy lifecycle operations;

— overall coordination of security and privacy lifecycle ensures consistent treatment of the a3sets tp
protect.

Coordination
of security and
privacy lifecycle

|
v v v

Organisation 1 Organisation 2 Organisation N
security and security and security and
privacy lifecycle privacy lifecycle privacy lifecycle
operation operation operation

Figure 9 — Coordination of security and privacy lifecycle

The follgwing guidance is provided:
— atthe ecosystem level:

— lidentify the operations in the' ecosystem lifecycle where coordination is needed (assurancg,
compliance verification, in¢ident management, audit);

— lidentify the controls_thdt are implemented in the ecosystem further to the risk analysis
coordination. It is advised that organizations in the ecosystem provide control descriptionls
based on common elassifications. Annex B provides, as example, the categorization used ih
ISO/IEC 2700L1SO/1EC 27002, ISO/IEC 27701, ISO/IEC 29151;

— |establish_control coordination schemes in the ecosystem, including measures for compliancg,
assurance/and audits of controls;

— at t][e organization level:
— identify the operations in the system lifecycle Where security and privacy concerns need to be

integrated;

— identify the controls that are implemented in the system further to the risk analysis;
— establish the lifecycle operations in accordance with the ecosystem coordination scheme.

Annex C provides, as examples, the ecosystem and resulting coordination of security and privacy
operations.
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Security and privacy functional components

8.1 Overview

Clause 7 describes the BDRA-S&P in terms of the common set of functional components. A functional
component is a functional element of the BDRA-S&P which is used to perform an activity or some part
of an activity and which has an implementation artifact in a concrete realization of the architecture.

Security and privacy controls provided in existing standards can be utilized to realize the security and

B

Q

ih the context of big data. Annex B lists the security and privacy control categories spe
IFO/IEC 27001, ISO/IEC 27002, ISO/IEC 27701, ISO/IEC 29151.

8.2 Functional components for both security and privacy

Information security policies to provide management directioh.and support for infd
security in accordance with business requirements and taking into consideration complia
relevant laws and regulations.

Organization of information security to establish a¢management framework to init
control the implementation and operation of informatién)security within the organization

Human resource security to ensure that employees and contractors understar]
responsibilities and are suitable for the roles for'which they are considered prior to emp
to ensure that employees and contractorssate aware of and fulfil their information
responsibilities during employment, to protect the organization’s interests as part of the pi
changing or terminating employment when termination and change of employment.

Asset management to identify, ©rganizational assets and define appropriate bpr
responsibilities, to ensure that information receives an appropriate level of protection in acq
with its importance to the organization by information classification, to prevent unau
disclosure, modification, remeval or destruction of information stored on media.

Access control to limitiaccess to information and information processing facilities, td

jectives
rified in

The security control categories specified in ISO/IEC 27002 are used in this(dgcument as functional
omponents for both security and privacy, which are as follows.

rmation
hce with

ate and

\d their
oyment,
security
rocess of

otection
ordance
thorized

ensure

authorized user access-dnd to prevent unauthorized access to systems and services, to make users

accountable for safeguarding their authentication information, to prevent unauthorized 4
systems and apphlications.

Cryptography to ensure proper and effective use of cryptography to protect the confids
authenticity and/or integrity of information.

Physical and environmental security to prevent unauthorized physical access, dam|
interference to the organization’s information and information processing facilities, to
l0ss, damage, theft or compromise of assets and interruption to the organization’s operatid

ccess to

entiality,

age and
prevent
ns.

h)

Operation security to ensure correct and secure operations of information processing facilities,
to ensure that information and information processing facilities are protected against malware,
to protect against loss of data by backup, to record events and generate evidence by logging and
monitoring, to ensure the integrity of operational systems by control of operational software,
to prevent exploitation of technical vulnerabilities, to minimize the impact of audit activities on

operational systems.

Communication security to ensure the protection of information in networks and its supporting
information processing facilities, to maintain the security of information transferred within an

organization and with any external entity:.
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j)

k)

D)

Annex I) provides, as examples, the security and privacy controls foribig data application providg
(BDAP) pnd big data provider (BDP).

8.3 Fynctional components for privacy

The priyacy control categories for PII controllers and Pllgprocessors specified in ISO/IEC 27701 an
used in this document as functional components for privacy, which are as follows.

a)

b)

d)

Other dimensiens'to view functional components for privacy are as follows.

a)

b)

38

System acquisition, development and maintenance to ensure that information security is an
integral part of information systems across the entire lifecycle (also including the requirements
for information systems which provide services over public networks), to ensure that information
security is designed and implemented within the development lifecycle of information systems, to
ensure the protection of data used for testing.

Suppliers relationships to ensure the protection of the organization’s assets that is accessible
by suppliers, to maintain an agreed level of information security and service delivery in line with
supplier agreements

Infqrmation security incident management to ensure a consistent and effective approach tothle
marnagement of information security incidents, including communication on security events Jand
wedknesses.

Infgrmation security aspects of business continuity management that should be €mbedde
in the organization’s business continuity management systems, to ensure the’ availability d
information processing facilities by redundancies.

— —

Compliance with legal, statutory, regulatory, or contractual obligations related to informatio
secyrity and of any security requirements is presupposed, to ensure that\information security i
impJemented and operated in accordance with the organizational policies.and procedures.

(2=}

—

[¢)

Conditions for collection and processing to.détermine and document that processing is lawful,
with legal basis as per applicable jurisdictions-and with clearly defined and legitimate purposes.

Rights of PII principals to ensure that'\Pll principals are provided with appropriate informatio
abolit the processing of their PII and\to meet any other applicable obligations to PII principal
relafed to the processing of their PII.

[ =}

Priyacy-by-design and by-default for PII controllers to ensure that processes and systems
are |[designed such that the(collection and processing of PII (including use, disclosure, retention,
trar{smission and disposal) are limited to what is necessary for the identified purpose.

PII sharing, transfer'and disclosure to determine whether and document when PII is shared,
trarsferred to othep jurisdictions or third parties and/or disclosed in accordance with applicable
obligations.

Priyacypolicy enforcement

An organization as PII controller should define their privacy policy, how they protect personal data
inside the organization, in the product development process, etc. The privacy policy can contain the
classification of personal data, privacy risk assessment, data sharing policy and required protection
mechanisms necessary in the data life cycle. The protection mechanisms include encryption, de-
identification, access control policy, etc. It is recommended to use IT tools and extend the existing
IT security systems to enforce privacy policy so that personal data is protected according to the
policy and violation of the policy can be detected.

Personal data detection and inventory

This component can detect personal data in data storage or before data transfer and collection.
Detection of personal data in unstructured data such as in a document, audio or video files relies on
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rule-based and machine learning methods. The source of personal data needs to be recorded. The
data should be classified and tagged based on their sensitivity. Additionally, data belonging to the
same data subjects need to be inventoried, that can facilitate the management of personal data. In
the case that a data subject requires to delete his/her personal data, related data can be easily found.

c) De-identification

This component can modify personal data so that the identities of data subjects are obscured.
It reduces the sensitivity of personal data in the sense that it is hard to link to the data subject
or it reduces information expose about the data subject. It also reserves the utility to a certain
extent to meet business requirements. The technologies commonly used for the de-identjification
of structured datasets are described in ISO/IEC 20889:2018. The selection of the-technologies
depends on the privacy risks of given scenarios and the defined privacy policy of an ‘organization.
A trade-off between privacy protection and data utility needs to be made. \De-identjification
technologies should be applied as early as possible during the data life cycle to reduce privacy risks
in further processing steps. The technologies should support large scale applications in thg context
of big data.

d) Privacy risk assessment

This component can give a qualitative assessment based on the sénsitivity of the data. For instance,
an organization can divide privacy risks into 5 levels and require different protection stfrategies.
Alternatively, quantitative assessment can be given based on the empirical evaluatjon. The
evaluation metrics can be defined based on potential privacy attacks on data. Since data ¢f a data
subject can be collected from different applications and stored in different big data subsystems,
privacy risks linking different data sources need ta:be taken into account and evaluated. Jome de-
identification techniques such as differential privacy, k-anonymity, I-diversity, etc., providq metrics
to quantify privacy risk. Privacy risks should be;continuously monitored during the data ljfe cycle,
especially when data is changed or made uséd in other contexts.

¢) Privacy-preserving computation

This component can protect the privacy of data in use. In the big data market, the data provider
can want to monetize the data without revealing data to the data consumer. Alternatively, different
PII controllers want to combjne.their data to train a machine learning model. Technologieg such as
secure set intersection, secure’'multiparty computation, homomorphic encryption, secure gnclaves
can be used to support privacy-preserving computation.

f) Access control andimonitoring

This componentprovides access control management and monitors access to personal data. It can
detect invalid-access and avoid data leakage.

gd) Data subject right protection

The component enables functions, which is necessary to ensure data subject rights. For (i)lnstance,
the~consent management model can record when a data subject give/withdraw their consent of

data collection and usage of an applications. It can securely remove or anonymize data accqrding to

nnnnnnn teoftbhn dobo ol n ok A o fbns Ao b n bl oy b abigdata curctaa Adobo AL o o d t
I L\.iubobo Ul LI udlda OMUJ\'\'\— vl diltil udlia1l \'L\'llLlUll CITIIC,. lll Cl Uls udaltda D]O\-Llll, udia Ul LIt o me a a

subject can be located in different places of different applications. Data inventory can very help to
locate personal data.

8.4 Multi-layer functions for security and privacy

The following multi-layer functions for both security and privacy are specified in ISO/IEC 20547-3 (see
ISO/IEC 20547-3:2020, Figure 12 and 10.2.6.3):

— audit framework;

— authentication framework;
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— authorization framework;

— anonymization framework.

As shown in Table 4, these frameworks can be supported by the functional components in 8.2 and 8.3.

Table 4 — Multi-layer functions and their supporting functional components for security

and privacy

Multi-layer functions

Supporting functional components

Audit frgmework

Authent|cation framework

AuthoriZation framework

Anonymjization framework

40
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Annex A
(informative)

Examples of security and privacy threat classification

I lo A

Lhla A

Table A.1 — STRIDE security threats categories

STRIDE categorization. Privacy threats follow the LINDDUN categorization.

llow the

Threat Property Property descgiption
ipoofing Authentication T}_le-ldentlty of users is established (or you gre
willing to accept anonymous users).
! . . Data and system reSoutces are only changed in
[ampering Integrity . .
appropriate ways by appropriate people.
Repudiation Nonrepudiation Users cannot perform an action and later d¢ny
performing it:
gformatlon Confidentiality Data 1s_only available to the people intendeg to
dlisclosure access\it.
Denial of service |Availability Systems are ready when needed and perforjm
acceptably.
Elevation of . Users are explicitly allowed or denied accegs to
- Authorization
privilege resources.
Table A.2 — LINDDUN privacy threats categories
Threat Property Property description
inkability Uilinkability _Hldln_g_the link l_)etweep two or more actions,
identities and pieces of information.
dentifiability Anonymity Hldlng the llr}k betwe_en an identity and an hction
{ or a piece of information
Hard privacy Abili d havi ; d - h
Non-repudiation Plausible deniability tlity to deny having performed an action|that
other parties can neither confirm nor contrjadict
Detectability Undetectabl_ll_ty and Hiding the user’s activities
unobservability
; Hiding the data
)lfsclosur_e o Security Confidentiality
mtormation content or controlled release of data content
Jnawareness Content awareness User’s consciousness regarding his own data
I 5 Soft Privacy  |policy and consent PII fon‘froll_er to 1nfc1)rm the <Ij1ata i:lb]fc'f to lhg
Yorrcomptance T SyStenTsS Privacy porcy, oramow-tnetata o»b]ect to
compliance : : . . N
specify consents in compliance with legislation
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Annex B
(informative)

Examples of security and privacy control classification

Table B 1 lhicte contrnal ~atngaine oo o cnd by ICA/IRC 27001 ICSO/IEC 27002 1SO/IEC 27701 o
fHsts—contrel-categortesaspreposed by ISOHECZABLISOAEC 2002 ISOHEC 27701 =an
ISO/IEC|29151.
Table B.1 — Control categories
Category Sub-categories
Information security policies Management direction

Organiz

htion of information security

Internal organization

Mobile devices and teleworking

Human 1§

esource security

Prior to employment
During employment

Termination and change of employment

Responsibility for assets

Asset mgnagement
Information classification
Business requirements of access control
User access management

Access cpntrol User responsibilities
System and application access control
Mediahandling

Cryptogfaphy Eryptographic controls
Secure areas

Physicalland environmental security

Equipment

Operatid

n security

Operational procedures and responsibilities
Protection from malware

Backup

Logging and monitoring

Control of operational software

Technical vulnerability management

Information systems audit considerations

Communication security

Network security management

Information transfer

mainten

System acquisition, development and

ance

Security requirements of information system
Security in development and support processes

Test data

Supplier

s relationships

Information security in supplier relationships

Supplier service delivery management

42
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Table B.1 (continued)

Category

Sub-categories

Information security incident management

Management of information security incidents and improvements

Information security aspects of business
continuity management

Information security continuity

Redundancies

Compliance

Compliance with legal and contractual requirements

Information security reviews

< b

Fhether the organization is a PII contro

Table B.2 — Privacy controls for PII controllers

able B.2 and Table B.3 list further privacy controls as proposed by ISO/IEC 27701, depending on

ller or a PII processor.

Category

Measures for PII controellers

Identify and document purpose

Identify lawful basis

Determine when and how consentjis to be obtained

Conditions for collection and processing

Obtain and record consent

Privacy impact assessment

Contracts with PII processors

Records related to processing PII

Determining Pllprincipals rights and enabling exercise

Determiningdnformation for PII principals

Providing information for PII principals

Provide mechanism to modify of withdraw consent

Provide mechanism to object to processing

Rights of PII principals

Sharing the exercising of PII principle

Correction or erasure

Providing copy of PII processed

Request management

Automated decision making

Limit collection

Limit processing

Define and document PII minimization and de-identification opjectives

Comply with data minimization and de-identification use

PII de-identification and deletion

Privacy-by-design and by-default

Temporary files

Retention

Disposal

Collection procedures

PII transmission controls

Identify basis for PII transfer

Countries and organizations to which PIl may be transferred

PII sharing, transfer and disclosure

Records of transfer of PII

Records of PII disclosure to third parties

Joint controller
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Table B.3 — Privacy controls for PII processors

Category Measures for PII Processors

Cooperation agreement

Organization’s purposes

Marketing and advertising use

Conditions for collection and processing ——— -
Infringing instruction

PII controller obligations

Records related to processing P11

Obligations to PII principals

Rights of PII principals - .
Limit processing

Temporary files

Privacy-by-design and by-default Return transfer or disposal of PII

PII transmission controls

Basis for transfer of PII

Countries and organizations to which PIl iyay’be transferred

Records of PII disclosure to third parties

Notification of PII disclosure requests

PII sharing, transfer and disclosure — -
Legally binding PII disclosures

Disclosure of subcontractorsused to process PII

Engagement of a subcontractor to process PII

Change of subcontractor to process PII
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Annex C
(informative)

Examples of ecosystem and resulting coordination of security and
privacy operations

Y

.1 Mapping organizations of the ecosystem to BDRA

—]

his example is adapted from the AutoMat automotive big data research project/The purpose of the
xample is to show concrete examples of how the ecosystem is coordinated. The ecosystem involves the
bllowing organizations (see Figure C.1):

=N D

-+ automotive manufacturers play the big data provider BDRA role, as well as the big data cpllection
provider and big data preparation provider BDRA sub-roles. They install with the consent df vehicle
owners a data collecting system, collect data and prepare them into an interoperabl¢ format
(common vehicle information model);

—+ storage providers play the big data infrastructure provider BDRA sub-role. They manag¢ data at
rest. Data collected are stored and managed separately.in vehicle owner accounts;

-+ marketplaces play the big data platform provider aind big data processing provider BDRA syib-roles.
The collected data from the storage providers andtransform them into datasets that can bg used by
services providers; and

-+ service providers play the big data analytics provider, big data visualization provider, pig data
access provider BDRA sub-roles and thé big data consumer BDRA role.

—

he following can be observed:

- the mapping between roles afid*organizations is not one-to-one;

— the storage provider customers are vehicle owners who directly control the use of data; and

- the marketplace builds on the fly datasets requested by service providers.
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C.2 Ec¢osystem coordination

The eco
part of

Figure C.1 — Example of ecosystem following BDRA

cystem follows the personal data ecosystefty approach. While automotive manufacturers an
he ecosystem as they play the role of big data provider and the sub-roles of big data collectio
provider and big data preparation provider, they are not involved in the exchange of data with servid
providers. This is managed by the marketplace which serves as the broker between vehicle owners an

service providers. Figure C.2 shows the resulting two features of the ecosystem:

dat3

an
info

is stored according to vehicle.accounts;

Storage manager

Vehicle A Vehicle B
owner owner
data data

Vehicle C
owner
data

nteroperable description is made available to the market place (called common vehicle
rmation model or CVIM).
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Figure C.2 — AutoMat personal data ecosystem
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