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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are members of

ISO or

IEC participate in the development of International Standards through technical committees

establish
technica
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Subcommmittee SC 29, Coding of audio, picture, multimedia and hypermedia information.

ISO/IEC
systems

—  Part

—  Part

—  Part

—  Part

—  Part

ed by the respective organization to deal with particular fields of technical activity. SO and IE
committees collaborate in fields of mutual interest. Other international organizations, governmental
governmental, in liaison with ISO and IEC, also take part in the work. In the field of infermation
gy, ISO and IEC have established a joint technical committee, ISO/IEC JTC 1.

nal Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Part 2.
h task of the joint technical committee is to prepare International Standards. |Praft International
s adopted by the joint technical committee are circulated to national bodies for.voting. Publication gs

ational Standard requires approval by at least 75 % of the national bodies casting a vote.

is drawn to the possibility that some of the elements of this documentimay be the subject of patent
O and IEC shall not be held responsible for identifying any or all such-patent rights.

23001-3 was prepared by Joint Technical Committee ISONEC JTC 1, Information technolog)

D)

23001 consists of the following parts, under the general title Information technology — MPE
technologies:

1: Binary MPEG format for XML

2: Fragment request units

3: XML IPMP messages

4: Codec configuration representation

5: Bitstream Syntax Description Language (BSDL)

© ISO/IEC 2008 — All rights reserved
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Introduction

This part of ISO/IEC 23001 specifies a set of XML messages exchanged between the components of a device
or between devices while performing Intellectual Property Management and Protection (IPMP) operations.

he protection mechanisms are based on the TPMP Tool model as defined in TSO/EC, 1[3818-11,
ISO/IEC 14496-13 (MPEG-2/4 IPMP Extensions), and ISO/IEC 21000-4 (MPEG-21 IPMP Compbfjents). In
drder to support the operation of IPMP Tools on a device in an interoperable fashien,)thid part of
I$O/IEC 23001 complements ISO/IEC 21000-4 by defining an XML API for the communication‘betwgen IPMP
Tlools and the device on which they operate, or between two IPMP Tools.

© ISO/IEC 2008 — All rights reserved \"
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Information technology — MPEG systems technologies —

Part 3:
XML IPMP messages

Scope
his part of ISO/IEC 23001 specifies XML IPMP messages (hereinafter IPMP Messages) which are|a simple
nd natural extension of the IPMP Information Descriptors defined in ISO/JEC 21000-4. They allow
ispatching of the IPMP information related to a protected content element (refrieved from the agsociated
igital item to the modules in charge of performing the IPMP operations .required to access the protected

ntent element. Furthermore, the XML IPMP Messages provide a standard API allowing the exchange of
IIPMP information (e.g. decryption keys, authentication information, licefses, etc.) between the modyles — the
IIPMP Tools — in charge of providing access to the protected content elements (e.g. audio/visual resoyrces).

he API specified by this part of ISO/IEC 23001 is based on a sét of XML messages defining the format of the
imformation exchanged between the various components ori.a device, or between two devices. Mgst of the
PMP Messages defined in this specification are a translation of the messages originally d¢fined in
5O/IEC 13818-11 and ISO/IEC 14496-13 from the binary representation into an XML representation. A
umber of these XML messages have been adapted in order to harmonise ISO/IEC 13818-11 and
BO/IEC 14496-13 in the MPEG-21 Multimedia Framework and with ISO/IEC 21000-4 specifically. Additionally,
number of new XML messages have been defined to support extended IPMP requirements sugh as the
eparation between the IPMP algorithms and™ the logic enabling them to communicate with the other
omponents in a device.

QO 0 Q —= O —= —

—

he XML IPMP Messages are employed’in two different contexts:

g Intra-device communication; enabling interoperable communication among two IPMP Tools or the IPMP
Processor and IPMP Toels (allowing for instance the two to authenticate or to exchange IPMP
information), as well as-performing management tasks of different components on a device.

b. Inter-device communication: in a context where digital items are streamed from one device to apother by
means of the Digital ltem Streaming technology (addressed by ISO/IEC 23000-5), a standard sef of IPMP
Messages €xtending the IPMP Information Descriptor enables interoperable communicajion and
management of IPMP Tools running on a device from a remote device streaming the digital item.

—

he XML\IPMP messages defined in this part of ISO/IEC 23001 are grouped in the following macro-
ategories:

Q

2 1IPMP Maccaae Caontainarce: tha con
TVt A4 A4

v VIoooTgT oo ot eSOt

= Mutual Authentication Messages: messages enabling one module to request mutual authentication
with another one and to carry out the necessary steps in order to achieve it

= |IPMP Tool Connection and Disconnection messages: enabling one IPMP Tool to request the
instantiation as well as the disposal of another IPMP Tool

= |PMP Tool Notification Messages: enabling one component to request notification in case certain
events occur, and conveying information about the event occurred

= |IPMP Processing Messages: a set of messages enabling the exchange of IPMP information ranging
from licenses and decryption keys, watermarking data, etc.

= User Interaction Messages: allowing the exchange of information between an IPMP Tool and a user
or vice versa

© ISO/IEC 2008 — All rights reserved 1
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= Additional IPMP Messages: messages that on the one hand allow a greater decoupling between the
IPMP algorithm implementations and the logic necessary to instantiate/initialize/manage them, and on
the other do not require content providers and IPMP Tool providers to disclose the details of the IPMP
modules

= Legacy Messages: messages originally defined in ISO/IEC 13818-11 and ISO/IEC 14496-13 and
translated to XML for the sake of completeness.

2 Normative references

The following referenced documents are indispensable for the application of this document. For dated
references, only the edition cited applies. For undated references, the latest edition of the referenced
document (including any amendments) applies.

ISO/IEC|13818-11, Information technology — Generic coding of moving pictures and associated audio
informatipn — Part 11: IPMP on MPEG-2 systems

-

ISO/IEC|14496-13:2004, Information technology — Coding of audio-visual objects — Part~13: Intellectua
Property|Management and Protection (IPMP) extensions

ISO/IEC|21000-4:2006, Information technology — Multimedia framework (MPEG-=21) — Part 4: Intellectual
Property|Management and Protection Components

3 Tengms and definitions
For the purposes of this document, the following terms and definitions apply.

31
device
combination of hardware and software or just an instance of ‘software that allows a user to perform actions

3.2
IPMP Prpcessor

conceptyal entity within a Media Streaming Player that executes Digital Rights Management (DRM)-relate
functiond on IPMP Tools such as instantiating,‘authenticating and managing them during their life cycle

Q.

3.3
IPMP Tdol
module performing (one or more) IPMP functions such as authentication, decryption, watermarking, etc.

3.4
IPMP Tool Agent
module |nstantiating, initialising, authenticating, and supervising any operation performed between IPMP
Tools within an IPMP<Fool Group

3.5
IPMP Tdol Body
executaljle-code implementing either a Single IPMP Tool or an IPMP Tool Pack

3.6
IPMP Tool Group
combination of several IPMP Tools

3.7
IPMP Tool Pack
module that comprises an IPMP Tool Group and its IPMP Tool Agent

3.8

IPMP Tool Provider Device
device delivering IPMP Tools to another device

2 © ISO/IEC 2008 — All rights reserved
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3.9
Resource Processor
conceptual entity responsible for handling resources in a device

3.10
user
any identifiable person or legal entity using a device

ISO/IEC 23001-3:2008(E)

NOTE Some terms and definitions listed in this section were originally defined in ISO/IEC 13818-11 and
ISO/IEC 14496-13 with a pure MPEG-2/MPEG-4 scope. As this part of ISO/IEC 23001 specifies technologies

that may be applied to a broader MPEG-21 context, as specified in ISO/IEC 21000-4, which mayin
brmer two as a specialization of some of its parts, some terms have been re-defined with the\pt

fi
b

D

-

roadening their scope.

Abbreviated terms
ist of abbreviated terms.

PMP

RI

Digital Iltem Declaration

Digital Item Declaration Language

Digital Item Identification

Uniform Resource Identifier

Namespace conventions
hroughout this part of ISO/IEC 23001, Qualified Names are written with a namespace prefix follo

plon followed by the local part of the Qualitied Name.

or clarity, throughout this part of ASO/IEC 23001, consistent namespace prefixes are used. Tablg
these prefixes and the corresponding' namespace.

Intellectual Property Management and Protection

Clude the
rpose of

ved by a

1 gives

Fable 1 — List of namespaces and corresponding prefixes defined in/referenced by this specification

Prefix Corresponding namespace

ipmpdidl urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS
ipmpms§ urn:mpeg:mpegB:schema: XML-IPMP-MESSAGES:2007
ipmpinfo urn:mpeg:mpeg21:2004:01-IPMPINFO-NS

dvdl urn:mpeg:mpeg21:2002:02-DIDL-NS

didmodel urn:mpeqg:mpeg2l:2002:02-DIDMODEL-NS

dii urn:mpeg:mpeg21:2002:01-DII-NS

r urn:mpeg:mpeg2l1:2003:01-REL-R-NS

xsd http://www.w3.0rg/2001/XMLSchema

xsi http://www.w3.0rg/2001/XMLSchema-instance
dsig http://www.w3.0rg/2000/09/xmldsig#

xenc http://www.w3.0rg/2001/04/xmlenc#

© ISO/IEC 2008 — All rights reserved
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6 IPMP Messages Specification

6.1 In

troduction

This clause provides the syntax and the semantics of the IPMP Messages expressed in the XML Schema
Definition notation.

There are two types of IPMP Messages, specified in the sub-sections below:

IPMP

"urn:mpgeg:mpegB: schema : XML-IPMP-MESSAGES:2007", and identified by the prefix "ipmpmsg*

Note
an IPMP

6.2 IPMP Message Containers

6.21 |

An IPMR Processor instantiates an IPMP Tool in order to access a protected resource represented by a
IPMPDIDL element, every time it encounters an ipmpinfo:Tool elementiwithin an IPMPDIDL element.

The IPM
The Too

Tool with a common IPMP Tool ID will be assigned different values of Tool Context ID.

Once thg IPMP Tool is instantiated, the access of the governed content element through the IPMP Tool mg

involve t

IPMP Tqols. This information is encapsulated within XML IPMP Messages, which are encapsulated in tw

different
a. Mes
infor

necgssary for decrypt a resource);

b. Mes
anot

mutyal authentication.

6.2.2 |

Both co
abstract

PMP Message Containers
PMP Messages

Messages are defined in the namespace characterised by the following)~ UR]:

=

In the sub-sections below an IPMP Tool can be either a single IPMP Tool or an IPMR-Tool Agent ¢
Tool Pack.

Introduction

=)

P Processor assigns an identifier to each instance of IPMP Tool, named the IPMP Tool Context D).
Context ID serves a different role from the IPMP ToolMID. In particular, two instances of an IPMP

n <

e exchange of information between the IPMR*Processor and the IPMP Tool or between the variod

O

containers depending on the way the méssage is originated:

bageFromDID: a container message-sent by the IPMP Processor to an IPMP Tool conveying
mation extracted from the digital.item and addressed to the IPMP Tool (e.g. a decryption key

sageFromTool: a container message sent either from the IPMP Processor or from an IPMP Tool to
ner IPMP Tool, containing information originated internally by the sender, e.g. a message requesting

PMPBaseType

ntainers .messages, MessageFromDID and MessageFromTool defined above, extend the sampe
XML element Base Type: ipmpmsg:IPMPBaseType defined as following:

<compld

bxType name="IPMPBaseType" abstract="true"/>

6.2.3 ToolMessageBase

All IPMP

Message Containers are based on the ipmpmsg:ToolMessageBase element.

© ISO/IEC 2008 — All rights reserved
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| ipmpmsg:ToolMessageBaseType

“ipmpmsq:Sender | |

ToolMessageBase

“ipmpmsg:Recipient | |

.- -
Diagram
g DescriptorFromBitstream
MessageFromBitstream
MessageFromDID
MessageFromTool
Children <Sender> <Recipient>
<element name="ToolMessageBase" type="ipmpmsg:ToolMessageBaseType"
abstract="true"/>
<complexType name="ToolMessageBaseType" abstract="true">
<complexContent>
K <extension base="ipmpmsg:IPMPBaseType">
bource <sequence>

<element name="Sender" type="unsignedInt"/>
<element name="Recipient" type="uasignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>

he abstract element ipmpmsg:ToolMessageBase extends ipmpmsg:IPMPBaseType by adding Sepder and
ecipient elements to the message. These elementsgcontain an unsigned integer representing the unique
dentifier that the IPMP terminal assigns to each instance of an IPMP Tool, the IPMP Tool Contexf ID. The
PMP terminal shall be identified by the value ‘0’

a1 —

D

.2.4 Data_BaseClass
Il IPMP Messages extend the ipmpmsg:Data_BaseClass element.

I

© ISO/IEC 2008 — All rights reserved 5
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Add ToolNotificationListener

AudioWatermarkinglnit

CanProcess i
ConnectTool i

DisconnectTool

GetToolContext

GetToolContextResponse

GetToolGroupReference

GetToolGroupReferenceResponse

GetToolPackData

GetToolReference

GetToolReferenceResponse

GetTools i

GetToolsResponse

InitAuthentication

Diagram Initialise Tool &
KeyData i

MutualAuthentication

Motify ToolEvent

OpaqueData i

ParametricDescription

Remove ToolMotificationListener

=

RightsData i

SecureContainer

SelectiveDecryptionlnit

SendAudioWatermark

SendVideoWatermark

ToolPackData i

ToolParamCapabilitiesQuery

ToolParamCapabilitiesResponse

UserQuery i

UserQueryResponse

VideoWatermarkinglnit

Children <dataID>

Source <element name="Data_BaseClass" type="ipmpmsg:Data_BaseClassType"
abstract="true"/>
<complexType name="Data_BaseClassType" abstract="true">

6 © ISO/IEC 2008 — All rights reserved
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<annotation>
<documentation>alternates</documentation>
</annotation>
<complexContent>
<extension base="ipmpmsg:IPMPBaseType">
<sequence>
<element name="dataID" type="unsignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>

QO —i

il >3

he abstract element ipmpmsg:Data_BaseClass extends the ipmpmsg:IPMPBaseType elementby a
atalD element, which shall contain an unsigned integer value identifying a message. The isame
atalD shall be used in any reply to that message.

6.2.5 MessageFromDID

ny IPMP Message extracted from the digital item during its parsing by the IPMP terminal and addre
PMP Tool shall be conveyed to that IPMP Tool by encapsulation in a ipmpmsg:MessageFromDID mg

jding the
value of

5sed to a
ssage.

Diagram

MessageFromDID 5

Children

<Sender> <Recipient> <DatagBaseClass>

source

<element name="MessageFromDID" type="ipmpmsg:MessageFromDIDType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name=tMessageFromDIDType">
<complexConbtent>
<extension base="ipmpmsg:ToolMessageBaseType">
<sequence>
<element ref="ipmpmsg:Data_BaseClass" minOccurs="0"
maxOccurs="anbounded" />
</sequence>
</extension>
</ complexContent>
&/ complexType>

Q -

he ipmpmsg:MessageFromDID element extends the ipmpmsg:ToolMessageBaseType complex
dding a sequence of IPMP Messages extending the ipmpmsg:Data_BaseClass.

626 MessageFromTaol

type by

Any IPMP Message originated spontaneously from a IPMP Processor or an IPMP Tool and addressed to
another IPMP Tool shall be conveyed to that IPMP Tool by encapsulation in a ipmpmsg:MessageFromTool

message.

© ISO/IEC 2008 — All rights reserved
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Diagram

MessageFromTool

Childre

n <Sender> <Recipient> <Data BaseClass>

Source

<element name="MessageFromTool" type="ipmpmsg:MessageFromToolType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name="MessageFromToolType">
<complexContent>
<extension base="ipmpmsg:ToolMessageBaseType">
<sequence>
<element ref="ipmpmsg:Data_BaseClass" minOccuss="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

The ipmpmsg:MessageFromTool element (indirectly) extends the ipmpmsg:ToolMessageBase element hy
adding a|sequence of IPMP Messages extending the ipmpmsg:Data_BaseClass.

6.3 IPMP Messages

6.3.1
IPMP M

exchangged by two parties.

The deli

IPMP Prpcessor. Hence, a compliant IPMR Rrocessor shall be able to forward all IPMP Messages defined i
this spedification to a recipient IPMP Tool. However, a compliant IPMP Processor is not required to be able t

process

IPMP Topl. A compliant IPMP Processor shall be able to process all IPMP Messages labelled “IP” in the Tabl

below.

II:troduction
ssages express in an interoperable way a vast quantity of IPMP-related information which can be

ery of IPMP Messages exchanged-letween two IPMP Tools on a device shall be handled by th

all IPMP Messages, as some:Qf them may contain information that is only meaningful for a specifi

O o6 O S50

IPMP Mgssages are divided-into two categories: those belonging to a base and those belonging to
extended profile of this specification. All IPMP Tools shall be able to process IPMP Messages belonging to th
base prdfile, labelled @ith' “B” in the table below. IPMP Tools may also be able to process IPMP Messages
belonging to the extended profile, labelled with “X” in the table below, in which case they will be compliant wi

the exte

6.3.2

nded profile:

| Authentication M

The following table specifies the IPMP Messages to be exchanged between two IPMP Tools or between an
IPMP Tool and the IPMP Processor to achieve Mutual Authentication.

6.3.2.1

InitAuthentication

The InitAuthentication Message shall be employed by an entity to initialise the mutual authentication process
with another entity.

© ISO/IEC 2008 — All rights reserved
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ipmpmsg:lnitAuthenticationType o
“ipmpmsg:datalD | |
Diagram InitAuthentication I it
g r-~ ipmpmsg:ContextlD : |
“ipmpmsg:AuthType | |
Children <datalID> <ContextID> <AuthType>
P IP
Profile B
<element name="InitAuthentication" type="ipmpmsg:InitAuthenticationTypd"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="InitAuthenticationType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="ContextID" type="anmyURI" minOccurs="0"/>
<element name="AuthType" type="ipmpmsg:AUTType"/>
R </sequence>
bource </extension>
</complexContent>
</complexType>
<simpleType name="AUTType">
<restriction base="integer">
<enumeration value="01"/>
<enumeration value="02"/>
<enumeration value="03"4/>
<enumeration value="04"/>
</restriction>
</simpleType>

Tlhe InitAuthentication message extends the Data_BaseClass type by conveying:

o/ ContextlD: the local ID of the IPMP Tool with which mutually authentication is to be initialised. This
element is used when mutual*authentication involves two IPMP Tools or an IPMP Processor and gn IPMP
Tool, or any time the sender knows the URI of the entity it is requesting to authenticate with.
o] AuthType: the type of authentication required, which can only be given one of the values listed in fhe
Table below, with-the’semantics specified in the right column.

Table 2 — List of available Authentication Request types

01 No Authentication Required

02 No ID verify, Do secure channel
03 Do ID verify, No secure channel
04 Do ID verify, Do secure channel

The recipient of an InitAuthentication messages shall reply with a MutualAuthentication message as defined in

the sub-section below.

© ISO/IEC 2008 — All rights reserved 9
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6.3.2.2 MutualAuthentication
The MutualAuthentication is employed by two entities (e.g. the IPMP Processor and an IPMP Tool) for the

purpose of:
a. negotiating the authentication protocol
b. carrying out the agreed upon protocol
c. negotiating how the secured communication channel has to be used
i ipmpmsg:MutualAuthentication Type [
| Fipmpmsg:datalD |
| ipmpmsg:requestMegotiation |
Diagram MutualAuthentication [] -] ipmpmsg:successNegotiation I
| E Ehunpmsg#a“edﬂeguﬁaﬁunr
-1 TV &
| :L--EEipmpmsg:authenticaliunData i |
[ ¥R S -7
| t-- ipmpmsg:authCodes [ |
e @ \ N
Children <dataID> <ContextID> <AuthType>
IP IP
Profile B
<element name="MutualAuthentication" Sype="ipmpmsg:MutualAuthenticationType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="MutualAuthenticationType">
<complexContent>
<extension base="ipmpmgg:Data_BaseClassType">
<sequence>
<choice minQeeurs="0">
<element-name="requestNegotiation"
type="ipmpmsg:requestNegotiationType" />
<element name="successNegotiation"
Source type="1ipmpmsg: successNegotiationType" />
Ykelement name="failedNegotiation" type="boolean"
fixed="true"/>
</choice>
<element name="authenticationData" type="hexBinary"
minOccurs="0%/ >
<element name="authCodes" type="ipmpmsg:AuthCodesType"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
<icomplexType>

The MutualAuthentication message extends the Data_BaseClass Type by conveying:

10

¢ the choice between:

o

requestNegotiation element, when the message is employed in the initial phase of the
authentication protocol in reply to an InitAuthentication message, to indicate that the sender
is requesting negotiation about an authentication algorithm to be used in the subsequent
communication

successNegotiation element, when the message is employed to indicate that the negotiation
of an authentication protocol was successful, and for specifying the selected protocol.
failedNegotiation, indicating that none of the proposed authentication algorithms are
supported.

© ISO/IEC 2008 — All rights reserved
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e authenticationData, an optional element specifying data to be used for mutual authentication and
whose value depends on method specific processing
e authCodes, optional authentication codes to this message.

The syntax of the requestNegotiationType complex type is defined below:

<complexType name="requestNegotiationType">
<sequence>

element name="candidateAlgorithms" type="Jipmpmsg-AlgorithmDescriptorType

</sequence>
/complexType>

—

he requestNegotiationType complex type conveys the list of authentication algorithms supported Hy means
f the candidateAlgorithms element. The AlgorithmDescriptorType complex type is defined-below.

(@)

complexType name="AlgorithmDescriptorType">
<sequence>
<element name="algoID" type="anyURI" maxOccurs="unbounded'y/ >
<element name="opaqueData" type="base64Binary" minOcctrs="0"/>
</sequence>
/complexType>

m

ach of the supported algorithms is characterised by an identifier of type xsd:anyURI. Optionally, the
paqueData element containing data related to the algorithm‘may be conveyed too.

@]

—

he syntax of the successNegotiationType complex typeisdefined below:

complexType name="successNegotiationType!\>
<sequence>
<element name="agreedAlgorithms!" type="ipmpmsg:AlgorithmDescriptorType"
mfaxOccurs="unbounded" />
</sequence>
/complexType>

—

he MutualAuthentication messagé containing the successNegotiation element is sent by the entity]initiating
e mutual authentication progess in reply to a MutualAuthentication message proposing a list of dandidate
gorithms. The agreedAldorithms element conveys the list of the Authentication algorithms supportedl, among
e ones proposed by theéjentity that was challenged.

Tlhe syntax of the AuthCodesType complex type is defined below:

complexTyfRe<name="AuthCodesType">
<seqgllence>
<eélement name="certificates" type="dsig:KeyInfoType" maxOccurs="unbounded"/
<element name="trustData" type="hexBinary" minOccurs="0"/>
X /sequence>
</complexType>

The authCodes element conveys

e anumber of certificates and/or trust data belonging to the entity involved in the Authentication process
e (optional) trust and security data, mostly used when Mutual Authentication involves IPMP Tools.

6.3.2.3 SecureContainer
This message provides a secure container for any message extending IPMP_Data_BaseClass.
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| ipmpmsg:SecureContainerType _|
_ Fipmpmsg:encryptedData | |
SecureContainer | |
Diagram | +-1 ipmpmsg:MAC ; |
| Fipmpmsg:protectedMsgTag | |
| Fipmpmsg:protectedMsg | |
! L-Fipmpmsg:MAC | |
| e
Children <datalID> <encryptedData> <MAC> <protectedMsgTag> <protectedMsgs>
IP ip
Profile B
<element name="SecureContainer" type="ipmpmsg:SecureContainerType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="SecureContainerType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<choice>
<sequence>
<element name="encryptedData'\ \type="hexBinary"/>
Source <element name="MAC" type=thexBinary" minOccurs="0"/>
</sequence>
<sequence>
<element name="protectedMsgTag" type="short"/>
<element name="protectedMsg" type="hexBinary"/>
<element name="MAC" ‘type="hexBinary" minOccurs="0"/>
</sequence>
</choice>
</extension>
</complexContent>
</complexType>

6.3.3 IPMP Tool Connection and Disconnection Messages

The follqwing table specifies the IPMR_ Messages to be exchanged between IPMP Tools and the IPMP
Processqr to trigger the instantiationof\a new IPMP Tool, or to obtain specific information about IPMP Tools.

6.3.3.1 | GetTools

Messagg sent by an IPMP) Tool to the IPMP Processor to find all the tools, instantiated or not, that ane

availablel on the device

Diagrary [ GetTonts (= Fipmpmsg datal

Children <dataID>
IP IP
Profile B

<element name="GetTools" type="ipmpmsg:GetToolsType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>

Source <complexType name="GetToolsType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
</complexType>
12 © ISO/IEC 2008 — Al rights reserved
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6.3.3.2 GetToolsResponse
This message is sent by the IPMP Processor to an IPMP Tool in response to a GetTools message.

Diagram

GetToolsResponse =

Fhildren <datalD> <Tool>

(3 Ip

Profile B

<element name="GetToolsResponse" type="ipmpmsg:GetToolsResponseType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolsResponseType">
<complexContent>
R <extension base="ipmpmsg:Data_BaseClassType">
pource <sequence>
<element ref="ipmpmsg:Tool" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

D

.3.3.3 ToolParamCapabilitiesQuery

his message allows an IPMP Processor or .an”IPMP Tool to query another IPMP Tool if| specific
flinctionalities described by means of a parametric description are supported.

—

T T T T s —— ]
| ipmpmsq:ToolParamCapabilitiesQuery Type

“ipmpmsg:datalD |

Diagram

| ToolParamCapabilitiesQuery &

ipmpmsg:toolParamDesc

-

Children <datalID> <todlParamDesc>

IP IP

Profile X

<element name="ToolParamCapabilitiesQuery"
type="ipmpmsg:ToolParamCapabilitiesQueryType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="ToolParamCapabilitiesQueryType">
<complexContent>
Source £ension—5as
<sequence>
<element name="toolParamDesc"
type="ipmpmsg:ParametricDescriptionType" />
</sequence>
</extension>
</complexContent>
</complexType>

=2 Dot i) Ol ocam n
HompmSeg oo ta—=aS TS STy
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6.3.3.4 ToolParamCapabilitiesResponse

This message is sent in response to the above ToolParamCapabilitiesQuery message. It returns a boolean
value indicating whether or not the functionalities described by means of the parametric description are
supported by the Tool.

Diagram

Children

____________ —

| ipmpmsg:ToolParamCapabilitiesResponse Type
== Fipmpmsg:datalD

Fipmpmsg:capabilitiesSupported | |

| ToolParamCapabilitiesResponse =

<datalID> <capabilitiesSupported >

IP

IP

Profile

X

Source

<element name="ToolParamCapabilitiesResponse"
type="1ipmpmsg:ToolParamCapabilitiesResponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="ToolParamCapabilitiesResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="capabilitiesSupported” type="boolean"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.3.5

ConnectTool

This megsage, sent by an IPMP Tool to the IPMP Processor, requests the latter to create a connection to an
IPMP Topl identified by the ipmpinfo:Tool element.

Diagram ConnectTool B |
Children <dataID> < Toolw
IP ip
Profile B
<gPement name="ConnectTool" type="ipmpmsg:ConnectToolType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="ConnectToolType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element ref="ipmpinfo:Tool"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.3.6 DisconnectTool

This message, sent by an IPMP Tool to the IPMP Processor, requests the latter to disconnect an IPMP Tool it
has previously request to be connected with.

14
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Diagram DisconnectTool
Children <datalID> < ToolContextID>
IP ip
Profile B
<element name="DisconnectTool" type="ipmpmsg:DisconnectToolType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="DisconnectToolType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="ToolContextID" type="unsSignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>
6.3.3.7 GetToolContext

—

Il IPMP Tools operating on the same protected content element.

Q

his message is sent by an IPMP Tool to the IPMP Processor to request the list of IPMP Tool contgxt IDs of

Diagram = |
agra | GetToolContext “ipmpmsg:datalD |

L .
Children <dataID>
IP Ip
Profile B

<element name="GetToolContext" type="ipmpmsg:GetToolContextType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolContextType">

Source
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
< /complexType>
6.3.3.8-GetToolContextResponse

= =

Ds-of all the IPMP Tools npnmfing on the same prnfpr‘fpd cantent element

his_ message is sent by the IPMP Processor to an IPMP Tool to communicate the list of IPMP Toql context

Diagram GetToolContextResponse

Children <dataID> <ToolContextID>

© ISO/IEC 2008 — All rights reserved
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IP Ip
Profile B
<element name="GetToolContextResponse"
type="ipmpmsg:GetToolContextResponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolContextResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
Source ' Hb ' cl
Seert:
<element name="ToolContextID" type="unsignedInt" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
6.3.4 IPMP Tool Notification Messages
The following table specifies the IPMP Messages to be exchanged between an IPMP,Processor and an IPMP
Tool or § Resource Processor when being notified of particular events related to the IPMP Tools or the IPMP
Processgr on the device.
6.3.4.1 | AddToolNotificationListener
This megsage is sent by an IPMP Tool to the IPMP Processor to request/of being notified when certain evenfs
OocCcur.
i_ipmpmsg:AddTuuINutiﬁcatiunListenerTgpe |
Diagram AddToolNotificationListener |
| Cipmpmsg:EventType ﬂ |
| T |
e —
Children <dataID> <scope> <EventType>
IP Ip
Profile B
<element\ name="AddToolNotificationListener"
typez"ipmpmsg:AddToolNotificationListenerType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="AddToolNotificationListenerType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
Source <sequence>
clculcut 1TIAIlT = = DLUL}C = t_yyc— = DtJ_ J'.lly =
<element ref="ipmpmsg:EventType" maxOccurs="unbounded"/>
<!--see scope list in MPEG IPMPX spec-->
</sequence>
</extension>
</complexContent>
</complexType>
16 © ISO/IEC 2008 — All rights reserved
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6.3.4.2 RemoveToolNotificationListener
This message is sent by an IPMP Tool to the IPMP Processor to stop being notified when certain events occur.

|ripmpmsg:FIemnveTquNutiiicatiunListenerType
Diagram | RemoveToolNotificationListener
| ipmpmsg:EventType ” |
. T=
Chitdren dataTD STOPS EVENTTYDS
IP IP
Profile B
<element name="RemoveToolNotificationListener"
type="ipmpmsg:RemoveToolNotificationListenerType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="RemoveToolNotificationListenerType! >
R <complexContent>
bource <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element ref="ipmpmsg:EventType" maxOccurs="unbounded"/
</sequence>
</extension>
</complexContent>
</complexType>
6.3.4.3 NotifyToolEvent

= =

his message is sent by an IPMP Processor to natify' an IPMP Tool that an event for which it had pfeviously
pgistered as a listener has occurred. The type 6f occurred event is conveyed by the EventType element. A
list of events is given in the table below.

Table 3 — List of Tool Events

Tool Event Descriptions
00 CONNECTED
01 CONNECTION_FAILED
02 DISCONNECTED
03 DISCONNECTION_FAILED
04 WATERMARKDETECTED
05 PARSE_TOOLPACKDATA_SUCCESS
06 PARSE_TOOLPACKDATA_FAILED
07 UNABLE_TO_PROCESS
08 TQQL_GRQUP _NQT _EQUND
09 TERMINATION_FAILED
10 CONTROLPOINT_NOT_SUPPORTED
11 UNABLE_TO_PARSE_LICENSE
12 NO_VALID_LICENSE
13 LICENSE_VALIDATION_FAILED
14 READY_TO_PLAY
15 READY_TO_BE_TERMINATED

© ISO/IEC 2008 — All rights reserved
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| ipmpmsg: NntlfyTquEventType ]
. Notify ToolEvent & |
Diagram T “ipmpmsg:ESD_ID | |
| Cipmpmsg:EventType ﬂ |
| T |
: finmnmqu'tnnl[‘nntpuﬂn ! |
. e |
Children <dataID> <OD ID> <ESD ID> <EventType> <toolContextID>
1P IP
Profile B
<element name="NotifyToolEvent" type="ipmpmsg:NotifyToolEventType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="NotifyToolEventType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<sequence minOccurs="0">
Source <element name="OD_ID" type="urnisignedInt"/>
<element name="ESD_ID" type="“unsignedInt"/>
</sequence>
<element ref="ipmpmsg:EventType" maxOccurs="unbounded"/>
<element name="toolContextID" type="unsignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>
6.3.4.4 | NotifyIPMPProcessorEvent

This megsage is sent by the IPMP Processor+to.the Resource Processor to notify that an IPMP Processq
event hap occurred.

=

mmpmsg MNotifyIPMPProcessorEventType

|
| —--—:EI—Flpmpmsg datalD | |
|
|

Diagrarp | NutlfyIF@jﬁrucessurEvent
=|pmpmsg EventType H
e
L____________l
Childreh <dat¥ID><EventType>
IP IP
Profile B
<element name="NotifyIPMPProcessorEvent"
type="ipmpmsg:NotifyIPMPProcessorEventType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="NotifyIPMPProcessorEventType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element ref="ipmpmsg:EventType" maxOccurs="unbounded"/>
</sequence>
</extension>
</complexContent>
</complexType>
18 © ISO/IEC 2008 — Al rights reserved
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By employing this message, the IPMP Processor can notify whether an event has occurred, such as a
connection error or a license parsing error. The NotifylPMPProcessorEvent message extends the
Data_BaseClass Type by conveying:

e EventType: This element specifies the type of the event to notify. A list of events is given in Table 2.

6.3.5 IPMP Processing Messages
The following table specifies the IPMP Messages to be exchanged between two IPMP Tools or between an

IRMP_Processorand-an1PMP Tool or between-an IPMP Processor-and-a-Resource-Processorfor different

purposes.
6.3.5.1 KeyData
Tlhis message conveys either a time-dependent or a time-independent decryption key,
(== =i = | 7
| ipmpmsg:KeyDataType |
| —--—jEI—Fipmpmsg:datalD L |
[ §
Diagram KeyData Lipmpmsg:Key |
X
| Lipmpmsg:TimeKey :
| L--E;lpmpmsg:upaqueﬂata !
1 R opaaue Data |
Children <dataID> <Key> <TimeKey> <OpadleData>
iP -
Profile B
<element name="KeyData"“type="ipmpmsg:KeyDataType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="ReyDataType">
<complexContent>
<extengion base="ipmpmsg:Data_BaseClassType">
<Sequence>
<choice maxOccurs="unbounded">
<element ref="ipmpmsg:Key"/>
<element ref="ipmpmsg:TimeKey"/>
</choice>
<element name="opaqueData" type="baseb64Binary" minOccurg="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
Bource <complexType name="KeyBaseType" abstract="true"/>
<element name="Key" type="ipmpmsg:KeyType"/>
<complexType name="KeyType">
<complexContent>
<extension base="1pmpmsg:KeyBaseType">
<sequence>
<choice>
<element ref="xenc:EncryptedData"/>
<element ref="xenc:EncryptedKey"/>
</choice>
</sequence>
</extension>
</complexContent>
</complexType>
<element name="TimeKey" type="ipmpmsg:TimeKeyType"/>
<complexType name="TimeKeyType">
<complexContent>
<extension base="ipmpmsg:KeyType">
© ISO/IEC 2008 — Al rights reserved 19
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<sequence>
<element name="startDTS" type="unsignedLong" minOccurs="0"/>
<element name="startPacketID" type="unsignedInt"
minOccurs="0"/>
<element name="expireDTS" type="unsignedLong" minOccurs="0"/>
<element name="expirePacketID" type="unsignedInt"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

If the k
ipmpms

The ipm
and xen

The ipm
about th

Whenever a Key has to be delivered to an IPMP Tool, this is done by employing a KeyData message.

y has no time constraints, it will be conveyed within the ipmpmsg:Key element, otherwise-the
:TimeKey element is employed.

info:Key element conveys a decryption key and further data in its child elements xenc:EncryptedData
:EncryptedKey.

info:TimeKey element extends the ipmpmsg:KeyType element by conveying further information
use of the key by the IPMP Tool that received it.

tartDTS: the container of the decoding time stamp of the first access upit\for which the contained ke
valid (optional)

tartPacketID: the container of the packet ID of the first access unit for*which the contained key is

alid (optional)

xpireDTS: the container for the decoding time stamp of the first,access unit for which the contained

ey is no longer valid (optional)

xpirePacketID: the container for the packet ID of the first\access unit for which the contained key is

o longer valid (optional)

6.3.5.2 | GetRightsData
This megsage is sent by an IPMP Tool or by the IPMP Processor to the Resource Processor to request righfs
informatipn (i.e. a license) related to a specific content item or any parts of it.
ipmpmsg:GetRightsDataType |
ipmpmsg:GethightsbDatalype
. —--—jEI—Fipmpmsg:datalD |
Diagram GetRightsData |
= dii:Identifier | |
| | o
=
Childrep <dataID><Identifier>
IP IP
Profile B
<element name="GetRightsData" type="ipmpmsg:GetRightsDataType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetRightsDataType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
Source
<sequence>
<element ref="dii:Identifier" maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
20 © ISO/IEC 2008 — All rights reserved
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The entity receiving a GetRightsData message shall reply with a RightsData message.

When the IPMP Processor requires rights information related to a content item or parts thereof in order to
operate, the IPMP Processor requests it by employing the GetRightsData message. The IPMP Processor

specifies the identifier of the content item/content element for which the license is requested.
The GetRightsData message extends the Data_BaseClass Type by conveying the following element:

o |dentifier: This element specifies the content or content element identifier for which rights information is

requested

o))

.3.5.3 RightsData

Tlhe RightsData message is employed to deliver a license [2] to an IPMP Tool.
Y e
| ipmpmsg:RightsDataType |
piagram RightsData & |
=ipmpmsg:rightsinfa P |
R\ \ <A
Children <dataID> <RightsInfo>
P -
Profile B
<element name="RightsData" type="ipmpmsg:RightsDataType"
substitutionGroup="1ipmpmsg:Data_Basellass"/>
<complexType name="RightsDataType%>
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="rightsInfo" type=" r:License"/>
</sequence>
</extension>
</complexContent>
</complexType>
6.3.5.4 CanProcess
Tlhis message is sent by an [PMP Tool to the IPMP Processor to allow or deny content processing.
{ﬁnnpmsg:CanPrucessType _T
piagram [CanProcess & |
| =ipnuunsg:canPrncess| |
- - - _
Children <datalID> <canProcess>
‘P IP
Profile B
<element name="CanProcess" type="ipmpmsg:CanProcessType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="CanProcessType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="canProcess" type="boolean"/>
</sequence>
</extension>
</complexContent>
</complexType>

© ISO/IEC 2008 — All rights reserved
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6.3.5.5 OpaqueData
This is a general-purpose container message for any type of data.

Fpnunnsg:OpaqueDataType o
Diagram OpaqueData & |
| :ipmpmsg:upaqueData| |
|
Childre-ll Aot Th e Dot o
IP -
Profile B
<element name="OpaqueData" type="ipmpmsg:OpaqueDataType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="OpaqueDataType">
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="opaqueData" type="base64Binary"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.5.6 | AudioWatermarkinglnit

This megsage is addressed to an IPMP Tool performing audio watermarking, delivering specific information
about the¢ audio content and the operation to perform on it.

|ipmpmsg:Audiu\h‘atermarkinglnitType o
“ipmpmsg:datalD | |
ipmpmsg inputFormat |
sudioWatermarkingnit. = - |
Diagram N4 “ipmpmsg:requiredOp | |
I }--Fipmpmsg:wmPayload | |
| - ipmpmsg wmRecipientlD ¥ |
| :.-Zipmpmsg:opaqueData : |
L e |
Childreh <dataID>“)<inputFormat> <requiredOp> <wmPayload> <wmRewcipientID
<opaquebata>
IP -
Profile X
<element name="AudioWatermarkingInit" type="ipmpmsg:AudioWatermarkingInitType"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="AudioWatermarkingInitType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="inputFormat" type="ipmpmsg:AudioFormatType"/>
Source <element name="requiredOp" type="ipmpmsg:requiredOpType"/>
<element name="wmPayload" type="string" minOccurs="0"/>
<element name="wmRecipientID" type="anyURI" minOccurs="0"/>
<element name=" opaqueData" type="base64Binary"
minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
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6.3.5.7 VideoWatermarkinglnit

This message is addressed to an IPMP Tool performing video watermarking, delivering specific information
about the video content and the operation that shall be perform on it.

| ipmpmsg:VideoWatermarkinglnitType |

| =ipmpmsg:datalD |

Yideo'Watermarkinglnit

’—{ ipmpmsg:inputFormat
=

. T N T2 |
mg-'a'" | R RS G fHFe P
| | FipmpmsgrwmPayloat |
| r---ipmpmsg:wmRBecipientlD ’
| - ipmpmsg:opaqueData |
""""""""""" AT
e O
Shildren <dataID> <inputFormat> <requiredOp> <wmPayload?» <wmRewcipilentID>
[ <opaqueData>
iP -
Profile X
<element name="VideoWatermarkingInit"
type="ipmpmsg:VideoWatermarkingInitType"
substitutionGroup="1ipmpmsg:Data_BageGlass"/>
<complexType name="VideoWatermarkingInitType">
<complexContent>
<extension base="ipmpmsgwData_BaseClassType">
<sequence>
Source <element nam&2"inputFormat" type="ipmpmsg:VideoFormatTyde"/>

<element name="requiredOp" type="ipmpmsg:requiredOpType"
<element \name="wmPayload" type="string" minOccurs="0"/>
<element name="wmRecipientID" type="anyURI" minOccurs="(
<element name=" opagqueData" type="base64Binary"
minOccurs="0"/>
</seguénce>
</extension>
</complexContent>
</complexPype>

/>

u/>

D

=5 -

.3.5.8 SendAudioWatermark

his message is.'sent from an audio watermarking IPMP Tool to another IPMP Tool conveying
mformation as a result of an audio watermarking operation.

a set of

|_i|Jm|Jmsg:Sendaf\udi|J‘l'l"atermarl»:T!.ll|J|3 |
“ipmpmsg:datalD | |
=TI T M= —Fipmpmsa:wm_status | |
Diagram I JENTAOaauiuvmalcininmari L 1] i
Children <dataID> <wm_ status> <compression status> <payload> <opaqueData>
IP -

© ISO/IEC 2008 — All rights reserved
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Profile X

<element name="SendAudioWatermark" type="ipmpmsg:SendAudioWatermarkType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="SendAudioWatermarkType">

<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="wm_status" type="ipmpmsg:wm_statusType"/>
Source <element name="compression_status"

type="ipmpmsg:compression_statusType"/>
Slement name= payload" Cype="String ™ MinocCcurs="u
<element name=" opaqueData" type="base64Binary"

minOccurs="0"/>

</sequence>
</extension>
</complexContent>
</complexType>

6.3.5.9 | SendVideoWatermark

This megsage is sent by a video watermarking IPMP Tool to another IPMP Tool conveying a set of information
as a resylt of a video watermarking operation.

|ripmpmsg:SendVideuWatermarkTgpe |
. SendVideoWatermark 3 |
Diagram |
| W@ iesssisssiiadsssssssssed |
Children <dataID> <wm_ status> <compuession status> <payload> <opaqueData>
IP -
Profile X
<element name="SendvVideoWatermark" type="ipmpmsg:SendVideoWatermarkType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexTypé name="SendVideoWatermarkType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
Source <element name="wm_status" type="ipmpmsg:wm_statusType"/>
<element name="compression_status"
EypPe="1ipmpmsg: compression_statusType" />
<element name="payload" type="string" minOccurs="0"/>
<element name="opaqueData" type="base64Binary" minOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

6.3.5.10 SelectiveDecryptioninit

This message is used to communicate to an IPMP Tool performing decryption how the encryption on the
received content bitstream has been applied, whether the whole bitstream has been encrypted or only
portions of it. In the case in which only portions of the received bitstreams are encrypted, the information
allowing to identify the portions to be decrypted is conveyed by this message.
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Diagram

—Fipmpmsg:mimeType |

SelectiveDecryptioninit £ —Fipmpmsg:prufileLeveIIndicatiun |

-4 ipmpmsag:bufinfoStruct ]

|
|
|
|
_4%pmpmsgmnmpﬁance| |
|
|
|
|

ﬂpmpmsngegmemsP

7Y S

“ipmpmsg:RLE-Data ”

1.

— |
|____________________________________________4

Children

<datalD> <mimeType> <profileLevelIndicatiegn® <complliance>
<bufInfostruct> <contentSpecific> <nSegments> <REE 'Data>

IP

Profile

X

source

<element name="SelectiveDecryptionInit"
type="ipmpmsg:SelectiveDecryptionInitType™
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="SelectiveDecryptionInitType">
<complexContent>
<extension base="ipmpmsgsData_BaseClassType">
<sequence>
<element name="mimeType" type="string"/>
<element name€="profileLevelIndication" type="string"/>
<element name="compliance" type="string"/>
<element name="bufInfoStruct" type="ipmpmsg:bufInfoStrudtType"
minOccurs="0" maxOccurs="unbounded" />
<chodlce>
selement name="contentSpecific"
type="ipmpmsg:conténtSpecificType" minOccurs="0"/>
<sequence>
<element name="nSegments" type="short"/>
<element name="RLE_Data" type="short"
maxOccurs=*unbounded" />
</sequence>
</choice>
</sequence>
</extension>
</complexContent>
</complexType>

§.3:5.11
Tlv-\

maoac

GetProtectedAsset

a IF)RIID P-— to-tha R

et i
T

bt
T

S o-cao
S TeSSayt 15 STt

r acol
TC TVIT TOCCSSUT O ICTIY\CSUOU

\
Uy ¢

Diagram

GetProtectedAsset [}]—|—(—--—:E|—|§ipmpmsg:datal[] | |

Children

<datalD>

IP

IP
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Profile B

<element name="GetProtectedAsset" type="ipmpmsg:GetProtectedAssetType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetProtectedAssetType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
</complexType>

Source

Upon regeiving this message, the Resource Processor sends a GetProtectedAssetResponse messagenin
response.

6.3.5.12 | GetProtectedAssetResponse
This megsage is sent by a Resource Processor to an IPMP Processor to transmit a ProtectedAsset.

——— 99— —
| |pmpmsg:GetPrutectedAssetHespunseTgpﬂ
. —--—jEI—IEipmpmsg:dataID | |
Diagram GetProtectedAssetResponse AN |
| —--—:El—Lipmpdidl:Prutectedhsset
| =
- O~ _ _ _ _ _ _ _ 1
Children <dataID><ProtectedAsset>
IP ip
Profile B
<element name="GetProtectedAssetResponse"
type="ipmpmsg:GetProtectedAssetResponseType" />
<complexType name="GetProtectedAssetResponseType">
<complexContent>
Source <extension basé="ipmpmsg:Data_BaseClassType">
<sequenecex
<element ref="ipmpdidl:ProtectedAsset" maxOccurs="unbounded"/>
</sequence>
</extensgion>
</complexContent>
</complexType>

Once a |Resource-Rrocessor receives a GetProtectedAsset message, the Resource Processor sends f
GetProtdctedAssetResponse message in response. The GetProtectedAssetResponse message extends the
Data_BaseClass Type by conveying the following element:

within this element.

6.3.6 User Interaction Messages

This section specifies the IPMP Messages enabling the communication between an IPMP Tool and the user
of the device on which the IPMP Tool operates.
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6.3.6.1 UserQuery
Message used to query the User for information.

Diagram |
| ipmpmsg:altText |
| be |
Children <datalID> <altText>
IP P
Profile B
<element name="UserQuery" type="ipmpmsg:UserQueryType
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="UserQueryType">
<complexContent>
<extension base="ipmpmsg:Data_BaseCldssType">
<sequence>
<element name="altText", type="ipmpmsg:altTextType"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
<complexType name="altTextType!>
<sequence>
<element name="langudgeCode" type="language"/>
<element name="taitileText" type="string" minOccurs="0"/>
<element name="dIsplayText" type="ipmpmsg:displayTextType"
minOccurs="0" maxOccurs='unbounded" />
<element name="needReplyText" type="ipmpmsg:replyTextType"
minOccurs="0" maxOccurs="unbounded" />
<element\rame="inclOptionSelect"
type="ipmpmsg:incdlOptionSelectType" minOccurs="0" maxOccurs="unbounded'/>
<element name="SMIL_URL" type="string" minOccurs="0"
maxOccurs="unbounded" />
Source <&lement name="SMIL" type="hexBinary" minOccurs="0"/>
<T-- ISO 639-2:1998 bibliographic three character language ¢ode-->
</ Sequence>
</complexType>
2coemplexType name="displayTextType">
<sequence>
<element name="text" type="string"/>
</sequence>
<attribute name="ID" type="unsignedShort" use="required"/>
</complexType>
<complexType name="replyTextType">
<sequence>
<element name="text" type="string"/>

SegenRe
<attribute name="ID" type="unsignedShort" use="required"/>
<attribute name="subID" type="unsignedShort" use="required"/>
<attribute name="isHidden" type="boolean"/>

</complexType>
<complexType name="inclOptionSelectType">
<sequence>
<element name="promptText" type="string"/>
</sequence>

<attribute name="ID" type="unsignedShort" use="required"/>
<attribute name="subID" type="unsignedShort" use="required"/>
<attribute name="isExclusive" type="boolean"/>

</complexType>
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6.3.6.2 UserQueryResponse
This message contains the user response to a UserQuery message.

PRerT e F G e LG T o |

| pmpmsg:UserQueryBesponseType
—--—:EI—IEipmpmsg:dataID |

Diagram UserQueryResponse = —
| - ipmpmsg:reply Text |
" Py My gy gy My Sy iy Mgy My g iy My My B Mgy gy Mg, S
| =) ]
M
Children <dataID> <replyText>
IP ip
Profile B
<element name="UserQueryResponse" type="ipmpmsg:UserQueryRésponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="UserQueryResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="replyText"
type="ipmpmsg:responseReplyTextType" minOccurs="0" maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
<complexType name="responseReplyTeXtType">
Source <sequence>

<element name="language€ode" type="language"/>
<element name="replyText" type="ipmpmsg:replyTextType"
minOccurs="0" maxOccurs="unbounded" />
<element name="optloenResult" type="ipmpmsg:optionResultType"
minOccurs="0" maxOccurs="unbounded" />
<!-- ISO 639-2<1998 bibliographic three character language code--
</sequence>
</complexType>
<complexType names"optionResultType">
<sequencex
<element name="result" type="boolean"/>
</sequence>
<attribute name="ID" type="unsignedShort" use="optional"/>
<attfibute name="subID" type="unsignedShort" use="optional"/>
</comptexType>

6.3.7 Additional IPMP Messages
This sedtion specifies additional IPMP Messages to be exchanged between an IPMP Tool and an IPMP

Processqr or,between an IPMP Processor and a Resource Processor for different purposes.

Note: a

ompliant single IPMP Tool does not need to be able to process IPMP Tool Pack messages

28
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6.3.7.1 InitialiseTool
This message conveys initialisation data to an IPMP Tool.

lipmpmsg:initialiseTool Type |

ﬁpmpmsmdmam|

Aipmpmsg:ControlPointlD |

Initialise Tool &

Diagram

U 0o

-, ipmpmsg:Data_BaseClass |

___________________________________________________________ i

Children <dataID> <ControlPointID> <ControlPointAddress> <Data Bas&Class

IP IP

Profile B

<element name="InitialiseTool" type="ipmpmsg:InitialiseToolType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="InitialiseToolType">
<complexContent>
<extension base="ipmpmsg:Data_®aseClassType">
<sequence>
<sequence minOccurs=/0" maxOccurs="unbounded">
<element ref="4pmpmsg:ControlPointID"/>
<element ref=lipmpmsg:ControlPointAddress"
minOccurs="0"/>
</sequence>
Source <element name="Data_BaseClass" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>
<element name=%“ControlPointID" type="ipmpmsg:ControlPointType"/>
<complexType hanme="ControlPointType">
<sequence>
<elément name="ID" type="integer"/>
</séquence>
</compleXType>
<element name="ControlPointAddress" type="base64Binary"/>

© ISO/IEC 2008 — Al rights reserved 29


https://standardsiso.com/api/?name=eb8716d55610dfd77f73f99c38831805

ISO/IEC 23001-3:2008(E)

An ipmpmsg:InitialiseTool element delivers the following information:

e ControlPointID: an ID indicating the point where the IPMP Tool can operate along the Resource
processing pipeline. This ID is registered by the appointed registration agency before being used. The
preliminary ipmpmsg:ControlPointID assignments are given in Table 4:

e ControlPointAddress: a local address on the device, in which the IPMP Tool can be inserted, and receive

med

IPMP Processor is running, and such information depends on the Instantiation_API_ID value in the
ipmpinfo-msx:ToolAPI_Config element [1].

e Any

6.3.7.2

This megsage is sent by a,Resource Processor to initialise the IPMP Processor.

30

Table 4 — List of available Control Points

ControlPointID Description
00 NO_CONTROL_POINT
01 CONTROL_POINT_BEFORE_DEMULTIPLEXING
02 CONTROL_POINT_BEFORE_AUDIG-DECODING
03 CONTROL_POINT_AFTER_AWDIO_DECODING
04 CONTROL_POINT_BEFORE_VIDEO_DECODING
05 CONTROL_POINT,"AFTER_VIDEO_DECODING
06 CONTROL_POINT_BEFORE_STORING
07 CONTROL_POINT_BEFORE_PLAYBACK
08 CONTROL_POINT_BEFORE_TRANSFERRING

a data for processing. The format of this;address may depend on the particular device on which the

message extending ipmpmsg:Data_BaseClass.

InitialiselPMPProcessor
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Diagram

InitialiselPMPProcessor [

ipmpdidl:ProtectedAsset

T e G e ) ) o ) D R D P S |

Children

<datalID> <ControlPointID> <ControlPoinitAd
<IPMPGeneralInfoDescriptor> <ProtectedAsset>

dress>

IP

Profile B

source

<element name="InitialiseIPMPProcessor"
type="ipmpmsg:InitialiseIPMPProcessorType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="InitialiseIPMPProcessorType™>
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<sequence minOccurs="0"{maxOccurs="unbounded">
<element ref="ipmpmsg:ControlPointID"/>
<element ref="ipmpnsg:ControlPointAddress" minOccurs
</sequence>
<element ref="ipwpinfo:IPMPGeneralInfoDescriptor"
minOccurs="0"/>
<element ref="3pmpdidl:ProtectedAsset" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

:"O"/>

—

6

InitialiselPMPProcesser* message is employed to initialise the IPMP Process

nitialiselPMPProcessor message extends the Data_BaseClass Type by conveying the following infor|

ControlPointID: theslist of control point identifiers on which the IPMP Tool shall operate
ControlPointAddress: the physical address of the control points.

IPMPGenerallnfoDescriptor: the general IPMP information descriptor such as the IPMP Tool List
possiblydicenses.

ProtectedAsset: the IPMP information required to instantiate and initialize IPMP Tools

.33 TerminatelPMPProcessor

br.  The
mation:

and

This message is sent by a Resource Processor to terminate the IPMP Processor.

Diagram

TerminatelPMPProcessor [}]—r(—--—j;l—ﬁpmpmsg:datalﬂ

| ipmpmsg:TerminateIPMPPrucessurType_|

Children <dataID>

IP
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Profile B
<element name="TerminateIPMPProcessor"
type="ipmpmsg: TerminateIPMPProcessorType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
Source <complexType name="TerminateIPMPProcessorType">

<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>

</complexType>
The TerrpinatelPMPProcessor message is used to terminate the IPMP Processor. A Resource Process sendg
a TerminatelPMPProcessor message to the IPMP Processor when consumption of the content is over. Once
the IPMR Processor receives this message, the IPMP Processor disconnects all the IPMP Tools used on'the
resources and terminates all its processes.
6.3.7.4 | GetToolGroupReference
This mepsage is sent by an IPMP Tool Agent to the IPMP Processor requesting the reference to the
associatéd IPMP Tool Group.
ripmpmsg:GelTquGruupHeferenceType_i
\ Fipmpmsg:datalD |
Diagram GetToolGroupReference = 4 |
| - ipmpinio:IPMP ToollD ) |
R\ A 2
Children <datalD>
IP IP
Profile B
<element name="GetToolGroupReference"
type="1ipmpmsg:GetToolGroupReferenceType"
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="Ge&tToolGroupReferenceType">
<complexContents
Source <extensibny base="ipmpmsg:Data_BaseClassType"/>
<sgeguence>
<element ref="ipmpinfo:IPMPToolID" maxOccurs="unbounded"/>
</#sequence>
</complexContent>
</comptexType>
Each IPMP Tool\Pack optionally contains the IPMP Tool Group. The IPMP Tool Agent requires the IPMP Togl

Group identified by ipmpinfo:IPMPToolID to perform IPMP functions. This message is sent by the IPMP Tog¢l
Agent to|request the reference of the IPMP Tool Group

6.3.7.5 GetToolGroupReferenceResponse
This message is sent by an IPMP Processor to an IPMP Tool Agent conveying the reference to the associated

IPMP Tool Group.

32
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Diagram

GetToolGroupReferenceResponse &

Children

<datalID> <ToolGroupReference>

IP

IP

Profile

B

source

<element name="GetToolGroupReferenceResponse"
type="ipmpmsg:GetToolGroupReferenceResponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolGroupReferenceResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="ToolGroupReference" type=)"base64Binary"/
</sequence>
</extension>
</complexContent>
</complexType>

6.3.7.6 GetToolReference

In the case the IPMP Tool Agent requires a SingletlPMP Tool to perform IPMP functions, a reference|to it may
be obtained by sending a GetToolReference message to the IPMP Processor. This message is sent by the
PMP Tool Agent to request the reference of-the Single IPMP Tool.

ToolGroupReference: the reference to the IPMP Tool Group. The reference indicates either the handle or
the local address of the IPMP Tool Group depending on.the Instantiation_API_ID value in the ipmjpinfo-
msx:ToolAPI_Config element [1].

|_i|:|m|:|msg:GetTu:uJIHei‘veran-::rBT!..llpe ]
PDiagram GetToolReference = B |
| :ipmpinfu:IPMPTquIDﬂ |
L e
Children <datdFV> <IPMPToolID>
P IP
Profile B
<element name="GetToolReference" type="ipmpmsg:GetToolReferenceType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
caomplexType name="GetToolReferenceType"
<complexContent>
Source <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element ref="ipmpinfo:IPMPToolID" maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

e |IPMPToollD: The identifier of the Single IPMP Tools that the IPMP Tool Agent is requesting. More than
one IPMP Tool Reference can be requested.
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6.3.7.7 GetToolReferenceResponse

This message conveys the reference of a requested Single IPMP Tool. This message is sent by the IPMP
Processor to the IPMP Tool Agent.

ripmpmsg:GelTuuIHeierenceHespunseTgpe |

ﬂpmpmsmdmmﬂ| |

Diagram GetToolReferenceResponse &

e ————
Children <dataID> <IPMPToolID> <ToolReference>
IP IP
Profile B

<element name="GetToolReferenceResponse"
type="ipmpmsg:GetToolReferenceResponseType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolReferenceResponseType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassTypel>
<sequence maxOccurs="unbounded">
<element ref="ipmpinfo:IPMPToodID"/>
<element name="ToolReference'" ‘type="base64Binary" />
</sequence>
</extension>
</complexContent>
</complexType>

Source

e |IPMPToollD: the ID of the Single IPMP Tool thatithe IPMP Tool Agent has requested.

o ToolReference: the reference of the Single IPMP Tool identified by the IPMPToolID. The reference
indicptes either the handle or the local addfess of the IPMP Tool Group depending on the
Instgntiation_API_ID value in the ToolAPI*Config [1].

6.3.7.8 | GetToolPackData

The IPMP Tool Agent may need Taol Pack Data to initialize the IPMP Tool Group or the Single IPMP Tod|.
This megsage is sent by the IPMP.Tool Agent to request the Tool Pack Data.

anunnsg:GetTquPackDataType |

Diagram [GetToolPackData EJTE)E—IW |

Children <datalbD>

IP IP

Profile B

<element name="GetToolPackData" type="ipmpmsg:GetToolPackDataType"
substitutionGroup="ipmpmsg:Data_BaseClass"/>
<complexType name="GetToolPackDataType">
<complexContent>
<extension base="ipmpmsg:Data_BaseClassType"/>
</complexContent>
</complexType>

Source
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6.3.7.9 ToolPackData
This message is sent by an IPMP Processor to an IPMP Tool Agent conveying the IPMP Tool Pack Data.

| ipmpmsg:ToolPackDataType |
: == “ipmpmsg:datalD
Dlagram ToolPackData | |
Lipmpmsg:0paqueData |
L - ]
C n datalD QpaqueData
P IP
Profile B
<element name="ToolPackData" type="ipmpmsg:ToolPackDataType}
substitutionGroup="1ipmpmsg:Data_BaseClass"/>
<complexType name="ToolPackDataType">
<complexContent>
Bource <extension base="ipmpmsg:Data_BaseClassType">
<sequence>
<element name="opaqueData" type="bagse64Binary" minOccurg="0"/>
</sequence>
</extension>
</complexContent>
</complexType>

oD

N Q -

OpaqueData: the information to initialize the IPMP Tool:Group or the Single IPMP Tool.

.4 Legacy Messages

6.4.1 Introduction

wo messages defined in ISO/IEC 1381811 and ISO/IEC 14496-13, namely IPMP_MessageFromBitstream
nd IPMP_DescriptorFromBitstream have been translated into XML for the sake of completeneds of this
pecification. For the semantics of these’messages, refer to ISO/IEC 13818-11 and ISO/IEC 14496-1B.

6.4.2 MessageFromBitstream

Tlhe purpose of a MessageFromBitstream is the delivery of IPMP_Messages to IPMP Tools.

| ipmpmsg:MessageFromBitstreamType —|

Fipmpmsg:Sender | |

<element ref="ipmpmsg:IPMP_Message" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

Piagram Fipmpmsg:Recipient | |
MessageFromBitstream & pmpmsg- P |
- ipmpmsg:IPMP_Message [
--------------------------------------------------------- L g
| el
—_— e —— e o — —_—
oY Mgy PN o k = . . n e . W Y DA
w ITTITUT Il o CIIUC L NCSCUCLPLITIIL LfLiE_LicbbaLj‘c
<element name="MessageFromBitstream" type="ipmpmsg:MessageFromBitstreamType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name="MessageFromBitstreamType">
<complexContent>
<extension base="ipmpmsg:ToolMessageBaseType">
Source <sequence>
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6.4.3 IPMP_Message

The IPMP_Message is defined below:

ﬁpmpnmgﬂPMP_DescﬁpmﬂDEx|

Diagram |
IPMP_Message | L ipmpmsg:Data_BaseClass
""""""""""""""" i:f‘
I L%%pmpmsgﬂPMP_dmal I
Childreh <URLString> <IPMP Data> <choice>[<IPMP DescriptoxIDEx>
<Data BaseClass>]
<element name="IPMP_Message" type="ipmpmsg:IPMP_MessageType"/>
<complexType name="IPMP_MessageType">
<complexContent>
<extension base="ipmpmsg:IPMPBaseType">
<sequence>
<choice>
<element name="URLString" type="anyURI"/>
<sequence>
Source <element name="IPMP_DescriptorIDEx" type="anyURI"/>

<element ref="ipmpmsg:Datéd,BaseClass" minOccurs="0"

maxOccurs="unbounded" />

</sequence>

<element name="IPMP_datal type="hexBinary"/>

</choice>
</sequence>
</extension>
</complexContent>

</complexType>

6.4.4 DescriptorFromBitstream

The binafy version of this message is used(to,convey binary IPMP Descriptors to an IPMP Tool.

Diagram = Ty
| DescriptorFromBitstream & |pmpmsg.He-::|p|ent|
) =} -~ipmpmsg:IPMP_Descriptor & |
| T |
Children <génder> <Recipient> <IPMP Descriptor>
zelement name="DescriptorFromBitstream"
type="ipmpmsg:DescriptorFromBitstreamType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name='"DescCriptorFromBltstreamlype" >
<complexContent>
Source <extension base="ipmpmsg:ToolMessageBaseType">
<sequence>

<element name="IPMP_Descriptor" type="hexBinary" minOccurs="0"
maxOccurs="unbounded" />
</sequence>
</extension>
</complexContent>
</complexType>

The ipmpmsg:DescriptorFromBitstream element extends the ipmpmsg:ToolMessageBaseType complex type
by adding a sequence of IPMP_Descriptor elements of type hexBinary.
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Annex A
(informative)

IPMP Tool Management Protocols

.1 Introduction

his annex describes how an IPMP Processor uses the XML IPMP messages to instantiate;-authenticate,
itialise and carry out all management tasks related to IPMP Tools. These operationsare” necepsary for
ranting interoperability in a device supporting a plurality of IPMP Tools from a number oftpfoviders.

he protocols are based on concepts derived from ISO/IEC 13818-11 and ISO/IEC-14496-13.

hen an IPMP Processor has to supervise IPMP operations over a resource/pretected by one or more IPMP
ools, it needs to locate the IPMP Tools signalled in the associated IPMP_Information Descriptor. The IPMP
rocessor extracts the IPMP Tool IDs from the IPMP Information Deseriptor and determines the location
here the required IPMP Tools or the IPMP Tool Pack reside. Finally,the IPMP Processor instanfiates the
MP Tools as indicated in the ipmpinfo-msx:Instantiation_ API_ID [1}:

anaging an IPMP Tool involves the delivery of the IPMP\Messages defined in this documept. IPMP
essages are exchanged between an IPMP Processor andvan IPMP Tool according to a Messaging API
hich is particular to each device. The IPMP Processor*chooses the IPMP Tools characterizefl by the
mpinfo-msx:Messaging_API_ID [1] supported by the device on which it is running.

MP Messages are conveyed in either ipmpmsg:MessageFromTool or ipmpmsg:MessagefromDID
essages. The IPMP Tool receiving such messages will obtain from the container Message the information
bout the Context ID of the Sender (the “Sender” element) and its own Context ID (the “Recipient” elgment).

he instantiation of an IPMP Tool invelves the connection of the IPMP Tool instance to a specific Control
oint and in a specific order compared to other IPMP Tools operating in the same Control Point|(see the
rder" attribute of ipmpinfo:Tool. for more information on the order of IPMP Tools in a Control Point). A
egistration Authority for registering Control Points on Devices, Instantiation APls and Messaging APIs has
Iready been established by(MPEG in the context of MPEG-2 and MPEG-4 IPMPX.

.2 Instantiation-of an IPMP Tool

.2.1 Introduction

epending. on the nature of the IPMP Tool — whether this is a Single IPMP Tool or an IPMP Tool Pjack - the
IIPMP Rrocessor will act as specified in the following two sections.

A.2.2 Instantiation of a single IPMP Tool

When the IPMP Tool is a Single IPMP Tool, the IPMP Processor instantiates it according to the mechanisms
of the platform on which it is running. According to ipmpinfo-msx:Devicelnformation [1] associated with the
IPMP Tool Body, in particular the ipmpinfo-msx:ToolAPI_Config element, the IPMP Processor knows the
Instantiation_API_ID information of the IPMP Tool and acts appropriately in order to get a handle of an
instance of the IPMP Tool.
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A.2.3 Instantiation of an IPMP Tool Pack

When the IPMP Tool is an IPMP Tool Pack, the IPMP Processor instantiates the IPMP Tool Agent part of the
IPMP Tool Pack, according to the mechanisms of the platform on which it is running. According to the
ipmpinfo-msx:Devicelnformation associated with the IPMP Tool Pack Body, in particular the ipmpinfo-
msx:ToolAPI_Config element, the IPMP Processor knows the Instantiation_API_ID information of the IPMP
Tool Agent and acts appropriately in order to get a handle of an instance of the IPMP Tool Agent. The
instantiation of the IPMP Tool Pack at this point is not complete yet because the IPMP Processor still needs to
instantiate the IPMP Tools in the IPMP Tool Group. Before these can be instantiated, the IPMP Tool Agent
has to be_initialised as specified below.

A.3 Initialisation of an IPMP Tool

A.3.1 Introduction

Once the IPMP Processor has a handle of an instance of the IPMP Tool, the IPMP Processor initialises thie
IPMP Tqol instance as specified below, depending on whether the IPMP Tool is a_,Single IPMP Tool or an
IPMP Topl Agent.

A.3.2 :/Titialization of a single IPMP Tool

The IPMP Processor initializes a Single IPMP Tool by sending it an ipthpmsg:InitialiseTool Message. This
Messagg conveys to the IPMP Tool the following information:

+ the |[PMP Processor Instance, a handle of the IPMP Pracessor that is needed by the Tool to send
Messaggs back to the IPMP Processor,

» the Control Point in which the IPMP Tool will operate {optional),

D

» the Bequence Code of the IPMP Tool defining,its order with respect to other IPMP Tools operating in th
same Cdntrol Point (optional),

* any|[IPMP Message addressed to that [IPMP Tool found in the DI (optional).

A.3.3 Initialization of an IPMP TFool Pack

The initiglization of an IPMP Tool,Pack involves first the initialisation of the IPMP Tool Agent.

[

The IPMP Processor initializes an IPMP Tool Agent by sending it a ipmpmsg:InitialiseTool Message. Th
Messagg conveys to the.IPMP Tool Agent the following information:

[oN

e the IPMP Pracessor Instance: a handle of the IPMP Processor that is needed by the Tool to sen
Messgages baeK to the IPMP Processor. The format of this handle may depend on the particular device on
which the™~ IPMP Processor is running and such information depends on the ipmpinfg-
msxjinstantiation_API_ID value in the ipmpinfo-msx:ToolAPI_Config.

o the list of all available Control Points on the device where the IPMP Tool Agent may instantiate the IPMP
Tools in the Tool Group with the associated ipmpmsg:ControlPointAddress where the IPMP Tool Pack
operates.

e any IPMP Message addressed to that IPMP Tool found in the digital item of which the protected resource
on which the IPMP Tools shall operate is part.

After the IPMP Tool Agent is instantiated, initialised and authenticated, the IPMP Processor chooses from the
available Control Points the ones in which the IPMP Tools in the IPMP Tool Group shall be instantiated.
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Where the IPMP Tool Agent needs the instantiation of another IPMP Tool to operate, the IPMP Tool Agent
requests the reference of the IPMP Tool Group from the IPMP Processor by sending a
ipmpmsg:GetToolGroupReference message. The IPMP Processor replies by sending the required information
contained in the ipmpmsg:GetToolGroupReferenceResponse, if the IPMP Processor can access it. In the
case where this operation fails, the IPMP Processor replies with a ipmpmsg:NotifyToolEvent, specifying an
event of type “TOOL_GROUP_NOT_FOUND”.

When the IPMP Tool Agent needs the instantiation of a Single IPMP Tool to operate, then the IPMP Tool
Agent requests the reference of the Single IPMP Tool from the IPMP Processor by sending a
ipmpmsg:GetToolReference message specifying a list of IPMP Tool IDs of the required IPMP Tools. In the
se where the IPMP Processor can access the requested IPMP Tools, the IPMP Processor repli¢s with a
ipmpmsg:GetToolReferenceResponse conveying a list of IPMP Tool IDs and the associated féefefences of
ach IPMP Tool.

nce the IPMP Tool Agent obtains the reference of the IPMP Tool Group or the reference of a Single IPMP
ool, the IPMP Tool Agent connects each IPMP Tool in the Tool Group or the Single IPMP Tool to the
ppropriate Control Point.

he initialization information for each IPMP Tool is contained in the Tool Pack-Data. The IPMP Tqol Agent
ay use the Tool Pack Data to initialize the IPMP Tools in the Tool Group. In.this case, the IPMP Tgol Agent
requests the Tool Pack Data from the IPMP Processor by sending an jpmpmsg:GetToolPackData message.
he IPMP Processor searches for the Tool Pack Data associated with_the Tool Pack of the requesting Tool
gent and sends the ipmpmsg:ToolPackData to the IPMP~Tool Agent by including if in an
ipmpmsg:MessageFromDID message. Finally, the IPMP Tool Adent initialises each IPMP Tool with|the Tool

.4 Authentication between IPMP Tools and the IPMP Processor

s a general practice, the IPMP Processor and_the IPMP Tools shall mutually authenticate before any other
ction is performed in the device after IPMP ool Initialisation. This also has the advantage of allqwing the
tablishment of a secure channel for communication among parties.

utual authentication can be triggered;by either an IPMP Tool or the IPMP Processor by sending to the
unterpart an ipmpmsg:InitAuthentication message for negotiating the mutual authentication algorithms
pported by both parties. Following, a number of ipmpmsg:MutualAuthentication messages| will be
changed between the parties.involved until mutual authentication is achieved. For more informatign on the
e of these two messages.refer to ISO/IEC 13818-11 and ISO/IEC 14496-13.

hen the IPMP Tool involved in the authentication process is an IPMP Tool Pack, the authenticatior] process

ill be performed by\the IPMP Tool Agent, as the authentication between this and the IPMP Tools in|the Tool
roup is performed-by the Tool Agent in a proprietary fashion.

.5 General IPMP Tool Management

.51 Introduction

ISO/IEC 13818-11 and ISO/IEC 14496-13 describe several scenarios where IPMP Messages are employed to
achieve certain goals such as the exchange critical information like licenses, decryption keys, watermarking
information, etc. For more information on the use of IPMP Messages for achieving these goals, refer to these
two International Standards.

A.5.2 Obtaining a reference to the IPMP Tool Group

The IPMP Processor searches the required IPMP Tool Pack and instantiates the IPMP Tool Agent. The IPMP
Tool Agent may need the IPMP Tools part of the IPMP Tool Group. In this case, the IPMP Tool Agent sends a
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ipmpmsg:GetToolGroupReference message to the IPMP Processor to request a reference to the IPMP Tool

Group.

A.5.3 Obtaining a reference to an IPMP Tool

The IPMP Tool Agent may also employ a Single IPMP Tool for performing IPMP Functions. In this case, the
Tool Agent sends ipmpmsg:GetToolReference message to the IPMP Processor to request the reference to

the Single IPMP Tool.

In resp
GetToolf
Tool.

ReferenceResponse message to the IPMP Tool Agent conveying the reference of the Single IPM

40
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Annex B
(informative)

The ipmpmsg schema

<?xml version="1.0" encoding="UTF-8"?>

Schema targetNamespace—nurn:mpeg:mpegB:schema: IPMP-XML-MESSAGES: 200 7™
xmlns="http://www.w3.0rg/2001/XMLSchema"
xmlns:ipmpmsg="urn:mpeg:mpegB:schema: IPMP-XML-MESSAGES:2007"
xmlns:dsig="http://www.w3.0rg/2000/09/xmldsig#"
xmlns:xenc="http://www.w3.0rg/2001/04/xmlenc#"
xmlns:ipmpinfo="urn:mpeg:mpeg21:2004:01-IPMPINFO-NS"
xmlns:r="urn:mpeg:mpeg2l:2003:01-REL-R-NS"
xmlns:dii="urn:mpeg:mpeg2l:2002:01-DII-NS"
xmlns:ipmpdidl="urn:mpeg:mpeg21:2004:01-IPMPDIDL-NS"
elementFormDefault="qualified" attributeFormDefaults"unqualified">

<!-- IPMPBaseType -->

<complexType name="IPMPBaseType" abstract="true"/>

<!--ToolMessageBase-->

<element name="ToolMessageBase" type="ipmpmsg: ToolMessageBaseType"
gbstract="true"/>

<complexType name="ToolMessageBaseType" absgtract="true">

<complexContent>
<extension base="ipmpmsg:IPMPBaseType">
<sequence>
<element name="Sender"“type="anyURI"/>
<element name="Recipient" type="anyURI"/>
</sequence>
</extension>
</complexContent>

</complexType>

<!--Data BaseClass-->

<element name="Data BaseClass" type="ipmpmsg:Data BaseClassType"

gbstract="true"/>

<complexType name="Data BaseClassType" abstract="true">

<complexContent>
<extensien base="ipmpmsg:IPMPBaseType">
£gequence>
<element name="datalID" type="unsignedInt"/>
</sequence>
</extension>
fcomplexContent>

< fgomplexType>
<|__ R R I I e I b b b b I b e e b b b b b b b I I b b b b b b e b b b b b b b b b b b b b b b b b b b b b b b b b 2 2

<!——- DRM Message Containers —-=->

1>

Kl Kxhkhkhhhkhrhhhkhrhkhrhhhkhhhkh bk bk hhhkh bk hhkhhhkhrhhhkhrhkhrhhhkhrhkhrhhhhrkx

<!-- MessageFromDI-->
<element name="MessageFromDI" type="ipmpmsg:MessageFromDIType"
substitutionGroup="ipmpmsg:ToolMessageBase" />
<complexType name="MessageFromDIType">
<complexContent>
<extension base="ipmpmsg:ToolMessageBaseType">
<sequence>
<element ref="ipmpmsg:Data BaseClass" minOccurs="0"
maxOccurs="unbounded" />
</sequence>

-—>
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</extension>
</complexContent>
</complexType>
<!--MessageFromTool-->
<element name="MessageFromTool" type="ipmpmsg:MessageFromToolType"
substitutionGroup="1ipmpmsg:ToolMessageBase" />
<complexType name="MessageFromToolType">
<complexContent>
<extension base="ipmpmsg:ToolMessageBaseType">
<sequence>
L <element ref="ipmpmsg:Data BaseClass" minOccurs="0"
maxOccyrs="unbounded" />

</sequence>
</extension>

</complexContent>
</cpmplexType>
<!__ R e I b b b b b b e I b b b b b b I e b b b b b b I b I 2 b b b b b I I I b b b b b b b M I 2 b b b b b b b i 2 b —_>
<!-I- DRM Messages -->
<!__ R e I b b b b b b e I b b b b b b I e I b b b b b I S I 2 b b b b b S I I b b b b b b I S I I b b b b P . 2 b b b —_>
<!-| AUTHENTICATION MESSAGES -->

<!-fFInitAuthentication-->
<elpment name="InitAuthentication" type="ipmpmsg:InitAtthenticationType"
substifutionGroup="ipmpmsg:Data BaseClass"/>
<cofjnplexType name="InitAuthenticationType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassTyge">
<sequence>
<element name="ContextID" type="anyURI" minOccurs="0"/>
<element name="AuthType" typé="ipmpmsg:AUTType"/>
<!--Context ID of the logigal instance of the Tool with which
mutual [authentication is to be performed-&>
</sequence>
</extension>
</complexContent>
</cpmplexType>
<sijnpleType name="AUTType">
<annotation>
<documentation>
"01l" - No Adthéntication Required
"02" - No/ID verify, Do secure channel
"03" - DonID verify, No secure channel
"04" Po ID verify, Do secure channel
</documéntation>
</annotatlOn>
<restri¥ction base="integer">
<enumeration value="01"/>
<énumeration value="02"/>
Lenumeration value="03"/>

CllulllCLatiUll aluc—"O-":"
</restriction>
</simpleType>
<!--MutualAuthentication-->
<element name="MutualAuthentication" type="ipmpmsg:MutualAuthenticationType"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="MutualAuthenticationType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<choice minOccurs="0">
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<element name="requestNegotiation"
type="ipmpmsg:requestNegotiationType"/>
<element name="successNegotiation"
type="1ipmpmsg:successNegotiationType"/>
<element name="failedNegotiation" type="boolean"
fixed="true"/>
</choice>
<element name="authenticationData" type="hexBinary"
minOccurs="0"/>
<element name="authCodes" type="ipmpmsg:AuthCodesType"

ninOccurs="0"/>
</sequence>
</extension>
</complexContent>
</complexType>
<complexType name="requestNegotiationType">
<sequence>
<element name="candidateAlgorithms"
gype="1ipmpmsg:AlgorithmDescriptorType"/>
</sequence>
</complexType>
<complexType name="AlgorithmDescriptorType">
<sequence>
<element name="algoID" type="anyURI" maxOccurs="unbounded"/>
<element name="opaqueData" type="bas&64Binary" minOccurs="0"/>

</sequence>
</complexType>
<complexType name="successNegotiationType">
<sequence>
<element name="agreedAlgorithms" type="ipmpmsg:AlgorithmDescriptgrType"
naxOccurs="unbounded" />
</sequence>
</complexType>
<complexType name="AuthCodesType">
<sequence>
<element name="certificates" type="dsig:KeyInfoType"
naxOccurs="unbounded" />
<element name="trustData" type="hexBinary" minOccurs="0"/>
</sequence>
</complexType>
<!--SecureCofitginer-->
<element néame="SecureContainer" type="ipmpmsg:SecureContainerType"
qubstitutionGroup="ipmpmsg:Data BaseClass"/>
<annotation>
<decumentation>
To fill the protectedMsgTag field below, use values from
Table 1 in doc ISO/IEC 14496-13:2004
</documentation>
GllllUthJI_Ull
<complexType name="SecureContainerType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<choice>
<sequence>
<element name="encryptedData" type="hexBinary"/>
<element name="MAC" type="hexBinary" minOccurs="0"/>
</sequence>
<sequence>
<element name="protectedMsgTag" type="short"/>
<element name="protectedMsg" type="hexBinary"/>
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<element name="MAC" type="hexBinary" minOccurs="0"/>

</sequence>
</choice>
</extension>
</complexContent>
</complexType>
<!-- DRM TOOL CONNECTION AND DISCONNECTION MESSAGES -->

<M= S GeEToolis==2>

<element name="GetTools" type="ipmpmsg:GetToolsType"
substitutionGroup="ipmpmsg:Data BaseClass"/>

<complexType name="GetToolsType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType"/>
</complexContent>

</cpmplexType>

<!-[GetToolsResponse-->

<elpment name="GetToolsResponse" type="ipmpmsg:GetToolsResponselyp&"
substifutionGroup="ipmpmsg:Data BaseClass"/>

<complexType name="GetToolsResponseType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">

<sequence>

<element ref="ipmpmsg:Tool" minOccurs="0"

maxOccyrs="unbounded" />

</sequence>
</extension>
</complexContent>
</cpmplexType>
<elpment name="Tool" type="ipmpmsg:toolTyge"/>
<!-FIt represents a DRM Tool, an extension of ipmpinfo:Tool-->
<conplexType name="toolType">
<complexContent>
<extension base="ipmpinfo:BoolType">

<sequence>

<element name="alternates" type="ipmpinfo:ToolType"

minOccyrs="0"/>
<element ref%!'ipmpmsg:ParametricDescription” minOccurs="0"
maxOccyrs="unbounded" />
</sequence>

</extension>
</complexContedts

</cpmplexType>

<!-[FGetToolConkekt-->

<elpment name=<"GetToolContext" type="ipmpmsg:GetToolContextType"
substifutionGroip="ipmpmsg:Data BaseClass"/>

<complexType name="GetToolContextType">
<cgmplexContent>

Kextension base="ipmpmsg:Data BaseClassType"/>

/\/Ulllldlc Cuutcut

</complexType>

<!--GetToolContextResponse——>

<element name="GetToolContextResponse"
type="ipmpmsg:GetToolContextResponseType"
substitutionGroup="ipmpmsg:Data BaseClass"/>

<complexType name="GetToolContextResponseType">
<complexContent>

<extension base="ipmpmsg:Data BaseClassType">

<sequence>
<element name="ToolContextID" type="unsignedInt" minOccurs="0"

maxOccurs="unbounded" />

44 © ISO/IEC 2008 — Al rights reserved


https://standardsiso.com/api/?name=eb8716d55610dfd77f73f99c38831805

ISO/IEC 23001-3:2008(E)

</sequence>
</extension>
</complexContent>
</complexType>
<!--ConnectTool-->
<element name="ConnectTool" type="ipmpmsg:ConnectToolType"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="ConnectToolType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<element ref="ipmpinfo:Tool"/>
</sequence>
</extension>
</complexContent>
</complexType>
<!--DisconnectTool-->
<element name="DisconnectTool" type="ipmpmsg:DisconnectToolType"
qubstitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="DisconnectToolType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassTypeg'>
<sequence>
<element name="ToolContextID" type="unsignedInt"/>
</sequence>
</extension>
</complexContent>
</complexType>
<!--ParamtericDescription-->
<element name="ParametricDescription"”
fHype="1ipmpmsg:ParametricDescriptionType"
ubstitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="ParametricDescriptionType">
<complexContent>
<extension base=!ipmpmsg:Data BaseClassType">
<sequence>
<element name="descriptionComment" type="string" minOccurg="0"/>
<element name="majorVersion" type="byte"/>
<elegént name="minorVersion" type="byte"/>
<element name="paramToolDescription"
gype="1ipmpmsg:pdramToolDescriptionType" minOccurs="0"/>
£hsequence>
</extension>
</complexContent>
</complexType>
<complexType name="paramToolDescriptionType">
<sequence>
<element name="class" type="string"/>

0)]

ClClLlCllt llalLlC_"DubClGDD" t_YLJC_"DtJ_Jlll\j"
<element name="typeData" type="string" minOccurs="0"/>
<element name="type" type="string" minOccurs="0"/>
<element name="addedData" type="string" minOccurs="0"/>
</sequence>
</complexType>
<!--ToolParamCapabilitiesQuery-->
<element name="ToolParamCapabilitiesQuery"
type="ipmpmsg:ToolParamCapabilitiesQueryType"
substitutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="ToolParamCapabilitiesQueryType">
<complexContent>
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<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<element name="toolParamDesc"
type="ipmpmsg:ParametricDescriptionType" />

</sequence>
</extension>
</complexContent>
</complexType>
<!--ToolParamCapabilitiesResponse-->

<element name="ToolParamCapabilitiesResponse"
type="1pmpmsg:ToolParamCapabilitiesResponseType"
substifutionGroup="ipmpmsg:Data BaseClass"/>
<complexType name="ToolParamCapabilitiesResponseType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<element name="capabilitiesSupported" type="boolead"™/>
</sequence>
</extension>
</complexContent>
</cpmplexType>
<!-F DRM TOOL NOTIFICATION -->
<!-FNotifyToolEvent-->
<elgment name="NotifyToolEvent" type="ipmpmsg:NotifyToolEventType"
substifutionGroup="ipmpmsg:Data BaseClass"/>
<cofjnplexType name="NotifyToolEventType">
<complexContent>
<extension base="ipmpmsg:Data BaseClassType">
<sequence>
<sequence minOccurs="0">
<element name="OD ID"¢type="unsignedInt"/>
<element name="ESD ID" type="unsignedInt"/>
</sequence>
<element ref="ipmpmsg:EventType" maxOccurs="unbounded"/>
<element name="toe¥ContextID" type="unsignedInt"/>
</sequence>
</extension>
</complexContent>
</cpmplexType>
<elpment name="EventType" type="ipmpmsg:EvIype"/>
<sippleType name="EvType">

<annotation>
<documentation>
"QO¥ — CONNECTED
da ) B CONNECTION_FAILED
M02" - DISCONNECTED
"03" - DISCONNECTION_FAILED
"04" - WATERMARKDETECTED
ugou PARSE_TUULPACIDATA_SUCCES
"Oo6" - PARSE_TOOLPACKDATA_FAILED
"07" - UNABLE TO PROCESS
"08" - TOOL GROUP NOT FOUND
"oo" - TERMINATION_FAILED
WiLowW = CONTROLPOINT_NOT_SUPPORTED
"11" - UNABLE TO PARSE LICENSE
"12" - NO VALID LICENSE
WLZW = LICENSE_VALIDATION_FAILED
"14" - READY TO PLAY
"15" - READY_TO_BE_TERMINATED
</documentation>
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