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Information security, cybersecurity and privacy protection —
Guidance on the integrated implementation of ISO/IEC 27001
nd ISO/IEC 20000-1

AMENDMENT 1

2 Normative references

eplace reference to ISO/IEC 27001 with the following:

~

SO/IEC 27001:2022, Information security, cybersecurity and privacy protection < Information securit]
anagement systems — Requirements

Also replace all references to ISO/IEC 27001:2013 throughout the jtext of the document with
ISO/IEC 27001:2022.

4.2 ISO/IEC 27001 concepts

eplace the last sentence of the 2nd paragraph with the follewing:
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4.4 Similarities and differences
eplace the third paragraph witlithe following:
ee Annex A for details ef\the correspondence between ISO/IEC 27001:2022, Clauses 1 to 10, ani

=T

Annex A, contains an extensive list of controls. The controls in ISO/IEC 27001:2022, Annex A, are no

am L aval a) ha o on-adea
- ~ > ~ o g > oA, o

applies an information security risk treatment process to determine all controls necessary to implement
information security risk treatment options chosen and then compare the necessary controls with those in
ISO/IEC 27001:2022, Annex A, and verify that no necessary controls have been omitted. The statement of
applicability (SoA) is then used to record which controls are relevant to the organization’s ISMS. The controls
listed in ISO/IEC 27001:2022, Annex A, are not exhaustive and can be substituted with others, or additional
controls can be added as needed. This means it is possible for the organization’s SoA to:

a) include only a subset of the controls in ISO/IEC 27001:2022, Annex A;
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b) notinclude any of the ISO/IEC 27001:2022, Annex A, controls;
c) include alternative controls;
d) include a combination of controls from ISO/IEC 27001:2022, Annex A, and other sources.

Any control within ISO/IEC 27001:2022, Annex A, that would not modify one or more unacceptable risks,
is unnecessary for the organization. Similarly, controls not included in ISO/IEC 27001:2022, Annex A, can
be determined as necessary to modify risk. Organizations can design controls as required or identify them

OIIl dI1y S0urce.

1=

SO/IEC 20000-1 specifies requirements for the SMS but does not list any controls and does not specify
equirement for a Statement of Applicability, so there is no direct correlation between ISO/IEC 27001:2022,
nnex A, and ISO/IEC 20000-1. However, ISO/IEC 20000-1:2018, 8.7.3.2, includes a requirement te détermin
ontrols to address information security risks to the SMS and the services, and to document the decision
bout these controls. In addition, there is a requirement to monitor and review the effectiyeness of thes
ontrols, and to take action if required.

Ay

o

Ay

rganizations wishing to integrate an ISMS and an SMS should distinguish between the requirement
pecified in ISO/IEC 27001 and ISO/IEC 20000-1, and the information secugity controls specified i}

o

SO/IEC 27001:2022, Annex A. Even if it appears that there is a common topic,area between a requiremen
pecified in ISO/IEC 20000-1 and a control included in ISO/IEC 27001:2022, Annex A, the distinctio
etween requirements and controls should be understood and communicated to avoid confusion within th
rganization.

A

6.2.2 Assets and configuration items

Replace the reference to ISO/IEC 27001:2013 with ISO/IE€27001:2022.

dd the following as a new final paragraph to 6.2.2:

SO/IEC 27001:2022, Annex A includes control 8.9£6t "configuration management". This term is also used iI
SO/IEC 20000-1, but not in the same sense, so care should be taken to not assume any relationship betwee

hese concepts. The purpose of control 8.9¢s*to ensure that hardware, software, services and networks
unction correctly with required security settings, and that the configuration is not altered by unauthorized
rincorrect changes.

$.2.3 Service design and transition

Replace the second sentence of the first paragraph with the following:

There are no directly _equivalent requirements in ISO/IEC 27001, although significant planned changes tx
the organization orx management system require an information security risk assessment to be performe

ISO/IEC 27001:2022, 8.2) and some aspects of service design, transition and delivery are covered in control$
listed in ISOAEC27001:2022, Annex A.

1’.2.4 Risk assessment and management

6.2.11 Change management

Replace the first paragraph with the following:

ISO/IEC 27001:2022, 6.3 requires that when the organization determines the need for changes to the
ISMS, the changes shall be carried out in a planned manner. ISO/IEC 27001:2022, 7.5.3 requires changes
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to documented information relating to the ISMS to be controlled. ISO/IEC 27001:2022, 8.1 requires
the organization to control planned changes and to review the consequences of unintended changes.
ISO/IEC 27001:2022, Annex A also includes control 8.32 concerning change management procedures for
information processing facilities and information systems.

6.3.1 Service level management and reporting

eplace the references to ISO/IEC 27001:2013 with ISO/IEC 27001:2022.

Replace the 5th paragraph with the following:

Both ISO/IEC 27001:2022, 10.1 and ISO/IEC 20000-1:2018, 10.2 refer to the organization managing variou
dspects of continual improvement, stating that the organization should carry out'continual improvement OhE
its management system. ISO/IEC 20000-1:2018 specifies that continual improvement is applicable to bot

the SMS and the services.

o

6.3.3 Capacity management
Replace the references to ISO/IEC 27001:2013 with ISO/IEC 27001:2022.

Add the following to the end of paragraph 2:

The purpose of control 8.6 in ISO/IEC 27001:2022, Annex A is to ensure the required capacity of information
ﬂ)rocessing facilities, human resources, offices and.-other facilities, so while it is similar, it does not includ¢

inancial resources.

6.3.5 Continuity and availability manageinent

Replace the references to ISO/IEC 27001:2013 with ISO/IEC 27001:2022.

¢.3.6 Release and deployment management

Replace the reference to 1SO/IEC 27001:2013 with ISO/IEC 27001:2022.

Annex A

eplace the references to ISO/IEC 27001:2013 with ISO/IEC 27001:2022.

ake.the following modifications in Table A.1:

Add additional row 6.3 "Planning of changes" (not highlighted in grey) to "ISO/IEC 27001:2013" column after 6.2.
Change row 10.1 in the "ISO/IEC 27001:2013"column to say "Continual improvement".
Change row 10.2 in the "ISO/IEC 27001:2013" column to say "Nonconformity and corrective action".

Retain the "ISO/IEC 20000-1:2018" rows as they are, so that "Nonconformity and corrective action” and
"Continual improvement" correspond with the relevant row in the "ISO/IEC 27001:2013" column, even
though the subclause numbers for each standard are now different.
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Remove Annex B.

Change Annex C and all references to Annex C to say Annex B. Replace the references in Annex B (previously
Annex C) to ISO/IEC 27001:2013 with ISO/IEC 27001:2022.

Rename Table C.1 as Table B.1.

In the row entitled "external supplier”, under the column titled "Comments on the usage of the term in-both
qtandards", replace the reference to A.15 in last sentence with "controls 5.19 to 5.22 in Annex A".

In the row entitled "record"”, under the column entitled "Comments on the usage of the tefm in both
qtandards", replace the reference to A.18.1.3 with "control 5.3.3 in Annex A".

In the row entitled "request for change", under the column entitled "Comments on the usage of the term iI
both standards”, replace all the text in that cell with “Control 8.32 in ISO/IEC 27001:2022, Annex A, refers t
fhe management of changes.”

In the row entitled "service continuity", under the column titled "Comments onithée usage of the term in both
dtandards", replace the 2nd sentence with the following: “Service continuity,is normally seen as a subse}
¢f business continuity. ISO/IEC 27001:2022, Annex A includes control,5.29, information security during
disruption, and control 5.30, ICT readiness for business continuity."

37

In the row entitled "service level agreement SLA", under the column titled "Comments on the usage of th
ferm in both standards”, replace all the text in that cell with "No-direct equivalent".

In the row entitled "Transition", under the column titled~'€Comments on the usage of the term in both
gtandards"”, replace the 2" paragraph (including bulletsywith the following: “ISO/IEC 27001:2022, Annex A
includes control 8.32 for Change management."
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