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Foreword

[SO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international organizations,
governmental and non-governmental, in liaison with ISO and IEC, also take part in the work.

The procedures used to develop this document and those intended for its further maintenance are described
in the ISO/IEC Directives, Part 1. In particular, the different approval criteria needed for the different types
of docurhent should be noted. This document was drafted in accordance with the editorial rules of]the 1SO/
[EC Direfctives, Part 2 (see www.iso.org/directives or www.iec.ch/members experts/refdocs).

[SO and|IEC draw attention to the possibility that the implementation of this documentymay involve the
use of (3) patent(s). ISO and IEC take no position concerning the evidence, validity or applicabilitly of any
claimed|patent rights in respect thereof. As of the date of publication of this document, ISO and IE( had not
received notice of (a) patent(s) which may be required to implement this document. However, implegmenters
are cautlioned that this may not represent the latest information, which may be'‘obtained from thee patent
databasg available at www.iso.org/patents and https://patents.iec.ch. ISOvard IEC shall not [be held
respons|ble for identifying any or all such patent rights.

Any trafle name used in this document is information given for the Convenience of users and ¢loes not
constitute an endorsement.

For an efkplanation of the voluntary nature of standards, the meaning of ISO specific terms and expjressions
related [to conformity assessment, as well as information -about ISO's adherence to the World Trade
Organizption (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/iso/forewdrd.html.
In the IHC, see www.iec.ch/understanding-standards.

This doqument was prepared by Technical Committee*SO/IEC JTC 1, Information technology, Subcommittee
SC 27, Information security, cybersecurity and privacy protection.

Any feddback or questions on this documernt should be directed to the user’s national stiandards
body. A complete listing of these bodies can be found at www.iso.org/members.htinl and
www.ie¢.ch/national-committees.
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Introduction

Fintech refers to the use of ICT technologies across all financial service functions, for example, banking,
payments and insurance.

Fintech represents the next wave of innovation for the financial service sector. Strong authentication
technologies, emerging decentralized technologies like blockchain, analytical technologies for fraud
detection and anti-money laundering compliance are changing digital financial services. Privacy aspects are
the top priority in order to build trust and confidence in fintech services and applications and to protect
financial infrastructure and customers.

AML (ar
custome
internal
financial

Li'lIlUIltf_y lduudw illg) I uiUb lequilc L}le LUHGLLiUIl, PI ULEbbillg dlld usc Uf Pprl bUIldi L‘lde d
r due diligence (CDD). Fraud detections require transaction monitoring, behaviouralmo
data sharing (including within a group), external data sharing (including with regulators a

institutions), data sharing for outsourced arrangements; and cross-border processing

(especially for international payments). Consumers want to be able to control access to,\and usage

informa

This dod
privacy

This do
terroris
services

Fion.

ument draws upon the privacy principles and framework described in ISO/IEC 29100:2024
mpact assessment specified in [SO/IEC 29134:2023 to develop the guidélines for fintech se

fument identifies regulations, such as anti-money laundering, fraud detection, and co
financing. It identifies all relevant stakeholder and privacy ‘tisks which are related td

5 part of
hitoring,
hd other
of data
of, their

and the
vices.

intering
fintech
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Information technology — Security techniques — Privacy
guidelines for fintech services

1 Scope

This dod

It identifies all relevant business models and roles in consumer-to-business relations and™bus

business
[t provig

This dod
impact g

[SO 31000. It also provides guidelines focusing on a set of privacy requirementsfor each stakeholde

This do
providel

2 Nol

There ar

3 Tern

For the purposes of this document, the following terms and definitions apply.

ISO and
— ISO
— IEC

3.1
actor
organiz:

[SOURC]

3.2
anonyn
process

TIMETTt Provides guideimes o privacy for fimtec Services.

relations, as well as privacy risks and privacy requirements, which are related to.fintech
es specific privacy controls for fintech services to address privacy risks.

ument is based on the principles from ISO/IEC 29100, ISO/IEC 27701, and ISO/AIEC 29184, thg
ssessment framework described in ISO/IEC 29134, and the risk management guideline des(

rument can be applicable to all kinds of organizations such ascregulators, institutions
s and product providers in the fintech service environment.

‘mative references

e no normative references in this document.

ms and definitions

[EC maintain terminology databases\for use in standardization at the following addresses:

Online browsing platform: available at https://www.iso.org/obp

Electropedia: available at https://www.electropedia.org/

ition or individual\that fulfils a role

: 1SO 2323422021, 3.4]

lization
by which personally identifiable information (PII) (3.15) is irreversibly altered in such a way {

ness-to-
ervices.

privacy
ribed in
.

service

hata PII
bne or in

principa

| (3)17) can no longer be identified directly or indirectly, either by the PII controller (3.16) al

collabor

ation with any other party

[SOURCE: ISO/IEC 29100:2024, 3.2]

3.3

application programming interface

API

set of functions, protocols, parameters, and objects of different formats, used to create software that
interfaces with the features or data of an external system or service

[SOURCE: ISO/IEC/IEEE 26531:2023, 3.1.1]

© ISO/IEC 2024 - All rights reserved
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artificial intelligence

Al

discipline concerned with the building of computer systems that perform tasks requiring intelligence when
performed by humans

[SOURCE: ISO/IEC 39794-16:2021, 3.6]

3.5

automated decision making

process

3.6
control

of making a decision by automated means without any human involvement

measurg that is modifying risk

Note 1 to entry: Controls include any process, policy, device, practice, or other actions which modifyirisk.

Note 2 to entry: It is possible that controls do not always exert the intended or assumed modifying effect.

[SOURCE: ISO/IEC 27000:2018, 3.14]

3.7

de-identified dataset

dataset

resulting from the application of a de-identification process

[SOURCE: ISO/IEC 20889:2018, 3.8]

3.8
fintech

digital ihnovations and technology-enabled business model'innovations in the financial sector

39
fraud d
softwar

btection system
e as an application that supports monitoring, detection, and management of fraud or othe

across ulsers (e.g. customers), accounts, chanxnels, products and other entities (e.g. kiosks)

Note 1 t
engine th
such as a

entry: To deploy the fraud detectioh system, enterprise applications can integrate with a fraud

change of address, payment.erretrieval of sensitive information.

[SOURCE: ITU-T X.1157:2015, 3.2-1]

3.10

governgnce
human-based systendcomprising directing, overseeing and accountability

[SOURCE: ISO/IE€ 38500:2024, 3.3]

3.11

joint PI] controller

atassesses the fraud risk of a transaction, from user navigation and application access, to any type o

" misuse

letection
f activity,

personal

processing of PII (3.15) jointly with one or more other PII controllers

[SOURCE: ISO/IEC 27701:2019, 3.1]

3.12

know your customer

KYC

[y identifiable information (PII] controller (3.16) that determines the purposes and means of the

process to verify the identity of a customer in order to prevent financial crime, money laundering and
terrorism financing

[SOURCE: ISO 12812-1:2017, 3.18]

© ISO/IEC 2024 - All rights reserved
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machine learning

ML

process using computational techniques to enable systems to learn from data or experience

[SOURCE: ISO/IEC TR 29119-11:2020, 3.1.43]

3.14

malware
malicious software
software designed with malicious intent containing features or capabilities that can potentially cause harm

directly or indirectly to the user and/or the user’s computer system

EXAMPLE Viruses, worms, trojans.

[SOURCE: ISO/IEC 27032:2023, 3.15]

3.15

personally identifiable information

PII

information that (a) can be used to establish a link between the information and‘the natural person o whom
such infprmation relates, or (b) is or might be directly or indirectly linked to/asnatural person

Note 1 tq entry: The “natural person” in the definition is the PII principal (3.179. T6 determine whether a PII principal
is identiffiable, account should be taken of all the means which can reasonably be used by the privacy stgkeholder
holding the data, or by any other party, to establish the link between the sét/of PIl and the natural person.

[SOURCE: ISO/IEC 29100:2024, 3.7]

3.16

PII controller

privacy |stakeholder (or privacy stakeholders) that detérmines the purposes and means for prpcessing
personally identifiable information (PIl) (3.15) other-thah natural persons who use data for personal gurposes
Note 1 t¢ entry: A PII controller sometimes instrugdts others (e.g. PII processors (3.18)) to process PII on {ts behalf
while thq responsibility for the processing remaitis with the PII controller.

[SOURCE: ISO/IEC 29100:2024, 3.8]

3.17

PII principal

data principal

natural person to whom the personally identifiable information (PII) (3.15) relates

Note 1 tolentry: Depending en the jurisdiction and the particular data protection and privacy legislation, the pynonym
“data suljject” can alsa’be‘tsed instead of the term “PII principal”.

[SOURCE: ISO/IEC 29100:2024, 3.27]

3.18

PII prodessor

privacy stakeholder that processes personally identifiable information (PIIJ (3.15) on behalf of and in

accordance with the instructions of a PII controller (3.16)

[SOURCE: ISO/IEC 29100:2024, 3.10]

3.19
privacy

data sharing agreement

clauses for privacy protection in a data sharing agreement

Note 1 to entry: A privacy data sharing agreement can involve data transfer, data processing, and sharing of personally
identifiable information (PII) (3.15) between joint PII controllers (3.11).

© ISO/IEC 2024 - All rights reserved
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[SOURCE: ISO/IEC TS 27570:2021, 3.22]

3.20

re-identification

process

of associating data in a de-identified dataset (3.7) with the original data principal (3.17)

Note 1 to entry: A process that establishes the presence of a particular data principal in a dataset is included in this
definition.

[SOURCE: ISO/IEC 20889:2018, 3.32]

3.21
risk

effect of]
Note 1 to

Note 2 t
knowled

Note 3 to
and “con

Note 4 td

in circunpstances) and the associated “likelihood” (as defined in ISO Guide 73:2Q09, 3.6.1.1) of occurrence.

Note 5 t
expresse

Note 6 to
informat|

[SOURC]

3.22
strong §

uncertainty on objectives
entry: An effect is a deviation from the expected — positive or negative.

b entry: Uncertainty is the state, even partial, of deficiency of information related/té, understg
be of, an event, its consequence, or likelihood.

entry: Risk is often characterized by reference to potential “events” (as defined in JISO Guide 73:200
bequences” (as defined in ISO Guide 73:2009, 3.6.1.3) , or a combination of thesg.

entry: Risk is often expressed in terms of a combination of the consequences of an event (including

b entry: In the context of information security management systems, information security risK
d as effect of uncertainty on information security objectives.

on asset or group of information assets and thereby cause'harm to an organization.

: 1ISO/IEC 27000:2018, 3.61]

juthentication

authent

authentication mechanisms, with at least.ene of them being dynamic

[SOURCE: ISO 12812-1:2017, 3.57]

3.23

user profiling
activity fto retrieve a set of attributes used by the system that are unique to a specific user/user gro

4 Abbreviated terms

For the purposesof this document, the following abbreviated terms apply.

Al

cation procedure using a minimum of two independent (from the security point

artificial intelligence

nding or

),3.5.1.3)

changes

s can be

entry: Information security risk is associated with the peténtial that threats will exploit vulnerabilities of an

f view)

AML
API
ICT
KYC
ML

PII

anti-money laundry

application programming interface
Information and Communication Technology
know your customer

machine learning

personally identifiable information

© ISO/IEC 2024 - All rights reserved
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5 Stakeholders and general considerations for fintech services

5.1 Stakeholders and business models for fintech services

Figure 1 illustrates the business model of fintech services. To provide fintech services, there are five entities
involved: customers, fintech service providers as PII controller/joint PII controller, fintech service providers

as Pll pr

ocessor, financial companies and regulators.

Regulators

Fintech
so-calle
chartere
and a v
“non-ba
providel

Example
— pay
— digi
— digi
— digi

)

— poiy

— pay

i
- v -~

Financial
companies as Pl
controlter

Fintech service providers as PII
controller/joint PII controller

.-~"" Fintech service ~~~~<_
s .
‘ providers as PII Y
'
S~ processor -

-
S~ - -

Figure 1 — Stakeholders for fintech services

service providers include all entities which provideufintech services to customers. It inclu
| traditional financial services providers (i.e. banks, savings institutions, credit unions a
d financial institutions) and other entities, which can include eMoney operators, postal au
iriety of different commercial providers. Thése other entities are collectively referred to

s, as described in ITU-T X.1149.

s of business models in fintech services include:
ment gateways;

Lal wallets;

fal insurance;

fal lending;

-to-peer (P2P)-lending;

t of sale;

ment banks;

les both
nd other
thorities
here as

hk providers”. Annex C provides an exampleof architecture with an open platform for fintecl service

— neo

banking,

— alternative insurance underwriting;

— wealthtech;

— API-based bank-as-a-service platforms;

— personal finance;

— blockchain-based fintech services;

— equity crowdfunding;

© ISO/IEC 2024 - All rights reserved
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ect financing;

— microfinancing;

— fina

ncial agents;

— property investment management;

— claim service handling;

— credit scoring;

— e-KYGC;

— onli
— mar

Annex [
processi

5.2 G4

5.2.1

Users of]

5.2.2
— Mos

— Mos
extd

— Con

— Mos

he distress solution;
ket comparison.

| provides the use cases for fintech services. Annex F provides the characteristics of Al-re
ng for fintech services.

bneral considerations

General

fintech services and applications should consider the points\isted in 5.2.2 to 5.2.5.

Consumers

t consumers use at least one fintech application.

ndto practicallyall types of financial and pet:séhally identifiable information (e.g. paymentinfo

sumers want to be able to contrel access to, and usage of, their information.

use

t fintech app users want tounderstand and be able to control how their data are accessed, ¢
and shared by third parties, but consumers are often not aware of fintech data aggregation p

— AI/ML technologies can beyused to profile customers.

5.2.3

— A d3ta protectionrauthority or privacy regulator serves as the body that implements and moni
priviacy reguflation in a jurisdiction. Since fintech services process a vast amount of PII, the requi

egulators

set by eagh'data protection authority should be addressed by the service providers.

ated PII

t consumers are concerned about data privacy:and data sharing. Consumers’ concerns abouf privacy

Fmation,

finarcial history, bank account user name and password, social security numbers, facial phot¢, digital
coples of valid IDs). Annex A gives informatien on the purposes of collecting and processing PII.

bllected,
actices.

:Il?rs data

ements

— AML. {anti-money laundering) compliance by regulation requires the collection, processing, arld use of

Pll as part of customer due diligence (e.g. KYC); internal data sharing (including within a group); external
data sharing (including with regulators and other financial institutions); data sharing for outsourced
arrangements; and cross border processing of data (especially for international payments). See Annex B
for examples of international and regional regulations related to anti-money laundering and fraud
detection systems.

— Regulations on data privacy, data transfer, and data storage in processing PII can apply.

5.2.4 Service providers

— Various use cases are used to provide fintech services.

© ISO/IEC 2024 - All rights reserved
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— Fraud detection by institutions also requires transaction and behavioural monitoring.

— Privacy issues are considered from both customer and back-office processing perspectives.

5.2.5 Financial company

— Financial companies, which include but are not limited to, banks, credit card issuers and payment
gateways, are viewed by some as a trusted provider of data security and as a holder of what is considered
sensitive data, so financial companies are expected to safeguard their customers’ personal data.

— Financial companies can act as a system function provider that provides a financial-grade API.

6 Gellleral principles applicable to fintech services

When providing fintech services to customers, organizations should follow the privacy prineiples| derived
from ISQ/IEC 29100:

— congent and choice;

— purpose legitimacy and specification;
— collg¢ction limitation;

— dat3d minimization;

— use/retention and disclosure limitation;
— accyracy and quality;

— opehness, transparency and access;

— indiyidual participation and access;

— accquntability;

— information security; and

— privacy compliance.

7 Actors in fintech services

7.1 Se¢rvice providers.as a PII controller

7.1.1 [General

The rold of the fintech service provider is categorized as either a PII controller or a PII processor. 4 service
provider is gonsidered a PII controller/joint PII controller when it controls and determines the prpcessing
of PII. I has the task of determining the purpose and the means of PII processing for its provided fintech

3 ooy idontifirinath o a s et N i Sy o cocurvitir contralce bhaocad o A0t S o e oo h
Servlce daIrrv l\.‘\.fll\—ll)’ 1116 CIIe ul.ll.ll \.Il.ll IAate l.ll lVbl\’)’ dirfvu ocvuiurl l\--y CUIILI VIO UdotUu Ul vIirifvirivIiit vuIiivuItIivilr Suc as

legal, business, contractual, and industry requirements.

7.1.2 Adherence to the privacy principles

As a PII controller, a service provider controls and decides on the PII processing and is responsible for the
protection of PII. Depending on legal, business, contractual, and industry requirements these can be the
common obligations of a PII controller.

PII controllers should ensure that the privacy principles described in ISO/IEC 29100 are adhered to during
the implementation of fintech services.

© ISO/IEC 2024 - All rights reserved
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In particular, if processing personal data legally requires consent from the user, the PII controllers as service
providers implement the consent management function, which is a system or process for allowing customers

to deter

mine what PII data they are willing to share with service providers.

7.2 Service providers as a PII processor

A PII processor processes PII on behalf of or upon the instruction of the PII controller. The role of a PII
processor can vary in every fintech service. For example, a PII controller that provides and maintains a
lending application can task an organization as its PII processor in terms of handling the digital identity
verification and credentials of the individuals who are applying for loans.

7.3 Cystomer as a PIT principal

In most
provide

cases, every customer is considered a PII principal, since fintech services require theitr cus
P11 for identity verification to avail their user-centric financial services.

Customgrs refers to all users of fintech service, i.e. individuals, merchants, billersiand other p
acceptots; businesses; governments; and non-profit agencies. These groups can be collectively thou
a customer of fintech services.

7.4 Financial company as a PII controller

A financ
such as

of busin

compan

leposits, loans, investments, and currency exchange. Financial companies encompass a bro

es, brokerage firms, and investment dealers.

7.5 Regulators

Where tfegulators develop and enforce a legal framework to monitor and oversee fintech activit

should (¢

cyberse
best pra

In addit

Curity, data protection and human rightsbodies are notified thereof. This policy should be g
ctices and relevant international standatds.

on, regulators should document{the data protection policy with adequate and coordinated

fomer to

hyments
ght of as

ial company is an entity engaged in the business of dealing withfinancial and monetary tranjsactions

hd range

ess operations within the financial services sector inchuding banks, trust companies, ifjsurance

es, they

omprehensively document the policy and ensure that financial, consumer, antitrust, regulatory,

ided by

levels of

enforcement, addressing the financial sector and regulating cross-border data transfers to ensure equivalent

and ade

8 Pri

Juate levels of protection.

vacy risks to actors

8.1 General privacythreats

General

— Linl
info

privacy threats can be grouped into seven threat categories:

rmation, even if bad actors have no knowledge of the subject’s identity.

Fability: a bad actor can establish the link between two or more actions, identities, and pieces of

— Identifiability: a bad actor can establish the link between an identity and an action or a set of data.

— Non-repudiation: the PII principal cannot deny having performed an action that other parties can neither
confirm nor contradict.

— Detectability: a bad actor can detect a PII principal and distinguish whether an item of interest about
that subject exists.

— Disclosure of information: a bad actor can disclose the data content or controlled release of data content.

— Una

wareness: PII principals are unaware of their PII being collected and processed.
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— Non-compliance: the personal data processing does not comply with relevant laws and/or policies.

There is a risk to the providers of fintech services that more information is required to be collected and
stored than is necessary or safe. General privacy risks are as follows:

— Fintech services can leverage web-based service models and APIs. APIs can increase the exposure risks
and induce vulnerability leading to potential data breaches, fraud, or misuse. This vulnerability can
allow attackers to gain access to PII and sensitive data or execute other malicious actions such as data
exfiltration, account takeover (ATO) and service disruption. Annex E provides a non-exhaustive list of
common vulnerabilities and privacy risks related web-based applications.

— Cloud computing is widely accepted and implemented in the fintech services sectors, as the demand for
fastprcomputing and higher costetficiency grows. Cloud Services are avaitabie on-demnrand; scplable to
the fustomer needs, and delivered over the internet, thus availing local and global market outreagh. While
the lise of cloud services offer access to next-generation computing performance levels at reasongble cost
stryctures, this setup introduces new threats due to outsourcing workloads, cross-border processing and
datg storage. This poses potential legal and geo-political risks. In addition, unanticipated commurjications
betyeen Virtual Machines (VMs) can result in unpredictable and emerging vulnerabilities.

— Blogkchain technologies can be leveraged for financial use cases, which_have characterfstics of
“immutability” of the decentralized ledger/data storage implementation and‘can eliminate a single point
of fgilure. Ensuring privacy while using blockchain technology is virtually)impossible. Special dttention
shotild be paid when implementing the right to be forgotten, i.e. right«0fPII principal.

Possible|organizational impacts in case of a privacy breach include:
— loss|of reputation/goodwill;

— loss|of strategic advantage to a competitor;

— breach of contractual obligation;

— failyre to comply with all applicable legislation.@b regulations;

— ecomnomic losses due to compensation claims.from individuals;

— ecomomic losses due to project/systenirédesign;

— ecomomic losses due to project/system failure;

— ecompomic losses due to security measures, retrofitted after project launch.

It is recgmmended to identify the possible privacy risks of fintech services and their potential impa¢t on the
PII pringipals. In addition,\itiis also recommended to identify risk management and consequences ofladverse
privacy lmpacts on individuals that greatly affect the organization.

NOTE 1 | Further guidance on conducting a privacy impact assessment (PIA) can be found in ISO/IEC 29134.

NOTE 2 | Furtherguidance on organizational privacy risk management can be found in ISO/IEC 27557.

8.2 Privacy risks to service providers as PII controllers

Privacy risk is defined as the potential loss of control over personal information by the service provider.
The following privacy risks for fintech services apply: unauthorized access, breaches, loss, manipulation,
falsification, destruction or unauthorized disclosure to all collected data.

In general, privacy risks are any accidental or unlawful destruction; loss, alteration; unauthorized disclosure
of, or access to, personal data as arising from data breach; data exposure on the operator side; lacking breach
response; inadequate personal data disposal; lack of transparency in privacy policies; terms and conditions;
collection of unnecessary data; personal data sharing; incorrect or outdated personal data and data transfer
over insecure channels.
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Typical risks to PII of organizations can include:

— Illegitimate access to PII - For example, PIl are seen by an unauthorized person, even though this
person does not use them. PII are copied and saved to another location without being used further.
PII are disseminated more than necessary and beyond the control of the PII principals (e.g. unwanted
dissemination of a photo over the internet, loss of control over information published in a social network).
Pll are used for purposes other than those planned and/or in an unfair manner (e.g. commercial purposes,
identity theft, use against data principals) or correlated with other information relating to PII principals

(e.g.

correlation of residence address and real-time geolocation data).

— Manipulation of PII - For example, PII can be modified into invalid data, which cannot be used correctly,
and the processing of modified PII can cause errors, malfunctions, or no longer provide the expected

sery

— Los
mal
rep
the
dow
med

The follq
— priv

— data
una

— data
— insy
— insu

— plat
that]

— use

ice (e.g. impairing the proper progress of important steps).
of PII - For example, PII is missing from personal data during processing, which generate

rted inamedical record, some information contained in tax returns has disappeafed; which |

Calculation of the tax amount). This missing PII can also sabotage the expected service (e.g.
n or blocking of administrative or commercial processes, inability to provide.care due to th
ical records, inability of data principals to exercise their rights, etc.).

wing privacy risks to service providers as PII controllers should be considered:

acy breach of the general privacy principles described in Clause’6;

ithorized party;

disclosure and modification from inappropriate seéuvity measures;
fficient due diligence: lack of proactive actions;

fficient data breach response;

form/technology unreliability or vulnetability: platform/technology unreliability or vuln
causes or facilitates loss, inconveniénee, or other harms;

of automated algorithmic scoring.in fintech that can lead to discrimination;

— groyindless PII transfer betweenijurisdictions;

— fail
leak

— mal
una

— insu
pers

re to comply with legal, regulatory and business obligations to customers. The examples in
age notice to customer'in a certain time of period;

wvare infection~through open API of the fintech service, which leads to data leakage
yailability;

fficientJogging and monitoring that allows attackers to penetrate systems further, 1
istence, and tamper, extract or destroy data;

— ITs

5 eIrors,

functions, or provides a different service than the one expected (e.g. some allergies‘are no longer

brevents
slowing
e loss of

breaches/leakage: unintentional or deliberate compromiSe or revealing of informatiop, to an

brability

tlude PII

or data

naintain

ystem failures (caused by hacking, ransomware attack, etc.);

— automated decision making without consent;

— user profiling without authority that results in automatic decision;

— black-box, non-transparent Al-based automated decisions;

— use

of weak customer authentication;

— re-identification when the de-identified dataset is linked with other external information;

— data breaches due to insufficient security of API.
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8.3 Privacy risks to service providers as PII processors

The following privacy risks to service providers as PII processors should be considered:

8.4 Privacy risks to customers as PII principals

The follgwing privacy risks to customers as PII principals should be considered:s

privacy breach of the general privacy principles described in Clause 6;
breach of contract related to privacy with the PII controller;

data breaches/leakage: unintentional or deliberate compromise or revealing of information, to an
unauthorized party;

data disclosure and modification from inappropriate security measures such as account hijacking,
insecure :\pp]ir‘:\finn programming interfaces and malicious insiders;

insyfficient due diligence: lack of proactive actions;

insyfficient data breach response.

inahility of customers to access and modify data: customers do not hayve-the ability to access, change or
deldte data related to them;

inahility to conduct customer’s right for individual participation{and access;
insyfficient due diligence: lack of proactive actions;

phygical damage;

matgrial damage;

nontmaterial damage;

idertity theft or fraud;

finajncial loss;

danjage to reputation;

insiflers’ risk to the customer;”such as sharing intrusive information and unauthorized sharing with
branpches;

sengitive PII exposure;
idertity exposurgtand corruption of PII;

re-iglentification of datasets;

exclusion'or discrimination against individuals;

revealing character y osophical

belies, 0 trd union membersip;
tracking or surveillance of the individual;
systematic and extensive profiling;
individuals denied services;

PII processing regardless of whether fintech users are actually customers or prospective customers of
fintech entities;

© ISO/IEC 2024 - All rights reserved
11


https://standardsiso.com/api/?name=19572477212b91059f63ca460e9c3cb1

ISO/IEC 27562:2024(en)

— lack of awareness or understanding regarding how and which data about the customer is collected or
used, in cases where the customer is not familiar with the commonly used approaches of notifications for
requesting consent.

8.5 Privacy risks to financial companies as PII controllers

The following privacy risks to financial companies as PII controllers should be considered:

— privacy breach of the general privacy principles described in Clause 6;

— inappropriate processing of PII transferred to third parties;

— lack
— inaf
— data

— data

9 Pri

9.1 Gg¢

An expl
secure d
untrustg

Data ca
proper K

of or Insufficient record of disclosures of PIT to third parties;
propriate transfer without legal basis of PII to third parties;
breaches due to insufficient identity proofing;

breaches due to insufficient security of API.

vacy controls for actors

bneral

cit scoping and understanding of financial business precesses is a critical task for forgulating

ata flows and limiting the user scope. Online risks can be caused by the participation of u
bd, or unexpected data users.

hknown,

1 be intercepted throughout the whole data flowi”A robust implementation of cryptography and

ey management should be in place, so that data'ean be made intelligible, only to authorized

The convenience of interlinking and automated refrieval, extraction and any processing among

entities
integrat

or third parties, are some of the major\privacy risks in fintech. Processes should have
ed privacy framework in place, i.e. consent and choice, collection limitation and data minim

Since fi

ancial transactions and the cuStpmer's privacy require a higher degree of data protect

way to protect these is to use attribute-based access controls. ISO/IEC 27551 provides a framew
establishes requirements for attribate:based unlinkable entity authentication.

Proper implementation of financial-grade APIs[37] and the derivative of unique identifiers of PII pr

i.e. toke

Anothen
should k
cameras
transpa

s, can help reduce the exposure of actual personal information and risks of a data breach.

general privacy-issue is the excessive permissions required by mobile applications. Fint¢
e transparent and sufficiently explain to PII principals why it is necessary to access mobi
for biométric liveness detection and spoof detection, for the purposes of KYC. In addi
ency for\permissions should be provided.

parties.

various
h strong
zation.

ion, one
ork and

incipals,

bch apps
e phone
fion, the

hched to

Mobile finafcial services highly rely on the use of mobile devices and networks. Cyber risks att
distribufédnetworking systems should be addressed, like monitoring communications and hacki

hg cloud

storage.

New technologies can bring unanticipated cyber risks, despite their intended purpose to introduce benefits.
The challenges are generally attributed to technical vulnerabilities of new systems, uncertain business

process

designs, and high complexity of governance.
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9.2 Privacy controls applicable to service providers as PII controllers

9.2.1 General

The controls specified in 9.2.2 to 9.2.18 should be implemented for the PII controller.

NOTE

The term "organizations" in 9.2.2 to 9.2.18 refers to service providers as PII controllers.

9.2.2 Policies to ensure compliance with data protection regulations — Control

Organizations are expected to implement appropriate policies and adequate internal measures to ensure

complia

nce with nersonal data protection regulations and where relevant respnect consumers’
r r O 4 4 r

right to

persona
people’s
financia

9.2.3

9.2.3.1

Where :
collect, s
are clea

9.2.3.2

Where
to colled
specifie

Organiz
and conf

For greg
consiste
be recor

Request
specialij

data privacy. This can include, for example, verifying that mechanisms are in place to|s3
personal and financial information and verifying adequate security mechanisms to\ens
| transactions are protected.

Request for permission and consent

Control for provision of permission

ipplicable, organizations should implement measures to ensure that requests for permi
tore and use personal data in relation to the expected purpose of-the financial product o1
rand understandable.

Control for provision of consent

hpplicable, organizations should implement measurés to ensure that requests for pel
t, store and use personal data are clear and the technical permissions required for the pur
1 and bundled to the record of notice for the spetified purpose.

htions should implement measures to ensur€ informed consent about their data at a relev|
ext.

nt vocabulary controls, recorded in a consistent formant. Interaction with a consent notic
ded as proof of notice, and a consent receipt provided to the individual as evidence of conse

5 for consent should avdid ‘the use of language or terminology of an overly legal, tech
red nature. Consent sheuld be freely provisioned, and a record of notice be kept, and a

receipt provided, for digital évidence of the provisioned consent.

9.2.3.3

Periodid
account
forgotte

Control for periodic notices/consent

notice and/consent should be implemented to exercise choice easily, since many custom
5 for lohgperiods of time and what they consented to in account opening stage can hd
h or,ip-longer relevant.

NOTE

feguard
ure that

ssion to
service

mission
pose are

hnt time

ter assurances, a notice required for;the provision of electronic consent should be presented, with

e should
ht.

nical or
consent

brs have
ve been

See ISO/IEC 29184 for good practices on consent and notice.

9.2.4 Legitimate purpose — Control

Organizations should implement measures to use data only for legitimate purposes, including anti-money
laundering and fraud detection, and in a manner that serves customers’ interests. For example, this can
be done via a legitimate purposes test, which limits the use of data to what is compatible, consistent, and
beneficial to consumers, while allowing firms to use de-identified data to develop new and innovative
products and services; and/or via a fiduciary duty requirement, which requires data collection and
processing firms to always act in the interests of, and not in ways detrimental to, the subjects of the data.
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9.2.5 Authentication mechanisms — Control

Organizations should use strong authentication mechanisms for services that hold confidential data, or for
high value transactions. Strong authentication is used for:

— making service providers easier and safer to use; and

— protecting consumers against fraud, abuse, and other identity problems.

9.2.6 Automated decision making — Control

Organizations should put measures in place to ensure automated decisions are not made without consent.

Organiz
which c:

PII pring
human ¢

9.2.7

Organiz
into a de

Organiz

Organiz

9.2.8

Organiz
targeted
outsour

Organiz

integrat
PII Prin

9.2.9
Organiz
appropr

regular
solely tg

9.2.10

Organiz

htions should put measures in place so that user profiling cannot be created without\a
in result in an automatic decision.

versight, in particular when ML algorithms are adopted.

De-identification method — Control

-identified dataset when designing innovative products and services.

htions should implement appropriate policy and adequate internal measures.

Risk management and governance arrangements — Control

htions should put in place adequate risk management and governance arrangements, com

ed into the risk management to identify the possible privacy risks and their potential impa
ipal.

Preventing algorithmic diserimination — Control

jate procedures, controls, and safeguards during development, testing, and deployment, to

automatic proeessing and the right to request human intervention.

Policy of encryption — Control

htions'should establish and implement the policy of encryption to protect sensitive data whe

and tray

ithority,

ipals should be informed regarding automated decisions and the organizations should putin place

htions should use strong de-identification techniques that allows idéntified data to be transformed

htions can use the privacy enhancing data de-identification‘techniques described in ISO/IE( 20889.

ply with

risk management and operational reliabilitygequirements, including for technology-related gfisks and
fing, and have specific competence in relation to matters such as information technology relatled risks.

htions should conduct the privacy inipact assessment described in ISO/IEC 29134, which is

"t on the

htions should implement measures to apply anti-discrimination rules to algorithmg, follow

conduct

bxternal auditing-of algorithmic systems and to provide consumers with the right to not b¢ subject

storing

)sinitting sensitive information such as usernames, passwords, credit card numbers and gensitive

documents. In addition, organizations should generate and use cryptographic keys used for encryption
according to their intended use, manage safely them to avoid exposure, and not store them in plaintext or
put them by use of hard-coding inside the program of the system.

9.2.11 PII transfers between jurisdictions — Control

Organizations should inform the customer in a timely manner of the basis for PII transfers between
jurisdictions and of any intended changes in this regard, so that the customer can object to such changes or
terminate the contract.
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9.2.12 Malware infection — Control

Organizations should prevent, detect and respond to malware infection through appropriate controls
including security patches, limiting access to suspicious websites, logging and data backups.

9.2.13 Data breach notification to the supervisory authority — Control

Organizations should provide mechanisms to notify the supervisory authority of any data breaches and the
customers affected.

9.2.14 Security logging and monitoring policy — Control

Organizptions should establish a security logging and monitoring policy and implement procésfes such
as presdrving the required logs for a certain period of time and reviewing them periodically,to[support
forensic|investigations around potential or realized breaches.

For example, whenever a bank’s staff queries the bank balance of a consumer, organizations shofild log a
brief justification in the bank system, which can be audited periodically.

9.2.15 Recovery procedures — Control

Organizptions should establish recovery procedures to enable recovery against failures caused by IT system
failures [[caused by hacking, ransomware attack, etc.).

9.2.16 Backup policy — Control

When egtablishing a backup policy, organizations should consider which critical data and systemd require
protectipn, the frequency of both full and incremental backups, retention period and maintaining th¢ backup
records pnd backup data for a certain period of time.

9.2.17 Pata provenance and traceability — Control

Organizptions should keep track of the lifecycle of personal/sensitive data to ensure that they|are not
tampergd with or subject to incidents such as‘data breaches.

9.2.18 Explainable and analysable automatic decision — Control

Organizptions should operate ,an_explainable and analysable automated decision that helps fhem to
understand and interpret predictions made by machine learning models.

9.3 Privacy controlsiapplicable to service providers as PII processors

9.3.1 [General

In addit{on to.the guidance in ISO/IEC 27002 and ISO/IEC 27701 for service providers as PII procespors, the
controlgin/9.3.2 to 9.3.7 should be implemented.

NOTE I'he Term "organizations” In Y.5.Z 10 Y.5./ refers to service providers as PIl processors.

9.3.2 Contract agreement — Control

Organizations should put measures in place to avoid breaches of contract. Such measures should be
authorized by the PII controller to ensure that the contract on processing PII addresses the organization’s
role in aiding with the PII controller’s obligation.

NOTE Legal requirements can apply.
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9.3.3 Non-disclosure — Control

Organizations should put measures in place to avoid unintentional or deliberate compromise or revealing of
information to an unauthorized party.

9.3.4 Improper data disclosure — Control

Organizations should put appropriate security measures in place to avoid improper data disclosure and
modification from risks such as account hijacking, insecure application programming interfaces and
malicious insiders, and to ensure data availability.

For example, organizations should implement appropriate security measures to avoid unauthorized data
sharing with a loan collection agent or third-party loan agent.

9.3.5 Riskassessment — Control

Organizptions should implement appropriate security measures to pay due diligence;'so that sufficient
proactivie actions are taken based on risk assessment.

9.3.6 Personal data breach management — Control

Organizptions should establish procedures for the identification andvecording of breached of PII.
Additionally, organizations should establish responsibilities and procedures related to notifying [relevant
parties ¢f PII breaches (including the timing of such notifications) and‘the disclosure to authoritie§, taking
into accgunt the applicable legislation and regulations.

9.3.7 Privacy Impact Assessment (PIA) — Control

Organizptions should use the privacy impact assessmengdescribed in ISO/IEC 29134 to identify thq privacy
risks anfl impacts thereof.

9.4 Privacy controls by fintech service providers for customers as PII principals

9.4.1 [General

The confrols specified in 9.4.2 to 9.4.10 should be implemented by service providers for the PII prin¢ipal.

NOTE The term "organizations” in9.4.2 to 9.4.10 refers to fintech service providers for customers as PII pfincipals.

9.4.2 Rights of PII principals — Control

Service providers should provide customers with mechanisms to obtain access to, correct and ergse their
PI], if requested, and\without undue delay.

Service |providers’ should provide customers with mechanisms to access their right for individual
participption‘and access.

9.4.3 e dittgence — Comtrot

Service providers should provide customers with mechanisms to pay due diligence to take proactive actions
against attacks.

9.4.4 PIIl management— Control

Service providers should provide customers with mechanisms to prevent unauthorized exposure to
sensitive PII of customers’ device.

Service providers should provide customers with mechanisms to prevent corruption of PII through the
customers’ devices.
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9.4.5 Re-identification and anonymization — Control

Organizations should implement procedures and mechanisms to prevent re-identification from deidentified
datasets and re-identification from anonymized datasets.

9.4.6 Discrimination — Control

Organizations should implement procedures and mechanisms to prevent revealing the characteristics
of PII, such as racial or ethnic origin, political opinions, religious or philosophical beliefs, or trade union

member
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htions should implement procedures and mechanisms to prevent tracking or surveilland
al from dataset of customers.

Systematic and extensive profiling — Control

htions should implement procedures and mechanisms to prevent systematio and extensive
aset of customers.

Accessible information — Control
rs should be provided with clear and easily accessible infetmation related to the fintech
n and PII sharing with other PII controllers/processors.

PII processing after log-in — Control

PII of customers should be collected and processed after customers have logged onto PII pr

ivacy controls applicable to financial companies as PII controllers

General
rols specified in 9.5.2 to 954 should be implemented for PII controllers.

The term "organizatjons” in 9.5.2 to 9.5.4 refers to financial companies as PII controllers.

Processing limitation — Control

htions should limit the processing of PII to that which is adequate, relevant, and necessar
d purpases.

PII'disclosure limitation — Control

e of the

profiling

services

processing of their PII. Where appropriate, the information should be given at the tinje of PII

bcessing

7 for the

If applicable, organizations should record disclosures of PII to third parties, including what PII has been

disclose

9.5.4

d, to whom and at what time.

PII transfer management — Control

Organizations should identify and document the relevant basis for any transfer of a customer's PII to other
PII controllers.
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10 Privacy guidelines for actors

10.1 Privacy risk treatment

This clause provides privacy guidelines focusing a set of privacy requirements for each actor.

A comprehensive strategy to mitigate data privacy risks is essential in organizational countermeasures. The
essence of a data privacy risk mitigation can be derived through a well-planned and properly implemented
privacy policy. The following steps should be considered to effectively implement a comprehensive policy
to mitigate data privacy risks through organizational countermeasures, including staff training on security
and privacy and appropriate data usage:

1.
2.

Idenjtifying and classifying sensitive information assets.

Imp

Pro

tokg¢nization, de-identification, as applicable for data in motion and data at rest.

Havjing a clear data disposal policy in place.

lementing monitoring of information accessibility, and identity and access manageméntfunfctions.

ecting information through a variety of security controls and technologies such as endryption,

Planning for a data breach, i.e. a security or disaster event, by implementing'a proper business cqntinuity

and

disaster recovery plan (BC/DR), which is tested annually.

10.2 Sqrvice providers as PII controllers

The follgwing privacy guidelines apply to PII controllers:

NOTE

Pro

Legal requirements can apply.

Fessing: Organizations should not access, use or-process data on behalf of the customer except as

oth¢rwise required to deliver the services and t¢provide relevant technical support, maintengnce and

imp

Dat

rovement.

seryices, the PII principal may access;.modify or delete data by logging into the services using

prof

frayd specialist, via a support ticket, or other written notice. Upon termination or expiry of the

and

upon written request by the\customer, all customer personal data in its possession or contr

deldted.

Coo
to ¢
tor

Lustomer according to a privacy data sharing agreement and the services, to enable the c
espond to a réquest from a PII principal to exercise any of its rights (including rights o

corfjection, objection, erasure and data portability, as permitted), and any other correspondence

orc
the

Priy

bmplaintteceived from a PII principal, regulator or third party in connection with the proc
bersomaldata.

SN

h access, modification and deletion: Wiheh the customer's personal data are uploaded while ysing the

Common

ocols and tools. Modification and. deleting requests may also be made available to customer dccount's

services
1 will be

peration and PII prineipals' rights: Organizations should provide reasonable and timely agsistance

ustomer
[ access,
enquiry
bssing of

acy, impact assessment: Organizations should provide the customer with reasonable assigtance in

sup
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privacy

data sharing agreement, the services and where the customer would not otherwise have access to the

rele

vant information.

Confidentiality: Itis expected that organizations implement measures to ensure appropriate contractual
obligations related to confidentiality with its personnel and that these survive the termination of the
engagement.

Security: Organizations should ensure that appropriate technical and organizational safeguards exist for
the processing of personal data including the hiring of qualified personnel, physical data centre access
controls, systems access controls, data access controls, data transmission protocols, systems logging

and

backup systems.
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10.3 Service providers as PII processors

All relevant legislative statutory, regulatory, and contractual requirements should be explicitly identified,
documented and kept up to date. The contract between the organization and the subcontractor should

include provisions on privacy by design and privacy by default, notification of breaches involving

PII to a

regulator, notification of breaches involving PII to PII principals, and the assurance of assistance by the

organization if prior consultations with relevant PII protection authorities are needed.

10.4 Customers as PII principals

Customers should have meamngful access to, and control of, their PII mcludlng data mined from the data

collected been

out how

it was obtained. Consent should be 1nformed meanmgful and granular enough to control dlfferent possible

uses of
or surv
times arld in relevant contexts.

Consumgprs should be aware of the necessary knowledge and skills to understand how their PII is U
to fully ¢xercise their consumer rights in this domain. Consumers should be awaré of the increasing
the integrity of their personal data and their privacy.

10.5 Financial companies as PII controllers

ractices

illance schemes. Customers should be given the ability to make decisions about their PII atrelevant

sed and
risks to

Organizptions should take measures to ensure customer’s PII be protected when using any Al based

automatic decision-making process.

Organizptions as financial companies should undertake in-<depth privacy assessments, prior
deploymnjent of fintech within their programmes and projects‘that:

— addfess the needs of individuals concerned;

— inclide a gender analysis to identify the gender-and an assessment of the gender impacts to f

undprstanding and map the ways in which different genders are affected by the fintech services;

— address the unexpected consequences that arise from the implementation of fintech.

Organizptions should develop mitigationstrategies for the risks identified in this assessment proce

to the

acilitate

)

bS.
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Annex A
(informative)

Purpose of collecting and processing PII

A.1 General

The firstand primary reason for collecting and processing Pll in a fintech context is to deliver a core financial
service.[This includes user facilitation, statistical collection, and other regulatory collection, e:g. national ID
infrastrficture, tax (unless this is part of the service delivery).

Two othpr major purposes include:

a) Ant]-money laundering. This refers to a set of laws, regulations and procedures intended to|prevent
crinpinals from disguising illegally obtained funds as legitimate income< Although ant}money-
laurfdering (AML) laws cover a relatively limited range of transactions and‘criminal behaviours, their
implications are far-reaching. AML compliance officers are often appointed to oversee anfi-money
laurfdering policies and ensure that banks and other financial institutions are compliant.

b) Fraud detection. This is a set of activities undertaken to preventdnoney or property from being ¢btained
thrqugh false presences. Fraud detection is applied to many iftidustries such as banking or insufance. In
banking, fraud can include forging checks or using stolen credit cards. Other forms of fraud cay involve
exaggerating losses or causing an accident with the soledntent for the pay-out.

A.2 PII collected by a fraud detection system

Table A.] provides examples an non-exhaustive list\of PII which can be collected by a fraud detection system
(FDS).l4

NOTE Whether the entities are permitted to’collect PII data depends on the fraud detection purpose, copsidering
the prindiples in ISO/IEC 29100.
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Table A.1 — Examples of PII collected by fraud detection

Category

PII items

Data for

identifying customers

Name
Address
Date of birth

National/local identifiers (National ID, social security number,
license number, health ID, etc.)

driver’s

Data for

communication protocols

IP (Internet Protocol)

Virtual Privacy Network (VPN) IP

MAC address

Data for

system

Name, manufacturer, version and language of the operatijon syste
Name, manufacturer, version and language of the/browser used
Model name, serial number of hardware dise

Model name, serial number of mother board

Type or identifier of CPU (central procéssing unit)

Security status code from the anti-virus program or keying p
program

Identification code of thewirtual operation system

m

otection

Other d3g

Account numbers

Biometrics (for account opening: biometric/facial liveness test a
detection)

Transaction history (which can include time and location)

hd spoof
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Annex B
(informative)

Examples of international and regional regulations

B.1 The Financial Action Task Force

The Financial Action Task Force (FATF) provides an example of how legal entities can conduct kn
customdr (KYC) ID verification, by requesting and verifying the customer’s proof of identity-(e:g
passportf).[28]

FATF's

B.2 The United States’ Bank Secrecy Act (BSA) and the USA Patriot Act

The United States’ Bank Secrecy Act (BSA)yand USA Patriot Act are examples of regulations related t
laundering. These regulations specify the following.

all fecords of high-risk customers be kept for a duration of five years~If.d company fails to ke
recqrds within the mandatory time period, companies can face applicable fines.

accqunts be regularly monitored for suspicious activities by, checking if transactions ex
estgblished threshold, also if reasons behind said transaction$are inconclusive.

sus
gro

a rapge of effective sanctions be applied, including fines, to deal with legal persons and obliged
thaf fail to comply with AML/CFT requirements

cur

(CM
of tifansactions that appeéar to be connected.

Sec
pro
offi

The|US Bepartment of Justice may bring criminal actions for money laundering that can inclu
imprisenment and forfeiture actions.

Undfr the BSA,[43] banks and-6ther financial institutions are required to file reports of cash tran

Eicious activity be reported to the appropriate financial intelligence unit, if there are re:
nds that these activities are related to money laundering and terrorist financing.

ency transactions (CTR)and International Transportation of Currency or Monetary Inst
Rs) in the sum of USP’10 000 or more. This sum may be attained in a single transaction of

tion 352 of €he”USA Patriot Actl#4] requires financial institutions to establish AML cox
brammes,which mustinclude: the development ofinternal controls; designation ofan AML cor
er; an ongoing employee training program; and scheduled independent audits.

oW your
using a

Guidance on Anti-Money Laundering (AML) and Combating the Financing Of-Terrorisjn (CFT)
promotgs the use of simplified customer due diligence measures such as electronic \identity veri
while agpropriately mitigating the ML/TF (money laundering and terrorist finapcing) risks. [42] T
Guidance document recommends that:

fication,
he FATF

ep these

ceed an

isonable

entities

D money

actions,
rfuments
a series

npliance
hpliance

de fines,

Anyindividual,includingabank employee, intentionally violating the BSA oritsimplementing regulations,
is subject to a criminal fine of up to USD 250,000 or five years in prison, or both.

A bank that violates certain BSA provisions faces criminal money penalties up to USD 1 million, or twice

the

value of the transaction.

Legal entities are required keep records of all cash transactions and inform the Financial Crimes
Enforcement Network (FinCEN) of transactions that are linked to money laundering and terrorist
financing.
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In a bid to decrease the success rates of financial crimes, the BSA mandates financial institutions to make
monetary instrument logs (MLIs) for cash purchases of monetary instruments with a total value of USD 3
000 to USD 10 000.

B.3 European Union - Fourth and Fifth Anti-Money Laundering Directives (AMLD4
and AMLD5)

The fourth and fifth Anti-Money Laundering Directives (AMLD4 and AMLD5)[43] in the European Union
provide another example of regulations related to money laundering.

The anti-money laundering directives aim to prevent the money laundering and terrorist financing within the
Europedn financing system. These directives are valid for all legal entities operating in the Europear Union.

AMLD4 pllows companies to employ electronic identity verification or e-KYC to verify customers remotely.
This can be done through a selfie-based ID verification or video-based ID verification.
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Annex C
(informative)

Example of open platform architecture for fintech service providers

Figure C.1 shows an example of architecture with emerged fintech service providers, which are not in the
architecture of traditional digital financial services. Financial companies hire different fintech companies

to deve]'\p diverse service apps and prnviﬂn respective APls for them. This architecture allows a financial

company to provide users with respective apps for each of its services.

This ardhitecture has limited data sharing, meaning that the data of a financial company’is-opehed to a
fintech fompany so that the fintech company has a dedicated authorization to access a-usetr’s datp in this
financial company, but the fintech company is not authorized to access data of the(same user [in other
financial companies. Whenever the fintech company accesses the user’s data beyond\agreement ith the
origin fihancial company, it must obtain permission or authorization. From the usér’s view point, irffterfaces

with different fintech companies are still different and not compatible. Fintech.éempanies must secpire each
of its intlerfaces with each financial company and user.

Third-party
—— developer
community

[Val

T

Financial company A

E

Financial company B

%G

N IR

("\

Qey\yprk
Open [/F

TN

N

Mobile and Web apps
S

Financial company N

Closed
Open PLAT

Key
I/F intefface

Figure\€C.1 — Example of open platform architecture for fintech service providers
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