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Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical activity.
ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work. In the field of information technology, ISO and IEC have established a joint technical committee,
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1 Scope

This specification defines security objectives, philosophy, resources and mechanism that impacts
OCF base layers of the OCF Core Specification. The OCF Core Specification contains informative
security content. The OCF Security specification contains security normative content and may

contain informative content related to the OCF base or other OCF specifications.

2 Normative References

Tlhe following documents, in whole or in part, are normatively referenced in this document and-ay
ndispensable for its application. For dated references, only the edition cited applies. For undate
bferences, the latest edition of the referenced document (including any amendments) applies.

—_ =

Q

CF Core Specification, version 1.1, Open Connectivity Foundation, October 11,‘2016. Late
ersion available at: https://openconnectivity.org/specs/OCF Core_ Specification.pdf:

<

CF Device Specification, version 1.1, Open Connectivity Foundation, October 11, 2016. Late
prsion available at: https://openconnectivity.org/specs/OCF Device Specgification.pdf.

<0

CF Resource Type Specification, version 1.1, Open Connectivity Foundation, October 11,
016. Latest version available at:
ttps://openconnectivity.org/specs/OCF _Resource Type Specification.pdf.

=\ e

SON SCHEMA, draft version 4, JSON Schema defines the media type "application/schema-+json
JSON based format for defining the structure of JSON datas7 JSON Schema provides a contra
or what JSON data is required for a given application ahd how to interact with it. JSON Schem

=R

()

SON Available at: http://json-schema.org/latest/json*schema-core.html.

byl

AML, Restful APl modelling language version ©.8. Available at: http://raml.org/spec.html.

CF Security Resource Definitions, APl Definition Language for OCF Security Components,
elease OCF-v1.0.0
ttps://github.com/openconnectivityfogidation/security

> D00

intended to define validation, documentation, hypérlink navigation, and interaction control ¢f

o @D

3

5t

t
a
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3 Terms, Definitions, Symbols and Abbreviations

Terms, definitions, symbols and abbreviations used in this specification are defined by the OCF

Core Specification. Terms specific to normative security mechanism are defined in this document

in context.

This section restates terminology that is defined elsewhere, in this document or in other OCF

specifications as a convenience for the reader. It is considered non-normative.

3l1 Terms and definitions

311.1
ccess Manager Service

he Access Manager Service dynamically constructs ACL Resources in response’to a Devic
esource request. An Access Manager Service can evaluate access policies remetely and supp
the result to a Server which allows or denies a pending access request.

3l1.2

ACL Provisioning Service
A

R

name and Resource Type (oic.sec.aps) given to a Device that is-authorized to provision AC
esources.

311.3
Bootstrap Service
A

Device that implements a service of type oic.sec.bss

1.4
lient

3

d
Npte 1 to entry: The details are defined in OCF Core Specification.
311.5

dredential Management Service

A
Cc

name and Resource Type (oic.seciems) given to a Device that is authorized to provisio
Fedential Resources.

1.6
evice

3

O
Npte 1 to entry: The details aré defined in OCF Core Specification.

311.7

Oevice Class

As defined in REC~7228. RFC 7228 defines classes of constrained devices that distinguish whe

:Ile OCF smallfootprint stack is used vs. a large footprint stack. Class 2 and below is for smg
otprint stacks.

1.8
evice'lD

0w

b

Aol tnotan idantifiay
acrrrstarTc T IocTioTTeT

3.1.9
Entity
Note 1 to entry: The details are defined in OCF Core Specification.

3.1.10
Interface

Note 1 to entry: The details are defined in OCF Core Specification.

14
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3.1.11
Intermediary

A Device that implements both Client and Server roles and may perform protocol translation, virtual
device to physical device mapping or Resource translation

3.1.12
OCF Cipher Suite

sataof alaarithime and naramatarc that dafina tha crvntaaranhic fiunectianalitvy of 2 NDavica T
Arset-oi-algorithms—and-parameters—that-detne—the-cryptographic—tunctionatity-o-a-bDevice—H
QCF Cipher Suite includes the definition of the public key group operations, signatures, @g(d

o

pecific hashing and encoding used to support the public key.
311.13

Onboarding Tool

A logical entity within a specific 10T network that establishes ownership for a specific device and
helps bring the device into operational state within that network

1.14

ut of Band Method

Any mechanism for delivery of a secret from one party to another, nét'specified by OCF

Qw

3[1.15
Qwner Credential

—

dredential, provisioned by an Onboarding Tool to a Devicesduring onboarding, for the purposes g
utual authentication of the Device and Onboarding Toekduring subsequent interactions

ole (network context)
tereotyped behaviorof a Device; one of [Client, Server or Intermediary]

311.20
ole (Security context)

Propertyvof an OCF credentials Resource that names a role that a Device may assert whe
tempting access to Device Resources. Access policies may differ for Client if access is attempte

threugh a role vs. the device UUID. This document assumes the security context unless otherwisle
stated

[oNE=]

3.1.21
Secure Resource Manager

A module in the OCF Core that implements security functionality that includes management of
security Resources such as ACLs, credentials and Device owner transfer state.
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3.1.22
Security Virtual Resource

An SVR is a resource supporting security features.

3.1.23
Server

Note 1 to entry: The details are defined in OCF Core Specification.

324
Tfrust Anchor
A well-defined, shared authority, within a trust hierarchy, by which two cryptographic entities’(e.g.
al Device and an onboarding tool) can assume trust
311.25
Unique Authenticable Identifier
A unique identifier created from the hash of a public key and associated OCF Cipher Suite that s
used to create the DevicelD. The ownership of a UAID may be authenticated’by peer Devices.
32 Symbols and Abbreviations
N
Symbol Description 6\
2z

ACE Access Control Entry

ACL Access Control List

AMS Access Manager Service

APS ACL Provisioning Service

BSS Bootstrap Service

CMS Credential Management ‘Service

CRUDN CREATE, RETREIVE-UPDATE, DELETE, NOTIFY

CSR Certificate Signing Request

ECDSA Elliptic Curve Digital Signature Algorithm

EPC Embedded Platform Credential

DPKP Dynamic Rublic Key Pair

ocC Owner Credential

OCSP Onling Certificate Status Protocol

OBT Onboarding Tool

PIN Personal Identification Number

PSI Persistent Storage Interface

RNG Random Number Generator

SACL Signed Access Control List

SE Secure Element

SRM Secure Resource Manager

SVR Security Virtual Resource

TEE Trusted Execution Environment

UAID Unigue Authenticable Identifier
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Table 1 — Symbols and abbreviations

3530

Device Device
Server Client Arpocc Server Client
Access Control I&I Request e B A ccess control [__Actions |

Figure 1 — OCF Interaction

evices may implement a Client role that performs Actions on Servers. Actions access Resource
anaged by Servers. The OCF stack enforces access policies on Resources. End-to-end Devid

teraction can be protected using session protection protocol (e.g. DTLS) or with data encryptio
ethods.

> D® W
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4 Document Conventions and Organization

This document defines Resources, protocols and conventions used to implement security for OCF

Cc

ore framework and applications.

For the purposes of this document, the terms and definitions given in OCF Core Specification apply.

4.1 Notation

I
f

>

Required (or shall or mandatory).

Recommended (or should).

this document, features are described as required, recommended, allowed or DEPRECATED, gs
llows:

These basic features shall be implemented to comply with OCF Core Architecture.®he phrase
"shall not", and "PROHIBITED" indicate behavior that is prohibited, i.e. that if peérformed mean
the implementation is not in compliance.

" n

These features add functionality supported by OCF Core Architecture and should be
implemented. Recommended features take advantage of _the™ capabilities OCF Core
Architecture, usually without imposing major increase of complexity. Notice that for compliance
testing, if a recommended feature is implemented, it shall méet the specified requirements to
be in compliance with these guidelines. Some recemimended features could becomle
requirements in the future. The phrase "should not" indicatés behavior that is permitted but ngt
recommended.

llowed (or allowed).
These features are neither required nor recommended by OCF Core Architecture, but if th

feature is implemented, it shall meet the spetified requirements to be in compliance with these
guidelines.

D

onditionally allowed (CA)

The definition or behaviour depends on a condition. If the specified condition is met, then thie
definition or behaviour is allowed; otherwise it is not allowed.

onditionally required (CR)

[¢)

The definition or behaviour depends on a condition. If the specified condition is met, then th
definition or behavjourTis required. Otherwise the definition or behaviour is allowed as defaul
unless specifically-defined as not allowed.

EPRECATED

—

Although.these features are still described in this specification, they should not be implemented
exceptfor backward compatibility. The occurrence of a deprecated feature during operation
an <mplementation compliant with the current specification has no effect on the
implementation’s operation and does not produce any error conditions. Backward compatibilify
may require that a feature is implemented and functions as specified but it shall never be used

Strings that are to be taken literally are enclosed in "double quotes".

Words that are emphasized are printed in italic.

4

.2 Datatypes

See OCF Core Specification.
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4.3 Document structure

Informative sections may be found in the Overview sections, while normative sections fall outside
of those sections.

The Security specification may use RAML as a specification language and JSON Schemas as
payload definitions for all CRUDN actions. The mapping of the CRUDN actions is specified in the
OCF Core Specification.
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5 Security Overview

This is an informative section. The goal for the OCF security architecture is to protect the
Resources and all aspects of HW and SW that are used to support the protection of Resource.
From OCF perspective, a Device is a logical entity that conforms to the OCF specifications. In an
interaction between the Devices, the Device acting as the Server holds and controls the Resources
and provides the Device acting as a Client with access to those Resources, subject to a set of
security mechanisms. The Platform, hosting the Device may provide security hardening that will

b cguired 101 € U g roou C U c vVallely O Opeladlio UcC el JC allOTT.

Application Resources
Etc...

/oic/light/3

Security Layer

service(s

DevicelD DevicelD

SvcType CredType
PrivateData

Allow /Deny Subject
esource Access Resource(s)
Permission

) \v
Session L%e

Connectivityﬁ&action Layer

< b 4\ Request A

\‘ngre 2 — OCF Layers

(%)

The connectivity abstraction*layer ensures the Devices are able to connect despite difference

1} The Client establishes a network connection to the Server (Device holding the Resources).
in connectivity option 655

2l The Devices (e.g./Server and Client) exchange messages either with or without a mutually

authenticated s\ channel between the two Devices.

e The oic .cred Resource on each Devices holds the credentials used for mutual
authe ion and (when applicable) certificate validation.

e Mes s received over a secured channel are associated with a deviceUUID. In the cas|

e

0 ertificate credential, the deviceUUID is in the certificate received from the othgr

@/ice. In the case of a symmetric key credential, the deviceUUID is configured with thie
& redential in the oic.sec.cred Resource. There should be a binding between the device
c_) context and the Platform implementing the Device.

e The Server can associate the Client with any number of allowed roleid. Tn the case of
mutual authentication using a certificate, the allowed roleid (if any) are provided in role
certificates; these are configured by the Client to the Server. In the case of a symmetric
key, the allowed roleid (if any) are configured with the credential in the oic.sec.cred.

e Requests received by a Server over an unsecured channel are treated as anonymous and
not associated with any deviceUUID or roleid.

3. The Client submits a request to the Server.

20
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e If the request is to be sent over the secure channel, then the Client can either explicitly
assert specific roleid by including 'role' options in the request, or implicitly assert all roleid
associated with the Client by including no ‘role' options.

4. The Server receives the request.

a. If the request is received over an unsecured channel, the Server treats the request as
anonymous and no deviceUUID or roleid are associated with the request.
b. If the request is received over a secure channel, then the Server associates the
; 0
an allowed roleid of the Client, or implicitly asserts all valid roleid of the Client.
c. The Server then consults the Access Control List (ACL), and looks for an ACL™ehtiy
matching the following criteria:
e The requested Resource matches a Resource reference in the ACE
e The requested operation is allowed by the "permissions" of the ACEpand
e The "subjectUUID" contains either a special wildcard value matching.all Devices of
if the Device is not anonymous, the subject matches the Client‘Deviceid or a vali
asserted rolelD. In certain cases, the requester may assert a role, if privilege
access is required.
If there is a matching ACE, then access to the Resource is allowed; otherwise access |s
denied. Access is enforced by the Server’s Secure Resourcesmanager (SRM).

o o

esource protection includes protection of data both while at rest‘and during transit. It should be
pted that, aside from access control mechanisms, OCF seturity specification does not include
pecification of secure storage of Resources, while stored<at Servers. However, at rest protection
or security Resources is expected to be provided through a combination of secure storage and
ccess control. Secure storage can be accomplished through use of hardware security or
hcryption of data at rest. The exact implementation of secure storage is subject to a set ¢f
ardening requirements that are specified in Section 15 and may be subject to certification
uidelines.

w > 1

—

(%)

ata in transit protection, on the other hand; will be specified fully as a normative part of th
pecification. In transit protection may be‘afforded at

= 00O o509

Resource layer through mechanisms such as JSON Web Encryption (JWE) and JSON Welb
Signatures (JWS) that allow payload protection independent of underlying transport security.
This may be a necessary for tfansport mechanisms that cannot take advantage of DTLS fq
payload protection.

-

2l Attransport layer through' use of mechanisms such as DTLS. It should be noted that DTLS wil
provide packet by-packet protection, rather than protection for the payload as whole. F¢
instance, if the dntegrity of the entire payload as a whole is required, separate signatu
mechanisms must’have already been in place before passing the packet down to the transpof
layer.

- D =
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Application Layer

Clients Servers Intermediaries

Application Resources

0. 1
NRToSUUTLT Laycl

Platform hardening
Access Control (ACL,
@rest Enc, Payload
encryption)

Secure Resource Manager (SRM) —

Secure Resources

Connectivity Abstraction Layer -

Platform, Hardening,
COAP, COAPS, etc In transmit protection of
packets

Session Protection (e.g. DTLS)

UDP/IP BLE 802.15.4

D Security Enforcement Points
Figure 3 — OCF Security Enforcement Points

9

1 Access Control

O -

he OCF framework assumes that Resources arevhosted by a Server and are made available :LO
lients subject to access control and authorization mechanisms. The Resources at the end point
e protected through implementation of\access control, authentication and confidentialify
protection. This section provide an overview of Access Control (AC) through the use of ACls
owever, AC in the OCF stack is expected to be transport and connectivity abstraction layg
nostic.

-

Implementation of access contrel Telies on a-priori definition of a set of access policies for thle
esource. The policies may he\stored by a local ACL or an Access Manager Service (AMS) in for

of Access Control Entries((ACE), where each ACE defines permissions required to access

specific Resource along with an optional validity period for the granted permission. Two types
cess control mechanisms can be applied:

=

e Subject-based access control (SBAC), where each ACE will match a subject (e.g. identit
of requestor) of the requesting entity against the subject included in the policy defined fq
Resaource. Asserting the identity of the requestor requires an authentication process.

=<

o Role-based Access Control (RBAC), where each ACE will match a role required by polig
for the Resource to a role taken by the entity requesting access. Asserting the role of th
requestor requires proper authorization.

D <

In the OCF access control model, each Resource instance is required to have an associated
access control policy. This means, each Device acting as Server, needs to have an ACL for each
Resource it is protecting. Lack of an ACE that matches, it results in the Resource being
inaccessible.

The ACE must match both the subject (i.e. OCF Client) and the Resource requested for the ACE
to apply. There are multiple ways a subject could be matched, (1) device id, (2) role or (3) wildcard.
The way in which the client connects to the server may be relevant context for making access
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control decisions. Wildcard matching on authenticated vs. unauthenticated and encrypted vs.
unencrypted connection allows an access policy to be broadly applied to subject classes.

Example Wildcard Matching Policy:

"aclist2": [

{
"subject": {"conntype" : "anon-clear" },
"resources": [
{ "wec":"*" }
"permission”: 31
¥
{
"subject": {"conntype" : “"auth-crypt" },
"resources": [
{ "we":"*" }
]1
"permission": 31
},

1

Oetails of the format for ACL are defined in Section 12. The ACL is composed of one or more
ACEs. The ACL defines the access control policy for the)Devices.

It should be noted that the ACL Resource requires‘the same security protection as other sensitivie
Hesources, when it comes to both storage and.handling by SRM and PSI. Thus hardening of an
underlying Platform (HW and SW) must be-.considered for protection of ACLs and as explained
below ACLs may have different scoping levels and thus hardening needs to be specially considere(d
for each scoping level. For instance a physical device may host multiple Device implementations

d thus secure storage, usage and iselation of ACLs for different Servers on the same Device
needs to be considered.

5/1.1 ACL Architecture

he Server examines the Resource(s) requested by the client before processing the request. Th
cess control resources((e.g. /oic/sec/acl, /oic/sec/acl2, etc...) are searched to find one or mor
CE entries that matchythe requestor and the requested Resources. If a match is found the
permission and period, constraints are applied. If more than one match is found then the logica
NION of permissions is applied to the overlapping periods.

= 3> ®D® O

o ~

d whether\data confidentiality has been applied or not. Subject matching wildcard policies ¢
atch anveach aspect. If the user has authenticated, then subject matching may happen
increaSed granularity based on role or device identity.

he server uses-the connection context to determine whether the subject has authenticated or n%I

—

ach’ ACE contains the permission set that will be applied for a given Resource requestof.
Permissions consist of a combination of CREATE, RETREIVE, UPDATE, DELETE and NOTIFY
(CRUDN) actions. Requestors authenticate as a Device and optionally operating with one or more
roles. Devices may acquire elevated access permissions when asserting a role. For example, an
ADMINISTRATOR role might expose additional Resources and Interfaces not normally accessible.
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51.1.1 Use of local ACLs

Servers may host ACL Resources locally. Local ACLs allow greater autonomy in access control
processing than remote ACL processing by an Access Management Service (AMS) as described
below.

The following use cases describe the operation of access control

Use Case 1: Server Device hosts 4 Resources (R1, R2, R3 and R4). Client Device D1 requests
access to Resource R1 hosted at Server Device 5. ACL[0] corresponds to Resource R1 below and
i;LcIudes D1 as an authorized subject. Thus, Device D1 receives access to Resource R1 becausle
the local ACL /oic/sec/acl/0 matches the request.

Server
Device 5

CREEIEY

. Request: | R1 acllo
Client 3 > (0]
DEViCE‘ SUDJEEt'. 0

D1 | Reply: | R1 Resource: R1
Pegmfssion: R

Figure 4 — Use case-1 showing simple ACL enforcement

Use Case 2: Client Device D2 access is denied because no local ACL match is found for subje¢t
02 pertaining Resource R2 and no AMS policy is.found.
SEerver
Device 5
rt | R2 [ R3] Ra |
) Request: | B2 acl[0 amacl[0
Client > (0] (0]
Device Subject: D1 subject: D3
D2 < Repldys - X Resource: R1 Resource: R3
Permission: R AMS

Figure 5 — Use case 2: A policy for the requested Resource is missing

5/1.1.2_SUse of Access Manager Service

AMS improves ACL policy management. However, they can become a central point of failure.
Oue-to network latency overhead. ACL processing may be slower through an AMS.

AMS centralizes access control decisions, but Server Devices retain enforcement duties. The
Server shall determine which ACL mechanism to use for which Resource set. The /oic/sec/amacl
Resource is an ACL structure that specifies which Resources will use an AMS to resolve access
decisions. The /oic/sec/amacl may be used in concert with local ACLs (/oic/sec/acl).

The AMS is authenticated by referencing a credential issued to the device identifier contained in
/oic/sec/acl2.rowneruuid.
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The Server Device may proactively open a connection to the AMS using the Device ID found in
/oic/sec/acl2.rowneruuid. Alternatively, the Server may reject the Resource access request with
an error, ACCESS_DENIED_REQUIRES_SACL that instructs the requestor to obtain a suitable
ACE policy using a SACL Resource /oic/sec/sacl. The /oic/sec/sacl signature may be validated
using the credential Resource associated with the /oic/sec/acl2.rowneruuid.

The following use cases describe access control using the AMS:
Use Case 3: Device D3 requests and receives access to Resource R3 with permission Perml

because the /oic/sec/amacl/0 matches a policy to consult the Access Manager Server AMS[1
service

Server Access Manager
Device 5 Service {AMS1)

BEEE |

Subject: D3
Rsrc: B3 -
ACL Policy

. amacl[0] ——>{
: equest: | B3
Cllﬁ_nt Subject: D3 Subject: D3
Device | . ResoUrce: R3 Renty: {"r"| Resource: R3
D3 eply: |R3
€ AMS 1 = Permission: R

Figure 6 — Use case-3 showing Access (Manager Service supported ACL

—

se Case 4: Client Device D4 requests access to‘Resource R4 from Server Device 5, which fails
find a matching ACE and redirects the Client-Device D4 to AMS1 by returning an error identifyinig
5
e

—

MS1 as a /oic/sec/sacl Resource issuer. Device D4 obtains Sacll signed by AMS1 and forward
the SACL to Server D5. D5 verifies the signature in the /oic/sec/sacl Resource and evaluates th
CE policy that grants Perm2 access.

CE redirection may occur when D4receives an error result with reason code indicating no match
eikists (i.e. ACCESS_DENIED_N© _ACE). D4 reads the /oic/sec/acl2 Resource to find thle
rowneruuid which identifies thesAMS and then submits a request to be provisioned, in this example
the AMS chooses to supply~a SACL Resource, however it may choose to re-provision the local
ACL Resources /oic/secfacl’ and /oic/sec/acl2. The request is reissued subsequently. D4 {s
presumed to have beenintroduced to the AMS as part of Device onboarding or through subsequent
cfedential provisionifg dactions.
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S

If not, a Credential Management Service (CMS) can be consulted to provision needed credential
Access Manager Client | Request:|pq Server
Service (AMS1) Device ? Device 5

. D4 Redirect: |AMS 1
| pecuest [aa] ; (71 ) (2 ) (w2 ) (5]
ACL Policy
1
Subject: D4 [=acT] | Verify sacl
Resource: R4 .
Request: 1 e e 2=
Permission: R Bues , I sac] i
> : !
na }|_subjectobd |}
€ 1| Resqlrce: R4 :
1| _Pesmission: R |
k

Figure 7 — Use case-4 showing dynamically obtained ACLyfrom an AMS
5/1.2 Access Control Scoping Levels

Group Level Access - Group scope means applying AC to the, gfoup of Devices that are groupe
%‘r a specific context. Group credentials may be used when, encrypting data to the group q

—

thenticating individual Device members into the groupsGroup Level Access means all grou

embers have access to group data but non-group members must be granted explicit acces$

Group level access may also be specified using wildcardrmatching.
g

CF Device Level Access — OCF Device scope méans applying AC to an individual Device, whig
gLay contain multiple Resources. Device level acgess implies accessibility extends to all Resource

ailable to the Device identified by DevicelD{Credentials used for AC mechanisms at Device arn
CF Device-specific.

g

AQCF Resource Level Access — OCH_Resource level scope means applying AC to individu
Resources. Resource access requires’an ACL that specifies how the entity holding the Resourc
(perver) shall make a decision ontallowing a requesting entity (Client) to access the Resource.
FJ
0
d

roperty Level Access - Property level scope means applying AC only to a property that is pal
a parent Resource. This\is' to provide a finer granularity for AC to Resources that may requir
fferent permissions for different properties. Property level access control is achieved by creatin
Resource that coptains a single property. This technique allows the Resource level acces
cpntrol mechanisms 40 be used to enforce access at a finer level of granularity than woul
otherwise be passible.

ontrolling aecess to static Resources where it is impractical to redesign the Resource, it ma

propriate 1o introduce a collection Resource that references the child Resources having separate

cess permissions. An example is shown below, where an "oic.thing" Resource has two propertig
ropérty-1 and Property-2 that would require different permissions.

=

©

n

[¢)

-
—

o nwaQ oD

Yy
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{"$schema": "http://json-schemas.org/schema#",
"id": "http://openinterconnect.org oic.things#",
"definitions": {
"oic.thing": {
"type": "object"”,
"properties™: {
"Property-1": {"type": "typel"}

"Deranortyvy 2" [ty vy 2mn
LA ML A WD A S PTT]
..}
} .
} Properties are opaque to
} OCF framework

Figure 8 — Example Resource definition with opaque Properties

Qurrently, OCF framework treats properly level information as opaque; thenefore, different
permissions cannot be assigned as part of an ACL policy (e.g. read-only permission to Property-l
and write-only permission to Property-2). Thus, the "oic.thing" is split inte“two new Resourcle
"pic.RsrcProp-1" and "oic.RsrcProp-2". This way, property level ACL can\be”’achieved through usle
of Resource-level ACLs.

"ger el 1 -
{_fshhema :"http://ison-... - W——
"type": “collection” , aclo
: resa;turﬂ:f;s[‘;: +1[ Resnurceslwit? '
“RsrcAtt-1", roperty-leve '
“RSrcAtt-2") gr‘a?'lulgri?:ar&:\;}ﬂBT Revb gl |
opaque /oic/RsrcProp-1 |
def._mnons" { _ 2 Read i
“oic.RsrcProp-1": { .
“type": “object”, i
“properties™: {
“Property-1" {(“type": “type1") i
X DeviD_1 |
“oic.RsrcProp-2\{ — T — T ——
“tyue“:"ob_(ié'cl"{ foic/RsrcProp-2 |
“propert@™: { Write ]
"Pogperty-2" {“type”: “type2"} '
} e

Figure 9 — Property Level Access Control
512 Onboarding Overview

Before 'a Device becomes operational in an OCF environment and is able to interact with othe
Oewices, it needs to be appropriately onboarded. The first step in onboarding a Device is fo
configure the ownership where the legitimate user that owns/purchases the Device uses an
Onboarding tool (OBT) and using the OBT uses one of the Owner Transfer Methods (OTM) to
establish ownership. Once ownership is established, the OBT becomes the mechanism through
which the Device can then be provisioned, at the end of which the Device becomes operational
and is able to interact with other Devices in an OCF environment.

=
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Summary of Onboarding Process

On-boarding Device CMS Device AMS Device New Device
(UUID BOBx0ooot- ) (UUID CBS0000¢-. ) | | (UUID ABSwa00e- ) (UUID AT1C300¢)

Discover New Devices /

Discover new devices (not owned) and find a suitable owner transfer method. Iﬁ

1 Discover unowned devices.

7
| 2 Return supported owner transfer methods.
T

T
T T T
Execute Owner Transfer Method __/J \ i i
| 3 Select the owner transfer methofd. | -
] ] I al
| _ 4 Perform the owner transfer harjdshake. i !
T T T N J T
Establish Device Identity / ! ! !
\_ 5 Re-read device identifier and pfovision owner identity | )
Establish Owner Credentials __/ ! ! !
| Decide whether to use a symmetric and/or asymmetric credentials used by the deWite oviner Il|
- - - — -
! 6 Request the type of credentials supported by the new device .
\ 7 Decide with cradentials to use. | ! !
Provision Symmetric Owner Credential / i i
1 8 Provision symmetric owner credential. ' !
Provision Asymmetric Owner Credential / ! !
1 9 Provision asymmetric owner crefdential | )
Configure Device Services /) i 1 |
| Define device and delegate-management sewvices such as AMS, CMS and DOXS. Iﬁ
7 T S A T
1 10 Provision the DOXS senice by:settmg the resourc® owner for /doxm and pstat |
i 11 Provision the AMS senice by s;ettmg thenesdurce owner for facl2 \:
| 12 Provision the CMS senice by s;etting the resource owner far fered i
i 13 Pravision the AMS cradentiali\ | |
i I I i
' 14 Provision the CMS credential’ ' ! <!
1 15 Set the device owned prnpeny:tn TRUE | \:
| Prepare for Peer Device Interactions / |
\ Provision the new device with peer credentials and access control policies. H
i T T T
i i 16 Change device state:to ready-for-provisioning. ‘:
) i 17 CMS provisions credentials to the new device and peer devices \:
i i | 18 AMS provisions access control entries to the new device and peer devices |
i i Enable the device to operate normally Iﬁ
T T : TI Change device state 10 ready-Tor-normal- operation \:
i . . .
On-boarding Device CMS Device AMS Device New Device
(UUID BOBx0ow- ..} (UUID CBS:0000-...) (UUID ABS:0om-..) (UUID AT1C 300t

Figure 10 - Onboarding Overview

This section explains the onboarding and security provisioning process but leaves the provisioning
of non-security aspects to other OCF specifications. In the context of security, all Devices are
required to be provisioned with minimal security configuration that allows the Device to securely
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interact/communicate with other Devices in an OCF environment. This minimal security
configuration is defined as the Onboarded Device "Ready for Normal Operation" and is specified
in Section 8.

5.2.1 OnBoarding Steps

The flowchart below shows the typical steps that are involved during onboarding. Although
onboarding may include a variety of non-security related steps, the diagram focus is mainly on the
security related configuration to allow a new Device to function within an OCF environment.
Anboarding typically begins with the Device getting "owned" by the legitimate user/system followe(d
by configuring the Device for the environment that it will operate in. This would include settinjg
information such as who can access the Device and what actions can be performed aswell gs
what permissions the Device has for interacting with other Devices.
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User/System
Initiates

onboarding

Device
“Ready for OTM”

User/System
Selects OTM

O™

NS
Onboarding Q
Cleanup completed (1/

.

\%51/
N

>
2e)

Success ?

Ownership
established

Device
“Ready for
Provisioning”

Provisioning
Success ?

éov

Device
“Ready for Normal

Normal

Onboarding
Reset

Reset Event
(corrupt SVR, hardware reset etc)

Operatiun

Operation”

Figure 11 — OCF Onboarding Process

5.2.2 Establishing a Device Owner

The objective behind establishing Device ownership is to allow the legitimate user that
owns/purchased the Device to assert itself as the owner and manager of the Device. This is done
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through the use of an OBT that includes the creation of an ownership context between the new
Device and the OBT tool and asserts operational control and management of the Device. The OBT
can be considered a logical entity hosted by tools/ Servers such as a network management console,
a device management tool, a network-authoring tool, a network provisioning tool, a home gateway
device, or a home automation controller. A physical device hosting the OBT will be subject to some
security hardening requirements, thus preserving integrity and confidentiality of any credentials
being stored. The tool/Server that establishes Device ownership is referred to as the OBT.

WHEe /

Oevice ownership. The term owner transfer is used since it is assumed that even for a new Devicg
the ownership is transferred from the manufacturer/provider of the Device to the buyer/legitimat
user of the new Device.

ﬁIn owner transfer method establishes a new owner (the operator of OBT) that is authorized to
anage the Device. Owner transfer establishes the following

e An Owner Credential (OC) that is provisioned by the OBT in the /oie/sec/doxm Resource
of the Device. This OC allows the Device and OBT to mutually—authenticate durinjg
subsequent interactions. The OC asserts the user/system’s ownership of the Device by
recording the credential of the OBT as the owner. The OBT-also records the identity of
Device as part of ownership transfer.

e The Device owner establishes trust in the Device throdgh'the OTM.
e Preparing the Device for provisioning by providing ‘credentials that may be needed.

2.21 Preparing the Device for provisioning

D n

puld be in the form of getting bootstrapping paranveters (BP) that allow the Device to contact th
potstrap server (BS) and establish a secure sgssion with the BS. The typical bootstrap parameter
are as follows

5
Qnce Device ownership is established, the Devigesneeds to be prepared for provisioning. Th
c
b

[

o

e Bootstrap server (BS)/ tool metadata: This information needs to include addressing an
access mechanism/ protocol.to be used to access the bootstrap server. Addressing
information may include Server URI or FQDN if HTTP or TCP/IP is being used to conta¢
the Server.

—

—

e Bootstrapping credential (BC): This is the credential that the Device needs to use to conta¢
the BS, authenticate to the BS, and establish a secure session with the BS to receiv
provisioning parameters from the BS. The BC may be derived from the OC depending o
the type of QC.

> @

fithe OBT itself*acts as the bootstrap server, the metadata for the bootstrap server may point to ja
ervice hosted by the OBT itself. In such a scenario additional BC credentials may not be needed.

n

5/2.3 Provisioning for Normal Operation

Qnceéthe Device has the necessary information to initiate provisioning, the next step is to provision
additional security configuration that allows the Device to become operational. This can include
setting various parameters and may also involve multiple steps. For example if the Device is to
receive its configuration from a bootstrapping server, then the provisioning may involve connecting
to the bootstrap server and receive its configuration. Also provisioning of ACL’s for the various
Resources hosted by the Server on the Device is done at this time. Note that the provisioning step
is not limited to this stage only. Device provisioning can happen at multiple stages in the Device’s
operational lifecycle. However specific security related provisioning of Resource and Property
state would likely happen at this stage at the end of which, each Device reaches the Onboarded
Device "Ready for Normal Operation" State. The "Ready for Normal Operation" State is expected
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to be consistent and well defined regardless of the specific OTM used or regardless of the
variability in what gets provisioned. However individual OTM mechanisms and provisioning steps
may specify additional configuration of Resources and Property states. The minimal mandatory
configuration required for a Device to be in "Ready for Normal Operation" state is specified in
Section 8.

5.3 Provisioning

Note that in general, provisioning may include processes during manufacturing and distribution of
the Device as well as processes after the Device has been brought into its intended environment
(parts of onboarding process). In this specification, security provisioning includes, processeshaftg
ownership transfer (even though some activities during ownership transfer and onboarding may
ad to provisioning of some data in the Device) configuration of credentials for interacting with
potstrapping and provisioning services, configuration of any security related Resources and
redentials for dealing with any services that the Device need to contact later on.

=

D

nce the ownership transfer is complete and bootstrap credentials are established, the Devic
eeds to engage with the bootstrap server to be provisioned with proper seeurity credentials an
arameters. These parameters can include

T > Q OO0
[oNN¢))

e Security credentials through a credential management service\(CMS), currently assume(d
to be deployed in the same OBT.

e Access control policies and ACLs through an ACL prgvisioning service (APS), currently
assumed to be deployed in the same OBT, but may kejpart of AMS in future.

As mentioned, to accommodate a scalable and modular design, these functions are considered als
services that in future could be deployed as separate servers. Currently, the deployment assumes
tmat these services are all deployed as part of a OBTL./ARegardless of physical deployment scenarig,
the same security-hardening requirement) applies\to any physical server that hosts the tools and

Pcurity provisioning services discussed here,

[¢)

s

Oevices are aware of their security provisionihg status. Self-awareness allows them to be proactiy
out provisioning or re-provisioning sécurity Resources as needed to achieve the device
operational goals.

[7)

5/3.1 Provisioning a bootstrap. service

he Device is discovered ort\programmed with the bootstrap parameters (BP), including th
etadata required to discoverand interact with the Bootstrap server (BS). The Device is configure
ith bootstrap credential (BC) required to communicate with BS securely.

o ®

In the Resource structufe, the rowneruuid Property in the /oic/sec/pstat Resource identifies th
bpotstrap service (BSS).

[}

hen symmefric’keys are used, the OC is used to derive the BC. However, when the Device
cppable of.using asymmetric keys for ownership transfer and other provisioning processes, ther
ay not be.,a need for a cryptographic relationship between BC and OC.

D n

egardless of how the BC is created, the communication between Device and BS (and potential
other servers) must be done securely. For instance when a pre-shared key is used for secur
connection with the Device, the oic.sec.bss service Includes the oic.sec.cred Resource
provisioned with the PSK.

D <<

(7]

5.3.2 Provisioning other services

To be able to support the use of potentially different device management service hosts, each
Device Secure Virtual Resource (SVR) has an associated Resource owner. The onboarding Device,
also known as DOXS, provisions rowneruuid Properties with the appropriate provider identity.
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e Credential Management Service (CMS) : (/oic/sec/cred.rowneruuid)
e Access Manager Service (AMS) : (/oic/sec/acl.rowneruuid and /oic/sec/acl2.rowneruuid )

When these services are populated the Device may proactively request provisioning and verify
provisioning requests are authorized. Each of the services above must be performed securely and
thus require specific credentials to be provisioned. The DOXS service may initiate of any services
above by S|gnallng the serV|ce prowder DeV|ce(s) or by settlng the approprlate vector in the tm

[¢)

Ps

<
- -

eans.

he following describe an example on how a Device can update a PSK-for'a secure connection. A

ails. The Device will then need to request credential update from,a\CMS. The Device may ente
cfedential-provisioning mode (e.g. /oic/sec/pstat.Cm=16) and may_configure operational mode (e.g.
/@ic/sec/pstat.Om="1") to request an update to its credential Re€source. The CMS responds with ja
new pairwise pre-shared key (PSK).

=

5/3.4 Role assignment and provisioning

he Servers, receiving requests for Resources theyZhost, need to examine the role asserted by
the Client requesting the Resource and compare*that role with the constraints described in thej
ACLs corresponding to the services. Thus, a Client Device may need to be provisioned with on)
of more role credentials.

D =

Hach Device holds the role information *as’a Property within the credential Resource. Thus, it

ppssible that a Client, seeking a role-provisioning, enters a mode where both its credentials an

ACLs can be provisioned (if they.~are provisioned by the same sever!). The provisionin
ode/status is typically indicated by the content of /oic/sec/pstat.

Q o n

Q
[

nce provisioned, the Client\can assert the role it is using as described in Section 10.3.1, if it ha
certificate role credential.

o)

Alternatively, if the server has been provisioned with role information for a client, or the client has
previously assertedroles to the server, the client can assert a specific role with the CoAP payload:

e.g. GET /allight?roleid={"role”:"Role-A"}

Tlhe client\hds no way to know in advance what roles are provisioned on the server, and must
tempt an action and observe the server’s response. If the response is permission denied, th
client |€arns that either the server is not provisioned with the role, or the ACLs are misconfigured.

p p
granted if it would be granted under any of the roles.

5.3.5 ACL provisioning

During ACL provisioning, the Device establishes a secure connection to an APS (or bootstrap
server, if it is hosting the APS). The APS will instantiate or update Device ACLs according to the
ACL policy.
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The Device and APS may establish an observer relationship such that when a change to the ACL
policy is detected; the Device is notified triggering ACL provisioning.

The APS (e.g. rt="oic.sec.aps") may digitally sign an ACL as part of issuing a /oic/sec/sacl
Resource. The public key used by Servers to verify the signature may be provisioned as part of
credential provisioning. A /oic/sec/cred Resource with an asymmetric key type or signed
asymmetric key type is used. The PublicData Property contains the APS’s public key.

RM plays a key role in the overall security operation. In short, SRM performs both managemeipt
of SVR and access control for requests to access and manipulate Resources. SRM consists of
ain functional elements:

e A Resource manager (RM): responsible for 1) Loading SVRs from persistentisterage (usin
PSI) as needed. 2) Supplying the Policy Engine (PE) with Resourcespon request. 3
Responding to requests for SVRs. While the SVRs are in SRM memory,*the SVRs are in
format that is consistent with device-specific data store format. However, the RM will us
JSON format to marshal SVR data structures before be passed to.RSl for storage, or trav
off-device.

D Y —Q

N4

e A Policy Engine (PE) that takes requests for access to SVRs\and based on access control
policies responds to the requests with either "ACCESS_GRANTED" or "ACCESS_DENIEDQ".
To make the access decisions, the PE consults the appropriate ACL and looks for best
Access Control Entry (ACE) that can serve the request given the subject (Device or role
that was authenticated by DTLS.

~

e Persistent Storage Interface (PSI): PSI provides a set of APIs for the RM to manipulate
files in its own memory and storage. The(SRM design is modular such that it may b
implemented in the Platform’s secure exgcution environment; if available.

[¢)

Resource Introspection (RI) layer

Secure Résource Manager (SRM)

_ () PSI
. . ' e e Platform Secure
Resou Policy Engine s storage
Mana RM) (PE) torage (security Virtual
R Interface (PSI) Resource database)

Connectivity Abstraction (CA) layer

Figure 12 — OCF's SRM Architecture
5.5 Credential Overview

Devices may use credentials to prove the identity and role(s) of the parties in bidirectional
communication. Credentials can be symmetric or asymmetric. Each device stores secret and public
parts of its own credentials where applicable, as well as credentials for other devices that have
been provided by the OBT or a CMS. These credentials are then used in the establishment of
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secure communication sessions (e.g. using DTLS) to validate the identities of the participating
parties. Role credentials are used once an authenticated session is established, to assert one or
more roles for a device.
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6 Security for the Discovery Process

The main function of a discovery mechanism is to provide Universal Resource ldentifiers (URIs,
called links) for the Resources hosted by the Server, complemented by attributes about those
Resources and possible further link relations. (in accordance to Section 10 in OCF Core
Specification)

6.1 Security Considerations for Discovery

hen defining discovery process, care must be taken that only a minimum set of Resourcesare
exposed to the discovering entity without violating security of sensitive information or privady
requirements of the application at hand. This includes both data included in the Resources;as well
the corresponding metadata.

0 achieve extensibility and scalability, this specification does not provide a\ mandate on
discoverability of each individual Resource. Instead, the Server holding the Reseurce will rely gn
CLs for each Resource to determine if the requester (the Client) is authorized’to’see/handle any
of the Resources.

he /oic/sec/acl2 Resource contains ACL entries governing access\'to the Server hosteld
esources. (See Section 13.4)

side from the privacy and discoverability of Resources from ACL point of view, the discoveny
process itself needs to be secured. This specification sets the-following requirements for thle
djscovery process:

1. Providing integrity protection for discovered Respurces.
2. Providing confidentiality protection for discovered Resources that are considered sensitive.

he discovery of Resources is done by doing a:{RETRIEVE operation (either unicast or multicas})
on the known Resource "/oic/res".

[}

he discovery request is sent over a non-secure channel (multicast or unicast without DTLS),
erver cannot determine the identity\ef the requester. In such cases, a Server that wants
thenticate the Client before.~xesponding can list the secure discovery URI (e.g.
cpaps://IP:PORT/oic/res ) in the unsecured /oic/res response. This means the secure discovelly
Rl is by default discoverablewby any Client. The Client will then be required to send a separate
unicast request using DTLS-to the secure discovery URI.

[=]

or secure discovery, any-Resource that has an associated ACL2 will be listed in the response to
/gic/res if and only if-the’/Client has permissions to perform at least one of the CRUDN operations
(l.e. the bitwise OR“efthe CRUDN flags must be true).

Hor example,ca_€lient with Deviceld "d1" makes a RETRIEVE request on the "/door" Resource
hosted on a‘Server with Deviceld "d3" where d3 has the ACL2s below:
{ .
taclist2: [
{ _ _
“stbject — uuid" " 0685B966—736F—46F7—BECO-9E6CBB6IADEL "}
"resources": [{"href':""/door"}],
"permission”: 2, // RETRIEVE
"aceid": 1
}
] ’
"rowneruuid”: "0685B960-736F-46F7-BECO-9E6CBD61ADC1""
}
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{
“aclist2": [
“subject™: {"authority”: "owner™, "role": "owner'}
"resources": [{"href':"/door"}],
"permission”: 2, // RETRIEVE
“aceid”: 2
3
i K]
"rowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADC1™
H
{
“aclist2": [
{
“"subject": {uuid": '"0685B960-736F-46F7-BECO-9E6CBD61ADC1N},
"resources": [{"href'":"/door/lock"}],
"permission”: 4, // UPDATE
"aceid": 3
]}
"rowneruuid": "0685B960-736F-46F7-BECO-9E6CBD61ADCL ™
H
{
“aclist2": [
{
"subject": {"conntype": "anon-clear"},
"resources": [{"href":"/light"}],
"permission”: 2, // RETRIEVE
“aceid": 4
}

] ’
“rowneruuid': "0685B960-736F-46F7-BECO-9E6CBD61ADC1""

ACE2 will prevent "d4" from-update.

(o)

iscovery results delivered to d1 regarding d3’s /oic/res Resource from the secure Interface:

“href" :/}"/door",

"rt': \fCoic.r.door"],

"1 )[Moic.if.b", "oic.11'"],

"di'™: ''0685B960-736F-46F7-BECO-9E6CBD61ADC1"",
bs

1

evice "d1" does a discovery on the//oic/res Resource of the Server "d3", the response will includ

b
Tlhe ACL indicates that Client "d1*\has RETRIEVE permissions on the Resource. Hence whe
d
the URI of the "/door" Resourge ‘metadata. Client "d2" will have access to both the Resource

D S

Discovery results delivered to d2 regarding d3's /oic/res Resource from the secure Interface:

L
{

"href": "/door",

"rt': [Toic.r.door"],

"1 [Toic.if.b", "oic.l1'],

"di'': ""0685B960-736F-46F7-BECO-9E6CBD61ADC1™
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3}
{
“"href": "/door/lock",
"rt": [foic.r.lock],
"if": [Moic.if.b"],
["application/json™, ™"application/exi+xml™]

""type'':
}
1
Qiscovery results delivered to d4 regarding d3's /oic/res Resource from the secure Interface:
[
{
"href": *"/door/lock",
rt': [Toic.r.lock™],
"if": [Moic.if.b"],
"type': [Tapplication/json’, application/exi+xml™],
"di": ""0685B960-736F-46F7-BECO-9E6CBD61ADC1"
}
1
Oiscovery results delivered to any device regarding d3’s /oic/res<\Resource from the unsecure
Interface:
[
{
"di": ""0685B960-736F-46F7-BECO-9E6CBD61ADCL™,
“"href'": "/light",
rt': [Moic.r.light],
"1 [Moic.if.s"]
}
1
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7 Security Provisioning

7.1 Device Identity
Each Device, which is a logical device, is identified with a device ID.

Devices shall be identified by a Device ID value that is established as part of device onboarding.
The /oic/sec/doxm Resource specifies the Device ID format (e.g. urn:uuid). Device IDs shall be
unique within the scope of operation of the corresponding OCF network, and should be universally
unique. Device ID uniqueness within the network shall be enforced at device onboarding. A Deyjce

BT shall verify the chosen new device identifier does not conflict with other devices previously
introduced into the network.

o

evices maintain an association of Device ID and cryptographic credential using aJoic/sec/cre
esource. Devices regard the /oic/sec/cred Resource as authoritative when verifyin
thentication credentials of a peer device.

[(®]

Device maintains its device ID in the /oic/sec/doxm Resource. It maintain§ a list of credential$
pth its own and other device credentials, in the /oic/sec/cred Resourcel/The device ID can b
sed to distinguish between a device's own credential, and credentials for other devices.
urthermore, the /oic/sec/cred Resource may contain multiple credentials for the device.

IS o>
D

(o)

evice ID shall be:
e Unique
e Immutable
e Verifiable

hen using manufacturer certificates, the certificate should bind the ID to the stored secret in thie
evice as described later in this section.

Q<

>

physical device, referred to as a Platfonn in OCF specifications, may host multiple Devices. Th
Ptatform is identified by a Platform ID¢Fhe Platform ID shall be globally unique and inserted in th
device in an integrity protected manner (e.g. inside secure storage or signed and verified).

D O

Note: An OCF Platform may have a secure execution environment, which shall be used to secure
unique identifiers and secretsIf a Platform hosts multiple devices, some mechanism is needed to
rovide each Device with(the appropriate and separate security.

p
711.1 Device Identity-for Devices with UAID
V

hen a manufacturer certificate is used with certificates chaining to an OCF root CA (as specifig
in Section 7.1:1),/the manufacturer shall include a Platform ID inside the certificate subject C
field. In such-cases, the device ID may be created according to the Unique Authenticable IDentifie
(VAID) scheme defined in this section.

Z O

=

n

or identifying and protecting Devices, the Platform Secure Execution Environment (SEE) may opt
td generate new Dynamic Public Key Pair (DPKP) for each Device it is hosting, or it may opt
SHA y—tuS€ A€ e C e v v a VAAUIVE oAV y—athdra -‘ oeatet ato
Credential (EPC). In either case, the Platform SEE will use its Random Number Generator (RNG)
to create a device identity called UAID for each Device. The UAID is generated using eitherEPC
only or the combnation of DPC and EPC if both are available. When both are available, the Platform
shall use both key pairs to generate the UAID as described in this section.

o oo Y, v,

The Device ID is formed from the device’s public keys and associated OCF Cipher Suite. The
Device ID is formed by:
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w <

7

Other_info could be 1) device type as indicated in /oic/d (could be read-only and set b
manufacturer), 2) in case there are two sets of public key pairS (one embedded, and on
dynamically generated), both public keys would be included.

5.

heneverithe public key is encoded the format described in RFC 7250 for SubjectPublicKeylnflo
hall be, used.
1+#H1 Validation of UAID

Determining the OCF Cipher Suite of the Dynamic Public Key. The Cipher Suite curve must
match the usage of the Algorithmldentifier used in SubjectPublicKeyInfo as intended for
use with Device security mechanisms. Use the encoding of the CipherSuite as the ‘csid’
value in the following calculations. Note that if the OCF Cipher Suite for Dynamic Public
key is different from the ciphersuite indicated in the Platform certificate (EPC), the OCF
Cipher Suite shall be used below.

From EPC extract the value of embedded public key. The value should correspond to the
vartae—0 ’-i"--i' Y i"'i' -i"--i' YT TOo—™0 1€ CE 1 e
following we refer to this as EPK. If the public key is extracted from a certificate, validat

that the Algorithmldentifier matches the expected value for the CipherSuite within “thle

certificate.

From DPC Extract the value of the public key. The value should correspond to/the value
subjectPublicKey defined in SubjectPublicKeylnfo. In the following we referto'this as DPK.

=+

Using the hash for the Cipher Suite calculate:
h = hash( ‘vaid’ | csid | EPK| DPK | <other_info>)

D <

Truncate to 128 bits by taking the first 128 bits of h
UAID = h[0:16] # leftmost 16 octets

Convert the binary UAID to a ASCII string by
USID = base27encode( UAID )

def base_N_encode(octets, alphabet):
long_int = string_to_int( octets )
text_out = *°
while long_int > O:
long_int, remainder = divmod(long_int, len(alphabet))
text_out = alphabet[remainder] + text_out
return text_out

b27chars = *"ABCDEFGHJKMNPQRTWXYZ2346789"
def b27encode(octet_string):
""" Eneode a octet string using 27 characters. """

retorn base_N_encode(octet_string, _b27chars )

Append the string value of USID to ‘urn:usid:’ to form the final string
value of¢he’Device ID
urn:usid-ABXW....

To be able to use the newly generated Device ID (UAID) and public key pair (DPC), the device
Platform shall use the embedded private key (corresponding to manufacturer embedded public key
and certificate) to sign a token vouching for the fact that it (the Platform) has in fact generated the
DPC and UAID and thus deferring the liability of the use of the DPC to the new device owner. This
also allows the ecosystem to extend the trust from manufacturer certificate to a device issued
certificate for use in the new DPC and UAID. The degree of trust is in dependent of the level of
hardening of the device SEE.
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Dev_Token=Info, Signature(hash(info))

Signature algorithm=ECDSA (can be same algorithm as that in EPC or that possible for DPC)
Hash algorithm=SHA256

Info=UAID| <Platform ID> | UAID_generation_data | validity

AID_generation_data=data passed to the hash algorithm used to generate UAID

<

alidity=validity period in days (how long the token will be valid)

~

2 Device Ownership

dentity that is authenticable using cryptographic credentials. A Device is ‘un-owned’ when it is fir
nitialized. Establishing device ownership is a process by which the device asseris it's identity
OBT and the OBT asserts its identity to the device. This exchange results in the device changin
its ownership state, thereby preventing a different OBT from asserting administrative control ove
the device.

he ownership transfer process starts with the OBT discovering a new device that is "un-owneg
through examination of the "Owned" Property of the /oic/sec/doxm:Resource of the new device. 4
the end of ownership transfer, the following is accomplished:

1. Establish a secure session between new device and the OBT.
2. Optionally asserts any of the following:

a. Proximity (using PIN) of the OBT to the‘Platform.

b. Manufacturer’s certificate assertingsRlatform vendor, model and other Platform
specific attributes.

3. Determines the device identifier.

4. Determines the device ownet:

5. Specifies the device owner (e.g. Device ID of the OBT).
6. Provisions the deyvice/with owner’s credentials.

7. Sets the ‘Owned? state of the new device to TRUE.

3 Device Owhership Transfer Methods

7

713.1 OTM itmplementation requirements

This document provides specifications for several methods for ownership transfer. Implementatio
0

Tlhis is an informative section. Devices are logical entities that are security endpoints-that have }n
t
0

f each<individual ownership transfer method is considered optional. However, each device shal
implemeént at least one of the ownership transfer methods not including vendor specific methods|

g
r

=5

r

All'owner transfer methods (OTMs) included in this document are considered optional. Each vendc

is required to choose and implement at least one of the OTMs specified In this specification. Th
OCF, does however, anticipate vendor-specific approaches will exist. Should the vendor wish t

e
(o]

have interoperability between an vendor-specific owner transfer method and and OBTs from other
vendors, the vendor must work directly with OBT vendors to ensure interoperability.
Notwithstanding, standardization of OTMs is the preferred approach. In such cases, a set of

guidelines is provided below to help vendors in designing vendor-specific OTMs. (See Sectio
7.3.6).
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The device owner transfer method (doxm) Resource is extensible to accommodate vendor-defined
methods. All OTM methods shall facilitate allowing the OBT to determine which OC is most
appropriate for a given new device within the constraints of the capabilities of the device. The OBT
will query the credential types that the new device supports and allow the OBT to select the
credential type from within device constraints.

Discover New Deavices Sequence

L

Onboarding Device Mew Device
(UUID BOBwoo-...) (LUUID AT C300- o

L3

I

| |

- - ]
Discover New Devices / |

Find new devices that are unowned. Device identifier may be obfuscated for privacy (rot show). L\]
¥

1 1 GET foic/sec/doxm?owned=FALSE

I
]
,‘__I

] |

:__, 2R5P .. "oxms"[01 2 ], "owned" FALSE "deviceuuid" "EATCExxx-. } :

-

: — :
Onboarding Device Mew Device
(UUID BOBwoook-...) (UUID AT1C300-...)

Figure 13 - Discover New Device Sequence
N
Step Description \\,\Q
1 The OBT queries to see if the new device is not yet owned.
2 The new device returns the /oic/sec/doxm Resource containing ownership status and

supported owner transfer methods. It also contains a temporal device ID that may change
subsequent to successful owner transfer. The device should supply a temporal ID to facilitate
discovery as a guest device.

Section 7.3.9 provides security considerations regarding selecting an owner transfer
method.

Table 2 - Discover New Device Details

<
D

endor-specific device Jowner transfer methods shall adhere to the /oic/sec/doxm Resourc
specification for Q€s/that results from vendor-specific device owner transfer. Vendor-specif
ethods should,include provisions for establishing trust in the new device by the OBT an optionally
tablishing trast/in the OBT by the new device.

3]

he end state of a vendor-specific owner transfer method shall allow the new device to authenticate
the OBT and the OBT to authenticate to the new device.
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an OBT may not anticipate hence may be invalidated by OBT provisioning.

7.3.2 SharedKey Credential Calculation

The SharedKey credential is derived using a PRF that accepts the key_block value resulting from
the DTLS handshake used for onboarding. The Server and Device OBT shall use the following
calculation to ensure interoperability across vendor products:
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SharedKey = PRF(Secret, Message);
Where:
- PRF shall use TLS 1.2 PRF defined by RFC5246 section 5.
- Secret is the key_block resulting from the DTLS handshake
= See RFC5246 Section 6.3
= The length of key_block depends on cipher suite.
e  (e.g. 96 bytes for TLS_ECDHE_ECDSA_WITH_AES_128_CBC_SHA256

20 bytes for TLS_PSK_WITH_AES_128_CCM_38)
- Message is a concatenation of the following:
. DoxmType string for the current onboarding method (e.g. "oic.sec.doxm.jw")
e See "Section 13.1.1 OCF defined owner transfer methods for specific DoxmTypes"
. OwnerlID is a UUID identifying the device owner identifier and the device that maintains' SharedKey
e Use raw bytes as specified in RFC4122 section 4.1.2
L] Device ID is new device’s UUID Device ID
e Use raw bytes as specified in RFC4122 section 4.1.2
- SharedKey Length will be 32 octets.

. If subsequent DTLS sessions use 128 bit encryption cipher suites-the leftmsot 16 octets will be use
DTLS sessions using 256 bit encryption cipher suites will use all 32 octets.

3.3 Certificate Credential Generation

7
Tlhe Certificate Credential will be used by Devices for secure’ bidirectional communication. Th
c
t

generation will be specified in a later version of this gpécification.

713.4 Just-Works Owner Transfer Method

Just-works owner transfer method creates a‘symmetric key credential that is a pre-shared ke
used to establish a secure connection through which a device should be provisioned for use withi
the owner’s network. Provisioning additional credentials and Resources is a typical step followin
ownership establishment. The pre-shared key is called SharedKey.

he ownership transfer process stafts with the OBT discovering a new device that is "un-owned
thirough examination of the "owned" Property of the /oic/sec/doxm Resource at the Device hoste
by the new device.

QAnce the OBT asserts thatthe device is un-owned, when performing the Just-works owner transfg
nmethod, the OBT relies-on DTLS key exchange process where an anonymous Elliptic Curve Diffig
Hellman (ECDH) is.used as a key agreement protocol.

The following<OCF-defined vendor-specific ciphersuites are used for the Just-works owner transfg
npethod.

TLS_ECDH_ANON_WITH_AES_128 CBC_SHA256,
TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256

e
prtificates will be issued by a CMS or an external certificate authority (CA). This CA will be used
mutually establish the authenticity of the Device.\*The onboarding details for certificaf

[¢)

«Q

=

=

hese are not Tegistered M tANA, the Ciphersuite vatues are assigned ([Tomn the Teserved area 1
private use (OXFFOO ~ OxFFFF). The assigned values are OXFF0O and OxFFO1, respectively.
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Perform Just-Works Owner Transfer Method

on-boarding Device Mew Device
(UUID BOBOwoo-...) (UUID AT1C300-...)

I I
Execute Just Works Owner Transfer Method  / |

Onboarding device selects the oic.sec.oxm. jw owner transfer method and executes it. IAE

[ [ ~'N

. 1 POST Joic/sec/doxm {... "oxmsel"0,...} ,_:

€ 2 RSP 2.04 :

'3 ClientHello{TLS_ECDHE_AMON_WITH_AES _128_CBC_SHAZEE) _‘_:

:{ 4 HelloWerifyRequest{cookie) |

5 ClientHello{TLS_ECDHE_AMON_WITH_AES_128_CBC_SHAJSE cookie) ,_:

| SemverHello{TLS_ECDHE_AMOMN_WITH_AES_128_CBC_“SHAZEE) |

i 6 ServerkKeyExchange(ECDH Publickey + ECC Cumve Raram) |

I ServerHelloDone() I

B .

!+ ClientkKeyExchange(ECDH Publickey) !

i ChangeCipherSpec + Finish !

lﬁ 8 ChangeCipherSpec + Finish |

. - :
On-boarding Device MNew Device
(UUID BOBOwox- ...} (UUID AT1C300-...)

Figure 14 £ A~Just Works Owner Transfer Method
Step Description & ‘e

1,2 The OBT notifies.the Device that it selected the ‘Just Works’ method.

3-8 A DTLS sessijon is established using anonymous Diffie-Hellman.

Note:. This method assumes the operator is aware of the potential for man-in-the-middle
attack’and has taken precautions to perform the method in a clean-room network.

Table 3 — A Just Works Owner Transfer Method Details

713.4.1 Security Considerations

nonymous Diffie-Hellman key agreement is subject to a man-in-the-middle attacker. Use of th
eéthod presumes that both the OBT and the new device perform the ‘just-works’ method assumes
onboarding happens In a relatively safe environment absent of an attack device.

[

This method doesn’t have a trustworthy way to prove the device ID asserted is reliably bound to
the device.

The new device should use a temporal device ID prior to transitioning to an owned device while it
is considered a guest device to prevent privacy sensitive tracking. The device asserts a non-
temporal device ID that could differ from the temporal value during the secure session in which
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owner transfer exchange takes place. The OBT will verify the asserted Device ID does not conflict
with a Device ID already in use. If it is already in use the existing credentials are used to establish
a secure session.

An un-owned Device that also has established device credentials might be an indication of a
corrupted or compromised device.

7.3.5 Random PIN Based Owner Transfer Method
}he Random PIN method establishes physical proximity between the new device and the OBT ¢4
P

In
event man-in-the-middle attacks. The Device generates a random number that is communicated
the OBT over an out-of-band channel. The definition of out-of-band communications channel {s
e
y

—

utside the scope of the definition of device owner transfer methods. The OBT and new, 'Devic
e the PIN in a key exchange as evidence that someone authorized the transfer of pwneérship b
aving physical access to the new Device via the out-of-band-channel.

o0 C O

~

3.5.1 Random PIN Owner Transfer Sequence

Perform Random PIN Device Owner Transfer Method

Onboarding Device Mew Device
(UUID BOBxoot-..) (UUID AT1C3%00t-...)

Execute Manufacturer Certificate Owner Transfer Methad ¥ /

Onboarding device selects the oic.sec.oxm.rdp owgertransfer method and executes it. B]
i o] i

\ 1 POST Joic/secidoxm {..."oxmsel": 1%5]

i >
< 2 HSP 2.04 !

Compute PPSK following RFC 2838: PPSK = PBKDFZ(FRF, PIM, MewDevicelD, ¢, DkLen) B]

I RS

| 3 ClientHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHAZ256)

:{ 4 HelloVerifyRequest(cookie)

5 ClientHelle{TLS_ECDHE_PSK_WITH_AES_128_CBC_SHAZ256,caakie)

SerferHello(TLS_ECDHE_PSK_WITH_AES_128_CBC_SHAZSE) :
6 ServerkeyExchange(ECOH Publickey + ECC Curve Param) |
ServerHelloDone() !

K i

|7 ClientkeyExchange(ECDH Publickey) !

i ChangeCipherSpec + Finish 3!

IP( 8 ChangeCipherSpec + Finish |

. :
Onboarding Device Mew Device
(UUID BOBwooo-...) (UUID AT1C3m00-..)

Figure 15 — Random PIN-based Owner Transfer Method

45

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Step Description

1,2 The OBT notifies the Device that it selected the ‘Random PIN’ method.

3-8 A DTLS session is established using PSK-based Diffie-Hellman ciphersuite. The PIN is supplied
as the PSK parameter. The PIN is randomly generated by the new device then communicated
via an out-of-band channel that establishes proximal context between the new device and the
OBT. The security principle is the attack device will be unable to intercept the PIN due to a
lack of proximity.

Table 4 — Random PIN-based Owner Transfer Method Details

he random PIN-based device owner transfer method uses a pseudo-random function (RBKDFZ
efined by RFC2898 and a PIN exchanged via an out-of-band method to generate a pre-share
py. The PIN-authenticated pre-shared key (PPSK) is supplied to TLS ciphersuites that accept |a
SK.

ox o -
o —

PPSK = PBKDF2(PRF, PIN, Device ID, c, dkLen)
he PBKDF2 function has the following parameters:
- PRF — Uses the TLS 1.2 PRF defined by RFC5246.

- PIN — obtain via out-of-band channel.

—

- Device ID — UUID of the new device.

* Use raw bytes as specified in RFC4122 section 4.1.2

- ¢ — Iteration count initialized to 1000
- dkLen — Desired length of the derived PSK in octets.

~

3.5.2 Security Considerations

\n

ecurity of the Random PIN mechanism depends:on the entropy of the PIN. Using a PIN with
nsufficient entropy may allow a man-in-the-middle attack to recover any long-term credentials
provisioned as a part of onboarding. In particular, learning provisioned symmetric key credentials,
lows an attacker to masquerade as the onboarded device.

Ifis recommended that the entropy of the PIN be enough to withstand an online brute-force attack,
40 bits or more. For example, a 12-digit numeric PIN, or an 8-character alphanumeric (0-9a-z), or

7 character case-sensitive alphanumeric PIN (0-9a-zA-Z). A man-in-the-middle attack (MITM) {s
hen the attacker is active onithe network and can intercept and modify messages between the
BT and device. In the MIF\attack, the attacker must recover the PIN from the key exchange
essages in "real time", iie;7’before the peers time out and abort the connection attempt. Having
covered the PIN, he can complete the authentication step of key exchange. The guidance giveln
here calls for a minimum of 40 bits of entropy, however, the assurance this provides depends on
the resources available to the attacker. Given the paralleliziable nature of a brute force guessing
tack, the attack'ehjoys a linear speedup as more cores/threads are added. A more conservativie
ount of entrepy would be 64 bits. Since the Random PIN OTM requires using a DTLS ciphersuite
that includes(an ECDHE key exchange, the security of the Random PIN OTM is always at least
eguivalent'to the security of the JustWorks OTM.

he’Random PIN OTM also has an option to use PBKDF2 to derive key material from the PI
he_rationale is to increase the cost of a brute force attack, by increasing the cost of each guegs
in the attack by a tuneable amount (the number of PBKDF2 iterations). In theory, this is an effective
way to reduce the entropy requirement of the PIN. Unfortunately, it is difficult to quantify the
reduction, since an X-fold increase in time spent by the honest peers does not directly translate to
an X-fold increase in time by the attacker. This asymmetry is because the attacker may use
specialized implementations and hardware not available to honest peers. For this reason, when
deciding how much entropy to use for a PIN, it is recommended that implementers assume
PBKDF2 provides no security, and ensure the PIN has sufficient entropy.
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The Random PIN device owner transfer method security depends on an assumption that a secure
out-of-band method for communicating a randomly generated PIN from the new device to the OBT
exists. If the OOB channel leaks some or the entire PIN to an attacker, this reduces the entropy of
the PIN, and the attacks described above apply. The out-of-band mechanism should be chosen
such that it requires proximity between the OBT and the new device. The attacker is assumed to
not have compromised the out-of-band-channel. As an example OOB channel, the device may
display a PIN to be entered into the OBT software. Another example is for the device to encode
the PIN as a 2D barcode and display it for a camera on the OBT device to capture and decode.

713.6 Manufacturer Certificate Based Owner Transfer Method

he manufacturer certificate-based owner transfer method shall use a certificate embedded into
the device by the manufacturer and may use a signed OBT, which determines the Trust."Anchg
between the device and the OBT.

-

When utilizing certificate-based ownership transfer, devices shall utilize asymmetric keys with
certificate data to authenticate their identities with the OBT in the process of bringinhg a new device
into operation on a user’s network. The onboarding process involves several discrete steps:

1) Pre-on-board conditions

a. The credential element of the Device’s credential Resource-{foic/sec/cred) containing the
manufacturer certificate shall be identified by the following\properties:

i. the subject Property shall refer to the Device
ii. the credusage Property shall contain the'string "oic.sec.cred.mfgcert” to
indicate that the credential contains a-manufacturer certificate

b. The manufacturer certificate chain shall be contained in the identified credential
element’s publicdata Property with the optionaldata Property containing the Trust Anchof

c. The device shall contain a unique and immutable ECC asymmetric key pair.

d. If the device requires authentication ofthe OBT as part of ownership transfer, it is
presumed that the OBT has been registered and has obtained a certificate for its unique
and immutable ECC asymmetric_key pair signed by the predetermined Trust Anchor.

e. User has configured the OBT-app with network access info and account info (if
any).

2) The OBT shall authenticate the!Device using ECDSA to verify the signature. Additionally
the Device may authenticateithe OBT to verify the OBT signature.

3) If authentication fails, the Bevice shall indicate the reason for failure and return to the
Ready for OTM state. If.authentication succeeds, the device and OBT shall establish an
encrypted link in aceerdance with the negotiated cipher suite.

713.6.1 Certificate Profiles

Within the Device PKl,-the following format shall be used for the subject within the certificates.
Itis anticipated that'there may be N distinct roots for scalability and failover purposes. The vendd
cfeating and operating root will be approved by the OCF based on due process described in
Jertificate Poliey’(CP) document and appropriate RFP documentation. Each root may issue one
or more DEV™CAs, which in turn issue Manufacturer DEV CAs to individual manufacturers. A
manufacturer may decide to request for more than one Manufacturer CAs. Each Manufacturer CA
igsuestene or more Device Sub-CAs (up to M) and issues one or more OCSP responders (upqo

=

Q).-Fer'now we can assume that revocation checking for any CA certificates is handled by CRUs
4sued by the higher level CAs.
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Root CA

Manufacturer 1 Manufacturer 2

REILCA BELLCA
p 1 i p wre g .rg v s y

emeeean . .
| Manufacturer 1  Manufacturer 1 | | Manufacturer 2
: DEV sub-CAl :I DEV sub-CA2 : Device Cerlificale
I

Manufacturer 1 Gateway sub-CA
Device Certificate Certificate

Homdcdévice
Ceftificate

Figure 16 — Manufacturer Certificate Hierarchy
¢ Root CA: C=<country where the root was created>, O=<name of root CA vendor>,
OU=0CF Root CA, CN=OCF (R) Device Root-CA<n>

e DEV CA: C=<country for the DEV CA>;0O=<name of root CA vendor>, OU=0OCF DEV CA,
CN=<name of DEV CA defined by root CA vendor>

e Manufacturer DEV CA: C=<country’where Manufacturer DEV CA is registered>,
O=<name of root CA vendor>-OU=0CF Manufacturer DEV CA, CN=<name defined by
manufacturer><m>

e Device Sub-CA: C=<caountry device sub-CA>, O=<name of root CA vendor>, OU=0CF
Manufacturer Devicesub-CA, OU=<defined by Manufacturer>, CN=<defined by
manufacturer>

e For Device Sub-CA Level OCSP Responder: C=<country of device Sub-CA>, O=<name
of root CA véndor>, OU=0CF Manufacturer OCSP Responder <o0>, CN=<name defined
by CA vendor >

e Devicéert: C=<country>, O=<manufacturer>, OU=Device,
CN=<device Type><single space (i.e., " ")><device model name>

0 The following optional naming elements MAY be included between the OU=0OCF
(R) Devices and CN= naming elements. They MAY appear in any order:
OU=chipsetID: <chipsetlD>, OU=<device type>, OU=<device model name>

O ol ol O l H Y £l
UU=511TTAdL AUUTTSS UU=5SUTCVILT STULUTILY PTUTHE

e Gateway Sub-CA: C=<country>, O=<manufacturer>, OU=<manufacture name> Gateway
sub-CA, CN=<name defined by manufacturer>, <unique Gateway identifier generated
with UAID method>

e Home Device Cert: C=<country>, O=<manufacturer>, OU=Non-Device cert,
OU=<Gateway UAID>, CN=<device Typle>

48

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Technical Note regarding Gateway Sub-CA: If a manufacturer decides to allow its Gateways to act
as Gateway Sub-CA, it needs to accommodate this by setting the proper value on path-length-
constraint value within the Device Sub-CA certificate, to allow the latter sub-CA to issue CA

certificates to Gateway Sub-CAs. Given that the number of Gateway Sub-CAs can be very large
numbering scheme should be used for Gateway Sub-CA ID and given the Gateway does hav

a
e

public key pair, UAID algorithm shall be used to calculate the gateway identifier using a hash of

gateway public key and inserted inside subject field of Gateway Sub-CA certificate.

that they are not issued by an OCF governed CA.

When the naming element is DirectoryString (i.e., O=, OU=) either PrintableString or UTF8Strin
shall be used. The following determines which choice is used:

e PrintableString only if it is limited to the following subset of US)ASCII characters (as
required by ASN.1):

A'B, .., Z

a, b, .. z

0,1, ..9,
(space) ‘() +,-./:=7?

e UTF8String for all other cases, e.g., subject pame attributes with any other characters on
for international character sets.

CVC CA is used by a trusted organization torissue CVC code signing certificates to softwar
foviders, system administrators, or other entities that will sign software images for the Device
CVC CA shall not sign and issue certificates for any specialization other than code signing. |
ther words, the CVC CA shall not sign and issue certificates that belong to any branches othe
fpan the CVC branch.

O >T >

—

713.6.2 Certificate Owner Transfer Sequence Security Considerations

order for full, mutual authéntication to occur between the device and the OBT, both the devid
d OBT must be able to trace back to a mutual Trust Anchor or Certificate Authority. This implig
that OCF may need to_obtain services from a Certificate Authority (e.g. Symantec, Verisign, etc
t¢ provide ultimate Trust' Anchors from which all subsequent OCF Trust Anchors are derived.

he OBT shall authenticate the device during onboarding. However, the device is not required o

thenticate the"@BT due to potential resource constraints on the device.

In the casé where the Device does NOT authenticate the OBT software, there is the possibility ¢f

alicious-OBT software unwittingly deployed by users, or maliciously deployed by an adversary
hichh ¢an compromise network access credentials and/or personal information.

[©]

~ 0
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7.3.6.3 Manufacturer Certificate Based Owner Transfer Method Sequence

Perform Manufacturer Certificate Owner Transfer Method

Onboarding Device
(UUID BOBxooot-...)

MNew Device
(UUID AT 1C300¢...)

Execute Manufacturer Certificate Owner Transfer Method

/

Onboarding device selects the oic.sec.oxm. mfgcert owner transfer method and executes it. L\].,

XY

1 POST foic/sec/doxm {... "oxmsel"2 .}

| ~ vV

> 2 RSP 2.04

-

The Manufacturer cert private key is used to sign handshake messages{Eeriificate
attests the device manufacturer and static device attributes.

~ S

implicitly trust it.

If device requires authentication of the on boarding device, itwill resolve the
on boarding device certificate to its embedded trust anchpr. " Otherwise, it will

A4

| 3 ClientHello(TLS_ECDHE_ECDSA_WITH,_AES 128 CCM_B)

:{ 4 HelloWerifyRequest{cookie)

| 5 ClientHello(TLS_ECDHE_ECDSA WITH_AES_128_CCM_8,cookie)

Certificate*

A

ServerHelloDonef)

ServerHello(TLS_ECDHECECDSA WITH_AES_128_CCM_8)

ServerkeyExchange(BECDH Publickey + ECC Curve Param)

Certificate”,
7 ClientKegExchange(ECDH PublickKey)
ChangeCipherSpec + Finish

8- ChangeCipherSpec + Finish

AT

-~ 7

R

Onbaarding Device
(UE1D BOBwoook-..)

¥ S ¥

Mew Device
(UUID AT1C300c...)

Figure 17 — Manufacturer Certificate Based Owner Transfer Method Sequence
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Step Description

1,2 The OBT notifies the Device that it selected the ‘Manufacturer Certificate’ method.

3-8 A DTLS session is established using the device’s manufacturer certificate and optional OBT
certificate. The device’s manufacturer certificate may contain data attesting to the Device
hardening and security properties.

Table 5 — Manufacturer Certificate Based Owner Transfer Method Details

7.3.6.4 Security Considerations

he manufacturer certificate private key is embedded in the Platform with a sufficient degree of
surance that the private key cannot be compromised.

he Platform manufacturer issues the manufacturer certificate and attests the.private kgy
protection mechanism.

he manufacturer certificate defines its uniqueness properties.

-

here may be multiple Device instances hosted by a Platform containing a single manufacturg
certificate

713.7 Vendor Specific Owner Transfer Methods

he OCF anticipates situations where a vendor will need todmplement an owner transfer metho
that accommodates manufacturing or Device constraints/ The Device owner transfer metho
resource is extensible for this purpose. Vendor-specific @wner transfer methods must adhere to
set of conventions that all owner transfer methods follow.

o o

[}

e The OBT must determine which credential types are supported by the Device. This
accomplished by querying the Device’s* /oic/sec/doxm Resource to identify supporte
credential types.

e The OBT provisions the Device with OC(s).

e The OBT supplies the Device |ID and credentials for subsequent access to the OBT.

e The OBT will supply second carrier settings sufficient for accessing the owner’s netwofk
subsequent to ownership establishment.

e The OBT may perform_additional provisioning steps but must not invalidate provisioninlg
tasks to be performed:by a bootstrap or security service.

[oNN7))

713.7.1 Vendor-specific Owner Transfer Sequence Example
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Perform Vendor Specific Device Owner Transfer Method

Onboarding Device Mew Device
(UUID BOBwoo-..) (UUID AT1C3m00- .. )

Execute Vendor Specific Owner Transfer Method  /

I
CUinboarding device selects the oic.sec.oxm. <UxFFUD - UxFFFF= owner transfer method and executes i —b
LS

1 POST Joic/sec/doxm {"oxmsel":0XFFO0}

b
=

A

3 Do vendor specific owner transfer method,

e
-

I
, _2RSP 204
1

| A Y

Onboarding Device Mew Devicg
(UUID BOBwooo:-...) (UUID AT1G3%a...)
Figure 18 — Vendor-specific Owner TransfetSequence
Step Description Q O
N
1,2 The OBT selects a vendor-specific owner transfer method.
3 The vendor-specific owner transfer method is applied

Table 6 — Vendor-specific:Owner Transfer Details

713.7.2 Security Considerations
Tlhe vendor is responsible for considering,security threats and mitigation strategies.

~

3.8 Establishing Owner Credentials

Q

nce the OBT and the new Device jhave authenticated and established an encrypted connection
s5ing one of the defined OTM methods.

c

Qwner credentials may consist of certificates signed by the OBT or other authority, user network
access information, provisioning functions, shared keys, or Kerberos tickets.

Tlhe OBT might then“provision the new Device with additional credentials for Device managemetrrt
and Device-to-Dévice communications. These credentials may consist of certificates with
sjgnatures, UAID _based on the Device public key, PSK, etc.

Tlhe steps forrestablishing Device's owner credentials (OC) are detailed below:
a. .. Fhe OBT shall establish the Device ID and Device owner uuid - Figure 19

b, * The OBT then establishes Device’s owner credentials (OC) - Figure 20. This can be eithef:

i Symmetric credential - Figure 21
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Asymmetric credential -
Asymmetric Owner Credential (OC) Assignment Sequence
On-boarding Device Mew Device
(UUID BOBxooot-...) (UUID AT1C3%00¢-...)
1 1
Provision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials) Iﬁ

POST foic/sec/cred {"creds™[{..., "credtype™3", "subjectuuid":"BOBxxxxx-...", "credid":2,

: T PernT . uatd . ~OWne-Pu-Rey-Per= 1 ... f ‘__:

\_2RSP204 |

| | 3 Generéte Key Paif

' 4 GET foic/sec/cred?subjectuuid="A71C3xxx-..." o

] ’I

! RSP {"creds™[{..., "credtype™:32, "subjectuuid": "AF1C300..", "credid™: 1, !

i~ "publicdata”{"encoding": "oic.sec.encoding.pem”, "data":"<device-pub-key-pem="},.. .}]...} |

If certificate credential type was selected, issue a device certificate to the new device H

i & 7 i

:, 6 FPerform asymmetric credential exchange above ‘_:

| 7 POST foic/sec/cred {"creds™:[{..., "credtype™8, "subjectuuid”:"AT1C3xxx-...", "credid"2, |

i "publicdata”{"encoding”:"oic. sec.encoding. pem”, "data”."<certificate-data-pem>"}....}], "rowreruwid’;"00000000-.."} _ |

\_ 8 RSP 2.04 |
On-boarding Device MNew Device
(UUID BOBwooo-...) (UUID AT1C300-...)

ii. Figure 22

c. Configure Device services. - Figure 23
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Configure Device for peer to peer interaction
Provision New Device for Peer-peer Interactions Sequence
CMS AMS New Peer
Device Device Device Device

(UUID CB5%000c...)

(UUID ABS0000¢-...)

(UUID AT 1C300c...)

(UUID CA401300¢...)

Prepare for Peer Device Interactions J/

Enable readufornrovisioning dovice state
s

1 POST Joic/sec/pstat]{/dos":{"s":2}]

—

Q)

T

T T ]
\_2RSP2.04 : | |

| 3 POST Joic/sec/pstat[{fdos"{"s":2}}] | ol

] 1 ] "l
\_4RSP2.04 i | |
Provision the new device with credentials to access a peer device ("CA4D0Txxx-..."). Iﬁ X

[ 1 [ ]

| 5 POST foic/sec/cred {"::reds":[{..., "credtype”:3, "subjectuuid":"CA40 xxx-...", "credid™5, | |

L "publicdata":{"encodifig": "oic.sec. encoding.pem”, "data":"<owner-pub-key-pem>"},.J..} | X
. 6 RSP 2.04 , X X

X 7 POST Joic/sec/cred {"creds™:[{..., "credtype”:3, "subjectuuid":"A71C3xxx-...", "credid"5, X X

' " "publicdata”:{"encodihg": "oic.sec.encoding.pem”, "data":"<owner-pub-key-pem="}.. InN ! !
' _BRSP2.04 ! ! !

| Provision the new device with access control entries to access a\feer device ("CA401X03-..."). ﬁ |

i : . : i

! ! 9 POST foic/sec/acl2 {"aclist2": [... {"subjecttutid":"CA40 xo0x-...", | !

| 1+~ "permission”™B, "resources”:["nt""x.a.b.e¥},.. ]....} o |

i i _ 10 RSP 2.04 i i

| i, POST foicfsec/acl2 {"aclist2“s . {"subject”"uuid":"AT1C3xxx-...", | |

i T | Ay s o Y i i

| | permission”6, "resourcesi["n""x.a.b.c"},. ]} | -

| i 12 RSP 2.04 | |

! Enabld teady-for-normal-operation device state. Iﬁ !

| ] ~ SN 1 |

| | 13 POST Jalefsec/pstat]{"dos"{"s":3}]] N |

| i M.RSR2.04 | |

| 18 POST Jaic/secipstat]{"dos"{"s":3}]] | o

| v 16 RSP 2.04 | |

T — T T

CMS | AMS New Feer
Device Device Device Device
(UUID Cas5woce€ A= | (UUID ABSioooe-..) (UUID AT1C300...) (UUID CA401%00...)
d. FEigute 24

heSe. credentials may consist of certificates signed by the OBT or other authority, user netwo
ccess information, provisioning functions, shared keys, or Kerberos tickets.

||k

The OBT might then provision the new Device with additional credentials for Device management
and Device-to-Device communications. These credentials may consist of certificates with
signatures, UAID based on the Device public key, PSK, etc.
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Establish Device Identity

On-boarding Device Mew Device
(UUID BOB0oook-...) (UUID AT1C300¢...)

Establish Device Identifiers /

! Bersard awner transfer methods ysing the sacire seassion and verify it (s the same that was sysraterd ll\1|

1 GET foic/sec/doxm

I
| 2RSP{. oxms"[0,12,. ] " owned" FALSE, .} |

i
-

The on boarding device verifies the doxm properties match those retrieved before the secure cannection
was established. A mismatch in property values is treated as an authentication error.

TR
| I

| Remember the device identifier in case it was obfuscated for anonymous dewices. B]
\\\I

Werify device supports Client-Directed provisioning, is in "RFOTM" state, and no device-state change is pending. B]

| - 1

| Onboarding device tells new device how provisioning willthe achieved. b]
~

E 3 GET /oic/sec/pstat ,;E

E{ 4 RSP {.. "dos"{"s"1"p" FALSE}, ‘amSObdO0 X100, ) E

i 5 POST Joic/sec/pstat {...,"om":06AG00 0100....} }__E

E{ 6 RSP 2.04 E
Onboarding device posts the device owner UUID. I\_\]

R

7 POST Joic/sechdaxm {... "devowneruuid": "BOBxxxxx-..."},. .}

| U
| 8 RSP 2.04 |

| Onboarding-device re-reads fdoxm to get the new device's persistent UUID. Iﬁ
T I

9 GET foic/sec/doxm

i
, i
\_ 10 RSP {... "deviceuuid":"A71C3x0c. " ] |
e :
On-baarding Device New Device
(UUID BOBxoook-..) (UUID AT1C300¢...)

Figure 19 - Establish Device Identity Flow
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Step Description

1,2 The OBT obtains the doxm properties again, using the secure session. It verifies that these
properties match those retrieved before the authenticated connection. A mismatch in
parameters is treated as an authentication error.

3,4 The OBT queries to determine if the Device is operationally ready to transfer Device
ownership.

56 The-OBTasserts-thatHwil-follow-the-Client-previsioning-eorvention:

7,8 The OBT asserts itself as the owner of the new Device by setting the Device ID to its ID.

9, 10 'LI'JTJeI[g)BT obtains doxm properties again, this time Device returns new Device persistant

Table 7 - Establish Device Identity Details

gfroup Sege
Asymmetric Owner Credential (OC) Assignment Sequence
On-boarding Device New Device
(UUID BOBxoox-...) (UUID AT1C3m0¢-...)
T T
Provision the on-boarding device's public key and register the device's public key. (If uging asymmetric credentials) H
- X

POST foic/sec/cred {"creds™:[{..., "credtype™3", "subjectuuid”:"BOBxxxxx-..." feredid":2,
"publicdata”:{"encoding”:"oic. sec.encoding. pem”, "data”"<ownerpub-key-pemz"}. ).}

| 2RSP2.04 |

| | 3 Generate Key Paif

' 4 GET /oic/sec/cred?subjectuuid="A71C3xxx-..." -

! RSP {"creds™[{..., "credtype™32, "subjectuuid" "A7103C-..", "credid": 1, !

i~ "publicdata™{"encoding": "oic.sec.encoding. pem’~data": "<device-pub-key-pem="},.. . }]...} |

If certificate credential type wasselected, issue a device certificate to the new device Iﬁ

T A S i

:J 6 Perform asymmetric credential exch@ngesabove ‘_:

| 7 POST foic/sec/cred {"creds™[{.. ¢ "cradtype™8, "subjectuuid™:"A71 C3xxx-...", "cradid":2, |

1" "publicdata"{"encoding":"oic e encoding. pem”, "data": "<certificate-data-pem="},. )], "|'0wneruuid":"OOOUOUOO-..."}‘:

\_BRSP2.04 |
On-boarding Device New Device
(UUID BOBwooo-...) (UUID AT1C300-.)
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Establish Owner Credentials Sequence

On-boarding Device MNew Device
(LILID BOBOxx-...) (LD AT1C300-..)
| 1
Establish Owner Credentials / :
Discover which credential types are supported by the new device. B] !
[ [ N
! 1 GET /oic/sec/doxm »!
:{ZRSF' {."sct"[12481632,.]..} |
| 3 Select pair-wise symmetric key credential type. |
| See Figure 20 - Symmetric Owner Credential Provisioning Seauence ZI
[ (R
' 4 Select authentication certificate credential type. |
| See Figure 21 - Asymmetric Ownership Credential.Provisioning Sequence /|
i S i
On-boarding Device MNew Device
(LD BOBOwx-...) (UUID AT1C30m-..)
Figure 20 — Owner Credential~Selection Provisioning Sequence
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Step Description

1,2 The OBT obtains the doxm properties to check ownership transfer mechanism supported on
the new Device.

3,4 The OBT uses selected credential type for ownership provisioning.

Table 8 - Owner Credential Selection Details

Symmetric Owner Credential (OC) Assignment Sequence

On-boarding Device New Device
(UUID BOBcoo-.. ) (UUID AT1C300e...)

Derive a shared symmetric key as the credential for subsequent connections with the on-boarding device. (If using symmetric credentials) B]
T N

' 1 Sharedkey = PRF (MasterSecret, "oic.sec.oxm.mfgcert”, "uuid":"BOBxxxxx-...", "uuid": "A71C3xxx-...", "68")

Generate {..., "credtype™: 1, "subjectuuid™:"A71C3xxx-...", "cradid™1,

2 "privatedata”:{"encoding":"oic.sec.encoding.base64", "data"'<Sharedikey>"1,...}

POST foic/sec/ered {"creds™:[{..., "credtype™1, "subjectuuid” "BOBxxxxx-...", "credid™1,
"privatedata”:{"encoding":"oic.sec.encoding. basebd”, "data™""},. 1.}

Y

I 4 Derive SharedkKey Locally

Replace the "privatedata”

5 of received credential

_G6RSP2.04 [
On-boarding Device Mew Device
(UUID BOBcoo-...) (UUID AT1C300c...)

Figure 21 - Symmetric Owner Credential Provisioning Sequence

Step Description \1~\U

1,2 The OBT uses a pseudo-random-function (PRF), the master secret resulting from the
DTLS handshake, andwother information to generate a symmetric key credential
resource property. - ‘SharedKey.

3 The OBT creates a credential resource property set based on SharedKey and then sends
the resource property set to the new Device with empty "privatedata” property value.

4,5 The new-Bevice locally generates the SharedKey and updates it to the "privatedata"
property of the credential resource property set.

6 The new Device sends a success message.

Table 9 - Symmetric Owner Credential Assignment Details

i particular, if the OBT selects symmetric owner credentials:

o The OBT shall generate a Shared Key using the SharedKey Credential Calculation methold
described in Section 7.3.2.

e The OBT shall send an empty key to the new Device’s /oic/sec/cred Resource, identified
as a symmetric pair-wise key.

e Uponreceipt of the OBT's symmetric owner credential, the new Device shall independently
generate the Shared Key using the SharedKey Credential Calculation method described in
Section 7.3.2 and store it with the owner credential.
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e The new Device shall use the Shared Key owner credential(s) stored via the /oic/sec/cred
Resource to authenticate the owner during subsequent connections.

Asymmetric Owner Credential (OC) Assignment Sequence

On-boarding Device New Device
(UUID BOBwoox-...) (UUID AT1C3m0¢-..)
T T
Provision the on-boarding device's public key and register the device's public key. (If using asymmetric credentials) Iﬁ

POST foic/sec/cred {"creds™:[{..., "credtype™ 3", "subjectuuid”:"BOBxxxxx-...", "credid":2,
"publicdata":{"encoding”:"oic. sec.encoding. pem”, "data";"<owner-pub-key-pem="},...1]....}

L
>

_ 2RSF2.04

3 Generate Key Paif

4 GET /oic/sec/cred?subjectuuid="A71C3xxx-.."

Y

E 5 RSP {"creds™[{..., "credtype™:32, "subjectuuid" "AT1C300-...", "credid": 1,
i "publicdata”:{"encoding”: "oic.sec.encoding. pem”, "data”"<device-pub-key-pem="},.. ...}

-
€

If certificate credential type was selected, issue a device certificate to the new déviee B]
- &

6 Perform asymmetric credential exchange above

A
Y

-

POST foic/sec/cred {"creds™[{..., "credtype™8, "subjectuuid":"A71 C3xxx-...", "credid2,

"publicdata”:{"encoding”: "oic.sec.encoding. permn”, "data":"<certificate-data-pem>4} . )}, "rowneruuid";"00000000-..."}
_ BRSP2.04
On-boarding Device New Device
(UUID BOBxoo-...) (UUID AT1C3w0¢-...)

Figure 22 - Asymmetric Ownershifg*Credential Provisioning Sequence
Step Description A\‘o

If an asymmetric or certificate owner,_credential type was selected by the OBT

1,2 The OBT creates an asymimetric type credential Resource property set with its pubic
key (OC) to the new Bevice. It may be used subsequently to authenticate the OBT. The
new device creates’a credential Resource property set based on the public key
generated.

3 The new Dgvice creates an asymmetric key pair.

4,5 The @BT-reads the new Device’'s asymmetric type credential Resource property set
generated at step 25. It may be used subsequently to authenticate the new Device.

If certificate owner credential type is selected by the OBT

6-8 The steps for creating an asymmetric credential type are performed. In addition, the
OBT instantiates a newly-created certificate (or certificate chain) on the new Device.

Table 10 — Asymmetric Owner Credential Assignment Details

fthe OBT selects asymmetric owner credentials:

e The OBT shall add its public key to the new Device’s /oic/sec/cred Resource, identified as
an Asymmetric Encryption Key.

e The OBT shall query the /oic/sec/cred Resource from the new Device, supplying the new
Device’s UUID via the SubjectID query parameter. In response, the new Device shall return
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the public Asymmetric Encryption Key, which the OBT shall retain for future owner
authentication of the new Device.

If the OBT selects certificate owner credentials:
e The OBT shall create a certificate or certificate chain with the leaf certificate containing the

public key returned by the new Device, signed by a mutually-trusted CA, and complying
with the Certificate Credential Generation requirements defined in Section 7.3.3.

e The OBT shall add the newly-created certificate chain to the /oic/sec/cred Resoucha,
identified as an Asymmetric Signing Key with Certificate.
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Configure Device Services

On-boarding Device Mew Device
(UUID BOBOXxKK-..) (UUID AT1C3xKx-)
i i

| Assign valid "rowneruuid” to security resources. | B]
: TP ST JoIC/SEC/qoRm |, ToOWneraud - BUDU e ] }_:
;{ 2 RSP 2.04 :
: 3 POST foic/sec/pstat {..., "rowneruuid”: "BOBOXXCX-..."} }_:
5_{ 4 RSP 2.04 :
E 3 POST foic/secfered {..., "rowneruuid": " CBEXXOX- ... "} }E
E_{ 6 RSP 2.04 :
i 7 POST foic/secfacl2 {..., "rowneruuid":"ABSXNK-. "} }E
i{ 8 RSP 2.04 E
Provision the new device with credentials for CMS credantial management.
=~ 7
E 9 F‘DST_ foic/secicred {_"u:reds:':[{..., "credtgpe"ﬁ", "subjectuuid":"CBEXGN-..", "credid": 3, E
17 "publicdata™:{"encaoding”:"oic.sec.encoding. pem”, "data’"<owner-pub-key-pem="}. .1],...} >

' _ 10 RSP 2.04 !

Frovision the new device with credéntials for AMS access management.
.

POST foic/seci/ered {"creds™:[{..., "eredtype™3", "subjectuuid": "ABSXI-.", "credid": 4,

"publicdata”:{"encoding":"oic. sec.encoding. pem”, "data":"<ownerpub-key-pem="},...}]....}

_ 12 RSP 204

Update the owned statis. Device is now ready to move to provisioning and "RFPRO" state.
7 NN

13 POST foic/set/doxm[{"owned": TRUE}]

[ [

' 14 RSP 204 |
On-boarding Device Mew Device
(UUID BOBORACA-. ) (UUID AT1C3RK- )

¥ G

Figure 23 - Configure Device Services
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(UUID CB5x0000c...)

(UUID AB5:0000¢-..)

(UUID AT1C300c ) |

Step Description
1-8 The OBT assigns rowneruuid for different SVRs.
9-10 Provision the new Device with credentials for CMS
11-12 Provision the new Device with credentials for AMS
13 -14 Update the oic.sec.doxm.owned to TRUE. Device is ready to move to provision and
RFPRO state.
Table 11 - Configure Device Services Detail
Provision New Device for Peer-peer Interactions Sequence
CM3 AMS MNew FPeer
Device Device Device Device

[0UID CA4D 1300 .. )

K]

Prepare for Peer Device Interactions J

Enable ready-for-provisioning device state.

)

(UUID C85x000c...)

(UUID ABSi00¢-...)

(UUID A7 1C300c...)

1

1 T Sty Al :
| 1 POST Joic/sec/pstat]{idas™{"s":2}] o |
\_ 2 RSP 2.04 : | |
| 3 POST Joic/sec/pstat]{idas™{"s"2}] | o
\_4RSP2.04 ‘ | |
Provision the new device with credentials to access a peer deyice ["CA40Txxx-..."). ﬁ )

[ [ T AT [ 1
| . POST Joicisecicred {":creds":[{..., "credtype™:3, "subjectuuid " OAL0 xxx-. ", "eredid™E, | |
L "publicdata”{"encoding": "oic.sec. encoding. pem”, "data’ {<owner-pub-key-pem="t. 1.1 o X
6 RSP 2.04 . X X
) 7 POST foic/seciered {"creds™:[{..., "credtype”:3, Cshbjectuuid”: "A7 1C3xxx-...", "credid":5, ) )
' " "publicdata":{"encodifg": "oic.sec.encodingpen”, "data":"<owner-pub-key-pem="}..1....} ! !
' _BRSP2.04 ! ! !
| Provision the new device with access control entries to access a peer device ("CA4D10M-."). b] |
i _ ol i
! ! o(PEST foic/sec/acl2 {"aclist2™: [... {"subject” "uuid":"CA4O0T xxx-..", !
I " Mpermission™6, "resources”:["'nt""x.a.b.c")},. ..} o I
i I > i
i ¢_ 10 RSP 2.04 j i
| ' 44 POST foic/sec/ack2 {"aclist2" [ .. {"subject’:"uuid":"AT1C3xxx-..", | |
i \ "permission":B, "resources":["t":"x.a.b.c"]},...]....} i o
| i 12RSP2.04 | |
! Enahble ready-for-normal-operation device state. ﬁ !
) T 1 ]
| 1 13 POST foic/sec/pstat]{"dos"{"s":3}}] ‘_: |
| i 14 RSP 2.04 | |
| 1 15 POST foic/sec/pstat]{"dos™{"s":3}}] | o
| i 16 RSP 2.04 | |
T — T T

CMS AMS New Peer
Device Device Device Device

(UUID CA401300c...)

Figure 24 - Provision New Device for Peer to Peer Interaction Sequence
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Step Description

1-4 The OBT set the Devices in the ready for provisioning status by setting
oic.sec.pstat.dos to 2.

5-8 The OBT provision the Device with peer credentials

9-12 The OBT provision the Device with access control entities for peer Devices.

13 - 16 Enable Device to RFNOP state by setting oic.sec.pstat.dos to 3.

Table 12 - Provision New Device for Peer to Peer Details

713.9 Security considerations regarding selecting an Ownership Transfer Method

An OBT and/or OBT’s operator might have strict requirements for the list of OTMs that a
acceptable when transferring ownership of a new Device. Some of the factors(to be considereg
when determining those requirements are:

e The security considerations described above, for each of the OTMs

e The probability that a man-in-the-middle attacker might be present in the environment use
to perform the Ownership Transfer

n

or example, the operator of an OBT might require that all of the Devices being onboarded suppo
ther the Random PIN or the Manufacturer Certificate OTM,.

()

hen such a local OTM policy exists, the OBT should tryyto use just the OTMs that are acceptabl
ccording to that policy, regardless of the doxm contents obtained during step 1 from the sequenc
agram above (GET /oic/sec/doxm). If step 1.isvperformed over an unauthenticated and/d
hencrypted connection between the OBT and.thé Device, the contents of the response to th
ET request might have been tampered by a@an-in-the-middle attacker. For example, the list
TMs supported by the new Device might have been altered by the attacker.

C o0 <

> 00

Iso, a man-in-the-middle attacker can_force the DTLS session between the OBT and the ne
evice to fail. In such cases, the OBT-has no way of determining if the session failed because th
ew Device doesn’t support thelOTM selected by the OBT, or because a man-in-the-midd]
njected such a failure into the.communication between the OBT and the new Device.

2 0

he current version of this-specification leaves the design and user experience related to the OT
plicy mentioned above as’OBT implementation details.

L4 Provisioning

s part of opb@arding a new Device a secure channel is formed between the new Device and th
BT. Subsequent to the Device ownership status being changed to ‘owned’, there is an opportunit

beginsprovisioning. The OBT decides how the new Device will be managed going forward an
provisiens the support services that should be subsequently used to complete Device provisionin
d-on-going Device management.

T
P
7
714.1 Provisiening Flows
A
g
t

o ®

The Device employs a Server-directed or Client-directed provisioning strategy. The /oic/sec/pstat

Resource identifies the provisioning strategy and current provisioning status. The provisionin
service should determine which provisioning strategy is most appropriate for the network. Se
Section 13.7 for additional detail.
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7.4.1.1 Client-directed Provisioning

Client-directed provisioning relies on a provisioning service that identifies Servers in need of
provisioning then performs all necessary provisioning duties.

OCF Client Led Provisioning
with a Single Service Provider

Provisioning Toal New Device

: :Find Devices to Provisi : : —
] y
| New Device is owned and supports client-led provisioning. Iﬁ
T 7
11 GET Joic/sec/doxm?owned="TRUE" o
i 2RSP[{..., "owned":"FALSE", "deviceuuid"."A21C-E000-0000-0000"....}] X
| 3 GET /oic/sec/pstat o
i 4RSP[{.., "om":"bx0000,0011", .} |
| [ R ] :
; { Pr Cr R ces |- — :
E PUT Joic/sec/crad [{"subjectuuid™:"uuidAPS", "credtype":"<psk=", "privatedata":"<psk>", stc...}, E
7 {"subjectuuid": "uuidAMS" "credtype™:"<psk=", "privatedata” "<psk=", etc...}] o
i 6RSP 201 |
| 7 PUT Joic/sec/pstat [{ ... "cm"="bx0010,0000" ...}] ‘_:

< 8 RSP 2.04

. :Pr ision ACL R Ces. r .
E 9 GET_fDicfsecf_acI ["'a_cIist"'{_"suhjectuuid"'"uuidD1""'resnurces"'["fafl:espurce} "], "permission™"_RUD_", "validity":" "}, "rowneruuid" "uuid"}, E
17 "aclist":{"subjectuuid":"uuidD2" "resources™["falresource2"], permissien®:"_R__ ", ...} {Etc...}] >
| MO RSP 201 !
| 11 PUT Joic/sec/pstat [{ ... "om":"bx0000,0000", ... }] .,’_:
| ¢ 12 Closs DILS Session )

Figure 25 = Example of Client-directed provisioning
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Step Description

1 Discover Devices that are owned and support Client-directed provisioning.

2 The /oic/sec/doxm Resource identifies the Device and it's owned status.

3 PT obtains the new Device’s provisioning status found in /oic/sec/pstat Resource

4 The pstat Resource describes the types of provisioning modes supported and which is
currently configured. A Device manufacturer should set a default current operational mode
(om). If the Om isn’t configured for Client-directed provisioning, its om value can be
changed.

5-6 Change state to Ready-for-Provisioning. cm is set to provision credentials and ACLs.

7 -8 PT instantiates the /oic/sec/cred Resource. It contains credentials for the provisioned
services and other Devices

O - 10 cm is set to provision ACLs.

11 - 12 PT instantiates /oic/sec/acl Resources.

13 -14 The new Device provisioning status mode is updated to reflect that AGLS have been
configured. (Ready-for-Normal-Operation state)

15 The secure session is closed.

w90 (n N

Table 13 — Steps describing Client -directed provisioning

4.1.2 Server-directed Provisioning

erver-directed provisioning relies on the Server((iie. New Device) for directing much of th
rovisioning work. As part of the onboarding process the support services used by the Server to see
dditional provisioning are provisioned. The New Device uses a self-directed, state-driven approag
¢ analyze current provisioning state, and tries to drive toward target state. This example assumes
ngle support service is used to provisionthe new Device.
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OCF Server Led Provisioning
with a Single Service Provider

Provisioning Toal New Device

| 7 I

: :Determine Self-provisioning is led :.
| Precondition: Device is owned and supports device-led provisioning
T T
i | 1 Verify foic/sec/doxm. owned=TRUE
| [
| i 2 Verify foic/sec/doxm. om=hx0000 ©001
| ! 3 Verify foic/sec/pstat.trm=hx0000,0000
| | 4 Verify foic/sec/pstat.trisbx0011,1100
‘ : Begin Server Led Provisioning - Single Provisioning Service :. : =
Mew device obtains provisioning from provisioning semvices Iﬁ‘
7
T i
' 3 Open as secure session with Provisioning Toal W,
i~ Q.
| 1,6 foic/sec/pstat. cm=bx0011 DO0O
: :Ohlain Credential Resources for this Device :. -

7 GET Joic/sec/cred

id":" "credtype":™", Ete.. },

credtype”:"1" Ete... ),
8 {"credid "" "credtype”."1" Etc... },
{" credid ":"3", "subjectuuid”; "uuidD1","roleid" redtype”"1" Ete... |,
{" credid ":"4", "subjectuuid"; "uuidD2" "roleid":"" "credtype":"1" Etc... },
{ Etc...}]

9 foic/sec/pstat.cm=hbx0010 0000

n

: Obtain ACL Resources for this Device :.

—TrT

10 GET /oic/sec/acl

RSP [{"subjectuuid": "uuidD1""resource"["falresource1"], "permission”:"_RUD_" "validity":" ", "rowneruuid":"oic.sec.aps"},
11 {"subjectuuid” "uuidD2" "resource”:["/afresource2"], "permission™:"_R__ ", ...}
{Ete..]]

| 12 foic/sec/pstat. cm=hx0000,0000

13 Close DTLS Session

Frovisioning Toal |

igure 26 — Example of Server-directed provisioning using a single provisioning service
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Step Description

1 The new Device verifies it is owned.

2 The new Device verifies it is in self-provisioning mode.

3 The new Device verifies its target provisioning state is fully provisioned.

4 The new Device verifies its current provisioning state requires provisioning.

5 The new Device initiates a secure session with the provisioning tool using the /oic/sec/doxm.
DevOwner value to open a TLS connection using SharedKey.

7 The new Device updates Cm to reflect provisioning of bootstrap and other services.

8—9 The new Devices gets the /oic/sec/cred Resources. It contains credentials for the pravisioned
services and other Devices.

10 The new Device updates Cm to reflect provisioning of credential Resources.

11 — 12 | The new Device gets the /oic/sec/acl Resources.

13 The new Device updates Cm to reflect provisioning of ACL Resources-

14 The secure session is closed.

woos P> N

4.1.3 Server-directed Provisioning Involving Multipbe Support Services

Table 14 — Steps for Server-directed provisioning using a single provisioning service

Server-directed provisioning flow, involving multiple“support services distributes the provisionin
ork across multiple support services. Employing multiple support services is an effective way
stribute provisioning workload or to depley' specialized support. The following exampl
emonstrates using a provisioning tool to configure two support services, a credential manageme
Lpport service and an ACL provisioning support service.

—~ D
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OCF Server Led Provisioning
with Multiple Service Providers

Credential ACL
Prowisioning Mew Management Prowisioning
Toal Device Service Service

: : Determine Self-provisioning is needed :.

Precondition: Device is owned and supports server-led provisioning Iﬁ

1 1 Werify foic/sec/doxm.owned=TRUE

T

H 2 “erify foic/sec/doxm.om=bx0000 0000

3 “erify foic/sec/pstat.tm=bx0000 0000

i

4 “erify foic/sec/pstat.crn=bx0011,1100

iyl

: Begin Device Led Provisioning - Multiple Provisioning Services |=

' _ 5 Open a secure session with Provisioning Tog] !

' 6 GET foic/sec/cred !

RSP [{"credid™:"0", "subjectuuid":"uuidBSS3",
i redtype”:"1", Etc... },

, "subjectuuid”: "uuidAPS",
credtype™:"1", Etc... },
"subjectuuid”:"uuidCMS",
credtype":"1", Etc... },

, "subjectuuid”: "uuidAMS",

. Etc... 1

{"credif":
"roledid”:"" "credtiype”:

8 foic/sec/pstat. cm=hbx0011 0800

9 Close DTLS session !

: Obtain Credential Resources for Device Interactions :.

Mew device obtains credentials friom its assigned Credential Provisioning Service Iﬁ
7 ~r~

| 10 COpen DTLS session with CMS

. 11 GERJdic/sec/cred?CradID = 3

i RSP {"credid":"4", "subjectuuid":"uuidD1",
| credtype™:"1", Etc... },

r\12 {"cre 5", "subjectuuid”: "uuidD2",

: credtype™ ™", Etc... },

{ Etc...}]

' 13 foic/sec/pstat. cm=bx0010 0000

| 14 Close DTLS Session

‘: Obtain ACL Resources for Device Interactions :.

Mew device obtains ACLs from its assigned ACL Provisioning Semice Iﬁ

' 15 Open DTLS session with APS ! !

' 16 GET foic/secfacl ! !

! RSP ["aclist":[{"subjectuuid™: "uuidD1" "resdurce™ ["fafresourcel”], !
[T "permission™:"_RUD_", "validity "H. "rowneruuid”:"oic.sec.aps”}],

"aclist™ [{"subjectuuid”:"uuidD2" "resource | ["fafresource2”],
"permission”:"_R T R = ) !

' 18 GET foic/sec/sacl ! !

! RSP ["aclist™[{"subjectuuid™ "uuidD3" "resource™["fa/resource3”], |
49 "permission™:"_RUD_", "validity™:" "}], "rowneruuid”: "oic.sec.aps”},
| "aclist™ [{"subjectuuid”:"uuidD4" "resource|:["fafresourced "], |
! "permission™"_R___ ", ...}], "signature™:"=SIGNATURE=>"] '

! 20 GET foic/secfamacl ! !

' 21 RSP ["resource": [{"fafresourceS"}, {fafresourceE}, {"fafresources"}] '

' 22 foic/sec/pstat. cm=hbx0000 0000

23 Close DTLS Session

Prowvisioning Mew Credential ACL
Tooal Device Management Frowvisiaoning
Service Service

Figure 27 — Example of Server-directed provisioning involving multiple support services
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Step Description

1 The new Device verifies it is owned.

2 The new Device verifies it is in self-provisioning mode.

3 The new Device verifies its target provisioning state is fully provisioned.

4 The new Device verifies its current provisioning state requires provisioning.

5 The new Device initiates a secure session with the provisioning tool using the /oic/sec/doxm.
DevOwner value to open a TLS connection using SharedKey.

6 The new Device updates Cm to reflect provisioning of support services.

7 The new Device closes the DTLS session with the provisioning tool.

8 The new Device finds the CMS from the /oic/sec/cred Resource, rowneruuid property and
opens a DTLS connection. The new device finds the credential to use from th¢ /oic/sec/cred
Resource.

9 — 10 The new Device requests additional credentials that are needed for interaction with other
devices.

11 The new Device updates Cm to reflect provisioning of credential (Rgsources.

12 The DTLS connection is closed.

13 The new Device finds the ACL provisioning and management service from the /oic/sec/acl2
Resource, rowneruuid property and opens a DTLS c¢onnection. The new device finds the
credential to use from the /oic/sec/cred Resource-

14 — 15 | The new Device gets ACL Resources that it will*use to enforce access to local Resources.

16 — 18 | The new Device should get SACL Resourees immediately or in response to a subsequent
Device Resource request.

19 — 20 | The new Device should also get‘allist of Resources that should consult an Access Manager for
making the access control degision.

21 The new Device updates €mto reflect provisioning of ACL Resources.

22 The DTLS connectighiis closed.

Table 15 — Steps for Server-directed provisioning involving multiple support services
75 Bootstrap Exawmiple
Tlhis section is-eft intentionally blank.
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8

A

Device Onboarding State Definitions

s explained in Section 5.2, the process of onboarding completes after the ownership of the Device

has been transferred and the Device has been provisioned with relevant configuration/services as
explained in Section 5.3. The diagram below shows the various states a Device can be in during
the Device lifecycle.

T

he /pstat. dos S property is RW by the /pstat resource owner (e.g. doxs or bss serwce) so that

i§ SRESET the Device owner credential may be the only indication of authonzatlon to access'thie

[
t

evice. The Device owner may perform low-level consistency checks and re-provisioning,to get
e Device suitable for a transition to RFPRO.

( RFPRO

entry / pstat.dos.p = TRUE;
pstatdos.s= RFPRO
do / If from CLEANUP_SUCCEEDED
[OTM_SUCCEEDED] ) Then do SVR consistency check [PROUISIONING  SUCCEEDED]
/ exit / pstat.dos.p = FALSE

RFOTM [PROVISION ING_NEEDED]

RFNOP w
pstat.dos.s = RFOTM

do / doxm.deviced = NEW_UUID [SOFT_RESET_NEEDED] entry / pstat.dos.p = TRUE;
ke>¢:it,{ pstat.dos.p = FALSE pstat.dos.s = RFNOP
T [OTM_é:ED] [HARD_RESET_NEEDED] exltf pstat dos.p = FALSE

[HARD_RESET_SUCCEEDED]

( )
[HARD_RESET_NEEDED] \
entry / pstat.dos.p = TRUE; J (

[SOFT_RESET NEEDED]

RESET (Hard)

[CLEANUP_SUCCEEDED]

\

bnitry / pstat.dos.p = TRUE;

pstat.dos.s = RESET
Ho / Delete SVR content HARD-RSAT NEEDED] ( SRESET
. Load mfr default SVR content — - entry / pstat.dos.p = TRUE;
Exit / pstat.dos.p = FALSE pstat.dos.s = SRESET

>

1

do / pstat.om = CLENT_DIRECTED
exit / pstat.dos.p = FALSE

Figure 28 — Device state model

s shown in the.diagram, at the conclusion of the provisioning step, the Device comes in thle
Ready for Nermal Operation" state where it has all it needs in order to start interoperating with
ther Devices. Section 8.1 specifies the minimum mandatory configuration that a Device shall hold
order<to*be considered as "Ready for Normal Operation".

the event of power loss or Device failure, the Device should remain in the same state that it was

+ + +la l L ol
FPTHiur Lo uic puwTT TUSS 7 TAlurtT

If a Device or resource owner OBSERVESs /pstat.dos.s, then transitions to SRESET will give early
warning notification of Devices that may require SVR consistency checking.

In order for onboarding to function, the Device shall have the following Resources installed:

1. /oic/sec/doxm Resource
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2. /oic/sec/pstat Resource

3. /oic/sec/cred Resource

The values contained in these Resources are specified in the state definitions below.

8.1 Device Onboarding-Reset State Definition

he Platform manufacturer should provide a physical mechanism (e.g. button) that forces
latform reset. All Devices hosted on the same Platform transition their Device states to .RESET]

when the Platform reset is asserted.

Tlhe following Resources and their specific properties shall have the value as specified.

1 The "owned" Property of the /oic/sec/doxm Resource shall transition to FALSE.

2l The "devowneruuid" Property of the /oic/sec/doxm Resource shall be\nil,UUID.

3l The "devowner" Property of the /oic/sec/doxm Resource shall be/nitUUID, if this Property is
implemented.

4, The "deviceuuid" Property of the /oic/sec/doxm Resource_Shall be reset to the manufacturer’s
default value.

5l The "deviceid" Property of the /oic/sec/doxm Resource shall be reset to the manufacturer’s
default value, if this Property is implemented.

6l The "sct" Property of the /oic/sec/doxm Resource shall be reset to the manufacturer’'s defaulf
value.

7. The "oxmsel" Property of the /oic/sec/doxm Resource shall be reset to the manufacturer’s
default value.

8l The "isop" Property of the /oic/sec/pstat Resource shall be FALSE.

9. The "dos" of the /oic/sec/pStat Resource shall be updated: dos.s shall equal "RESET" state
and dos.p shall equal "FARSE".

10. The current provisjoning mode Property - "cm” of the /oic/sec/pstat Resource shall be
"00000001".

1[1. The target proyvisioning mode Property - "tm" of the /oic/sec/pstat Resource shall be
"00000010*

1P. The operational modes Property - "om" of the /oic/sec/pstat Resource shall be set to the
manufacturer default value.

1B“The supported operational modes Property - "sm" of the /oic/sec/pstat Resource shall be sef]
fo the manufacturer default value.

14. The "rowneruuid" Property of /oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oic/sec/amacl,

/oic/sec/sacl, and /oic/sec/cred Resources shall be nil UUID.
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8.2 Device Ready-for-OTM State Definition

The following Resources and their specific properties shall have the value as specified for an
operational Device that is ready for ownership transfer

1. The "owned" Property of the /oic/sec/doxm Resource shall be FALSE and will transition to
TRUE.

2. The "devowner" Property of the /oic/sec/doxm Resource shall be nil UUID, if this Property is
implemented.

3l The "devowneruuid" Property of the /oic/sec/doxm Resource shall be nil UUID.

4, The "deviceid" Property of the /oic/sec/doxm Resource may be nil UUID, if this Property is
implemented. The value of the "di" Property in /oic/d is undefined.

5l The "deviceuuid" Property of the /oic/sec/doxm Resource may be nil UUID~The value of the
"di" Property in /oic/d is undefined.

6l The "isop" Property of the /oic/sec/pstat Resource shall be FALSE.

71 The "dos" of the /oic/sec/pstat Resource shall be updated: dos.s'shall equal "RFOTM" state
and dos.p shall equal "FALSE".

8 The "cm" Property of the /oic/sec/pstat Resource shall be00XXXX10".
9. The "tm" Property of the /oic/sec/pstat shall be "00XXXX00".

10. The /oic/sec/cred Resource should contain credential(s) if required by the selected OTM

00

3 Device Ready-for-Provisioning State Definition

he following Resources and their specific properties shall have the value as specified when thle
evice is ready for additional provisionings:

O -

1l The "owned" Property of the /oic/se€c/doxm Resource shall be TRUE.
2l The "devowneruuid" Property of'the /oic/sec/doxm Resource shall not be nil UUID.

3l The "deviceuuid" Property~of the /oic/sec/doxm Resource shall not be nil UUID and shall be
set to the value that was-determined during RFOTM processing. Also the value of the "di"
Property in /oic/d Resource shall be the same as the deviceid Property in the /oic/sec/doxm
Resource.

4 The "oxmsel~Property of the /oic/sec/doxm Resource shall have the value of the actual OTM
used during-ownership transfer.

5l The "“isop" Property of the /oic/sec/pstat Resource shall be FALSE.

6l The "dos" of the /oic/sec/pstat Resource shall be updated: dos.s shall equal "RFPRO" state
and dos.p shall equal "FALSE".

7. The "cm" Property of the /oic/sec/pstat Resource shall be "00XXXX00".
8. The "tm" Property of the /oic/sec/pstat shall be "00XXXX00".
9. The "rowneruuid" Property of every installed Resource shall be set to a valid Resource owner

(i.e. an entity that is authorized to instantiate or update the given Resource). Failure to set a
rowneruuid or rowner (at least one of the two) may result in an orphan Resource.
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10. The /oic/sec/cred Resource shall contain credentials for each entity referenced by an
rowneruuid, amsuuid, devowneruuid.

8.4 Device Ready-for-Normal-Operation State Definition

The following Resources and their specific properties shall have the value as specified for an

operational Device Final State

1. The "owned" Property of the /oic/sec/doxm Resource shall be TRUE.

2l The "devowneruuid" Property of the /oic/sec/doxm Resource shall not be nil UUID.

3l The "deviceuuid" Property of the /oic/sec/doxm Resource shall not be nil UUID and shall be
set to the ID that was configured during OTM. Also the value of the "di" Property in /oic/d
shall be the same as the deviceuuid.

4L The "oxmsel" Property of the /oic/sec/doxm Resource shall have the valuecef.the actual OTM
used during ownership transfer.

5/ The "isop" Property of the /oic/sec/pstat Resource shall be TRUE.

6l The "dos" of the /oic/sec/pstat Resource shall be updated: dos.s'shall equal "RFNOP" state
and dos.p shall equal "FALSE".

7. The "cm" Property of the /oic/sec/pstat Resource shall be{00XXXX00" (where "X" is
interpreted as either 1 or 0).

8. The "tm" Property of the /oic/sec/pstat shall be "00XXXX00".

9. The "rowneruuid" Property of every installed Resource shall be set to a valid resource owne

rowneruuid or rowner (at least one of the.fwo) may result in an orphan Resource.

10. The /oic/sec/cred Resource shall contain credentials for each service referenced by a
rowneruuid, amsuuid, devowneruuigd.

5 Device Soft Reset State Definition

8

Tlhe soft reset state is defined (e.g. /pstat.dos.s = SRESET) where entrance into this state mean
the Device is not operatiohal but remains owned by the current owner. The Device may e

SRESET by authenticating to an OBT (e.g. "rt" = "oic.r.doxs") using the OC provided during origin
onboarding (but shouldmet require use of an owner transfer method /doxm.oxms).

Tlhe OBT should perform a consistency check of the SVR and if necessary, re-provision them
spfficiently to allow the Device to transition to RFPRO.

(i.e. an entity that is authorized to instantiaté or update the given Resource). Failure to set &

n

it
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Soft Reset Example
Obt Svr

: Sanity Check Svr Resources :

1 UPDATE Svr:State=5RESET |

! 2 Verify Obt is authorized

wg oo o

=y

<

|Authorization exists if the role includes 'oic.sec.sve.doxs' %

1
alt [If Obt credential is corrupted)
| 3 Svr:State=RESET

[Else Continue]
| 4 READ all SVRs

|

|

L)
r

|

|

i 5 All SVRs

Obt runs a consistency check on Security Virtual Resources (SVR). Iﬁ\
v v 7T =

IooE / [If an SVR is corrupted] X

| 6 DELETE 5VR o

| |

| 7 UPDATE SVR -

T

<

I |
| B UPDATE Svr:State=RFPRO
!

igure 29 — OBT Sanity Check Sequence incSRESET
he OBT should perform a sanity check of SVRs before final transition to RFPRO Device state.

ansitions to RESET. The Device should remain in SRESET if the OBT credential fails to valida
e OBT. This mitigates denial-of-setvice attacks that may be attempted by non-OBT Devices.

E[e Device’s OBT credential cannot be found or is determined to be corrupted, the Device staﬂ

hen in SRESET, the following ‘Resources and their specific Properties shall have the values 3
pecified.

The "owned" Property-of the /oic/sec/doxm Resource shall be TRUE.
The "devowneruuid" Property of the /oic/sec/doxm Resource shall remain non-null.

The "devowner" Property of the /oic/sec/doxm Resource shall be non-null, if this Property
implemented.

The<deviceuuid" Property of the /oic/sec/doxm Resource shall remain non-null.

The "deviceid" Property of the /oic/sec/doxm Resource shall remain non-null.

| f

D @

n

The "sct" Property of the /oic/sec/doxm Resource shall retain its value.
The "oxmsel" Property of the /oic/sec/doxm Resource shall retains its value.
The "isop" Property of the /oic/sec/pstat Resource shall be FALSE.

The /oic/sec/pstat.dos.s Property shall be SRESET.
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10. The current provisioning mode Property - "cm" of the /oic/sec/pstat Resource shall be
"00000001".

11. The target provisioning mode Property - "tm" of the /oic/sec/pstat Resource shall be
"00XXXX00".

12. The operational modes Property - "om" of the /oic/sec/pstat Resource shall be ‘client-directed
mode’.

=

1B. The supported operational modes Property (/pstat.sm) may be updated by the Device ownd
(aka DOXS).

14. The "rowneruuid" Property of /oic/sec/pstat, /oic/sec/doxm, /oic/sec/acl, /oiC/sec/acl2
/oic/sec/amacl, /oic/sec/sacl, and /oic/sec/cred Resources may be reset by the Device owne
(aka DOXS) and re-provisioned.

—
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9  Security Credential Management

This section provides an overview of the credential types in OCF, along with details of credential

use, provisioning and ongoing management.

9.1 Credential Lifecycle

OCF credential lifecycle has the following phases: (1) creation, (2) deletion, (3) refresh, (4)

issuance and (5) revocation.

1.1 Creation

evices may instantiate credential Resources directly using an ad-hoc key exchange method’suc
s Diffie-Hellman. Alternatively, a CMS may be used to provision credential Resources to th
evice.

o 0O ©

=

dentifies a CMS. If a credential was created ad-hoc, the peer Device involved.in'the Key Exchang
ig considered to be the CMS.

o)

dredential Resources created using a CMS may involve specialized crédential issuance protoco
d messages. These may involve the use of public key infrastructure) (PKI) such as a certifica
thority (CA), symmetric key management such as a key distribGtion centre (KDC) or as part
al provisioning action by a provisioning, bootstrap or onboarding service.

An expired credential Resource may be deleted tosmanage memory and storage space.

W)

eletion in OCF key management is equivalent'to credential suspension.

1.3 Refresh
redential refresh may be performed(with the help of a CMS before it expires.

9
g
Tlhe method used to obtain the credential initially should be used to refresh the credential.
T

he /oic/sec/cred Resource supports expiry using the Period Property. Credential refresh may b
plied when a credential is about to expire or is about to exceed a maximum threshold for byte
encrypted.

credential refresh*method specifies the options available when performing key refresh. Th

eriod Propertyiinforms when the credential should expire. The Device may proactively obtain
new credentialtsing a credential refresh method using current unexpired credentials to refres
the existing-credential. If the Device does not have an internal time source, the current time shoul
be obtained’ from a CMS at regular intervals.

Iternatively, a CMS can be used to refresh or re-issue an expired credential unless no truste

he credential Resource maintains a resource owner Property (/oic/sec/cfed.Rowner) thTt

911.2 Deletion
Tlhe CMS can delete credential Resources or the Devicée (e.g. the Device where the credential
Resource is hosted) can directly delete credential Resources.

D =

e

S
e
f

wn O

[oN= i V()

o

MS' can be found

If the CMS credential is allowed to expire, the BSS or onboarding service may be used to re-

provision the CMS. If the onboarding established credentials are allowed to expire the Device wi
need to be re-onboarded and the device owner transfer steps re-applied.

If credentials established through ad-hoc methods are allowed to expire the ad-hoc methods wi
need to be re-applied.

All Devices shall support at least one credential refresh method.
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9.1.4 Revocation

Credentials issued by a CMS may be equipped with revocation capabilities. In situations where
the revocation method involves provisioning of a revocation object that identifies a credential that
is to be revoked prior to its normal expiration period, a credential Resource is created containing
the revocation information that supersedes the originally issued credential. The revocation object
expiration should match that of the revoked credential so that the revocation object is cleaned up
upon expiry.

I is conceptually reasonable to consider revocation applying to a credential or to a Device. Deyic
revocation asserts all credentials associated with the revoked Device should be considered ‘g
révocation. Device revocation is necessary when a Device is lost, stolen or compromised. Beletio
of credentials on a revoked Device might not be possible or reliable.

> = @

9.2 Credential Types

he /oic/sec/cred Resource maintains a credential type Property that.supports several
cfyptographic keys and other information used for authentication and data’ protection. Thie
cfedential types supported include pair-wise symmetric keys, group symmetric keys, asymmetric
thentication keys, certificates (i.e. signed asymmetric keys) andv shared-secrets (i.¢.
IN/password).

912.1 Pair-wise Symmetric Key Credentials

=

air-wise symmetric key credentials have a symmetric key in.é@mmon with exactly one other pee
evice. A CMS might maintain an instance of the symmetric.key. The CMS is trusted to issue (
provision pair-wise keys and not misuse it to masquerade as one of the pair-wise peers.

=

air-wise keys could be established through ad-hoc key agreement protocols.
he PrivateData Property in the /oic/sec/cred Resource contains the symmetric key.

he PublicData Property may contain a tokefi“encrypted to the peer Device containing the pai
ise key.

he OptionalData Property may contaii revocation status.

he Device implementer should~apply hardened key storage techniques that ensure the
rivateData remains private.

he Device implementer@&hould apply appropriate integrity, confidentiality and access protectio
of the /oic/sec/cred, /pic/Sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthorize)
odifications.

[oRg=}

©

2.2 Group Symmetric Key Credentials

Q

roup keysare symmetric keys shared among a group of Devices (3 or more). Group keys a
used for efficient sharing of data among group participants.

[¢)

Qroup ‘keys do not provide authentication of Devices but only establish membership in a group.

disan L listributed with the aid of a CMS ~MS i ™ . 0

keys and not misuse them to manipulate protected data.

The PrivateData Property in the /oic/sec/cred Resource contains the symmetric key.
The PublicData Property may contain the group name.

The OptionalData Property may contain revocation status.
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The Device implementer should apply hardened key storage techniques that ensure the
PrivateData remains private.

The Device implementer should apply appropriate integrity, confidentiality and access protection
of the /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthorized
modifications.

9.2.3 Asymmetric Authentication Key Credentials

symmetric authentication key credentials contain either a public and privaie key pair or only |a
public key. The private key is used to sign Device authentication challenges. The public key
used to verify a device authentication challenge-response.

n

he PrivateData Property in the /oic/sec/cred Resource contains the private key.
he PublicData Property contains the public key.
he OptionalData Property may contain revocation status.

he Device implementer should apply hardened key storage techniques that ensure the
rivateData remains private.

evices should generate asymmetric authentication key pairs intefnally to ensure the private key
ig only known by the Device. See Section 9.2.3.1 for when it is'necessary to transport private kgy
aterial between Devices.

he Device implementer should apply appropriate integfity, confidentiality and access protectio
of the /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/s€elcsr Resources to prevent unauthorize
odifications.

QS

9,2.3.1 External Creation of Asymmetric Authentication Key Credentials

evices should employ industry-standard high-assurance techniques when allowing off-device kgy
pRir creation and provisioning. Use of such key pairs should be minimized, particularly if the keay
pir is immutable and cannot be changed-or replaced after provisioning.

[¢]

hen used as part of onboarding(these key pairs can be used to prove the Device possesses th
anufacturer-asserted properties in a certificate to convince an OBT or a user to acceﬂn
onboarding the Device. See Section 7.3.3 for the owner transfer method that uses such a certifica

t¢ authenticate the Device,(and then provisions new network credentials for use.

9.2.4 Asymmetric Key Encryption Key Credentials

he asymmetric key-encryption-key (KEK) credentials are used to wrap symmetric keys whe]
djstributing or storing the key.

>

he PrivateData Property in the /oic/sec/cred Resource contains the private key.
he PublicData Property contains the public key.

he-OptionalData Property may contain revocation status.

The Device implementer should apply hardened key storage techniques that ensure the
PrivateData remains private.

The Device implementer should apply appropriate integrity, confidentiality and access protection
of the /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthorized
modifications.
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9.2.5 Certificate Credentials

Certificate credentials are asymmetric keys that are accompanied by a certificate issued by a CMS
or an external certificate authority (CA).

A certificate enrolment protocol is used to obtain a certificate and establish proof-of-possession.
The issued certificate is stored with the asymmetric key credential Resource.

QTmner on[e useru N MmManagling ce ale ecvyCcle SUChn d el ale revocatior alu aflle
associated with the credential Resource.

Hither an asymmetric key credential Resource or a self-signed certificate credential is' used fo
t¢rminate a path validation.

he PrivateData Property in the /oic/sec/cred Resource contains the private key,
he PublicData Property contains the issued certificate.
he OptionalData Property may contain revocation status.

he Device implementer should apply hardened key storage .techniques that ensure the
ArivateData remains private.

he Device implementer should apply appropriate integrity, c0nfidentiality and access protectio
of the /oic/sec/cred, /oic/sec/crl, /oic/sec/roles, /oic/sec/eSr Resources to prevent unauthorize
odifications.

o S

912.6 Password Credentials
Shared secret credentials are used to maintain a RIN or password that authorizes Device acceds
t¢ a foreign system or Device that doesn’t support any other OCF credential types.

he PrivateData Property in the /oic/sec/cred Resource contains the PIN, password and othg
vhlues useful for changing and verifying the password.

=

he PublicData Property may contain-the user or account name if applicable.
he OptionalData Property may, contain revocation status.

he Device implementer ;should apply hardened key storage techniques that ensure the
ArivateData remains private.

he Device implementer should apply appropriate integrity, confidentiality and access protectio
of the /oic/sec/ered, /oic/sec/crl, /oic/sec/roles, /oic/sec/csr Resources to prevent unauthorize
odificationss

[oN=]

9l3 Certificate Based Key Management
9,3.1, \Overview

oCachieve authentication and transport security during communications in OCF network,
certificate ontaiming pubiic RKeys of communicating parties and private Key an be used.

The certificate and private key may be issued by a local or remote certificate authority (CA) when
a Device is deployed in the OCF network and credential provisioning is supported by a CMS
(Credential Management Service). For the local CA, a certificate revocation list (CRL) based on
X.509 is used to validate proof of identity. In the case of a remote CA, Online Certificate Status
Protocol (OCSP) can be used to validate proof of identity and validity.
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Figure 30 — Certificate Management Archijtecture

he OCF certificate and OCF CRL (Certificate Revocation List)format is a subset of X.509 forma,
nly elliptic curve algorithm and DER encoding format are allowed, most of optional fields in X.509
e not supported so that the format intends to meet the constrained Device’s requirement.

o -

o

s for the certificate and CRL management in the Server, the process of storing, retrieving an
parsing Resources of the certificates and CRL will bezperformed at the security resource manag§
layer; the relevant Interfaces may be exposed to the upper layer.

=

—

SRM is the security enforcement point in-a’Server as described in Section 5.4, so the data ¢
certificates and CRL will be stored and managed in SVR database.

he request to issue a Device’s certificate should be managed by a CMS when a Device is new
onboarded or the certificate of the.Device is revoked. When a certificate is considered invalid, |i
ust be revoked. A CRL is a data’structure containing the list of revoked certificates and the
brresponding Devices that are not be trusted. The CRL is expected to be regularly updated (fq
Kample; every 3 months) in-real operations.

<

(@)
== = ~

[¢)

913.2 Certificate Format
An OCF certificate format is a subset of X.509 format (version 3 or above) as defined in [RFC5280].

3.2.1 Certificate ™Profile and Fields

9

Tlhe OCF certtificate shall support the following fields; version, serialNumber, signature|,
ijssuer, validity, subject, subjectPublicKeylnfo, extensions|,
S

ignatureAlgorithm and signatureValue.

e \ version: the version of the encoded certificate

e serialNumber : certificate serial number
e signature: the algorithm identifier for the algorithm used by the CA to sign this certificate
e issuer: the entity that has signed and issued certificates

e validity: the time interval during which CA warrants
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e subject: the entity associated with the subject public key field (devicelD)
e subjectPublicKeylnfo: the public key and the algorithm with which key is used
e extensions: certificate extensions as defined in section 9.3.2.2

e signatureAlgorithm: the cryptographic algorithm used by the CA to sign this certificat

¢ signaturevalue: the digital signature computed upon the ASN.I DER encode
OCFtbsCertificate (this signature value is encoded as a BIT STRING.)

—

he OCF certificate syntax shall be defined as follows;

Q

CFCertificate ::= SEQUENCE {
OCFtbsCertificate TBSCertificate,

signatureAlgorithm Algorithmldentifier,
signatureValue BIT STRING

he OCFtbsCertificate field contains the names of a subjectvand an issuer, a public ke

ersion 3 certificates use the value 2 in the version field to encode the version number; the belo
rammar does not allow version 2 certificates.

QO O < O -

CFtbsCertificate ::= SEQUENCE {
version [0] 2 or abowe;
serialNumber CertificateSerialNumber,
signature Algorithmldentifier,
issuer Name,
validity Validity;
subject Name,,
subjectPublicKeylnfo SubjectPublicKeylnfo,
extensions [3] EXRLICIT Extensions

(A

ubjectPublicKeylnfo ::= SEQUENCE {
algorithm Algorithmldentifier,
subjectPublicKey BIT STRING

M

xtensions ::= _SEQUENCE SIZE (1..MAX) OF Extension

Extension ::=7T/)SEQUENCE {
extnId OBJECT IDENTIFIER,
criptical BOOLEAN DEFAULT FALSE,
extnValue OCTET STRING
-- contains the DER encoding of an ASN.1 value
-— corresponding to the extension type identified

ssociated with the subject, a validity period, and other associated information. Per RFC5280,

e

d

y

v

-- by extnlID

Certificate Fields Description OCF X.509

version 2 or above Mandatory Mandatory

serialNumb | CertificateSerialNu

OCFtbsCert |er mber Mandatory Mandatory

ificate 1.2.840.10045.4.3.
signature Algorithmldentifier 2(ECDSA algorithm
with SHA256,

Specified in
[RFC3279],[RFC
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Mandatory) 4055], and

[RFC4491]

issuer Name Mandatory Mandatory
validity Validity Mandatory Mandatory
subject Name Mandatory Mandatory

1.2.840.10045.2.1,
1.2.840.10045.3.1. | Specified in
subjectPub | SubjectPublicKeyln | 7(ECDSA algorithm | [RFC3279],[RFC

TicKeyInTo |fo with SHA256 based | 4055], and
on secp256rl [RFC4491]
curve, Mandatory)

issueruUniq | IMPLICIT Not supported

uelD Uniqueldentifier
subjectUni | IMPLICIT |
quelD Uniqueldentifier Not supported Optional
extensions EXPLI(.:IT Mandatory
Extensions
1.2.840.10045.4.3/ | Specified in
, - . o 2(ECDSA algorithm | [RFC3279],[RFC
Al h \
signatureAlgorithm Algorithmldentifier with SHA256" 4055], and
Mandatory) [REC4491]
signatureValue BIT STRING Mandatory Mandatory

> ©

n

3.2.2 Supported Certificate Extensions

s these certificate extensions are a standard part¢gef RFC 5280, this specification includes thle
pction number from that RFC to include it by refefence. Each extension is summarized here, and

y modifications to the RFC definition are listed. Devices MUST implement and understand the
ektensions listed here; other extensions fromi<the RFC are not included in this specification and
therefore are not required. Section 10.3 describes what Devices must implement when validating
certificate chains, including processing of.extensions, and actions to take when certain extensions
e absent.

Table 16 — Comparison between OCF and X509 certificate fields

Authority Key Identifier (4.271.1)

The Authority Key Identifier (AKI) extension provides a means of identifying the public key
corresponding to the-private key used to sign a certificate. This specification makes thje
following modifieations to the referenced definition of this extension:

The authority€ertlssuer or authorityCertSerialNumber fields of the AuthorityKeyldentifig
sequencenare not permitted; only keyldentifier is allowed. This results in the followin
grammar-definition:

Q =

id-ce-authorityKeyldentifier OBJECT IDENTIFIER ::= { id-ce 35 }
AuthorityKeyldentifier ::= SEQUENCE {

keyldentifier [0] Keyldentifier }
Keyldentifier ::= OCTET STRING

Subject Key Identifier (4.2.1.2)

The Subject Key Identifier (SKI) extension provides a means of identifying certificates that
contain a particular public key.
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This specification makes the following modification to the referenced definition of this
extension:

Subject Key Identifiers SHOULD be derived from the public key contained in the
certificate’s SubjectPublicKeylInfo field or a method that generates unique values. This
specification RECOMMENDS the 256-bit SHA-2 hash of the value of the BIT STRING
subjectPublicKey (excluding the tag, length, and number of unused bits). Devices verifying
certificate chains must not assume any particular method of computing key identifiers,
MUVWTVCTT, AITU TTTuUot Ulll_y UAaotT IIIG.LL:IIIIIU MAINT o AlTU OINT o 1T LTTrureatiurl paul CUTIorucuiurios

on key identifiers seen in certificates.

e Subject Alternative Name

If the EKU extension is present, and has the value XXXXXX, indicating that‘this is a role
certificate, the Subject Alternative Name (subjectAltName) extension shallhbe present and
interpreted as described below. When no EKU is present, or has another value, the
subjectAltName extension SHOULD be absent. The subjectAltName-extension is used to
encode one or more Role ID values in role certificates, binding the-foles to the subje¢t
public key. The subjectAltName extension is defined in RFC 5280\(Section 4.2.1.6):

id-ce-subjectAltName OBJECT IDENTIFIER ::= { id-ce 17 }

SubjectAltName ::= GeneralNames

GeneralNames ::= SEQUENCE SIZE (1..MAX) @QF GeneralName

GeneralName ::= CHOICE {
otherName [0] OtherName,
rfc822Name [11 I1A5String,
dNSName [2] 1A5String,
Xx400Address [31] ORAddress,
directoryName [4] Name,
ediPartyName [5]1 EDIPartyName,
uniformResourceldentifier [6] 1A5String,
iPAddress [7] OCTET STRING,
registeredID 8l OBJECT IDENTIFIER }

EDIPartyName ::7"SEQUENCE {
nameAsSignher [0] DirectoryString OPTIONAL,
partyName [1] DirectoryString }

Each GengralName in the GeneralNames SEQUENCE which encodes a role shall be fa
directoryName, which is of type Name. Name is an X.501 Distinguished Name. Each Namje
shall;;contain exactly one CN (Common Name) component, and zero or one Ol
(Otganizational Unit) components. The OU component, if present, shall specify the
authority that defined the semantics of the role. If the OU component is absent, thie
certificate issuer has defined the role. The CN component shall encode the role ID. Other
GeneraIName types in the SEQUENCE may be present but shall not be mterpreted as

extensmn the extensmn should not be marked critical.

Note that the role, and authority need to be encoded as ASN.1 PrintableString type, the
restricted character set [0-9a-z-A-z ‘() +,-./:=7].

e Key Usage (4.2.1.3)
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The key usage extension defines the purpose (e.g., encipherment, signature, certificate
signing) of the key contained in the certificate. The usage restriction might be employed
when a key that could be used for more than one operation is to be restricted.

This specification does not modify the referenced definition of this extension.

e Basic Constraints (4.2.1.9)

The hasic constraints extension identifies whether the. Qllhjn{‘f of the certificate is a CA_a

>T O

1

—

¢ |dentity certificate 1.3.6.18471.44924.1.6

e Role certificate 1.36.1.4.1.44924.1.7
9,3.2.3 Cipher Suite for Authenticatian, Confidentiality and Integrity
Al Devices support the certificate based key management shall  suppoft
TLS_ECDHE_ECDSA_WITH_AES~128 CCM_8 cipher suite as defined in [RFC7251]. T

the maximum depth of valid certification paths that include this certificate. Without @h
extension, a certificate cannot be an issuer of other certificates.

%)

This specification does not modify the referenced definition of this extension.

e Extended Key Usage (4.2.1.12)

Extended Key Usage describes allowed purposes for which the certifiéd public key mady
can be used. When a Device receives a certificate, it determines the’ purpose based on th
context of the interaction in which the certificate is presented,and verifies the certificate
can be used for that purpose.

This specification makes the following modifications to the referenced definition of this
extension:

CAs SHOULD mark this extension as critical.

CAs MUST NOT issue certificates with the ‘anyExtendedKeyUsage OID (2.5.29.37.0).

The list of OCF-specific purposes and the“assigned OIDs to represent them are:

Stablish a secure channel between two Devices the ECDHE_ECDSA (i.e. the signed version ¢f
iffie-Hellman key agreemeént) key agreement protocol shall be used. During this protocol the twjo
arties authenticate each) other. The confidentiality of data transmission is provided Hy
ES_128 CCM_8. Theintegrity of data transmission is provided by SHA256. Details are define(d
[RFC7251] and referenced therein.

0 do lightweight ¢ertificate processing, the values of the following fields shall be chosen as follows:
e signatureAlgorithm := ANSI X9.62 ECDSA algorithm with SHA256,

o, Usignature := ANSI X9.62 ECDSA algorithm with SHA256,

o subjectPublicKeylnfo = ANS| X962 FCDSA algorithm with SHA?256 bhased aln

T

secp256rl curve.

he certificate val idity period is a period of time, the CA warrants that it will maintain

information about the status of the certificate during the time; this information field is represented

a

s a SEQUENCE of two dates:

e the date on which the certificate validity period begins (notBefore)
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e the date on which the certificate validity period ends (notAfter).
Both notBefore and notAfter should be encoded as UTCTime

The field issuer and subject identify the entity that has signhed and issued the certificate and the
owner of the certificate. They shall be encoded as UTF8String and inserted in CN attribute.

93.2.4 Encoding of Certificate

he ASN.1 distinguished encoding rules (DER) as defined in [ISO/IEC 8825-1] shall be usgd tI
encode certificates.

9/3.3 CRL Format

n OCF CRL format is based on [RFC5280], but optional fields are not supported and signature
related fields are optional.

9/3.3.1 CRL Profile and Fields

he OCF CRL shall support the following fields; signature, issuer, this Update
evocationDate, signaturealgorithm and signatureValue

~ -

e signature: the algorithm identifier for the algorithm use@by the CA to sign this CRL
e issuer : the entity that has signed or issued CRL.

e this Update : the issue date of this CRL

e userCertificate : certificate serial number

e revocationDate : revocation date time

e signatureAlgorithm: the cryptegraphic algorithm used by the CA to sign this CRL

e signatureValue: the digital signature computed upon the ASN.1 DER encode
OCFtbsCertList (this signature value is encoded as a BIT STRING.)

are optional.
CertificatelListC>-= SEQUENCE {

OCFtbsCertList TBSCertList,
signatureAlgorithm Algorithmldentifier,
signatureValue BIT STRING

Iy

OCFtbsCevtList:: = SEQUENCE {
signature Algorithmldentifier OPTIONAL,
Issuer Name,
this Update Time,

revokedCertificates RevokedCertificates,
signatureAlgorithm Algorithmldentifier OPTIONAL,

sighatureValue BIT STRING OPTIONAL
b
RevokedCertificates SEQUENCE OF SEQUENCE {
userCertificate CertificateSerialNumber,
revocationDate Time
}

85

© ISO/IEC 2018 - All rights reserved

[=]

Tlhe signature-related fields"such as signature, signatureAlgorithm, signatureValue


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

CRL fields Description OCF X.509
version Version v2 Not supported Optional
1.2.840.10045.4 | SPecified in
[RFC3279],
_ Algorithmidenti | -3:2(ECDSA [REC4055]
signature H algorithm with '
er SHA256,0ptiona | 29
) : [RFC4491]
list OIDs
issuer Name Mandaiory Mandatory.
SEEgzscer thisUpdate Time Mandatory Mandatory
nextUpdate Time Not supported Optional
userCertift | Certificate
- . Mandatory Mandatory
revokedC :gsgiation Serial Number
ertifica Date Time Mandatory Mandatory
tes
crlEntryEx . .
tention>s/ Time Not supported Optional
crlExtensions Extensions Not supported Optional
1.2.84010045.4 | SPecified in
. | .3, 2(ECDSA [REC3279],
signhatureAlgorithm A_Igorlthmldentl algorithm with [RFC4055],
fier SHA256,0ptiona | &7
) P [RFC4491]
list OIDs
signatureValue BIT STRING Optional Mandatory

Table 17 — Comparison between ©CF and X.509 CRL fields

©

3.3.2 Encoding of CRL

—

hall be used to encode CRL.

n

©

3.4 Resource Model

(o)

evice certificates and private keys are kept in cred Resource. CRL is maintained and update]
ith a separate crl Resource that iS defined for maintaining the revocation list.

=

Tlhe cred Resource contains'the certificate information pertaining to the Device. The PublicDat
Hroperty holds the device_certificate and CA certificate chain. PrivateData Property holds th
Oevice private key paired to the certificate. (See Section 13.2 for additional detail regarding th
/dic/sec/cred Resource).

certificate revocation list Resource is used to maintain a list of revoked certificates obtaing

= >

verification\If the CRL Resource is stale or there are insufficient Platform Resources to maintali
full list;sthe Device must query the CMS for current revocation status. (See Section 13.3 fg
ditional detail regarding the /oic/sec/crl Resource).

he ASN.1 distinguished encoding rules (DER’method of encoding) defined in [ISO/IEC 8825-1

d
rough thec.CMS. The Device must consider revoked certificates as part of certificate path
n
r

—_

o

@ O

o35 Certificate Drn\/icinning

The CMS (e.g. a hub or a smart phone) issues certificates for new Devices. The CMS shall hav

e

its own certificate and key pair. The certificate is either a) self-signed if it acts as Root CA or b)

signed by the upper CA in its trust hierarchy if it acts as Sub CA. In either case, the certificat
shall have the format described in Section 9.3.2.

e

The CA in the CMS shall retrieve a Device’s public key and proof of possession of the private key,
generate a Device’s certificate signed by this CA certificate, and then the CMS shall transfer them
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to the Device including its CA certificate chain. Optionally, the CMS may also transfer one or more
role certificates, which shall have the format described in Section 9.3.2. The subjectPublicKey of
each role certificate shall match the subjectPublicKey in the Device certificate.

In the below sequence, the Certificate Signing Request (CSR) is defined by PKCS#10 in RFC 2986,
and is included here by reference.

The sequence flow of a certificate transfer for a Client-directed model is described in Figure 31.

1. The CMS retrieves a CSR from the Device that requests a certificate. In this CSR,Cthe
Device shall place its requested UUID into the subject and its public key An“the
SubjectPublicKeylnfo. The Device determines the public key to present; this may be an
already-provisioned key it has selected for use with authentication, or if none is‘present, |it
may generate a new key pair internally and provide the public part. The key‘pair shall be
compatible with the allowed ciphersuites listed in Section 9.3.2.3 and 14.2:3, since thle
certificate will be restricted for use in OCF authentication.

=

on its own, then it is not capable of using certificates. The Devicé\shall advertise this fa
both by setting the 0x8 bit position in the sct property of /oic/séc/doxm to 0, and return
error that the /oic/sec/csr resource does not exist.

If the Device does not have a pre-provisioned key pair and is unable to/generate a key p}

2. The CMS shall transfer the issued certificate and CA chain‘to the designated Device usinjg
the same credid, to maintain the association with the. private key. The credential type
(oic.sec.cred) used to transfer certificates in Figure 31 is also used to transfer role
certificates, by including multiple credentials insxthe POST from CMS to Device. ldentity
certificates shall be stored with the credusage<property set to “oic.sec.cred.cert' and role
certificates shall be stored with the credusageé;property set to “oic.sec.cred.rolecert'.

Client-directed Certificate Transfer

Credential Management Service Device

The Ownership Credential should be used to establish a secure connection.
L A

i 1 RETRIEVE /foic/saci/tsr |

:__ 2 RSP [{"csr"{"<gontents of CSR=", "encoding”:"<supported-encoding-type="}]

UPDATEoicfsec/cred [{"credtype™8, "subject”:"deviceuuid”, "credusage”:"oic.sec.cred.cert”,
"publicdata":"<DER-encoded device and CA certificate chain in haseB4="}]

()

Y

RSP 2.04

S UPDATE foic/sec/pstat [{..., "tm"="bx0010,0000", ...}]

Y

6 RSP 2.04

o D7 s

A

Crefdential Management Service Device

A ]

Figure 3T — Clfent-diTected Certificate Transfer
9.3.6 CRL Provisioning

The only pre-requirement of CRL issuing is that CMS (e.g. a hub or a smart phone) has the function
to register revocation certificates, to sign CRL and to transfer it to Devices.

The CMS sends the CRL to the Device.

Any certificate revocation reasons listed below cause CRL update on each Device.
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e change of issuer name
e change of association between Devices and CA
e certificate compromise

e suspected compromise of the corresponding private key

Rl ma\Jl he ||pr~lafnr~| and-delivered-to-all-accessible-Devicesinthe OCE network—ln-some epnr\i |

cpses, Devices may request CRL to a given CMS.

Tlhere are two options to update and deliver CRL;
e CMS pushes CRL to each Device

e each Device periodically requests to update CRL

—

he sequence flow of a CRL transfer for a Client-directed model is described in Figure 32.
1. The CMS may retrieve the CRL Resource Property.

2. Ifthe Device requests the CMS to send CRL, it should transfer the latest CRL to the Devicg.

Client-directed CRL Transfer

Credential
Management
Service Device

The Cwnership Credential should be wsed to establish a secure connection. B]

T v O)

POST foic/sec/crl
[ erlid™:".."

"update™:"...",
"cridata” "DER-encoded CRL in baseB4"}]

Y

'€ RER 2.04

HDATE /oic/sec/pstat [{..., "cm"="bx0010,0000", ...}]

L__¥__ ]

RSP 2.04

f
3

Credential Device
Management
Service

Figure 32 — Client-directed CRL Transfer
The sequence flow of a CRL transfer for a Server-directed model is described in Figure 33.

1. The Device retrieves the CRL Resource Property tupdate to the CMS.

2. If the CMS recognizes the updated CRL information after the designated tupdate time, it
may transfer its CRL to the Device.
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Server-directed CRL Transfer

Credential

Management
Device Service

I,
The Ownership Credential should be used to establish a secure connection. "]

! 1 GET /foic/sec/er?tupdate="NULL" or UTCTIME

>
POST foicisec/crl !

| [{"crlid™"...",
| 2 "tupdate™"...",
'H( "crldata"™: "DER-encoded CRL in baseg4"
:_( 3 RSP 2.04 :
4 UPDATE foic/sec/pstat [{..., "cm"="bx0010,0000", 8.1 }:
:_( 5 RSP 2.04 :
Device Credential
Management
Service

Figure 33 — Serversdirected CRL Transfer
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10 Device Authentication

When a Client is accessing a restricted Resource on a Server, the Server shall authenticate the
Client. Clients shall authenticate Servers while requesting access. Clients may also assert one or
more roles that the server can use in access control decisions. Roles may be asserted when the
Device authentication is done with certificates.

10.1 Device Authentication with Symmetric Key Credentials

erverKeyExchange message and set psk_identity_hint to the Server’s Device ID. The Client'sh{ll
vplidate that it has a credential with the Subject ID set to the Server’'s Device ID, and a credential
type of PSK. If it does not, the Client shall respond with an unknown_psk_identity error ot other
spitable error.

hen using symmetric keys to authenticate, the Server Device shall include tq:e
I

includes a psk_identity_hint set to the Client’'s Device ID. The Server shall erify that it has
cfedential with the matching Subject ID and type. If it does not, the Server(shall respond with
unknown_psk_identity or other suitable error code. If it does, then it shall’¢ontinue with the DTL
protocol, and both Client and Server shall compute the resulting premaster secret.

If the Client finds a suitable PSK credential, it shall reply with a ClientKeyExchange message thaT

t
a
n
5

10.2 Device Authentication with Raw Asymmetric Key Credentials

hen using raw asymmetric keys to authenticate, the Client and,the Server shall include a suitabl
public key from a credential that is bound to their Device. EactrDevice shall verify that the provide
public key matches the PublicData field of a credential they have, and use the correspondin
ubject ID of the credential to identify the peer Device.

Q O o

10.3 Device Authentication with Certificates

[©]

hen using certificates to authenticate, the Client-and Server shall each include their certifica
chain, as stored in the appropriate credentialas part of the selected authentication cipher suitg.
ach Device shall validate the certificate chain presented by the peer Device. Each certifica
sjgnature shall be verified until a public_Key is found within the /oic/sec/cred Resource with thle
“pic.sec.cred.trustca' credusage. Credential Resource found in /oic/sec/cred are used to termina
certificate path validation. Also validity period and revocation status should be checked for g
ove certificates.

= O

Oevices must follow the certificate path validation algorithm in Section 6 of RFC 5280. In particulaf:

e For all non-end-entity certificates, Devices shall verify that the basic constraints extensio
is present, and(that the cA boolean in the extension is TRUE. If either is false, the certificatl
chain MUST bie rejected. If the pathLenConstraint field is present, Devices will confirm th
number of-certificates between this certificate and the end-entity certificate is less than (¢
equal to“pathLenConstraint. In particular, if pathLenConstraint is zero, only an end-entif
certificate can be issued by this certificate. If the pathLenConstraint field is absent, ther
is €0 limit to the chain length.

(OB

D =

e¢ \For all non-end-entity certificates, Devices shall verify that the key usage extension |s
present, and that the keyCertSign bit is asserted.

e Devices may use the Authority Key ldentifier extension to quickly locate the issuing
certificate. Devices MUST NOT reject a certificate for lacking this extension, and must
instead attempt validation with the public keys of possible issuer certificates whose subject
name equals the issuer name of this certificate.

e The end-entity certificate of the chain shall be verified to contain an Extended Key Usage
(EKU) suitable to the purpose for which it is being presented. An end-entity certificate which
contains no EKU extension is not valid for any purpose and must be rejected. Any certificate

90

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

which contains the anyExtendedKeyUsage OID (2.5.29.37.0) must be rejected, even if
other valid EKUs are also present.

e Devices MUST verify "transitive EKU" for certificate chains. Issuer certificates (any
certificate that is not an end-entity) in the chain MUST all be valid for the purpose for which
the certificate chain is being presented. An issuer certificate is valid for a purpose if it
contains an EKU extension and the EKU OID for that purpose is listed in the extension, OR
it does not have an EKU extension. An issuer certificate SHOULD contain an EKU

certificates. An issuer certificate without an EKU extension is valid for all purposes; ‘th
differs from end-entity certificates without an EKU extension.

he list of purposes and their associated OIDs are defined in Section 9.3.2.2.

I the Device does not recognize an extension, it must examine the critical field.If the field

RUE, the Device MUST reject the certificate. If the field is FALSE, the DeviceDMUST treat th
certificate as if the extension were absent and proceed accordingly. This applies to all certificate
in a chain.

[

n @

ote: Certificate revocation mechanisms are currently out of scope of this version of thie
specification.

10.3.1 Role Assertion with Certificates

his section describes role assertion by a client to a server-lising a certificate role credential. Iffa
server does not support the certificate credential type, cliénts should not attempt to assert role
ith certificates.

(%)

server’s roles resource with the role certificates it wants to use. The role credentials must

certificate credentials and shall include a certificate chain. The server shall validate each certifica
chain as specified in Section 10.3. Additionally, the public key in the end-entity certificate used fq
evice authentication must be identical ta the public key in all role (end-entity) certificates. Als;}z,

ollowing authentication with a certificate, a clientaway assert one or more roles by updating tq

the subject distinguished name in the.end-entity authentication and role certificates must matc
he roles asserted are encoded in.the subjectAltName extension in the certificate. Note that th
subjectAltName field can have multiple values, allowing a single certificate to encode multiple rolgs
that apply to the client. The segver shall also check that the EKU extension of the role certificate($)
cpntains the value 1.3.6.1.4:1:44924.1.7 (see Section 9.3.2.1) indicating the certificate may bfe
used to assert roles. Figure.34 describes how a client Device asserts roles to a server.
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Asserting Certificate Role Credentials

Client Server

A secure connection must be established using a certificate credential to authenticate the client b]

n

LUFPDATE foiciseciroles
[{"credid™"...", "sub™". " "credtype"8,
1 "phdata” " DER-encoded role and CA certificate chain in basebd”,

“roleid":{"authority":"Optional Authority Identifier”, "rale”: "1B-byte octet string"},

"ownrs":"...

i
2 RSP 2.04

€

Client Server

igure 34 Notes
1.

Figure 34 — Asserting a role with a certificate r0le credential.

The response shall contain "204 No Content" to indiCate success or 4xx to indicate an erro
If the server does not support certificate credentials, it should return "501 Not Implementeq

Roles asserted by the client may be kept fora’duration chosen by the server. The duratio
shall not exceed the validity period of the role certificate. When fresh CRL information
obtained, the certificates in /oic/sec/rofes should be checked, and the role removed if th
certificate is revoked or expired.

Servers should choose a nonzero-duration to avoid the cost of frequent re-assertion of
role by a client. It is recommended that servers use the validity period of the certificate g
a duration, effectively allowing the CMS to decide the duration.

The format of the data.sent in the create call shall be a list of credentials (oic.sec.cred, s¢
Table 23). They shall have credtype 8 (indicating certificates) and PrivateData field shg

not be present. Farfields that are duplicated in the oic.sec.cred object and the certificate,

the value in the ceértificate shall be used for validation. For example, if the Period field
set in the crédential, the server amust treat the validity period in the certificate 3
authoritative. Similar for the roleid data (authority, role).

Certificates shall be encoded as in Figure 31 (DER-encoded certificate chain in base64)
Clients may GET the /oic/sec/roles resource to determine the roles that have beeg

previously asserted. An array of credential objects must be returned, or "204 No Conten
to indicate that no previously asserted roles are currently valid.

r.

D n S

n

e
I

S
S

=]
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11 Message Integrity and Confidentiality

Secured communications between Clients and Servers are protected against eavesdropping,
tampering, or message replay, using security mechanisms that provide message confidentiality
and integrity.

11.1 Session Protection with DTLS

Devices shall support DTLS for secured communications as defined in [RFC 6347]. Devices using
CP shall support TLS v1.2 for secured communications as defined in [RFC 5246]. See Sectio|
11.2 for a list of required and optional cipher suites for message communication.

=]

CF Devices MUST support (D)TLS version 1.2 or greater and MUST NOT support versions 11
or lower.

ote: Multicast session semantics are not yet defined in this version of the security specification.

11.1.1 Unicast Session Semantics

or unicast messages between a Client and a Server, both Devices shall authenticate each othey.
ee Section 10 for details on Device Authentication.

ecured unicast messages between a Client and a Server shall employ a cipher suite from Sectig
11.2. The sending Device shall encrypt and authenticate messages as defined by the selecte
c|pher suite and the receiving Device shall verify and decryplthe messages before processin
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ditional information about the cipher suites uséd in OCF.

FC 4279]: Specifies use of pre-shared keys*(PSK) in (D)TLS

[RFC 4492]: Specifies use of elliptic curvé_cryptography in (D)TLS

FC 5489]: Specifies use of cipher ‘suites that use elliptic curve Diffie-Hellman (ECDHE) an|
SKs

[RFC 6655, 7251]: Specifies AES-CCM mode cipher suites, with ECDHE

o

11.2.1 Cipher Suites for Deyice Ownership Transfer
141.2.1.1 Just Works’Method Cipher Suites

he Just Works ownerytransfer method may use the following (D)TLS cipher suites.
TLS_ECDH~ANON_WITH_AES_128 CBC_SHAZ256,
TLS_ECDH_ANON_WITH_AES_256_CBC_SHA256

Il Devices~supporting Just Works OTM shall implement:
TLS’ ECDH_ANON_WITH_AES_ 128 CBC_SHA256 (with the value OxFF00)

ll,Bevices supporting Just Works OTM should implement:

Tl Q_F(‘DH_AI\ION_\/\IITH_AFQ_?Rﬁ_(‘R(‘_QHA?Rﬁ (\A/i'rh the value ﬂyFF(H)

11.2.1.2 Random PIN Method Cipher Suites

The Random PIN Based owner transfer method may use the following (D)TLS cipher suites.
TLS_ECDHE_PSK_WITH_AES_128 CBC_SHAZ256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,

All Devices supporting Random Pin Based OTM shall implement:
TLS_ECDHE_PSK_WITH_AES_ 128 CBC_SHA256
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11.2.1.3 Certificate Method Cipher Suites

The Manufacturer Certificate Based owner transfer method may use the following (D)TLS cipher
suites.
TLS_ECDHE_ECDSA_WITH_AES_128 CCM_8,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_38,
TLS_ECDHE_ECDSA_WITH_AES 128 CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM
Using the following curve:
secp256rl (See [RFC4492))
Il Devices supporting Manufacturer Certificate Based OTM shall implement:
TLS _ECDHE_ECDSA_WITH_AES 128 CCM_8
Qevices supporting Manufacturer Certificate Based OTM should implement:
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_s8,
TLS_ECDHE_ECDSA_WITH_AES_128_ CCM,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM

1.2.2 Cipher Suites for Symmetric Keys

H

he following cipher suites are defined for (D)TLS communication using RSKs:
TLS_ECDHE_PSK_WITH_AES_128 CBC_SHAZ256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,
TLS_PSK_WITH_AES_128 CCM_8, (* 8 OCTET Authenti¢ation tag *)
TLS_PSK_WITH_AES_256_CCM_8,
TLS_PSK_WITH_AES_128 CCM, (* 16 OCTET Authetitication tag *)
TLS_PSK_WITH_AES_256_CCM,

Note: All CCM based cipher suites also use HMAC-SHA-256 for authentication.

All Devices shall implement the following:
TLS_ECDHE_PSK_WITH_AES_128 CBC<SHA256,

Qevices should implement the following:
TLS_ECDHE_PSK_WITH_AES_128"CBC_SHA256,
TLS_ECDHE_PSK_WITH_AES_256_CBC_SHA256,
TLS_PSK_WITH_AES_128_CCM_8,
TLS_PSK_WITH_AES_256-"CCM_8,
TLS_PSK_WITH_AES_128-CCM,
TLS_PSK_WITH_AES256_CCM

1.2.3 Cipher Suites for-Asymmetric Credentials

H &

he following cipher suites are defined for (D)TLS communication with asymmetric keys or
ertificates:
TLS_ECDHE>ECDSA_WITH_AES_128_CCM_s8,
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_s8,
TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS.ECDHE_ECDSA WITH_AES 256 _CCM
sing thexfellowing curve:
secp256rl (See [RFC4492])

O

—

All Bevices supporting Asymmetric Credentials shall implement:
TLS_ECDHE_ECDSA_WITH_AES_128_CCM_8

All Devices supporting Asymmetric Credentials should implement:
TLS_ECDHE_ECDSA_WITH_AES_256_CCM_s,

TLS_ECDHE_ECDSA_WITH_AES_128_CCM,
TLS_ECDHE_ECDSA WITH_AES_256_CCM
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12 Access Control

12.1 ACL Generation and Management
This section will be expanded in a future version of the specification.

12.2 ACL Evaluation and Enforcement
The Server enforces access control over application Resources before exposing them to the

2o a -V a ala BAVI a ne - Q a¥aYa! Q ne a¥a a ..-

access is received via the secure port. Authenticated requestors, known as the “subject” can’ble
used to match ACL entries that specify the requestor’s identity, role or may match authenticate(d
requestors using a subject wildcard.

If the request arrives over the unsecured port, the only ACL policies allowed are those-that use [a
spbject wildcard match of anonymous requestors.

Access is denied if a requested resource is not matched by an ACL entry~(Note: There are
documented exceptions pertaining to Device onbording where access to security virtual resources
ay be permitted prior to provisioning of ACL resources.

he second generation ACL (i.e. /oic/sec/acl2) contains an array of Acgess Control Entries (ACEZ2)
that employ a resource matching algorithm that uses an array of resource references to match
Hesources to which the ACE2 access policy applies. Matching consists of comparing the valugs
of the ACE2 "resources" property (see Section 13) to the requested Resource. Resources are

atched in four ways; host reference (href), resource type (rt),\resource interface (if) or resource
wildcard.

1p.2.1 Host Reference Matching

When present in an ACE2 matching element, the Host Reference (href) Property shall be used
for resource matching.

- The href Property shall be used to find-ah exact match of the Resource name.

=

P.2.2 Resource Type Matching

When present in an ACE2 matching element, The Resource Type (rt) Property shall be used for
@source matching.

=

- The rt Property shall be used to find an exact match of the Resource Type name.

- An array of strings isfused to match Resources that implement multiple Resource Type
names (e.g. collection resources).

(=Y

P.2.3 Interface Matching

When present in the /ACE2 matching element, the Interface (if) property shall be used for
bsource matchjng.

=

- The lif\Pproperty shall be used to find an exact match of the Resource Interface string.
- Anarray of strings is used when the Resource implements multiple Interfaces.
1p.2, A\ Multiple Criteria Matching

fl maltiple matching criteria are supplied in the same ACE2 Resources property (e.g. ‘href’ and ‘nt
and i) then a fogical AND of the criteria shall be applied. For example, 1T both hrer = 7a/fight and
‘if="oic.if.s" are in the Resources property, then a match exists only when both the ‘href’ and the
‘if’ criterion are true for the candidate resources.

If the ACE2 "resources" property is an array of entries, then a logical OR is applied for each array
element. For example, if a first array element of the Resources property contains ‘href'="/a/light"
and the second array element of the Resources property contains ‘if’="oic.if.s", then Resources
that match either the ‘href’ criteria or the ‘if’ criteria are included in the set of matched Resources.
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12.2.5 Resource Wildcard Matching

A wildcard expression may be used to match multiple Resources using a wildcard Property
contained in the oic.sec.ace2.resource-ref structure. The following wildcard matching strings are
defined:

String Description

" Shall match all discoverable resources.

Shall match all non-discoverable resources.

x Shall match all resources.

Table 18 — ACE2 Wildcard Matching Strings Description

=

ote: Discoverable resources appear in the /oic/wk/res Resource, while non-discoverable
bsources may appear in other collection resources but do not appear in the /res collection.

-

Hxample JSON for Resource matching
{
L

/[/Matches Resources named ''/x/doorl'" or "/x/door2”

{
"href":"/x/doorl"

},
{

“"href'":"/x/door2"

//Matches Resources with Resource Type "oic.sec.crl' and "oic.sec.cred

{
3.

/ Matches Resources that implement both "oic.if_baseline”™ and
oic.if_.rw" Interfaces.

"rt":[" oic.sec.crl ", "eic.sec.cred "]

HN

"if":["oic.ifsbaseline”, "oic.if.rw"]
1.
/Matches Resources—named "/x/lightl” or "/x/light2" and have Resource
ypes "x.light.led!";” "x.light.flourescent”™ and "x.light.color™.

=N

“"href:*/x/lightl",
"resf""x.light.led","x.light.flourescent", "x.light.color"]

Y"href":"/x/light2™,
"rt":["x.light.led”,”"x.light.flourescent”™, "x.light.color']

//Matches all Resources.

{

}

we't sk
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12.2.6 Subject Matching using Wildcards

When the ACE subject is specified as the wildcard string "*" any requestor is matched. The OCF
server may authenticate the OCF client, but is not required to.

Examples: JSON for subject wildcard matching

//matches all subjects that have authenticated and confidentiality
protections in place.

“"subject”™ : {

conntype™ : "auth-crypt”

/matches all subjects that have NOT authenticated and have NO
onfidentiality protections in place.
subject" : {

"conntype"™ : "anon-clear™

O N

=y

P.2.7 Subject Matching using Roles

<

hen the ACE subject is specified as a role, a requestor shall be matehed if either:

[}

1. The requestor authenticated with a symmetric key credential, and the role is present in th
roleid property of the credential’s entry in the credential.resource, or

2. The requestor authenticated with a certificate, and¢a valid role certificate is present in thrLe
roles resource with the requestor’s certificate's\ public key at the time of evaluation.
Validating role certificates is defined in sectiorn10.3.1.

P.2.8 ACL Evaluation

he OCF Server shall apply an ACE2 matchingalgorithm that matches in the following
equence:

=

n_ -

[¢)

1. If the /oic/sec/sacl Resource exists and if the signature verification is successful, thes
ACE2 entries contribute to the set’ of local ACE2 entries in step 3. The Server shall verify
the signature, at least once,following update of the /oic/sec/sacl Resource.

The local /oic/sec/acl2 Resource contributes its ACE2 entries for matching.
3. Access shall be granted 'when all these criteria are met:
a. The requestor is matched by the ACE2 "subject” Property.

b. The requested Resource is matched by the ACE2 "resources” Property and the
reguested Resource shall exist on the local Server.

c. ~Fhe "period" Property constraint shall be satisfied.

dv~The "permission” Property constraint shall be applied.

Note: Ifemultiple ACE2 entries match the Resource request, the union of permissions, for gl
;r[atching ACEs, defines the effective permission granted. E.g. If Perm1=CR---; Perm2=--UDN;

hen UNION (Perm1, Perm2)=CRUDN.

The Server shall enforce access based on the effective permissions granted.
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oic.r.acl2 oic.r.acl oic.r.amacl oic.r.sacl
Resource Resource Resource Resource
aclist2 aclist resources A.CI'StZ
rowneruuid rowneruuid Sighatire
oic.r.doxm oic.r.pstat
Resource Resource
oxm dos
oxmsel Isop
sct fm
owned or?n
deviceuuid
devowneruuid sm _
rowneruuid rowneruuid
oic.r.crl
oic.r.cred Rgsource OFQI((;.Sr(I)LOrI(:e(aS
Resource crlid
creds thisupdate roles
: crldata
rowneruuid
Figure 35= OCF Security Resources
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Figure 36 — oic.r.cred Resource and Properties

aclist2 subject
Property Property
oic.r.acl2 T
Resource subject dldty{)e
: resources conntype
aclist2 . roletype
s permission
rovwirieruauird . g
validity resource
aceid > Property
href
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Figure 37 — oic.r.acl2 Resource and Properties

resources
oic.r.amacl Property
Resource

resources subject
resources
permission
validity
aceid

Figure 38 — oic.r.amacl Respurce and Properties

oic.r.sacl aclist2 resources
Resource Property. Property
aclist2 i
signature subject 7| href
1] resources rt
: permission if
SPI?; a:rjtre validity wC
perty aceid
sigtype
sigvalue

Figure 39 — oic.secr.sacl Resource and Properties
3.1 Device Ownlen Transfer Resource

4 e

he /oic/sec/doxm Resource contains the set of supported Device owner transfer methods.

esource’discovery processing respects the CRUDN constraints supplied as part of the security
esource definitions contained in this specification.

30
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Fixed URI Resource Type Resource Type Interfa Description Related

Title ID ('rt" value) ces Function
al
Interacti
on

/oic/sec/doxm Device Owner urn:oic.r.doxm baseline Resource for supporting Configurat
Transfer Methods Device owner transfer ion
Table 19 — Definition of the oic.r.doxm Resource
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Owner oxms oic.sec.doxm array Yes R Value identifying the owner-transfer-
Transfer type method and the organization that
Method defined the method.
Ooxm oxmsel |oic.sec.doxm | UINT16 Yes RESET R Server shall set to (4)
Selection type "oic.sec.oxm.self"
The as yet unauthenticated DOX$
shall set to its selected OTM both
parties execute the OTM, secure
owner transfer session i ablighed,
RFOTM RW  'DOXS shall update th ’xésel again
making it permanent., I¥the OTM|fails
the Server shall t ition Device
state to RESET.'\
RFPRO R |n/a O‘bg
RFNOP R |n/a \\Q/
SRESET R @
$upported sct oic.sec.credt | bitmask Yes R O$\ Identifies the types of credentialg the
Credential ype Device supports. The SRM sets this
Types Q value at framework initialization pfter
Q determining security capabilities,|
D
\ N
Owned owned Boolean TIF Yes RE@\@ R Server shall set to FALSE.
QFQ) DOXS shall set to TRUE after seclre
g N O™ RW owner transfer session is establighed.
A\@ RFPRO R |n/a
xQ RFNOP R n/a
) SRESET R n/a
)
I
Device |deviceuuid String oic.sec.didt | Yes R Server shall construct a temporafy
uulID §\\ ype RESET random UUID that differs for each
O transition to RESET.
Q RW DOXS shall update to a value it Has
..O selected after secure owner trangfer
\<o session is established. If update fails
% 3 with error PROPERTY_NOT_FOUND
the DOXS shall either accept the
RFOTM .
Server provided value or update
Q‘ /doxm.owned=FALSE and terminate
the session.
\
S
é&v RFPRO R n/a
RFNOP R n/a
SRESET R n/a
Device |devowneru String uuid Yes Server shall set to the nil uuid value
Owner Id uid RESET R (e.g. "00000000-0000-0000-0000-
000000000000" )
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DOXS shall set value after secure

RFOTM RW owner transfer session is established.
RFPRO R n/a
RFNOP R n/a
SRESET R n/a
Resource [rowneruuid String uuid Yes Server shall set to the nil uuid-ydlue
Dwner Id RESET R (e.g. "00000000-0000-0000-00(0-
000000000000" )
The DOXS should configure the
rowneruuid property.when a
RFOTM RW successful owner jtransfer session is
established.
RFPRO R n/a
RFNOP R n/a
(The DOXS (referenced via
Mdoxm.devowneruuid property) should
verify and if needed, update the
resource owner property when a
SRESET &V mutually authenticated secure sgssion
is established. If the rowneruuid does
not refer to a valid DOXS the Server
shall transition to RESET Device $tate.
Table 20 — Properties of thegic.r.doxm Resource
N
Property Propert Value Value Mg% Device Access Mode Description
Title y Name Type Rule @ State
Device uuid String uuid Yes RW - A uuid value
ID
Table 21 - Properties of the oic.sec.didtype Property
Tlhe owner transfer method.-(oxms) Property contains a list of owner transfer methods where thle
ehtries appear in the orderof preference. The Device manufacturer configures this Property wiﬂh
tr:re most desirable methods appearing before the lower priority methods. The netwoik
anagement tool queries this list at the time of onboarding when the network management togl
selects the most appropriate method.
Subsequent teoar owner transfer method being chosen the agreed upon method shall be entered
into the /doXxm-Resource using the oxmsel Property.
Qwner_transfer methods consist of two parts, a URN identifying the vendor or organization and thie
specifi¢ method.
O I P " Ml n.n oo
UI\IIIIy}JU e urit. DI
<NID> :: = <Vendor-Organization>
<NSS> ::= <Method> | {<NameSpaceQualifier>"."} <Method>

<NameSpaceQualifier> ::

<Method> ::= String

= String
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<Vendor-Organization> ::= String

When an owner transfer method successfully completes, the owned Property is set to ‘1’ (TRUE).
Consequently, subsequent attempts to take ownership of the Device will fail.

The SRM generates a Device identifier (deviceuuid) that is stored in the /oic/sec/doxm Resource
in response to successful ownership transfer.

Quner transfer methods should communicate the deviceuuid to the service that is ’ral(ing nwnpr:h'ln_
Tlhe service should associate the deviceuuid with the OC in a secured database.

—

Tlhe Device vendor shall determine that the Device identifier (deviceuuid) is persistent (n
updatable) or that it is non-persistent (updatable by the owner transfer service — a.k.a DOXS).

Ifildeviceuuid is persistent, the request to update shall fail with the error PROPERTY xNOT_FOUND.

If it is non-persistent, the request to update shall succeed and the value supplied by DOXS shgl
e remembered until the Device is RESET. If the update fails for any other reason and Devig
ate has not transitioned to RESET, the value of deviceuuid shall be the nikUUID (e.g. "0000000(
000-0000-0000-000000000000").

b
s
0
Regardless of whether the Device has a persistent or non-persistent deviceuuid, a temporr
r
d
s

[¢)

hndom non-repeating UUID is found each time the Device ¢enters RESET. The temporal
eviceuuid is used while the Device state is in the RESET state @nd while in the RFOTM Devicle
ate until the DOXS establishes a secure OTM connection.

103

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

13.1.1 OCF defined owner transfer methods

Value Type |Value Type URN |Enumeration |Description
Name (optional) Value
(mandatory)

OCFJustWorks | oic.sec.doxm.jw (0] The just-works method relies on anonymous Diffie-Hellman
key agreement protocol to allow an OBT to assert ownership
of the new Device. The first OBT to make the assertion is
accepted as the Device owner, The just-works method results
in a shared secret that is used to authenticate the Device+to
the OBT and likewise authenticates the OBT to the Deviee-The|
Device allows the OBT to take ownership of the Device,)after
which a second attempt to take ownership by a different OBT
will fail.

Note: The just-works method is subject to alman-in-the-
middle attacker. Precautions should be taken to provide
physical security when this method is used.

OCFSharedPin |oic.sec.doxm.rdp 1 The new Device randomly generates-a PIN that is
communicated via an out-of-band ehannel to a Device OBT.
An in-band Diffie-Hellman key agreement protocol establishps
that both endpoints possess-the PIN. Possession of the PIN py
the OBT signals the new, Device that device ownership can Qe
asserted.

OCFMfgCert oic.sec. 2 The new Device.js presumed to have been manufactured with
doxm.mfgcert an embedded asymmetric private key that is used to sign a
Diffie-Hellma.exchange at Device onboarding. The
manufacturer certificate should contain Platform hardening
information and other security assurances assertions.
OCF Reserved |<Reserved> 3 Reserved
OCFSelf oic.sec.oxm.self 4 The manufacturer shall set the /doxm.oxmsel value to (4).
The Server shall reset this value to (4) upon entering RESET
Device state.
OCF Reserved |<Reserved> 5~0OxFEFF Reserved for OCF use
Vendor-defined | <Reserved> OXFFOO~OxFFFF|Reserved for vendor-specific OTM use
Value Type
Name
Table22 — Properties of the oic.sec.doxmtype Property
1B.2 Credential Resource
Tlhe /oic/sec/ered’Resource maintains credentials used to authenticate the Server to Clients and
sppport servieces as well as credentials used to verify Clients and support services.
Multiple«credential types are anticipated by the OCF framework, including pair-wise pre-shared
kepys,asymmetric keys, certificates and others. The credential Resource uses a Subject UUID tg
distinguish the Clients and support services it recognizes by verifying an authentication
c nllnngn

In order to provide an interface which allows management of the "creds" Array Property, the
RETRIEVE, UPDATE and DELETE operations on the oic.r.cred Resource shall behave as
follows:

1. A RETRIEVE shall return the full Resource representation, except that any write-only
Properties shall be omitted (e.g. private key data).
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2. An UPDATE shall replace or add to the Properties included in the representation sent with
the UPDATE request, as follows:

a. If an UPDATE representation includes the "creds" array Property, then:

i. Supplied creds with a "credid" that matches an existing "credid" shall
replace completely the corresponding cred in the existing "creds" array.

ii Qllplnlipd creds withaout a "credid" shall he appnndpd ta the pyicfing "creds"
array, and a unique (to the cred Resource) "credid" shall be created @n
assigned to the new cred by the Server. The "credid" of a deleted cre
should not be reused, to improve the determinism of the interface an
reduce opportunity for race conditions.

[eNNeNNeN

iii. Supplied creds with a "credid" that does not match an existing“credid" shdl
be appended to the existing "creds" array, using the supplied "credid".

3. A DELETE without query parameters shall remove the entire "creds"jarray, but shall ngt
remove the oic.r.cred Resource.

4. A DELETE with one or more "credid" query parameters shallremove the cred(s) with th
corresponding credid(s) from the "creds" array.

[¢)
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Fixed URI Resource |Resource Type ID| Interfaces Description Related
Type Title ¢'rt” value) Functional
Interaction

/oic/sec/cred Credentials urn:oic.r.cred baseline Resource containing Security

credentials for Device
authentication,
verification and data
protection

Table 23 — Definition of the oic.r.cred Resource

Property
Title

Property
Name

Value
Type

Value
Rule

Manda
tory

Device
State

Access
Mode

Descriptﬁj(l/v
N

N

Credentials

creds

oic.sec.cr
ed

array

Yes

RESET

Server shallset'to manufacturer
defaults,

RFOTM

RW

Set by, DOXS after successful OT

RFPRO

Seét by the CMS (referenced via {]
/cred.rowneruuid property) after
successful authentication. Accesq
vertical resources is prohibited.

he

to

RFENOP

Access to vertical resources is
permitted after a matching ACE |
found.

SRESET

RW

The DOXS (referenced via

/doxm.devowneruuid property)
should evaluate the integrity of g
may update creds entries when 3
secure session is established and
Server and DOXS are authentical

nd

the
ed.

Resource
Owner ID

rowneruuid

String

uuid

Yes

RESET

Server shall set to the nil uuid v4
(e.g. "00000000-0000-0000-00
000000000000" )

lue
DO-

RFOTM

RW

The DOXS should configure the
/cred.owneruuid property when 3
successful owner transfer sessiof]
established.

S

RFPRO

n/a

RFNOP

n/a

RW

The DOXS (referenced via
/doxm.devowneruuid property)
should verify and if needed, updj

te

SRESET

4 L
uie 1esuurte OWIIET property Wiic na

mutually authenticated secure
session is established. If the

rowneruuid does not refer to a valid

DOXS the Server shall transition
RESET Device state.

to

Table 24 — Properties of the oic.r.cred Resource
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All secure Device accesses shall have a /oic/sec/cred Resource that protects the end-to-end
interaction.

The /oic/sec/cred Resource can be created and modified by the services named in the ‘rowneruuid”
Property.

ACLs naming /oic/sec/cred Resource should further restrict access beyond CRUDN access modes.
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Property Property |Value |[Value |Manda |Access|Device |Description
Title Name Type |Rule tory Mode [State
Credential credid UINT1| O- Yes RW Short credential ID for local references
6 64K-1 from other Resource
Subject subjectuuid | String | uuid Yes RW A uuid that identifies the subject to which
uuliD this credential applies
Role ID roleid oic.se - No RW Identifies the role(s) the subject is
c.rolet authorized to assert.
ype
Credential credtype oic.se | bitmas | Yes RW Represents this credential’s type!
Type c.cred k .
type 0 — Used for testing
1 — Symmetric pair-wise‘key
2 — Symmetric group key
4 — Asymmetrié.signing key
8 — Asymmetric signing key with certificate
16 — PIN-0p password
32 — Asymmetric encryption key
Credential credusage | String - No RW Used to resolve undecidability of the
Usage credential. Provides indication for
how/where the cred is used
oic.sec.cred.trustca: certificate trust
anchor
oic.sec.cred.cert: identity certificate
oic.sec.cred.rolecert: role certificate
oic.sec.cred.mfgtrustca: manufacturer
certificate trust anchor
oic.sec.cred.mfgcert: manufacturer
certificate
Public Data | publicdata | oic.se - No RW Public credential information
.pub . .
ga'i’;ty 1:2: ticket, public SKDC values
pe 4, 32: Public key value
8: certificate
rivate Data| privatedata | oic.se - No 1:2: symmetric key
gé%% 4: 8, 32, 64: Private asymmetric key
pe 16: password hash, password value,
security questions
- RESET |Server shall set to manufacturer default
RFOTM |Set by DOXS after successful OTM
wW RFPRO |Set by authenticated DOXS or CMS
- RFNOP | Not writable during normal operation.
W SRESE |DOXS may modify to enable transition to
T RFPRO.
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Optional
Data

optionaldata

oic.se

c.optd

atatyp
e

No

RW

Credential revocation status information
1, 2, 4, 32: revocation status information
8: Revocation + CA certificate.

Period

period

String

No

RW

Period as defined by RFC5545. The
credential should not be used if the
current time is outside the Period window.

Cradantial

ormas.

ole-sa.

nnnnnn

RAAL

Cradentialswith-a- Pariod Pronartv ara

Refresh
Method

c.crmt
ype

refreshed using the c.redentiarref?esh
method (crm) according to the type
definitions for oic.sec.crm.

Table 25 — Properties of the oic.sec.cred Property

Property
Title

Property |Value
Name Type

Value
Rule

Access
Mode

Manda
tory

Description '\'\
N\
o)
G

Encoding
format

encoding

String

RW

No

A string specifying thesencoding format of the data
contained in the ptbdata

"oic.sec.encodingjwt" - RFC7517 JSON web
token (JWT) encoding

"oic.sec.encoding.cwt” - RFC CBOR web token
(CWT)-encoding

"oicisec’encoding.base64" — Base64 encoding
"0i¢.sec.encoding.uri" — URI reference

*oic.sec.encoding.pem" — Encoding for PEM-
encoded certificate or chain

"oic.sec.encoding.der" — Encoding for DER-
encoded certificate or chain

"oic.sec.encoding.raw" — Raw hex encoded data

Data

data

String

RW

No

The encoded value

Table 26 — Properties of the oic.sec.pubdatatype Property

Property
Title

Property |[Value
Name Typ

3
Value
Rule

Access
Mode

Manda
tory

Description

Encoding
format

encoding

RW

Yes

A string specifying the encoding format of the data
contained in the privdata

"oic.sec.encoding.jwt" - RFC7517 JSON web
token (JWT) encoding

"oic.sec.encoding.cwt” - RFC CBOR web token
(CWT) encoding

"oic.sec.encoding.base64" — Base64 encoding
"oic.sec.encoding.uri" — URI reference

"aln cne Aanendine hanAlat DAataic

tainad o
OrCSCCCHRCotmgT ot oo TS oM et

storage sub-system referenced using a handle
"oic.sec.encoding.raw" — Raw hex encoded data

Data

data

String

RW

No

The encoded value
This value shall never be readable.

Handle

handle

UINT16

RW

No

Handle to a key storage resource
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Table 27 — Properties of the oic.sec.privdatatype Property

Property Property (Value Value |Access|Manda |Description
Title Name Type Rule Mode |tory

Revocation revstat Boolean | T|F RW Yes |Revocation status flag
status

True — revoked

False — not revoked

Encoding encoding String - RW No |A string sp_ecigi_ng the encoding format of.the
format data contained in the optdata

"oic.sec.encoding.jwt" - RFC7517 JSON'web
token (JWT) encoding

"oic.sec.encoding.cwt" - RFC CBOR web token
(CWT) encoding

"oic.sec.encoding.base64" —Base64 encoding

"oic.sec.encoding.pem?- Encoding for PEM-
encoded certificate.or'chain

"oic.sec.encoding.der" — Encoding for DER-
encoded certificate or chain

"oic.sec.encoding.raw" — Raw hex encoded data

Data data String - RW No |The &ncoded structure

Table 28 — Properties of the oic.sec.gptdatatype Property

Property Property |Value Type [Value Ac@@ Mand | Description
Title Name Rule M atory
)

Authority authority String - R No |A name for the authority that defined the
role. If not present, the credential issuer
defined the role. If present, must be
expressible as an ASN.1 PrintableString.

Role role String - R Yes |An identifier for the role. Must be ]
expressible as an ASN.1 PrintableString.

Table 29— Definition of the oic.sec.roletype Property.

3.2.1 Properties of the Credential Resource
3.2.1.1 Credential 1D

redential ID {credid) is a local reference to a /oic/sec/cred instance. The SRM generates it. credi
hall be used-to disambiguate Resource instances that have the same Subject UUID.

VO B e

18.2.1.2 Subject UUID

Subject UUID identifies the Device or service to which a credential Resource shall be used
eptablish a secure session, verify an _authentication challenge-response or to _authenticate

o)
n

authentication challenge.

A Subject UUID that matches the Server’'s own Device ID identifies credentials that authenticate

this Device.

Subject UUID shall be used to identify a group to which a group key is used to protect shared data.
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13.2.1.3 Role ID

Role ID identifies the set of roles that have been granted to the Subject UUID. The asserted role
or set of roles shall be a subset of the role values contained in the roleid Property.

If a credential contains a set of roles, ACL matching succeeds if the asserted role is a member of
the role set in the credential.

13.2.1.4 Credential Type

he Credential Type is used to interpret several of the other Property values whose contents oan
differ depending on the type of credential. These properties include publicdata, privatedata“and
optionaldata. The CredType value of ‘0’ ("no security mode") is reserved for testing and debuggin
cjrcumstances. Production deployments should not allow provisioning of credentials ©of ,type ‘0
he SRM should introduce checking code that prevents its use in production deployments.

. TQ

18.2.1.5 Public Data

ublic Data contains information that provides additional context surrounding,the issuance of thie
cfedential. For example, it might contain information included in a certificate’or response data frovln
Key Management Service. It might contain wrapped data such as a SKDC issued ticket that has
yet to be delivered.

18.2.1.6 Private Data

rivate Data contains the secret information that is used to~duthenticate the Device, protect ¢
unprotect data or verify an authentication challenge-response«

-

(BE) or trusted execution environment (TEE) shoutd be used to implement the SRM'’s truste
cpmputing base. In this situation, the Private Data ‘contents should be a handle or reference
secure storage resources.

rivate Data shall not be disclosed outside of the SRM’s\trusted computing base. A secure eleme]t

13.2.1.7 Optional Data
ptional Data contains information that\is optionally supplied, but facilitates key managemenf

sgalability or performance optimization,-For example, if the Credential Type identifies certificate
it contains a certificate revocation~status value and the Certificate Authority (CA) certificate th
ill be used for mutual authentication.

—

1B8.2.1.8 Period

he Period Property identifies the validity period for the credential. If no validity period is specifieg]
the credential lifetime\is' undetermined. Constrained Devices that do not implement a date-tim
cppability shall obtain-current date-time information from it's CMS.

D QO

18.2.1.9 Credential Refresh Method Type Definition
Tlhe oic.sec.6fm defines the credential refresh methods that the CMS shall implement.
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Value
Type
Name

Value Type
URN

Applicable
Credential

Type

Description

Provision
ing
Service

oic.sec.crm.pro

All

A CMS initiates re-issuance of credentials nearing expiration. The
Server should delete expired credentials to manage storage
resources. The Resource Owner Property references the
provisioning service. The Server uses its /oic/sec/cred.rowneruuid
Resource to identify additional key management service that

TP N P +ial £ . +ho
SHPP o STttS—treatRtarTrerreSA—Metmot:

Pre-
shared
Key

oic.sec.crm.psk

[1]

The Server performs ad-hoc key refresh by initiating a DFLS
connection with the Device prior to credential expiratian using p
Diffie-Hellman based ciphersuite and the current PSK. The new
DTLS MasterSecret value becomes the new PSK. She'Server
selects the new validity period. The new validityspefiod value is
sent to the Device who updates the validity period for the curr¢gnt
credential. The Device acknowledges this gpdate by returning 3
successful response or denies the update by returning a failure|
response. The Server uses its /oic/sec/cred.rowneruuid Resourfe
to identify a key management service that supports this
credential refresh method.

Random
PIN

oic.sec.crm.rdp

[16]

The Server performs ad-hoc key refresh following the
oic.sec.crm.psk approachbut in addition generates a random
PIN value that is communicated out-of-band to the remote
Device. The currentPSK + PIN are hashed to form a new PSK’
that is used with the DTLS ciphersuite. l.e. PSK’ = SHA256(PSK,
PIN). The Server.uses its /oic/sec/cred.rowneruuid Resource td
identify a keymanagement service that supports this credentigl
refresh method.

SKDC

oic.sec.crm.skdc

[1, 2, 4,
32]

The Server issues a request to obtain a ticket for the Device. The
Server updates the credential using the information contained in
the““response to the ticket request. The Server uses |its
/oic/sec/cred.rowneruuid Resource to identify the ey
management service that supports this credential refresh methpd.
The Server uses its /oic/sec/cred.rowneruuid Resource to identify
a key management service that supports this credential refrgsh
method.

PKCS10

oic.sec.crm.pkl
0

(81

The Server issues a PKCS#10 certificate request message to obtfain
a new certificate. The Server uses its /oic/sec/cred.rowneruuid
Resource to identify the key management service that suppqgrts
this credential refresh method. The Server uses |its
/oic/sec/cred.rowneruuid Resource to identify a key managemgnt
service that supports this credential refresh method.

=

3.2.1.1

c 0

Table 30 — Value Definition of the oic.sec.crmtype Property

Credential Usage

redential Usage indicates to the Device the circumstances in which a credential should be
sed\Five values are defined:

e oic.sec.cred.trustca: This certificate is a trust anchor for the purposes of certificate chain
validation, as defined in section 10.3.

e oic.sec.cred.cert: This credusage is used for certificates for which the Device possesses
the private key and uses it for identity authentication in a secure session, as defined in
section 10.3.
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e oic.sec.cred.rolecert: This credusage is used for certificates for which the Device
possesses the private key and uses to assert one or more roles, as defined in section
10.3.1.

e oic.sec.cred.mfgtrustca: This certificate is a trust anchor for the purposes of the
Manufacturer Certificate Based Owner Transfer Method as defined in section 7.3.6.

e oic.sec.cred.mfgcert: This certificate is used for certificates for which the Device possesses
the private key and uses it for authentication in the Manufacturer Certificate Based Owner
Transfer Method as defined I section 7.3.0.

1B.2.2 Key Formatting
1B.2.2.1 Symmetric Key Formatting
Symmetric keys shall have the following format:
N
Name Value Type Description (HQ
Length 16 OCTET Specifies the number of 8-bit octets following Length
Key opaque OCTET 16 byte array of octets. When used as\input to a PSK function
Array Length is omitted.
Table 31 — 128-bit symmetric key
- \Y
Name Value Type Description OQ
Length 32 OCTET Specifies the number of 8-bit octets following Length
Key opaque OCTET 32 byte array-.0f/octets. When used as input to a PSK function
Array Length is omitted.

Table 32 — 2562bit symmetric key

=

3.2.2.2 Asymmetric Keys

prd

ote: Asymmetric key formatting is not'available in this revision of the specification.

=

3.2.2.3 Asymmetric Keys with Certificate

N

ey formatting is defined by gertificate definition.

3.2.2.4 Passwords
echnical Note: Passweofrd formatting is not available in this revision of the specification.

-4 e

=

3.2.3 Credential-Refresh Method Details
3.2.3.1.1 Rrovisioning Service

=

Tlhe resolirce owner identifies the provisioning service. If the Server determines a credenti
réquirestefresh and the other methods do not apply or fail, the Server will request re-provisionin(g
f the _credential before expiration. If the credential is allowed to expire, the Server should dele
fhe-Resource.

o

—

13.2.3.1.2 Pre-Shared Key

Using this mode, the current PSK is used to establish a Diffie-Hellmen session key in DTLS. The
TLS_PRF is used as the key derivation function (KDF) that produces the new (refreshed) PSK.

PSK = TLS_PRF(MasterSecret, Message, length);
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e MasterSecret — is the MasterSecret value resulting from the DTLS handshake
using one of the above ciphersuites.

e Message is the concatenation of the following values:
0 RM - Refresh method - I.e. "oic.sec.crm.psk”

o Device ID_A is the string representation of the Device ID that supplied the
DTLS ClientHello.

o Device ID_B is the Device responding to the DTLS ClientHello message

e Length of Message in bytes.

vs)

oth Server and Client use the PSK to update the /oic/sec/cred Resource’s privatedata-Property|.
Server initiated the credential refresh, it selects the new validity period. The Serversends the
hosen validity period to the Client over the newly established DTLS session so it can'update it's
brresponding credential Resource for the Server.

3.2.3.1.3 Random PIN

sing this mode, the current unexpired PIN is used to generate a PSK{allowing RFC2898. Th
SK is used during the Diffie-Hellman exchange to produce a new session key. The session key
hould be used to switch from PIN to PSK mode.

=

nw ououc = oo
@D

he PIN is randomly generated by the Server and communicated_to the Client through an out-of
and method. The OOB method used is out-of-scope.

he pseudo-random function (PBKDF2) defined by REC2898. PIN is a shared value used to
enerate a pre-shared key. The PIN-authenticated pre-Shared key (PPSK) is supplied to a DTL
phersuite that accepts a PSK.

0 Q - o -

PPSK = PBKDF2(PRF, PIN, RM, DeviceID; c, dkLen)
he PBKDF2 function has the following parameters:

- PRF — Uses the DTLS PRF.

- PIN — Shared between Devices:

—

- RM - Refresh method — I(es"'oic.sec.crm.rdp”

- Device ID — UUID of the‘new Device.

- ¢ — Iteration count(initialized to 1000, incremented upon each use.
- dkLen — Desired'tength of the derived PSK in octets.

oth Server and Cligntuse the PPSK to update the /oic/sec/cred Resource’s PrivateData Property.
fl Server initiated(the credential refresh, it selects the new validity period. The Server sends th
hosen validity.period to the Client over the newly established DTLS session so it can update it
brresponding<credential Resource for the Server.

O =
n O©

(@]

1B3.2.3.1.4.8SKDC
A DALS session is opened to the /oic/sec/cred.rowneruuid with svctype="oic.sec.cms" tha

=~ 0

. . erv alld DO elU cegue .
instantiates an /oic/sec/cred Resource guided by the ticket response contents.

13.2.3.1.5 PKCS10

A DTLS session is opened to the /oic/sec/cred.rowneruuid with svctype="oic.sec.cms" that
supports the oic.sec.crm.pk10 credential refresh method. A PKCS10 formatted message is
delivered to the service. After the refreshed certificate is issued, the oic.sec.cms service pushes
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the certificate to the Server. The Server updates or instantiates an /oic/sec/cred Resource guided
by the certificate contents.

13.2.3.2 Resource Owner

The Resource Owner Property allows credential provisioning to occur soon after Device
onboarding before access to support services has been established. It identifies the entity
authorized to manage the /oic/sec/cred Resource in response to Device recovery situations.

Lo Mils B WY T 11 ta-Rars fioaa 1l ot
oroCceTrtmrcare v otatoTT ST

1

1B.3.1 CRL Resource Definition

Oevice certificates and private keys are kept in cred Resource. CRL is maintained and‘update
W

d
ith a separate crl Resource that is newly defined for maintaining the revocation list.
q
Fixed URI Resource Type |[Resource Type Interfaces | Description '\Qelated
Title ID ('rt" value) N, |Functional

O\Q Interaction

/oic/sec/crl CRLs urn:oic.r.crl baseline Resource gontaining Security
CRLs for/Device
certificate‘\révocation

Table 33 — Definition of the oic.r.crl Resource

U
Property Property Value |Value |Access|Manda Desc@tion
Title Name Type |Rule |Mode [tory Q
L
CRL Id crlid UINT16 | O — RW Yes(\JERL ID for references from other Resource
64K-1
This Update thisupdate String - RW Yes ([This indicates the time when this CRL has been
updated.(UTC)
CRL Data crldata String - RW Yes |CRL data based on CertificateList in CRL profile

Table 34 — Properties of the oic.r.crl Resource

18.4 ACL Resources

Il Resource hosted by a Server are required to match an ACL policy. ACL policies can be
ekpressed using three ACL Resource Types: /oic/sec/acl, /oic/sec/amacl and /oic/sec/sacl. Thle
spubject (e.g. Device ID of the Client) requesting access to a Resource shall be authenticated prigr

t
d

—

applying the ACL check. Resources that are available to anyone can use a wildcard subje
rg¢ference. All Resource accessible via the unsecured communication channel shall be name)

using the wildcard-subject.

1B.4.1 OCF Atcess Control List (ACL) BNF defines ACL structures.

ACL structure in Backus-Naur Form (BNF) notation:

<ACL> <ACE> {<ACE>}

<ACE> <Subjectld> <ResourceRef> <Permission> {<Validity>}
<Q||hjprfld> <Deviceld> I <Wildcard> I <Raoleld>

<Deviceld> <UuID>

<Roleld> [<Authority>] <RoleName> {<RoleName>}

<RoleName> <URI>

<Authority> <UUID>

<ResourceRef> " (" <OIC_LINK> {"," {OIC_LINK>} ™)~

<Permissions CC T " OCCR]T " OCrE T DCrT T -9
<Validity> <Period> {<Recurrence>}
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<Wildcard> el

<URI> RFC3986 // OCF Core Specification defined
<UulD> RFC4122 // OCF Core Specification defined
<Period> RFC5545 Period

<Recurrence> RFC5545 Recurrence

<OIC_LINK> OCF Core Specification defined in JSON Schema

Table 35 — BNF Definition of OCF ACL

he <Deviceld> token means the requestor must possess a credential that uses <UUID> as, It
identity in order to match the requestor to the <ACE> policy.

(%)

he <RolelD> token means the requestor must possess a role credential with <URI> as its role in
order to match the requestor to the <ACE> policy.

he <Wildcard> token "*" means any requestor is matched to the <ACE> policy, with or witho{it
thentication.

hen a <Subjectld> is matched to an <ACE> policy the <ResourceRef> is used to match the <ACE>
pplicy to resources.

he <OIC_LINK> token contains values used to query existence of hosted resources.

\Y

he <Permission> token specifies the privilege granted by the <ACE=policy given the <Subjectld
d <ResourceRef> matching does not produce the empty set match.

ermissions are defined in terms of CREATE (‘C’), RETRIEVE{'R’), UPDATE (‘U’), DELETE (‘D’
OTIFY (‘N’) and NIL (*-'). NIL is substituted for a pefmissions character that signifies th
réspective permission is not granted.

[¢)

he empty set match result defaults to a condition where no access rights are granted.

the <Validity> token exists, the <Permission>\granted is constrained to the time <Period*.
alidity> may further be segmented into a <Returrence> pattern where access may alternatively
be granted and rescinded according to the pattérn.

1B3.4.2 ACL Resource

here are two types of ACLs, ‘acl’ is allist of type ‘ace’ and ‘acl2’ is a list of type ‘ace2’. A Devid
shall not host the /acl Resource. Note: the /acl Resource is defined for backward compatibility an|
use by Provisioning Tools, etc.

[eNN())

Im order to provide an interface which allows management of "aces2" (for /oic/sec/acl2 Resource
Array Property, the RETRIEVE, UPDATE and DELETE operations on the oic.r.ace2 Resource shgl
behave as follows:

=

1 A RETRIEVE shall return the full Resource representation.

2l An UPDATE-shall replace or add to the Properties included in the representation sent with thie
UPDATErequest, as follows:

a. If an UPDATE representation includes the array Property, then:

i. Supplied ACEs with an "aceid" that matches an existing "aceid" shall replac
completety the corresponding ACE In e existng "aceszarray.

4]

ii. Supplied ACEs without an "aceid" shall be appended to the existing "aces2"
array, and a unique (to the acl2 Resource) "aceid" shall be created and
assigned to the new ACE by the Server. The "aceid" of a deleted ACE should
not be reused, to improve the determinism of the interface and reduce
opportunity for race conditions.

116

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

3

4

ISO/IEC 30118-2:2018(E)

iii. Supplied ACEs with an "aceid" that does not match an existing "aceid" shall be
appended to the existing "aces2" array, using the supplied "aceid".

. A DELETE without query parameters shall remove the entire "aces2" array, but shall not
remove the oic.r.ace2 Resource.

. A DELETE with one or more "aceid" query parameters shall remove the ACE(s) with the
corresponding aceid(s) from the "aces2" array.

valuation of local ACL Resource completes when all ACL Resource have been queried and)po

enhtry can be found for the requested Resource for the requestor — e.g. /oic/sec/acl, /oic/sgclsa¢gl

d /oic/sec/amacl do not match the subject and the requested Resource.

Iffan access manager ACL satisfies the request, the Server opens a secure connection, to'the AM
If the primary AMS is unavailable, a secondary AMS should be tried. The Server queries the AM
sppplying the subject and requested resource as filter criteria. The Server Device.ID is taken fro

the secure connection context and included as filter criteria by the AMS. If the AMS policy satisfig
the Permission Property is returned.

I

= O

o

= -

[7)

the requested Resource is still not matched, the Server returns an error.The requester should
Lery the Server to discover the configured AMS services. The Client should contact the AMS tg
bquest a sacl (/oic/sec/sacl) Resource. Performing the following operations implement this type
f request:

1. Client: Open secure connection to AMS.
2. Client: GET /oic/sec/acl?device="urn:uuid:XXX.. X, resource="URI"

3. AMS: constructs a /oic/sec/sacl Resource that is signed by the AMS and returns it in
response to the GET command.

4. Client: POST /oic/sec/sacl [{ ...sacl.., }]

5. Server: verifies sacl signature usingyAMS credentials and installs the ACL Resource if vaIiT.
e

6. Client: retries original Resource access request. This time the new ACL is included in th
local acl evaluation.

he ACL contained in the /oi¢c/Sec/sacl Resource should grant longer term access that satisfies
bpeated Resource requests.
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Fixed URI Resource Type Resource Interface Description Related
Title Type ID ('rt" S Functional
value) Interaction
/oic/sec/acl ACL urn:oic.r.acl baseline Resource for Security
managing access

Table 36 — Definition of the oic.r.acl Resource
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Property Value Type

Title

Property
Name

Value
Rule

Manda
tory

Access
Mode

Device
State

Description

ACE List aclist oic.sec.ace

Yes

Access Control Entries in the ACL
resource. This Property contains
"aces”, an array of oic.sec.acel
resources and "aces2", an array of
oic.sec.ace2 Resources

RESET

Server shall set to manufacturer
defaults.

RW

RFOTM

The OBT shall configure select
oic.sec.ace? entries after & secure
session is established,

RW

RFPRO

The AMS (referenced via rowneryuid
property) shall update the
oic.sec.ace2 entries after mutually
authenticated secure session is
established:. Access to vertical
resources is prohibited.

RFNOP

Access to vertical resources is_
errr:jltted after a matching ACE ig
ound.

RW

SRESET

The OBT (referenced via
devowneruuid property? should
evaluate the integrity of and may
update oic.sec.aceZ entries when|a
secure session is established and
the Server and OBT are
authenticated.

Resource | rowneruuid String

Owner ID

uuid

Yes

The resource owner propert
(rowneruuid) is used by the Server to
reference a service provider trusted
by the Server. Server shall verify {he
service provider is authorized to
perform the requested action

RESET

Server shall set to the nil uuid vallie
e.g. "00000000-0000-0000-000d-
00000000000" )

RW

RFOTM

The DOXS should configure the
acl.rowneruuid and /acl2.rownerufi
property when a successful owner|
transfer session is established.

id

RFPRO

n/a

RFNOP

n/a

RW

SRESET

The DOXS (referenced via
/doxm.devowneruuid property)
should verify and if needed, upda
the resourcé owner property whet a
mutually authenticated secure T

[)

SESSION S estabtished i the
rowneruuid does not refer to a valid
DOXS the Server shall transition to
RESET Device state..

Table 37 — Properties of the oic.r.acl Resource
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Property Property [Value Type |Value Rule Access|Mandatory |[Description
Title Name Mode
Resources resources | oic.oic-link array Yes The application’s Resources
to which a security policy
applies
Permission permission | oic.sec.crud bitmask RW Yes Bitmask encoding of
ntype CRUDN permission
Validity validity oic.sec.ace/ array RW No An array of a tuple of peried
definitionstti and recurrence. Each_itemin
me-interval this array contains a String
representing a period Lsing
the RFC5545 Period; and a
string array representing a
recurrence rule\using the
RFC5545Recurrence.
Subject ID subjectuuid String uuid, "*" RW Yes A uuid'that identifies the
Device-to which this ACE
applies to or "*" for
anonymous access.
Table 38 — Properties of the oic.r.ace Property
\Value Access Policy Description <3Q Notes

bx0000,0000 (0)

No permissions

No permissions

in OCF 1.0, since "R" covers th

Observe permission. It is

documented for future version

bx0000,0001 (1) C CREATE

bx0000,0010 (2) R RETREIVE, OBSERVE, DISCOVER Note that the "R" permission blit
covers both the Read permissipn
and the Observe permission.

bx0000,0100 (4) U WRITE, UPDATE

bx0000,1000 (8) D DELETE

bx0001,0000 (16) N NOTIFY The "N" permission bit is ignor

[£]
(DQ

Table39 — Value Definition of the oic.sec.crudntype Property

Cd
Fixed URI @ource Type Resource Interface Description Related
40 Title Type ID (*'rt" s Functional
Q- value) Interaction
L
loic/sec/acl? ACL2 oic.r.acl2 baseline Resource for Security
managing access
Table 40 — Definition of the oic.sec.acl2 Resource
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Property
Name

Value Type

Mand
atory

Device
State

Acces

s
Mode

Description

aclist2

_array of
oic.sec.ace2

The aclist2 property is an array of ACE
records of type "oic.sec.ace2". The Server
uses this list to apply access control to its
local resources.

RESET

Server shall set to manufacturer defaults.

RFOTM

RW

The OBT shall configure select oic.seclace?
entries after a secure session is established.

RFPRO

RW

The AMS (referenced via rownerduid
property) shall update the oic(setc.ace2
entries after mutually authenticated secure
session is established. Actess to vertical
resources is prohibited,

RFNOP

Access to vertical fesources is permitted affer
a matching ACE\is found.

SRESET

RW

The OBT (referenced via devowneruuid
property).should evaluate the integrity of an
may update oic.sec.ace2 entries when a
secure session is established and the Serve
and,OBT are authenticated.

[oX

=

rownéaruui

uuid

Yes

Same as rowneruuid in oic.sec.acl

Table 41 — Properties of thé oic.sec.acl2 Resource

© ISO/IEC 2018 - All rights reserved
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Property Value Type Mand Description
Name atory
subject oic.sec.roletype, Yes The Client is the subject of the ACE when the roles,
oic.sec.didtype, Device ID, or connection type matches.
oic.sec.conntype
resources array of Yes The application’s resources to which a security policy
oic.sec.ace2.resource-ref applies
permission oic.sec.crudntype.bitmask Yes Bitmask encoding of CRUDN permission
validity array of oic.sec.time- No An array of a tuple of period and recurrence: Each itgm
pattern in this array contains a string representinga period
using the RFC5545 Period, and a string-array
representing a recurrence rule using the RFC5545
Recurrence.
aceid integer Yes An aceid is unique with respect to)the ‘aces’ array.
Table 42 — oic.sec.ace2 data type definition.
. \J
Property Value Type Mand Description \%
Name atory 5\
)
href uri No A URI referring to a resource to which the containing
ACE appliés
rt array of strings No The resource types to which the containing ACE applies
if array of strings No The interfaces to which the containing ACE applies
wcC string No A wildcard matching policy where:
"+" — Matches all discoverable resources
"-" — Matches all non-discoverable resources
"** — Matches all resources
Table 43 — oicSec.ace2.resource-ref data type definition.
Property Value V&Qule Description
Name Type
C)
conntype string enum This property allows an ACE to be matched based on the connect|on
" N or message protection type
[ "auth-crypt",
"anon-clear" ]
auth-crypt ACE applies if the Client is authenticated and the data channel or
message is encrypted and integrity protected
anon-clear ACE applies if the Client is not authenticated and the data channgl
or message is not encrypted but may be integrity protected

Table 44 — Value definition oic.sec.conntype Property

Local ACL Resources supply policy to a Resource access enforcement point within an OCF stack
instance. The OCF framework gates Client access to Server Resources. It evaluates the subject’s
request using policy in the ACL.

Resources named in the ACL policy should be fully qualified or partially qualified. Fully qualified
Resource references should include the Device ID of a remote Device hosting the Resources.
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Partially qualified references means the local Resource Server is hosting the Resource. If a full
qualified resource reference is given, the Intermediary enforcing access shall have a secur
channel to the Resource Server and the Resource Server shall verify the Intermediary is authorize
to act on its behalf as a Resource access enforcement point.

y
e

d

Resource Servers should include references to Device and ACL Resources where access

enforcement is to be applied. However, access enforcement logic shall not depend on thes
references for access control processing as access to Server Resources will have already bee

e
n

grat rted-

Lpcal ACL Resources identify a Resource Owner service that is authorized to instantiate ‘an
odify this Resource. This prevents non-terminating dependency on some other ACL Resourcg
evertheless, it should be desirable to grant access rights to ACL Resources using,an AC
esource.

=

An ACE or ACE2 entry is called currently valid if the validity period of the ACE or ACE2 ent
includes the time of the request. Note that the validity period in the ACE- or”ACE2 may be
récurring time period (e.g., daily from 1:00-2:00). Matching the resource(s), specified in a requej
t¢ the resource property of the ACE or ACE2 is defined in Section 12.2\'For example, one wa
they can match is if the Resource URI in the request exactly matchés one of the resourc
references in the ACE or ACE2 entries.

>

request will match an ACE if any of the following are true:

1] The deviceuuid associated with the secure session matehes the "subjectuuid" of the ACE; AN
the resource of the request matches one of the, "resources" of the ACE; AND the ACE
currently valid.

2l The ACE "subjectuuid" contains the wildcard **" character; AND the resource of the reque
matches one of the "resources” of the ACE;~AND the ACE is currently valid.

3l When authentication uses a symmetric.key credential,

AND the CoAP payload query string of the request specifies a role, which is associated with
the symmetric key credential of the current secure session;

AND the CoAP payload query string of the request specifies a role, which is contained in the
oic.r.cred.creds.roleid property of the current secure session;

AND the resource ef the request matches one of the "resources" of the ACE;
AND the ACE jis\currently valid.

A request willimatch an ACE2 if any of the following are true:

1] The AEE2 "subject" is of type oic.sec.didtype has a UUID value that matches the deviceuuid
associated with the secure session;

AND the resource of the request matches one of the "resources" of the ACE2

n U

—

p

OiC.Sec.aceZ.resource-ret,;
AND the ACEZ2 is currently valid.

2. The ACE2 "subject" is of type oic.sec.conntype and has the wildcard value that matches the
currently established connection type;

AND the resource of the request matches one of the "resources" of the ACE2
oic.sec.ace2.resource-ref;
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AND the ACEZ2 is currently valid.
3. When Client authentication uses a certificate credential;

AND one of the roleid values contained in the role certificate matches the "roleid" of the
ACEZ2 oic.sec.roletype;

AND the role certificate public key matches the public key of the certificate used to establish
the current secure session:

AND the resource of the request matches one of the "resources" of the ACE2
oic.sec.ace2.resource-ref;

AND the ACE2 is currently valid.
4 When Client authentication uses a certificate credential;

AND the CoAP payload query string of the request specifies a role, which js member of the
set of roles contained in the role certificate;

AND the roleid values contained in the role certificate matches the *roleid" of the ACE2
oic.sec.roletype;

AND the role certificate public key matches the public key<f the certificate used to establish
the current secure session;

AND the resource of the request matches one of the*resources" of the ACE2
oic.sec.ace2.resource-ref;

AND the ACEZ2 is currently valid.
5l When Client authentication uses a symmetric key credential;

AND one of the roleid values assocjated with the symmetric key credential used in the securp
session, matches the "roleid" of the?ACE2 oic.sec.roletype;

AND the resource of the request matches one of the "resources" of the ACE2
oic.sec.ace2.resource-ref;

AND the ACE2 is currently valid.
6, When Client authentication uses a symmetric key credential;

AND the CoAP-payload query string of the request specifies a role, which is contained in the
oic.r.credcreds.roleid property of the current secure session;

AND CoAP payload query string of the request specifies a role that matches the "roleid" of
the ACE2 oic.sec.roletype;

AND the resource of the request matches one of the "resources" of the ACE2

: P £
UIL.STL.ALTCZ.TCSUUITLC=TCT,

AND the ACEZ2 is currently valid.

A request is granted if ANY of the ‘matching’ ACEs contains the permission to allow the
request. Otherwise, the request is denied.
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Note that there is no way for an ACE to explicitly deny permission to a resource. Therefore, if one
Device with a given role should have slightly different permissions than another Device with the
same role, they must be provisioned with different roles.
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13.5 Access Manager ACL Resource

Fixed URI Resource Type Resource Type Interfaces |Description Related
Title ID ('rt" value) Functional
Interaction
/oic/sec/amacl Managed ACL urn:oic.r.amacl baseline Resource for Security
managing access
Table 45 — Definition of the oic r amacl Resource
. NY
Property Property |Value Value Access |Mandat |Description Q
Title Name Type Rule Mode |ory (1/
Resources | resources oic.s%c.ace array RW Yes  |Multiple links to this host's Resoeurces
Table 46 — Properties of the oic.r.amacl Resource
18.6 Signed ACL Resource
Fixed URI Resource [Resource Type |[Interfaces |Description % Related
Type Title |ID (*'rt" value) g\\ Functional
O Interaction
Vi
oic/sec/sacl | Signed ACL urn:oic.r.sacl baseline Resoufcefor managing access Security

Table 47 — Definition of the oicir.sacl Resource

-

Property Property |Value Type Value AQ@@ Manda | Description
Title Name Rule |Medée |tory
=y
ACE List aclist2 oic.sec.ace2 array | RW Yes |Access Control Entries in the ACL Resoyrce
Signature signature oic.sec.sigtype - RW Yes |[The signature over the ACL Resource
Table 48 < Properties of the oic.r.sacl Resource
\» .
Property Property @ Valu un Acces Man Description
Title Name i~ e it S dat
<JType Rule Mode ory
Fa\
Signature sigtype String - - RW Yes The string specifying the predefined
ype signature format.
"oic.sec.sigtype.jws" — RFC7515 JSOIN
web signature (JWS) object
”oic.sec.sigtypedakT_' - RFC2315
base64-encoded object
"oic.sec.sigtype.cws" — CBOR-
encoded J object
Stgrature stgvatue String = = RW Yes Fheencodedsignature
Value

Table 49 — Properties of the oic.sec.sigtype Property

13.7 Provisioning Status Resource

The /oic/sec/pstat Resource maintains the Device provisioning status. Device provisioning should
be Client-directed or Server-directed. Client-directed provisioning relies on a Client Device to
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determine what, how and when Server Resources should be instantiated and updated. Server-
directed provisioning relies on the Server to seek provisioning when conditions dictate. Server-
directed provisioning depends on configuration of the /oic/sec/cred.rowneruuid and /oic/sec/cred
Resources, at least minimally, to bootstrap the Server with settings necessary to open a secure
connection with appropriate support services.
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Fixed URI Resource Type Resource Type Interfaces |Description Related
Title ID ("'rt" value) Functional
Interaction
/oic/sec/pstat Provisioning Status urn:oic.r.pstat baseline Resource for Configuration
managing Device
provisioning status
Table 50 — Definition of the oic.r.pstat Resource
128
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Property |Propert|Value Type Value Mand |Access |Device |Description
Title y Name Rule atory [Mode [State
Device dos oic.sec.dostype - Yes RW Device Onboarding State
Onboarding
State
Is. isop Boolean TIF Yes Device can function even when Cm
Operational is non-zero. Device will only
R RESET |service requests related to
Satistying | m when IsOp 1s FALYE.
Server shall set to FALSE
R REOTM Server shall set to FALSE
R REPRO Server shall set to FALSE
R RENOP Server shall set\to TRUE
R SRESE |Server shall set to FALSE
T
Cl\bllrrgnt cm oic.sec.dpmtype bitmask | Yes R Server. shall set to 0000,0001
ode
R Should be set by DOXS after
successful OTM to 00xx,xx10.
R Set by CMS, AMS, DOXS after
successful authentication
R Set by CMS, AMS, DOXS after
successful authentication
R Server shall set to 0000,0001
Tlarget Mode tm oic.sec.dpmtype bitmask No R Server shall set to 0000,0010
RW Set by DOXS after successful OTM
RW Set by CMS, AMS, DOXS after
successful authentication
RW Set by CMS, AMS, DOXS after
successful authentication
RW Set by DOXS as needed to recover
from failures. Server shall set to
XXXX,XX00 upon entry into
SRESET.
Dperational om oic.sec.pomtype bitmask | Yes R Server shall set to manufacturer
Mode default.
RW Set by DOXS after successful OTM
RW Set by CMS, AMS, DOXS after
successful authentication
RW Set by CMS, AMS, DOXS after
successful authentication
RW Set by DOXS.
Su'elported sm oic.sec.pomtype bitmask | Yes R Supported provisioning services
ode operation modes

© ISO/IEC 2018 - All rights reserved

129



https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Device |deviceuu String uuid Yes RW [DEPRECATED] A uuid that
uuIiD id identifies the Device to which the
status applies
; ; Server shall set to the nil uuid value
R St d Y R
OwiS (O™ fng uul es RESET (€., "00000000-0000-0000-0000-

000000000000" )

RW The DOXS should configure the
pstat.rowneruuid property when a
successful owner transfer session
is established.

REOTM
N OV

R |rRePrO|Y@

R |reNOPV@

RW The DOXS (referenced via
doxm.devowneruuid property)
should verify.and if needed, updgte
the resourée owner property whe
a mutially authenticated secure
sesSsion is established. If the
rewneruuid does not refer to a vdlid
DOXS the Server shall transition|to
RESET Device state.

=]

SRESE

Table 51 — Properties of the oic.r.pstat Resource

o

Tlhe provisioning status Resource /oic/sec/pstat is used to.enable Devices to perform self-directe
provisioning. Devices are aware of their current configuration status and a target configuratio
0
t
s

>

pjective. When there is a difference between currentand target status, the Device should consult
]:Ee rowneruuid Property of /oic/sec/cred Resourcée\to discover whether any suitable provisionin
/

= Q

rvices exist. The Device should request provisioning if configured to do so. The om Property
ic/sec/pstat Resource will specify expected.Bevice behaviour under these circumstances.

[¢)

Self-directed provisioning enables Devices to function with greater autonomy to minimiz
dependence on a central provisioning-authority that should be a single point of failure in th
network.

[¢)
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Property |[Property|Value Value Rule |Mandat |Access Device Description
Title Name |Type ory Mode State

Device s UINT16 enum Iy R RESET [The Device is in a hard reset
Onboarding 0=RESET, state.

State EQE%M RW RFOTM [The Device is in a Ready-For-

2

3=RFNOP, Owner-Transfer-Method state.
4=SRESET Set by DOXS after successful
OTM to RFPRO.

RFPRO [The Device is in a Ready-Hor-
PROVvisioning state. (Set by
CMS, AMS, DOXS after

successful authentication

RW

RFNOP [The Device,is(in a Ready-Hor-
Normal-Qperation state. Sgt by
CMS, AMS, DOXS after
successful authentication

RW

SRESET [Fhe Device is in a Soft-Reget
State.

State transitions can be
effected remotely by writing to
pstat.dos.s when the callef is
authenticated and authorizé¢d to
update the dos.s property. Set
by CMS, AMS, DOXS after]
successful authentication

RW

Pending state p Boolean T|F Y R TRUE (1) — ‘s’ state is pending
until all necessary changeq to
Device resources are complete

FALSE (0) — ‘s’ state changes
are complete

Table 52 — Properties of the oic.sec.dostype Property
In all states:
e The /pstat.dos.p Property is’read-only by all requestors.

e An authenticated client'can effect a Device state change by updating
pstat.dos.s=<device-state>. Doing so instructs the Server to automatically perform all th
changes required to transition to the designated Device state. There may be multiple
steps, hencesthe/dos.p value is set to TRUE as the first step and remains TRUE until all
steps are complete. The final step sets dos.p to FALSE. The dos.s value is set to the
designated-Device state at the same time the dos.p value is set to FALSE. A client may
observe-lpstat.dos to be notified when a Device state change is completed.

1)

o The,Client is authenticated to write to /pstat.dos.s if it possesses an appropriate role (e.g.
DOXS, CMS, AMS).

¢ Write requests to /pstat.dos.s where the requestor tries to transition to a state that isn’t
reachable will result in a DEVICE_STATE_NOT_PERMITTED error.

e Write requests to /pstat.dos.s when /pstat.dos.p is TRUE will result in a
DEVICE_STATE_NOT_READY error.

e /pstat.dos.p must be set to TRUE on entrance.

e /pstat.dos.p property must be set to FALSE on exit.
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When Device state is RESET:
e All SVR content is removed and reset to manufacturer default values.
e The default manufacturer Device state is RESET.
e Vertical resources are reset to manufacturer default values.

Py Martical racaollrcac ara inaccanccihla
v-ertreor e S ource ettt e ooTotTes

e If client subscribers OBSERVE dos.p=FALSE, the notification is sent prior to the\point
where access control and credential resources (needed to deliver the messagg) are
dismantled.

e After successfully processing RESET the SRM transitions to RFOTM by setting /pstat.dos
to RFOTM.

%)

When Device state is RFOTM:
e Vertical Resources are inaccessible.

e Before OTM is successful, the deviceid Property of /oic/sec¢idoxm Resource must be set fo
a randomized UUID value.

o

e Before OTM is successful, the /pstat.dos.s Propgerty is read-only by unauthenticate
requestors

e After the OTM is successful, the /pstat.dos.s Property is read-write by authorized
requestors.

e The negotiated Device owner credential is used to create an authenticated session ov{
which the OBT directs the Device state to transition to RFPRO.

—

e If an authenticated session capnet be established when the OTM completes after <tbd=60p
seconds, the SRM asserts the.OTM failed and transitions to RESET (/pstat.dos.s=RESET)).
(Note: The transfer of ownership is considered complete when /doxm.owned is set fo
TRUE. The Device state may continue in RFOTM to complete initial provisioning.)

When Device state is RFRR©O:

e The /pstat.des.s/Property is read-only by unauthorized requestors and read-write by
authorized-requestors.

e VerticallResources are inaccessible.
e The OCF Server may re-create vertical Resources.

¢\_‘An authorized Client may provision SVRs as needed for normal functioning in RFNOP.

e An authorized Client may perform consistency checks on SVRs to determine which shall
be re-provisioned.

o Failure to successfully provision SVRs may trigger a state change to RESET. For
example, if the Device has already transitioned from SRESET but consistency checks
continue to fail.

e The authorized Client sets the /pstat.dos.s=RFNOP.

132

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

When Device state is RFNOP:

e The /pstat.dos.s Property is read-only by unauthorized requestors and read-write by
authorized requestors.

e Vertical resources, SVRs and core Resources are accessible following normal access
processing.

Horized " 5—om . "
SRESET or RESET.

When Device state is SRESET:

e Vertical Resources are inaccessible. The integrity of vertical Resources may ‘e suspect
but the SRM doesn’t attempt to access or reference them.

e SVR integrity is not guaranteed, but access to some SVR Properties-is necessary. Thesg
include /doxm.devowner, /cred[<devowner>] and /pstat.dos.

e The certificates that identify and authorize the Device owner are sufficient to re-create
minimalist /cred and /doxm resources enabling Device ownetcontrol of SRESET. If the
SRM can’t establish these Resources, then it will transition’to RESET state.

e An authorized Client performs SVR consistency cheeks: The caller may provision SVRs
as needed to ensure they are available for continued provisioning in RFPRO or for
normal functioning in RENOP.

e The authorized Device owner may avoid entéfing RESET state and RFOTM by writing
RFPRO or RFNOP to /pstat.dos.s.

e ACLs on SVR are presumed to be invalid. Access authorization is granted according to
Device owner privileges.

e The SRM asserts a Client-directed operational mode (e.qg.
/pstat.om=CLIENT_DIRECGTED).

Tlhe provisioning mode type is‘a 16-bit mask enumerating the various Device provisioning
nmodes. "{ProvisioningMode}*\should be used in this document to refer to an instance of a
provisioning mode without selecting any particular value.
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Type Name

Type URN

Description

_Device
Provisioning Mode

urn:oic.sec.dpmtype

Device provisioning mode is a 16-bit bitmask describing various
provisioning modes

Table 53 — Definition

of the oic.sec.dpmtype Property

Value Device Mode Description
bx0000,0001 (1) Reset Device reset mode enabling manufacturer reset operations
bx0000,0010 (2) Take Owner Device pairing mode enabling owner transfer operations

bx0000,0100 (4)

Bootstrap Service

Service provisioning mode enabling instantiation of,a’BSS. This
allows authorized entities to install a BSS.

bx0000,1000 (8) Security Service provisioning mode enabling instantiation of Device
Management security services and related credentials
Services
bx0001,0000 (16) Provision Credential provisioning mode enabling instantiation of pairwise
Credentials Device credentials using a management service of type

urn:oic.sec.cms

bx0010,0000 (32)

Provision ACLs

ACL provisioning mode enabling instantiation of Device ACLs
using a management sérvice of type urn:oic.sec. ams

bx0100,0000 (64)

Initiate Software
Version Validation

Software version validation requestedlgending 1)
Software versionvalidation complete (0)

bx1000,0000 (128)

Initiate Secure

Software Update

Secure software update requested/gending (1)
Secure software update complete (0)

Table 54 —

Value Definition of the-pic.sec.dpmtype Property (Low-Byte)

Value

Device Mode \<

|

D

~5

Description

bx0000,0000 —
bx1111,1111

<Reserved>

Reserved for later use

o —

Table 55 — Value Definition of the oic.sec.dpmtype Property (High-Byte)

he provisioning operatian jmode type is a 8-bit mask enumerating the various provisioning

peration modes.
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Type Name Type URN Description
Device urn:oic.sec.pomtype Device provisioning operation mode is a 8-bit bitmask describing
Provisioning various provisioning operation modes
OperationMode

Table 56 — Definition of the oic.sec.pomtype Property

\/alue ﬂlnnrafinn Maode hner-rir\finn
bx0000,0001 (1) Server-directed Provisioning related services are placed in different Devices:
utilizing multiple Hence, a provisioned Device should establish multiple DTLS
provisioning sessions for each service. This condition exists when bijt 0,is
services ALSE.
bx0000,0010 (2) Server-directed All provisioning related services are in the same 'Device. Hence,
utilizing a single instead of establishing multiple DTLS sessions with provisioning

provisioning service | services, a provisioned Device establishes.only one DTLS sessipn
with the Device. This condition exists when bit 0 is TRUE.

bx0000,0100 (4) Client-directed Device supports provisioning service eontrol of this Device’s
provisioning rowsmr_ung_ operations. This condition ‘exists when bit 1 is TRUH.
hen this bit is FALSE this Devite controls provisioning steps.
g;fggg&ggg((f%g) <Reserved> Reserved for later use
bx1111,11xx <Reserved> Reserved for later use

Table 57 — Value Definition of the aicvsec.pomtype Property
3.8 Certificate Signing Request Resource
ertified, and a proof of possession of the corresponding private key in the form of a RFC 2986

KCS#10 Certification Request. If the "Device supports certificates (the sct property of
/pic/sec/doxm has a 1 in the 0x8 bit positien), the Device shall have a /oic/sec/csr resource.

1
Tlhe /oic/sec/csr Resource is used by a Devicelto provide its desired identity, public key to be
c
P

135

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

Fixed URI Resource Resource Interfaces Description Related
Type Title Type ID ('rt" Functional
value) Interaction
loic/sec/csr Certificate urn:oic.r.csr baseline The CSR resource Configuration
Signing contalns a Certificate
Request Signing Request for the
DeV|ce S pu ic key.
Table 58 — Definition of the oic.r.csr Resource
. r\u
Property Property |Value Access |Mandatory |Description Q
Title Name Type Mode (]/
Certificate csr String R Yes Contains the signed CSR encoded-according td the
Sé%ruggt encoding Property
Encoding encoding String R Yes A string specifying the encoding format of the |data
contained in the csr Propefty
"oic.sec.encoding.pem*.* Encoding for PEM-encoded
certificate signing request
"oic.sec.encoding.der” — Encoding for DER-encodefd
certificate signingwrequest

Table 59 — Properties of the oic.r.cst/Resource

[

Tlhe Device chooses which public key to use, and may optionally generate a new key pair for th
purpose.

im the CSR, the Common Name component of the Subject Name shall contain a string of the format
"tuid: X" where X is the Device’s requested UUID,in.the format defined by RFC 4122. The Commoln
Name, and other components of the Subject Nante, may contain other data. If the Device choosé€s
t¢ include additional information in the Commen Name component, it shall delimit it from the UUID
field by white space, a comma, or a semicelon.

dlient that the Device is not yet ready to respond, but will be able at a later time. The Client shou
retry the request after a short delay.

1B8.9 Roles resourcle

he roles resouree-maintains roles that have been asserted with role certificates, as described i
Jection 10.3.2) Asserted roles have an associated public key, i.e., the public key in the rol
certificate. Chents may only access roles associated with their public key of the certificate use)
t¢ authenticate during (D)TLS session establishment. The roles resource should be viewed as &
ektension of the (D)TLS session state. See section 10.3.1 for how role certificates are validated

o0 Q ®d® S

he roles resource shall be created by the server upon establlshment of a secure (D)TLS sessiogn

the (D)TLS sessmn eX|sts A server shaII retain each certlflcate in the roles resource at Ieast untll
the certificate expires or the (D)TLS session ends, whichever is sooner. A server may retain the
roles resource and its contents beyond the length of a (D)TLS session or a certificate’s validity
period, although the requirements of section 10.3 and 10.3.1 to validate a certificate’s time validity
at the point of use always apply. A server should regularly inspect the contents of the roles
resource and purge contents based on a policy it determines based on its resource constraints.
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For example, expired certificates, and certificates from clients that have not been heard from for
some arbitrary period of time could be candidates for purging.

As stated above, the resource is implicitly created by the server upon establishment of a (D)TLS
session. In more detail, the RETRIEVE, UPDATE and DELETE operations on the Roles Resource
should behave as follows. Unlisted operations are implementation specific and not reliable. Note
that this description is editorial, and the RAML provides the normative and formal behaviour
description.

1] Retrieve shall return all previously asserted roles associated with the client’s public key. No:Le
that the public key is always available to the server as part of the secure channel informatief.
Retrieve with query parameters is not supported.

2l Update includes the "roles" array property and distinct roles in this array are added to th
resource. This is also scoped to the client’s public key. Two roles are distinctif ‘either of th
"role" or "authority" properties differs.

@ D

3l Delete shall remove the entire "roles" array for the client’s public key.

N
Fixed URI Resource Type [Resource Type Interfac |Descrip Related
Title ID ("'rt" value) es % Functional
\ Interaction
&
/oic/sec/roles Roles urn:oic.r.roles baseline JResource containing roles Security
that have previously been
asserted to this server

Table 60 — Definition of the ojicurroles Resource

Property Property |Value Type|Value Acce%%fanda Description

Title Name Rule Mc$e tory
)
Roles roles oic.sec.cred | array RW Yes |List of roles previously asserted to this

server

Table 61 —Properties of the oic.r.roles Resource

3.10 Security Virtual Resources (SVRs) and Access Policy

ranting access requests.(RETRIEVE, UPDATE, DELETE, etc.) for these SVRs to unauthenticated

1
Tlhe SVRs expose the security-related Properties of the Device.
g
(anonymous) Clients_could create privacy or security concerns.

=

or example, wherthe Device onboarding State is RFOTM, it is necessary to grant requests fg
the oic.r.doxmnhResource to anonymous requesters, so that the Device can be discovered and
onboarded hy.an OBT. Subsequently, it might be preferable to deny requests for the oic.r.doxim
esource<to)anonymous requesters, to preserve privacy.

1B.11 {SVRs, Discoverability and Endpoints
lIiCimplemented SVRs shall be “discoverable” (reference OCF Core Specification, Poligy

=2 Qo 0o a o

All implemented discoverable SVRs shall expose a Secure Endpoint (e.g. CoOAPS) (reference OCF
Core Specification, Endpoint chapter 10).

The /doxm Resource shall expose an Unsecure Endpoint (e.g. CoAP) in RFOTM (reference OCF
Core Specification, Endpoint chapter 10).
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13.12 Privacy Consideration for Core and SVRs

Unique identifiers are a privacy consideration due to their potential for being used as a tracking
mechanism. These include the following Resources and Properties:

e /d Resource containing the ‘di’ and ‘piid’ Properties.
¢ /p Resource containing the ‘pi’ Property.

e /doxm Resource containing the ‘deviceuuid’ Property.

AIII identifiers are unique values that are visible to throughout the Device lifecycle by anonymourt
requestors. This implies any Client Device, including those with malicious intent, are ahle
reliably obtain identifiers useful for building a log of activity correlated with a specific Platform an|
Qevice.

o

Tlhere are two strategies for privacy protection of Devices:
1. Apply an ACL policy that restricts read access to Resources containing unique identifiers

2. Limit identifier persistence to make it impractical for tracking use,

uy)

oth techniques can be used effectively together to limit exposure ta privacy attacks.

1. A Platform / Device manufacturer should specify a default ACL policy that restricfs
anonymous requestors from accessing unique identifiers.”A network administrator should
modify the ACL policy to grant access to authenticated*Devices who, presumably, do not
present a privacy threat.

>

2. Servers shall supply a temporary, non-repeating’Device ID when the ‘owned’ Property i
the /doxm Resource is FALSE and appli€s’ over multiple ownership transitions. Th
temporary identifiers are disjoint from and“not correlated to the persistent identifiers shgl
be:

=0

a. Disjoint from (i.e. not linked) the persistent identifiers

3. Generated by a function that s pre-image resistant, second pre-image resistant and
collision resistant

A new Device seeking deployment needs to inform would-be OBTs of the identifier used to begi
the onboarding process. However, attackers could obtain the value too and use it for Device

UID. The Server shall)generate a new pseudo-random temporary ‘deviceuuid’ value when thle
evice state transitions to RESET. This ensures the ‘deviceuuid’ value cannot be used to tragk
ross multiple owbers.

he 'deviceawhneruuid’ property is initialized to the nil UUID at RESET which is retained until beinjg
st during{lRFOTM Device state. The Device shall supply a non-persistent identifier to RETRIEV
requests-on /oic/sec/doxm and /oic/res Resources while ‘deviceowneruuid’ is the nil UUID. The
onhboarding utility shall update the ‘devowneruuid’ to a non-nil UUID value that triggers the Server
t¢ @low the persistent ‘deviceuuid’ to be returned in RETRIEVE requests to the /doxm and /rgs
resources:

The onboarding utility may also provision an ACL policy that restricts access to the /oic/sec/doxm
resource such that only authenticated Clients are able to obtain the persistent ‘deviceuuid’ value.
Clients avoid making unauthenticated discovery requests by having been provisioned with a
/oic/sec/cred resource entry that contains the Server’s ‘deviceuuid’.
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The ‘di’ property in the /oic/d Resource shall mirror that of the ‘deviceuuid’ Property. The
onboarding utility should provision an ACL policy that restricts access to the /oic/d Resource such
that only authenticated Clients are able to obtain the persistent ‘di’ value.

The ‘piid’ Property in the /oic/d Resource similarly should present a temporary and changing value
when ‘deviceowneruuid’ has the nil UUID value. The server shall provide a persistent value (or
allows the onboarding utility to provision) subsequent to ‘deviceowneruuid’ being changed to a
non-nil UUID. An ACL policy on the /d resource protects the ‘piid’ from being disclosed to

+
aporymotusSTequesStors:

Tlhe ‘pi’ Property in the /oic/p Resource shall have a temporary and changing value~whe
deviceowneruuid’ has the nil UUID value and shall change to a persistent valie,“upo
deviceowneruuid’ being changed to a non-nil UUID. An ACL policy shall protect the ‘pilproperty
n the /p resource from being disclosed to anonymous requestors.

> 35

Resource Property title Prop Value type Access Mode B@&havior
Type erty
nam
=
oic.wk.p Platform ID pi oic.types- Server shall construct a temporary
scherga.uw Al rra]mdom.UUID..(does not override
States R the persistent pi)
oic.wk.p Protocol piid oic.types- RESET, Server should construct a temporary
Independent schema.uui SRESET random UUID when entering
Identifier d R RESET state.
RFPRO,
RFNOP
DOXS may set the persistent valug
REOTM RW after secure owner transfer sessiop
is established; otherwise Server sets
value.
oic.wk.d Device Identifier di oic.types- /d.di shall mirror the value contained
scherga.uw All states R in /doxm.deviceuuid in all Device
states.

Table 62 — Core Resource Properties state

© ISO/IEC 2018 - All rights reserved
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14 Core Interaction Patterns Security
This section is left intentionally blank and will be defined in future version..

14.1 Observer

14.2 Subscription/Notification

14.3 Groups

1A Publish-subscribe Patterns and Notification
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5 Security Hardening Guidelines/ Execution Environment Security

This is an informative section. Many TGs in OCF have security considerations for their protocols

a

nd environments. These security considerations are addressed through security mechanisms

specified in the security specifications for OCF. However, effectiveness of these mechanisms

d
d

1

epends on security robustness of the underlying hardware and software Platform. This section
efines the components required for execution environment security.

| el T EH H + l +
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that its integrity be maintained, whereas Critical Sensitive Data requires that both its integrity an

xecution environment within a computing Device has many components. To perform securify
nctions in a robustness manner, each of these components has to be secured as a separate
mension. For instance, an execution environment performing AES cannot be considered'secu

the input path entering keys into the execution engine is not secured, even though the ‘partitions
f the CPU, performing the AES encryption, operate in isolation from other processes. Different
mensions referred to as elements of the execution environment are listed below, To qualify as fa
bcure execution environment (SEE), the corresponding SEE element must qualify as secure.

e (Secure) Storage

e (Secure) Execution engine

e (Trusted) Input/output paths

¢ (Secure) Time Source/clock

* (Random) number generator

¢ (Approved) cryptographic algorithms
¢ Hardware Tamper (protection)

ote that software security practices (such as those covered by OWASP) are outside scope of this
pecification, as development of securé.code is a practice to be followed by the open source
evelopment community. This spegification will however address the underlying Platform
ssistance required for executing“\software. Examples are secure boot and secure software
pgrade.

ach of the elements above-are described in the following subsections.

5.1.1 Secure Storage

[¢)

ecure storage refefs’to the physical method of housing sensitive or confidential data ("Sensitiv
ata"). Such data~could include but not be limited to symmetric or asymmetric private keys
ertificate data, ‘network access credentials, or personal user information. Sensitive Data require

Qo wn

pnfidentiality be maintained.

D

is sttongly recommended that 10T Device makers provide reasonable protection for Sensitiv
ata so that it cannot be accessed by unauthorlzed Dewces groups or |nd|V|duaIs for elthe

-

a

nd encryptlon it must maintain |ts mtegnty agamst |ntent|onal or acmdental alteratlon

A partial list of Sensitive Data is outlined below:
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Data Integrity protection Confidentiality protection
Owner PSK (Symmetric Yes Yes
Keys)

Service provisioning keys Yes Yes
CASYyIITEtTiC Private Keys YES YeS
Certificate Data and Signed Yes Not required

Hashes
Public Keys Yes Not required
Access credentials (e.qg. Yes Yes
SSID, passwords, etc.)
ECDH/ECDH Dynamic Yes Yes
Shared Key
Root CA Public Keys Yes Not required
Device and Platform IDs Yes Not required

Table 63 — Examples.of Sensitive Data

m

xact method of protection for secure ;storage is implementation specific, but typical
bmbinations of hardware and software methods are used.

(e

15.1.1.1 Hardware secure storage

Hardware secure storage is recommended for use with critical Sensitive Data such as symmetr
d asymmetric private keys, access credentials, and personal private data. Hardware secur
sforage most often involves seémiconductor-based non-volatile memory ("NVRAM") and include
cpuntermeasures for protecting against unauthorized access to Critical Sensitive Data.

ardware-based secure) storage not only stores Sensitive Data in NVRAM, but also provide
protection mechanisms to prevent the retrieval of Sensitive Data through physical and/or electron

tacks. It is not necessary to prevent the attacks themselves, but an attempted attack should not

result in an unauthorized entity successfully retrieving Sensitive Data.

= 1T

om attacks that include but are not limited to:

1)~ Physical decapping of chip packages to optically read NVRAM contents

rotectionrmechanisms should provide JIL Moderate protection against access to Sensitive Data

n ®© O

S
C

2\ nDh H L nrabina ~f A o

Ly vraod I\I\Inl\hll

2—Physiealprobing-of-decapped-chip-packagestoetectronicalyreadNvYRAM-—con
3) Probing of power lines or RF emissions to monitor voltage fluctuations to discern the b
patterns of Critical Sensitive Data

4) Use of malicious software or firmware to read memory contents at rest or in transit withi
a microcontroller

5) Injection of faults that induce improper Device operation or loss or alteration of Sensitiv
Data

142

© ISO/IEC 2018 - All rights reserve

it

n

e

d



https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

15.1.1.2 Software Storage

It is generally NOT recommended to rely solely on software and unsecured memory to store
Sensitive Data even if it is encrypted. Critical Sensitive Data such as authentication and encryption
keys should be housed in hardware secure storage whenever possible.

Sensitive Data stored in volatile and non-volatile memory shall be encrypted using acceptable
algorithms to prevent access by unauthorized parties through methods described in Section
15.1.1.1.

15.1.1.3 Additional Security Guidelines and Best Practices

Below are some general practices that can help ensure that Sensitive Data is not compromised by
viarious forms of security attacks:

1) FIPS Random Number Generator ("RNG") — Insufficient randomness or entropy in the RNG
used for authentication challenges can substantially degrade securityystrength. For this
reason, it is recommended that a FIPS 800-90A-compliant RNG with“a certified noisle
source be used for all authentication challenges.

2) Secure download and boot — To prevent the loading and execution of malicious software,
where it is practical, it is recommended that Secure Download and Secure Boot methods
that authenticate a binary’s source as well as its contentsche used.

3) Deprecated algorithms —Algorithms included but not-limited to the list below are considered
unsecure and shall not be used for any security-related function:

a. SHA-1

b. MD5

c. RC4

d. RSA 1024

4) Encrypted transmission betweeh-blocks or components — Even if critical Sensitive Data |s
stored in Secure Storage, any’use of that data that requires its transmission out of that
Secure Storage should be encrypted to prevent eavesdropping by malicious software within
an MCU/MPU.

5.1.2 Secure executionengine

1

Hxecution engine is _the) part of computing Platform that processes security functions, such 4s

cfyptographic algorithins or security protocols (e.g. DTLS). Securing the execution engine requirg

the following

e Isolationvof execution of sensitive processes from unauthorized parties/ processes. Th
includes isolation of CPU caches, and all of execution elements that needed to b
consjdered as part of trusted (crypto) boundary.

o _Isolation of data paths into and out of execution engine. For instance both unencrypted byt
sensitive data prior to encryption or after decryption, or cryptographic keys used fd
cryptographic algorithms, such as decryption or signing. See trusted paths for more details.

n

D n

-

15.1.3 Trusted input/output paths

Paths/ ports used for data entry into or export out of trusted/ crypto-boundary needs to be protected.
This includes paths into and out secure execution engine and secure memory.

Path protection can be both hardware based (e.g. use of a privileged bus) or software based (using
encryption over an untrusted bus).
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15.1.4 Secure clock

Many security functions depend on time-sensitive credentials. Examples are time stamped
Kerberos tickets, OAUTH tokens, X.509 certificates, OSCP response, software upgrades, etc. Lack
of secure source of clock can mean an attacker can modify the system clock and fool the validation
mechanism. Thus an SEE needs to provide a secure source of time that is protected from
tampering. Note that trustworthiness from security robustness standpoint is not the same as
accuracy. Protocols such as NTP can provide rather accurate time sources from the network, but
are not immune to attacks. A secure time source on the other hand can be off by seconds or

inutes depending on the time-sensitivity of the corresponding security mechanism. Note that
spcure time source can be external as long as it is signed by a trusted source and the signature
vplidation in the local Device is a trusted process (e.g. backed by secure boot).

15.1.5 Approved algorithms

n important aspect of security of the entire ecosystem is the robustness of publicly vetted an
peer-reviewed (e.g. NIST-approved) cryptographic algorithms. Security is4not achieved b
opscurity of the cryptographic algorithm. To ensure both interoperability and -Security, not on
idely accepted cryptographic algorithms must be used, but also a list of approved cryptograph
nctions must be specified explicitly. As new algorithms are NIST approved or old algorithms arn
eprecated, the list of approved algorithms must be maintained by OCFE._All other algorithms (eve
flthey deemed stronger by some parties) must be considered non-approved.

= a =
S0 oK< QO

—

he set of algorithms to be considered for approval are algorithms for
¢ Hash functions
« Signature algorithms
« Encryption algorithms
« Key exchange algorithms

¢ Pseudo Random functions (PRF)used for key derivation

—

his list will be included in this or a:separate security robustness rules specification and must ble
ollowed for all security specifications within OCF.

—

=

6.1.6 Hardware tamper pretection

<

arious levels of hardware“tamper protection exist. We borrow FIPS 140-2 terminology (not
bquirements) regarding\tamper protection for cryptographic module

-

« Production=grade (lowest level): this means components that include conformal sealin
coating «applied over the module’s circuitry to protect against environmental or othg
physical~damage. This does not however require zeroization of secret material during
physical maintenance. This definition is borrowed from FIPS 140-2 security level 1.

= Q

» «Jamper evident/proof (mid-level), This means the Device shows evidence (through cover$
enclosures, or seals) of an attempted physical tampering. This definition is borrowed fro
FIPS 140-2 security level 2. l|n

 Tamper resistance (highest level), this means there is a response to physical tempering
that typically includes zerioization of sensitive material on the module. This definition is
borrowed from FIPS 140-2 security level 3.

It is difficult of specify quantitative certification test cases for accreditation of these levels. Content
protection regimes usually talk about different tools (widely available, specialized and professional
tools) used to circumvent the hardware protections put in place by manufacturing. If needed, OCF
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can follow that model, if and when OCF engage in distributing sensitive key material (e.g. PKI) to
its members.

15.2 Secure Boot
15.2.1 Concept of software module authentication

In order to ensure that all components of a Device are operating properly and have not been
tampered with, it is best to ensure that the Device is booted properly. There may be multiple stages

o

T
verification is complete. The integrity verification relies on the software module having beehn
hashed (e.g. SHA_1, SHA_256) and then signed with a cryptographic signature algorithim with (e.g.
RSA), with a key that only a signing authority has access to.
Signer
keys Data
Hash function (e.g. SHA256)
. Signature<algorithm
Rrivate key | (RSA encryption, ECDSA)
Public Key Data _
Certificate Signature
Secure Storage/ TPM
Figure 40 — Software Module Authentication
fter the datasis'signed with the signer’s signing key (a private key), the verification key (the public
key corresponding to the private signing key) is provided for later verification. For lower level

spftware modules, such as bootloaders, the signatures and verification keys are inserted inside
tamper_proof memory, such as One time programmable memory or TPM. For higher level software
oddles, such as application software, the signing is typically performed according to the PKCS#7
format (IETF CMS RFC), where the signedData format includes both indications for signature
g : : . : PR o : i
specification however does not require use of PKCS#7 format.
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Data

Increasing
Signature Memory
Verification key address

Figure 41 — Verification Software Module

he verification module first decrypts the signature with the verification key (public key\of th
gner). The verification module also calculates a hash of the data and then compares th
ecrypted signature (the original) with the hash of data (actual) and if the two values/match, the
bftware module is authentic.

[¢)

0w o un 4
D

Stored Stored signature
Verification Data
key

Signature algorithm -
(RSA decryption, ECDSA) Hash function (e.g. SHA256)
Decrypted Signature Hashed Data
L

Figure 42 — Software Module Authenticity

[y

5.2.2 Secure Boot process

epending on the Deviee implementation, there may be several boot stages. Typically, in a PQ/
nux type enviropment, the first step is to find and run the BIOS code (first-stage bootloader) fo
find out where the\boot code is and then run the boot code (second-stage boot loader). The second
fage bootloader”is typically the process that loads the operating system (Kernel) and transfers
the execution’to the where the Kernel code is. Once the Kernel starts, it may load external Kerngl
odules and drivers.

— O

n

hen performing a secure boot, it is required that the integrity of each boot loader is verified befo
ekecuting the boot loader stage. As mentioned, while the signature and verification key for thie
lowest Tevel bootloader is typically stored in tamper-proof memory, the signature and verification
key for higher levels should be embedded (but attached in an easily accessible manner) in the
data structures software.

15.2.3 Robustness requirements

To qualify as high robustness secure boot process, the signature and hash algorithms shall be one
of the approved algorithms, the signature values and the keys used for verification shall be stored
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in secure storage and the algorithms shall run inside a secure execution environment and the keys
shall be provided the SEE over trusted path.

15.2.3.1 Next steps
Develop a list of approved algorithms and data formats

15.3 Attestation
15.4 Software lllnr*la'rn

15.4.1 Overview:

he Device lifecycle does not end at the point when a Device is shipped from the manufacturef;
thhe distribution, retailing, purchase, installation/onboarding, regular operation, maintenance and
ehd-of-life stages for the Device remain outstanding. It is possible for the Device to reguire update
during any of these stages, although the most likely times are during onboarding, regular operation

d maintenance. The aspects of the software include, but are not limited to, firmware, operating
system, networking stack, application code, drivers, etc.

15.4.2 Recognition of Current Differences

ifferent manufacturers approach software update utilizing a collection of tools and strategie
oler-the-air or wired USB connections, full or partial replacement pf\existing software, signed an
verified code, attestation of the delivery package, verification of the source of the code, packag
ructures for the software, etc.

[CEE=TR

is recommended that manufacturers review their processes and technologies for compliance with
dustry best-practices that a thorough security review of these takes place and that period
view continue after the initial architecture has been established.

9]

—

his specification applies to software updates as rfecommended to be implemented by Devices; |i
echanisms.

16.4.3 Software Version Validation

etting the Initiate Software Version.\alidation bit in the /oic/sec/pstat.tm Property (see Table 51
of Section 13.7) indicates a request to initiate the software version validation process, the process
hereby the Device validates the.software (including firmware, operating system, Device drivers,
networking stack, etc.) agaifist'a trusted source to see if, at the conclusion of the check, thle
spftware update process wilLneed to be triggered (see below). When the Initiate Software Version
alidation bit of /oic/sec/pstat.tm is set to 1 (TRUE) by a sufficiently privileged Client, the Device
sets the /oic/sec/pstat.cm Initiate Software Version Validation bit to 0 and initiates a software
version check. Once-the Device has determined if an update is available, it sets the Initiate
oftware Version,Validation bit in the /oic/sec/pstat.cm property to 1 (TRUE) if an update |s
ailable or @ (FALSE) if no update is available. To signal completion of the Software Version
alidation _precess, the Device sets the Initiate Software Version Validation bit in the
/gic/sec/pstat.tm Property back to 0 (FALSE). If the Initiate Software Version Validation bit ¢f
/gic/sec/pstat.tm is set to 0 (FALSE) by a Client, it has no effect on the validation process.

1p44 Software Update

Setting the Initiate Secure Software Update bit in the /oic/sec/pstat.tm property (see Table 51 of
Section 13.7) indicates a request to initiate the software update process. When the Initiate Secure
Software Update bit of /oic/sec/pstat.tm is set to 1 (TRUE) by a sufficiently privileged Client, the
Device sets the /oic/sec/pstat.cm Initiate Software Version Validation bit to 0 and initiates a
software update process. Once the Device has completed the software update process, it sets the
Initiate Secure Software Update bit in the /oic/sec/pstat.cm property to 1 (TRUE) if/when the
software was successfully updated or 0 (FALSE) if no update was performed. To sighal completion
of the Secure Software Update process, the Device sets the Initiate Secure Software Update bit in

147

© ISO/IEC 2018 - All rights reserved


https://standardsiso.com/api/?name=68f4d77aa55833872ade58a358a60cd0

ISO/IEC 30118-2:2018(E)

the /oic/sec/pstat.tm Property back to 0 (FALSE). If the Initiate Secure Software Update bit of
/oic/sec/pstat.tm is set to O (FALSE) by a Client, it has no effect on the update process.

1

5.4.5 Recommended Usage

The Initiate Secure Software Update bit of /oic/sec/pstat.tm should only be set by a Client after the
Initiate Software Version Validation check is complete.

The process of updating Device software may involve state changes that affect the Device

wn _un

O > < (no =

O Q9 (N = =

q4 =

o - -

Im the future security levels can be used to define interoperability.

perational Stafe (/oic/sec/pstai.dos). Devices with an interest in the Device(s) being updaied
hould monitor /oic/sec/pstat.dos and be prepared for pending software update(s) to affect Devic
fate(s) prior to completion of the update.

ote that the Device itself may indicate that it is autonomously initiating a software” version
heck/update or that a check/update is complete by setting the pstat.tm and pstat.cm Initia
oftware Version Validation and Secure Software Update bits when starting or ‘completing th
brsion check or update process. As is the case with a Client-initiated updatey Clients can b
ptified that an autonomous version check or software update is pending and/or complete hy
bserving pstat resource changes.

D @

5.5 Non-OCF Endpoint interoperability
5.7 Security Levels

ecurity Levels are a way to differentiate Devices based on their security criteria. This need fg
fferentiation is based on the requirements from different Verticals such as industrial and healf
are and may extend into smart home. This differentiation is distinct from Device classificatio
p.g. RFC7228)

o0 0 =

hese categories of security differentiation may inclide, but is not limited to:
Security Hardening
Identity Attestation
Certificate/Trust
Onboarding Technique
Regulatory Compliance
a. Data at rest
b. Data in transit
Cipher Suites — Crypto, Algorithms & Curves
7. Key Length
8. Secure Boot/Update

aohrwhE

he following applies to Security Specification 1.1:
he current specification does not define any other level beyond Security Level 0. All Devices wijl
e designated.as Level 0. Future versions may define additional levels.

ote théfollowing points:
o _\The definition of a given security level will remain unchanged between versions of the
specification.

e Devices that meetf a given level may, or may not, be capable of upgrading to a higher Tevel.

o Devices may be evaluated and re-classified at a higher level if it meets the requirements
of the higher level (e.g. if a Device is manufactured under the 1.1 version of the
specification, and a later spec version defines a security level 1, the Device could be
evaluated and classified as level 1 if it meets level 1 requirements).

e The security levels may need to be visible to the end user.
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16 Appendix A: Access Control Examples

16.1 Example OCF ACL Resource

The Server is required to verify that any hosted Resource has authorized access by the Client
requesting access. The /oic/sec/acl2 Resource is co-located on the Resource host so that the
Resource request processing should be applied securely and efficiently. This example shows how
a /oic/sec/acl2 Resource could be configured to enforce an example access policy on the Server.

{
"aclist2': [

// Subject with ID ..01 should access two named Resources with_ aceess
mode “CRUDN” (Create, Retrieve, Update, Delete and Notify)
“subject™: {Tuuid: "XXXX-..-XX01"},
"resources'": [
{"href":"/oic/sh/light/1"},
{"href":"/oic/sh/temp/0"}
1.
"permission”: 31, // 31 dec = 0b0O001 1111 which maps to ---N DURC
“validity": [
// The period starting at 18:00:00 UTC, on, January 1, 2015 and
// ending at 07:00:00 UTC on January 2, 2015
"period": ['20150101T180000Z/20150102T0700002"],
// Repeats the {period} every week unt¥l the last day of Jan.
2015.
"recurrence': ["RRULE:FREQ=WEEKLY;UNTIL=20150131T070000Z"]

// An ACL provisioning and management service should be identified as
// the resource owner
"rowneruuid”: "0685B960-736F-46F7-BECO-9E6CBD61ADC1"

6.2 Example Access Manager Service

connection to the AMS. Jwhenever the named Resources are accessed. This exampl

H
1
Tlhe AMS should be used to_centralize management of access policy, but requires Servers to ope)
al
demonstrates how the /oie/sec/amacl Resource should be configured to achieve this objective.

[}

{
'resources": [

/I If the {Subject} wants to access the /oic/sh/light/1 Resource at hostl and an Amacl was
/I supplied-then use the {4} sacl validation credential to enforce access.
{"href!</oic/sh/light/1},
/I If_ the*{Subject} wants to access the /oma/3 Resource at host2 and an AM sacl was
/IKsupplied then use the {4} sacl validation credential to enforce access.
#'href": "/oma/3"},
THfthe{Subjecty wants to access any tocat RESOUTCE and am Amact was supptied them use
/I the {4} sacl validation credential to enforce access.
{"we™: "}

}
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17 Appendix B: Execution Environment Security Profiles

Given that 10T verticals and Devices will not be of uniform capabilities, a one-size-fits all security
robustness requirements meeting all IOT applications and services will not serve the needs of OCF,
and security profiles of varying degree of robustness (trustworthiness), cost and complexity have
to be defined. To address a large ecosystem of vendors, the profiles can only be defined as
requirements and the exact solutions meeting those requirements are specific to the vendors’ open
or proprietary implementations, and thus in most part outside scope of this document.

[¢3)

0 align with the rest of OCF specifications, where Device classifications follow IETF RFC , 722
(Terminology for constrained node networks) methodology, we limit the number of security profilg
t¢ a maximum of 3. However, our understanding is OCF capabilities criteria for each of 3 classe

n un

Will be more fit to the current 10T chip market than that of IETF.
Qiven the extremely low level of resources at class 0, our expectation is that class 0 Devices arne
ejther capable of no security functionality or easily breakable securityy\that depend on
enhvironmental (e.g. availability of human) factors to perform security functiens. This means thje
class 0 will not be equipped with an SEE.
\
Platform class SEE % Robustness level
AN

0 No N/A

1 Yes Low

2 Yes High

Table 64 — OCE\Security Profile

Tlechnical Note: This analysis acknowledges§that these Platform classifications do not take inlo
cpnsideration of possibility of security .cOsprocessor or other hardware security capability that
augments classification criteria (namely CPU speed, memory, storage).
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18 Appendix C: RAML Definition

All the sub-clauses in Appendix C describe the Security Resources with a restful APl definition
language. The Resources presented in Appendix C are formatted for readability, and so may
appear to have extra line breaks. The contents of the Resource Types without the extra line breaks
are available in OCF Resource Type Definitions.

Resource Name Resource Type Section '\Cb
N
Access Control List oic.r.acl A.l
Access Control List 2 oic.r.acl2 A2
Managed Access Control List oic.r.amacl A.3
Signed Access Control List oic.r.sacl A4
Device Ownership Transfer oic.r.doxm A5
Device Provisioning Status oic.r.pstat A.6
Credential oic.r.cred A7
Certificate Signing Request oieyr.csr A.8
Roles oic.r.roles A.9
Certificate Revocation List oic.r.crl A.10
Table 65 — OCF SVR RAML
A.1 OICSecurityAclRésource
A.1l.1 Introduction
Tlhis resource specifies the local access control list.
A.1.2 ExampleURI
/gic/sec/acl
A.1.3 Resource Type
A.1.4 RAML Definition
#RamL 0.8

title: OICSecurityAclResource
version: v1.1-20161213

traits:
- interface :
queryParameters:

if:
enum: [“oic.if.baseline"]

- ace-filtered :
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gueryParameters:

subjectuuid:

/oic/sec/acl:

description: |
This resource specifies the local access control list.

s I intorfaca™l
= T

get:

description: |
Retrieves the ACL entries.
When used without query parameters, all the ACE entries are returned.

When used with a subjectuuid, only the ACEs with the specified
subjectuuid are returned

IT subjectuuid and resources are specified,

only the ACEs with the specified subjectuuid and resource hrefs are
returned.

is : [face-filtered™]
responses :
200:

body :
application/json:

schema

“"$schema': "http://json-schema.org/draft=04/schema#"",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl.json#"
"title": "Access Control List infornation",
“definitions'": {
“oic.r.acl": {
"type': "object",
"properties': {

“aclist": {
"type": "object'l,
"description”:("'Subject-based Access Control Entries in the ACL resource",
“properties®:\{
"aces": {
""type''s "array",
titemst: {
"$ref'': "oic.sec.ace.json#/definitions/oic.sec.ace"
¥
¥
Y.
“required": [ "aces" ]
3
"rowneruuid": {
"description: "The value identifies the unique resource owner",
"$ref'': "._/../core/schemas/oic.types-schema.json#/definitions/uuid"
}
}
¥
T,
"type': "object",
“aHoF—=—F
{ "$ref": "._/../core/schemas/oic.core-schema.json#/definitions/oic.core" },
{ "$ref": "#/definitions/oic.r.acl"” }
1.
"required": [ "aclist", "rowneruuid" ]
3
example
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"aclist": {
"aces": [

"subjectuuid": "e6lc3e6b-9c54-4b81-8ce5-f9039c1d04d9™,
"resources': [

"href': "coaps://1P-ADDR/temp",
"rel": "some-rel”,
"rt": [“oic.r.temperature'],

i [oic if.at]
t =+

"href': “coaps://1P-ADDR/temp",
"rel": "some-rel”,
"rt": ["oic.r.temperature'],
“if': [Moic.if.s"]
3

1.

"permission™: 31,

“validity": [

"'period™:"'20160101T180000Z2/20170102T070000Z",
"recurrence': [ "DSTART:XXXXX",

'RRULE : FREQ=DAILY ;UNT1L=20180131T140000Z ; BYMONTH=1"" ]

¥

{

"period”:"20160101T180000Z/PT5H30M™,
"recurrence': [ "RRULE:FREQ=DAILY;UNT4k=20180131T140000Z;BYMONTH=1" ]

¥
1
¥
1
3,
"rowneruuid”: ""de305d54-75b4-431b-adb2-eb6b9e546014""
3

400:

description: |
The request is invalid.

post:

description: |
Updates the ACL resourceMith the provided values
ACEs provided
in the update not cyrrertly in the ACL are added
ACEs that already
exist in the ACL \arke ignored.
Note that for @a® purposes of update, equivalency is determined
by comparing(kle ACE subjectuuid, permission, string comparisons
of all valdtN®y elements, and string comparisons of all resource
hrefs.

body :
aprHCation/json:

schema

{

"$schema™: "http://json-schema.org/draftt-04/schema#™,
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl._json#",
“title”: "Access Control List information”,
"definitions": {
"oic.r.acl": {
"type'': "object",
“properties": {

"aclist": {
"type': "object",
""description': "Subject-based Access Control Entries in the ACL resource",
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“properties”: {

"aces'": {
"type': "array",
"items': {
"$ref'': "oic.sec.ace.json#/definitions/oic.sec.ace"
3
3
T,
"required": [ "aces" ]
T
"yrowneruusd'- {
"description”: "The value identifies the unique resource owner™,
“$ref': "._/../core/schemas/oic.types-schema.json#/definitions/uuid"”
3
3
3
T
""type'': "object",
“allof": [
{ "$ref': "__/../core/schemas/oic.core-schema. json#/definitions/oic.core” },
{ "$ref: "#/definitions/oic.r.acl” }
1.
"required": [ "aclist”, "rowneruuid" ]
}
example
"aclist": {
"aces": [
{

"subjectuuid”: "e6lc3e6b-9c54-4b81-8ce5~F9039c1d04d9",
"resources": [

"href'': "coaps://1P-ADDR/tempiy;
"rel": "some-rel",
"rt": ["oic.r.temperature'};
“if': [Toic.if.a]
3
{
"href'": "coaps://1P-ADDR/temp",
“"rel": "some-rel’;
"rt": [Toic.r.temperature'],
"if": [Toic.ifis"]
3
1.
"permissionty 31,
“validitys/[

‘period':""20160101T180000Z2/20170102T070000Z"",
“recurrence': [ ""DSTART i XXXXX",
"RRULE : FREQ=DAILY ;UNTNT=20180131T140000Z ; BYMONTH=1" ]
.
{
“'period:""20160101T180000Z/PT5H30M",
"recurrence': [ "RRULE:FREQ=DALLY;UNTIL=20180131T140000Z;BYMONTH=1"" ]
3
1
b

1
3

"rowneruuid": "de305d54-75b4-431b-adb2-eb6b9e546014"
be

responses :
400:

description: |
The request is invalid.
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201:

description: |
The ACL entry/entries is/are created.

204:

description: |
The ACL entry/entries is/are updated.

(P s
cTctTte -

description: |
Deletes ACL entries.
When DELETE is used without query parameters, all the ACE entries are deleted.
When DELETE is used with a subjectuuid, only the ACEs with the specified
subjectuuid are deleted
IT subjectuuid and resources are specified,
only the ACEs with the specified subjectuuid and resource hrefs are
deleted.

is : [Tace-filtered™]
responses :
200:

description: |
The matching ACEs or the entire ACL resource has been su€dessfully deleted.

400:

description: |
The request is invalid.

A.1.5 Property Definition

Property name Value type Mandatory Access mode Description
Fowneruuid multiple  types: | yes The value
see schema identifies the
unique resource
owner
aclist object: see | yes Subject-based
schema Access Contro
Entries in the
ACL resource
pces array: see | yes
aclist) schema
A.1.6 CRUDN®ehavior
Resource Create Read Update Delete Notify
oic/sec/acl get post delete

A.2 OICSecurityAcl2Resource

AZT Introduction

This resource specifies the local access control list.
A.2.2 Example URI

/oic/sec/acl2
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A.2.3 Resource Type
A.2.4 RAML Definition

#WRAML 0.8

title: OICSecurityAcl2Resource
version: v1.0-20161214

traits:
- interface :
qgueryParameters:
if:
enum: ["oic.if.baseline]

| ace-filtered :
queryParameters:

aceid:

bic/sec/acl2:

N

description: |
This resource specifies the local access control list.

is : ["interface"]
get:
description: |
Retrieves the ACL data.

When used without query parameters, all the ACE entri€g are returned.
When used with a query parameter, only the ACEs mateRirnty the specified

parameter are returned.

is : [Tace-filtered™]
responses :
200:

body:
application/json:

schema

“"$schema': "http:7/json-schema.org/draft-04/schema#"",
"id": "https:4/www.openconnectivity.org/ocf-
bis/security/schemas/oic.rack2. json#",
“title”: ‘YAccess Control List information®,
"definitions': {
"oiclr.acl2": {
““type': "object",
Yproperties': {

QD

"aclist2": {
""type': "array",
"description': "Access Control Entries in the ACL resource",
“items': {
"$ref'’: "oic.sec.ace2.json#/definitions/oic.sec.ace2"
b
¥,
"rowneruuid": {
"descrintion':- "The value jdentifies the unigue resource nwnnr"'

"$ref":r"../../core/schemas/oic.types—schema?json#/definitions/uuid"

3
3

3
T,
"type': "object”,
“allof": [

{ "$ref": "._/../core/schemas/oic.core-schema.json#/definitions/oic.core" },

{ "$ref": "#/definitions/oic.r.acl2" }
1.
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“required": [ "aclist2", "rowneruuid']

¥
example
"aclist2": [
{
“aceid": 1,
"subject": {

Nolaat'

....

"role": "SOME_STRING"
1.
"resources": [
{
“href: “/light",
“rt": [Toic.r.light],
"if": [oic.if.baseline", "oic.if.a"]
3
{
“href'': “/door",

"rt": ["oic.r.door'],
"if": [Toic.if.baseline”, "oic.if.a"]
3
1.
"permission’: 24
3,
{
"aceid": 2,
"subject": {
"uuid": "e6lc3e6b-9c54-4b81-8ce5-f9039¢1d04d9™
¥

"resources": [

“href": "/light"”,

"rt": [Toic.r.light'],

i [Toic.if.baseline" y¥'oic.if.a"]
3
{

"href": "/door",
“rt": [Toic.r.doort],
"if": [Toic.ifbaseline™, "oic.if.a"]

}

"ﬁermission": 24
¥
{
"aceid™: 3,
"subject": {'conntype': "anon-clear"},
‘‘resources™: [
{
“"href": "/light",
"rt'": [Moic.r.light'],
"if": [Toic.if.baseline”™, "oic.if.a"]

"href: "/door",
"rt": ["oic.r.door"],
"if": [Toic.if.baseline”™, "oic.if.a"]

}
1

"permission™: 16,
“"validity": [
{

"period":""20160101T1800002/20170102T070000Z"",
"recurrence': [ "DSTART:XXXXX",
""RRULE: FREQ=DAILY ;UNTIL=20180131T140000Z ; BYMONTH=1" ]
3
{
"period":"20160101T180000Z/PT5H30M",
"recurrence': [ "RRULE:FREQ=DAILY;UNTIL=20180131T140000Z;BYMONTH=1" ]
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}
1
] ¥
“rowneruuid": "de305d54-75b4-431b-adb2-eb6b9e546014"
3

400:

description: |
—

et =

post:

description: |
Updates the ACL resource with the provided ACEs.
ACEs provided in the update with aceids not currently in the ACL
resource are added.
ACEs provided in the update with aceid(s) already in the ACL completely
replace the ACE(s) in the ACL resource.
ACEs provided in the update without aceid properties are added and
assigned unique aceids in the ACL resource.

body:
application/json:

schema

{
“"$schema™: "http://json-schema.org/draft-04/schema#" ;

“id": “https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.acl2.json#",
"“title": "Access Control List information”,
“definitions": {
"oic.r.acl2”": {
“type': "object",
"properties”: {

"aclist2": {
"type': "array",
"description’: "Access Control Entries in the ACL resource",
"items": {
"$ref": "oic.sec.ace2<json#/definitions/oic.sec.ace2"
3
1.
“rowneruuid": {
"description”: “The value identifies the unique resource owner",
“$ref': . Y. .7core/schemas/oic.types-schema. json#/definitions/uuid"
3
3
3
}
"type'': 'iObject",
“al 1O A\
{ “$ref'': "._/../core/schemas/oic.core-schema.json#/definitions/oic.core" },
£ N$ref'': "#/definitions/oic.r.acl2" }
1,
‘required”: [ "aclist2", "rowneruuid™]
>
example
"aclist2": [
“aceid": 1,
"subject'": {

"authority": "484b8a51-cb23-46c0-a5f1-b4aebef50ebe™,
“role": "SOME_STRING"

}

esources": [

"href": "/light",
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“rt'": [foic.r.light"],
"if": ["oic.if.baseline”, "oic.if.a"]
3,
"href': "/door",
"rt": ["oic.r.door"],
"if": ["oic.if.baseline”, "oic.if.a"]
3
1.
"permission’: 24
hY
{
“aceid": 3,
“subject": {
"uuid": "e6lc3e6b-9c54-4b81-8ce5-19039c1d04d9™"
¥
"resources”: [
"href'": "/light",
“rt': [foic.r.light"],
“if': [Toic.if.baseline™, "oic.if.a"]
3
{
"href': "/door",
"rt'": [“"oic.r.door"],
"if'": [oic.if.baseline”, "oic.if.a"]
¥
1.
“permission’: 24
]}
",owneruuid": "'e61c3e6b-9c54-4b81-8ce5-19039¢cdd04d9™
b
responses :
400:

description: |
The request is invalid.

201:

description: |
The ACL entry is creategd.

204:
description: |
The ACL entry hs* updated.
delete:

descriptiopg\
Deleteg XC entries.

Sp&CTfied parameter are deleted.

is : ["ace-filtered™]

When BEYETE is used without query parameters, all the ACE entries are deleted.
WheRNQELETE is used with a query parameter, only the ACEs matching the

responses :
200:

description: |

The matching ACEs or the entire ACL resource has been successfully deleted.

400:

description: |
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The request is invalid.

A.2.5 Property Definition

Property name Value type Mandatory Access mode Description
rowneruuid multiple  types: | yes The value
see schema identifies the
unique resource
owner
aclist2 array: see | yes Access Contro
schema Entries in~the
ACL resounce

A.2.6 CRUDN behavior

Resource Create Read Update Delete Notify
oic/sec/acl2 get post delete
A.2.7 Referenced JSON schemas
A.2.8 oic.sec.didtype.json
A.2.9 Property Definition
Property name Value type Mandatory Access mode Description
Luid multiple  types: | yes A UUID Device
see schema ID
A.2.10 Schema Definition
{

""$schema™: "http://json-schema.org/draft-04/schema#"",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.didtype.json#",
"title": "Device ldentifier Format type",
"definitions'": {
""oic.sec.didtype": {
"type'': "object",

"description': "Device identifier",
"properties': {
“uuidT: {
"description™: "A UUN.Device ID",
“$ref'': . _/../core/schemas/oic.types-schema.json#/definitions/uuid"
}
T,
"required": ["udid™]
}
}
}
A.2.11 oic.secvace2.json
A.2.12 Property Definition
Property'name Value type Mandatory Access mode Description
pceid integer An identifier for

the ACE that is
unique within the
ACL. In cases
where it isn't
supplied in an
update, the
Server will add
the ACE and
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assign it a unique

value.
subject multiple  types: | yes The subject to
see schema whom this ace

applies, either a
deviceld, role, or

wildcard
validity array: see validity is an
schema array of umeq
pattern objects
resources array: see References\)the
schema application's
resources to
which*~a security
peliecy applies
't multiple  types: When  present,
resources) see schema the ACE only

applies when the
rt (resource type

matches
href multiple  types: When  present,
resources) see schema the ACE only

applies when the
href matches

WC string A wildcard
resources) matching policy
f multiple  types: When  present,
resources) see schema the ACE only
applies when the
if (interface
matches
permission integer yes Bitmask
encoding of
CRUDN
permission
A.2.13 Schema Definitign

“"$schema™: "‘http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.ace2.json#",
"title": "Subject-baSed Access Control Entry (ACE) object definition"”,
“definitions": {
""oic.sec.ace2™i"{
"type": {"object",
“properties”: {
"aceid": {
type'': "integer",
“"minimum™: 1,
“description”: "An identifier for the ACE that is unique within the ACL. In cases where
if(sn"t supplied in an update, the Server will add the ACE and assign it a unique value."
L
J
"resources": {
""type'': "array",

“description: "References the application”"s resources to which a security policy
applies”,

“items": {

"type'': "object",

"description': "Each resource must have at least one of these properties set",

“properties”: {

“href": {
"description': "When present, the ACE only applies when the href matches",
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"$ref'': "oic.oic-link-schema.json#/definitions/oic.oic-link/properties/href"
T
ret: {
"description': "When present, the ACE only applies when the rt (resource type)
matches",
"$ref’: "oic.oic-link-schema.json#/definitions/oic.oic-link/properties/rt"
}-
"ifr {
"description”: "When present, the ACE only applies when the if (interface)
matches™,
"Srof- "gic oic=link_schema jcnnﬂ/r{nfinifinnc/nil‘ faY Ta) |in|(/lnrnlnnrfinl:/if"
¥
"we't: {
“type'': "'string",
“enum': [ 4T, U-T, U,
"description”: "A wildcard matching policy",
"detail-desc”: [ "+ - Matches all discoverable resources",
"'- - Matches all non-discoverable resources",
""* - Matches all resources"
1
3
T
b
T

“permission”: {

"type'': "integer",

"description’: "Bitmask encoding of CRUDN permission’,

“$ref'': “oic.sec.crudntype.json#/definitions/oic.sec.crudntype/properties/bitmask’

}

"subject": {
“description”: "The subject to whom this ace applies,” either a deviceld, role, or
wj Idcard",
"anyOf'': [

"$ref'': "oic.sec.didtype.json#/definitions/oic.sec.didtype"

3
{
"$ref'': "oic.sec.roletype. json#/definitions/oic.sec.roletype"”
1
{
“type': "object”,
"properties': {
"conntype": {
"type'': "'string"{
“enum': [ "auth-crypt'”, "anon-clear™ ],
“description'i\ "This property allows an ACE to be matched based on the connectioh
of message type',
"detail-desc': [ "auth-crypt - ACE applies if the Client is authenticated and
the data channel or message/is encrypted and integrity protected”,
""anon-clear - ACE applies if the Client is not authenticated
aphd the data channel (or, message is not encrypted but may be integrity protected"

d
¥
"}equired": ["conntype']
+
N

.
“validity'": {
“type": “array",

“description’: "validity is an array of time-pattern objects',
“items”: {
“$ref'': "oic.sec.time-pattern.json#/definitions/time-pattern’
}
T
¥

equired”: [ "permission", "subject" ]
¥
¥
}
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A.2.14 oic.sec.roletype.json
A.2.15 Property Definition

Property name Value type Mandatory Access mode Description

role string yes The ID of the role
being identified.

authority string The Authority
component of the
eIty e
identified. A
NULL
<Authority>
refers.to the loca
entity ‘or device.

>

.2.16 Schema Definition

“"$schema™: *"‘http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec. toletype.json#",
"title": "Security Role Types",
“definitions'": {
"oic.sec.roletype”: {
"type'': "object",
"description™: "Security role specified as an <Authority> & <Rolename>. A NULL <Authority>
refers to the local entity or device.",
"properties": {
"authority": {
“type'': “'string",
"description': "The Authority component of thesentity being identified. A NULL
\uthority> refers to the local entity or device."

A

"}ole": {
“type'': “'string",
"description”: "The ID of the role bheing identified."

3
";equired”: [“role™]
3
3
}
A.2.17 oic.sec.time-patternljson
A.2.18 Property Definition
Property name Value type Mandatory Access mode Description
ecurrence array: see String array
schema represents a
recurrence rule
using the
RFC5545
Recurrence
period string yes String representg
a period usin
the RFC5545
Period
A.2.19 Schema Definition
“"$schema™: "http://json-schema.org/draft-04/schema#”,
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.time-pattern.json#",

"title": "RFC5545 time period and recurrence rule(s)",
“definitions": {
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“time-pattern”: {
"type': "object",

"description: "The time-pattern contains a period and recurrence expressed in RFC5545
syntax',
“properties”: {
“period”: {
“type'': “string",
"description': "String represents a period using the RFC5545 Period"
¥,
"recurrence”: {
"f\}llnn"' "f.‘ll"l"f.‘l\ll",
"description': "String array represents a recurrence rule using the RFC5545 RecurrenceY,
"items": {
“type'': "'string"
}
";equired": [ "period” ]
}
}
}
A.2.20 oic.sec.crudntype.json
A.2.21 Property Definition
Property name Value type Mandatory Access mode Description
bitmask integer yes The encoded
bitmask
indicating
permissions
A.2.22 Schema Definition
"$schema™: "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.sec.crudntype.json#",
"title": "Permission BitMask",
"definitions": {
""oic.sec.crudntype': {
"description™: "OIC CRUDN types",
“properties”: {
“bitmask': {
"type': "integer",
“minimum™: O,
“maximum': 31,
"description': 'Fhe/encoded bitmask indicating permissions",
“detail-desc': [\./'O - No permissions”,
"1l - Create permission is granted”,
"2 - Read, observe, discover permission is granted",
"4 - Write, update permission is granted",
"8 - Delete permission is granted”,
16 - Notify permission is granted” ]
}
3
3
¥,
"type¥: “object”,
‘allof: [
L "$ref’’: "#/definitions/oic.sec.crudntype’ }
1.
“required”: [“bitmask']
}
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A.3 OlICSecurityAmaclResource

A.3.1 Introduction

This resource specifies the host resources with access permission that is managed by an AMS.
A.3.2 Example URI

/oic/sec/amacl

3 3 Raosource Tvnae
o P

.3.4 RAML Definition
fRAML 0.8

0,

tle: OICSecurityAmaclResource
Prsion: v1.0-20150819

= <t H P

Faits:
 interface :
queryParameters:
if:
enum: ["oic.if.baseline]

N

bic/sec/amacl :

description: |
This resource specifies the host resources with access perm§gsion that is managed by an AMS.

is : ["interface"]
get:

description: |
Retrieves the amacl data.

responses :
200:

body :
application/json:

schema

"$schema': "http:>//json-schema.org/draft-04/schema#'",
“id": "https://www.openconnectivity.org/ocf-
apis/security/schemas/oic (r jamacl . json#",
"title" = "Managed Access Control information",
“definitions”: {
"ofcC.Jr.amacl™: {
‘“type'': "object",
“"properties”: {
"resources": {
""type'': "array",
“description”: "Multiple links to this host"s resources",
“items": { "$ref: "oic.sec.ace2.json#/properties/resources’” }
}
3
3

il
I
"type': "object",
"allof': [
{ "$ref": "#/definitions/oic.r.amacl” }
]

equired”: [ "resources" ]

}

example
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{
"resources': [
“"href': "/temp",
"rt'": [“oic.r.temperature'],
"if": ["oic.if.baseline”, "oic.if.a"]
3
{
"href': "/temp",
"rt'': [oic.r.temperature],
bl T kil ["r\ir‘ if hacnlinn", "gic it ¢"]
3
1
3

post:

description: |
Sets the new amacl data

body :
application/json:

schema

{
“"$schema™: "http://json-schema.org/draft-04/schema#",
"id": "https://www.openconnectivity.org/ocf-apis/security/schemas/oic.r.amacl.json#",
“title": "Managed Access Control information®,
"definitions": {
"oic.r.amacl": {
"type': "object",
"properties": {
"resources": {
"type': "array",

"description”: "Multiple linkssto this host"s resources",
“items'": { "$ref'': "oic.sec.ace?.json#/properties/resources" }
3
3
3
T
"type'': "object",
“allof": [
{ "$ref': "#/definitions/oic.r.amacl™ }
1.
"required": [ "resources" ]
}
example
{
"resources”: [
“href': "/temp",
“rt'": ["oic.r.temperature],
"if": [Toic.if.baseline”, "oic.if.a"]
3.
{
"href': "/temp",
"rt": [“oic.r.temperature'],
"if": [oic.if.baseline”, "oic.if.s"]
b
]
¥
responses :

400:

description: |
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