INTERNATIONAL ISO/IEC
STANDARD 4396-3

First edition

2023-12
Telecommunications and
information exchange between
systems — Recursive inter-network

architecture —

Part 3:

Common distributed application
protocol

Télécommunications et échange d'information entre systéme
Architecturerécursive inter-réseaux —

Partie.3: Protocole pour les applications distribuées CDAP

Reference number
ISO/IEC 4396-3:2023(E)

© ISO/IEC 2023


https://standardsiso.com/api/?name=89c07637a7c1f1038d7dab5e0f0d1c9f

ISO/IEC 4396-3:2023(E)

COPYRIGHT PROTECTED DOCUMENT

© ISO/IEC 2023

All rights reserved. Unless otherwise specified, or required in the context of its implementation, no part of this publication may
be reproduced or utilized otherwise in any form or by any means, electronic or mechanical, including photocopying, or posting on
the internet or an intranet, without prior written permission. Permission can be requested from either ISO at the address below
or ISO’s member body in the country of the requester.

ISO copyright office

CP 401  Ch. de Blandonnet 8

CH-1214 Vernier, Geneva

Phone: +41 22 749 01 11

Email: copyright@iso.org

Website: www.iso.org
Published in Switzerland

ii © ISO/IEC 2023 - All rights reserved


https://www.iso.org
https://standardsiso.com/api/?name=89c07637a7c1f1038d7dab5e0f0d1c9f

ISO/IEC 4396-3:2023(E)

Contents Page
FFOT@WOTM.........ccccccovvevee e85 5558558555585 \%
IIMEIOMUICTION ... vi
1 SCOPI@ ... 1
2 Normative references
3 Terms and definitions
4 Description of CDAP
4.1 CDAP -RINA application protocol
4.2  Application entities (AEs) within applications...
4.3 L0 =T o OO S,
4.4  Method calls 0N ODJECES ... T e
4.5 Object model
4.6 WX 0]0] D ToF U 10 a1 ol0) 4D =T ok 1 (o) o 1O S
4.7 Application connection state vector (ACSV ) ... omnnieessiisssssssssesssesseses
4.8  Requestor and responder roles ...
49 Validation of values/operations by CDAP......
410 CDAP application programming interface (API).....
411 Standardization and POliCIES ... S
5 SPECIHTICATION ...y e
5.1 CDAP profile — Policies and standardizatiorx..
5.2 Application connection establishment...¢. ...
5.3 Application connection state vector (ACSV).....
5.4 Objects and the object model.......... 55 e
5.4.1 Object properties..........sh .
5.4.2 Object model definition i ..o
5.4.3 Object model version
54.4 Objectclass...... ...
545 ODJECE NMAIMIE ..t 5%
5.4.6 Object ID —(Shorthand name alias ...
5.5 Messages and replies
5.6  Message encoding.......
5.7 Methods on-objects....
5.8  CDAP message.....
5.8.1 (General....
5. 8.2 N 0P COME ...
5:8.377 INVOKEID ....oooooiviieieisisisssssssssssssss s
584 ObjName, ObjID......ccccoiiise
5.8.5 ObjNameParent, ObjIDParent
5.8.6 ObjClass
5.8.7 ObjValue
5.8.8 Resultand ResultReason .................
589 STope anmd T e
7R 70 0 i £SO
59 Object identification in messages
5.10 CDAP meSSage/MeEthOd TEPES. ..o e
5.10.1 Object creation: CREATE(_R), DELETE(_R)
5.10.2 Object Read: READ(_R), CANCELREAD(_R)
5.10.3 Object Write: WRITE(_R) ..
5.10.4 Object Stop/Start: START(_R), STOP(LR) ..ot
6 POLICIES ...
6.1 GBIIET AL .8
6.2 POL-CDAP-CSYNTAX — Concrete syntax

6.2.1

General

© ISO/IEC 2023 - All rights reserved iii


https://standardsiso.com/api/?name=89c07637a7c1f1038d7dab5e0f0d1c9f

ISO/IEC

4396-3:2023(E)

6.2.2  Defaulti..
6.3 POL-CDAP-AUTH — Authentication
6.3.1 General ...
6.3.2  DIOIAULE e
6.4 POL-CDAP-ORDERING — Order of execution of method calls ..., 23
6.4.1 General
LT/ 1 T - 1 SO
6.5 POL-CDAP-OBJECTMODEL — Overall object model definition..........c, 24
6.5.1  GEINETAL ..o 24
6.5.2 POL-CDAP-OBJ-VERSION — Object model] version 4
6.5.3 POL-CDAP-OB]J-VISIBILITY — RIB objects visible to this AC........ccrn 25
6.54 POL-CDAP-OBJ-NAMING — Object naming CONVeNtioN ... i b y
6.5.5 POL-CDAP-OBJ-ObjRef — Use of ObjName/ObjID to edentify objects.
6.5.6 POL-CDAP-OBJ-OBJCREATE — Object Creation. ...y oo y
6.5.7 POL-CDAP-OBJ-Types — Scalar tYPes ... e y
6.5.8 POL-CDAP-OBJ-CLASSES — Defined classes.......
6.59 POL-CDAP-OBJ-METHODS — Object methods......
6.5.10 POL-CDAP-OBJ-ObjID — ODbjID values.........ccocorrssn
6.5.11 POL-CDAP-OBJ-INITIAL — Pre-defined objects ...............m)
6J6 POL-CDAP-ERROR — Error handling and return values
LT T8 N 3 V) | OSSO U s 3
6.6.2  DfAUIt ... s 3
67 POL-CDAP-InvokelD — Convention for assigning InvokelD values

6.7.1 General
6.7.2 Default

68 POL-CDAP-READINCOMPLETE — Use of incomplete READ_R.......
6.8.1  GENETAL ... s
6.8.2  DEIAUIL ....oooo e Yoo 3
6P POL-CDAP-SCOPEFILTER — Scope andfHter policy ... 3
69.1 General
6.9.2  DEfAUIL ..o 8 e s K
6{10 POL-CDAP-ACSVContents — AGSV CONTENES.........cccccriiiiiirisiiiiennesseceeseesseessees s ]
6.10.1 General
6.10.2  DOFAUIL....ooooooce e ]
7 CDAP CONTEXTE NOTES .....oooooooeoe ot S s ssss s 34
7.1 <) 0 1<) ir= 1 e OO OSSO 34
7.2 RIB Da@mMON MOAEIE ..o 34
7.8 Distributed aQPPHCAtIONS ... e 35
Annex A|(informative) Google Protocol Buffers™ (GPB) concrete Syntax............. 39
Annex B|(informative)JSON CONCIEETE SYMEAX ... e sess e 42
BIDEO I RPIIY .. e 44
iv © ISO/IEC 2023 - All rights reserved


https://standardsiso.com/api/?name=89c07637a7c1f1038d7dab5e0f0d1c9f

ISO/IEC 4396-3:2023(E)

Foreword

ISO (the International Organization for Standardization) and IEC (the International Electrotechnical
Commission) form the specialized system for worldwide standardization. National bodies that are
members of ISO or IEC participate in the development of International Standards through technical
committees established by the respective organization to deal with particular fields of technical
activity. ISO and IEC technical committees collaborate in fields of mutual interest. Other international
organizations, governmental and non-governmental, in liaison with ISO and IEC, also take part in the
work.
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Introduction

The common distributed application protocol (CDAP) is used by communicating recursive inter-network
architecture (RINA) applications to exchange application-specific data and effect remote actions. CDAP
implements the protocol messages and state machines to allow the two endpoints of a communication
flow to exchange read/write, start/stop, and create/delete method invocations on remote “objects”.
The semantics of those objects and operations are opaque to the CDAP protocol itself. Because CDAP
is not specific to RINA, it can be used by any distributed application that needs to share information or
initiate state changes with another application over a network. CDAP is used in the RINA architecture
by applicptions, and specifically by inter-process communication (IPC) Processes, which are specializ¢d
applicatipns that cooperate to create a Distributed IPC Facility (DIF) that provides network trafsport
to other @pplications.

vi © ISO/IEC 2023 - All rights reserved
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ommon distributed application protocol

Scope

ables distributed applications to deal with communications at an object level; rather tha
plications to explicitly deal with serialization and input/output operations. CDAP

e application protocol component of a distributed application facility<(DAF). CDAP pr
raightforward and unifying approach to sharing data over a network without having

ecialized protocols.

his document provides:

an overview of CDAP;

the specification of CDAP;

a description of policies, in the specific sense introduced in the text;

notes on the context of CDAP.

Normative references

he following documents are referred to in the text in such a way that some or all of thei
nstitutes requirements of this document. For dated references, only the edition cited ap
ndated references, the latest.edition of the referenced document (including any amendments

O/IEC 4396-1, Telecommunications and information exchange between systems - Recurs
ptwork Architecture -— Part 1: RINA Reference Model

Terms and. definitions

F

r the pufppses of this document, the terms and definitions given in ISO/IEC 4396-1, and the

apply.

[§07and IEC maintain terminology databases for use in standardization at the following addre

his document provides the common distributed application protocol (CDAPR)\Specificatign. CDAP

h forcing
provides
ovides a
0 create

- content
blies. For
applies.

ve Inter-

following

bSES!:

— ISO Online browsing platform: available at https://www.iso.org/obp

— IEC Electropedia: available at https://www.electropedia.org/

3.

1

application object model
common distributed application protocol (CDAP) object model used in the application connection (AC)
data transfer phase.

Note 1 to entry: If an AE is capable of supporting multiple object models, this selects the one to be used for this
AC. If not, the requested object model value should match that of the sole implemented model.

©
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3.2
CDAP message encoding rules
encoding of bits sent for all CDAP messages in an application connection

Note 1 to entry: The concrete syntax to be used for the AC is determined by the Common Application Connection
Establishment Phase (CACEP) and provided to the CDAP data phase in the application connection state vector
(ACSV).

3.3
CDAP polic

CDAP imptementati
mandatefd

Note 1 to entry: CDAP implementers should make a choice of how to implement every CDAP policy; recomimendé¢d
policies are provided in this document.

3.4
CDAP prpfile
specific pnd complete definition of all the policies in CDAP and the object moedel that should be
implemepted as described in order to create a conforming, compatible implementation

3.5
CDAP syptax version

abstract{syntax

integer that indicates version of abstract syntax used

3.6
method gall
request for the recipient application-entity (AE) to make~a’call to a method (function) specific to an
object

3.7

object
named c¢nceptual data entity residing within.the resource information base (RIB) view made available
to an apglication connection (AC) by the application

Note 1 to entry: Objects have a class (type), a name and possibly an interchangeable ObjectID (OID), and a valy
The objecf [in an unspecified way, as gbject/class models and inheritance are unspecified by common distributg
applicatign protocol (CDAP)] provides-a'set of methods (functions) that correspond to the CDAP message typ4
which car] become the targets of method calls on that object during the data transfer phase of the AC.

»noano

3.8
object method
method (function) asSéciated with an object that will be invoked by receipt of a corresponding CDAP
message

3.9
object model

entire sek of/objects available to an application connection (AC) and their collective relationships amd
behavioursNote 1 to entry:  The object model to be used for an AC is selected by the Application

Object Model variable set during the Common Application Connection Establishment Phase (CACEP).

3.10
object model version
specific named object model used for an application connection

Note 1 to entry: Common distributed application protocol (CDAP) does not dictate the form of Object Model
Version names/values; values are mutually agreed-upon by a priori application agreement, determined by
Common Application Connection Establishment Phase (CACEP), and possibly made available in the application
connection state vector (ACSV) for use by objects.

2 © ISO/IEC 2023 - All rights reserved
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3.11

policy point

place to optimize or configure a common distributed application protocol (CDAP) implementation to
perform some operation

Note 1 to entry: Policy points have the form POL-CDAP-x.

4 Description of CDAP

4{1 CDAP -RINA application protocol

The word “application” is used in this document in a general sense. Independent application pfrograms,
individual instances of a distributed program, or even independent threads of a singleprocess ¢xecution
cdn be considered to be “applications” if they communicate via CDAP. In typical RINA upage, the
“applications” are Application Entities (AEs) residing within two instances of ad®istributed Agplication
Process connected by a RINA flow.

The objects that CDAP operates upon are mutually-agreed-upon represefitations of the expqsed data
and entities between two communicating applications. CDAP does not‘assume that the applications
share any directly-accessible memory, so CDAP is an example of.aZRemote Procedure Call [protocol.
R|NA refers to the set of these known objects as a Resource Inforthation Base (RIB), a virtual [database
of objects that the two applications are mutually aware of and/able to address via CDAP.

CDAP does not assume that the RIB exposes the entire staté of either application, or that thee objects
mpanipulated by CDAP map 1:1 onto actual state variables or entities; CDAP simply comnpunicates
rgquested operations on objects that the communicating applications choose to expose. The objects
cqn actually be virtual objects synthesized for exterhal presentation or to generate side effgcts; they
cdn be considered to be “projections” or “views” of implementation objects, created for corvenience
orr abstraction purposes. While a hierarchicalitree-based organization is often used to unambiguously
name and locate objects in a RIB, CDAP itselfiimposes no particular structure.

CDAP borrows from Common Management Information Protocol (CMIP) a straightforward stiandards-
de¢fined protocol and shares many properties with other remote-method-invocation based protocols
sych as the Bell Labs Plan 9 “file/protocol”. While known concepts are employed to bengfit from
tHe experience of prior implementations, the design of CDAP explicitly takes into accqunt that
implementations will be doxiein multiple languages and on various platforms of widely different scales,
s@ some lowest-commontdenominator choices have been adopted, and many details have peen left
unhdefined in the base protocol to allow tailoring CDAP implementations for their end use.

CDAP does not define a single implementation specification, but is rather a framework fin which
specific application, communication, and scale requirements can be met while still providing higher-
level application code with a consistent set of operations and behaviors. CDAP does this by prpviding a
core set ofmechanisms with a variable set of policies that allow but encapsulate and limit the desired
vgriability-Specific instances of the set of variable aspects of the protocol, e.g. message encodiq}g syntax,

tHatare characterized in this specification as policies, can be standardized to ensure interopgerability
of different implementations. This document provides default policies as examples; in the absence of
problems with these defaults for a specific usage, it is recommended that CDAP implementations adopt
them to promote reuse and prevent unnecessary divergence.

4.2 Application entities (AEs) within applications

RINA defines an AE as a portion of an application that performs some distinct function. An AE
communicates with one or more compatible AEs in other applications to accomplish a specific function
of the application. For example, one AE in an application can deal with database access, another with
authentication, and another with reporting and management, each of which operates over and needs
access to a specific, and potentially distinct, set of remote data that is relevant to its function.

© ISO/IEC 2023 - All rights reserved 3
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Within each communicating application, there will be one or more AE that performs a particular
purpose of communication, with a corresponding set of objects that have state, a usage protocol
(i.e. legal sequences of operations on the objects), and specific semantics. In practice, AEs may be
implemented via sub-routine libraries, threads, objects, or some other processing model, but the AE
concept is present whether explicit or implicit.

Application connections are created between an AE instance of one application and a corresponding,
compatible AE instance of another application. Applications may implement any number of AEs, and
those may conduct any number of application connections, with any number of other applications.

From a secur andpoing, MpOTrtant to restr 1€ access pern ONs Of an A 0 O
t to its operation. While CDAP does not itself implement that separation, it providgs

rn programming languages can implement the concept of an object that encapsulates dafa
and a sef of operations upon it. Properties, e.g. fundamental types, inheritance,\ektensibility, safefy
properti¢s, aggregation capabilities, are richer in some languages than othets:”CDAP implements| a
bare-mirjimum model that can interface with virtually any existing object-oriented implementati¢n

4.4 Mgthod calls on objects

CDAP mgssages each encode a method call, with arguments, that represents a request for a remofe
AE to pefform that method call on one of its objects:NA CDAP protocol implementation provides the
mechani$ms for a sequence of steps that include encoding the desired method call and its argumenits
into a mgssage, sending the message over the RINA flow, decoding it, presenting the method call to the
addresseld object, possibly returning a result message, and completing the original method call. A goal of
CDAP is fo allow doing this sequence of steps-in a common way, enabling a standardized programming
AP], in the face of different policies for, e.g. encoding syntax, implementation language, object models

CDAP enfodes read/write/stdrt/stop/create/delete method calls on a set of objects that is specific fo

f objects that can)be addressed and their exposed properties, operations, and semantics. [n
this docyment, the "objeet model" is used to refer to the entire definition of the set of objects, including
their clags, their data-description, their names and naming conventions, their interrelationships, thdir
methods| their uSage pattern, and their behaviors such as side-effects. An application connection [is
associatdd with a specific object model, determined when the application connection is establisheld.
An appli¢ation'can implement and expose, through its AEs, as many object models as appropriate to its
purpose.

The underlying application data exposed in an object model as an “object” can actually be organized
differently than itis presented to the other AE in the object model. These “virtual” objects may represent
application data that needs to be aggregated, selected, computed, or iterated over in order to satisfy the
semantics of a requested CDAP operation on the target virtual object. Any such operation is performed
by the methods of the (virtual) objects that are exposed, not by CDAP.

Since objects and their semantics generally evolve with time, the Common Application Connection
Establishment Phase (CACEP) protocol that is used to establish an application connection allows
specifying at connection establishment time a “version” of the object model that will be used for the
duration of that application connection. This makes it possible for an application to discover a potential
incompatibility between the object model being used by the other application, and/or to have a
vocabulary of multiple object model versions to use, and to choose the correct one to use for a particular

4 © ISO/IEC 2023 - All rights reserved
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application connection depending on its partner application. This is especially useful during transition
periods when an object model is being revised, and updated versions of applications that understand
the new model are not yet fully propagated.

There is no CDAP-defined object model or set of objects that all applications using CDAP should
implement. Object models are not part of CDAP itself.

4.6 Application connection

Application cooperation requires the applications to agree upon the syntax of the CDAP messages
(dDAP can be encoded in multiple ways) and the object model, and further, to agree upon the grivileges
tHat each application grants to the other with respect to its own objects, based on identity, capabilities,
o1 other security mechanism. An application connection operates within an establishmént pr¢cess, the
CACEP, that authenticates the applications, determines the message syntax and object'model tg use, and
provides these parameters for use in an application connection, prior to the datatransfer phase where
CDAP messages are exchanged, and operations are performed on objects.

4{7 Application connection state vector (ACSV)

The CACEP, either by message exchange, defaults, or other mutually+agreed-upon method (the[specifics
are policies of the applications and of CACEP, and are completely~opaque to CDAP), deterrhines the
vilues of key application connection parameters before handing off operation on the flow to| the data
trfansfer phase. This information is provided to the CDAP impleémentation via an Application Cdnnection
Stlate Vector (ACSV), which CDAP will consult when needé€d ‘a5 it interprets messages. While the ACSV
isnot exchanged via CDAP messages and is therefore natspecifically defined by the CDAP profocol, the
cgntents are relevant to some policies, especially CACEP, which should provide some of the cdntents of
tHe ACSV, and to some objects, e.g. those that should'perform access permission or object mod¢l checks.
Therefore, the ACSV is defined as a visible CDAP,concept to ensure that the requirements that it places
o CACEP and CDAP policies have a place to besmade explicit.

8 Requestor and responder roles

4

Miany interactions between two applications are asymmetric, such as a classic client/server ¢xchange,
bfit CDAP builds in no such constrdint. The CDAP protocol is symmetric, in the sense that sjther side
mfay make method calls via CDAP messages on objects of the other side, without regard to which side
infitiated the application cofinection. In this document, when the initiator of a message if referfred to as
tHe “requestor”, and the redipient of the message that (optionally) generates a reply as the “responder”,
it|is in the context ofia)specific message exchange, not the original flow or application cdnnection
egtablishment. The'application AEs can have a specific role in the application connection and behave
agymmetrically,but'it is not relevant to CDAP operations.

419 Validation of values/operations by CDAP

The CDAP protocol provides the mechanism for communicating method calls with values| but has
n¢ inherent understanding of the semantics of objects or the meaning of the object fields ard values.
Theserematrtherespensibility he-appheationsand-their-objeet#r and-the-pelietesthey use.
However, CDAP messages themselves have encoding and consistency requirements. Messages are
parsed, generated, and have common operations performed on them (such as tracking replies) using
mechanisms common to any object model, and many errors in forming or parsing CDAP messages
are detected by those mechanisms of CDAP itself. Other semantic correctness requirements on the
operations carried by CDAP messages, e.g. the range of a field value in a READ or WRITE message,
are enforced by object methods; in such cases, CDAP mechanisms (such as sending a log message or
even abandoning the application connection) may be invoked by objects to request CDAP mechanism
assistance to respond to these errors.

To enhance the ability of objects to respond to and validate application connection specific parameters
such as authentication, CDAP passes application connection parameters provided in the ACSV to
object method operations for their examination. It is the responsibility of the method implementations

© ISO/IEC 2023 - All rights reserved 5
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to validate the parameters extracted from a message, to restrict access to objects as necessary, and
to generate and present appropriate views of objects, in accordance to the application connection
parameters in the ACSV. For example, in many applications CACEP will have established credentials that
may then be used to validate access permissions (CDAP’s only role in this is to provide the credentials,
via the ACSV, to objects for use in that access validation). In practice, such common actions should be
factored out and performed by mechanisms outside the actual object method implementations. This
is especially important for security-related operations such as access permission validation, to avoid
introducing a defect opportunity into every object that is expected to perform a security check.

4.10 CDAP-application-programminginterface (A P——m——————————————

This dochment does not specify an API for generating requests or receiving replies during the\CDAP
data phage. It only defines the messages that are created and consumed by such interfaces, The CDAP
programming API is an application implementation choice. In fact, CDAP and object operations can
be implidit in data operations on a RIB, with no explicit CDAP API provided. However,ince all CDAP
implemeptations have a common set of mechanisms, a common API that operates acressmultiple CDAP
variationys is straightforward to create.

4.11 Standardization and policies

The purplose of standardization of a protocolis to enable interoperability. Thisis achieved by intentionallly
limiting flexibility, typically by choosing a specific, usually single, way’that implementations shoufld
encode Jommunications, define the semantics of communication/exchanges, and define all aspects
and behgviors of the objects being communicated about. Wher\a protocol is intended for a specific
applicatipn, freezing options and making optimized trade-off choices is both possible and necessary.

However| the CDAP protocol is intended to apply to a.broad range of applications, so rather than
narrowing it to a specific range by setting all details in cencrete a priori, this specification provideq a
framewolrk that allows defining a variety of optimized fit-for-purpose CDAP protocol implementation.

In many [parts of this document an implementation choice is designated as being a policy and a name
for the pplicy is provided to aid in defining-and documenting specific CDAP implementations. While
there is flexibility provided in message encoeding and other aspects of CDAP itself, the vast majorify
of varialility and policy decisions involve the object model (the specific objects being manipulat¢d
via CDAR and their behaviors), which by their nature are application-specific. When a complete st
of policigs has been specified for a-specific CDAP usage, including the object model, that specificatign
combinegl with this specificationdefines a CDAP Profile. Two AEs that implement the same CDAP Profijle
can commnunicate meaningfully; Two AEs that implement different CDAP Profiles, in general, cannot.

In order|to reduce unnecessary divergence among implementations, many suggested default poli¢y
choices gre provided. In)the absence of a compelling reason (e.g. highly-constrained resources or|a
pre-existling standard¢that constrains some aspect of the application), these default policy choices afe
recommgnded tobeadopted. This topic is discussed further in 5.1.

5 Specification

5.1 CDAP profile — Policies and standardization

CDAP provides applications with a fixed set of methods, corresponding 1:1 to CDAP message types, to
effect operations on remote objects via exchange of messages. In this document common properties
of all CDAP implementations such as these are referred to as the mechanisms of the protocol. The
mechanisms for exchange of CDAP operations are defined in this document, but the bit-level encoding
of messages and the naming, values, types, and semantics and behaviors of the objects do not have
a mandated single definition. These designed-in variability points are identified in this subclause
as named policies that may vary, and are specified in detail in that context, when CDAP is used for a
specific application. Policies can be selected to optimize a CDAP implementation for (e.g. size, speed,
readability, flexibility, reuse, compatibility), to best serve the application needs.
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When defining an interoperability standard for applications that use CDAP, a CDAP Profile is defined
and mandated as part of that standard. For every named CDAP policy point described in this document,
a CDAP Profile specifies the policy that compliant applications will use. To encourage commonality
across implementations, a suggested default policy is provided for each policy point; object model
definitions should adopt the default policy unless there is a compelling reason not to do so.

5.

2 Application connection establishment

Appllcatlon connection establlshment in the RINA archltecture is performed by the CACEP as described

C(

T
C(

in
red

T
e

St

application informs CACEP that the application connection is complet€,"All application ca
formation is discarded at that time, and a CACEP phase should be perfermed again if it is desired to

how the CACEP phase performs its functlon are not relevant to CDAP 1tself To operate
DAP depends upon establishment of the necessary set of initial conditions and parameter, va
commencing CDAP operations. Conceptually, and commonly in an implementation, these v|
mmunicated using the ACSV described below.

ne data transfer phase is entered after the CACE phase completes succe$sfully. The ap
nnection ends when either application closes the flow, or detects that the’flow has close

sume operation.

he following is a summary of the CACEP process to show how CDAP fits within the
tablishment framework.

eps for creation, parameter setting, and destruction of.anapplication connection:

Establishment of a data flow (communication chaimel, or colloquially “connection”) bet
applications.

For full functionality, CDAP requires that the flow delivers Service Data Units (SDUs) trans
in-order, loss-free, and with negligible error rate. Partial functionality can still be provided
order and loss-free requirements are not met. The RINA flow allocation process with ap
Quality of Service (QoS) parametets can be used to establish such a flow.

Establishment of parameters for'an application connection.

This phase first identifiesithe CACEP syntax and then carries out the CACEP protocol ¢
which is implemented via customizable CACEP policy, that authenticates the application

the AC anddy RIB object methods. Fundamentally, CACEP establishes and then hands d
initialized@application connection description to CDAP.

The dpplication connection data transfer phase.

If\the CACEP process proceeded to successful completion, the preconditions for CDAP ¢

other to their mutualsatisfaction (the policy can range from “no authentication required”
directional mandatery authentication). It also determines and initializes, again via CACE
key parameters for the CDAP data phase, saving all required information in an ACSV f¢r use by

he details

properly,
es prior
hlues are

plication
d, or the
nnection

bnclosing

iveen the

parently,
if the in-
bropriate

xchange,
s to each
to a bi-
P policy,

ff a fully

xecution

will have been established, and AC parameters will have been stored in the ACSV. The ap

lications

d)

5.

then enter the data transfer phase of the AC in which CDAP messages are exchanged. The ACSV

provides all necessary information for further CDAP and object operations.

If the CDAP AC is no longer needed, either application typically ends the AC by requesting CACEP

to terminate it. CACEP would typically destroy the flow, but if the flow is reused, care should be

exercised to ensure that no residual information from a previous AC persists except the
its properties.

3 Application connection state vector (ACSV)

flow and

The ACSV is provided to CDAP by the CACEP at the completion of the CACE phase, which begins the
data transfer phase by invoking CDAP initialization logic with the ACSV. The CDAP initialization logic
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will examine the ACSV and may choose to reject the AC and close it immediately if it is incomplete or
inconsistent. Itis recommended that the CDAP implementation provide CACEP with enough information
to preclude initiation of an AC that cannot be supported by CDAP, or to participate with CACEP in
negotiating the parameters. The precise contents of the ACSV are a policy of a specific CDAP Profile
[POL-CDAP-ACSVcontents]. Contents of the ACSV may include implementation-specific information, but
shall include at least the following fields that are referenced elsewhere in this document:

a)

b)

d)

f)

CDAP message encoding concrete syntax specification [type integer, value (POL-CDAP-CSYNTAX)].

CDAP messages can be encoded usmg any de51red syntax, prov1ded that the 1mplementat10ns can
appr cly er [ yI ]

decolde CDAP messages using the selected syntax correctly and that the syntax can encode the full
rangg of values needed for CDAP message fields and for each of the addressable objects.

CDAP syntax version [type integer, value (POL-CDAP-OBJ-VERSION)].

This|is a value specifying which version of the CDAP specification is in use. It is solely intended fo
allowy the CDAP message encoding (fields and their meanings) to evolve if necessary, and is intend¢d
to cange only if incompatible changes should be made to the fundamental. CDAP message typgs
or fields. An application shall reject an AC if the Syntax Version does net\correspond to a CDAP
mesgage syntax that it can accept and generate.

The flow (type flow_handle).

This|is used to perform 1/0 operations to/from the flow. Imglementations may allow the hand|le
to b¢ queried to determine, for example, the QoS parameters. or other properties of the flow. Fpr
exanpple, if the QoS of the underlying flow indicates that\it is unreliable, the application cannpt
assume that messages will always be received, or if regeived that the sender will always receive a
requested reply, so the application should limit its CDAP operations to a subset that can withstand
suchjuncertainty or should terminate the AC. The specific operations available on the flow_hand]ll

are implementation-dependent and not specifieddby CDAP, but a specific capability may be impli¢d
by specific policies.

The AE name requesting the AC (type string).

This|may be used by the application tofurther restrict or select the set of objects in the CDAP objefct
model that can be operated upon by this AC [POL-CDAP-OBJ-VISIBILITY]. The meaning of this
parajmeter is opaque to CDAP (CDAP’s only role is to make it available to CDAP and to method calls
invoked via CDAP messages).

The Pbject Model to be ised for the AC (type integer, value described by [POL-CDAP-OBJ-VERSION]).

In te event that fultiple versions of the object model used by the AEs of the communicating
applications exist,"e.g. due to evolution of the object model, incomplete rollout of updatéd
implpmentations, or unintentional implementation discrepancies, this value specifies whi¢h
one the ACwill use. If an AE implements a single object model, this value should match the VaIEe

representing that model or the AC shall be terminated. This value is opaque to CDAP, it is magle
available to the method calls invoked by CDAP messages, which may adapt their behaviour fo
correspond to the version In use for the AC, but It 1s not examined by CDOAP mechanisms.

Security information.

If CACEP establishes an identity or other credentials to be used in validating permission [POL-
CDAP-AUTH], this field provides privileges/identity/credentials of the other application for
purposes of limiting the AC’s access to objects in the view. The field includes the mandatory
Verbose. The remainder of the field, if any, is specified in [POL-CDAP-AUTH]. The Boolean value
Verbose in this field indicates to CDAP mechanisms whether CDAP encode/decode and other
internal CDAP operations are to return detailed information on success or errors (if the Boolean
is TRUE), or simple SUCCESS/FAILURE return values (if the Boolean is FALSE), allowing the
policy to control potential leakage of implementation information to less-trusted applications by
CDAP mechanisms. The Boolean may also be referenced for the same purpose by object methods
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when they create return values. CDAP’s only other role in security policy is to carry the CACEP-
established authentication information, if any, to the object method operations invoked via CDAP.

Additional implementation-specific information about the flow or AC, e.g. application names and
instance ids or which application initiated the flow, which do not appear in CDAP proper, can be included
in the ACSV by implementations. Such information is not used in this reference and is therefore not
mandated by CDAP, but can be useful to the application or to specific objects and can be very useful for
debugging, logging, or future enhancements.

5

5
T

4 ﬂhjprfe and the nhjprt madel

4.1 Object properties

he RIB objects that are visible to an AC have five primary properties of concern to. CDAP:

The class the object belongs to. This property recursively captures the typé(s)of the data
the object and those of their contained data fields (the word "type" is sometimes used, €
when the methods are not included in the discussion, and generally the-word "class" is u
including the methods in the discussion).

The set of methods that are provided to operate upon the object,
A path name that is unique among the objects available tothe AC.
A value for each of the data fields of the object.

An object identifier, or ObjID, which is an integer*assigned to a specific object as a synon|
name; like the name, it shall also be unique ameig all objects available to the AC.

4.2 Object model definition

he object model in a specific CDAP Profileis defined by policy [POL-CDAP-OBJECTMODEL]. W
object model policy are sub-policies:

The version (values are application specific) of the object model to use for the current
CDAP-OBJ-VERSION].

The visibility rules for-objects based on AE, authentication, or other factors [POL-C
VISIBILITY].

The rules for pbject names shall be specified explicitly (e.g. hierarchical vs. flat, syntax, se
alphabet, ..}, {POL-CDAP-OBJ-NAMING].

The rulesfor objID values shall be specified explicitly (e.g. pre-assigned values, rules for g¢
new objlIDs, ...), [POL-CDAP-OBJ-objID].

The use of objIDs vs. object names to identify objects shall be made explicit, [POL-CDAP-OB]

Field(s) of
specially
ed when

ym to its

[ithin the

AC [POL-

DAP-OBJ-

parators,

bnerating

-ObjRef].

Every object class shall be Tully defined, including names, type, and value-consistency co

nstraints

on all exposed fields; fields may be designated as “private” to permit specifying method behavior -
this is for specification purposes only, such fields are never made visible via CDAP, [POL-CDAP-OB]J-

CLASSES].

For each object, or group of objects with identical behavior, the methods implemented by the object
and any pre-conditions that shall be satisfied before invocation of each shall be specified, as well as
the meaning of any return values from the methods; all objects in a group shall have the same class
but not all objects of a given class shall implement the same methods, [POL-CDAP-OBJ-METHODS].

For each object or object group (e.g., Object Class), any specific authentication/access restrictions
on each method and field of the object, as required by the authorization policy as specified in [POL-

CDAP-AUTH].
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— As part of the CREATE method description for each object, if implemented, rules for creating
new objects, including any restrictions on their names/objlDs, shall be stated explicitly, with any
additional global requirements in [POL-CDAP-OBJ-OBJCREATE].

— All initial mutually-agreed-upon a priori objects and structure, if any, shall be fully defined in
accordance with other policies and given an initial value. [POL-CDAP-OB]J-INITIAL]J.

In a given model, many of the properties and requirements of individual objects will be inherited from
general rules in the object model and/or from the class of the object, rather than repetitively defined
individually. For example, the methods for each object can be inherited from its object class, and access
permissipns on obje an be Specitied by a policy that applles to all obje

by meth¢d calls on virtual objects. To provide maximum flexibility to implementations, thelobjedts
should, when possible, be defined in such a way that remote references to the object should.not be ablle
to distinguish which is the case.

Objects rhay represent actual data in the RIB of an application, or may simply be emulated on-dema}d
I

CDAP prpvides no built-in method to selectively access a data field or fields of an_dbject. Therefore,
such opefations over an object model would in general be implemented either viavirtual objects whoge
methods|provide the needed operation, or via a policy such as naming. Any,such convention shall be
defined ip the object model.

5.4.3 (bject model version

The Objdct Model Version [POL-CDAP-OBJ-VERSION] to be used fof an AC is determined during ti:e
CACE phase. The model is selected during CACEP, using a CACER. policy that may for example combine
factors sfich as Application Name, AE Name, and Object Modél'value. If multiple Object Model Versiohs
are suppprted in a CDAP Profile, every difference between-gbject behaviors between the versions shill
be explicjtly documented and each difference associated with the version(s) that reflect it. Objects may
modify their behaviour based on the Object Model Version in the ACSV in such cases.

5.4.4 (bject class

Objects generally have a data portion (butneed not, though not having a data portion eliminates tJ:e
ability td perform READ or WRITE operations on the objects) that is recursively defined as being any
of:

a) ascdlar whose type is chosef from a defined set of built-in scalar types,

b) an aggregation of datadtems all with the same type (an array), where the type can itself be any
defijed scalar or aggfegate type, or

c) an aggregation of«data items having possibly-dissimilar types (a structure), where any field can be
a scdlar, array;-or structure.

All objects also-hrave an associated set of methods, which are functions specific to that object (possibly
shared with other objects, often with all others of the same class), which perform specific operations
on that obje¢ he methods that are provided to operate upon the data can be inherited from the claks
or be specific to an object (the definition is provided in the Object Model). Built-in scalar types may
have default string-valued names that can be used explicitly when creating objects with a scalar data
type, as described by policy [POL-CDAP-OBJ-Types]. All other class names are string-valued, assigned
by the object model. The class of an object is determined at its creation time and unchangeable during
its lifetime; the class is determined by the object’s CREATE CDAP message per the [POL-CDAP-OBJ-
CREATE] policy.

5.4.5 Object name

Objects can be identified as the target of a CDAP message by specifying an ObjName, a string in the
CDAP message that uniquely designates the object, or by using a synonymous unique integer, known
as an Object ID. How names and Object IDs are used in messages to identify an object are dictated by
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policy, and either or both may be used, as permitted by the policy [POL-CDAP-OBJ-ObjRef]. Names are
specific to an object model, and a set of specific names and naming structure shall be agreed upon a
priori by the application AEs prior to the AC in order to be able to meaningfully communicate operations
on objects known to both parties.

While object names, encoded in messages as strings, frequently reflect an organization, such as a tree
with “leaf” nodes representing objects and “directory” nodes serving to define the structure of the tree,
the syntax and semantic conventions for naming are flexible, and are defined by CDAP policies [POL-
CDAP-OBJ-NAMING, POL-CDAP-OBJECTMODEL].

54.6 Object ID — Shorthand name alias

The Object Identifier (Object ID or ObjID), encoded as an integer, is a short alternate name-for gn object.
It|can be used to shorten messages and avoid the necessity of repeatedly looking’up objefts using
OpjName strings. Whether the name or the object identifier, or both, may be supplied in a|message
td identify an object is defined by a specific policy that describes how objectsyare to be referred to
inl messages [POL-CDAP-OBJ-ObjRef], and may in some cases be constrainedvby the capability of the
message encoding syntax [POL-CDAP-CSVersion].

If|ObjIDs are in use, an object may have an ObjID with a pre-arranged value known to both appllications,
orf the value may be dynamically assigned for use in an AC. In the’latter case, an ObjID vdlue shall
rgference the same object for the duration of the AC, or for the lifetime of the object if shortgr. Except
far the reserved value zero, which can be used in messages tajindicate that no ObjID is being provided,
tHere is no CDAP-defined meaning to the numerical value orproperties of the ObjID, though applications
mjay choose to assign such meaning per their policy.

An ObjID may be sent to an application, e.g. in a reply message, by the owner of an object for use|in future
rgquests. Object model creators should consider carefully whether to permit the name of an objject to be
rgturned in a reply to a request that addressed the object solely with an ObjID, as this enables|a class of
emumeration attacks on a RIB, but this is a palicy option and shall be explicitly specified in [POL-CDAP-
OpjRef].

5|5 Messages and replies

CDAP messages encode remote’ method calls with arguments on a remote object using a specified
cdncrete syntax. The canonical message exchange consists of sending a Request-type [message,
eyentually followed by receiving a matching Reply-type message indicating the success or failyire of the
rgquested operation. Reply’messages shall be requested explicitly in request messages. This al]lows, for
example, for a reply to'be foregone if the application would not change its behavior based on fhe result
tHat would be returhed in the reply, for example sending a sequence of operations whose finallmessage
cdn request a replythat reflects the success or failure of the entire sequence.

CDAP provides a mechanism to allow multiple request-reply exchanges to be in-progress at the same
time, and\or replies to be returned in or out of order (“split transactions”), by allowing a transaction
identifyinig number called an InvokelD to be included in a request and subsequently used to pssociate
a [reply with its corresponding request. Use of the capability is optional. When using this chpability,
ultinle e 252 en aithouy ._.. " ‘.: ne ation belinitiated
without waiting for opposite-end computation or network operations to complete. CDAP does
not mandate replies to return in the same order that requests were sent, though object models and
applications are free to restrict behavior to a blocking request-reply, or asynchronous, but in-order.
Some applications may choose to process requests and generate replies in order as a simplification to
program logic, while some may obtain a performance gain and therefore accept the higher complexity
of out-of-order operation. To ensure interoperability, any limitations that restrict fully asynchronous
operation with out-of-order replies shall be specified in the object model [POL-CDAP-OBJECTMODEL].

5.6 Message encoding

The encoding of the message type and other fields in the message into a form used for communication on
a “wire” (flow) is referred to as the encoding rules of the message. Agreement between communicating
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applications on the encoding rules to use is a fundamental requirement for communication. For CDAP,
this is determined prior to the start of the CDAP data phase and provided to CDAP in the ACSV. This
value will select from the set of encoding rules available to the implementation; if there is only one, then
the value shall match the sole implemented rules for communication to take place.

As long as the encoding is capable of carrying the required range of argument types and values needed
by the object model, any encoding can be used.

5.7 Methods on objects

An objedt method invocation is requested on a remote object by sending the corresponding GRAP
message [and arguments to the object in a Request-type message. Upon receipt, the message is patsed,
the objedt is identified, the arguments decoded and defaults supplied where missing, and thé)object’s
method ¢orresponding to the message is invoked. An attempt to make a method call on an‘gbject that
does not|implement the method results in a reply message with an error code, if a reply\{s requested,
or the afitempt is simply discarded if not (though it may generate an implementatiénysdefined errpr
responsg such as a log message). The method/message type is encoded in the Opcode field of the
messagefand additional values are encoded in other fields according to the message type, as specifi
below. R¢ply-type messages are only used in direct response to a corresponding'‘Request-type message
(i.e. samg InvokelD) and use some of the same fields as well as additional ones-to return the result fro
the methjod invocation.

Table 1 grovides the entire set of messages and corresponding method invocations that are requestg¢d
via CDAR messages. Each message also carries arguments to thejmethod call; the description of the

argumenits and their types are also provided.
Table 1 — CDAP message types
Message name/Opcode Purpose
CREATE Create an object
CREATE |R Response t0.A_CREATE, carries result of create request
DELETE Delete aspecified object
DELETE |R Response to A_DELETE, carries result of deletion attempt
READ Read the value of a specified application object
READ_R Response to A_READ, returns result and (possibly-incomplete) valye
of the object
CANCELREAD Cancel a prior A_READ request that has not completed
CANCELREAD_R Response to A_CANCELREAD, indicates outcome of cancellation
WRITE Write a specified value to a specified object
WRITE_R Response to A_'WRITE, carries result of write operation
START Start the operation of a specified application object, typically used when
the object has operational and non-operational states
START_R Response to A_START, indicates the result of the operation
STOP Stop the operation of a specified application object, typically used when
the object has operational and non-operational states
STOP_R Response to A_STOP, indicates the result of the operation

5.8 CDAP message

5.8.1 General
Besides the message type (as indicated by the Opcode), there are a number of defined fields that can be

required or can be optionally present in a message, e.g. to encode arguments or return a result. This
clause provides an overview of each of these fields, their descriptions, and some of the constraints on
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their values. Each of these fields has a meaning that is consistent across message types, but the field
may or may not be relevant or present in every message.

The definitions in this document of these fields and their types corresponds to a specific value of the
CDAP Syntax Version that is established by CACEP. Since it is possible that CDAP can evolve, for example
adding, removing, or modifying the meaning of fields or messages, we allow for the possibility by
defining an integer corresponding to a version of the CDAP message abstract syntax. CACEP uses that
integer in conjunction with the concrete syntax value to determine CDAP message processing and AE
compatibility, and passes it to the AC in the ACSV, where it may be used to select behaviors such as an
appropriate encode/decode implementation.

The value of the CDAP Abstract Syntax Version corresponding to this document is 0 (zerd|). Future
rgvisions that would break compatibility with any previous version of the specification will be pxplicitly
identified in any updated specification.

Any error in parsing or interpreting a CDAP message that is detected by the CDARdmplementation itself
(as opposed to being detected by an object method invocation) will result in an error per the eryor policy
[ROL-CDAP-ERROR] and will not result in invocation of an object method. A'message that pasges CDAP
implementation validation will result in an object method invocation. Qbjéct methods may also detect
efrors; the error policy as well as object method definitions specify howythose errors are handled.

T4bles 2, 3 and 4 summarize the type and description of the different CDAP message fields in this
vérsion of the CDAP abstract syntax, and how they are used in specific messages.

Table 2 — Fields in messages — Summary

Hield name in specifi- Type Description
cation
[standard abbrevia-
tion)
Filter bytes Filter predicate function to be used to determine whether an pperation

is to.be applied to the designated object(s) or not. If the function returns
TRUE for the object, the operation in the message is performed]if FALSE,
itis not. The form and semantics of this field and how Result is dgtermined
are defined by the object policy, not defined by CDAP.

Flags integer Logical “or” of bit values representing Boolean variables that njodify the
meaning of a message when true.

InvokelD integer Unique identifier provided to identify a request, used to id¢ntify the
subsequent associated reply.

(@)

bjClass string Identifies the object class the ObjValue in the message.

o

bjID integer Object Instance uniquely identifies a single object in an application’s
RIB. Either the ObjName or this value, or both, may be prese¢nt, if the
Object Model allows. If only a name is supplied in an operatioy, a corre-
sponding ObjID may be returned in the reply, and that may He used in
future operations in lieu of ObjName for the duration of this|AC or for
the object’s lifetime if shorter.

bitbParemnt String Ysedtodentify the object iDof the parent of amobject; fmrcohjunction
with ObjNameParent, when a node is being created.

ObjName string Identifies a named object that the operation is to be applied to. Object
names identify a unique object within an AC.

ObjNameParent String Used to identify the name of the parent of an object, in conjunction with
ObjlDParent, when a node is being created.

ObjValue structure Value associated with the data field(s) of the object. May have a scalar,
array, or compound object type and value.

Opcode enum Message type of this message, shall select one of the limited sets of message
types described in this document, that selects the object method to call.
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Table 2 (continued)

Field name in specifi- Type Description

cation
(standard abbrevia-
tion)

ResultReason string Additional explanation of Result.

Result integer The result of an operation, indicating its success, partial success in the
case of some operations, or failure and possibly a reason for failure. All
replies return a result, but, if allowed by the concrete syntax, the field need
notbe explicitly present when the result is unconditional success (zerd).

Scope integer Specifies the depth that the operation is to extend beyond (or number ¢f

levels below, in a tree-structured object model) the designated abject {

and having the value 0, only the designated object is affelcted.

which an operation is to apply (subject to filtering). If missing;or present

(o)

In Table |3, the presence or absence of a field in a particular message type is defined by one of the

following treatments.

Table 3 — Legend for message field table

Symbol

Explanation

Mandatory field, shall always be present in a mie$sage of this type.

Field value that shall be provided explicitly epimplicitly in a message of this type. Nof
that the concrete syntax in use [POL-CDAR-CSVersion] may define a missing field {
satisfy this requirement by having a specific default value (e.g., zero), or the ObjClas
may be unambiguously implied by tli& ObjValue field encoding (e.g., a string), or th
ObjIDParent or ObjIDNameParentinay be inferred from the ObjName per the obje
policy; in these cases, the mandatory value requirement is met and the field may H
missing from the message encoding.

® + ® nn O @

Allowed, but not requiredyor validated by CDAP. Object models may further specif
the use and meaning.of the field.

Conditional, may be.present as specified for each message type.

Allowed, presence-is an object model option, but if present the field value is permittg
to be validated by CDAP against the expected value (e.g. matching a field in areply t
the originalrequest to validate that a reply is to the correct request) as a consistend
check forserror resilience and reservation for future semantic changes.

Field mandatory, value shall match that of InvokelD in associated request messag
(see/message descriptions for usage of InvokelD).

(blank)

Not permitted, presence is considered an error and invalidates the message; the err
will be processed per policy [POL-CDAP-Error].

Table 4 shmmarizes the situations under which each of the fields named in the leftmost column appe
in the m¢ssagestindicated in the rightmost columns. The “=” indicator in replies means that the val

supplied
usually i
CANCEL_READ.
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Table 4 — Message fields

Fieldname /Mes- o ¢ g g ® 2 ¢ 9 & 7 3 2 2 4
sage 52 g8 B B & & & &8 4§ 5 B & S 8
H = = = | = = 3| = = = |
= 3] = = ) = = | | )
| | o X o o
el o) E E
o ‘U
s}
Filter 0 \% 0 \% 0 \% 0 V 0 \% 0 \% 0 \%
Flags C C C C C C C C C C C C X C
IpvokelD 0 = 0 = 0 = = = 0 = 0 = =
QbjClass m \% Vv \% Vv Vv \% Vv \Y \% Vv AV ' Vv
QbjID R \% R \% R \% \% Vv R \% R \% R \%
(ObjName R \% R \% R \% \% Vv R \% R \% R \%
QbjIDParent m \
ObjNameParent m \%
QbjValue 0 0 0 C m 0 0 0 ¢ 0
Opcode M| M| M| M| M| M| M| MM | M| M|M|§|M
RlesultReason 0 0 0 0 0 0 0 0
Rlesult m m m 0 m m m m
Stope \Y 0 \% 0 Vv 0] Vv 0 \Y 0 \% Vv
5/8.2 Opcode

This field selects the method to be performed by the recipient of the message. It shall identify ¢gne of the
CPAP messages defined above, encoded as defined in the CDAP Profile’s specified concrete syntax.

Messages are one of two types: request or reply. Each request message, named “X” has a corregponding
rgply message named “X_R” thatis uséd'to reply to it and return a result. With the exception of messages
fgr which no reply is requested ($ee'InvokelD), and READ/READ R and CANCELREAD and CANCELREAD R in
a(l unusual situation (see cANGELREAD), request and reply messages occur in pairs. A request|message
eyentually results in a corresponding reply message.

5{8.3 InvokelD

Meessage exchangés-begin with sending a request that typically expects a subsequent reply mgssage to
be received, indicating the success or failure of the operation and sometimes including a result|value. To
b¢ able to associate a reply message with the original request, each request message carries altag value
cqlled thedinvokelD, and that same value is included in the corresponding reply message tq identify
it] If a réply message is desired, a non-zero InvokelD value shall be present in the request [message.
Otherwise, no reply will be generated in response to the request.

Thetnvokel D15 atso USed by the CANCELREAD MESSAge that 15 USed to Carncet an outstanding READ request.
In this case, the InvokelD provided in the cancerreEAD matches the value used in the associated reEaD
request. See the cancELREAD message description for further details of this usage.

The InvokelD has a non-zero integer value that shall be unique among all outstanding request operations.
Other than cancELREAD, a request with an InvokelD value that is already in use at the receiver will not
result in a method call, and will result in an action performed per the error policy [POL-CDAP-Error].
Duplicate InvokelD values are detected before examining any other fields of a request message except
Opcode, so other errors present in the message will in general not be detected and reported.

Applications may use fixed values for invokelDs, may cycle through a small number of invokelD values,
or may chose them from a larger space (the use of alarger space may provide better detection of protocol
errors.) The InvokelD value zero is reserved to indicate that no InvokelD is being specified; in encoding
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syntaxes that permit omitting fields from messages, a missing InvokelD field shall be interpreted as
having a value of zero. There is no other restriction on the InvokelD value, and no other meaning is
attached to the value by CDAP.

Upon generation of a request to which a reply is requested, the requesting CDAP implementation creates
a transaction state machine for the invokelD to allow recognition of the returning reply, and sets its
initial state to one that allows recognition of the appropriate response message. Whenever a reply
message is received, the invokelD in the message is checked against all active invokelD state machines.
If no match is found, the message is discarded, and a protocol error may be logged and reported. If a
match is found, except for the case of an incomplete read response (see the description of the READ
message], the state machine is destroyed, and the reply message is then further processed.

additiongl non-empty fields of a reply message against the request message that was sent.with that
InvokelD} per the “V” entry in the Message Fields table above. A mismatch represents an implementatign
error, su¢h as mis-use of an InvokelD, or a message corruption that may be logged and/orotherwise be
reported| Such a failure may generate an action per the error policy [POL-CDAP-Error

After InyokelD validation, receiving CDAP implementations may as a consistency check Valida(Ee

When a fero or missing InvokelD value is being sent in a request message, the/sending operation [is
completd as soon as the request message is sent, no state machine is created,@nd no Result or ObjValjie
will be rg¢turned to the requestor in a reply. This option is provided because if the application logiclis
not interested in the return value of a result, for whatever reason, it is more efficient to suppress the
reply than to request one and then ignore it when it arrives. This option‘is usually not meaningful for a
READ operation unless the only intended result of the resulting method call at the destination is a sid‘t—
effect. It |s also useful in the case when CDAP is used over an unfeliable medium, as the message or ifts
reply car] be lost anyway.

Although CDAP is normally used over reliable connectiens, it is possible to construct applications
using CDAP that do not require guaranteed message delivery. However, this significantly impacts the
handling|of InvokelDs, as the loss of a reply message-¢an result in a state machine waiting indefinitely
for a response with that InvokelD value and perihanently preventing reuse of that InvokelD valye.
Thereforg, applications structured to operate ovépan unreliable transport should generally not requelst
replies. Such usage of CDAP becomes a convention that shall be consistently followed by all objects and
shall be gpecified explicitly for them in the‘object model.

5.8.4 bjName, ObjID
Either aip ObjName or ObjID, of both, reference a unique object that is the target of a message, as
describedl earlier. Either or both' may be present, as specified in the policies [POL-CDAP-OB]J-ObjRdf]
and [POlf-CDAP-OBJ-OBJCREATE]. Specifying a null ObjName is the same as not supplying a name; thefe
is no defpult. ObjName, is ah opaque string to CDAP. It is up to the object model to specify the syntax,
semantids, and encoding-of the name, CDAP only uses it in identifying the object. ObjID is an alternatiye
way to identify an object; it can be more efficient than using a name, but they are otherwise equivalept
for CDAH's purpese’ A value of zero for ObjID is reserved to indicate that the value is unknown or npt
suppliedj no other values are reserved, and the ObjID value is not otherwise interpreted by CDAP.

If a CDAR message addresses an object by ObjName without using an ObjID, a reply message may inclugle
an ObjID that can be used in place of the ObjName in subsequent operations to address the object. The
application assigning an ObjID value is obligated to ensure that the ObjID value corresponds to the same
object for the duration of the AC or for the lifetime of the object, whichever is shorter.

5.8.5 ObjNameParent, ObjIDParent

These fields can be used in a cREATE message to identify the object that is to be considered the “parent”
of the object named by ObjName/ObjID. CDAP itself has no concept of “parent”, other than transporting
these fields, but the object model may. When used, these fields uniquely identify the targeted parent. In
some object models, the name of the object being created (e.g. a fully-qualified name in a hierarchical
naming structure) will provide sufficient information to infer the parent object, and these fields would
not be needed. In other object models (e.g. one in which names are not used at all, only ObjIDs), these
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fields can provide that structural information. The policy defining how these fields are used, if they are,
is [POL-CDAP-OBJ-OBJCREATE].

5.8.6 ObjClass

The ObjClass field specifies the object class of the ObjValue field encoded in the message. The object that
is the target of a request message, or the object generating a reply message, determines what class or
classes of ObjValue can be interpreted or generated by that object. If an ObjValue is present in a message
but no ObjClass is present, CDAP mechanisms will attempt to decode or encode the ObjValue according
tothe object class of the targeted obhject. If decoding fails, CDAP mechanisms will report an error, but
iflan ObjValue in a request message is decoded properly per the ObjClass but that objectceldss is not
agcepted by that object, the object itself reports the error. In either case, an action will-be/performed
peér the error policy [POL-CDAP-Error].

The ObjClass string shall match the name of a class that is defined in the object modéetlin the CDAP Profile
[ROL-CDAP-OBJ-CLASSES] policy. The class definition informs the conversion that is to be pgerformed
by CDAP between the value as encoded in the ObjValue field in CDAP messages/and the value gortion of
an object of that class. The values used as ObjClass name strings are not defined or interpreted|by CDAP,
tHey are simply compared for equality with object class names that ate.defined in the objeft model.
The CDAP implementation provides the capability to convert an object’s data fields into and [from the
concrete syntax used by the CDAP Profile and ObjValue fields given‘the class of the object.

For new objects being created using a CREATE message, either the ObjClass field shall be pxplicitly
present in the message and shall match a known object classsname, or the [POL-CDAP-OBJ-OBJCREATE]
policy shall specify how the type encoding implicitly .or<explicitly present in the message|concrete
syntax is used to infer a specific ObjClass value.

The [POL-CDAP-0OB]J-Types] policy in the CDAP Prafite defines the set of basic scalar types that can be
used to construct classes. These shall be sufficiently rich to represent the full range of values|of all the
figlds of the defined objects; CDAP implementations need not implement types that are not us¢d by any
of the objects that they can operate on.

5/8.7 ObjValue

The ObjValue field of a message encodes the value of the data portion of an object. For a star[r, stop,
WRITE, Or CREATE message, it\encodes a value to be made available to the object for writing. The
OpjValue for a successful READ message is provided in the reEaD R reply message, and an ObjVlalue may
optionally be returned by-sbme other reply messages. The ObjClass in the message in conjunction with
tHe concrete syntax encoding defined in the CDAP Profile [POL-CDAP-CSYNTAX] defines how fhe value
islencoded in the message. The CDAP implementation is responsible for being able to encode arld decode
eyery type/class data portion defined for this CDAP Profile in the [POL-CDAP-OBJ-Types] and [POL-
CDAP-CLASSES}policies.

When a message is created, the CDAP implementation APl may allow the application to requpst CDAP
td create-the ObjValue field with a subset of the object’s data fields included explicitly, and if the CDAP
Profile’s concrete syntax permits it, CDAP will generate messages with only those fields, onlitting all
other fields (fhnc nnfpnhql]v chnrfpnlno the mpccqop\ When an nhlpr‘f method is invoked by CDAP, it
is provided w1th the decoded value from the message and a descrlptlon of which fields were explicitly
provided values in the message and which were not.

CDAP mechanisms will attempt to encode the value of an object into an appropriate form for the
designated object class, per the concrete syntax, as an outgoing message is being constructed. If a value
cannot be encoded into the target field type of the concrete syntax, an error will be returned to the
application and no message will be sent. Similarly, if an incoming message contains a value that after
parsing cannot fit without loss of information into the target data field of the object, the message will
be treated as having a CDAP message encoding error and action performed per the error policy [POL-
CDAP-Error]. No method will be called.
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5.8.8 Result and ResultReason

The Result value is a signed integer, returned in response messages to indicate whether the requested
operation was successfully performed. The value 0 (zero), which is assumed if the field is omitted from
the message, is reserved and indicates unconditional success. The value -1 is reserved and indicates
that the operation did not complete successfully, but does not guarantee whether or not some side-
effect occurred. Other specific values that provide additional information may be defined in the CDAP
Profile. All values less than zero indicate failure, and may encode a reason or reasons for the failure. All
values greater than zero indicate non-failure, but may also convey other explanatory information about
the results of the operation. The error policy shall define any values that are intended to have the same
meaning|by all implementations of the object model. Implementations shall only use values defined [in
the policy in determining an action to take after success or failure; all other success or failure-yalugs
should b¢ treated as if they were 0 or -1 respectively.

The ResyltReason value optionally provides additional information about the result. Itsjeontents afe
an applidation choice, and it is never mandatory. It may be returned in any reply, asydesired by the
applicatipns. It has no CDAP-mandated format, but can, for example, by applicationconvention, be| a
Unicode ptring that provides a human-readable explanation for a failure, or provide information fpr
logging and tracking purposes. The form and usage of this field, if used, shall be'described in the objelct
method definitions in the object model (or in other CDAP Profile policies).

In low-trjust ACs it is recommended that a minimum of information bé«provided to the other party.
Thereforg, a descriptive Result value or ResultReason should generally“not be supplied if the reas¢n
for a failgre can convey useful information to an untrusted party, stich as invalid account name, invalfid
passwordl, inadequate access privilege, existence of an object that'the caller does not have the request¢d
access tof etc. See also the description of the ACSV “Verbose” Boolean.

5.8.9 Ycope and filter

CDAP is pften used in an environment where the RIB data possesses a hierarchy or does grouping fof
objects (for example, “all flows, organized by destination”). It can sometimes provide a large saving jof
communjcation time and cost to operate on a sét-of objects using a single message, though such usage
can also greatly increase the impact of any ert6rs made. CDAP provides a basic way to encode a requelst
to serialj{ perform a specific method callon'multiple objects with one message, though it is a choice pf

the CDAR Profile how and whether to permit these operations. Two fields are provided to implement
this capapility: Scope and Filter.

A message that includes the Scope and Filter fields names a single object per the object reference poli¢y
using its|ObjName and/or QbjID; we refer to that object as the root of the operation. The remaining
fields, pdrticularly the Opecode, ObjClass, and ObjValue fields, specify the method to perform on ea¢h
object; the ObjClass and-ObjValue are provided to each method invocation. The Scope is a non-negatiye
number jndicating heW#wmany levels into the structure owned by the root, whatever that means in the
object mgdel, to propagate the operation. The value zero is reserved to indicate that only the target is fo
be affectpd, any other value indicates the additional depth into the structure. The simplest example i a
(sub)treq, rooted at the target. The Scope value in this case is the depth of the nodes below the target fo
operate ypen:

The Filter is a predicate that optionally restricts the operation to objects satisfying some condition. The
Filter is a side-effect-free Boolean predicate, with syntax and semantics defined in the CDAP Profile. The
Filter procedure is invoked for each object within the scope, providing the predicate with the object as
an argument. If the predicate returns True, the method call is made to the object. If not, no call is made.

CDAP defines no other semantics for Scope/Filter. Any CDAP Profile that defines Scope/Filter operations
shall define the meaning of Scope, the syntax and semantics of the Filter predicate, and define the
semantics of each method call that is allowed and how return values, if any, are defined. This policy is
[POL-CDAP-SCOPEFILTER].
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5.8.10 Flags

The Flags field carries a set of Boolean flags that can modify the meaning of a message, encoded into an
integer.

The F_SYNC flag may be set TRUE on request operations to indicate that if multiple values are being
read or written or if multiple side-effects occur as an effect of the message, that they are requested to
be performed in a synchronous, atomic manner, i.e. not interleaved with other operations that can be
outstanding at the same time. Providing synchronous operations can be an expensive or impractical
operation in some cases, so the default semantics of the order of execution of operations that affect

y at access or side-effects
o¢cur in an unspecified order. The F_SYNC option is useful for virtual objects whose miethpds shall
a¢cess multiple underlying objects or for Scope/Filter operations. This is not always\a meaningful
rgquest, and not all implementations can be capable of providing the requested coherency. The CDAP
Profile shall define the behavior of methods on objects when this flag is TRUE ig-policy [PQL-CDAP_
ORDERING]. The Profile shall also define how the Result and Flags values in replyymessages dre set by
objects if the F_SYNC request is known to have failed. The default is to ignore FXSYNC, unless otherwise
specified.

The F_INCOMPLETE flag may be used in a READ request to indicate that the response to thg READ is
pérmitted to be incomplete and shall be used in a READ_R when tHe"READ is incomplete and that the
InvokelD should not yet be retired. F INCOMPLETE is further discussed with the READ_R mdssage, as
d¢scribed below.

Uhassigned bits in the Flags field that are not defined in<€his document shall be ZERO in mefsages. A

issing flags field in a message, if allowed by the concrete syntax, shall be interpreted as all-zgros. The
unasserted value of any new flag defined in the futuré.will be zero. This convention reserves|the flags
far use in future releases. A non-zero value of an.ut¥defined flag bit in a Flags field is a CDAP|message
encoding error and will be treated per the error policy.

5|9 Object identification in messages

Ah existing object shall be unambiguously identified in a message in order for the recipignt of the
r:}essage to identify its methods and:data portion and to operate on it. Policy [POL-CDAP-OBJ-ObjRef]
identifies how objects are to be“unambiguously referenced using a combination or alterhative of
OpjName and ObjID. In the fellowing list, references in messages to existing objects are desfribed as
bg¢ing "legal object referendes/"to distinguish them from "illegal object references”.

Almessage with a legallobject reference:

— unambiguously references a single object by its ObjName and/or ObjID per the object Jeference
policy.

An illegal ebjéct reference includes one of the following:

— do€s-not satisfy the policies (e.g. has neither ObjName or ObjID, or otherwise is missing afrequired
identifying field);

— has both an ObjName and an ObjID, and they reference two different objects;
— the object does not exist.

The rules are slightly different when creating a new object, as described for the CREATE operation
described below.

Messages containing an illegal object reference are rejected by CDAP prior to any method invocation.
They may be logged or some other action performed per the error policy [POL-CDAP-Error]. Additional
information about the cause of the failure may be encoded into the Result value and/or ResultReason
fields.
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5.10 CDAP message/method Ttpes

5.10.1 Object creation: CREATE(_R), DELETE(_R)

creATE and DELETE messages are used to create new objects and to delete existing objects from the
RIB of the receiving application. If the object referenced by the crREATE message does not exist and the
message is otherwise valid, an attempt will be made to create an object with the designated ObjName
and/or ObjID, per the [POL-CDAP-OBJ-OBJCREATE] object creation policy. Otherwise, the operation will
fail and be treated per the error policy.

The obje¢t class of the created object is determined by the contents of the message, and/or the object’s
designated parent, as determined by the object creation policy. If an ObjValue is provided in a CREATE
message [and the value and its ObjClass (whether explicitly provided or implied by the type informati¢n
inherentfin its encoding in the concrete syntax of the message) are acceptable to the recipient CREATE
object method and/or its parent, the new object will be assigned an initial value base@®on it. If o
ObjValuelis provided, the object may be assigned a class-dependent initial value if so-specified in the
object crgation policy or in the object class definition for the object’s class.

If a creaTE addresses an existing object, the object creation policy determines whether the operationlis
considered an error and handled per the error policy, or whether the creaTk is allowed to simply wrike
a new value to the object. A CREATE operation on an existing object cannogt'change its ObjClass, but may
in the latter case change its value.

ObjIDs may in some object models be solely assigned by the application at the destination of a crReafE
operation, and in those models shall not be specified in a crREATE message. If an ObjID is specified n
the creaTE message but cannot be used for the new object for any reason, the operation will fail. If o
ObjID wgs provided, one may be assigned in accordance wjith'the [POL-CDAP-OBJ-OBJCREATE] poli¢y
and may e returned in the crReATE R reply along with a suceess result.

Objects hay be created and destroyed by an application at will in the application’s own RIB, but if an
object whose ObjID has been shared during an AC with the apposite application is destroyed. other than
by a DELETE operation by the apposite, that ObjiD’value shall not be reused for a different object during
that AC.

CDAP does not specify how a new object s to be fitted into any hierarchy that might be present fn
the destination application’s RIB; this is a policy decision. The object model policy [POL-CDAP-ORJ-
OBJCREATE] describes how the parent of newly-created objects is determined, e.g. by examining the
ObjNamg to identify a containing)ynode/parent, or by using the ObjNameParent and/or ObjIDParent
fields.

Objects dan be deleted by sending a DELETE message referencing the object. If the object is not found,
or cannat be deleted for)any other reason, a DELETE_R reply with a failure result will be returng¢d
(if requepted). If the 6bject has been deleted, a DELETE_R reply with a success return value will be
returned (if a reply‘is requested).

5.10.2 Qbjéct Read: READ(_R), CANCELREAD(_R)

5.10.2.1 General

An application can fetch the current value of an object using a rReaD operation. If the specified object
exists, and the InvokelD value in the message is non-zero, and the value can be obtained, the value is
returned along with a success result in a Reap_R message. If the object or value cannot be located or
read but a reply is requested, then a READ R message containing a failure result is returned.

It is not mandatory to request a reply. Sending a READ message with no or a zero-valued InvokelD will
not generate a READ_R reply, but may produce a useful side-effect depending on the object.

CDAP does not define the semantics of including an ObjValue in a rReaD operation, but it is allowed. The
default is to ignore it, but an object can treat it as an error or implement an operation using it, e.g.
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summing the ObjValue into the object’s current value before returning the updated value, or exchanging
the previous value with the value in the ObjValue field. Any behavior other than ignoring the ObjValue
shall be documented in the object model policy for an object or class.

The 7 1ncompLETE flag may be set in the Flags field in a READ request as an indicator to the receiving
object that an incomplete rEaD R is requested. This is a suggestion and may be ignored by the object
unless other behavior is explicitly specified in the object model.

5.10.2.2 Incomplete READ_R

ﬂthe value of the object is too large to return in a READ R reply message, or if the semantics of tfhe object
indicate that it will be updated in the future, a Reap R can indicate that it is a partial responsdg and that
tHe rEAD has not yet completed by setting the r 1ncovprETE flag in the Flags field of the-rReap r reply
mlessage. Thus, multiple Re2p r replies with the same InvokelD can be received in résponse {o a ReaD.
This could be used to, for example, implement a Publish/Subscribe operation on dmobject, refponding
wlith changes such as object value or status (e.g. entries in a log file or a temperature readng). The
InvokelD state machine created for the rReap operation by the requester,.will remain actie until a
READ_R with matching InvokelD and the r 1ncomprATE flag unset is received, or a CANCELREAD R is
rqceived with the matching InvokelD as described below. Any number of‘incomplete reap_® rdplies can
b¢ sent prior to completion of a READ.

In| the object policy [POL-CDAP-READINCOMPLETE], the object définitions or the general obj¢ct model
shall identify objects that may return an incomplete reaD anddescribe the semantics of the opleration.

5{10.2.3 Canceling a READ with CANCELREAD

The sender of a rREAD can cancel the outstanding reaD before receiving a corresponding RHAD_R by
sgnding a canceLREAD with the same invokelD wvalue originally sent in the reap request. A|READ_R
essage or messages responding to the READ:may already be in transit and will still be delivered,
bifit no new rReaD R messages will be generated after the canceLreAD is received. When the caNCELREAD

essage is received, if the InvokelD corresponds to an active READ state machine, the outstangling REaAD
operation at the destination is cancelled,the InvokelD is retired, and a cANCELREAD R is returmed using
tHe retired InvokelD, indicating that the corresponding READ operation has been cancelled.

The fact that the reap may have-alfeady completed and the InvokelD state machine at the defstination
d¢stroyed when the cancerrEaD arrives leads to a race condition that shall be handled at the rgquesting
sifde: when the sender of the READ and subsequent cancELREAD is awaiting the CANCELREAD R fesponse,
it|shall also recognize thata completed rReap_R with the matching invokelD may be in-flight before the
CANCELREAD is received.ahd acted upon. If the sender of the cancELREAD receives a completed REaD R, it
wjill not receive a GANCELREAD R message because the cancELrREAD would have arrived after thefinvokelD
wps retired and/would be discarded because the InvokelD wasn’t active. In this case, the rRe4dp sender
c3dn immediateély-destroy the InvokelD state machine upon receipt of the completed

5{10.3_©Object Write: WRITE(_R)

Anhapplication can modify or set the value of an object by using wr1TE. An ObjValue argument is hormally
inctudedtoprovidethe mew vatue;, though-it ray bemeamningful-for ssomeobject classesto have an
“unset” value, which can be provided by omitting the ObjValue completely. An ObjClass field provided
in the message (or provided implicitly by the encoding of the ObjValue in the concrete syntax) describes
the class of the ObjValue, and together these are presented to the WRITE method of the object. If the
object does not exist, or if it does not implement the wrITE operation on the object using the provided
ObjClass, or if it cannot be written for any other reason, a wrT1TE_R reply message will be returned (if
requested) with a failure result. If the object exists and the object considers the wrITE to be successful,
awrITE Rreply message will be returned (if requested) with a success result.

Objects may be active objects, as well as simply containers for passive data. Therefore, CDAP wrITE
messages may have side effects, such as affecting a device or causing an operation to be performed.
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WRITE R messages may optionally return a non-empty ObjValue; the meaning of such a value is not
defined by CDAP, it is determined by the object and shall be described in the object model for either
the specific object or for its class. Depending on object definition, it might be the value of the object
before the wrITE is performed (an exchange-value operation), the value after, or something else, such as
a function of the previous value and the value provided by the wr1TE (e.g. a running sum).

5.10.4 Object Stop/Start: START(_R), STOP(_R)

CDAP does not define semantics for the started/stopped status of an object, other than to recognize
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If it is mg
this can (
isuptot

Although
sent afte
case an {
success d
of the oh
requeste

»

th sTarT begins the process of making it operational, whatever that means. Stopping an gbje|
b begins the process of taking it out of the operational state.

aningful to the object, an ObjValue can be provided in a sTART or sTor message. Féryexamp

e object and shall be described in the object model.

- the object has either failed to begin the operation or failed to reach the.desired state, in whi
r degree of success. The exact meaning of sTART, sTop, and any returned result is a proper

d.

6 Policies

6.1 Ge

neral

All policjes shall be fully defined in a CDAP Profile{<which provides a policy definition sufficient f

impleme
be used i

6.2 PO

6.2.1 (

This poli
of octets

htation for every policy that differs from-the default. The Default policies provided here shou

f there is no compelling reason to usg a'different policy.
L-CDAP-CSYNTAX — Concrete' syntax
teneral

(“bytes”) in a givemAC. The syntax to be used is specified by an integer value established

CACEP and made available’to CDAP in the ACSV. The value that defines which syntax CDAP shall use,

provided
enclosed

in single quetes for reference when useful.

lesignate the power level that a running system is to be taken down to on a stop, Iuterpretatign

it is left to the object to decide when to send a sTaRT R or sTop R, generally the reply will be
brror result will be returned, or has reached the requested state, fvith the result indicating

ject and shall be described in the object model. If no result jS\needed, a reply need not be

cy identifies how CDAR messages are to be encoded for transmission over a flow as a strealtn
y

in the ACSVshall be selected from Table 5. Values are in hexadecimal, with Ascii equivalenjts

th

Ly
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Ild

S

22

© ISO/IEC 2023 - All rights reserv

ed


https://standardsiso.com/api/?name=89c07637a7c1f1038d7dab5e0f0d1c9f

ISO/IEC 4396-3:2023(E)

Table 5 — Values of CDAP concrete syntaxes

Syntax version integer value [Name Description

8 GPB Google Protocol Buffers™ [ref],
see Annex A for definition

7B (‘{9 JSON JSON [ref],
see Annex B for definition

61-7A (‘a’-'z"), HTTP Reserved, shall not be used at this time

41-5A (‘A7) pending definition

80-FF Experimental Available for experimentdl use be-
fore adoption as a conventipn in this
specification

80-FE ASN.1-x ASN.1 encoding(s) where x will corre-
spond to PER,.BER, etc.

Alll other values Reserved Reservéd,for future, shall ngt be used

6{2.2 Default

The default policy is GPB, as defined in Annex A, selected by providing a Concrete Syntax Versfion value

p¢r the table above in the ACSV.

6|3 POL-CDAP-AUTH — Authentication

6{3.1 General

A

hithentication policy is used if CACEP establishes an identity or other credentials which are t

b be used

by CDAP in validating permission to access objects.

6J3.2 Default

A|Boolean variable, Authenticated;.is identified in the ACSV.

Ifla non-null authentication<pelicy is defined for this AC and has been successfully performed, the
Alithenticated Boolean value‘in the ACSV is TRUE (non-zero) and the credentials in the ACSV are valid,
ofherwise is FALSE (zerq).

The default is no authentication, and an ACSV Authenticated Boolean value of FALSE. Authdntication
ciledentials in tlieyACSV are not valid, and this AC shall not be allowed to access or modify| any RIB
objects with_fion-public values or meaning, or access the RIB in any way that could disrupt normal
operation of.the applications.

6{4 APOL-CDAP-ORDERING — Order of execution of method calls

6.4.1 General

The InvokelD mechanism enables replies to request messages to be returned in a different order than
the requests arrived. This is an optional behaviour. Unless otherwise specified in this policy, all request
messages will result in the execution of their corresponding object methods in the order in which they
are received, and replies will be returned in the same order as their corresponding requests.

This policy also specifies the treatment of the F_SYNC flag in the Flags field of messages. It may be set in
any message, but has no effect unless a specific behaviour is specified in this policy or in the description
of an object that obeys it.

©
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6.4.2 Default

Incomplete READ_R messages, CANCELREAD_R messages, and the final completed READ_R after one
or more Incomplete READ_R messages have been sent have no specified order of return with respect
to their corresponding READ requests or other replies. All other method invocations occur, and replies
are returned, in the order that requests are received.

6.5 POL-CDAP-OBJECTMODEL — Overall object model definition

6.5.1 remrerat

The overpll object model is defined by [POL-CDAP-OBJECTMODEL]. The overall policy comprises@everfal
named spib-policies. Together, these policies describe the object naming convention, how objects afe
identified in messages, how objects are related, the defined atomic types and classes, how .objects afe
created and initialized and for what purpose, and the initial set of objects defined fot)this model.|A
CDAP Pr¢file may modify or replace these individual policies or accept the defaults.

6.5.2 ROL-CDAP-OBJ-VERSION — Object model version

6.5.2.1 | General

This valye is used to select from among the available Object Models Known to both members of the AC.
The valuf has meaning only among compatible AEs within compatible applications, there is no CDAP-
required|or CDAP-defined meaning assigned to any specific value‘or encoding of this number.

6.5.2.2 | Default

At AC inifiation time, CACEP will negotiate between the two AEs and choose a proposed Object Model
Version vyalue (“Version”, below) to be used for the A€ The Version value increases in numerical valjie
any time a material change in behavior is made, to any object or policy of the object model, so the
maximuin values generally provide critical information about the degree of compatibility of the AHs.
If an AE chooses to communicate with another AE that proposes to use a different version level thdn
its own maximum, it shall accept or modify its behavior as necessary to preserve compatibility anpd
security.

AEs may| accept multiple Versions, or a range of Versions, for example in order to provide a smooth
upgrade [path. AEs should maintain a list of Version values for prior known-insecure or knowh-
problemgtic versions and reject'the AC if such a version is proposed, unless the AE is able to thwart pr
compenspte for the problem.

Version yalues are thexresult of combining a set of three integers that define a Version, represented fn
textual f¢rm as:

majqr.minonrfix

where

— "major" differentiates among incompatible versions,

— "minor" represents the version level of important changes, such as fixing serious defects or security-
endangering problems, that should be considered when accepting the AC, but the AEs should
otherwise be able to communicate,

— "fix" represents any bug or cosmetic change version that should not change compatibility, but may
correct a less-serious defect or change AC-invisible behavior (e.g. logging of errors).

AEs shall agree a priori on the criteria for “serious” vs. “less-serious” changes for purposes of
categorizing version changes and agree upon encoding of these fields into a Version integer and on the
maximum values allowed for each field.
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The default encoding is that the Version is treated as a 32-bit unsigned integer, with each of the fields
encoded into 8 bit unsigned bytes, with the high order byte (“extension”) reserved for use as described

non

below and "major”, "minor", and "fix" residing in the next-higher to low-order bytes, respectively.

If the extension byte value is non-zero, the entire Version value is defined in an AE-specific way, and
will be interpreted as agreed upon a priori by the AEs.

non

The initial value for the "major”, "minor", and "fix" fields is zero. The most significant field in which
a change of the corresponding type has been made is incremented upon release of a change of that
magnitude of the object model. All lower-order fields are returned to zero when any higher-order field
is[incremented.

AEs shall reject ACs with any "major” value not implemented by the AE. AEs may choQse 't reject a
proposed AC with a lower "minor"” value than their own maximum, but if an AE accepts an AC with a
lojwer "minor" value than its own maximum value it shall accept behaviors consistent-with thpt earlier
version.

6{5.3 POL-CDAP-OB]J-VISIBILITY — RIB objects visible to this AC

6J5.3.1 General

This policy describes how the set of ObjNames/ObjIDs within the overall Object Model to |[be made
visible to this AC is selected. This may be the entire RIB, a virtualized RIB subset (e.g. selected by AC
AE), or any other view over the RIB.

5.3.2 Default

6

All objects in the RIB are potentially visible, but-attempts to access a specific object will geerate an
dbject not found” error if the requestor does not have permission to invoke any method of tﬂ:e object.

Hpwever, some other error may still be generated during the method invocation, e.g. if the object does

net implement a specific requested method or if the requestor does not have sufficient privilege for the

rgquested operation.

655.4 POL-CDAP-0OBJ-NAMING - Object naming convention

6:5.4.1 General
The naming policy has(several parts:

a) the syntax of the string used in the ObjName field of a message to identify an object, if npmes are
being used;

b)] the systax of the names of objects, if different;

c)] hoWw-to use the contents of the ObjName field to identify the object.

All of these shall be specified

6.5.4.2 Default

All objects have a non-null name, as described in the syntax below. ObjName fields in messages are
defined in a way that presents a tree-structured name space that defines the path through the tree
to the desired object. The underlying RIB may or may not be tree structured, but the ObjName string
presents that appearance by its syntax. The “/” (hex 2F) character is used to separate parent node
names from children node names.

It is up to individual object definitions whether parent nodes are objects that provide methods or serve
only as naming artifacts used to create the tree structure. The sequence of parent nodes leading to the
final (rightmost) child name in the ObjName, in addition to that rightmost child name, uniquely identify
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the addressed object in the RIB. The rightmost name is considered to be the node name of the object; a
string that identifies that object relative to its parent(s) within the tree is a pathname to the object.

The syntax of the ObjName field of a message:

node_name ::= [UTF-8 characters excluding “/” and NUL]+

object_name ::= node_name

relat

absojute_pathname ::= “/” relative_pathname

pathna
as a leaf,
root, or n

Unless specified otherwise in a policy, the ObjName string in a message may either be an absoh;F

A separalte policy may define how relative pathnames are to be interpreted; for’example, a “defat

parent” ¢
any relat
message
absolute

The NUL
identifica
identifica
the ObjN
ignore sy

6.5.5 PROL-CDAP-0B]J-ObjRef — Use of ObjName/ObjID to edentify objects

6.5.5.1

This poli
object to

error when they do not refer to the sante object and will be treated as such using the error policy.

The poli
message

6.5.5.2

The defaplt behaviour is that either the ObjName or the ObjID, or both, shall be present in a reque

message

6.5.6 I[OL-CDAP-OB]-OB]CREATE — Object creation

6.5.6.1

ive_pathname ::= [node_name “/” ]* object_name

, which describes the path from the root of the name tree that culminates in the named obj
or a relative pathname, which can begin at an intermediate parent node of the tteé below t
hay name the object itself.

bject could be defined to provide a string that holds a name-prefix thatds to be prepended

ive pathname to convert it to an absolute pathname. This can be used;for example, to shortg
5 by shortening ObjName fields. Absent such a policy, relative pathnames are interpreted

pathnames.

character (hex 00), if present in an ObjName field, terminates the field for purposes of obje]
tion; it and any characters following the NUL will be 4gnored during the process of obje]
tion, but the entire field is available to invoked methods. If an object examines characters

ch characters.

General

which the message refers. In any policy that allows both to appear in the same message it is :

Cy for the similar ObjNameParent and ObjIDParent fields which appear only in CREAT
b is defined in the object'creation policy [POL-CDAP-OBJ-OBJCREATE].

Default

to identify’the addressed object.

hme field beyond the first NUL, its behavior shall be documented. The default is to tolerate and

Cy describes how ObjName and/or,0bjID are used in request messages to uniquely identify the

e

fo
e

ct
ct
in

L 1)

E

General

This policy defines whether new RIB objects can be created via CREATE messages, how either the object
name or object ID, or both, are determined using any or all of the ObjName, ObjID, ObjNameParent,
and ObjIDParent fields of the message, and how the ObjValue in the message is used. Additionally, any
general creaTE policies or requirements that apply to all objects shall be specified. Optionally, object

class spe

26

cific or object specific crReaTE rules which vary from the default may be specified here.
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6.5.6.2 Default

Objects can be created using the crREATE message, subject to restrictions that may be imposed by
authentication and other properties of the AC described by other policies, and restrictions imposed by
the semantics of the specific object to be created.

An object class shall be provided by the crReaTE message, whether an ObjValue is present or not. The
ObjectClass may be provided explicitly by the ObjectClass field or implicitly by the encoding of an
ObjValue in the concrete syntax. Unless documented otherwise for that object in the object definitions
or in the object model for that class, this will become the object class of the newly-created object.

An initial value may be provided in the creaTE message. The ObjValue in the CREATE message will be
provided to the CREATE method of the object, which will validate it and either use it orreturn an error
pér the error policy. If no ObjValue is provided, the class may either reject the CREATE réquegt if there
is|no sensible default, or provide one; if there is a default, it shall be documented._in’ the object class
déscription.

Opjects that already exist may be the target of a cREATE message. In this/case, the CREATE[may use
tHe value in the crReAaTE message to modify the value of the object like alWRITE, though the|message
wiill be processed by the creaTE method of the object so the semanties\may differ (e.g. therg may be
rgstrictions on the ObjValue that are based on the current value).df this behaviour is diffefent from
WRITE semantics, the object class definition or object definition ¢cREATE method shall docujment the
differences.

Afcreated object shall have a non-empty name, which shallvbe specified in the ObjName figld of the
CREATE message in one of two ways. The ObjName field\may contain an absolute pathname,|in which
cdse neither ObjNameParent or ObjIDParent may be ‘present, and the name of the parent is|deduced
from the pathname. Or the ObjName field may hayethe name of the object, with its immediafe parent
be¢ing identified using either the ObjNameParent*or ObjIDParent field; either an ObjNameParent or an
OpjIDParent, but not both, shall be present in this case. If the parent is explicitly specified, the absolute
pathname of the newly created node will be_ the concatenation of the absolute pathname of the|parent, a
“/I', and the contents of the ObjName field«

In| general, object ID values are assigfied by the owner of the RIB that the object is being credted in so
that it can manage its own numericgl object ID space. Therefore, the crReATE message shall nqt specify
am ObjID unless the object ID yalue provided with the object name has been agreed upon a plriori, e.g.
by being an initial object pe¥policy [CDAP-POL-OBJ-INITIAL] or corresponds to an acceptaple value
o range as documented in the object model per policy [CDAP-POL-OBJ-CLASSES] and [CDAP-POL-OBJ-
ODpjID]. If an ObjID is present and is not assigned in accordance with such policy, it is an errof and the
essage is considerediiricorrectly formed and will be handled per the error policy.

The location of anyobject in the RIB, i.e. either its absolute pathname or immediate parentage] or both,
cgdn have semantic implications. Therefore, when objects are created, a parent object proposed by the
CHEATE messdge may need to intervene in the creation process. Although this mechanism |s hidden
and cannotbe explicitly invoked via CDAP messages, any object that needs to provide selectivity over
tHe creation of its own children objects shall implement a creaTe cu1LD method. This methpd, when
present in the parent identified by a crReaTE message, will be invoked by CDAP logic to potentially create
t T L}lild tdl Sctcd lU_y t}lc CREATL lllebdsC. T}lC pcu Cllt,b L_,I‘ULALJL_L,HLLJL) lllCt}lUd ib lJaDDCd t}lC CREATE
message and can exercise its discretion on how and whether to actually create the object. If the parent
does choose to perform the object creation, it will in general request that CDAP logic create the object
in the RIB and will then perform any operations required to complete its initialization, which may
include invoking the creaTe method of the newly-created object with the original CREATE message.
The presence and definition of the creaTE_ca11.D method shall be included in the definition of any object
class that provides such a method.

An object need not have a creaTe cuTILD method to be the parent of other objects. In the absence of a
CREATE CHILD method in the parent, or if the parent name does not correspond to an actual object but is
simply a place-holder in the name space, the CDAP logic will create the object in the designated location
in the RIB and invoke its crReaTE method with the contents of the crREATE message.
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6.5.7 POL-CDAP-OBJ-Types — Scalar types

6.5.7.1

General

Class names are always string-valued, their names are assigned in the object model. Built-in scalar
types may similarly have defined names that are strings that can be used as the ObjClass value when
creating scalar objects. The class of the value in a message may in some cases be inferred from the
ObjValue field of a message as described below, in which case an otherwise missing ObjClass value may
be considered to be supplied.

Impleme
object or
be define

Some COchrete syntaxes do not support a rich set of types (e.g. JSON and GPB do not explicitly enco

integer
into a mq
commun

6.5.7.2

The fund
as the OK
structursg

recision), so implementations are responsible for ensuring that object valuescan be coercg
cated accurately between the sender and recipient.

Default

amental scalar type names shown in Table 6 are reserved fotzuse by objects and object class
jClass of a scalar value in a message and may be used in-Specifications of aggregate (array
bd) object classes. When creating scalar objects, the nameés of these built-in types may be us¢

as the ObjjClass, or in some cases as noted elsewhere, the ObjClass may be implicit in the encoding. Whe

creating
self-evid
impleme

an object, if a value encoded in the cREATE message, using the current syntax does not have
ent precision or signedness, and there is no pre=arranged policy for selecting such propertie
htations shall provide an explicit ObjClass in the message.

Table 6 — Pre-defined default scalar ObjClass names

ssage syntax unambiguously and parsed from a message unambiguously so that the valueli

htations are not required to support all the defined types if they are not used by any defing¢d
class, for example, even though values such as double-precision float and 64-bit integer's|may
d, they may never occur in messages if all the implemented objects have no value fields thiat
use them.

e
e d

ES
DI
ed
11

a
S,

Name Description

U1l Unsigned 8-bit (1 byte)\integer value

U2 Unsigned 16-bit (2 byte) integer value

U4 Unsigned 32-bit\(4 byte) integer value

U8 Unsigned 64:bit (8 byte) integer value

U16 Unsigned128-bit (16 byte) integer value

I1 Signed-8-bit (1 byte) integer value

12 Signed 16-bit (2 byte) integer value

14 Signed 32-bit (4 byte) integer value

I8 Signed 64-bit (8 byte) integer value

116 Signed 128-bit (16 byte) integer value

F4 32-bit & byte)y floating point vatue, TEEE=754formmat

F8 64-bit (8 byte) floating point value, IEEE-754 format

F16 128-bit (16 byte) floating point value, IEEE-754 format

B Boolean value (“TRUE”, “FALSE”, or numerically coded as FALSE = 0, TRUE = any nonzero value)
S Variable-length string, UTF-8 encoded

D Variable-length arbitrary binary data
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6.5.8 POL-CDAP-OBJ-CLASSES — Defined classes

6.5.8.1 General

Every object class to be used in a message sent in the AC shall be fully defined, including exposed
fields, defined methods and their arguments, side effects of method calls, method invocation order
restrictions (“protocol”), and (if specified in [POL-CDAP-AUTH]) any authentication/access restrictions
on each method and field. Class names are string-valued, assigned and documented in the object model.

6 |l 0 B8 ] Deaf 14
Ji Uk lliauitl

Obpjects may have any scalar type as their object class, using the reserved type names(No additional
clpsses beyond the scalar types are defined by default.

6J5.9 POL-CDAP-OBJ-METHODS — Object methods

6J5.9.1 General

This policy defines how specific method implementations are assigned to‘objects, and any othefr method
b¢haviours that are specific to the object model.

6J/5.9.2 Default

By default, each Object Class implements a method call for<each of the CDAP message types defined in
5[10 that is meaningful for objects of that class. Any message that attempts to invoke an unimplemented
mlethod is in error and will be reported per the errorpolicy.

All objects with the same Object Class share the’same methods. There is no default mechgnism for
sglectively associating a different method with any specific object. Methods whose behaviopur varies
d¢pending on specific-object properties, forexample, the location of an object in the RIB, shall internally
mpodify their behavior to accommodate sueh variation.

6J5.10 POL-CDAP-OB]J-0bjID — ©ObjID values

6J5.10.1 General

ODpjID values may be pre-assigned, reserved, have a pre-defined order of use or generation, befassigned
wlithin a specified range of values, values or ranges of values that the other party is allowed fo assign,
o there may be ather rules governing the ObjID values to be used in an AC. Any such rulg shall be
dpcumented in this policy. See also the [POL-CDAP-OBJ-OBJCREATE] policy for restrictions |on ObjID
vdlues in CREATE messages. As documented elsewhere, an ObjID value may not be reused Within an
AC for a different object unless both parties are aware that the earlier object with that value jhas been
deleted.

6J5:10.2 Default

ObjID values shall fit within a non-zero 32-bit unsigned integer. ObjID values are either assigned a priori
and known by both ASs to refer to the same object, or otherwise shall be assigned by the AS that creates
the object in its own RIB in response to receiving a CREATE message. There are no reserved or pre-
assigned object ID values by default, other than those that may be assigned to initial objects per policy
[POL-CDAP-OBJ-INITIAL]. All AEs shall use such initially assigned ObjID values for those objects.

Object Class definitions defined by policy [POL-CDAP-OBJ-CLASSES] may also pre-define ranges or
conditions on ObjID values for use by objects of that class, which may include allowing ObjID values
meeting those restrictions to be provided in CREATE messages. Those policies shall be defined
consistently so that object id values are assigned in a non-conflicting and unambiguous way.
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6.5.11 POL-CDAP-OB]J-INITIAL — Pre-defined objects

6.5.11.1

General

This policy provides the set of objects that can be assumed to be present at the beginning of an AC prior
to any operations. This includes the defined name and/or object id, object class, parentage if not defined
by the name or object id, any methods that differ from the class default, and initial value if different

from the

6.5.11.2

default for the object’s class.

Daf 14
iiauil

None at t
6.6 PO

6.6.1 (

This poli
the exec
and unst
complets

Error Re
indicate

the Polic
may be u
may be u
specific ¥
a low-tru
choose tq

his time.
L-CDAP-ERROR — Error handling and return values

feneral

y describes how error conditions described in this specification, as wéll'as errors arising
tion of object methods, are handled. It catalogs the Return values used to describe successf]
[ccessful object operations. It defines the conventions for use and/may provide a partial

dictionary of ResultReason strings corresponding to specific errors.

furn values returned in the Result field of a reply shall usé'yalues compatible with Table 7
success or failure. Any specific values returned from _an implementation may be defined
. Specific failures can communicate additional information about the cause of the error th
sed to select a corresponding action upon receipt.Implementations receiving an unrecognizs

st application (not defined in this specification), or for any other reason, applications m
return only -1 and 0 values in lieu of specific ones.

Table 7. CDAP return values

sed in diagnosing the cause of the problem. Receipt of specific values as defined in the Poli¢

alue should treat it as equivalent to -1 if negative, or 0 if positive. If an AC is established wif

in
ul
)e

Fo
N
At

b

=4

y

Value

Meaning

>0

Specific success

0

General Success

-1

General Failure

<-1

Specific Failure

-9999 to

able for application use

9999 Reserved for CDAP Profiles, values outside this range are avail-

6.6.2 IDefault

The polic

yemay use different methods to report different types of errors and may choose to categori

handling

30

Into categories such as those in 1able 6 (which 1s suggested, not mandatory).
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Table 8 — CDAP error types

Class Error type Description Examples
1 Communication|Errors upon attempting to send or |Flow timeout, error on send, error on receive
Failure receive a message
2 Message Parse Fail-| Message cannot be parsed per the|Missing or invalid OpCode, incorrect-length
ure concrete or abstract syntax message, syntax or other error in encoding,
corrupted SDU
3 CDAP Usage Error | Message contains one or more fields | Attempt to consume too many InvokelDs, illegal

thatviclate a concrete cynfnv, CDAP fin]ﬂ(c) in message forits f'ypn

limit, or other requirement of CDAP

4 Value, Type, or|Afield containsavalue thatcannotbe | ObjClass in message incompatiblé with addressed
Range Error coerced to fit the type of the targeted | object, InvokelD out of specified range, integer
field of an object, or is otherwise out|value too large for target field/structufed object
of the specified range value in wrong encoding 0¥ missing mfandatory
field(s)
5 Semantic Error A method cannot be found or ameth- | Inconsistent field values, value out ofjrequired

od has reported that there is a se-|range, inapprepriate operation for opject, un-
mantic problem with the message |specified error occurred during execution of
method

6 Warning A potential problem has been de-|Alimit(eg. InvokelD limit) is being approached,
tected, but operation is not (yet)|an eXcess of messages is being receiyed, a po-
impacted tential implementation error has beerjdetected

7 Informational Statistics, spontaneous events, ifi¥| Authentication success and time, flow|statistics
formation that could be usefulin|(e.g. response times), resource usage
logfiles

8 Debug Information not normally~used in|Logging of output of message parser,|program
operation, but useful\for finding|flow markers, software revision and status
problems information

Errors of class 1 can cause CDAP to request CACEP to abandon the AC, logging the event [locally if
possible. Implementations may choose/to delay attempting to re-establish communication to the other
application if this event occurs an implementation-defined number of times within an implemgntation-
dé¢fined period.

All errors that cause a message'to be ill-formed or uninterpretable (class 2-3) should cause CDAP to log
tHe error locally, log it viaa-generated CDAP message to the other application if there is a mepns to do
s@, and may request to-GACEP that the flow be closed. If an AE chooses to continue after suchfan error,
unpredictable additional errors may result, so implementations should terminate an AC after{a policy-
sgt number of suchrerrors occur in the AC.

All errors of ¢lasses 4-6 that occur in processing messages that request a reply should be replied to
wlith an appropriate value in the Result field of the reply message, possibly then sending an ajdditional
effiror logging message to the other side if there is a means to do so, possibly followed by terminating the
AC. All'errors of class 4-6 in messages that do not request a reply may be logged via a generated CDAP

essage to the other side if there is a means to do so, possibly followed by terminating the AIC Errors
should betogged forofflimeamatysis:

All spontaneously generated messages of any level, including Informational and Debug messages, classes
7 and 8, may be logged via a generated CDAP message to the other side if there is a means to do so. If the
amount of traffic so generated can result in exhaustion of InvokelD values, the reporting messages shall
not request replies, or shall limit the number of InvokelDs consumed to keep the number below the
limit. If the amount of traffic sent would be so high (greater than an implementation-dependent rate)
that it can result in a denial of service to normal ongoing message exchanges, the message generation
shall be stopped or limited by discarding excess traffic. If any such traffic is limited by discarding, a
periodic message of the same class indicating how many messages were discarded should eventually be
sent.

Table 9 defines the followingSpecific Result values.
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Table 9 — CDAP specific result values

Result Name Value Description

<0 All values less than zero indicate failure. Side effects may have occurred
(application specific).

<-9999 Reserved for application-specific errors.

>0 Non-failure. The value provides additional information.
>9999 Reserved for application-specific degree-of-success indicators.
R_SUCCESS 0 Unconditional success. The operation was performed as requested, and no

errors were encountered.

R_SYNC_UNIMP 1 A sync operation could not be performed synchronously as requested, buit
the operation was performed successfully on a best-effort basis:

R_FILTER_FALSE 2 An otherwise-correct operation specified a non-null filter)and the filtgr
returned FALSE for all addressed objects. No operation{was performed gn
any object.

R_FILTER_MIXED 3 An otherwise-correct operation specified a non*tiu] filter, and the filtdr

returned FALSE for one or more objects, and TRUE for one or more object
No operation was performed, and no value isreturned, for the object(s) fq
which the filter was false. The operation ispérformed as requested for tH
object(s) for which the filter was true,

o = 7

R_FAIL -1 An operation failed for an unspegified reason. (This generic value should H
returned in situations wheregthe application does not completely trust tH
requesting application, in orderto avoid providing it with useful informatio
No resultReason should:be‘provided in that situation.).

= 0 O

R_OS_ERR -2 An operation resultedtin an error from the operating system, for example
because of a file systém error. If available, a description of the error is in
the ResultReason. (Note that OS values are not standardized, so reportirlg
them may havélimited value).

R_OBJNO[TFOUND -3 The supplied ObjClass/ObjName pair, or supplied Objlnst, does not corr¢-
spond to a*known object.

R_OBJBApPID -4 Thesupplied ObjName does not correspond to the supplied ObjID value.

R_CLASSNOTFOUND |-5 The supplied ObjClass does not correspond to a known class.

6.7 PQL-CDAP-InvokelD - Convention for assigning InvokelD values

6.7.1 (General

This polify guidesthe assignment of values to InvokelDs, and any semantics associated with the valyie
of an InvokelD<Fhe value zero represents no InvokelD and is therefore never an InvokelD value; the
allowabl¢ range of valid InvokelD values and any restrictions or method that shall be used for thdir
assignmgéntor any restrictions on the number that may be active at once, shall be specified. Receivefs
of an InvoReID value other than zero shall not recognize that value as having a specific meaning. 1t there
are specific values of InvokelD that are significant for any reason to the requester (e.g. always used for
a dedicated purpose), they may be specified in this policy for documentation purposes, but the recipient
shall not take advantage of that knowledge.

6.7.2 Default

InvokelD values are assigned a value other than zero that can be encoded in a 32-bit unsigned integer.
Implementations may limit the number of InvokelD state machines they implement for incoming
operations, and thus the number of unreplied messages, to the number sufficient for their own
operation. This may be a value as small as 0, implying that a reply is immediately returned for all
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messages requesting a reply before the next incoming message is processed. Values have no implied
semantics, and there is no required process for assignment of InvokelD values to requests.

6.8 POL-CDAP-READINCOMPLETE — Use of incomplete READ_R

6.8.1 General

This policy defines general rules for when an object or class of objects may return a rReap r with the
F_1ncoMpLETE flag set, and how to interpret the value and result in such messages. Generic rules that

apply toattobjectswhose behavior s ot spetificatty documented shatt bestated i this poticy.

The [POL-CDAP-InvokelD] policy may specify a lower limit on how many outstanding unrepliéd{requests
are allowed to be active, and may place a separate limit, which shall be no larger, onithe npmber of
unreplied messages that may be outstanding at any instant by objects repeatedly, using infomplete
READ Rreplies.

For objects that may return an incomplete rReap R, each such object shall-specify its behayiour if it
differs from the default.

Requestors who receive an incomplete READ_R can at their discretion\return a CANCELREAD [response
affany time. Responding objects or classes may not impose any othérrequirement on requestofrs.

8.2 Default

6

Opjects or object classes that may return incomplete reaD* R messages shall be documented|to do so,
anmd the conditions under which they do so shall be documented. Such objects should document the
f\%quency (maximum and minimum), conditions thatwill cause a Reap_r reply, and what condifions, e.g.
am error or reaching a maximum number of incomplete rReap R replies, will cause the READ to gomplete.

Requestors may set the r 1ncovpLETE flag i“the Flags field of a ReaD request message to pxplicitly
rgquest that such an object send incomplete replies. Responding objects may ignore the request and
rdturn a single ReaD R reply.

Opjects representing collections pf 0bjects, such as array-valued objects, may return any nhmber of
tHeir elements in a succession of zéro or more incomplete READ R messages, followed by a cpmpleted
(| ncompLETE flag unset) READ. R message containing the final element(s), if any. Unless dtherwise
specified, array elements. @re returned in the messages in their ascending order in the grray; all
elements are sent, from first to last. The object may not be guaranteed to be unchanging dfiring the
sgnding of the messages) since sending can take arbitrarily long, so this operation should nof be used
unless that behavioris'acceptable or the object definition provides a different defined behavi

Any undesired’incomplete rReaD R reply returned from an object may cause the recipient to updertake
anm error hafidling action. A recommended action is to respond with a caNncELrREAD reque§t with a
ne¢gative Expor value, which allows the requestor to cancel its InvokelD state machine for th¢ original
READ reguiest immediately and provides it with a reason for the cancellation.

6!

6.9.1 General

This policy defines how Scope and Filter are to be interpreted and applied. The policy shall define how
the Scope variable is to be interpreted in the context of the object model. For a hierarchical RIB model,
the scope shall be defined as the number of levels of the tree below the addressed node that are in
scope, but for any other model a complete definition shall be provided in the policy.

The Filter policy shall define the syntax and semantics of the language used in the filter function, and
how the procedure is encoded in the field.
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6.9.2 Default

No defaults are defined.
6.10 POL-CDAP-ACSVContents — ACSV contents

6.10.1 General

This policy defines the contents of the ACSV. Every field, its type, the meaning of the field, and any
defined watue he-field-shal-be-providedH-there-arereguirements-on-specifie-valuesinth

they shall be specified. The ACSV itself is not communicated between applications, it is used solely by’t
applicatipn logic, but in order to provide the mandatory contents, specific information shall be includ¢d
in the CACEP exchange and thus the [POL-CDAP-ACSVcontents] policy is a source of requirements foy| a
compatihle supporting CACEP implementation.

a a - a dod a a a aNwA

6.10.2 Default

The flowfunderlying the AC that is referenced in the ACSV shall provide in-order.gap-free, low bit-errqr-
rate trangfer of SDUs.

dAE hame (string) The name of the opposite-end AE.
dApp name (string) The name of the opposite-end application.
SsAE phame (string) The name of this AE.

sApp name (string) The name of this App.
Max$DULength (int) The maximum length SDU'that can be sent or received on the flow.

Authenticated (Bool) Whether the authentication policy succeeded.

7 CDAP context notes

7.1 General

Clause 7 follects suggestions fer, use of CDAP that are not mandated but can lead to greater commonality
of implerhentations.

7.2 RIB Daemon moedel

Applications can{ implement CDAP in many different ways. While not mandated or explicitly
implemepted in‘any way by the CDAP protocol, the RINA Reference Model assumes that CDAP operations
are genefatéd‘and interpreted by a “RIB Daemon” component of the application that also managgs
operations-on RIB data objects. In this model, rather than being explicitly requested by applications,
CDAP operations are typically generated as a side-effect of operations that an application performs on
its RIB, onto which the RIB “view” is provided. The “view” is typically a combination of a subset of the
application’s RIB objects and synthesized pseudo-objects.

In this model, the RIB Daemon is responsible for maintaining the values of RIB variables with the
desired degree of consistency for each object, ideally transparently in the background. Thus, depending
on the freshness requirements for data, and/or whether side-effects are to be created by an access, an
internal data access by an application may result strictly in operations on local data, or may generate
the need for the RIB Daemon to perform CDAP protocol operations immediately or eventually. For
example, a hypothetical “RIBread(object)” operation on an object whose value is not cached or whose
locally-held value is stale might cause the RIB Daemon to generate a ReaD CDAP operation. The API call
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can delay return until the rReap R reply is received, or can return immediately with the requested value
being made available later via an event.

Many other implementation approaches are viable; there is no mandated CDAP implementation API.

7.3 Distributed applications

The CDAP protocol can be used to create a distributed application, in which the objects stored in the
RIB of an application instance represent its view of, and/or its portion of, the complete distributed RIB
of the distributed application. The local view of the distributed objects’ coherency, consistency, and
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the RIB, rather than by programming using explicit communication operations in the appli
is programming model, the CDAP and AE are not necessarily explicitly visible to the‘@pplic
e application will not use those communication API's directly. Its view of the distributed RIE
rough its own local data objects.

SN.1 syntax of CDAP

AP DEFINITIONS AUTOMATIC TAGS ::= BEGIN
AP-Message ::= SEQUENCE ({
opCode CDAP-OPERATION. &opCode ({AllOperations}),
invokeID INTEGER DEFAULT O,
opData CDAP-OPERATION.&MessageType ({AllOperations} {Q@erCode})

Code ::= ENUMERATED { -- list of possible operatin“Vcodes
create,
createResponse,
delete,
deleteResponse,
read,
readResponse,
cancelRead,
cancelReadResponse,
write,
writeResponse,
start,
startResponse,
stop,
stopResponse

}

AP-OPERATION ::= QLASS {
&opCode OpCode UNIQUE,
&MessageType

TH SYNTAX {
OPCODE &¢pCode MESSAGE &MessageType

lOpekations CDAP-OPERATION ::= {
TnvokeOperations |

meliness are under the explicit control of the application by manipulating those properties of e object

Cation. In
tion, and
is solely

RésponseQperations

}

InvokeOperations CDAP-OPERATION ::= ({

}

createOperation |
deleteOperation |
readOperation |
cancelReadOperation |
writeOperation |
startOperation |
stopOperation

ResponseOperations CDAP-OPERATION ::= {

©

createResponseOperation |
deleteResponseOperation |
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