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Foreword

ISO (the International Organization for Standardization) and IEC (the Inter-
national Electrotechnical Commission) form the specialized system for worldwide
standardization. National bodies that are members of ISO or IEC participate in the
development of International Standards through technical committees established
by the respective organization to deal with particular fields of technical activity.

ISO and IEC technical committees collaborate in fields of mutual interest. Other
internatiorjal organizations, governmental and non-governmental, in liaison with
ISO and IEC, also take part in the work.

In the fie|d of information technology, ISO and IEC have established a joint
technical gommittee, ISO/IEC JTC 1. Draft International Standards adopted by the
joint techrfical committee are circulated to national bodies for voting. Publication
as an Intefnational Standard requires approval by at least 75 % of the national
bodies casfing a vote.

International Standard ISO/IEC 9594-2 was prepared by Joint Technical
Committe¢ ISO/IEC JTC 1, Information technology, Subcommittee SC 21, Open
systems interconnection, data management and open distributed processing, in
collaboratfon with ITU-T. The identical text is published as ITU-T
Recommendation X.501.

Implemertors should note that a defect resolution process exists and>that correc-
tions may| be applied to this part of ISO/IEC 9594 in the form ofitechnical corri-
genda. A |list of approved technical corrigenda for this part of JSO/IEC 9594 can
be obtaingd from the subcommittee secretariat. Published té¢hnical corrigenda
are available from your national standards organization.

This secdnd’ edition technically revises and enhancés ISO/IEC 9594-2:1990. It
also incorporates technical corrigendum 171991 and technical corrigen-
dum 2:19p2. Implementations may still claim conformance to the first edition of
this part jof ISO/IEC 9594. However, at.some point, the first edition will no
longer bg supported (i.e. reported defects will no longer be resolved). It is
recommefded that implementations eenform to this second edition as soon as
possible.

ISO/IEC 9594 consists of the following parts, under the general title Information
technology — Open Systéms-Interconnection — The Directory:

—  Pant 1: Overview of concepts, models and services

—  Patt 2.:Models

—  Parnt 3:2Abstract service definition

— Part 4: Procedures for distributed operation
— Part 5: Protocol specifications

—  Part 6: Selected attribute types

— Part 7: Selected object classes

—  Part 8: Authentication framework

—  Part 9: Replication

Annexes A to F form an integral part of this part of ISO/IEC 9594. Annexes G to
O are for information only.

Vi
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Introduction

This Rgcommendation | International Standard, together with the other Recommendation | International Standatds; llxas

been prpduced to facilitate the interconnection of information processing systems to provide directory serviees. A s¢t of
such sypstems, together with the directory information which they hold, can be viewed as an integrated whole, called the
Directgry. The information held by the Directory, collectively known as the Directory Information Bage(DIB), is
typically used to facilitate communication between, with or about objects such as application entities; people, termipals
and disfribution lists.

The Directory plays a significant role in Open Systems Interconnection, whose aim is.to’allow, with a minimym of
technicgl agreement outside of the interconnection standards themselves, the interconnection of information proce ssing
systemg:

from different manufacturers;

under different managements;

|

of different levels of complexity; and

of different ages.

This Rgcommendation | International Standard provides a number-of different models for the Directory as a framejwork
for the|other Recommendations in the ITU-T X.500 Series | parts of ISO/IEC 9594. The models are the overall
(functignal) model; the administrative authority model, gefeéric Directory Information Models providing Directory|User
and Administrative User views on Directory information, generic DSA and DSA information models, an Operatjional
Framework and a security model.

The geperic Directory Information Models desctibe, for example, how information about objects is grouped to [form
Directory entries for those objects and how that'information provides names for objects.

The geperic DSA and DSA information models and the Operational Framework provide support for Direftory
distribution.

This Recommendation | Interpational Standard provides a specialization of the generic Directory Information Mod¢ls to
support|Directory Schema administration.

This se¢ond edition technically revises and enhances, but does not replace, the first edition of this Recommendation |
Internatjonal Standard.Implementations may still claim conformance to the first edition.

This se¢ond edition specifies version 1 of the Directory service and protocols. The first edition also specifies versipn 1.
Differenices<between the services and between the protocols defined in the two editions are accommodated using the
rules of|extensibility defined in this edition of X.519 | ISO/IEC 9594-5.

Annex A, which is an integral part of this Recommendation | International Standard, summarizes the usage of ASN.1
object identifiers in the ITU-T X.500-Series Recommendations | ISO/IEC 9594.

Annex B, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all of the definitions associated with the information framework.

Annex C, which is an integral part of this Recommendation | International Standard, provides the subschema
administration schema in ASN.1.

Annex D, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module for
Basic Access Control.

vii
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Annex E, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with DSA operational attribute types.

Annex F, which is an integral part of this Recommendation | International Standard, provides the ASN.1 module which
contains all the definitions associated with operational binding management operations.

Annex G, which is not an integral part of this Recommendation | International Standard, summarizes the mathematical
terminology associated with tree structures.

Annex H, which is not an integral part of this Recommendation | International Standard, describes some criteria that can

be considpred in designing names.

Annex I,

Annex J,

semantics|associated with Basic Access Control permissions.
Annex K|
Annex L,| which is not an integral part of this Recommendation | International Standard, describes some DSA-spec
entry conjbinations.

Annex M| which is not an integral part of this Recommendation | International)Standard, provides a framework for
modelling of knowledge.

Annex N

Annex O

viii

which is not an integral part of this Recommendation | International Standard, provides an,overview of

which is not an integral part of this Recommendation | International Standard, provides some exampleq of
various agpects of Schema.

the

which is not an integral part of this Recommendation | International Standard, proyides an extended example
of the use|of Basic Access Control.

fic

the

which is not an integral part of this Recommendation | International Standard, lists alphabetically the tefms
defined if} this Recommendation | International Standard.

which is not an integral part of this Recommendation| International Standard, lists the amendments and defect
reports that have been incorporated to form this edition of this Recommendation | International Standard.
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INTERNATIONAL STANDARD

IT
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fra

U-T RECOMMENDATION

INFORMATION TECHNOLOGY - OPEN SYSTEMS INTERCONNECTION -

THE DIRECTORY: MODELS

CIION T — GENEKAL

Scope

mework for the other ITU-T X.500 Series Recommendations | parts of ISO/IEC 9594 which define various

thel Directory.

Th
fun

pra

Th
ang

Th
suf

Th
Re
pro

Th
for
acg
o
hol

vided to support Directory distribution.

e generic Directory Information Models describe the logical structure‘of the DIB from the perspective of

s Recommendation | International Standard provides a specialization of the generic Directory Information
port Directory Schema administration.

e other ITU-T Recommendations in the X.500 Series_kparts of ISO/IEC 9594 make use of the concepts defi
fommendation | International Standard to define ‘specializations of the generic information and DSA

the concepts of the information’ framework: this allows the service provided to be somewhat in
of the physical distribution.of the DIB;

highly distributed;

¢) replicationi-capabilities offered by the component parts of the Directory to improve overall
performance are specified (in ITU-T Rec. X.525 | ISO/IEC 9594-9).

e security model €stablishes a framework for the specification of access control mechanisms. It provides a m

ess control schemes which are suitable for a wide variety of applications and styles of use. The security
cerned/solely with control of access to the Directory information, not control of access to the DSA applicat
ding the information.

p models defined in this Recommendation | International Standard provide a concépfual and termfnological

pspects of

p functional and administrative authority models define ways in which th€ Directory can be distribyted, both
ctionally and administratively. Generic DSA and DSA information models.afid an Operational Framework are also

Directory

Administrative Users. In these models, the fact that the Directory(s distributed, rather than centralized, is npt visible.

Models to

ed in this
odels to

vide specific information, DSA and operational models supporting particular directory capabilities (e.g. Repllication):

a) the service provided by the Ditectory is described (in ITU-T Rec. X.511 | ISO/IEC 9594-3) if} terms of

ependent

b) the distributed operation of the Directory is specified (in ITU-T Rec. X.518 | ISO/IEC 9594-4)) so as to
provide that seryice,/and therefore maintain that logical information structure, given that the DIB is in fact

Directory

echanism

identifying the access control scheme in effect in a particular portion of the DIT, and it defines two flexibld, specific

model is
on-entity

DSA models establish a framework for the specification of the operation of the components of the Directory.
Specifically:

a) the Directory functional model describes how the Directory is manifested as a set of one or more

components, each being a DSA;

b) the Directory distribution model describes the principals according to which the DIB entries and entry-

copies may be distributed among DS As;

c) the DSA information model describes the structure of the Directory user and operational information held

in aDSA;

d) the DSA operational framework describes the means by which the definition of specific
cooperation between DSAs to achieve particular objectives (e.g. shadowing) is structured.

ITU-T Rec. X.501 (1993 E)
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2 Normative references

The following Recommendations and International Standards contain provisions which, through reference in this text,
constitute provisions of this Recommendation | International Standard part. At the time of publication, the editions
indicated were valid. All Recommendations and Standards are subject to revision, and parties to agreements based on
this Recommendation | International Standard are encouraged to investigate the possibility of applying the most recent
editions of the Recommendations and Standards listed below. Members of IEC and ISO maintain registers of currently
valid International Standards. The Telecommunication Standardization Bureau of the ITU maintains a list of currently
valid ITU-T Recommendations.

2.1 Identical Recommendations | International Standards

—  ITU-T Recommendation X.500 (1993) | ISO/IEC 9594-1:1995, Information technology — Open Systems
Interconnection — The Directory. Overview of concepis, models and services.

—  ITU-T Recommendation X.509 (1993) | ISO/IEC 9594-8:1995, Information technology — Open’Systems
Interconnection — The Directory: Authentication framework.

—  ITU-T Recommendation X.511 (1993) | ISO/IEC 9594-3:1995, Information technology,—,QOpen Systems
Interconnection — The Directory: Abstract service definition.

— ITU-T Recommendation X.518 (1993) | ISO/IEC 9594-4:1995, Information techriology — Open Systems
Interconnection — The Directory: Procedures for distributed operation.

—  ITU-T Recommendation X.519 (1993) | ISO/IEC 9594-5:1995, Informationtechnology — Open Systems
Interconnection ~The Directory: Protocol specifications.

—  ITU-T Recommendation X.520 (1993) | ISO/IEC 9594-6:1995, Information technology — Open Systpms
Interconnection —The Directory: Selected attribute types.

—  ITU-T Recommendation X.521 (1993) | ISO/IEC 9594-7:1995,)Information technology — Open Systems
Interconnection —The Directory: Selected object classes.

—  ITU-T Recommendation X.525 (1993) | ISO/IEC 9594:9:1995, Information technology — Open Systems
Interconnection — The Directory: Replication.

—  ITU-T Recommendation X.680 (1994) | ISO/IEC 8824-1:1995, Information technology — Abstract Syqtax
Notation One (ASN.1): Specification of basic notation.

—  ITU-T Recommendation X.681 (1994) | ISO/IEC 8824-2:1995, Information technology — Abstract Symtax
Notation One (ASN.1): Information object specification.

—  ITU-T Recommendation X.682 (1994) | ISO/IEC 8824-3:1995, Information technology — Abstract Symtax
Notation One (ASN.1): Constraintyspecification.

— ITU-T Recommendation X683 (1994) | ISO/IEC 8824-4:1995, Information technology — Abstract Syntax
Notation One (ASN.1): Parameterization of ASN.1 specifications.

—  ITU-T Recommendation X.8111 | ISO/IEC 10181-1:...D, Information technology — Open Systems
Interconnection = 'Seturity Frameworks in Open Systems.: Authentication framework.

—  ITU-T Recommeéndation X.812D | ISO/IEC 10181-2:...1), Information technology — Open Sysfems
Interconnéction — Security Frameworks in Open Systems — Access control framework.

—  ITU-T:Recommendation X.8131 | ISO/IEC 10181-3:...)), Information technology — Open Sysfems
Intérconnection — Security Frameworks in Open Systems — Non-repudiation framework.

2.2 Paired Recommendations | International Standards equivalent in technical content

— ecommendation X. , Reference Model of Open Systems Inierconneciion jor 1TT
Applications.

—  ISO 7498:1984, Information processing systems —Open Systems Interconnection — Basic Reference Model.

—  CCITT Recommendation X.800 (1991), Security architecture for Open Systems Interconnection for CCITT
applications.

—  ISO 7498-2:1989, Information processing systems — Open Systems Interconnection — Basic Reference
Model — Part 2: Security Architecture.

1) Presently at the stage of draft.
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3 Definitions

For the purposes of this ITU-T Recommendation | International Standard, the following definitions apply.

31 OSI Reference Model Definitions

The following terms are defined in CCITT Rec. X.200 | ISO 7498:
a) application-context;
b) application-entity;

c) application-process.

3.2 Basic directory definitions

ThE following terms are defined in ITU-T Rec. X.500 | ISO/IEC 9594-1:
a) Directory;

b) Directory Access Protocol;

¢) Directory Information Base,

d) Directory Operational Binding Protocol;

e) Directory System Protocol;

f)  (Directory) user.

3.3 Distributed operation definitions

The following terms are defined in ITU-T Rec. X.518 | ISO/IEC 9594-4:
a) access point;

b) hierarchical operational binding;

c) name resolution;

d) non-specific hierarchical operatignal binding;

e) relevant hierarchical operatignal binding.

3.4 Replication definitions

THe following terms are defingd in' ITU-T Rec. X.525 | ISO/IEC 9594-9:
a) cache-copy)

b) consumier'reference;

c) entny=copy;

d)~master DSA;

e).  primary shadowing;

f) replicated area;

g) replication;

h) secondary shadowing;

i)  shadow consumer;

j)  shadow supplier;

k) Shadowed DSA-Specific Entry;
1) shadowing;

m) supplier reference.

The definitions of terms defined in this Recommendation | International Standard are included at the beginning of
individual clauses, as appropriate. An index of these terms is provided in Annex N for easy reference.
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4 Abbreviations
ACDF Access Control Decision Function
ACI Access Control Information
ACIA Access Control Inner Area
ACSA Access Control Specific Area

ADDMD Administration Directory Management Domain

ASN.1 Abstract Syntax Notation 1
AVA attribute value assertion
BER (ASN.1) Basic Encoding Rules
DACD Directory Access Control Domain
DAP Directory Access Protocol
DIB Directory Information Base
DISP Directory Information Shadow Protocol
DIT Directory Information Tree
DMD Directory Management Domain
DMO Domain Management Organization
DOP Directory Operational Binding Management Protocol
DSA Directory System Agent
DSE DSA-Specific Entry
DSP Directory System Protocol
DUA Directory User Agent
HOB Hierarchical Operational Binding
NHOB Non-specific Hierarchical Operational Binding
NSSR Non-Specific Subordinate Reference
PRDMD Private Directory Management Domain
RHOB Relevant Hierarchical Operational Binding (i.e. either a HOB or NHOB, as appropriate)
RDN Relative Distinguished Name
SDSE Shadowed DSE
5 | Canventions

With minor exceptions this Directory Specification has been prepared according to the “Presentation of ITU-T/ISO/IEC
common text” guidelines in the Guide for ITU-T and ISO/IEC JTC 1 Cooperation, March 1993.

The term “Directory Specification” (as in “this Directory Specification”) shall be taken to mean ITU-T Rec. X.501 |
ISO/IEC 9594-2. The term “Directory Specifications” shall be taken to mean the X.500-Series Recommendations and all
parts of ISO/IEC 9594.

This Directory Specification uses the term “1988 edition systems” to refer to systems conforming to the previous (1988)
edition of the Directory Specifications, i.e. the 1988 edition of the series of ITU-T X.500 Recommendations and the
ISO/IEC 9594:1990 edition. Systems conforming to the current Directory Specifications are referred to as “1993 edition
systems”.
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6 Directory Models

6.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

6.1.1 administrative authority: An agent of the Domain Management Organization concerned with various as

n,
vy 1 vaiivu 1%

of Directory administration. The term administrative authority (in lower case) refers to the power vested in an

PO R Y s Y

Administrative Authority by the Domain Management Organization to execute policy.

6.1]: administration directory management domain (ADDMD): A DMD which is managed by an
Administration.

NOTE 1 - The term Administration denotes a public telecommunications administration or other organizatidn offering
public telecommunications services.

6.113 directory administrative and operational information: Information used by the Directory for administrative
and operational purposes.

6.1}4 DIT domain: That part of the global DIT held by the DSAs- forming a DMDX

6.1)5 directory management domain (DMD): A set of one or more DSAs and zero or more DUAs mangged by a
single organization.

6.1j6 domain management organization: An organization that manages'a DMD (and the associated DIT IPomain).
6.1)7 directory user information: Information of interest to user§’and their applications.

6.1)8 directory system agent (DSA): An OSI application process which is part of the Directory.

6.1{9 (directory) user: The end user of the Directory, i€ the entity or person which accesses the Directory

6.1110  directory user agent (DUA): An OSI application process which represents a user in accessing the Difectory.

NOTE 2 — DUAs may also provide a range of local facilities to assist users compose queries and interpret the responses.

6.1{11  private directory management domain (PRDMD): A DMD which is managed by an organization ¢ther than
an Administration.

6.2 The Directory and its Users

Thg Directory is a repository of information. This repository is known as the Directory Information Bage (DIB).
Dirgctory services provided(to)users are concerned with various kinds of access to this information.

The services provided by, the Directory are defined in ITU-T Rec. X.511 | ISO/IEC 9594-3.

A Directory user{e.g. a person or an application-process) obtains Directory services by accessing the Direct¢ry. More
prefisely, a Directory User Agent (DUA) actually accesses the Directory and interacts with it to obtain the service on
behalf of a_particular user. The Directory provides one or more access points at which such accesses can tgke place.
These conicepts are illustrated in Figure 1.

A DDUA is manifested as an application-process. In any instance of communication each DUA represents predisely one
directory user.

The Directory is manifested as a set of one or more application-processes known as Directory System Agents (DSAs),
each of which provides one or more of the access points. For a more detailed description of DSAs see 17.2.
NOTES

1 Some open systems may provide a centralized DUA function retrieving information for the actual users (application-
processes, persons, etc.). This is transparent to the Directory.

2 The DUA functions and a DSA can be within the same open system, and it is an implementation choice whether to
make one or more DUASs visible within the OSI Environment as application-entities.

3 A DUA may exhibit local behavior and structure which is outside the scope of envisaged Directory Specifications
For example, a DUA which represents a human directory user may provide a range of local facilities to assist its user to compose
queries and interpret the responses.
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6.3
6.3.1

Directory information may be classified as either:

These njodels, presenting views of the DIB from different perspectives, are referred to as the generic Direg
Informatjon Models.

Directory information models describe how the Directory as a whole represents information. The composition of
Directory as a set of potentially cooperating DSAs s abstracted from the model. The DSA information model, on
other hafd, is especially concerned with DSAs.ard the information that must be held by DSAs in order that the sg
DSAs cqmprising the Directory may together(realize the Directory information model. The DSA Information Mod
provided in clauses 18 through 20.

The DSA information model is a gen€ric model describing the information held by DSAs and the relationship betw

this info

Some, b

service. Therefore, administration of all of the information described in these Directory Specifications is not possiblg
the Dire¢tory abstract sefvige. It is envisioned that administration of DSA information will initially be a local matter
that eventually some.genéric system management service will be employed to provide access to all of the informa
describeql in the DSA information model.

6.3.2

Subsequentto the development of generic models for the Directory as a whole and for its components, spe

Access Point,

Directory

. The Directory.
user e ry

T1S03220-94/d01

Figure 1 - Access to the Directory

Directory and DSA Information Models

Generic Models

on behalf of, users. Section 3 provides a model of this information, or;

—  administrative and operational information, held by the.Directory to meet various administrative
operational requirements. Section 5 provides a model of. this information. Also provided in Section 5
specification of the relationship between the user, administrative and operational information models.

mation and the DIB and DIT,

t not all, of the information represented by the DSA information model is accessible via the Directory abs

Specific Information Models

—  user information, placed in the Directory by, or on behalf of, users;'and subsequently administered by, or

and
isa

tory

the
the
t of
] is

een

ract
via
but
tion
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information models are required for the standardisation of particular aspects of the operation of the Directory and its
components.

The generic Directory Information Models establish a framework for the following specific information models:

—  an access control information model;
—  asubschema information model;

— acollective attribute information model.

The generic DSA Information Model in turn establishes a framework for the following specific information models:

6

— amodel for a DSA’s distribution knowledge;

— amodel for a DSA’s replication knowledge.
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6.4 Directory Administrative Authority Model

A Directory Management Domain (DMD) is a set of one or more DSAs and zero or more DUAs managed by a single
organization.

That part of the global DIT held by (the DSAs forming) a DMD is referred to as a DIT Domain. There is a one to one
correspondence between DMDs and DIT Domains. The term DMD is used when referring to the management of the
functional components of the Directory. The term DIT Domain is used when referring to the management of Directory
Information. Two important points regarding this terminology are:

— A DIT Domain consists of one or more disjoint subtrees of the DIT (see 10.5). A DIT Domain shall not
contain the root of the global DIT.

— Ihe'term DMD may also be used as a general term when both aspects of management are_¢onsidered
together.

Ar organization that manages a DMD (and the associated DIT Domain) is referred to as a Domain M nagement
Organization (DMO).

NOTE — A DMO may be an Administration (i.e. a public telecommunications administration.of other organizatipn offering
public telecommunications services) in which case the managed DMD is said to be an Administration DMD (ADDMD); ¢therwise it
is 4 Private DMD (PRDMD). It should be recognized that the provision of support for private direetory systems by ITU-T members
falls within the framework of national regulations. Thus, the technical possibilities described may or may not be offgred by an
Administration which provides directory services. The internal operation and configuration 6f private DMDs is not within the scope of
envisaged Directory Specifications.

Fi

—

gure 2 illustrates the relationship between a DMO, DMD and DIT Domain'

[ Domain Managemént Organization ]

I l

Manages Manages

DIT‘Domain DMD

T G
Cour

TISO3230-94/d02

Fiaure2— DirectorvM,

Management of a DUA by a DMO implies an ongoing responsibility for service to that DUA, e.g. maintenance, or in
some cases ownership, by the DMO. The DMO may or may not elect to make use of the Directory Specifications to
govern any interactions among DUAs and DSAs which are wholly within the DMD.

An agent of a DMO concerned with various aspects of Directory administration is referred to as an Administrative
Authority. The term administrative authority (in lower case) refers to the power vested in an Administrative Authority by
a DMO to execute policy.

NOTE - A Directory Administrative Authority Model is specified in Section 4.
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SECTION 3 — MODEL OF DIRECTORY USER INFORMATION

7 Directory Information Base

7.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

7.1.1 alias entry: An entry of the class “alias” containing information used to provide an alternative name for an
object or alias entry.

7.1.2 direct superclass: Relative to a subclass — an object class from which the subclass is directly derived.

7.1.3 directory information base (DIB): The complete set of information to which the Directory provides-access,
and which includes all of the pieces of information which can be read or manipulated using the operation§ of |the
Directory

7.1.4 directory information tree (DIT): The DIB considered as a tree, whose vertices (other than,the root) are|the
Directory| entries.

NOTE - The term DIT is used instead of DIB only in contexts where the tree structure of the information is relevant.
7.1.5 (directory) entry: A named collection of information within the DIB. The DIB is'cemposed of entries.

7.1.6 immediate superior (noun): Relative to a particular entry or object (it shalkbeclear from the context which is
intended)| the immediately superior entry or object.

7.1.7 immediately superior

7.1.8 (entry): Relative to a particular entry — an entry which is at thé.initial vertex of an arc in the DIT whose f}nal
vertex is that of the particular entry.

7.1.9 (object): Relative to a particular object — an object whose-object entry is the immediate superior of any of|the
entries (object or alias) for the second object.

7.1.10 |object (of interest): Anything in some ‘world* \generally the world of telecommunications and information
processirlg or some part thereof, which is identifiable (¢an be named), and which it is of interest to hold informatior] on
in the DIB.

7.1.11 |object class: An identified family of objects (or conceivable objects) which share certain characteristics.

7.1.12 |object entry: An entry which is.the primary collection of information in the DIB about an object, and which
can thereffore be said to represent that-object in the DIB.

7.1.13 |subclass: Relative to ofie)or more superclasses — an object class derived from one or more superclasses. [[he
members| of the subclass share.alDthe characteristics of the super classes and additional characteristics possessed by none
of the mgmbers of those supefclasses.

7.1.14 |subordinate: The converse of superior.

7.1.15 |superclass: Relative to a subclass — a direct superclass, or superclass to an object class that is a direct
superclags (recursively).

7.1.16 [superior: (Applying to entry or object) immediately superior, or superior to one which is immediately supdrior
(recursively).

7.2 Objects

The purpose of the Directory is to hold, and provide access to, information about objects of interest (objects) which exist
in some ‘world’. An object can be anything in that world which is identifiable (can be named).

NOTES

1 The ‘world’ is generally that of telecommunications and information processing or some part thereof.

2 The objects known to the Directory may not correspond exactly with the set of ‘real’ things in the world. For
example, a real-world person may be regarded as two different objects, a business person and a residential person, as far as the
Directory is concerned. The mapping is not defined in this Directory Specification, but is a matter for the users and providers of the
Directory in the context of their applications.
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An object class is an identified family of objects, or conceivable objects, which share certain characteristics. Every
object belongs to at least one class. An object class may be a subclass of other object classes, in which case the members
of the former class, the subclass, are also considered to be members of the latter classes, the superclasses. There may be
subclasses of subclasses, etc., to an arbitrary depth.

7.3 Directory Entries
The DIB is composed of (Directory) entries. An entry is a named collection of information.

There are three kinds of entries:

—  Object entries — Representing the primary collection of information in the DIB about a particular object.
For any particular object there is precisely one object entry. The object entry is said to represent the
object,;

—  Alias entries — Used to provide alternative names for object entries;

—  Subentries — Representing a collection of information in the DIB used to meef ladministrative and
operational requirements of the Directory. Subentries are discussed in Section 5.

A yser view of the structure of directory entries is depicted in Figure 3 and described in 8.2.
Eath entry contains an indication of the object classes, and their superclasses, to which‘the entry belongs.

Some object entries are specially designated for the purpose of Directory administration. These entries afe termed
administrative entries. The Directory user is not normally aware of this, and views these entries in the same waly as other
object entries.

7.4 The Directory Information Tree (DIT)

In prder to satisfy requirements for the distribution and management of a very large DIB, and to ensure that eptries can
be unambiguously named and rapidly found, a flat structyré\is not likely to be feasible. Accordingly, the hiprarchical
relgtionship commonly found among objects (e.g. a person works for a department, which belongs to an orgpnization,
which is headquartered in a country) can be exploitéd, by the arrangement of the entries into a tree, known as the
Directory Information Tree (DIT).

NOTE - An introduction to the concepts and terminology of tree structures can be found in Annex G.

The¢ component parts of the DIT have thefollowing interpretations:

a) the vertices are the entries. Object entries may be either leaf or non-leaf vertices, whereas alias ¢ntries are
always leaf vertices: The root is not an entry as such, but can, where convenient to do so [¢.g. in the
definitions of b)and c) below], be viewed as a null object entry [see d) below];

b) the arcs define’the relationship between vertices (and hence entries). An arc from vertex A to| vertex B
means that'the entry at A is the immediately superior entry (immediate superior) of the entry jat B, and
conversely, that the entry at B is an immediately subordinate entry (immediate subordinate) of the entry at
A.SThe superior entries (superiors) of a particular entry are its immediate superior togethef with its
superiors (recursively). The subordinate entries (subordinates) of a particular entry are its immediate
subordinates together with their subordinates (recursively);

¢) the object represented by an entry is, or is closely associated with, the naming authority (see clajise 8) for
its subordinates;

d) the root represents the highest level of naming authority for the DIB.

A superior/subordinate relationship between objects can be derived from that between object entries. An object is an
immediately superior object (immediate superior) of another object if and only if the object entry for the first object is
the immediate superior of any of the object entries for the second object. The terms immediately subordinate object,
immediate subordinate, superior and subordinate (applied to objects) have their analogous meanings.

Permitted superior/subordinate relationships among objects are governed by the DIT structure definitions (see 12.3).

The Directory maintains, in addition to information concerning Directory entries, additional information regarding
collections of Directory entries. Such collections may be subtrees (of the DIT) or subtree refinements (when not a true
tree structure). See clause 11.

ITU-T Rec. X.501 (1993 E) 9


https://standardsiso.com/api/?name=aa8e3c2f5bb538a5ee5933d67173ea87

ISO/IEC 9594-2 : 1995 (E)

8 Directory Entries

8.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

8.1.1 attribute: Information of a particular type. Entries are composed of attributes.
8.1.2 user attribute: An attribute representing user information.

8.1.3 attrib‘l.lte hierarchy: The allspect. of an attribute tbat permits a user attribut.e type to be derive?d from a more

generic yser 3 2 YO 3 r of
attributeg corresponding to these attribute types) is thus hierarchical.
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8.14 attribute subtype (subtype): An attribute type A is related to another attribute type B by the fact that either A
has been|derived from B, in which case A is a direct subtype of B, or A has been derived from an attribute type whigh is
a subtyp¢ of B, in which case A is an indirect subtype of B.
8.1.5 attribute supertype (supertype): An attribute type B is related to another attribute type A by the fact|that
either A [has been derived from B, in which case B is a direct supertype of A, or A has been ‘derived from an attripute
type whith is a subtype of B, in which case B is an indirect supertype of A.
8.1.6 attribute type: That component of an attribute which indicates the class of information given by that attribjite.

8.1.7 attribute value: A particular instance of the class of information indicated by an attribute type.

8.1.8 attribute value assertion: A proposition, which may be true, false, or undefined, according to the specffied
matching rules for the type, concerning the presence in an entry of an‘attribute value of a particular type.

8.1.9 auxiliary object class: An object class which is descriptive of entries or classes of entries and is not used for
the strucfural specification of the DIT.

8.1.10 | collective attribute: A user attribute whose values are the same for each member of an entry collection.

8.1.11 | direct attribute reference: Referencé:(in the Directory and DSA abstract service) to one or more attripute
values u$ing the identifier of their attribute type.

8.1.12 | distingnished value: An attribute value in an entry which has been designated to appear in the relative
distinguished name of the entry.

8.1.13 | entry collection: A (ollection of entries belonging to an explicitly specified subtree or subtree refinement of
the DIT,

8.1.14 | indirect attribute reference: Reference (in the Directory and DSA abstract service) to one or more attribute
values uping the identifier of a supertype of their attribute type.

8.1.15 | matching rule: A rule, forming part of the Directory Schema, which allows entries to be selected by making a
particuldr statement (a matching rule assertion) concerning their attribute values. T

8.1.16 matching rule assertion: A proposition, which may be true, false or undefined, concerning the presence in an
entry of attribute values meeting the criteria defined by the matching rule.

8.1.17 operational attribute: An attribute representing operational and/or administrative information.

8.1.18 structural object class: An object class used for the structural specification of the DIT.

8.1.19 structural object class of an entry: With respect to a particular entry, the single structural object class used to
determine the DIT Content Rule and DIT Structure Rule applying to the entry. This object class is indicated by the

structuralObjectClass operational attribute. This object class is the most subordinate object class of the entry’s
structural object class superclass chain.
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8.2 Overall Structure

As depicted in Figure 3, an entry consists of a set of attributes.

ENTRY

Attribute |0 @ 0|

ATTRIBUTE
Attribute Attribute
Type || Value(s)

ATTRIBUTE VALUE(S)

Distinguished?{ .
£ Attribute | Attribute

$ Value
i Value

i heeanenens - neane i

T1S03240-94/d03

Figure 3 — Structure of an entry

Eath attribute provides a piece of information about, or describes a particular characteristic of, the object to Which the
entfy corresponds.

NOTE 1 - Examples of attributes which might be present in an entry include naming information such as the object’s
perfonal name, and addressing information, sach'as its telephone number.

An| attribute consists of an attribute type, which identifies the class of information given by an attribute| and the
corpesponding attribute values, which are the particular instances of that class appearing in the entry.

Attribute = SEQUENCE {
type ATTRIBUTE.&id ({ SupportedAttributes }),
values SEFSIZE (1.. MAX) OF ATTRIBUTE.&TYPE ({ SupportedAttributes}{ @type})}

NOTE 2 < Attribute types and attribute values are described in 8.4. and 8.5 respectively.

Anlattribute-mdy be designated as single valued or multi-valued. The Directory shall ensure that single valued fattributes
havie only\one value.

8.3 Object Classes

Object classes are used in the Directory for a number of purposes:
—  describing and categorising objects and the entries that correspond to these objects;
—  where appropriate, controlling the operation of the Directory;
—  regulating, in conjunction with DIT structure rule specifications, the position of entries in the DIT;
—  regulating, in conjunction with DIT content rule specifications, the attributes that are contained in entries:

—  identifying classes of entry that are to be associated with a particular policy by the appropriate
administrative authority.
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Some object classes will be internationally standardized. Others will be defined by national administrative authorities
and/or private organizations. This implies that a number of separate authorities will be responsible for defining object
classes and unambiguously identifying them. This is accomplished by identifying each object class with an object
identifier when the object class is defined. A notation for this purpose is provided in 12.3.3.

NOTE - An administrative authority may use object classes other than the useful object classes defined and registered in

the Directory Specifications. An administrative authority may itself specify and register object classes, for example to supplement
those defined in the Directory Specifications

An object class (a subclass) may be derived from an object class (its direct superclass) which is itself derived from an
even more generic object class. For structural object classes, this process stops at the most generic object class, top. An
ordered set of superclasses up to the most superior object class of an object class is its superclass chain.

An object class may be derived from two or more direct superclasses (superclasses not part of the same superclass
chain). This-fe e e iplei 3

a a no ermed- nle 1nho an

The specification of an object class identifies whether an attribute is mandatory or optional; this specification”also
applies t@ its subclasses. The subclass may be said to inherit the mandatory and optional attribute specification of its
superclasp. The specification of a subclass may indicate that an optional attribute of the superclass is mandatory in|the
subclass.

There arg three kinds of object class:
—  Abstract Object Classes;
—  Structural Object Classes; and

—  Auxiliary Object Classes.

Each objct class is of precisely one of these kinds, and remains of this kind in whatever situation it is encountgred
within th¢ Directory. The definition of each object class must specify what kind)of object that it is.

All entrigs shall be a member of the object class top and at least one otherobject class.

8.3.1 Abstract Object Classes

An abstrpct object class is used to derive other object classes, providing the common characteristics of such object
classes. An entry shall not belong only to abstract object classes.

top is an jabstract object class used as a superclass of allstructural object classes.

8.3.2 Structural Object Classes

An objedt class defined for use in the structural specification of the DIT is termed a structural object class. Structpral
object clgsses are used in the definition(of the structure of the names of the objects for compliant entries.

An objeqt or alias entry is characterised by precisely one structural object class superclass chain which has a sipgle
structura] object class as the most subordinate object class. This structural object class is referred to as the structyral
object clgss of the entry.

Structural object classeSdare related to associated entries:

— an éntry conforming to a structural object class shall represent the real-world object constrained by| the
object class;

< 'DIT structure rules only refer to structural object classes; the structural object class of an entry is used to

() 1 o £l -~ o itk A s al
SPCUILY UIC PUSTUUIT UIHIT TIIL y I tic T L,

—  the structural object class of an entry is used, along with an associated DIT content rule, to control the
content of an entry.

The structural object class of an entry shall not be changed.

8.3.3 Aucxiliary Object Classes

Specific applications using the Directory will frequently find it useful to specify an auxiliary object class which may be
used in the construction of entries of several types. For example, message handling systems make use of the auxiliary
class MHS User (see CCITT Rec. X.402 | ISO/IEC 10021-2) to specify a package of mandatory and optional message
handling attributes for entry types whose structural object class is variable, e.g. Organizational Person or Residential
Person.
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In certain environments, there is a need to be able to add to or remove from the list of attributes permitted in an entry of
a particular, perhaps standardized, class (or classes).

This requirement may be met by the definition and use of an auxiliary object class having semantics, known and
maintained within a local community, which change from time to time as needed.

This requirement may also be met using the facilities of DIT content rule definitions to dynamically (i.e. without
registration) allow the addition or exclusion of attributes from entries at particular points in the DIT (see 12.3. 3).

Auxiliary object classes are descriptive of entries or classes of entries.

Therefore, besides being a member of the structural object class, an entry may be optionally a member of one or more
auxiliary object classes.

An , € bi | l .

NOTE - The unregistered object class facility, available in the 1988 edition of these Directory Specificatioris)to’§upport the
reqyirements discussed in this clause, is now deprecated in favour of the use of DIT content rules.

8.3/4 Object Class Definition and the 1988 Edition of this Directory Specification

Object classes defined using the terminology of the 1988 edition of this Directory Specificatidmwill not be classified as
one of structural, auxiliary or abstract.

Alips object classes specified using the terminology of the 1988 edition of this Difectory Specification may be
considered to be specified as either abstract, auxiliary or structural object cldsses and deployed in a sibschema
accprdingly.

8.4 Attribute Types

Sorpe attribute types will be internationally standardized. Other attribute types will be defined by national admipistrative
authorities and private organizations. This implies that a number-of separate authorities will be responsible for defining
typgs and unambiguously identifying them. This is accomplished by identifying each attribute type with an object
identifier when the type is defined. Using the notation of the ATTRIBUTE information object class defined in 12.4.6,
an attribute type is defined as:

AttributeType ::= ATTRIBUTE.&id
A

=

lfattributes in an entry shall be of distinct attribute types.

There are a number of attribute types whiChthe Directory knows about and uses for its own purposes. They include:

a) objectClass — An atfribiite of this type appears in every entry, and indicates the object cldsses and
superclasses to which the object belongs.

b) aliasedEntryName — An attribute of this type appears in every alias entry, and holds the name|(see 8.5)
of the entry-which the alias entry references.

Thase attributes are defined in 12.4.6.

The types of useriattributes which shall or which may appear within an object or alias entry are governed| by rules
applying to the)indicated object classes as well as by the DIT content rule for that entry (see 12.7). The|types of
attrjbutes which may appear in a subentry are governed by the rules of the system schema.

Sore Dlrectory entrnes may contain specxal attrlbutes not normally v151ble to the D1rect0ry User These attributes are
calle eTa c adr : f € Directory.
Operational attributes are dlscussed in more detail in Sectlon 5.

8.5 Attribute Values

Defining an attribute also involves specifying the syntax, and hence data type, to which every value in such attributes
shall conform. Using the notation of the ATTRIBUTE information object class defined in clause 12.4.6, an attribute
value is defined as:

AttributeValue ::= ATTRIBUTE.&Type

At most one of the values of an attribute may be designated as a distinguished value, in which case the attribute value
appears in the relative distinguished name (see 9.3) of the entry.
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8.6 Attribute Type Hierarchies

When defining an: attribute type, the characteristics of some more generic attribute type may optionally be employed as
the basis of the definition. The new attribute type is a direct subtype of the more generic attribute type, the supertype,
from which it is derived.

Attribute hierarchies allow access to the DIB with varying degrees of granularity. This is achieved by allowing the value
components of attributes to be accessed by using either their specific attribute type identifier (a direct reference to the
attribute) or by the identifier of a more generic attribute type identifier (an indirect reference).

Semantically related attributes may be placed in a hierarchical relationship, the more specialized being placed
subordinate to the more generalized. Searching for, or retrieving attributes and their values is made easier by quoting the
more generalized attribute type; a filter item so specified is evaluated for the more specialized types as well as for the

quoted l1pt:.

Where spbordinate specialized types are selected to be returned as part of a search result these types shall be fefurngd if
availabld. Where the more general types are selected to be returned as part of a search result both the general and the
specialized types shall be returned, if available. An attribute value shall always be returned as a value of itslown attripute
type.
For an dntry to contain a value of an attribute type belonging to an attribute hierarchy, that type must be explifitly
included|either in the definition of an object class to which the entry belongs, or because the/DIT content rule appligable
to that entry permits it.

All of the attribute types in an attribute hierarchy are treated as distinct and  unrelated types for the purposg of
administfation of the entry and for user modification of entry content.

An attribjute value stored in a Directory object or alias entry is of precisely ofie attribute type. The type is indicated when
the valug is originally added to the entry.

8.7 Matching Rules

8.7.1 Overview

Of paraount importance to the Directory is the ability to be able to select a set of entries from the DIB based on
assertiorfs.concerning attribute values held by these.entfies.

A matchiing rule allows entries to be selected By making a particular assertion concerning their attribute values.

The mogt primitive type of assertion is ‘the“attribute value assertion. More complex assertions may be supported using
matching rule assertions. A matching tule assertion is a proposition, which may be true, false or undefined, concerping
the presgnce in an entry of attribute values meeting the criteria defined by the matching rule.

An attrifjute value or matching rule assertion is evaluated based on the matching rule associated with the assertion.

A matchiing rule is defined-through the specification of:
— thedfange of attribute syntaxes supported by the rule;

—  ‘the specific types of matches supported by the rule;

=) the syntax required to express an assertion of each specific type of match;

—  rules for deriving a value of the assertion syntax from a value of the attribute syntax, if required.

NOTE - No restrictions are placed on the matching rules that may be defined to support a particular application. However,
rules defined to support one particular application may not be widely supported by DUAs and DSAs. Wherever possible the matching
rules defined in ITU-T Rec. X.520 | ISO/IEC 9594-6 should be used in preference to the specification of new ones.

Sometimes there will be a one to one correspondence between a matching rule and the types of matches supported. For
example, the Directory Abstract Service supports a presence matching rule to detect the presence of an attribute in an
entry.

Sometimes there will be a many to many correspondence between a rule and the types of matches supported. For

example, the Directory Abstract Service supports a generic ordering rule allowing greater than or equal and less than or
equal types of matches.
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8.7.2 Attribute Value Assertions

An attribute value assertion (AVA) is a proposition, which may be true, false, or undefined, according to the specified
matching rules for the type, concerning the presence in an entry of an attribute value of a particular type. It involves an
attribute type and an attribute value:

AttributeValueAssertion := SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
assertion ATTRIBUTE.&equality-match.&AssertionType ({SupportedAttributes}{ @type})}

The syntax of the assertion component of an AVA is determined by the equality matching rule defined for the attribute
type, and may be different from the syntax of the attribute itself.

Al AVA is:
a) undefined, if any of the following hold:
1) the attribute type is unknown,
2) the attribute type has no equality matching rule,

3) the value does not conform to the data type indicated by the syntax. of the assertion of the [attribute’s
equality matching rule;

NOTE - 2) and 3) normally indicate a faulty AVA; 1) however; may occur as a local situation (e.g. a
particular DSA has not been configured with support for that particular attribute type).

b) true, if the entry contains an attribute of that type, one of whose values matches that value;

c) false, otherwise.

8.1.3 Built-in Matching Rule Assertions

A number of categories of related matching rules, whose sémantics are generally understood and applicable tq values of
mdny different types of attributes, are understood by, the Directory:

present;

—  equality;

—  substrings;

—  ordering;

—  approximate match.

Syptax for asserting certain types of matches associated with these categories of matching rules has been built into the
Difectory Abstract Service:

a-present syntax for the present rule;

an equality syntax for equality rules;

greaterOrEqual and lessOrEqual syntaxes for ordering rules;

initial, any and final syntaxes for substrings rules;

an approximateMatch syntax for approximate matching rules.

The present syntax may be used for any attribute of any type. The present match tests for the presence of any value of a
particular type.

Specific equality, substrings and ordering matching rules may be associated with an attribute type when it is defined.
These specific rules are used when evaluating assertions of the equality, ordering and substrings rules made using the
syntax built-in to the Directory Abstract Service. If specific rules are not provided, then assertions made concerning
these attributes are undefined.

The approximateMatch syntax supports an approximate matching rule whose definition is a local matter to a DSA.
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8.7.4 Matching Rule Requirements

In order for the Dlrectory to behave in a
ylaycu upon the m luau,uuls rules that shall b

Abstract Service.

1 Uuiiu 1l 194

For an equality matching rule in which the syntax of the assertion is different from the attribute syntax to which the
matching rule applies, rules for deriving a value of the syntax of the assertion from a value of the attribute syntax shall

" -
be supplied.

Equality matching rules for attributes used for naming shaii be transitive, commutative and have an assertion syntax
identical to the attribute syntax.

A transitfve matching rule 1s characterized by the fact that 1 ; S a
third valye c; then value a must necessarily match value ¢ using the rule.

A comm‘rtatlve matching rule is characterized by the fact that if a value a matches a value b then that-value rIust
~F

necessarify maich the value a. The aitribute presentationAddress is an example of an attribute supporting an attri

syntax whose matching rule is not commutative.

With respect to a specific attribute type, the equality and ordering rules (if both present) must always be related ip at

least the following respect' two values are equal using the equality relation if and only.if they are equal using|the

R, R S, NrAara o 1Q -
ordering [relation. In addition, the ordering relation must be well-ordered; that is, for all x;y and z for which x precedps y

and y prdcedes z according to the relation, then x must precede z.

NOTE - These requirements imply that when ordering is defined, it also defines gquality.

With respect to a specific attribute type, the equality and substrings rule (if\both present) must always be related ip at
least the(following respect: for all x and y that match according to the equality relation, then for all values z of|the
substring relation, the result of evaluating the assertion against the value x must equal the result of evaluating|the
assertion| against the value y. That is, two values that are indistinguishable using the equality relation must alsq be
indistingpishable using the substrings relation.

8.7.5 Object Identifier and Distinguished Name equality matching rules

There arp a number of equality matching rules used to evaluate attribute value assertions which the Directory knpws
about angl uses for its own purposes. They include:

—  objectIdentifierMatch. This rule’is used to match attributes with ObjectIdentifier syntax.
- distinguishedNameMatch: This rule is used to match attributes with DistinguishedName syntax.
8.8 Entry Collections

8.8.1 Overview

A collegtion of object and alias entries may have certain common characteristics (e.g. certain attributes that havq the
ue for“each entry of the collection) because of some common characteristic or shared relationship of| the

Entry collections may contain object and alias entries
specified as subtrees or subtree refinements as described in Section 5.

> are

An entry may belong to several entry collections subject to administrative limitations imposed in Section 5.

8.8.2 Collective Attributes

When user attributes are shared by the entries of an entry collection, they are termed collective attributes

It is also permissible that the same collective attribute be independently associated with two or more of these collections.

In such cases the entry’s collective attribute has multiple values. Collective attributes shall, therefore, always be
specified as multi-valued.
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Although they appear to users of the Directory interrogation operations as entry attributes, collective attributes are
treated differently from entry attributes in the Directory information model. This difference is manifested to users of the
Directory modification operations in that collective attributes cannot be administered (i.e. modified) via the entries in

whi

ch they appear but must be administered via the their associated subentries.

NOTE - The independent sources of these values is not manifested to the users of the Directory interrogation ope

rations.

For a collective attribute to appear in an entry, the presence of that attribute type must be permitted according to the DIT
content rule governing the entry.

Entries may specifically exclude a particular collective attribute. This is achieved through the use of the

coll

9 —Names

9.1
For

(ali

dist

and

alir, alias name: An alternative name for an object, provided by the use of alias entries.

ectiveExclusions attribute, described in 11.7 and defined in 13.6.

Definitions

the purposes of this Directory Specification, the following definitions apply:

s) dereferencing: The process of converting an object’s alias name to its distinguished name.

inguished name (of an entry): The name of an entry which is formed from.the sequence of the RDNs of
each of its superior entries. Every object entry, alias entry and subentry has precisely one distinguished nam

the entry
e.

(directory) name: A construct that singles out a particular object from all other objects. A name shall be unambiguous
tis, denote just one object), however it need not be unique (that is be the only name which unambiguously denotes

(thd
the

(enfry) name: A construct that singles out a particular entry from.all other entries.

puy

narping authority: An authority responsible for the allocation of names in some region of the DIT.

relative distinguished name (RDN): A set of.one or more attribute type and value pairs, each of which 1
distinct distinguished attribute value of the entry.

9.2

A (
un
un
rep]
repl

nanmnj

An
thet

object).

ported name: A construct which is syntactically a name, but which has not (yet) been shown to be a valid n|

Names in General

directory) name is a construct that identifies a particular object from among the set of all objects. A namg
biguous, that is, denotes\just one object. However, a name need not be unique, that is, be the only
biguously denotes the{object. A (directory) name also identifies an entry. This entry is either an object
esents the object or.dD’ alias entry which contains information that helps the Directory to locate the ¢
fesents the object.

NOTE —The’set of names of an object thus comprises the set of alias names for the object, together with the dis
e of the object,

object Can*be assigned a distinguished name without being represented by an entry in the Directory, but thi
) thelndme its object entry would have had were it represented in the Directory.

ame.

hatches a

shall be
ame that
entry that
ntry that

inguished

5 name is

Syn

Lo atty—cact ; o . tored e retatirodistimemished 9-3:

Name ::= CHOICE { - - only one possibility for now - - rdnSequence RDNSequence }
RDNSequence ::= SEQUENCE OF

RelativeDistinguishedName

DistinguishedName ::= RDNSequence

NOTE - Names which are formed in other ways than as described herein are a possible future extension.

Each initial subsequence of the name of an object is also the name of an object. The sequence of objects so identified,
starting with the root and ending with the object being named, is such that each is the immediate superior of that which
follows it in the sequence.

A purported name is a construct which is syntactically a name, but which has not (yet) been shown to be a valid name.
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9.3 Relative Distinguished Names

Each object and entry has a relative distinguished name (RDN). An RDN of an object or alias entry consists of a set of
attribute type and value pairs, each of which matches, using the equality matching rule, a distinct distinguished attribute
value of the entry.

NOTE 1 - The equality matching rule can be used because for naming attributes, the attribute syntax and the assertion
syntax of the equality matching rule are the same.

RelativeDistinguishedName = SET SIZE (1..MAX) OF AttributeTypeAndValue
AttributeTypeAndValue ::= SEQUENCE

type ATTRIBUTE.&id ({SupportedAttributes}),

vajue {ATTRIBUTE&Type-({SupportedAtiributesH@typeh

The set ¢ontains exactly one attribute type and value pair for each distinguished value in the entry; no two attribute fype
and valup pairs can thus refer to the same attribute.

The RDNNs of all of the entries with a particular immediate superior are distinct. It is the responsibjlity: of the relejvant
naming guthority for an entry to ensure that this is so by appropriately assigning distinguished attribute-values.

NOTE 2 - Frequently, an entry will contain a single distinguished value (and the RDN will thds ¢omprise a single typ¢ and
value paif); however, under certain circumstances (in order to differentiate), additional values (and<hénce attribute type and yalue
pairs) may be used.

A single] value instance of any appropriate attribute type may form part of the RDN;”depending on the nature of the
object clpss denoted. Allocation of RDNs is considered an administrative undertaking that may or may not require spme
negotiation between involved organizations or administrations. This Directory Specification does not provide sufh a
negotiation mechanism, and makes no assumption as to how it is performed,"The RDN may be modified if necessarly by
completg replacement.

NOTE 3 — RDNs are intended to be long-lived so that the users of the Directory can store the distinguished names of
objects (¢ g. in the Directory itself) without concerns for their obsolescenee<Thus RDNs should be changed cautiously.

NOTE 4 - Changing the RDN of a non-leaf entry automatically changes the corresponding RDN of subordinate entrieq.

94 Distinguished Names

The distinguished name of a given object is defined as that name which consists of the sequence of the RDNs of the
entry which represents the object and those of‘all of its superior entries (in descending order). Because of the one tg one
correspandence between objects and objett entries, the distinguished name of an object is the distinguished name of the
object entry..

NOTES
1 It is preferable that'the distinguished names of objects which humans have to deal with be user-friendly.

2 ISO 7498-3-defines the concept of a primitive name. A distinguished name can be vsed as a primitive name fdr the
object it identifies becaus€;

a) ,7itis unambiguous;
b)\, it is unique; and:

c) the semantics of its internal structure (a sequence of RDNs) need not (but of course may) be understood bly the
nser of the nirprmry

3 Because only the object entry and its superiors are involved, distinguished names of objects can never involve alias
entries.

Alias entries also have distinguished names; however, this name cannot be the distinguished name of an object. When
this distinction needs to be made, the complete term “distinguished name of an alias entry” is used. The distinguished
name of an alias entry is defined, as for the distinguished name of an object entry, to be the sequence of RDNs of the
alias entry and those of all of its superior entries (in descending order).

It also proves convenient to define the ‘distinguished name’ of the root, although this can never be the distinguished
name of an object. The distinguished name of the root is defined to be the null sequence.

An example which illustrates the concepts of RDN and distinguished name appears in Figure 4.
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RDN Distinguished Name

ROOT
{}

Countrie
ﬁ *}] C=GB {C =GB}

Organizations

O =Telecom| [C =GB, O=Telecom}

Organizational Units

(OU = Sqles, {C =GB, O = Telecom,
L = Ipswich) | (OU = Sales, L = Ipswich)}

7/
People)
{C =GB, O = Telecom,
CN = Smith | (OU = Sales, L = Ipswich),

CN = Smith}

TISO3250-94/d04

Figure 4 — Determination of Distinguished Names

9.5 Alias Names

An alias, or an alias name, for an object is a an alternative name for-an bbject or object entry which is provided by the
usg of alias entries.

w

Each alias entry contains, within the aliasedEntryName attribute, a name of some object. The distinguished ngme of the
alias entry is thus also a name for this object .

NOTE - The name within the aliasedEntryName is said to be pointed to by the alias. It does not havé to be the
disfinguished name of any entry.

The conversion of an alias name to an object(name is termed (alias) dereferencing and comprises the {ystematic
replacement of alias names, where found within a purported name, by the value of the corresponding aliasedEntryName
attfibute. The process may require the examination of more than one alias entry.

Anly particular entry in the DIT may have zero or more alias names. It therefore follows that several alias ertries may
point to the same entry. An alias entry.may point to an entry that is not a leaf entry and may point to another alips entry.

Anfalias entry shall have no subordinates, so that an alias entry is always a leaf entry.

Every alias entry shall belong’to the alias object class which is defined in 12.3.3.

SHCTION\4' — DIRECTORY ADMINISTRATIVE MODEL

10— Directory Administrative Authority model

10.1 Definitions

For the purposes of this Directory Specification, the following definitions apply:

10.1.1  administrative area: A subtree of the DIT considered from the perspective of administration.
10.1.2  administrative entry: An entry located at an administrative point.

10.1.3  administrative point: The root vertex of an administrative area.

10.1.4  administrative user: A representative of an Administrative Authority. The full definition of the administrative
user concept is outside the scope of this Directory Specification.
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10.1.5 autonomous administrative area: A subtree of the DIT whose entries are all administered by the same
Administrative Authority. Autonomous administrative areas are non-overlapping.

10.1.6 DIT domain administrative authority: An Administrative Authority in its role as the entity having
responsibility for the administration of a part of the DIT.

10.1.7 DIT domain policy: An expression of the general goals and acceptable procedures for a DIT Domain.

10.1.8 DMD administrative authority: An Administrative Authority in its role as the entity responsible for the
administration of a DMD.

10.1.9 DMD policy: A policy governing the operation of the DSAs in a DMD.
10.1.10 DMO policy: A policy defined by a DMO, expressed in terms of DMD and DIT Domain policies.

10.1.11 [inner administrative area: A specific administrative area whose scope 1s wholly contained within the scope
of anothefr specific administrative area of the same type.

10.1.12 (policy: An expression by an Administrative Authority of general goals and acceptable procedures,
10.1.13 |policy attribute: A generic term for any Directory operational attribute which expresses policy;
10.1.14 |policy object: An entity with which a policy is concerned.

10.1.15 |policy procedure: A rule defining how a set of policy objects should be consideréd and what actions shquld
be taken ps a result of this consideration.

10.1.16 |policy parameter: A policy procedure is characterised by certain policy.parameters which are subject to
configurgtion (i.e. choice) by an Administrative Authority.

10.1.17 |specific administrative area: A subset (in the form of a subtree)‘of an autonomous administrative grea
defined for a particular aspect of administration: access control, subschefa*or entry collection administration. When
defined, $pecific administrative areas of a particular kind partition an autonomous administrative area.

10.1.18 |specific administrative point: The root vertex of a specific administrative area.

10.2 Overview

A fundamental objective of the Directory information model is to consider well-defined collections of entries so [that
they may| be administered consistently as a unit. This clause clarifies the nature and scope of the authorities respongible
for that administration and the means by which theit,authority is exercised.

The condept of policy, defined in 10.3, provides‘the mechanism by which Administrative Authorities exercise contrgl of
the Diredtory.

Some aspects of the Directory Administrative Model are supported by the Model of Directory Administrative and
Operatiopal Information (see clause.11). This is to allow the modeling of information required for the regulatiop of
Directory user information andfer-0ther administrative purposes.

Other ajpects of the Directory Administrative Model require support for the distribution of administrative |and
operationjal information_antong the component parts of the Directory, i.e. DSAs. Clauses 18 through 20 describe a [DSA
Informatjon Model to'support these requirements.

10.3 Policy

Admini 1vze Authori o as an agent o he DMOQ__of gene g0

A policy-s—a 5 by— d actingas g : DMO,_of ¢ al_goalsland
acceptable procedures. A policy is defined in terms of rules that are to be enforced (by the Directory, if appropriate) and
in terms of aspects within which an administrative user has some degree of freedom of action and specific

responsibilities.

An Administrative Authority expresses DMO policy in terms of:
—  DIT Domain Policy;
— DMD Policy.

These policies may be expressed as policy attributes. A model of DIT policies is defined in 10.6.

NOTE - Clause 13 defines the system schema necessary to support the administration of collective attributes. Clause 14
defines a framework for supporting subschema administration policies. Clause 16 defines a framework supporting access control
policies.
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DMD policies relate specifically to DSAs as components of the distributed Directory. These DMD policies are described
in 10.7 which defines a model for DSA administration.

Finally there are policies which relate to external matters (such as bilateral agreements between DMOs) and are therefore
not further described here.

A policy object is an entity with which a policy is concerned (e.g. a subschema administrative area is a policy object).

A policy procedure is a rule defining how a set of policy objects should be considered and what actions should be taken
(and under what circumstances) as a result of this consideration (e.g. clause 14 defines subschema administration policy
procedures).

A policy procedure is characterised by certain policy parameters which are subject to configuration (i.e. choice) by an
Administrative Authority.

Operational attributes are used to represent policy parameters. The values of such an attribute form an éxpression of
somne or all of the policy parameter it represents.

10{4 Specific administrative authorities

The administration of a DIT Domain involves the execution of four functions related-to different aspects of
admninistration:

—  naming administration;
—  subschema administration;
—  security administration;

—  collective attribute administration.

A fpecific Administrative Authority is an Administrative Authority, ifi its role as the entity responsible for on¢ of these
specific aspects of DIT Domain policy.

The term Naming Authority (see clause 9) identifies the.rolé of the Administrative Authority as it pertajns to the
allgcation of names and administration of the structure of these names. A role of the Subschema Authdrity is to
implement these naming structures in the subschema,

The term Subschema Authority identifies the roleyof the Administrative Authority as it pertains to the estahlishment,
administration and execution of the subschema policy controlling the naming and content of entries in a DIT Domain.
Clduse 14 describes Directory support of Subschema Administration.

—

The term Security Authority (see ITU-T Réc. X.509 | ISO/IEC 9594-8) identifies the role of the Administrative [Authority
as ft pertains to the establishment;.administration and execution of a security policy governing the behaviqur of the
Directory with respect to entries in a DIT Domain.

The term Collective Attribute Authority identifies the role of the Administrative Authority as it pertaips to the
establishment and administpation of collective attributes (see 11.7) in a DIT Domain.

10J5 Administrative areas and administrative points

10.5.1 Autenomous administrative areas

Eagh entry in the DIT is administered by precisely one Administrative Authority (which may operate in differ¢nt roles).
An| aliionomous _administrative_area is a subtree of the DIT whose entries are all administered by the same
Administrative Authority.

The DIT Domain may be partitioned into one or more non-overlapping autonomous administrative areas.

The set of one or more autonomous administrative areas for which a DMO has administrative authority is its DIT
Domain. This is represented in Figure 5.

10.5.2  Specific administrative areas

In the same way that an Administrative Authority may operate in a specific role, entries in an administrative area may be
considered in terms of a specific administrative function. When viewed in this context an administrative area is termed a
specific administrative area. There are three kinds of specific administrative area:

—  subschema administrative areas;
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— access control administrative areas;

—  collective-attribute administrative areas.
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Figure 5 — A DIT Domain

homous administrative area may be considered as implicitly.defining a single specific administrative are
cific aspect of administration. In this case there is a precise correspondence between each such spe

vely, for each specific aspect of administration, the autonomous administrative area may be partitioned
flapping specific administrative areas.

If so p

in one and only one specific administrative area of that aspect.

A specifiic Administrative Authority is responsible for each specific administrative area. If, for a particular administr

aspect, 4

adminis{rative aspect for the entire autonomous administrative area.

10.5.3

For the
specific

y for
cific

into

itioned for a particular aspect of administration, each entry of the autonomous administrative area is contgined

n autonomous administrative(area is not partitioned, a specific Administrative Authority is responsible for

Inner administrative areas

purpose of security or collective attribute administration, inner (administrative) areas within these kind
administrativVe-areas may be defined:

a) _torepresent a limited form of delegation; or

ative
that

s of

DSA

b), * for administrative or operational convenience (e.g. where the administrative point of a subtree is in a
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to allow administration via the local DSA).

An inner administrative area may be nested within another inner administrative area.

area

Inner areas represent areas of limited autonomy. Entries in inner areas are administered by the specific Administrative
Authorities of the specific administrative areas within which they are contained, and also by the Administrative
Authorities of the inner areas within which they are contained. The former authorities have overall control of the policies
regulating these entries while the latter authorities have (limited) control over those aspects of policy delegated to them
by the former.

The rules for nested inner areas, should they be permitted, must be defined as part of the definition of the specific
administrative aspect within which they are contained.
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10.5.4 Administrative points

The specification of the extent of an autonomous administrative area is implicit and consists of the identification of a
point in the DIT (the root of the autonomous administrative area’s subtree), an autonomous administrative point, from
which the administrative area proceeds downwards until another autonomous administrative point is encountered, at
which another autonomous area begins.

NOTE 1 - The immediate subordinates of the root of the DIT are autonomous administrative points.

Where an autonomous administrative area is not partitioned for a specific aspect of administration, then the
administrative area for that aspect coincides with the autonomous administrative area. In this case, the autonomous
administrative point is also the specific administrative point for this aspect of administration.

ere an autonomous administrative area is partitioned for a specific aspect of administration, then the spécification of
th¢ extent of each specific administrative area consists of the identification of the root of the specifi¢,administrative
ar¢a’s subtree, a specific administrative point, from which the specific administrative area proceeds ‘downwards until
anpther specific administrative point (of the same administrative aspect) is encountered, at which anothpr specific
administrative area begins.

Specific administrative areas are always bounded by the autonomous administrative area'they partition.

A |particular administrative point may be the root of an autonomous administrativ€yarea and may be the roof of one or
more specific administrative areas.

THe specification of the extent of an inner administrative area (within’a Specific administrative area) condists of the
identification of the root of the inner administrative area’s subtree, an inner administrative point. An inner administrative
ar¢a is bounded by the specific administrative area within which it is\defined.

An administrative point corresponding to the root of an autonomous administrative area represents a DIT Dgmain (and
D$A) boundary. That is, its immediate superior in the DIT.must be under the administrative authority of another DMD.

NOTE 2 - This implies that a DMO cannot arbitrarily partition a DIT Domain into autonomous administrative greas.

A]: administrative point is represented in the Directory information model by an entry holding an administyativeRole
atfribute. The values of this attribute identify-the type of administrative point. This attribute is defined in 13.3.

Cliauses 18 through 20 describe how admiinistrative areas are mapped onto DSAs and the DSA information model.

Figure 6 depicts an autonomous\administrative area which has been partitioned into two specific administrative areas for
a §pecific aspect of administration (e.g. access control). In one specific administrative area, a nested inner administrative
ar¢a has been created (e.g.-because the subtree is to be held in a different DSA from the remainder of tlLe specific
administrative area).

Figure 6 uses the‘abbreviations AAP (autonomous administrative point), SAP (specific administrative poin{) and IAP
(iner administrative point).

1(0.5.5¢_ YAdministrative entries

An entry located at an administrative point is an administrative entry. Administrative entries may have special entries,
called subentries, as immediate subordinates. The administrative entry and its associated subentries are used to control
the entries encompassed by the associated administrative area.

Where inner administrative areas are used, the scopes of these areas may overlap.

Therefore, for each specific aspect of administrative authority, a definition is required of the method of combination of
administrative information when it is possible for entries to be included in more than one subtree or subtree refinement
associated with an inner area defined for that aspect.

NOTE - 1t is not necessary for an administrative point to represent each specific aspect of administrative authority. For

example, there might be an administrative point, subordinate to the root of the autonomous administrative area, which is used for
access control purposes only.
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Figure 6 — Administrative Points and Areas

DIT Domain policies

omain policy has the following components: DIT policy objects{ DIT policy procedures, and DIT po
s.

ation operational attributes defined in clause 13 are DIT\Domain policy attributes).

that component. This may be the case, for example, when the DSA lacks the technical capability to perform
the policy procedure (e.g. implement aparticular access control scheme). To be well-defined, a po
must take such circumstances into account as part of its definition.

DIT Domain policy objects and attributes are defined in clause 14 to support subschema administration.

DMD policies

ic DSA.

more DS

of DMD policy is to restrict or otherwise control the Directory and DSA abstract service provided by on¢

icy

ma

all
icy

bolicy is a policy. that pertains to the operation of one or more of the DSAs in the DMD. A DMD policy pay
apply eitrr to all the DSASs in the DMD in a uniform manner, to a subset of the DSAs in the DMD, or it may appl

to

or

AS.

Examples of such restrictions are:

24

1) Limiting the basic service provided to Directory (i.e. non-administrative) users to interrogation operations

only, in accordance with CCITT Recommendation F.500.

2) Limiting the service provided to users accessing the DSA indirectly, via chaining, including distinctions

based on whether the user request traversed a trusted path.

3) Limitations on requests accepted from users accessing the DSA directly when chaining is required to

DSAs in the DMD known to be subject to limitations of the kind indicated in the previous point.
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SECTION 5 - MODEL OF DIRECTORY ADMINISTRATIVE AND OPERATIONAL
INFORMATION

11 Model of Directory Administrative and Operational Information

11.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:

11.1.2 base: The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree
specification.

11.1.3  chop: A set of assertions concerning the names of the subordinates of a base.
11.1.4  directory operational attribute: An operational attribute defined and visible in the Directory* Administrative
and Operational information model.

11.1.5  directory system schema: The set of rules and constraints concerning operational attributes and subeptries.

11.
ap

11.
or

.6 entry: A Directory entry or extended Directory entry, depending on the, dontext (either users jand their
ications or administration and operation of the Directory) in which the term is used.

.7 subentry: A special sort of entry, known by the Directory, used to hold-information associated with|a subtree
btree refinement.

-].8  subtree: A collection of object and alias entries situated at the-Vértices of a tree. The prefix “sub” emphasizes

11.1.9  subtree refinement: An explicitly specified subset of thé)entries in a subtree, where the entries are ndt located
e vertices of a single subtree.

11.1.10 subtree specification: The explicit specification of a subtree or subtree refinement. A subtree spetification
congists of zero or more of the specification elements-base, chop and specification filter. The definition is termefl explicit
(in fontrast to that of an administrative area) because: the portion of the DIT subordinate to the base that is influded in
the pubtree or subtree refinement is explicitly specified.

11.2 Overview

From an administrative perspectivesuser information held in the DIB is supplemented by administrative and operational
infgrmation represented by:

—  operational ditsibutes, which represent information used to control the operation of the Direcfory (e.g.
access control information) or used by the Directory to represent some aspect of its operation (e.g. time
stamp information); and

—  subentries, which associate the values of a set of attributes (e.g. collective attributes) with entrips within
the'scope of the subentry. The scope of a subentry is a subtree or subtree refinement.

This information, illustrated in Figure 7, may be placed in the Directory by administrative authorities or by DSAs, and is
used by the Directory in the course of its operation.

Two mechanisms in the Directory abstract service that have been added in this edition of the Directory Specifications
that relate to this view of Directory information are:

-  EntryInformationSelection has been extended to permit the selection of operational attributes in an
entry; and

—  the subentries service control has been added to permit the list and search operations to apply either to
object and alias entries or to subentries.

Access to operational information, as for user information, may be limited by an access control mechanism.

Entries are made visible to Directory users via the Directory abstract service, but their relationships to the DSAs that
ultimately hold them are not. The DSA information model, described in clauses 21 through 24, expresses the mapping of
these entries onto the information repositories of DSAs.
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Figure 7 — Model of Directory Administrative and Operational Information

11.3 Subtrees
11.3.1 | Overview

A subtrep is a collection of object and alias entries situated at'the vertices of a tree. Subtrees do not contain subentfi
The preffx “sub”, in subtree, emphasizes that the base (onroot) vertex of this tree is usually subordinate to the rog

the DIT.

A subtrde begins at some vertex and extends to(some identifiable lower boundary, possibly extending to leaves.
subtree fs always defined within a context Which implicitly bounds the subtree. For example, the vertex and lg
boundaries of a subtree defining a replicated.area are bounded by a naming context. Similarly, the scope of a sul

defining
11.3.2

Subtree
subtree

The vertex and/or theTower boundary of the subtree may be implicitly specified, in which case they are determine

the cont

a specific administrative area isimited to the context of an enclosing autonomous administrative area.

Subtree specification

specification is the-definition of a subset of the entries below a specified vertex which forms the base of
r subtree refinement:

xt within\which the subtree is used.

x-and/or the lower boundary may be explicitly specified using the mechanism specified in this clause.

—

es.
t of

A
wer
tree

the

NOTE - The topological concept of a (sub)tree is useful in considering such specifications, although a particular
specification may determine a collection of entries that are not located at the vertices of a single (sub)tree. The term subtree
refinement is preferred when the entries of the collection are not so located.

Specification of a subtree consists of three optional elements of specification which identify the base of the subtree, and
then reduce the collection of subordinate entries. These elements of specification are:
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a) Base — The root vertex of the subtree or subtree refinement produced by the evaluation of a subtree

specification;
b) Chop — A set of assertions concerning the names of the subordinate entries; and

c) Specification filter — A proper subset of the assertive capability of a filter applied to the subordinates.
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The specification of a subtree or subtree refinement may be represented by the following ASN.1 type:

SubtreeSpecification ::= SEQUENCE {
base [0] LocalName DEFAULT { },
COMPONENTS OF ChopSpecification,
specificationFilter [4] Refinement OPTIONAL }

-- emply sequence specifies whole administrative area

The three components of this sequence correspond to the three specification elements identified above.

Where a value of SubtreeSpecification identifies a collection of entries that are located at the vertices of a single
subtree, the collection is termed a subtree, otherwi jon i

The SubtreeSpecification type provides a general purpose mechanism for the specification of subtrees’ and subtree
refinements. Any particular use of this mechanism defines the specific semantics of precisely what is.Specified and may
impose limitations or constraints on the components of SubtreeSpecification.

When each of the components of SubtreeSpecification is absent (i.e. a value of type SubtréeSpecification which is an
empty sequence, {}), the subtree so specified is implicitly determined by the centext within Which the
SuptreeSpecification is used.

These terms are illustrated in Figure 8, for the case where subtrees are deployed.within the context of admjinistrative
argas.

Administrative
Local t%\ Paint (AP)
ocal £

Name

Subtree

TIS03290-94/d08

Figure 8 - Specification of Subtrees and Subtree Refinements
within the context of Administrative Areas

11.8.3-“ Base

The base component of SubtreeSpecification represents the root vertex of the subtree or subtree refinement. This may
be an entry which is subordinate to the root vertex of the identified scope or may be the root vertex of the identified
scope itself (the default).

The relative name of the root vertex of the subtree with respect to the root vertex of the identified scope is a value of
type LocalName:

LocalName ::= RDNSequence
Note that the root vertex of the identified scope and the root vertex of the subtree coincide when LocalName is omitted

from SubtreeSpecification.
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11.3.4  ChopSpecification

The ChopSpecification component consists of a set of assertions concerning the names of the subordinates of a base. It

consists of a value of type ChopSpecification:

ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL}

This type[iS intended 1o permit the Specification of & tree structure (or subset—thereof)startimg—at—the—base—by—tpo

methods, $pecific exclusions and base distance.

11.3.4.1 Bpecific Exclusions

The specificExclusions component has two forms, chopBefore and chopAfter, which may be usedndividually o1 in

combinatipn.

The chopBefore component defines a list of exclusions, each in terms of some limit point which'is to be excluded, alqng
with its sybordinates, from the subtree or subtree refinement. The limit points are the entries‘idéntified by a LocalNarpe,

relative to the base .

The chop/After component defines a list of exclusions, each in terms of some limit-point whose subordinates are to[be
excluded from the subtree or subtree refinement. The limit points are the entrieSddentified by a LocalName, relative to

the base .

11.3.4.2 Minimum and Maximum

These cothponents allow exclusion of all entries that are superior:to.entries that are minimum RDN arcs below the base

as well ad entries which are subordinate to entries that are maximum RDN arcs below the base. These distances
expressed| by values of the type BaseDistance:

BasgDistance ::= INTEGER (0 .. MAX)

are

A value of minimum equal to zero (the default);-corresponds to the base. An absent maximum component indicates that

no lower limit should be imposed on the subtree-er subtree refinement.

11.3.5 pecification Filter

The spedificationFilter componént consists of a proper subset of the assertive capability of a filter (see ITY-T

Rec. X.511 | ISO/IEC 9594-3).dpplied to the subordinates of a base. Only entries for which the filter evaluates to true
included n the resulting subfreg refinement. It consists of a value of type Refinement:

Refinement ::= CHOICE ¥
iteth [0] OBJECT-CLASS. &id,
and [1] SET OF Refinement ,
or | 2] SET OF Refinement,

1

not

are

¥

A Refinement evaluates to TRUE as if it were a filter making an equality assertion regarding values of the attribute

type objectClass only.

114 Operational attributes

There are three varieties of operational attribute: Directory operational attributes, DSA-shared operational attributes, and

DSA-specific operational attributes.

Directory operational attributes occur in the Directory information model and are used to represent control information
(e.g. access control information) or other information provided by the Directory (e.g. an indication of whether an entry is

a leaf or non-leaf entry).
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DSA-shared operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

DSA-specific operational attributes occur only in the DSA Information Model, and are not visible at all in the Directory
Information Models.

NOTE - These are described in clauses 19 through 20.

The definition and use of each operational attribute is a matter for specification in the appropriate Directory

anmfmsmnn

11.5 Entries

ratin P

ad W ~n al
icse LCU Uy Upmauuual attrioutes.

Directory uses the object class attribute and DIT content rules applicable to an entry to control the user

required and permitted in the entry. The operational attributes of an entry are governed by the/Ditectory syster

(see

11.5

Altt
(e.g

clause 13) applicable to the entry.

.2 Access to operational attributes

administrative) users of the directory abstract service. Certain operational attributes (e.g. entry

modifyTimestamp) might also be available to ordinary users.

11.¢ Subentries

11.6

A s
pert
adm

A
ad
for

As
reqy

.1  Overview

ubentry is a special kind of entry immediately subordinate to an administrative point. It contains attrib
hin to a subtree (or subtree refinement) associated with its administrative point. The subentries 4
inistrative point are part of the same naming contéxt (see clause 17).

ngle subentry may serve all or several.aspects of administrative authority. Alternatively, a specific 4

| subschema administrative authority.(Access control and collective attribute authorities may have several su

hbentry is not considered in list\and search operations unless the subentries service control is includg
est.

A sybentry shall not have subordinates.

The

structure of a subefitry corresponding to an administrative point is depicted in Figure 9.

A sybentry consists/of:

— «SA)commonName attribute, specified in ITU-T Rec. X.521 | ISO/IEC 9594-6 which contains the
the subentry;

- A subtreeSpecification attribute, specified in clause 13;

aitive and

httributes
h schema

ough not normally visible, the directory operational attributes within entries-may be made visible to apthorized

ACI, or

utes that
nd their

spect of

inistrative authority may be handled through one or more of its own subentries. At most one subentry is permitted

bentries.

d in the

RDN of

— An objectClass attribute, specified in clause 12, which indicates the purpose(s) of the subentry in the

operation of the Directory;

—  Other attributes, depending on the values of the objectClass attribute.

Subentries may also contain operational attributes with appropriate semantics (see 11.6.4).

11.6.2  Subentry RDN attribute

The commonName attribute used as the subtree identifier serves to distinguish the various subentries that may be
defined as immediate subordinates of a specific administrative entry.

NOTE - The value of this attribute might be selected to serve as a mnemonic to representatives of the Administrative

Authority.
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11.6.3
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Figure 9 - Structure of a Subentry

Subtree Specification attribute

treeSpecification attribute defines the collection of entries within the administrative area with which the sul

is concefned.

11.6.4

The con

The obj

Use of the Object Class attribute

ent of a subentry is regulated by the values of the subentry’s objectClass attribute.

pctClass attribute of all subentries shall\eontain the value subentry. The subentry object class is a struc

object class, defined in clause 13, used to include the commonName, subtreeSpecification and objectClass attrit
in all subentries.

tree

fural
utes

In order| to regulate the remaining‘attributes, the other values of the objectClass attribute, representing the auxifiary
object classes allowed for the subentry, shall be used.

The def]nition of the semantics of one of these values includes an identification and specification of zero or Tore
n

attribute|

types that must or may appear in the subentry when the objectClass attribute assumes the value. The defi

of the semantics of a,value for the objectClass attribute shall include:

—A_‘an indication of whether an entry may be included in more than one subtree or subtree refine

permitted for access control); and 1t so,

— the effects of the combination of associated subentry attributes, if any.

tion

ent

associated with the particular purpose (e.g. it may not be permitted in the case of subschema, but mgy be

A subentry of a particular object class may only be subordinate to an administrative entry if the administrativeRole
attribute permits that class of subentry as a subordinate.

As for object and alias entries, information held in a subentry may be supplemented by administrative and operational
information represented by operational attributes. For example, a subentry is permitted to contain entry ACI, provided
only that this ACI is permitted by and consistent with the value of the accessControlScheme attribute of the
corresponding access control specific point. Similarly, a subentry may contain a modifyTimestamp.

30
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11.6.5 Other subentry attributes

The remaining attributes within a subentry depend on the values of the objectClass attribute. For example, a subschema
attribute may only be placed in a subentry if its objectClass attribute has subschema as one of its values.

11.7 Information model for collective attributes

An autonomous administrative area may be designated as a collective attribute specific administrative area in order to
deploy and administer collective attributes. This shall be indicated by the presence of the value id-ar-
collectiveAttributeSpecificArea in the associated administrative entry’s administrativeRole attribute (in addition to
the presence of the value autonomousArea, and possibly other values).

Such an autonomous administrative area may be partitioned in order to deploy and administer collective attributes in the
specific partitions.In-thiscase-the-administrative-entries—for-each-of-the-colleetive-atiribute-specifie—admim gtive areas
are indicated by the presence of the value id-at-collectiveAttributeSpecificArea in these entries’ administrativeRole
attfibutes.

If guch an autonomous administrative area is not partitioned, there is a single specific administrative area for |collective
attfibutes encompassing the entire autonomous administrative area.

Additionally, a specific administrative area defined for the purpose of collective attribute admiinistration may pe further
diviided into nested inner areas for the same purpose. The administrativeRole attribute 6f the administrative ¢ntries for
eadh such inner administrative area shall indicate this by the presence of the value id-af<collectiveAttributeInherArea.

An| entry collection and its associated collective attributes are represented in the Directory information mpdel by a
subentry, termed a collective attribute subentry, whose objectClass— attribute has the valde id-sc-
collectiveAttributeSubentry, as defined in clause 13. A subentry of this class'may be the immediate subordihate of an
adrpinistrative entry whose administrativeRole attribute contains the value id-ar-collectiveAttributeSpecificArea or
id-pr-collectiveAttributeInnerArea.

Where there are different entry collections within a given collective-attribute area, each must have its own sube htry.

The entry collection itself is defined by the value of the subtréeSpecification operational attribute of the subeptry. This
valpe defines the scope of the collective attribute subentry."The user attributes of the subentry are the collective|attributes
of the entry collection.
NOTE 1 — Because subtree refinement is based\oni object class, the association of collective attributes with object entries
canfbe done in a manner that naturally extends the schema for these entries. For example, the organizationalPerson erftries of an
orgpnization might be extended with a set of collective attributes appropriate for all persons affiliated with the organization by the
cregtion of a subentry whose associated subtree-i§ Tefined to include only organizationalPerson entries and which c@ntains the
orgpnization’s set of collective attributes. Additionally, a DIT Content Rule for such entries would need to be definefl to allow
collective attributes to become visible in the entries.

Collective attribute types and non-tellective attribute types differ semantically. An attribute type capable of ejxpressing
collective semantics must be designated as a collective attribute type at the time of its definition.

NOTE 2 — Merging-procedures employed by the Directory in the case of independent sources of values of a collective
attrjbute type are described in ITU-T Rec. X.511 | ISO/IEC 9594-3.

Collective attributes.may be excluded from appearing in a particular entry through use of the collectiveExclusions
attribute defined imclause 13.

SECFION 6 — THE DIRECTORY SCHEMA

12 Directory Schema

12.1 Definitions
For the purposes of this Directory Specification, the following definitions apply:
12.1.1  attribute syntax: The ASN.1 data type used to represent values of an attribute.

12.1.2  directory schema: The set of rules and constraints concerning DIT structure, DIT content, object classes and
attribute types, syntaxes and matching rules which characterize the DIB. The Directory Schema is manifested as a set of
non-overlapping subschemas each governing entries of an autonomous administrative area (or a subschema specific
partition thereof). The Directory schema is concerned only with Directory User Information.
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12.1.3  (directory) subschema: The set of rules and constraints concerning DIT structure, DIT content, object classes
and attribute types, syntaxes and matching rules which characterize the DIB entries within an autonomous administrative
area (or a subschema specific partition thereof).

12.1.4  DIT content rule: A rule governing the content of entries of a particular structural object class. It specifies the
auxiliary object classes and additional attribute types permitted to appear, or excluded from appearing, in entries of the
indicated structural object class.

12.1.5 DIT structure rule: A rule governing the structure of the DIT by specifying a permitted superior to
subordinate entry relationship. A structure rule relates a name form, and therefore a structural object class, to superior
structure rules. This permits entries of the structural object class identified by the name form to exist in the DIT as
subordinates to entries governed by the indicated superior structure rules.

12.1.6 |governing structure rule (of an entry): With respect to a particular entry, the single DIT structure rule fhat
applies td the entry. This rule is indicated by the governingStructureRule operational attribute.

12.1.7 [name form: A name form specifies a permissible RDN for entries of a particular structural ebject clasy. A
name forgn identifies a named object class and one or more attribute types to be used for naming (i.e., for the RON).
Name fofms are primitive pieces of specification used in the definition of DIT structure rules.

NOTE - Name forms are registered and have global scope. DIT structure rules are not registered and have the scope of the
administrdtive area with which they are associated.

12.1.8 [superior structure rule: With respect to a particular entry, the DIT structure'rule governing the entfy’s
superior.

12.2 Overview

The Dirgctory Schema is a set of definitions and constraints concerning, the structure of the DIT, the possible Ways
entries are named, the information that can be held in an entry, the attributes used to represent that information and their
organizﬁon into hierarchies to facilitate search and retrieval of (the information and the ways in which value§ of
attributed may be matched in attribute value and matching rule asSertions.

NOTE 1 — The schema enables the Directory system to, for example:

—  prevent the creation of subordinate entrieS)of the wrong object-class (e.g. a country as a subordinate pf a
person);

—  prevent the addition of attributeffypes to an entry inappropriate to the object-class (e.g. a serial numbar to
a person’s entry);

—  prevent the addition of(an attribute value of a syntax not matching that defined for the attribute-fype
(e.g. a printable string\toa bit string).

Formally} the Directory Schema-comprises a set of:
a) Name Form définitions that define primitive naming relations for structural object classes;

b) DIT Stritcture Rule definitions that define the names that entries may have and the ways in which the|the
entries’'may be related to one another in the DIT;

¢) A DIT Content Rule definitions that extend the specification of allowable attributes for entries beyond those
indicated by the structural object classes of the entries;

d) Object Class definitions that define the basic set of mandatory and optional attributes that shall be present,
and may be present, respectively, in an entry of a given class, and which indicate the kind of object class
that is being defined (see 7.3);

e) Auntribute Type definitions that identify the object identifier by which an attribute is known, its syntax,
associated matching rules, whether it is an operational attribute and if so its type, whether it is a collective
attribute, whether it is permitted to have multiple values and whether or not it is derived from another
attribute type;

f)  Matching Rule definitions that define matching rules.

Figure 10 illustrates the relationships between schema and subschema definitions on the one side, and the DIT, directory
entries, attributes, and attribute values on the other.
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Figure 10 — Overview of Directory Schema

Figpire 10 is interpreted as follows:

The
gov
adm

The

the items listed vertically on the left represent eleéments of schema;

the items listed vertically on the right represent instances of corresponding schema items, ingtantiated

according to the rules defined by these-schema items;

the relationship between items of schema is illustrated by the “uses” relationship;

the relationship between instancés of different aspects of schema is illustrated using the “bglong to”

relationship.

Directory Schema is distributed,\like the DIB itself. It is manifested as a set of non-overlapping subschefnas each
prning entries of an autonormous administrative area (or a subschema specific partition thereof). A sybschema
inistrative authority establishes the rules and constraints constituting the subschema.

subschema administfative authority may elect to use individual elements of the Directory Schema having global

scope which are definéd-in these Directory Specifications: name forms, object classes and attributes (types and fnatching

rule
cho

The
stru
are

5). It may also~choose to define alternatives to these elements more appropriate to its own environment ¢r it may
bse some intermediate approach, using both standardised and proprietary schema elements.

subschema’ administrative authority defines those schema elements whose scope is limited to the subschgma: DIT
cturg and content rules. In addition, the subschema administrative authority may also specify which matchiing rules
hpplicable to which attribute types.

The Directory Schema is concerned only with directory user information. Although some support for the specification of
operational information is provided in the notation defined in this clause, the regulation of Directory Administrative and
Operational Information is the concern of the Directory System Schema.

12.3

NOTE 2 — The Directory System Schema is described in clause 13.

Object class definition

The definition of an object class involves:

a)
b)

indicating which classes this object class is to be a subclass of;

indicating what kind of object class is being defined,;
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12.3.1

c) listing the mandatory attribute types that an entry of the object class shall contain in addition to
mandatory attribute types of all its superclasses;

the

d) listing the optional attribute types that an entry of the object class may contain in addition to the optional

attributes of all its superclasses;

e) assigning an object identifier for the object class.

NOTE - Collective attributes shall not appear in the attribute types of an object class definition.

Subclassing

There are restrictions on subclassing, namely:

There is

is an absfract object class.

12.3.2

Every entry shall contain an attribute of type objectClass to identify the object classes and superclasses to which|

entry bel
There sh|

superclagses. top may be omitted.

An entry|

the user yhen the entry is created.

Where a
classes a
then valu

Where the objectClass attribute contains an object identifier valie)for an auxiliary object class, then the entry §

contain t|

up to top

In conju
the DIB

—  only abstract object classes shall be superclasses of other abstract object classes.

bne special object class, of which every structural object class is a subclass. This object class is called top.

The object class attribute

bngs. The definition of this attribute is given in 12.4.6. This attribute is multi-valued.

h1l be one value of the objectClass attribute for the entry’s structural object class(and’ a value for each o

s structural object classes shall not be changed. The initial values of the objéctClass attribute are provide

xiliary object classes are used, an entry may contain values of the ebjectClass attribute for the auxiliary of
d their superclasses allowed by a DIT content rule. If a value for/an allowed auxiliary object class is pres
es for the superclasses of the auxiliary object class shall also be present.

he mandatory attributes indicated by that object class.
NOTE 1 - The requirement that the objectClass attribute:be present in every entry is reflected in the definition of top.

NOTE 2 — Because an object class is considered to belong to all its superclasses, each member of the chain of supercl
is represented by a value in the objectClass attribute_(and any value in the chain may be matched by a filter).

NOTE 3 — Access Control restrictions may be-placed on modification of the objectClass attribute.

hction with the applicable DIT contentrules, the Directory enforces the defined object class for every entr
Any attempt to modify an entry., that would violate the entry’s object class definition that is not expli

top

the

[ its

| by

ject
ent,

hall

SS€s

y in
Citly

allowed py the entry’s DIT content rule-shall fail.
NOTE 4 - in particular, the Diréctory will ordinarily prevent:
a) attribute types absent from an entry’s structural object class definition and not permitted by the enfry’s
DIT content rule being added to an entry of that object class;
b) an entry,/being created with one or more absent mandatory attribute types for an object class of the entfy;
¢) a mandatory attribute type for the object class of the entry being deleted.
12.3.3 | Object-class specification
Object classes may be defined as values of the OBJECT-CLASS information object class:
OBJECT-CLASS HES CLASS {
&Superclasses OBJECT-CLASS OPTIONAL,
&kind ObjectClassKind DEFAULT structural,
&MandatoryAttributes ATTRIBUTE OPTIONAL,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SUBCLASS OF &Superclasses ]
[ KIND &kind]
[ MUST CONTAIN &MandatoryAttributes ]
[ MAY CONTAIN &OptionalAttributes ]
ID &id }
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i

ObjectClassKind
abstract 0),
structural 1),
auxiliary )}

ENUMERATED {

For an object class which is defined using this information object class:
a) &Superclasses is the set of object classes which are its direct superclasses;
b) &Kind is its kind;
c) &MandatoryAttributes is the set of attributes which entries of that class must contain;

d) &OptionalAttributes is the set of attributes which entries of that class may contain, except that if an
attribute appears in both the mandatory and optional sets, it shall be considered mandatory;

e) &id is the object identifier assigned to it.

ThE object classes previously mentioned (top and alias) are defined below:

tog OBJECT-CLASS = {
KIND abstract
MUST CONTAIN { objectClass }
ID id-oc-top }
alias OBJECT-CLASS u= {

SUBCLASS OF {top}
MUST CONTAIN { aliasedEntryName }
ID id-oc-alias }

NOTE - The object class alias does not specify appropriate attribute types for the RDN of an alias entry. Adfninistrative
Authorities may specify subclasses of the class alias which specify useful attributé types for RDNs of alias entries.

124 Attribute type definition

Th definition of an attribute type involves:

a) optionally indicating that the attribute type 1s a subtype of a previously defined attribute type| its direct
supertype;

b) specifying the attribute syntax for the attribute type;
c) optionally indicating the equality, ordering and/or substring matching rule(s) for the attribute type;
d) indicating whether an attribyte of this type shall have only one or may have more than one valug;
e) indicating whether the.attribute type is operational or user;

f)  optionally indicating that a user attribute type is collective;

g) optionally indicafing that an operational attribute is not user modifiable;
h) for operational attributes, indicating the application;

i)  assigning an object identifier to the attribute type.

12/14.1 Operational attributes

Some operational attributes are under direct user control. In other cases the operational attribute’s values are controlled
by| the’Directory. In the latter case, the definition of the operational attribute shall indicate that no user modifjcations to
thg attribute values are permitted.

The specification of an operational attribute type shall indicate its application, which shall be one of the following:
—  Directory operational attribute (e.g. access control attributes);
—  DSA-shared operational attribute (e.g. a master-access-point attribute);

—  DSA-specific operational attribute (e.g. a copy-status attribute).

12.4.2  Attribute hierarchies

An attribute hierarchy shall contain either user attributes or operational attributes but not both. It follows that a user
attribute shall not be derived from an operational attribute and that an operational attribute shall not be derived from a
user attribute.

An operational attribute that is a subtype of another operational attribute shall have the same application as its supertype.
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If an attribute type is not a subtype of another attribute type, the attribute syntax and matching rules (if applicable) shall
be specified in the attribute type definition. Specifying an attribute syntax shall be done by directly specifying the ASN.1
data type.

If an attribute type is a subtype of an indicated type, the definition need not specify an attribute syntax, in which case its
attribute syntax is that of its direct supertype. If the attribute syntax is indicated and the attribute has a direct supertype,
the indicated syntax must be compatible with the supertype’s syntax, i.e. every possible value satisfying the attribute’s
syntax must also satisfy the supertype’s syntax.

If an attribute type is a subtype of another attribute type, the matching rules applicable to the supertype are applicable to
the subtype, unless extended or modified in the definition of the subtype. A matching rule defined for a supertype may
not be removed when defining a subtype.

12.4.3 [Collective attributes
An operafional attribute shall not be defined to be collective.

A user at{ribute may be defined to be collective. This indicates that the same attribute values will appear, in the entrie$ of
an entry dollection subject to the use of the collectiveExclusions attribute.

Collective attributes shall be multi-valued.

12.4.4 |Attribute syntax

If an equality matching rule is specified for the attribute type, the Directory shall ensure-that the correct attribute syrjtax
is used far every value of this attribute type.

12.4.5 |Matching rules

Equality,|ordering and substrings matching rules may be indicated in the attribute type definition. The same matcHing
rule may [pe used for one or more of these types of matches if the semantics of the rule allows for more than one of these
different fypes of matches.

NOTE 1 - This fact must be reflected in the definition of the indicated matching rule.
If no equality matching rule is indicated, the Directory:

a) treats values of this attribute as having type ANY, i.e. the Directory may not check that those values
conform with the data type or any other rule indicated for the attribute;

b) does not permit the attributeyto be used for naming;
c) does not allow individual.values of multi-valued attributes to be added or removed;
d) does not perform comparisons of values of the attribute;

e) will not attempt,to evaluate AV As using values of such an attribute type.

If an equality matching‘mle is indicated, the Directory:

a) treatswalues of this attribute as having the type defined in the &Type field in the attribute’s definition| (or
that of the attribute from which the attribute is derived);

By will use the indicated equality matching rule for the purpose of evaluating attribute value assertjons
concerning the attribute;

c) will only match a presented value of a suitable data type as specified in the attribute type definition.

NOTE 2 - This subclause applies equally to an attribute whose equality matching rule uses an assertion syntax different
from the syntax of the attribute type.

If no ordering matching rule is indicated the Directory shall treat any assertion of an ordering match using the syntax
provided by the Directory Abstract Service as undefined.

If no substrings matching rule is indicated the Directory shall treat any assertion of an substring match using the syntax
provided by the Directory Abstract Service as undefined.

An attribute type shall only specify matching rules whose definition apply to the attribute’s attribute syntax.
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Attributes may be defined as values of the ATTRIBUTE information object class:

ATTRIBUTE HE CLASS {
&derivation ATTRIBUTE OPTIONAL,
&Type OPTIONAL,  -- either &Type or &derivation required --
&equality-match MATCHING-RULE OPTIONAL,
&ordering-match MATCHING-RULE OPTIONAL,
&substrings-match MATCHING-RULE OPTIONAL,
&single-valued BOOLEAN DEFAULT FALSE,
&collective BOOLEAN DEFAULT FALSE,
-- operational extensions --
&no-user-modification BOOLEAN DEFAULT FALSE
&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SUBTYPE OF &derivation ]
[ WITH SYNTAX &Type ]
[ EQUALITY MATCHING RULE &equality-match ]
[ ORDERING MATCHING RULE &ordering-match ]
[ SUBSTRINGS MATCHING RULE &substrings-match ]
[ SINGLE VALUE &single-valued ]
[ COLLECTIVE &collective ]
[ NO USER MODIFICATION &no-user-modification ]
[ USAGE &usage ]
ID &id }
AttributeUsage u= ENUMERATED {
userApplications ),
directoryOperation (1),
distributedOperation 2),
dSAOperation 3}

For[an attribute which is defined using this information object class:

a)
b)
9)
d)
e)
f)
g
h)
)

J)

&derivation is the attribute, if any, of which it is a subtype;

&Type is its attribute syntax. This shall be an ASN.1 type;
&equality-match is its equality matching rule (if any);
&ordering-match is its ordering matching rule (if any);
&substrings-match'is its substrings matching rule (if any);
&single-valued is“TRUE if it is single valued, and false otherwise;
&collective-is TRUE if it is a collective attribute, and false otherwise;
&no-user<modification is TRUE if it is an operational attribute which cannot be modified by the

&usage indicates the operational usage of the attribute. userApplications means it is a user
directoryOperation, distributedOperation, and dSAOperation mean it is a directory, distri
DS A-operational attribute respectively.

&id is the object identifier assigned to it.

1995 (E)

user.

attribute,
buted, or

The attribute types defined in the 1988 edition of this Directory Specification which are known to and used by the
Directory for its own purposes are defined as follows:

objectClass ATTRIBUTE ::= {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch

ID id-at-objectClass }
aliasedEntryName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName

EQUALITY MATCHING RULE distinguishedNameMatch

SINGLE VALUE TRUE

ID id-at-aliasedEntryName }

NOTE - The matching rules referred to in these definitions are themselves defined in 12.5.2.
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The objectClass and aliasedEntryName attributes are defined as user attributes even though they are used for Directory
operations and semantically should be defined as operational. This is because these attributes were defined as user
attributes before the operational attribute concept and must remain as user attributes to facilitate interworking between
systems implementing different editions of this Directory Specification.

12.5 Matching rule definition

12.5.1 Overview

The definition of a matching rule involves:

a) defining the syntax of an assertion of the matching rule;

-b)—spee-i—f-y-i-ng—t-he—d-i-ﬁfer"“’ tunes of matches sunnorted by the rule:
ey P rr 7 ’
c) defining the appropriate rules for evaluating a presented assertion with respect to target attribute\values
held in the DIB;

d) assigning an object identifier to the matching rule.

A matchling rule shall be used to evaluate attribute value assertions of attributes indicating the rule’as their equplity
matching rule. The syntax used in the attribute value assertion (i.e. the assertion component-of the attribute value
assertion)) is the matching rule’s assertion syntax.

A matchjng rule may apply to many different types of attributes with different attribute syntaxes.

The defipition of a matching rule shall include a specification of the syntax of an assertion of the matching rule and the
way in which values of this syntax are used to perform a match. This does not require a full specification of the attripute
syntax t¢ which the matching rule may apply. A definition of a matching-tule for use with attributes with diffgrent
ASN.1 spyntaxes shall specify how matches shall be performed.

The applicability of defined matching rules to the attributes contained.in'a subschema specification (over and abovg the
matching rules used in the definition of these attribute types)qis “indicated through the subschema specificgtion
operational attribute matchingRuleUse, defined in 14.7.7.

12.5.2 | Matching rule definition
Matching rules may be defined as values of the MATCHING-RULE information object class:
MATCHJING-RULE ::= CLASS {

&AssertionType OPTIONAL,

&i{d OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

[ SYNTAX &AssertionType ]

1D &id}

For a mdtching rule which is-defined using this information object class:

a) &AssertionType is the syntax for an assertion using this matching rule; if it is omitted, the asseftion
syntax-is‘the same syntax as that of the attribute the rule is applied to;

b) &id'is the object identifier assigned to it.

The objectIdentifierMatch matching rule is defined as follows:

objectIdentifierMatch MATCHING-RULE Ti={
SYNTAX OBJECT IDENTIFIER
ID id-mr-objectIdentifierMatch }

A presented value of type object identifier matches a target value of type object identifier if and only if they both have
the same number of integral components and each integral component of the first is equal to the corresponding
component of the second. This matching rule is inherent in the definition of the ASN.1 type object identifier.
objectIdentifierMatch is an equality matching rule.

The distinguishedNameMatch is defined as follows:

distinguishedNameMatch MATCHING-RULE ::= {
SYNTAX DistinguishedName
1D id-mr-distinguishedNameMatch }
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A presented distinguished name value matches a target distinguished name value if and only if all of the following are
true:

a) the number of RDNs in each is the same;

b) corresponding RDNs have the same number of AVAs;

¢) corresponding AVAs (i.e. those in corresponding RDNs and with identical attribute types) have attribute
values which match for equality (in such a match, the attribute values take the same roles - i.e. as

presented or target value - as the distinguished name which contains them in the overall match).

distinguishedNameMatch is an equality matching rule.

12.

6 DIT structure definition

12/6.1 Overview

A

in the DIT and how it should be named, considering:

126.2 Name form definition

The definition of a name form involves:

If d
spe

On

For
cla:

Thg
spe

A
req
The

12.

undamental aspect of the Directory schema is the specification of where an entry of a particularselass may

— the hierarchical relationship of entries in the DIT (DIT structure rules);

- the attribute or attributes used to form the RDN of the entry (name forms).

a) specifying the named object class;

b) indicating the mandatory attributes to be used for theyRDNs for entries of this object class
name form applies;

¢) indicating the optional attributes if any that may\be used for the RDNs for entries of this oh
where this name form applies;

d) assigning an object identifier for the nameform.

ifferent sets of naming attributes are required for-entries of a given structural object class, then a name forn
cified for each distinct set of attributes to be tised for naming.

y structural object classes are used in name forms.

entries of a particular structural gbject class to exist in a portion of the DIB, at least one name form for t
s shall be contained in the appligable part of the schema. The schema contains additional name forms as req

RDN attribute (or attributes) need not be chosen from the list of permitted attributes of the structural objeq
cified in its structural pr'alias object class definition.

NOTE - Naming attributes are governed by DIT content rules in the same way as other attributes.
jame form is Only” a primitive element of the full specification required to constrain the form of the DI

hired by the administrative and naming authorities that determine the naming policies of a given region of
remaining.aspects of the specification of DIT structure are discussed in 12.6.5.

h.3” . Name form specification

be placed

here this

ject class

N must be

hat object
hired.

t class as

T to that
the DIT.

Name forms may be defined as values of the NAME-FORM information object class:

NAME-FORM HE CLASS {
&namedObjectClass OBJECT-CLASS,
&MandatoryAttributes ATTRIBUTE,
&OptionalAttributes ATTRIBUTE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
NAMES &namedObjectClass
WITH ATTRIBUTES &MandatoryAttributes
[ AND OPTIONALLY &OptionalAttributes ]
ID &id }
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For a name form which is defined using this information object class:

a) &namedObjectClass is the structural object class it names;

b) &MandatoryAttributes is the set of attributes which must be present in the RDN of the entry it governs;

c) &OptionalAttributes is the set of attributes which may be present in the RDN of the entry it governs;

d) &id is the object identifier assigned to it.

All attribute types in the mandatory and optional lists shall be different.

12.6.4

Some sub

The structural object class of an entry

class supgrclass chain represented in the subschema.

Some sub

class supgrclass chain represented in the subschema.

In either
superclas

applying

to the entry. This class is referred to as the structural object class of the entfy’and is indicated by

structurglObjectClass operational attribute.

12.6.5

A DIT st

DIT structure rule definition

fucture rule is a specification provided by the subschema administrative authority which the Directory use

schema specifications will include name forms for no more than one structural object class per structural ebject

schema specifications may include name forms for more than one structural object class per structural object

case, with respect to a particular entry, only the most subordinate structural object cldss in the structyral
5 chain present in the entry’s objectClass attribute determines the DIT content rul¢ and DIT structure fule

the

to

control tHe placement and naming of entries within the scope of the subschiemad. Each object and alias entry is goverped

by a sing

rules pertpitting several types of entries within the subtree.

A DIT stjucture rule definition includes:

The set d
subscheni

A DIT s
RDN co
the entry

a) an integer identifier which is unique within the‘scope of the subschema;
b) an indication of the name form for entries-governed by the DIT structure rule;

c) the set of allowed superior structure.rdles, if required.

f DIT structure rules for a subschema specify the forms of distinguished names for entries governed by
a.

ucture rule allows entries, ifa given subschema to subscribe to a particular name form. The form of the

The nam|

class of the entry.

e DIT structure rule. A subschema governing a subtree of the DIT will typically contain several DIT strucfure

the

last

ponent of an entry’s DistinguishedName is determined by the name form of the DIT structure rule goverifing

dObjectClassccomponent of the name form (the name form’s object class) corresponds to the structural object

A DIT structure’rule shall only permit entries belonging to the structural object class identified by its associated ngme
form. It does.not permit entries belonging to any of the subclasses of the structural object class.

With respect to a particular entry, the DIT structure rule governing the entry is termed the entry’s governing structure
rule. This rule may be identified by examining the entry’s governingStructureRule attribute.

With respect to a particular entry, the DIT structure rule governing the entry’s superior is termed the entry’s superior

structure

rule.

An entry may only exist in the DIT as a subordinate to another entry (the superior) if a DIT structure rule exists in the
governing subschema which:

40

— indicates a name form for the structural object class of the entry, and;

—  either includes the entry’s superior structure rule as a possible superior structure rule or does not speci
superior structure rule, in which case the entry must be a subschema administrative point.
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12.6.6  DIT structure rule specification

The abstract syntax of a DIT structure rule is expressed by the following ASN.1 type:

DITStructureRule ::= SEQUENCE {
ruleldentifier Ruleldentifier ,
-- must be unique within the scope of the subschema
nameForm NAME-FORM.&id,
superiorStructureRules SET OF Ruleldentifier OPTIONAL }
Ruleldentifier HE) INTEGER

The correspondence between the parts of the definition, as listed in 12.6.5, and the various components of the ASN.1
type defined above, is as follows:

a) thern

b) the nameForm component of the DIT structure rule specifies the name form for entries govéerfjed by the
DIT structure rule;

¢) the superiorStructureRules component identifies permitted superior structure rules for entries|governed
by the rule. If this component is omitted, then the DIT structure rule appligs to an aufonomous
administrative point.

The STRUCTURE-RULE information object class is provided to facilitate the documentation of DIT structure riiles:

STRUCTURE-RULE 1= CLASS {
&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id Ruleldentifier UNIQUE }

WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id}

127 DIT content rule definition

12.f/.1 Overview

A DIT content rule specifies the permissible content of entries of a particular structural object class via the idejtification
of an optional set of auxiliary object classes, mandatory, optional and precluded attributes. Collective attributes shall be
incfuded in DIT Content rules if they are to.be permitted in an entry.

A DDIT content rule definition includes:
a) anindication of the structural object class to which it applies;
b) optionally, an indication of the auxiliary object classes allowed for entries governed by the rule;

c) optionally, ah indication of the mandatory attributes, over and above those called for by the strug¢tural and
auxiliary -object classes, required for entries governed by the DIT content rule;

d) optiofally, an indication of the optional attributes, over and above those called for by the stru¢tural and
auxiliary object classes, permitted for entries governed by the DIT content rule;

€). < optionally, an indication of optional attribute(s) from the entry’s structural and auxiliary objekct classes
which are precluded from appearing in entries governed by the rule.

For any valid subschema specification, there is at most one DIT content rule for each structural object class.

Every entry in the DIT is governed by at most one DIT content rule. This rule may be identified by examining the value
of the entry’s structuralObjectClass attribute.

If no DIT content rule is present for a structural object class, then entries of that class shall contain only the attributes
permitted by the structural object class definition.

The DIT content rules of superclasses of the structural object class for an entry do not apply to that entry.

As a DIT content rule is associated with a structural object class, it follows that all entries of the same structural object
class will have the same DIT content rule regardless of the DIT structure rule governing their location in the DIT.

An entry governed by a DIT content rule may, in addition to the structural object class of the DIT structure rule, be
associated with a subset of the auxiliary object classes identified by the DIT content rule. This association is reflected in
the entry’s objectClass attribute.
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An entry’s content must be consistent with the object classes indicated by its objectClass attribute in the following way:

mandatory attributes of object classes indicated by the objectClass attribute shall always be present in the

entry;

optional attributes (not indicated as additional optional or mandatory in the DIT content rule)of auxiliary
object classes indicated by the DIT content rule may only be present if the objectClass attribute indicates

these auxiliary object classes.

Mandatory attributes associated with the structural or indicated auxiliary object classes shall not be precluded in a DIT

content ru

le.

12.7.2  DIT content rule specification

The abstrpct syntax of a DIT content rule is expressed by the following ASN.1 type:

DITContgntRule ::= SEQUENCE {
strlcturalObjectClass OBJECT-CLASS.&id,
auyiliaries SET OF OBJECT-CLASS.&id OPTIONAL,
mapdatory 1] SET OF ATTRIBUTE.&id OPTIONAL,
op}‘onal 2] SET OF ATTRIBUTE.&id OPTIONAL,
prdcluded [3] SET OF ATTRIBUTE.&id OPTIONAL }

The corrg

type defined above, is as follows:

The CONTENT-RULE information objéct class is provided to facilitate the documentation of DIT content rules:

spondence between the parts of the definition, as listed in 12.7.1, and the various components of the ASN.1

a)

b)

c)

d)

e)

the structuralObjectClass component identifies the structural object class to which the DIT content
applies;

the auxiliaries component identifies the auxiliary object-classes allowed for an entry to which the
content rule applies;

the mandatory component specifies user attribute(types which an entry to which the DIT content
applies shall contain in addition to those which\it shall contain according to its structural and auxil
object classes;

the optional components specify user attfibute types which an entry to which the DIT content rule apy
may contain in addition to those which it may contain according to its structural and auxiliary ob
classes;

the precluded component specifies a subset of the optional user attribute types of the structural
auxiliary object classes which are precluded from an entry to which the DIT content rule applies.

rule

DIT

rule
jary

lies
ject

and

CONTENT-RULE = CLASS {
&structuralClass OBJECT-CLASS.&id UNIQUE,
& Aluxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&(ptional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
WITH SYNTAXH{
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES &Auxiliaries ]
[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }

13

13.1

Directory System Schema

Overview

The Directory System Schema is a set of definitions and constraints concerning the information that the Directory itself
needs to know in order to operate correctly. This information is specified in terms of subentries and operational

attributes.
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NOTE - The system schema enables the directory system to, for example:

—  prevent the association of subentries of the wrong type with administrative entries (e.g. the creation of a
subschema subentry subordinate to an administrative entry defined only as a security administrative entry.);

—  prevent the addition of inappropriate operational attributes to an entry or subentry (e.g. a subschema
operational attribute to a person’s entry).

Formally, the Directory System Schema comprises a set of:

a)  Object class definitions that define the attributes that shall or may be present in a subentry of a given
class;

ases and (if

Th¢ Directory System Schema is distributed, like the DIB itself. Each Administrative Authority establishes the part of
the|system schema that will apply for those portions of the DIB administered by the authority.

Th¢ Directory System Schema defined in this Directory Specification is an integral part of the-Directory System itself.
Eagh DSA participating in a directory system requires a full knowledge of the systemischema established by its
Adpministrative Authority. The system schema for an Administrative Area may be, defined by the Administrative
Authority using the notation defined in this clause.

Thg¢ Directory System Schema is not regulated by DIT structure or content rules.When an element of system schema is
deflned, a specification of how it is used and where it appears in the DIT is provided.

Cettain aspects of the directory system schema are specified in the following subclauses.

The directory system schema required to support directory distribution(is specified in clauses 21 through 24.

132 System schema supporting the administrative’and operational information model

Although subentry and subentryNameForm are specified aising the notation of clause 12, subentries are not regulated by
DIT structure or DIT content rules.

13.2.1  The Subentry object class
Th¢ subentry object class is a structural object-Class and is defined as follows:

subentry OBJECT-CLASS ::= {

SUBCLASS OF {top }

KIND structural

MUST CONTAIN { commonName | subtreeSpecification }
ID id:sc-subentry }

13.2.2  The Subentryname form
Thg¢ subentryNameForm name form allows entries of class subentry to be named using the commonName attribufe:

subentryNameéEorm NAME-FORM ::= {

NAMES subentry
WITH ATTRIBUTES { commonName }
ID id-nf-subentryNameForm }

No other name form shall be used for subentries.

13.2.3  The Subtree Specification operational attribute
The subtreeSpecification operational attribute, whose semantics are specified in clause 10, is defined as follows:

subtreeSpecification ATTRIBUTE ::= {

WITH SYNTAX SubtreeSpecification
SINGLE VALUE TRUE

USAGE directoryOperation

ID id-oa-subtreeSpecification }

This attribute is present in all subentries.
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133 System schema supporting the administrative model

The Administrative Model defined in clause 10 requires that administrative entries contain an administrativeRole
attribute to indicate that the associated administrative area is concerned with one or more administrative roles.

The administrativeRole operational attribute is specified as follows:

administrativeRole ATTRIBUTE ::= {

WITH SYNTAX OBJECT-CLASS.&id
EQUALITY MATCHING RULE objectIdentifierMatch
USAGE directoryOperation

ID id-oa-administrativeRole }

The values of this attribute defined by this standard are:

id-ar-autohomousArea
id-ar-accessControlSpecificArea
id-ar-accepsControllnnerArea
id-ar-substhemaAdminSpecificArea
id-ar-collectiveAttributeSpecificArea
id-ar-collectiveAttributeInnerArea

The semahtics of these values are defined in clause 11.

The admipistrativeRole operational attribute is also used to regulate the subentries permittéd 1o be subordinate tofan
administrative entry. A subentry not of a class permitted by the administrativeRole attribute-may not be subordinate to the
administrative entry.

134 System schema supporting general administrative and operational requirements

13.4.1 |[Timestamps

The creat¢Timestamp indicates the time that an entry was created:

stamp ATTRIBUTE ::= {

WITH SYNTAX GeneralizedTime

-- as per 34.3 b) or ¢) of CCITT Rec. X.208 JASO/IEC 8824-1
ALITY MATCHING RULE generalizedTimeMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-createTimestamp }

The modifyTimeStamp indicates the timk that an entry was last modified:

modifyTimestamp ATTRIBUTE ::= {
WITH SYNTAX GeneralizedTime
-- as per 34(3-b) or c) of CCITT Rec. X.208 | ISO/IEC 8824-1
EQUALITY MATCHING RULE generalizedTimeMatch
ORDPERING MATEHING RULE generalizedTimeOrderingMatch

SINGLE VALUE TRUE
NO [USER MODIFICATION TRUE
USAGE directoryOperation

ID id-oa-modify Timestamp }

The generalizedTimeMatch and generalizedTimeOrderingMatch matching rules are defined in ITU-T RecC. X521 |
ISO/IEC 9594-6.

13.4.2 Entry Modifier operational attributes
The creatorsName operational attribute indicates the distinguished name of the Directory user that created an entry:

creatorsName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-creatorsName }
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The modifiersName operational attribute indicates the distinguished name of the Directory user that last modified the
entry:

modifiersName ATTRIBUTE ::= {

WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE directoryOperation

ID id-oa-modifiersName }

13.5 System schema supporting access control

13. trol subentries

If a| subentry contains prescriptive access control information, then its objectClass attribute shall cofitain the value
accgssControlSubentry:

accessControlSubentry OBJECT-CLASS ::= {
KIND auxiliary
ID id-sc-accessControlSubentry }

A sybentry of this object class shall contain precisely one prescriptive ACI attribute of a type consistent with the value of
the {d-sc-accessControlScheme attribute of the corresponding access control specific point.
13.6 System schema supporting the collective attribute model

Subgntries supporting collective attribute specific or inner administrative\areas are defined as follows:

coll¢ctiveAttributeSubentry OBJECT-CLASS ::= {

KIND auxiliary

ID id-sc-collectiveAttributeSubentry }

A sybentry of this object class shall contain at least one gollective attribute.

Collective attributes contained within a subentry cof this object class are conceptually available for interrogdtion and
filtering at every entry within the scope of the Subentry’s subtreeSpecification attribute, but are administered via the
subgntry.

The|collectiveExclusions operational attribute allows particular collective attributes to be excluded from an entry:

colldctiveExclusions ATTRIBUTE £:=){

WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING,RULE objectIdentifierMatch
USAGE directoryOperation

ID id-oa-collectiveExclusions }

Thi{ attribute is optional for every entry.

The| OBJECT IDENTIFIER value id-oa-excludeAllCollectiveAttributes may be used, by its presence as a valye of the
COll(]CtiveEXClllSionS attribute, to exclude all collective attributes from an entry.

13.7 Maintenance of system schema

It is the responsibility of DSAs to maintain consistency of subentries and operational attributes with the system schema.
Inconsistency between various aspects of system schema, and between system schema and subentries and operational
attributes, shall not occur.

The Directory executes entry addition and modification procedures whenever a new subentry is added to the DIT or an
existing subentry is modified. The Directory shall determine whether the proposed operation would violate the system
schema; if it does the modification shall fail.

In particular, the Directory ensures that subentries added to the DIT are consistent with the values of the
administrativeRole attribute, that the attributes within the subentry are consistent with the values of the subentry’s
objectClass attribute.
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The value of the administrativeRole attribute may be modified to permit classes of subentries to be subordinate to the
administrative entry that are not yet present. The value of the administrativeRole attribute shall not be modified so as to
cause existing subentries to become inconsistent.

The Directory also ensures, where the values of operational attributes are provided by the Directory, that they are

correct.
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Coordination of the administration of the directory schema at boundaries between DIT Domains is a subject.for bilat
agreemenjt between DMOs and is beyond the scope of this Directory Specification.
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Subschema policy parameters are used to express the policies of the subschema Administrative Authority. T
parametg
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Directory schema administration

Overview

AT administration of the dire
hemas of the autonomous administrative areas of the DIT Domains that constitute the global DIT.

hema administrative capabilities defined in this clause for the purpose of managing a DIT domain include:
1) creation, deletion and modification of subschema subentries;

2) support of the publication mechanism for the purpose of permitting DSAs.t0include schema informa
in operational binding protocol exchanges and DUAs to retrieve subschema-information via DAP;

accordance with the applicable subschema specification.

Policy objects

ema policy object may be one of the following:

— asubschema administrative area;

—  an object or alias entry within a subschema-administrative area;

— auser attribute of such an object or alias‘entry.

omous administrative area may be designated as a subschema specific administrative area in order to admin
hema. This shall be indicated by the presence of the value id-oa-subschemaAdminSpecificArea in the associ
ative entry’s administrativeRole.aftribute (in addition to the presence of the value id-oa-autonomousArea,
other values).

autonomous administrafive’ area may be partitioned in order to deploy and administer the subschema of]
bartitions. In this case; the administrative entries for each of the subschema specific administrative areas
by the presence of the value id-oa-subschemaAdminSpecificArea in these entries’ administrativeRole attribute

Policy parameters

rs,-and the operational attributes used to represent them, are:

of

eral

ion

3) subschema regulation for the purpose of ensuring that any modify. operations will be performeq in

ster
ated
and

the
are

w

nese

—  a DIT structure parameter: used to define the structure of the subschema administrative area and to store
information about obsolete DIT structure rules which some entries may have identified as their governing
DIT structure rule. This parameter is represented by the dITStructureRules and nameForms operational

attributes;

—  a DIT content parameter: used to define the type of content of object and alias entries contained within the

subschema administrative area and to store information about obsolete DIT content rules which

the

Directory may have used in determining the content of some entries. This parameter is represented by the

dITContentRules, objectClasses and attributeTypes operational attributes;

—  amatching capability parameter: used to define the matching capabilities supported by matching rules as
applied to the attributes types defined in a subschema administrative area. This parameter is represented

by the matchingRules and matchingRuleUse operational attributes.
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A single subschema subentry is used by the subschema authority to administer the subschema for the subschema
administrative area. For this purpose the subschema subentry contains the operational attributes representing the policy
parameters used to express subschema policies.

The subschema subentry is specified as follows:

subschema OBJECT-CLASS ::= {

KIND auxiliary

MAY CONTAIN {
dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |

Th

14
Th

14

A
mo

Difectory modify operations, effectively changing the subs¢héma which is in force in the subschema administrg

Be
auy
be
maj
mal

Th
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ide
of
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tchingRuleUse attribute shall not be remoyed from the subschema subentry.

matchingRules |
matchingRuleUse }

ID id-sc-subschema }

e operational attributes of the subschema subentry are defined in 14.7.

4 Policy procedures

ere are two policy procedures associated with subschema administration:

a subschema modification procedure;

an entry modification procedure.

5 Subschema modification procedures

subschema authority may administer a subschema in a dypamic fashion, including making restrictive s
difications. This may be accomplished by modifying the values of the subschema operational attribu

fore the subschema authority extends the DIT structure or DIT content rules by adding a new rule, or by
iliary object class, or a mandatory or an optional-attribute to an existing rule, the referenced schema inform4
described in the appropriate attribute in the<Subschema subentry. Name forms, object classes, attribute
fching rules that are referenced (directly or indirectly) by a dITStructureRule, dITContentRule

e definition of information objects.such as object classes, attribute types, matching rules and name forms w
n registered (i.e. assigned asmame of type object identifier) are static and cannot be modified. Chang
nantics of such information ©bjects requires the assignment of new object identifiers.

[ structure and DIT centent rules may be active or obsolete. Only active rules are used to regulate the the
htification and preservation of obsolete rules is an administrative convenience allowing location (and possih
entries added under)old rules that have since changed.

s obsolete mechanism shall be used where restrictive changes are made to DIT structure or DIT content rulej
pbnsistencies/in the DIB, otherwise the appropriate active rule may be modified directly. The Director
etion of-Obsolete rules at any time.

ibschema
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NOTE - The obsolete mechanism provided in subschema operational attributes ensures that all entries wi
nbe tdontifiad on e e e e-the-obcolete hata N ronal-a N aic-dalatad

trl obsolete

It is the responsibility of the Subschema Administrative Authority to maintain consistency of entries with the active
subschema by means of the Directory abstract service, or by other local means. This may be done at the convenience of
the Subschema Administrative Authority. It is not defined when such an adjustment of inconsistent entries should be
done. However, deletion of obsolete rules prior to the location and repair of inconsistent entries will make this task more
difficult.

14.

6 Entry addition and modification procedures

The Directory executes entry addition and modification procedures whenever a new entry is added to the DIT or an
existing entry is modified. The Directory must determine whether the proposed operation would violate a subschema

pol

icy.
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In particular, the Directory shall ensure that entries added to the DIT are consistent with appropriate active DIT structure
and DIT content rules.

The Directory shall allow interrogation of entries which are inconsistent with their active rules.

Tha Nirantn £, 1
1n¢ LIreCiory eniorces active rules w

.
<
o

ted to modify the DIB. If an pntr\/ is inconsistent with its active ran a

118 0,833 8/ LRSS

request to modify the entry shall be permitted if it repairs an existing 1nconsnstency, or does not introduce a new
inconsistency. A request which introduces a new inconsistency shall fail.

For any valid entry in a valid subschema administrative area, there can be only one most subordinate structural object
class in the structural object class superclass chain. When an entry is added to the DIT, the Directory determines this
most subordinate structural object class from the objectClass attribute values provided and permanently associates it with
the entry via the entry’s structuraiObjectClass attribute.

with the IT content rule governing the entry. In partlcular where a value of the objectClass attribute idertifies a

articular bbiject class having superclasses other than top, then values for all of these superclasses must also be\providpd
p j g sup P p 1Y
Otherwise the Directory operation creating the entry shall fail.

When an ¢ntry is created, values of the objectClass attribute shall be provided so that the content of the entry is consistent

Directory [users may subsequently add or delete values of the objectClass attribute for the auxiliary ebject classes of(an
entry. The content of an entry shall remain consistent with the DIT content rule governing the entfy\following a charjge
to the valfies of the objectClass attribute. In particular, where a value of the objectClass attribute)identifies a particuflar
object clags having superclasses other than top is added or deleted, then values for all of these@uperclasses must also|be
added or dleleted, except where such superclasses are aiso present in the superciass chains associated with other vaiyies

not being pdded or deleted respectively.

14.7 Subschema policy attributes

The folloying subclauses specify the subschema policy operational attributes: These attributes are:

[ present in the subschema subentry. The values of these aftributes are administered via Directory modify
operations using the distinguished name of the subschéma subentry;

L available for interrogation in all entries governed'by the subschema.

T

The ASN]1 parameterized type DirectoryString { ub-schema }, used in the following definitions, is defined in ITY
Rec. X.520 | ISO/IEC 9594-6.

The integ¢rFirstComponentMatch and objectIdentifierFirstComponentMatch equality matching rules are also defined in
ITU-T Re. X.520 | ISO/IEC 9594-6.

For management purposes, a number of human readable name components and a description component are optionglly
allowed af components of a number df the subschema policy operational attributes defined in the following subclauses.

A numbef of subschema policy-Operational attributes defined in the following clauses contain an obsolete compongnt.
This component is used to indicdte whether the definition is active or obsolete in the subschema administrative area.

14.7.1 |DIT Structure Rules operational attribute
The dITS{ructureRules operational attribute defines the DIT structure rules which are in force within a subschema:

dITStructhréRules ATTRIBUTE ::= {
WI E:LS}LN:[‘,H—W&HM i

EQUALITY MATCHING RULE integerFirstComponentMatch

USAGE directoryOperation

ID id-soa-dITStructureRule }
DITStructureRuleDescription 1:=  SEQUENCE {

COMPONENTS OF DITStructureRule,

name [11 SET OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE }

The dITStructureRules operational attribute is multi-valued; each value defines one DIT structure rule.

The components of dITStructureRule have the same semantics as the corresponding ASN.1 definition in 12.6.6.
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14.7.2  DIT Content Rules operational attribute

The dITContentRules operational attribute defines the DIT content rules which are in force within a subschema. Each
value of the operational attribute is tagged by the object identifier of the structural object class to which it pertains:

dITContentRules ATTRIBUTE ::= {

WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContentRules }
DITContentRuleDescription ::= SEQUENCE {
COMPONENTS OF DITContentRule,
name [4] SET OF DlrectoryStrmg { ub-schema } OPTIONAL,
ipti JOPTIONAL,
obsolete BOOLEAN DEFAULT FALSE }

The dITContentRules operational attribute is multi-valued; each value defines one DIT content rule.
The components of dITContentRule have the same semantics as the corresponding ASN.1 definition in”12.7.2.
14.7.3 Matching Rules operational attribute

The matchingRules operational attribute specifies the matching rules used within a subschema:

matchingRules ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRules }
MafgchingRuleDescription ::=  SEQUENCE {

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema} OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] DirectoryString { ub-schema } }

-- describes the ASN.T syntax
The identifier component of a value of the matchingRules attribute is the object identifier identifying the matching rule.

The information component contains the ASN.1 definition of the attribute syntaxes to which the matching rul¢ applies,
and|a natural language description of the algorithms associated with the rule.

The matchingRules operational attribute is multi-valued; each value describes one matching rule.
14.7.4  Attribute Types operational attribute

The attributeTypes operational attribute specifies the attribute types used within a subschema:

attrjbuteTypes ATTRIBUTE ::= {

WITH SYNTAX AttributeTypeDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-attributeTypes }
Attl'ib&ﬁeT—y‘peBesel‘i-pﬁOn Q'I?ﬂ'TIT\TI‘L‘ !

identifier A’I'I‘RIBUTE &id,

name SET OF DirectoryString { ub-schema } OPTIONAL,

description DirectoryString { ub-schema } OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] AttributeTypeInformation }

The identifier component of a value of the attributeTypes attribute is the object identifier identifying the attribute type.

The attributeTypes operational attribute is multi-valued; each value describes one attribute type:

AttributeTypeInformation ::=  SEQUENCE {
derivation [0] ATTRIBUTE.&id OPTIONAL,
equalityMatch [11 MATCHING-RULE.&id OPTIONAL,
orderingMatch [21 MATCHING-RULE.&id OPTIONAL,
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substringsMatch i3] MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema } OPTIONAL,
multi-valued [S] BOOLEAN DEFAULT TRUE,

collective [6] BOOLEAN DEFAULT FALSE,
userModifiable [77 BOOLEAN DEFAULT TRUE,

application AttributeUsage OPTIONAL }

The derivation, equalityMatch, attributeSyntax, multi-valued, collective and application components have the same

semantic as the equivalent pieces of notation introduced by the corresponding information object class.

NOTE - The data type of the type reference is identified by a text string. Identifying the data type in a machine
processable form is for further study.

WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-objectClasses }

ObjectClgssDescription ::=  SEQUENCE {
identifier OBJECT-CLASS. &id,
name SET OF DirectoryString { ub-schema } OPTIONAL,
des¢ription DirectoryString { ub-schema } OPTIONAL,
obsglete BOOLEAN DEFAULT FALSE,
infarmation [0] ObjectClassInformation }

The idenIfier component of a value of the objectClasses attribute is the objectidentifier identifying the object class.

The obje¢tClasses operational attribute is multi-valued; each value describes one object class:

ObjectClassInformation ::= SEQUENCE {

subflassOf SET OF OBJECT-CLASS.&id QOPTIONAL,
kin ObjectClassKind DEFAULT structural,
mandatories [3] SET OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET OF ATTRIBUTE.&id OPTIONAL }

The subdlassOf, kind, mandatories and optionals components have the same semantics as the corresponding piece
notation ntroduced by the corresponding information object class.

14.7.6 | Name Forms operational attribute

The nampForms operational attribute specifies the name forms used within a subschema.

WITH SYNTAX NameFormDescription

EQUALITY MATCHING'RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation

ID id-soa-nameForms }

NameFormDescription ::=  SEQUENCE {

identifier NAME-FORM.&id,
nampe SET OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,

5 of

information [0] NameFormInformation }

The identifier component of a value of the nameForms attribute is the object identifier identifying the object class.
The nameForms operational attribute is multi-valued; each value describes one name form:

NameFormInformation == SEQUENCE {

subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET OF ATTRIBUTE.&id OPTIONAL }

The subordinate, mandatoryNamingAttributes and optionalNamingA ttributes components have the same semantics as the

corresponding pieces of notation introduced by the corresponding information object class.
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Matching Rule Use operational attribute
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The matchingRuleUse operational attribute is used to indicate the attribute types to which a matching rule applies in a
subschema:

matchingRuleUse ATTRIBUTE ::= {

WITH SYNTAX MatchingRuleUseDescription

EQUALITY MATCHING RULE objectldentifierFirstComponentMatch

USAGE directoryOperation

ID id-soa-matchingRuleUse }
MatchingRuleUseDescription ::==  SEQUENCE {

Thd
rulg.

identifier MATCHING-RULE.&id,

name SET OF DirectoryString { ub-schema } OPTIONAL,
description irectorystring { ub-schema j OPTIONAL,

obsolete BOOLEAN DEFAULT FALSE,

information [0] SET OF ATTRIBUTE.&id }

identifier component of a value of the matchingRulesUse attribute is the object identifier identifying the

Th¢ information component of a value identifies the set of attribute types to which the matching rule applies.

14.7.8

Evéry entry in the DIT has a structuralObjectClass operational attribute which indicates the structural object cl

enty:

strycturalObjectClass ATTRIBUTE ::= {
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

14.7.9

Evgry entry in the DIT has a governingStructureRule operational attribute which indicates the governing structy

thelentry:

governingStructureRule ATTRIBUTE \::= {
WITH SYNTAX

EQUALITY MATCHING(RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

SECTION 7 — SECURITY

Structural Object Class operational attribute

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation
id-soa-structuralObjectClass }

Governing Structure Rule operational-attribute

INTEGER

integerMatch

TRUE

TRUE

directoryOperation
id-soa-governingStructureRule }

matching

ass of the

re rule of

15 Security model

151 Definitions

This Directory Specification makes use of the following terms defined in CCITT Rec. X.200 and ISO/IEC 7498-2:

— access control;
—  authentication;

—  security policy.
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The following terms are defined in this Directory Specification:

access control scheme: The means by which access to Directory information and potentially to access rights themselves
may be controlled.

protected item: An element of Directory information to which access can be separately controlled. The protected items
of the Directory are entries, attributes, attribute values, and names.

15.2 Security policies

The Directory exists in an environment where various administrative authorities control access to their portion of the
DIB. Such access is generally in conformance with some administration controlled security policy (see ITU-T
Rec. X.509 | ISO/IEC 9594-8).

Two aspects or components of the security policy which effect access to the Directory are the authentication procedufes
and the ag¢cess control scheme.

NOTE - Clause 16 defines two access control schemes known as Basic Access Control and Simplified Access Confrol.
These sch¢mes may be used in conjunction with local administrative controls; however, since local administrative policy hag no
standardiz¢d representation, it cannot be communicated in shadowed information.

15.2.1 |Authentication procedures and mechanisms

Authentigation procedures and mechanisms in the context of the Directory include the methdds to verify and propagate
where neg¢essary:

— the identity of DSAs and Directory users;

- the identity of the origin of information received at an access point.

INOTE 1 — The administrative authority may stipulate different provisions forjthe authentication of administrative userp as
compared fo provisions for the authentication of non-administrative users.

—

General-yse authentication procedures are defined in ITU-T Rec.%X.509 | ISO/IEC 9594-8 and can be used|in

conjunctipn with the access control schemes defined in this Directory’Specification to enforce security policy.
NOTE 2 - Future editions of the Directory Specifications may define other access control schemes.

NOTE 3 — Local administrative policy may stipulate thatauthentication taking place in certain other DSAs (e.g. DSAE in
other DMIDs) is to be disregarded.

In general, there will be a mapping function from the authenticated identity (e.g. human user identity as authenticated|by
an authertication exchange) to the access control(identity (e.g. the distinguished name of an entry, together with|an
optional pnique identifier, representing the user). This mapping does not fall within the scope of this Directory
Specification. However, a particular security .policy may state that the authenticated identity and the access confrol
identity afe the same.

15.2.2 |Access control scheme

The definfition of an access control scheme in the context of the Directory includes methods to:
—  specify accés$ Control information (ACI);

—  enforcéaccess rights defined by that access control information;

—  maintdin access control information.

The enfofcement of access rights applies to controlling access to:

—  Directory information related 10 names,
—  Directory user information;

—  Directory operational information including access control information.

Administrative authorities may make use of all or parts of any standardized access control scheme in implementing their
security policies, or may freely define their own schemes at their discretion.

However, administrative authorities may stipulate separate provisions for the protection of some or all of the Directory
operational information. Administrative authorities are not required to provide ordinary users with the means to detect
provisions for the protection of operational information.

NOTE 1 - Administrative policy may grant or deny any form of access to particular attributes (e.g. operational attributes)
irrespective of access controls which may otherwise apply.
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The Directory provides a means for the access control scheme in force in a particular portion of the DIB to be identified
through the use of the operational attribute accessControlScheme. The scope of such a scheme is defined by an Access
Control Specific Area (ACSA), which is a specific administrative area that is the responsibility of the corresponding
Security Authority. This attribute is placed in the Administrative Entry for the corresponding Administrative Point. Only
administrative entries for Access Control Specific Points are allowed to contain an accessControlScheme attribute.

NOTE 2 - If this operational attribute is missing with respect to access to a given entry, then the DSA shall behave as for a
1988 edition DSA (i.e. it is a local matter to determine an access control mechanism and its effect on operations, results, and errors).

accessControlScheme ATTRIBUTE := {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectIdentifierMatch
SINGLE VALUE TRUE
USAGE directoryOperation
1D id-aca-accessControlScheme}

Any subentry or entry in an ACSA is permitted to contain entry ACI if and only if such ACI is permitted ‘and ¢onsistent
with the value of the accessControlScheme attribute of the corresponding ACSA.

—_

16 Basic Access Control

1641 Scope and application

This clause defines one specific access control scheme (of possibly many) for the-Directory. The access contrdl scheme
defjned herein is identified with the accessControlScheme operational attributetby giving it the value basic-access-control.
Subclause 15.2.2 describes which entries contain the accessControlScheme operational attribute.
NOTE - Another access control scheme known as “Simplified Access Control” is specified in 16.9. It is defined fas a subset

of the Basic Access Control scheme scheme. When Simplified Access Controkis used, the accessControlScheme operationfl attribute
shall have the value simplified-access-control.

The¢ scheme defined here is only concerned with providing means of controlling access to the Directory infiormation
within the DIB (potentially including tree structure and access control information). It does not address c@ntrolling
access for the purpose of communication with a DSA-application-entity. Control of access to information means the
prepention of unauthorized detection, disclosure, or modification of that information.

—

162 Basic Access Control model

The Basic Access Control model for the.Directory defines, for every Directory operation, one or more pointg at which
acdess control decisions take place. Each access control decision involves:

that element of Ditectory information being accessed, called the protected item;
—  the user requesting the operation, called the requestor,
~  aparticular-right necessary to complete a portion of the operation, called the permission;

—  one-0r more operational attributes that collectively contain the security policy governing accgss to that
item, called ACI items.

Thus, the basic’access control model defines:

~  the protected items;

:h\/ aovr u:uooCo.
— the permission categories required to perform each Directory operation;
— the scope of application and syntax of ACI items;
—  the basic algorithm, called the Access Control Decision Function (ACDF), used to decide whether a

particular requestor has a particular permission by virtue of applicable ACI items.

16.2.1 Protected items

A protected item is an element of Directory information to which access can be separately controlled. The protected
items of the Directory are entries, attributes, attribute values, and names. For convenience in specifying access control
policies, Basic Access Control provides the means to identify collections of related items, such as attributes in an entry
or all attribute values of a given attribute, and to specify a common protection for them.
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16.2.2  Access control permissions and their scope

Access is controlled by granting or denying permissions. The permission categories are described in 16.2.3 and 16.2.4.

The scope of access controls can be a single entry or a collection of entries that are logically related by being within the
scope of a subentry for a particular administrative point

Permission Ca[egorles are generduy lnucpcnut:lll Since all uucuury entries have a relative yuoruuu within the DIT,
access to user and operational information always involves some form of access to DIT related information. Thus, there
are two main forms of access control decision associated with a Directory operation: access to entries as named objects
(referred to as entry gcgggg\ and access to attributes contammg user and ooeratronal mformatron (referred to as attribute

permrssrons control the name or error (ypc returned. Some important aspects of perrmssrcns calegories, forms Uf access,
and access—control decision malnng are as follows:

a) To perform Directory operations on entire entries (e.g. read an entry or add an entry), it isCusuplly
necessary for permission to be granted with respect to the attributes and values contained within that
entry. Exceptions are permissions controlling entry renaming and removal: in neither caseis attribut¢ or
attribute value permissions taken into account.

b) To perform Directory operations that require access to attributes or attribute values, itiS fiecessary to hpv
entry access permission to the entry or entries that contain those attributes or valyes.

(¢}

NOTE 1 - The removal of an entry or of an attribute does not require access to_the’contents of the entry or of

the attribute.

c) The decision whether or not to permit entry access is strictly determined.by the position of the entry in|the
DIT, in terms of its distinguished name, and is independent of how the Directory locates that entry.

d) A design principle of Basic Access Control is that access may&e,allowed only when there is an expliditly
provided grant present in the access control information used:by the Directory to make the access control
decision. Granting one form of access (e.g. entry access) never automatically or implicitly grants the ofher
form (e.g. attribute access). In order to administer meaningful Directory access control policies, it is ghus
usually necessary to explicitly set access policy for.bath forms of access.

NOTE 2 - Certain combinations of grants or denials are illogical, but it is the responsibility of users, rather than
the Directory, to ensure that such combinations are(@bsent.

NOTE 3 - Consistent with the above design principle, granting or denying permissions for an attribute vplue
does not automatically control access to the'related attribute. Moreover, in order to access an attribute value(s) in| the
course of a Directory interrogation operation, a user must be granted access to both the attribute type and its valuefs).

e) The only default access decision provided in the model is to deny access in the absence of explicit ac¢ess
control information that grants access.

f) A denial specified in acéess control information always overrides a grant, all other factors being equal.

g) A particular DSA(may not have the access control information governing the Directory dara it caches.
Security Administrators should be aware that a DSA with the capability of caching may pose a signifi¢ant
security risk fo"other DSAs, in that it may reveal information to unauthorized nsers.

h) For the purposes of interrogation, collective attributes that are associated with an entry are protegted
precisely as if they were attributes part of the entry.

NOTE 4 — For the purposes of modification, collective attributes are associated with the subentry that holds
them, not with entries within the scope of the subentry. Modify—related access controls are therefore not relevant to
collective attributes, except when they apply to the collective attribute and its values within the subentry.

16.2.3 Permission categories for entry access

The permission categories used to control entry access are Read, Browse, Add, Remove, Modify, Rename,
DiscloseOnError, Export, and Import and ReturnDN. Their use is described in more detail in ITU-T Rec. X.511 |
ISO/IEC 9594-3. Annex J provides an overview of their meaning in general situations. This subclause introduces the
categories by briefly indicating the intent associated with the granting of each. The actual influence of a particular
granted permission on access control decisions must, however, be understood in the full context of the ACDF and access
control decision points for each Directory operation.

a) Read, if granted, permits read access for Directory operations which specifically name an entry (i.e. as
opposed to the List and Search operations) and provides visibility to the information contained in the
entry to which it applies.
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Browse, if granted, permits entries to be accessed using Directory operations which do not explicitly
provide the name of the entry.

Add, if granted, permits creation of an entry in the DIT subject to controls on all attributes and attribute
values to be placed in the new entry at time of creation.

NOTE 1 - In order to add an entry, permission must also be granted to add at least the mandatory attributes and
their values.

NOTE 2 - There is no specific “add subordinate permission”. Permission to add an entry is controlled using
prescriptiveACI operational attributes as described in 16.3.

Remove, if granted, permits the entry to be removed from the DIT regardless of controls on attributes or
attribute values within the entry.

d
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g)
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2.4  Permission categories/for attribute and attribute value access
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NOTE 3 - In order to modify information contained within an entry other than the distinguished nanje attribute
values, appropriate attribute and value permissions must also be granted.

Granting Rename is necessary for an entry to be renamed with a new RDN, taking into acpount the
consequential changes to the distinguished names of subordinate entries, if any; if the name of the
superior is unchanged, the grant is sufficient.

NOTE 4 - In order to rename an entry, there are no prerequisite permission$ to contained attributeil or values,
including the RDN attributes; this is true even when the operation causes new atfribute values to be added qr removed
as a result of the changes of RDN.

DiscloseOnError, if granted, permits the name of an entry to be disClosed in an error (or empty) fesult;

Export, if granted, permits an entry and its subordinates (if any) to be exported; that is, removed from the
current location and placed in a new location subject~t0.the granting of suitable permissigns at the
destination. If the last RDN is changed, Rename is als@ required at the current location.

NOTE 5 - In order to export an entry or its subordinates, there are no prerequisite permissions to| contained
attributes or values, including the RDN attributes; thisis true even when the operation causes attribute values to be
added or removed as a result of the changes of RDN,

Import, if granted, permits an entry and.its subordinates, if any, to be imported; that is, remdved from
some other location and placed at the Jocation to which the permission applies (subject to the granting of
suitable permissions at the source location).

NOTE 6 - In order to import.an entry or its subordinates, there are no prerequisite permissions to contained
attributes or values, including the RDN attributes; this is true even when the operation causes attribute values to be
added or removed as a result(ofjthe changes of RDN;

ReturnDN, if granted, ‘allows the distinguished name of the entry to be disclosed in an operation fesulit.

e permission categoriesoused to control attribute and attribute value access are Compare, Read, FilterMdtch, Add,
hove, and DiscloséOnError. They are described in more detail in ITU-T Rec. X.511 | ISO/IEC 9594-3 Annex J
vides an overview of their meaning in general situations. This subclause introduces the categories by briefly
indicating the inteént associated with the granting of each. The actual influence of a particular granted pernjission on
ac%ss contrl decisions must, however, be understood in the full context of the ACDF and access contro] decision
points for.each Directory operation.

a) Compare, if granted, permits attributes and values to be used in a compare operation.

b) Read, if granted, permits attributes and values to be returned as entry information in a read or search
access operation.

c) FilterMatch, if granted, permits evaluation of a filter within a search criterion.

d) Add, if granted for an attribute, permits adding an attribute subject to being able to add all specified
attribute values. If granted for an attribute value, it permits adding a value to an existing attribute.

e) Remove, if granted for an attribute, permits removing an attribute complete with all of its values. If
granted for an attribute value, it permits the attribute value to be removed from an existing attribute.

f) DiscloseOnError, if granted for an attribute, permits the presence of the attribute to be disclosed by an

attribute or security error. If granted for an attribute value, it permits the presence of the attribute value to
be disclosed by an attribute or security error.
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16.3 Access control administrative areas

The DIT is partitioned into subtrees termed autonomous administrative areas, each of which is under the administrative
authority of a single Domain Management Organization. It may be further partitioned into subtrees termed specific
administrative areas for the purposes of specific aspects of administration; alternatively, the whole of an autonomous
administrative area may comprise a single specific administrative area. Each such specific administrative area is the
responsibility of a corresponding specific administrative authority. A particular administrative area may be shared by
several specific administrative authorities. See clause 10.

16.3.1  Access control areas and Directory Access Control Domains

In the case of access control, the specific administrative authority is a Security Authority, and the specific administrative
area is termed-an—-Awceess rol-SpeetfteArea{ACS he e-ACSA—is-termed-an : Speei

Point. Ea¢h Access Control Specific Point is represented in the DIT by an Administrative Entry which includes accgss-
control-splecific-area as a value of its administrativeRole operational attribute; it has (potentially) one or more subentrjes
which coftain access control information. Similarly, each Access Control Inner Point is represented in the. DIT by [an
Administfative Entry which contains access-control-inner-area as a value of its administrativeRole operationalattributef it
also has (potentially) one or more subentries which contain access control information. Each such administrative enfry
which ha$ a subentry containing prescriptive ACI information has basic-access-control, simplified-aecéss-control, or other
relevant Value as a value of its accessControlScheme operational attribute. Each subentry that is“an Access Contfol
Specific Point and which contains access control information, has accessControlSubentry as¢a yalue of its object-clpiss
attribute. |An administrative entry and its subentries may hold operational attributes (such as\access control informatign)
which relpte, respectively, to the administrative point (and possibly its subentries) and-to-collections of entries (within
the admirfistrative area) defined by the subentry subtreeSpecification.

aot-a o armad A antrao ne
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The accegsControlScheme attribute shall be present if and only if the holding-administrative entry is an access conlol
specific entry. An administrative entry can never be both an access control spécific and an access control inner entry;
correspor|ding values can therefore never be present simultaneously in the administrativeRole attribute.

The scopg of a subentry that contains access control information,(as defined by its subtreeSpecification (which njay
include sybtree refinements), is termed a Directory Access ControlkDomain (DACD).

NOTE - A DACD can contain zero entries, and can encompass entries that have not yet been added to the DIT.

The Secyrity Authority may permit an Access Control Specific Area to be partitioned into subtrees termed inper
(administfative) areas. Each such inner area is termed an Access Control Inner Area (ACIA) with access-control-innLr-
area as the value of the administrativeRole operational attribute. Each subentry of the corresponding administrative pqint
that contdins prescriptive ACI has, as before, an accessControlSubentry value within its object class attribute.

The scop¢ (subtreeSpecification ) specified in a subentry within an ACIA is also a DACD and contains entries inside fhe
associatedl Access Control Inner Area:

ACIAs allow a degree of delegation of access control authority within the ACSA. The authority for the ACSA gtill
retains althority within the " ACIA since the ACI in the subentries of the ACSA’s administrative point apply as well as
the ACI ih the subentries‘of'the relevant ACIAs (subclause 16.6 explains how the ACSA controls authority).

In summgry, in evalirating access controls, the type of access control scheme (e.g. Basic Access Control) is indicated|by
the accessControlScheme attribute value of the relevant access control specific entry; the role of each relevpnt
administrative ‘entry within the ACSA is indicated by its administrativeRole attribute values; the presence of prescriptjve

a 3-53 wa ubente: h 8 ob 2 2 D

Subentries, like other entries, can hold an entryACI attribute for protection of its own contents.

16.3.2  Associating controls with administrative areas

Access to a given entry is (potentially) controlled by the totality of superior access control administrative points (both
inner and specific) up to and including the first non-inner access control administrative point or Autonomous
Administrative Point encountered moving up the DIT from the entry towards the root. Access Control Specific Points
superior to this access control administrative point have no effect on access control to the given entry.

NOTE 1 — An Autonomous Administrative Point is considered implicitly to be an Access Control Specific Point for the
purpose of this description, even if it is not associated with any prescriptive controls.
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Some important points regarding the association between access controls and administrative areas are:

a)

b)

9)

d)

€)

Access controls for Directory information may apply to only selected entries, or may have scope
extending throughout portions of the DIB that are logically related by a common security policy and a
common Access Control administration.

Access control may be imposed on entries within ACSAs or within ACIAs by placing prescriptiveACI
attributes (see 16.5) within one or more subentries of the corresponding Access Control Administrative
Entry, with scope defined by an appropriate subtreeSpecification.

NOTE 2 — prescriptiveACI attributes are not collective attributes. There are a number of significant differences
between prescriptive ACI and collective attributes:

- although a prescriptiveACI attribute may affect access control decisions for each entry within the scope of the
subentry that holds it, the prescriptiveACI attribute is not considered to supply accessible information to any

—suchentry-orto-beimany senseapartof suchamentry;

—  prescriptiveACI attributes are associated with the access control aspects of administration, and.are Iassociated
with Access Control Specific and Inner Points, not with entry-collection administrative points;

—  The purpose of a prescriptiveACI attribute is to express a policy that influences across a defined set|of entries,
while the purpose of a collective attribute is to provide information that associates, a*user—access{ble set of
attributes within a defined set of entries;

—  prescriptiveACI attributes represent policy information that will, in genefal, not be widely accpssible by
ordinary users. Administrative users who need to access prescriptiveACI information can access them as
operational attributes within subentries.

A prescriptiveACI operational attribute contains ACIItems (see 164.1) common to all entries Within the
scope of the subentry, i.e. DACD, in which the prescriptiveACI occurs. A DACD normally| contains
entries inside the associated Access Control Specific Area (but'can contain no entries at all).

Although particular ACIItems may specify attribut€s™or values as protected items, ACIIfems are
logically associated with entries. The particular set of ACIItems associated with an entry is a combination
of:

— ACIItems that apply to that particular_entry, specified as values of the entryACI operational
attribute, if present (see 16.5.2);

— ACIItems from prescriptiveACINoperational attributes applicable to the entry by virtue|of being
placed in subentries of administsative entries whose scope includes the particular entry (see [16.5.1).

Each entry (controlled by entryACI and/or prescriptiveACI) necessarily falls within one and |only one
ACSA. Each such entry may~also fall within one or more ACIAs nested inside the ACSA contdining the
entry. The prescriptiveACT that potentially affects the outcome of access control decisions for a given
entry are located within subentries (of the administrative entry) for the ACSA and for ea¢th ACIA
containing the entry. Other subentries cannot affect access control decisions regarding that entry.

If an entry jsswithin the scope of more than one DACD, the complete set of ACIItems fhat may
potentiallyCaffect access control decisions regarding that entry includes all prescriptiveACI item
attributes-of those DACDs, in addition to any entryACI attributes in the entry itself. An example is
shown in Figure 11. The effective access control at entry E1 is a combination of the prescriptivieACI for
DACD1, DACD2, DACD3, and entryACI (if present) in entry E1. The effective access control at entry
E2 is a combination of the prescriptiveACI for DACD1 and DACD3, and entryACI (if pgesent) in
entry E2.

NOTE - Protection of access control information is described in 16.6.

y 0 ithin an
administrative area. Since a subtreeSpecification may define a subtree refinement, DACDs may
arbitrarily overlap within the intersection of their respective administrative areas. For simplicity,
Figure 11 does not show administrative points, subentries, or administrative areas; however, it may be
considered as three DACDs in the same ACSA with each DACD corresponding to a single subentry of
the administrative point for that ACSA (and there are no ACIAs). Alternatively, Figure 11 may be
considered in the context of a single ACSA containing a single ACIA where DACD1 is congruent to the
ACSA and DACD3 is congruent to the ACIA (DACD1 and DACD?2 would correspond to subentries of
the ACSA administrative point and DACD3 would correspond to a subentry of the ACIA administrative
point). An administrative area is congruent to a DACD when the collection of entries in the DACD is the
same as the collection of entries in the implicitly defined subtree corresponding to the administrative area.
See the example in Annex K for figures depicting the relationship between administrative entries,
administrative areas, subentries, and DACDs.

ITU-T Rec. X.501 (1993 E) 57


https://standardsiso.com/api/?name=aa8e3c2f5bb538a5ee5933d67173ea87

ISO/IEC 9594-2 : 1995 (E)

16.4

16.4.1

Access (
regard tg

In ASN.

ACIItem
ide
pre
au
ite

4 DACD-1
- DACD-2
[Doacoa
E1
g/ N\ J
E2
TISO3320-94/d11

Figure 11 — Effective Access Control using DACDs

Representation of Access Control Information

ASN.1 for Access Control Information

ontrol Information is represented as a set-of ACIItems, where each ACIItem grants or denies permission
certain specified users and protected items!

the information is expressed as:

u= SEQUENCE {
ntificationTag DirectoeryString { ub-tag },
cedence Precedence,
enticationLevel /~ AuthenticationLevel,
OrUserFirst CHOICE {
itemFirst [0] SEQUENCE {
protectedItems ProtectedItems,
itemPermissions SET OF ItemPermission },
userFirst [11 SEQUENCE {
userClasses UserClasses,

P

Precedence

ProtectedItems

userPermissiomrs——SET-OF UserPermissiom}}}
53]

INTEGER (0..255)

SEQUENCE {

entry [0] NULL OPTIONAL,

allUserAttributeTypes [1] NULL OPTIONAL,

attributeType [21 SET OF AttributeType OPTIONAL,
allAttributeValues [31 SET OF AttributeType OPTIONAL,
allUserAttributeTypesAndValues [4] NULL OPTIONAL,

attributeValue [5]1 SET OF AttributeTypeAndValue OPTIONAL,
selfValue [61 SET OF AttributeType OPTIONAL }
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UserClasses = SEQUENCE {
allUsers  [0] NULL OPTIONAL,
thisEntry [1] NULL OPTIONAL,
name [2] SET OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET OF NameAndOptionalUID OPTIONAL,

-- dn component must be the name of an
-- entry of GroupOfUniqueNames

subtree [4] SET OF SubtreeSpecification OPTIONAL}
ItemPermission ::= SEQUENCE {
precedence Precedence OPTIONAL,
-- defauflts to precedence in AClItem --
userClasses UserClasses,

AndDenial G AndDenials }

Us¢rPermission = SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in AClItem
protectedItems ProtectedItems,

grantsAndDenials GrantsAndDenials }

AuthenticationLevel ::==  CHOICE {
basicLevels SEQUENCE {
level ENUMERATED { none (0), simple (1), strong (2) },

localQualifier =~ INTEGER OPTIONAL},
other EXTERNAL }

GrantsAndDenials ::=  BIT STRING {

-- permissions that may be used in conjunction with
-- with any component of Protectedltems

grantAdd 0),

denyAdd 1),

grantDiscloseOnError (2),

denyDiscloseOnError (3),

grantRead ),
denyRead (5),
grantRemove 6),
denyRemove @,

-- permissions that may be used-only in conjunction
-- with the entry component

grantBrowse 8);

denyBrowse 9,

grantExport (10),
denyExport (11),
grantImport (12),
denyImport (13),
grantModify 14),
denyMaedify (15),
grantRename (16),
denyRename an,
grantReturnDN (18),
denyReturnDN 19),

-- permissions that may be used in conjunction
-- With any component, except entry, of Protectedltems

grantCompare (20),
denyCompare (21),
grantFilterMatch (22),
denyFilterMatch 23)}

16.4.2  Description of ACIItem Parameters

16.4.2.1 IdentificationTag

identificationTag is used to identify a particular ACIItem. This is used to discriminate among individual ACIItems for
the purposes of protection, management, and administration.
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16.4.2.2

Precedence

Precedence is used to control the relative order in which ACIItems are considered during the course of making an
access control decision in accordance with 16.8. ACIItems having higher precedence values may prevail over others
with lower precedence values, other factors being equal. Precedence values are integers and are compared as such.

Precedence can be used by a superior authority within the Security Authority to permit partial delegation of access
control policy setting within an ACSA. This can be achieved by the superior authority setting a general policy at a high
precedence and authorizing users representing the subordinate authority (e.g. associated with an ACIA) to create and
modify ACI with a lower precedence, in order to tailor the general policy for specific purposes. The partial delegation
thus requires the means for the superior authority to limit the maximum precedence which the subordinate authority can

assign to

Basic Acgcess : :
subordingte authority. This must be done by local means.

16.4.2.3

Authentig

ACI under its control.

AuthenticationLevel

integer localQualifier;

—  other — an externally defined measure.

When basicLevels is used, an AuthenticationLevel consisting of a level and optional localQualifier shall be assigned to

requestor]

requirem

localQual,

is consid
for no ai

When ot
policy. T
AClis a

ationLevel defines the minimum requestor authentication level required for this ACIItem. It has:two forms:

— basicLevels which indicates the level of authentication, optionally qualified by pesitive or negafive

the

by the DSA according to local policy. For a requestor’s authentication level to exceed a minimpm
ent, the requestor’s level must meet or exceed that specified in the ACIItem, and in addition the requestqr’s
ffier must be arithmetically greater than or equal to that of the ACIItem. Strong authentication of the requeqtor
bred to exceed a requirement for simple or no authentication, and simple authentication exceeds a requirempnt

thentication. For access control purposes, the “simple” authentication level requires a password; the casel of
identification only, with no password supplied, is considered “none’’; If a localQualifier is not specified in the ACIIt
then the fequestor need not have a corresponding value (if such a,value is present it is ignored).

he form of this AuthenticationLevel and the methed by which it is compared with the AuthenticationLevel in
ocal matter.

NOTES

m,

er is used, an appropriate AuthenticationLevel shallbg*assigned to the requestor by the DSA according to lgcal

the

1 An authentication level associated With an explicit denial indicates the minimum level to which a requestor mugt be

authenticafed in order not to be denied access. For example, an ACIItem that denies access to a particular user class and reqyires

strong aut
not in that

16.4.2.4

user class.

2 The DSA may base authentication level on factors other than values received in protocol exchanges.

itemFirst and userFirst Parameters

hentication will deny access to all reguestors who cannot prove, by means of a strongly authenticated identity, that they are

Each A(QIItem contain$ a¢hoice of itemFirst or userFirst. The choice allows grouping of permissions depending on
whether fthey are most-conveniently grouped by user classes or by protected items. itemFirst and userFirst

equivalerlt in the sénse that they capture the same access control information; however they organize that informa

differentlly. Thé>choice between them is based on administrative convenience. The parameters used in itemFirs
userFirst are described below.

are
ion
or

60

a) ProtectedItems define the items to which the specified access controls apply. It 1s defined as a set

selected from the following:

-~ entry means the entry contents as a whole and does not necessarily include the information in
entry.

—  allUserAttributeTypes means all user attribute type information associated with the entry, but
values associated with those attributes.

the

not

—  allUserAttributeTypesAndValues means all user attribute information associated with the entry,

including all values of all user attributes.

— attributeType means attribute type information pertaining to specific attributes but not values

associated with the type.
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- allAttributeValues means all attribute value information pertaining to specific attributes.
—  attributeValue means a specific value of specific attributes.

—  selfValue means the attribute value assertion corresponding to the current requestor. The protected
item selfValue applies only when the access controls are to be applied with respect to a specific
authenticated user. It can only apply in the specific case where the attribute specified is of
DistinguishedName or uniqueMember syntax and the attribute value within the specified attribute
matches the distinguished name of the originator of the operation.

NOTE 1 - allUserAttributeTypes and allUserAttributeTypesAndValues do not include operational

attributes, which should be specified on a per attribute basis, using attributeType, allAttributeValues or
attributeValue.

b) UserClasses defines a set of zero or more users the permissions apply to. The set of users is selected from

the Fn"nu/ing'

— allUsers means every directory user (with possible requirements for authenticationLlevel))
—  thisEntry means the user with the same distinguished name as the entry being accessed.
— name is the user with the specified distinguished name (with an optional unique idéntifier).

— userGroup is the set of users who are members of the groupOfUniqueNanies entry, identified by the
specified distinguished name (with an optional unique identifier). Menibers of a group ¢f unique
names are treated as individual object names, and not as the names of other groups of uniqye names.
How group membership is determined; is described in 16.4.2.5.

—  subtree is the set of users whose distinguished names fall, within the definition of the (unrefined)
subtree.

¢) SubtreeSpecification is used to specify a subtree relative_to the root entry named in base. [The base
represents the distinguished name of the root of subtree. The subtree extends to the leaves of the DIT
unless otherwise specified in chop. The use of a specificationFilter component is not permitted; if present,
it shall be ignored.

NOTE 2 - SubtreeSpecification does not allow subtree refinement because a refinement might requirela DSA to
use a distributed operation in order to determinesif\a' given user is in a particular user class. Basic Access [Control is
designed to avoid remote operations in the course of making an access control decision. Membership in| a subtree
whose definition includes only base and chgp can be evaluated locally, whereas membership in a subtree|definition
using specificationFilter can only be evaluated by obtaining information from the user’s entry which is potentially in
another DSA.

precise semantics of these permissions with respet to each protected item is discussed in ITU-T
Rec. X.511 I ISO/IEC 9594-3.

g) Uniqueldentifier may be used by the authentication mechanism to distinguish between instances of
distinguished name reuse. The value of the unique identifier is assigned by the authentication authority
according to its policy and is provided by the authenticating DSA. If this field is present, then for an
accessing user to match the name user class of an ACIItem that grants permissions, in addition to the
requirement that the user’s distinguished name match the specified distinguished name, the authentication
of the user must yield an associated unique identifier, and that value must match for equality with the
specified value.

NOTE 3 — When authentication is based on supplied SecurityParameters, the unique identifier associated with

the user may be taken from the subjectUniqueldentifier field of the sender’s Certificate in the optional
CertificationPath.
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16.4.2.5 Determining group membership

Determmmg whether a glven requestor is a group member requ1res cnecn(mg two criteria. Also, thc determination may

be constrained if the group definition is not known locally. The criteria for membership and the treatment of non-local
groups are discussed below.
a) A DSA is not required to perform a remote operation to determine whether the requestor belongs to a

particular group for the purposes of Basic Access Control. If membership in the group cannot be
evaluated, the DSA shall assume that the requestor does not belong to the group if the ACI item grants the

permission sought, and does belong to the group if it denies the permission sought.

NOTE 1 — Access control administrators must beware of basing access controls on membership of non-locally
available groups or groups which are available only through replication (and which may, therefore, be out of date).
NOTE 2 — For performance reasons it is usually impractical to retrieve group membership from remote DSAs

as pari of the evaluanon of access controls. However in certain circumstances it may be practlcal and a DSA is

o
~r

16.5 The ACI operational attributes

permitted, for example, [0 perform Temote Operations to obrain of refresh a focal copy of @ group emry or use| the
Compare operation to check membership prior to applying this clause.

- The entry named by he userGroup speciﬁcation must be an instance of~the object class
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—  The name of the requestor must be a value of the member or uniqueMembeér jattribute of that entfy.

NOTE 3 — Values of the member or uniqueMember attribute that do not match the name of the requgstor
are ignored, even if they represent the names of groups of which the originator\could be found to be a memper.
Hence, nested groups are not supported when evaluating access controls.

Access dontrol information is stored in the Directory as an operational dttribute of entries and subentries. The

operational attribute is multi-valued, which allows ACI to be represented.as a set of ACIItems (defined in 16.4).

16.5.1 |Prescriptive access control information

A Prescriptive ACI attribute is defined as an operational attribiites of a subentry. It contains access control informatjon

applicablg to entries within that subentry’s scope:

prescriptiveACI ATTRIBUTE := {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryQperation
ID id-aca-prescriptiveACI }

16.5.2 |Entry access control information

An Entry| ACI attribute is defined as-operational attributes of an entry. It contains access control information applicgble

to the enfry in which it appears;-and that entry’s contents:

entryACl ATTRIBUTE := {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-entryAClI }

16.5.3 | SubentryACI

Subentry ACI attributes are defined as operational attributes of administrative entries, and provide access control
information that applies to each of the subentries of the corresponding administrative point. Prescriptive ACI within the
subentries of a particular administrative point never applies to the same or any other subentry of that administrative
point, but can be applicable to the subentries of subordinate administrative points. Subentry ACI attributes are contained
only in administrative points and do not affect any element of the DIT other than immediately subordinate subentries.

In evaluating access control for a specific subentry, the ACI that must be considered is:

62

the entryACI within the subentry itself (if any);
the subentryACI within the associated administrative entry (if any);

prescriptiveACI associated with other relevant administrative points within the same access control
specific area (if any).
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subentryACI ATTRIBUTE &= |
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-subentryACI }

16.6 Protecting the ACI

ACT operational attributes may be subjected to the same protection mechanisms as ordinary attributes. Some important
related points are:

16

Ea¢h Directory operation involves making a series of access control decisions on-the various protected item
opgration accesses.

For some operations (e.g. Modify operations), each such access control decision must grant access for the op
sugceed; if access is denied to any protected item, the whole operation<fails. For other operations, protected

wh
If

Dis|
res

-

corjceal the existence of the protected item.

Th

eadh protected item, are specified in ITU-T Rec. X:511 | ISO/IEC 9594-3.

Th

16
Th

corjceptual description of the ‘Access Control Decision Function (ACDF) for basic-access-control. It descr
A(I items are processed in.order to decide whether to grant or deny a particular requestor a specified permig
given protected item.

16.

Fof each inveCation of the ACDF, the inputs are

a) The identificationTag provides an identifier for each ACIItem. This tag can be used to remove
AClIlItem value, or to protect it by prescriptive or entry ACIL.

identificationTag value.

subentryACI operational attribute in the Administrative Entry.

NOTE 2 — The right to create prescriptive access controls may also be governed directly by security
provision is required to create access controls in new autonomous administrative areas.

7 Access control and Directory operations

ch access is denied are simply omitted from the operation result and\processing continues.

he requested access is denied, further access control decisions may be needed to determine if the
rloseOnError permissions to the protected item. Only if DiscloseOnError permission is granted may the
pond with an error that reveals the existence of the proteeted item; in all other cases the Directory acts

e access control requirements for each operation, iel~the protected items and the access permission required

e algorithm by which any particular access-control decision is made is specified in 16.8.

8 Access Control Decision Function

s subclause specifies how_an access control decision is made for any particular protected item. It pi

8.1 Inputs and.outputs

a)\ the requestor’s Distinguished Name (as defined in 7.3 of ITU-T Rec. X.511 | ISO/IEC 9594-3
identifier, and authentication level, or as many of these as are available;

a specific

ny specific

b) The creation of subentries for an Administrative Entry may be access controlled by)meahs of the

bolicy; this

5 that the

eration to
items to

user has
Directory
SO as to
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ovides a
bes how
sion to a

), unique
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point for which the ACDF was invoked;

¢) the requested permission category specified for the current decision point;

d)

the ACI items associated with the entry containing (or which is) the protected item. Protected items are
described in 16.4.2.4. The scope of influence for ACI items within a prescriptiveACI attribute is
described in 16.3.2 and 16.5.1. The scope of influence for ACI items within an entryACI attribute is
described in 16.3.2 and 16.5.2. The scope of influence for ACI items within a subentryACI attribute is
described in 16.5.3.

The output is a decision to grant or deny access to the protected item.

In any particular instance of making an access control decision, the outcome shall be the same as if the steps in 16.8.2
through 16.8.4 were performed.
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16.8.2 Tuples

For each ACI value in the ACI items of 16.8.1.d), expand the value into a set of tuples, one tuple for each element of the
itemPermissions and userPermissions sets. Collect all tuples from all ACI values into a single set. Each tuple contains
the following items:

( userClasses, authenticationLevel, protectedItems, grantsAndDenials, precedence )

For any tuple whose grantsAndDenials specify both grants and denials, replace the tuple with two tuples — one
specifying only grants and the other specifying only denials.

16.8.3 Discarding non-relevant tuples

Perform the following steps to discard all non-relevant tuples:

1

2)
3)

16.8.4 [ Selecting highest precedence, most specific tuples

Perform the following steps to select those tuples.of highest precedence and specificity:

1)
2)

3)

Grant acgess if\and only if one or more tuples remain and all grant access. Otherwise deny access.

Discard all tuple that do not include the requestor in the tuple’s userClass [16.4.2.4 b)] as follows:

—  For tuples that grant access discard all tuples that do not include the requestor’s identity~in

the

tuples’s userClasses element taking into account uniqueldentifier elements if relevant. Where a typle

specifies a uniqueldentifier, a matching value must be present in the requestor’s identity if the tup
not to be discarded. Discard tuples that specify an authentication level higher than*that associ
with the requestor in accordance with 16.4.2.3.

e is
hted

—  For tuples that deny access, retain all tuples that include the requestor, in the tuple’s userCl
element, taking into account uniqueldentifier elements if relevant. Also'detain all tuples that
access and which specify an authentication level higher than that assgciated with the request
accordance with 16.4.2.3. All other tuples that deny access are discarded.

NOTE 1 - The second requirement in the second sub-item above-(i:e. to retain any tuple that denies a

and also specifies an authentication level higher than that associated with the requestor) reflects the fact tha
requestor has not adequately proved non—-membership in the userclass for which the denial is specified.

Discard all tuples that do not include the protected item in protectedItems [16.4.2.4 a)].

SE€S

ny
in

ess
the

Discard all tuples that do not include the requested permission as one of the set bits in grantsAndDenials

[16.4.1,16.4.2.4 f)].

NOTE 2 - The order in which discarding of non-relevant tuples is performed does not change the outpy
the ACDF.

Discard all tuples having a precedence less than the highest remaining precedence.

If more than one tuple remains, choose the tuples with the most specific user class. If there are any tu
matching the requestor with UserClasses element name or thisEntry, discard all other tuples. Otherwis
there are any tuples ‘matching UserGroup, discard all other tuples. Otherwise if there are any tu
matching subtree, discard all other tuples.

If more than ©ne tuple remains, choose the tuples with the most specific protected item. If the prote
item is an attribute and there are tuples that specify the attribute type explicitly, discard all other tuple
the protected item is an attribute value, and there are tuples that specify the attribute value explic
discard ‘all other tuples.

t of
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16.9 Simplified Access Control

16.9.1 Introduction

This subclause describes the functionality of an access control scheme, known as Simplified Access Control, that is
designed to provide a subset of functionality found in Basic Access Control.

16.9.2 Definition of Simplified Access Control functionality

The functionality of Simplified Access Control is defined as follows:

a)

access control decisions shall be made only on the basis of ACIltem values of prescriptiveACI
subentryACI operational attributes.

NOTE 1 - entryACI, if present, shall not be used to make access control decisions.
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b) access control specific administrative areas shall be supported. Access control inner administrative areas
shall not be used. Particular access decisions shall be made on the basis of ACIItem values obtained from a
single Administrative Point, or from subentries of that Administrative Point.

NOTE 2 - Values of prescriptiveACI attributes appearing in subentries of Administrative Points containing no
id-ar-accessControlSpecificArea Administrative Role attribute value shall not be used to make access control decisions.

c) all other provisions shall be as defined for basic access control.

SECTION 8 - DSA MODELS

17 DSA Models
Thik clause is concerned with general models describing various aspects of the components comprising the Directory,
Dirpctory System Agents (DSAs). Subsequent clauses treat additional DSA models.
1741 Definitions

For|the purposes of this Directory Specification, the following definitions apply.

context prefix: The sequence of RDNs leading from the Root of the DIT ¢o the initial vertex of a naming context;
corfesponds to the distinguished name of that vertex.

DII fragment: The portion of the DIB that is held by one master DSA,'comprising one or more naming contexts.

naming context: A subtree of entries held in a single master DSA!

17.2 Directory Functional Model

Thg Directory is manifested as a set of one or more\application-processes known as Directory System Agent§ (DSAs),
each of which provides zero, one, or more of the access points. This is illustrated in Figure 12 Where the Difectory is
composed of more than one DSA, it is said to-be distributed. The procedures for the operation of the Directory when it is
disll‘ibuted are specified in ITU-T Rec. X.518VISO/IEC 9594-4.

The Directory

TISO3330-94/d12

Figure 12 — The Directory Provided by Multiple DSAs
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NOTE - A DSA will likely exhibit local behavior and structure which is outside the scope of envisaged Directory
Specifications. For example, a DSA which is responsible for holding some or all of the information in the DIB will normally do so by
means of a database, the interface to which is a iocai matter.

A particular pair of application-processes which need to interact in the provxsio“. of directory services (either a DUA and
a DSA, or two DSAs) may be located in different open systems. Such an interaction is carried out by means of OSI

Directory protocols, as specified in ITU-T Rec. X.519 | ISO/IEC 9594-5.

Clause 17 specifies the models that are used as the basis for specifying the distributed aspects of the Directory. A
framework for the specification of operational models concerned with particular aspects of the operation of the
components of the Directory, DSAs, is provided in clauses 21 through 24.

17.3  Directory Distribution Model

This subgtan

authority
administ

L. el _a o a . ANA_ o s e mzad smmnsmnvAaa A
10r itnat entry. Maintenance and lllallagculcul of an Uuu_y shall take pla\,c in a DSA administered b oy the

ative authority for the entry. This DSA is the master DSA for the entry.

at a vert¢x of the DIT (other than the root) and extends downwards to leaf and/or non-leaf vertices. Such vertfces

constitutg the border of the naming context. The superior of the starting vertex of a namiag context is not held in that

master DBA. Subordinates of the non-leaf vertices belonging to the border denote the start-of further naming contexts
NOTES

1 The DIT is therefore partitioned into disjoint naming contexts, each under-the administrative authority of a sipgle
A.

2 A naming context in itself is not an administrative area havirig/an administrative point or an explicit suljtree
on, but it may coincide with an administrative area.

master D

It is possjble for a master DSA’s administrator to have administratiye authority for several disjoint naming contexts. (For
ing context for which a master DSA has administrative authority, it shall logically hold the sequence of RIDNs
which lead from the root of the DIT to the initial vertex of the:Subtree comprising the naming context. This sequencp of
RDNESs is called the context prefix of the naming context.

A maste] DSA’s administrator may delegate administrative authority for any immediate subordinates of any entry held
locally t¢ another master DSA. A master DSA that.delegated authority is called a superior DSA and the context [that
holds th¢ superior entry of one for which the-administrative authority was delegated, is called the superior naming
context. Pelegation of administrative authority.begins with the root and proceeds downwards in the DIT; that is, itcan
only occprr from an entry to its subordinates,

Figure 13 illustrates a hypothetical DIT logically partitioned into five naming contexts (named A, B, C, D and E), w hich
are physically distributed over three PSAs (DSA1, DSA2, and DSA3).

From th¢ example it can be séef) that the naming contexts held by particular master DSAs may be configured so gs to
meet a Wide range of opefational requirements. Certain master DSAs may be configured to hold those entries [that
represen{ higher level maming domains within some logical part(s) of the DIB, the organizational structure of a large
company| say, but not;nécessarily all the subordinate entries. Alternatively, master DSAs may be configured to hold ¢nly
those namning contéxts representing primarily leaf entries.

From thqd above definitions, the limiting case for a naming context can be either a single entry or the whole of the DIT.

Whilst the Idgical to physical mapping of the DIT onto master DSAs is potentially arbitrary, the task of informdtion
location and management is simplified if the master DSAs are configured to hold a small number of naming contexts.

DSAs may hold entry-copies as well as entries. Shadowed entries, the only sort of entry-copy considered in the
Directory Specifications, are maintained by means of the shadowing service described in ITU-T Rec. X.525 | ISO/IEC
9594-9. In addition to this standardized sort of replicated information, two additional non-standardized sorts of entry-
copy may be encountered in the Directory.

—  Copies of an entry may be stored in other DSA(s) through bilateral agreement.

- Copies of an entry may be acquired by storing (locally and dynamically) a cache-copy of an entry which
results from a request.

NOTE - The means by which these copies are maintained and managed is not defined in these Directory specifications.
Due to more precise handling of features like access control, it is recommended that the shadow service be used instead of using
cached copies.
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PSA holding an entry-copy is a shadow DSA for that entry. A shadow DSA may hold a copy of a naming cq
portion thereof. The specification of the portion 0f'a naming context that is shadowed is termed a unit of replicd
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ntext or a
tion.

described in 9.2 of ITU-T Rec. X.525 | ISO/IEC 9594-9, a unit or replication is defined within the [Directory

brmation model, and a specification mechanism is provided. The shadowing mechanism in the Directory is|
definition of the subset of the) DIT that will be shadowed. This subset is called unit of replication. T

based on
e unit of

lication comprises a three-part specification which defines the scope of the portion of the DIT to be replitated, the
ibutes to be replicated within that scope, and the requirements for subordinate knowledge. The unit of replication also
licitly causes the shadewed information to include policy information in the form of operational attribut¢s held in
Fies and subentries, (e.g. access control information) which is to be used to correctly perform Directory operations.
e prefix information to be included begins at an autonomous administrative point and extends to the replication base

[y

e originator of a Directory request is informed (via fromEntry) as to whether information returned in response to a

req

uest'is from an entry-copy or not. A service control, dontUseCopy, is defined which allows the user to prohil]

of entry-copies to satisfy the request (although copy information may be used in name resolution.).

it the use

In order for a DUA to begin processing a request it shall hold some information, specifically the presentation address,
about at least one DSA that it can contact initially. How it acquires and holds this information is a local matter.

During the process of modification of entries it is possible that the Directory may become inconsistent. This will be
particularly likely if modification involves aliases or aliased objects which may be in different DSAs. The inconsistency
shall be corrected by specific administrator action, for example to delete aliases if the corresponding aliased objects have
been deleted. The Directory continues to operate during this period of inconsistency.
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SECTION 9 - DSA INFORMATION MODEL

18 Knowledge

18.1  Definitions
For the purposes of this Directory Specification, the following definitions apply.
18.1.1

18.1.2 commonly usable: A characteristic of a replicated area that permits general distribution of the access point of
the DSA holding it; a commonly usable replicated area is normally a complete shadow copy of a naming context.

category: A characteristic of a knowledge reference that qualifies it as identifying a master or a shadow DSA.

18.1.3 |cross reference: A knowledge reference containing information about a DSA that holds an entry or. enlry-

copy. Thik is used for optimization. The entry need have no superior or subordinate relationship to any entry inthie' DSA
holding the cross reference.

18.1.4 [immediate superior reference: A knowledge reference containing information about a DSAc<that holds |the
naming cpntext (or a commonly usable replicated area derived from it) that is immediately superiof-to’one held by [the
DSA for which the knowledge reference is relevant.

18.1.5 [knowledge (information): DSA operational information held by a DSA that it usés to locate remote entry or
entry-coply information.

18.1.6 [knowledge reference: Knowledge which associates, either directly or indirectly, a DIT entry or entry copy
with the IDSA in which it is located.

18.1.7 [master knowledge: Knowledge of the master DSA for a naming context.

18.1.8 |non-specific subordinate reference: A knowledge reference containing information about a DSA that hqlds
one or mgre unspecified subordinate entries or entry-copies.

18.1.9 |reference path: A continuous sequence of knowledge reférences.

18.1.10 [shadow knowledge: Knowledge of one or more @hadow DSAs for a naming context (if the knowledgg is
specific) or contexts (if nonspecific).

18.1.11 [subordinate reference: A knowledge reference containing information about a DSA that holds a specjfic
subordingte entry or entry-copy.

18.1.12 [superior reference: A knowledge reference containing information about a DSA considered capable{ of
resolving|(i.e. finding any entry within) the-whole of the DIT.

18.2 Introduction

The DIB|is distributed across a targe number of master DSAs, each holding and having administrative authority for a
DIB fragment. The principlés governing this distribution are specified in 17.3.

In additidn, these and ‘Other DSAs may hold copies of portions of the DIB.

It is a refuiremént of the Directory that, for particular modes of user interaction, the distribution of the directory| be
rendered fransparent, thereby giving the effect that the whole of the DIB appears to be within each and every DSA.

In order te-sappe s-operational requiremen h h DSA be able to gain o the information

held in the DIB associated with any name (i.e any object’s distinguished or alias names). I the DSA does not itself hold
an object entry or object entry-copy associated with the name, it must be able to interact with a DSA that does, either
directly or indirectly by means of direct and/or indirect interactions with other DSAs.

When the Directory user indicates that entry-copy information shall not be used to satisfy his request, the DSA servicing
the request must be able to gain access, directly or indirectly, to the master DSA holding the entry information associated
with the name supplied in the user’s request.

This clause defines knowledge as that DSA operational information required to achieve these technical objectives.
Subsequent clauses specify the representation of knowledge in the context of a general DSA information model.
NOTE - The preceding statements represent technical objectives of the Directory. Realization of these technical objectives

depends on other matters (e.g. policy matters) in addition to a consistent configuration of knowledge in DSAs. Clauses 21 through 24
establishes a framework to address some of these matters.
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Annex M contains an illustration of the modelling of knowledge. The illustration is based on the hypothetical DIT given
in Figure 13.
18.3 Knowledge References
Knowledge is that operational information held by a DSA that represents a partial description of the distribution of entry
and entry-copy information held in other DSAs. Knowledge is used by a DSA to determine an appropriate DSA to

contact when a request received from a DUA or another DSA cannot be satisfied with locally held information.

Knowledge consists of knowledge references. A knowledge reference associates, either directly or indirectly, the name
of a Directory entry with a DSA holding the entry or a copy of the entry.

18.3:

Thdre are two categories of knowledge reference, master knowledge references and shadow knowledge referendes.
Malter knowledge is knowledge of the access point of the master DSA for a naming context.

Shddow knowledge is knowledge of DSAs holding replicated Directory information; it may<be-distributed by shadow
suppliers to shadow consumers by means of the replication procedures described“-in ITU-T Rec.|X.525 |
ISQVIEC 9594-9. Shadow knowledge is knowledge of the access point of a set of one.or more shadow D§As for a
replicated area (a naming context or a portion thereof).

A IDSA that is the object of shadow knowledge shall hold a commonly usable, réplicated area. One form of feplicated
areg that is commonly usable is a complete shadow copy of a naming context.*An incomplete shadow copy ofL naming
confext held by a DSA may be commonly usable if it is sufficiently complete to satisfy the interrogation reqpests that
usefs commonly make to the DSA. It is the responsibility of the adminiStrative authority who causes shadow kpowledge
of 4 DSA holding an incomplete copy of a naming context to be distributed that the replicated area be commonly usable.

A given DSA may hold both master and shadow knowledge, the-latter involving multiple shadow DSAs, regarding a
particular naming context. The specific knowledge used in the“processing of a request received from a DUA dr another
DSA, e.g. in the name resolution process, is determined by a DSA-specific selection procedure whereby the DSA
computes, based on any nonstandardized criteria deemed appropriate by the administrative authority, an access point of a
DSA capable of progressing the request.

NOTE - The Directory Specifications do not constrain how master and shadow knowledge is used by DSAs (other than
indifectly through constraints on DSA behavior, for-example, the dontUseCopy and copyShallDo service controls as specified in
ITU-T Rec. X.511 I ISO/IEC 9594-3).

18.3.2 Knowledge Reference Types

Thq knowledge possessed by @ DSA is defined in terms of a set of one or more knowledge references where each
refdrence associates, either directly or indirectly, entries (or entry copies) of the DIB with the DSA which hold those
entties (or entry copies).

A IDSA may hold the following types of knowledge reference:
— a'superior reference;
—<."immediate superior references;

—  subordinate references;

—  non-specific subordinate references, and

—  cross references.
A knowledge reference of a particular type shall be either a master or shadow knowledge reference.

In addition, a DSA that participates in shadowing as a shadow supplier and/or consumer may hold one or more of the
following types of knowledge reference:

—  supplier references; and

—  consumer references.

These knowledge reference types are described below.
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18.3.2.1

Superior Reference

A superior reference consists of

—  the Access Point of a DSA.

Each non-first level DSA (see 18.5) maintains precisely one superior reference. The superior reference shall form part of
a reference path to the root. Unless some method outside the standard is employed to ensure this, for example within a
DMD, this shall be accomplished by referring to a DSA which holds a naming context or replicated area whose context

prefix ha

18.3.2.2

s fewer RDNSs than the context prefix with fewest RDNs held by the DSA holding the reference.

Immediate Superior References

An immegdiate-superiorreferenceconsistsof

Immedial

binding t

by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entries or entry-copies).

fe superior references are an optional reference type that only occur when there is a hiefarchical operati

operatiorfal bindings, an immediate superior naming context may be referenced by means of 4 cross reference.

18.3.2.3

Subordinate References

A subordinate reference consists of

All nam
subordin

entry-copies) by the DSA holding the reference;

—  the Access Point of the DSA holding that naming context (as entries or entry copies).

hte references (or non-specific subordinate references;as described in 18.3.2.4).

In the cabe where a DSA holds entry-copies, the subordinate naming contexts may or may not be represented, depen
on the shadowing agreement in effect.

18.3.2.4

Non-Specific Subordinate References

A non-specific subordinate reference consists of

subordinate Naming/Contexts.

This typ¢ of reference is optional, to allow for the case in which a DSA is known to contain some subordinate entrie
entry-copies) but the specific RDNs of those entries (or entry-copies) is not known.

For each naming ‘context that it holds, a master DSA may hold zero or more non-specific subordinate references. D|
accessed| via amon-specific reference shall be able to resolve the request directly (either success or failure). In the e
of failurg, a‘'serviceError reporting a problem of unableToProceed is returned to the requestor.

—  the context prefix of a naming context that is immediately superior to one held (as entries or entry-copies)

nal

b the referenced DSA (see clause 24 in ITU-T Rec. X.518 | ISO/IEC 9594-4). In the-absence of such explicit

— a context prefix corresponding to a naming context immediately subordinate to one held (as entriep or

Ing contexts immediately subordinate to naming contexts held by a master DSA shall be represented by

ling

— the Access Points.of-a DSA that holds the entries (or entry copies) of one or more immedigtely

(or

SAs
vent

In the case where a DSA holds entry-copies, the non-specific subordinate references may or may not be represented,
depending on the shadowing agreement in effect.

18.3.2.5

Cross References

A cross reference consists of

— a Context Prefix;

—  the Access Point of a DSA which holds the entries or entry-copies for that naming context.

This type of reference is optional and serves to optimize Name Resolution. A DSA may hold any number (including

zero) of

70

cross references.
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18.3.2.6 Supplier References

A supplier reference held by a shadow consumer DSA consists of

— the context prefix of the naming context from which the replicated area received from the shadow
supplier is derived;

— the identifier of the shadowing agreement that the shadow consumer has established with a shadow
supplier;

— the Access Point of the shadow supplier DSA;
—  an indication of whether the shadow supplier of the replicated area is or is not the master; and

— optionally, the access point of the master DSA if the supplier is not the master.

183.2.7 Consumer References

A ¢onsumer reference held by a shadow supplier DSA consists of

—  the context prefix of a naming context from which the replicated area provided by\the shadow pupplier is
derived;

— the identifier of the shadowing agreement that the shadow supplier has established with a consuiner; and

— the Access Point of the shadow consumer DSA.

184 Minimum Knowledge

It is a property of the Directory that each entry can be accessed independently of where a request is generated.

It §s also a property of the Directory that, to achieve adequate levels of performance and availability, some reuests can
besatisfied using a copy of an entry, while other requests may only be satisfied using the entry itself (i.e. the iffformation
held at the master DSA for the entry).

Tof realize these location independence properties of the: Directory, each DSA must maintain a minimum quantity of
knpwledge which depends on the particular configuration of the DSA.

The objective of these minimum requirement$ is to permit the distributed name resolution process to establish a
reference path, as a continuous sequence of master knowledge references, to all naming contexts within the Directory.

Belyond these minimum requirements, additional knowledge may be employed to establish other referenc¢ paths to
copies of naming contexts. Cross réference knowledge (master and shadow) may be employed to establish joptimized
reference paths to naming contexts)and copies of naming contexts.

The minimum knowledge requirements for DSAs are specified in 18.4.1-18.4.4.
18{4.1 Superior Knowledge
Eafh DSA that js\iot a first level DSA shall maintain a single superior reference.

18/4.2 Subordinate Knowledge

A DSA ‘that is the master DSA of a naming context shall maintain subordinate or non-specific subordinate references of
. . - . . ot

18.4.3  Supplier Knowledge

For each shadow supplier DSA that supplies it with a replicated area, a shadow consumer DSA shall maintain a supplier
reference. If the shadow consumer’s subordinate knowledge for the copy of the naming context is incomplete, it shall
use its supplier reference to establish a reference path to subordinate information. This procedure is described in clause
18 of ITU-T Rec. X.518 | ISO/IEC 9594-4.

18.4.4 Consumer Knowledge

For each shadow consumer DSA that it supplies with a replicated area, a shadow supplier DSA shall maintain a
consumer reference.
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18.5 First Level DSAs

The DSA referenced by a superior reference assumes the burden of establishing a reference path to all of the DIT that is
unknown to the referring DSA. A DSA referenced by other DSAs may itself maintain a superior reference. This
recursive superior referral process stops at a set of first level DSAs upon whom the ultimate responsibility for the
establishment of reference paths falls.

A first level DSA is characterized as follows:

a) it does not hold a superior reference;

b) it may hold one or more naming contexts immediately subordinate to the root of the DIT (as master or
shadow DSA for the naming context); and

iafely

eral

sa
master for a naming context immediately subordinate to the root of the DIT), it is possible to establish shadow first l¢vel
DSAs for that master first level DSA. Such shadow DSAs hold copies of the entriessafid subordinate refererjces
immediately subordinate to the root held in its master (or supplier) first level DSA. They' therefore may serve as|the
superior feference for non-first level DSAs.

19 Basic Elements of the DSA Information Model

19.1 Definitions
19.1.1 [DSA information tree: The set of all DSEs held by a DSA when viewed from the perspective of their names.

19.1.2 |DSA-shared attribute: An operational attribute itf the DSA information model associated with a particfilar
name whpse value or values, if held by several DSAs, arejidentical (except during periods of transient inconsistency).

19.1.3 |DSA-specific attribute: An operationalCattribute in the DSA information model associated with a particfilar
name whpse value or values, if held by several(DSAs, need not be identical.

19.1.4 |DSA-specific entry (DSE): The information held by a DSA that is associated with a particular name; the IDSE
may (but|need not) contain the information associated with the corresponding Directory entry.

19.1.5 |DSE type: An indication)of the particular purpose of a DSE; a DSE may serve multiple purposes and thus
have mulfiple types.
19.2  (Introduction

The Direftory information model describes how the Directory as a whole represents information about objects having a
distinguighed,name and optionally alias names. In its description of the DIT, entries and attributes, the compositiop of
the Direcfory. as a set of potentially cooperating DSAs is abstracted from the model.

The DSA information model, on the other hand, is especially concerned with DSAs and the information that must be
held by DSAs in order that the set of DSAs comprising the Directory may together realize the Directory information
model. It is concerned with:

—  how Directory information (object and alias entries and subentries) is mapped onto DSAs;
—  how copies of Directory information may be held by DSAs;
— the operational information required by DSAs to perform name resolution and operation evaluation; and

— the operational information required by DSAs to engage in shadowing and to use shadowed information.

The purpose for modelling a representation of DSA operational information such as knowledge is to establish the
general framework for management access to DSA operational information.
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19.3 DSA-Specific Entries and their Names

In the DSA information model, the information repositories holding the information associated with a particular name
are termed DSA-Specific Entries (DSEs). Directory entries exist in the DSA information model only as information
elements from which DSEs may be composed. Operational attributes specific to the DSA information model comprise
the other variety of information element from which DSEs may be composed.

If a DSA holds any information concerning a name directly (i.e. information held in a repository identified by the name),
it is said to know or have knowledge of that name.

For each name known by a DSA, all the information held by the DSA directly associated with the name other than the
name itself is represented by one DSE. This latter information (i.e. the RDN and its relationship to the DIT) is not
rep[esented explicitty asattributes i theDSA - mformmationr mmodet;theset of Tames kmown by a DSA Conjstitute an
implicit fabric on which the associated DSEs can be considered to be attached.

NOTE - One consequence of the way the DSA information model handles names is that, for DSEs .that are ot of type
entrjy, alias or subentry, the AVA(s) expressing the RDN of the DSE is not modelled as held in (an) attribute(s).

Thg set of all names known by a DSA, together with the information associated with each name, when viewed from the
perspective of these names, is termed the DSA information tree for that DSA. A DSA information tree is d¢picted in
Figpre 14.

Root DSE

l | DSA-Specific

Attributes
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Administrative - Directory DSA-Shared DSA-Specific
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.
’
.
.
’

NS | | | DSA-Shared DSA-Specific
. Attributes Attributes
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Figure 14 — A DSA Information Tree

The minimum information that a DSA may associate with a name, and thus know the name, consists of an expression of
the purpose for which the name is known (i.e. the role played by the name in the operation of the DSA knowing it). This
purpose is represented in the DSA information model by the DSA-specific attribute, dseType.

In addition, a DSE may hold other information associated with the name such as an entry or entry-copy, DSA-shared
attributes and DSA-specific attributes.
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A DSE may represent a Directory entry directly, a portion of an entry or no Directory information. The information held
in a DSE varies, depending on its type or purpose. In general, the following sorts of DSEs may occur in DSAs.

A DSE directly representing a Directory entry contains the user and operational attributes corresponding
to that Directory entry (as depicted in DSE _ in Figure 14). The DSE may also contain DSA-shared and
DS A-specific attributes.

A DSE representing a portion of an entry (as a result of shadowing) contains some of the user and
operational attributes corresponding to the Directory entry, DSA-specific attributes and may also contain
DSA-shared attributes.

A subentry DSE representing, for example prescriptive ACI or collective attributes, contains the relevant
user and operational attributes corresponding to a Directory subentry (as depicted in DSE & in Figure

consistent

19.4

A DSE i

194.1

Two varfeties of operational attribute occur in the DSA information\model that do not correspond to informatio|
Directory entries. Those are DSA-shared and DS A-specific attributes:

A DSA-3

whose v

may hold a shadow-copy of a DSA-shared attribute.

A DSA-gpecific attribute is an operational attribute'in the DSA information model associated with a particular n

whose v

informatjon that is specific to the functioning of the DSA holding it. A DSA cannot hold a shadow-copy of a D)

specific

conceptuglly not a shadow-copy of information held by the supplier but, rather, information produced by the supplier fo
consumer| which the consumer may then use and modify.

19.4.2

The typ

indicateq the particiitar purpose (or role) of a DSE. This purpose is indicated by the named bits of the single value o

dseType

represent these purposes. A number of combinations of named bits that are likely to occur are specified in Annex M.

14). The DSE may also contain DSA-shared and DS A-specific attributes.

attributes (as depicted in DSEs " and @ in Figure 14). For example, a DSE representing a subordi
reference may have a DSA-shared attribute that indicates the master access point and a DSA-=spe
attribute to indicate that the DSE is a subordinate reference.

Basic Elements

DSA Operational Attributes

ilue or values, if held by several DSAs, are identical’(except during periods of transient inconsistency). A 1

hlue or values, if held by several DSAs; need not be identical. A DSA-specific attribute represents operati

ittribute.

NOTE — While a shadow-sGpplier DSA may provide a shadow-consumer DSA with a DSA-specific attribute, th

DSE Types

> of a DSE, \répresented in the DSA information model by the DSA-specific operational attribute dse']

attribute. As a DSE may serve several purposes, several named bits of the dseType attribute may be s

NOTE - The DSE is a conceptual entity which facilitates the specification and modelling of information components
and convenient way. Although DSEs are said to “hold” or “store” information, this is not intended-t¢'impose any partigular
constraintp or data structure on implementations.

hared attribute is an operational attribute in the DSA information model associated with a particular n|

— A DSE representing no Directory entry information contains only DSA-shared and/or DSA spegific

hate
ific

in a

comprised of three basic elements, the DSE type, some number of DSA operational attributes (the DSE type is
one of these) and optionally an entry or entry-copy.

h in

pme
DSA

Ame
bnal
SA-

is is
the

ype,
F the
Pt to

The phrase “a DSE of type x” is used in the Directory Specifications to indicate that the named bit x of the DSE’s
dseType attribute has been set. For a DSE of type x, other named bits may or may not be set, as required. The alternate

phrase

the DSE type includes x”” may also be used.

The syntactic specification of the dseType operational attribute may be expressed using the attribute notation as follows:

dseType ATTRIBUTE := {
WITH SYNTAX DSEType
EQUALITY MATCHING RULE bitStringMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
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This DS A-specific operational attribute is managed by the DSA itself.

The ASN.1 type that represents the syntax of the possible values of the dseType attribute is DSEType. Its definition is:

DSA as a
e of zero

t service is

Oor a Cross

es. This

bordinate

ference.

DSAina

DSEType ::= BIT STRING {

root 0), --root DSE --

glue 1), -- represents knowledge of a name only --

cp (2), -- context prefix --

entry 3), -- object entry --

alias @), -- alias entry --

subr (5), -- subordinate reference --

nssr (6), -- non-specific subordinate reference --

supr ), -- superior reference --

xr (8, -- cross reference --

admPoint (9), -- administrative point --

subentry  (10), -- subentry --

shadow  (11), -- shadow copy --

immSupr (13), -- immediate superior reference --

rhob (14), -- rhob information --

sa 15)} -- subordinate reference to alias entry --
The values of DSEType are:

a) root: The root DSE contains DSA-specific attributes, used by the DSA, that characterize that
whole. The name corresponding to the root DSE is the degenerate-name consisting of a sequen
RDNS.

NOTE - Information that characterizes a DSA that is to be,made available via the Directory abstrag
contained in the DSA’s entry. A DSA may, but need not, hold its’éwn entry or a copy of its own entry.

b) glue: A glue DSE represents knowledge of a name only. A DSA holding a context prefix DSE
reference DSE may hold glue DSEs to represent thé-names of the superiors of the context pretInor cross
reference DSE if no other operational information (e.g. knowledge) is associated with those n
is illustrated in Figure 14. A DSE of type glue-shall not have any other DSEType bit set.

c) cp: The DSE representing the context prefix of a naming context.

d) entry: A DSE that holds an object entry.

e) alias: A DSE that holds an alias entry.

f) subr: A DSE that holds a spécific knowledge attribute to represent a subordinate reference.

g) nssr: A DSE that holds a non-specific knowledge attribute to represent a non-specific st
reference.

h) supr: A DSE that holds a specific knowledge attribute to represent the DSAs superior reference.

i)  xr: A DSE-that holds a specific knowledge attribute to represent a cross reference.

j) admPgint: A DSE corresponding to an administrative point.

k) subentry: A DSE that holds a subentry.

1) < shadow: A DSE that holds a shadow-copy of an entry (or part of an entry) or other information
(e.g. knowledge) received from a shadow-supplier; this named bit is set by the shadow consumeg.

m) immSupr: A DSE that holds a specific knowledge attribute to represent a immediate superior re

n) rhob: A DSE that holds administrative point and subentry information received from a superior
Relevant Hierarchical Operational Binding (i.e. in either a Hierarchical Operational Binding or a Non-
specific Hierarchical Binding as described in clauses 24 and 25 of ITU-T Rec. X.518 | ISO/IEC 9594-4).

0) sa: A qualifier of a subr DSE indicating that the subordinate naming context entry is an alias.

The use of this operational attribute to represent aspects of the DSA information model is described in clause 19.

20 Representation of DSA Information

This clause treats the representation of DSA information. It describes the representation of DSA operational information
(knowledge), Directory user information and Directory operational information.
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20.1

Representation of Directory User and Operational Information

This clause specifies the representation of Directory user and Directory operational information in the DSA information

model.

20.1.1

Object Entry

An object entry is represented by a DSE of type entry which contains the user and Directory operational attributes
associated with the Directory entry. The name of the DSE is the name of the object entry (i.e. the object’s distinguished

name).

If the DS

20.1.2

An alias

RDN attrjbutes and the aliased object name attribute). The name of the DSE is the name of the alias entry.

If the DS

20.1.3

An admi

administrative point. The name of the DSE is the name of the administrative point.

If the DSE represents an entry, the DSE type includes entry. If the DSE holds a copy)‘of the administrative p
informatipn, the DSE type includes shadow.

20.14

A subent

the subentry. The name of the DSE is the name of the subentry.

If the DS

20.2

A knowl
operation
reference]

20.2.1
DSA ope

E holds a copy of the entry, the DSE type includes shadow.

Alias Entry

entry is represented by a DSE of type alias which contains the attributes associated with the alias entry (ie,

F holds a copy of the alias entry, the DSE type includes shadow.

Administrative Point

istrative point is represented by a DSE of type admPoint which contains the attributes’associated with

Subentry

[y is represented by a DSE of type subentry which contains the operational and user information associated

E holds a copy of the subentry, the DSE type is subentry and shadow.

Representation of Knowledge References

edge reference consists of a DSE of an appropriate type which holds a correspondingly appropriate D
al attribute and which is identified by a namé.bearing a defined relationship to the naming context held by
d DSA.

Knowledge Attribute Types

rational attributes are defined jn.the DSA information model to express a DSA’s:

—  knowledge of its own ‘access point;

—  superior knowledge;

—  specific knowledge (its subordinate references);

—  non-specificknowledge (its non-specific subordinate references)

—  knowledge of its supplier(s), optionally including the master, if it is a shadow consumer;
—  knowledge of its consumer(s) if it is a shadow supplier; and

~, knowledge of secondary shadows, if it is a shadow supplier.

the

the

bint

vith

SA
the

Object Identifier values are assigned in Annex E for these operational attributes.

20.2.1.1

My Access Point

The myAccessPoint operational attribute type is used by a DSA to represent its own access point. It is a DSA-specific

attribute. All DSAs shall hold this attribute in their root DSE. It is single valued and managed by the DSA itself.
myAccessPoint ATTRIBUTE := {

WITH SYNTAX AccessPoint

EQUALITY MATCHING RULE accessPointMatch

SINGLE VALUE TRUE

NO USER MODIFICATION TRUE

USAGE dSAOperation

ID id-doa-myAccessPoint }
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The ASN.1 type AccessPoint is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. Its ASN.1 specification is reproduced
here for the convenience of the reader.

AccessPoint = SET {
ae-title [0] Name,
address [1] PresentationAddress
protocolInformation [2] SET OF Protocollnformation OPTIONAL }

How a DSA obtains the information held in myAccessPoint is not described in the Directory Specifications.

The myAccessPoint attribute type is held in a DSE of type root.

The information held in myAccessPoint may be employed in the DOP when establishing or modifying an operational
binding.

20.

Th
all

R.1.2 Superior Knowledge

 superiorKnowledge operational attribute type is used by a non-first level DSA to represent its superior refer
DS A-specific attribute. All non-first level DSAs shall hold this attribute in their root DSE. It is'Single v

mahaged by the DSA itself.
superiorKnowledge ATTRIBUTE = |
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-superiorKnowledge }
A IDSA may acquire the information held in superiorKnowledge by means not described in the Directory Spec

It might also construct it from its immediate superior references; eg. from its immediate superior referen

cof
Thg

Thg

text prefix has the least number of RDNs in its name.
 superiorKnowledge attribute type is held in a DSE of type root.

b information held in superiorKnowledge may be e€mployed by a DSA when constructing a continuation

retyrned in a DAP or DSP referral or when performing chaining.

20.

R.1.3 Specific Knowledge

ence. It is
hlued and

fications.
ce whose

reference

s for that

5 a DSA-

s ASN.1

Spgcific knowledge consists of the access-points for the master DSA of a naming context and/or shadow DSA
narhing context. It is specific because. the context prefix of the naming context is known and associated with tfhe access
point information. Specific knowledge is represented by the specificKnowledge operational attribute type. It i
shzred attribute, is single valued, and managed by the DSA itself.
spefificKnowledge ATTRIBUTE = {
WITH SYNTAX MasterAndShadowA ccessPoints
EQUALITY MATCEHING RULE masterAndShadowA ccessPointsMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-specificKnowledge }
The CASN.1 type MasterAndShadowAccessPoints is defined in ITU-T Rec. X.518 | ISO/IEC 9594-4. I
specification is reproduced here for the convenience of the reader.
MasterAndShadowAccessPoints  ::= SET OF MasterOrShadowAccessPoint
MasterOrShadowAccessPoint u= SET {
COMPONENTS OF  AccessPoint,
category [31 ENUMERATED {
master 0),
shadow (1) } DEFAULT master }

A DSA may acquire the information held in specificKnowledge by means not described in the Directory Specifications. In
the case of a cross reference (DSE of type xr), it might also construct it from information received in the crossReference
component of ChainingResults of a DSP reply. In the case of a subordinate reference (DSE of type subr), it might
construct it from information received in the DOP when establishing or modifying a HOB.
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The specificKnowledge attribute type is held in a DSE of type subr, immSapr, or xr. It is used by a DSA to represent

subordin

ate, immediate superior and cross references.

The information held in specificKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral (or when performing chaining) and when constructing Shadowed DSA Specific
Entries (SDSEs) of type subr, immSupr, or xr provided in the DISP.

20.2.1.4

Non Specific Knowledge

Non-specific knowledge consists of the access points for the master DSA of one or more naming contexts and/or shadow
DSAs for the same one or more naming contexts. It is non-specific because the context prefixes of the naming context(s)
is (are) not known. The immediate superior of the naming context(s) is known, however, and the access point
information is associated with its name. Non-specific knowledge is represented by the nonSpecificKnowledge operational

attribute WmmW
nonSpecificKnowledge ATTRIBUTE := {

WITH SYNTAX MasterAndShadowA ccessPoints

EQUALITY MATCHING RULE masterAndShadowA ccessPointsMatch

NO|USER MODIFICATION TRUE

USAGE distributedOperation

ID id-doa-nonSpecificKnowledge }

The MasterAndShadowA ccessPoints value consists of an access point for a master DSA holdingrone or more subordifate
naming cpntexts, and zero or more access points of DSAs holding shadows of some or all of these naming contexts.

A DSA

Specifica

information received in the DOP when establishing or modifying a NHOB.

The non§

references.

The info
returned

the DISH.

20.2.1.5

The sup

Supplier Knowledge

may acquire the information held in nonSpecificKnowledge by means nhot described in the Direcfory
tions. In the case of a non-specific subordinate reference (DSE of type ‘mssr), it might also construct it from

pecificKnowledge attribute type is held in a DSE of type nssr.It.is used to represent non-specific subordipate

'mation held in nonSpecificKnowledge may be employed\by a DSA when constructing a continuation refergnce
n a DAP or DSP referral (or when performing chaining) and when constructing SDSEs of type nssr provided in

blier knowledge of a shadow consumeér DSA consists of the access point(s) and shadowing agreement

identifief(s) for its supplier(s) of a copy (or.copies) of a replicated area. Optionally, if the supplier is not the master of the

naming
knowled
multiple

valued and managed by the DSA itself.

The ASN.1 syntax for a value.of supplierKnowledge is SupplierInformation. A value of this attribute is composed

shadow

the cons

upplier DSA’s dccess point and the agreement ID of the shadowing agreement between the supplier DSA

indicatiop of whetherthe supplier of the replicated area is or is not the master of the naming context from which

tontext from which a replicated area is derived, the access point of the master may be included in supplier
be. Supplier knowledge is represented by the supplierKnowledge operational attribute type. It is DSA-specific,

pf a
and

hmer DSA holding the DSA-specific attribute (expressed as a value of the type SupplierOrConsumer)| an

it is

derived, pnd, if not,'Optionally, the access point of the master DSA.
SupplierQr€onsumer = SET{
COMPONENTS OF AccessPoint == supplier or consumer --
agreementID [31 OperationalBindingID }
SupplierInformation = SET{
COMPONENTS OF SupplierOrConsumer, -- supplier --
supplier-is-master 4] BOOLEAN DEFAULT TRUE,
non-supplying-master [5] AccessPoint OPTIONAL }
supplierKnowledge ATTRIBUTE = {
WITH SYNTAX SupplierInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-supplierKnowledge }
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A DSA may acquire the information held in supplierKnowledge by means not described in the Directory Specifications.
A shadow consumer DSA might also construct it from information received in the DOP when establishing or modifying
a shadowing agreement.

The supplierKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more supplier references.
All shadow consumer DSAs shall hold a value of this attribute for each shadowing agreement they engage in as a
consumer.

The information held in supplierKnowledge may be employed by a DSA when constructing a continuation reference
returned in a DAP or DSP referral. The agreementID component (its type, OperationalBindingID, is defined in 23.2) of
supplierKnowledge is required in the operations of the DOP for managing a shadowing agreement and in all the DISP
operations.

20.2.1.6 Consumer Knowledge

Th¢ consumer knowledge of a shadow supplier DSA consists of the access point(s) and shadowing”_dgreement
ideptifier(s) for the consumer(s) of a copy (or copies) of a naming context provided to them by the supplier. Consumer
kngwledge is represented by the consumerKnowledge operational attribute type. It is DSA-specific, multiple valued and
mahaged by the DSA itself.

The¢ ASN.1 syntax for a value of consumerKnowledge is ConsumerInformation (which<has the same gyntax as
SupplierOrConsumer, but refers to a consumer access point).

ConsumerInformation ::=  SupplierOrConsumer -- consumer --
corlumerKnowledge ATTRIBUTE = {
WITH SYNTAX ConsumerInformation
EQUALITY MATCHING RULE supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-consumerKnowledge }

A IDSA may acquire the information held in consumerKnowledge by means not described in the Directory Specifications.
A ghadow supplier DSA might also construct it from information received in the DOP when establishing or todifying
shadowing agreements.

Th¢ consumerKnowledge attribute type is held in a DSE of type cp. It is used to represent one or more fonsumer
refgrences. All shadow supplier DSAs shall hold a value of this attribute for each shadowing agreement they ¢ngage in
as g supplier.

Th¢ agreementID component of consumerKnowledge is required in the operations of the DOP for managing a shadowing
agreement and in all the DISP operations

20.p.1.7 Secondary Shadow Knowledge

Seqondary shadow knowledge consists of information a supplier DSA (e.g. a master DSA) may choose to|maintain
regprding consumer DSAs that are engaged in secondary shadowing from its perspective. Secondary shadow kpowledge
is represented by the secondaryShadows operational attribute type. It is DSA-specific, multiple valued and managed by
the(DSA itself. The ASI:1 syntax for a value of secondaryShadows is SupplierAndConsumers. It consists of the access
poipt of a shadow supplier and a list of its direct consumers.

SupplierAndCensumers 2= SET{
COMPONENTS OF AccessPoint, -- supplier --
consumers [3] SET OF AccessPoint }
secoridaryShadows ATTRIBUTE = {
—WITH SYNTAX SupplterAmdConsumers
EQUALITY MATCHING RULE supplierAnd ConsumersMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }

The consumers component of SuppliersAndConsumers contains only access points of DSAs that hold commonly
usable copies of a replicated area.

A supplier DSA may obtain the information required to construct values of this attribute from a consumer DSA by
following the procedure described in 21.1.1 of ITU-T Rec. X.518 | ISO/IEC 9594-8.

The secondaryShadows attribute type is held in a DSE of type cp.

Support for secondary shadow knowledge is optional.
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20.2.1.8 Matching Rules
Four equality matching rules for the preceding knowledge attributes are specified below. They apply to attributes with

syntaxes of types AccessPoint, MasterAndShadowAccessPoints, SupplierInformation, ConsumerInformation and
SuppliersAndConsumers.

20.2.1.8.1 Access Point Match

The Access Point Match rule is specified as

accessPointMatch MATCHING-RULE := {
SYNTAX Name
ID id-kmr-accessPointMatch }

The accerPointMatch matching rule applies to attribute values of type AccessPoint. A value of the assertion syntax is
derived ffom a value of the attribute syntax by using the value of the [0] context specific tag (Name) compouenit. Two
values arg considered to match for equality if the Name component of each match using the matching procedure |for
DistinguishedName values.

20.2.1.8.7 Master And Shadow Access Points Match

The Master and Shadow Access Point Match equality matching rule is specified as

masterAndShadowA ccessPointsMatch MATCHING-RULE := {
SYNTAX SET OF Name
ID id-kmr-masterShadowMatch }

The masterAndShadowAccessPointsMatch matching rule applies to attributes\of type MasterAndShadowAccessPointy A
value of [the assertion syntax is derived from a value of the attribute syntax by removing the category and addfess
componefts of each SET in the SET OF MasterOrShadowA ccessPoints.\Two such values are considered to match |for
equality if both values have the same number of SET OF elements, and, after ordering the SET OF elements of each in
any convgnient fashion, the ae-title component of each pair of SET OF elements matches using the matching procedure
for distinguishedNameMatch.

20.2.1.8.3 Supplier or Consumer Information Match

The Suppllier or Consumer Information Match rule is;specified as

supplierOQrConsumerInformationMatch MATCHING-RULE := {
SYNTAX SET {
ae-title {01~ Name,
agreement-identifier [21 INTEGER}
ID id-kmr-supplierConsumerMatch }

The supplierOrConsumerInformationMatch matching rule applies to attribute values of type SupplierInformation or
ConsumerInformation (and other attributes having values compatible with SupplierInformation or ConsumerInformatipn).
A value f the assertion'syntax is derived from a value of the attribute syntax by selecting the SET components with {ags
that matdh the SEPcomponents of the assertion syntax. Two such values are considered to match for equality if|the
ae-title cgmponent-of each (after removing the explicit [0] tag information) matches using the matching procedure| for
DistinguighedName values and the identifier component contained in the agreement component of each (after remoying
the expli¢it]2] and SEQUENCE tag information) matches using the matching procedure for INTEGER values.

20.2.1.8.4 Suppliers And Consumers Match

The Supplier and Consumers Match rule is specified as

supplierAndConsumersMatch MATCHING-RULE := {
SYNTAX Name
ID id-kmr-supplierConsumersMatch }

The Supplier and Consumers Match rule applies to attribute values of type SupplierAndConsumers (and other attributes
having values compatible with SupplierAndConsumers ). Two such values are considered to match for equality if the
ae-title component of each (after removing the explicit [0] tag information) matches using the matching procedure for
DistinguishedName values.
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Thi

s subclause specifies the representation of knowledge in the DSA information model.

20.2.2.1 Self Reference

1995 (E)

A self reference represents a DSA’s knowledge of its own access point. It is represented by a value of the attribute
myAccessPoint held in the DSA’s root DSE, a DSE of type root.

20.2.2.2 Superior Reference

A superior reference is represented by a DSE of type supr and root which contains a superiorKnowledge attribute.

20.2.2.3 Immediate Superior Reference

An

Thg name of the DSE holding the attribute corresponds to the context prefix of the naming contéxt he
refgrenced superior DSA.

Sin

immediate superior references, at most one of category master and zero or more of category shadow.

If the DSE holding the immediate superior reference is received from a shadow supplier; the/DSE type includes

20.

A
the

subprdinate DSA.

Sin

subprdinate references, at most one of category master and zero or.more of category shadow.

nc

Thg DSE may also include immSupr in a DSA holding two naming contexts, one superior to the other, \

sep

Anpex M.

20.

no

Sin
sev

nonSpecificKnowledge/attribute value represents a related set of non-specific subordinate references — the

catq

masgter.

If t
the

If tre DSE holding the subordinate reference is shadowed,information, received from a shadow supplier, the

2.2.5 Non-Specific Subordinate Reference

A lLon-speciﬁc subordinate reference“is represented by a DSE of type nssr (and entry normally) which d
pecificKnowledge attribute-~ The name of the DSE holding the attribute corresponds to the name fgrmed by
elirhinating the final RDN of the-Context prefixes of the naming context held by the referenced subordinate DS

immediate superior reference is represented by a DSE of type immSupr which contains a specificKnowledge

Ce a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represe

p.2.4 Subordinate Reference

nbordinate reference is represented by a DSE of type subr which contains @ specificKnowledge attribute. Thg
DSE holding the attribute corresponds to the context prefix of the relevant naming context held by the r

Ce a specificKnowledge attribute value may contain access points, of several DSAs, it may therefore represe

udes shadow.

hrated by a third single-entry naming contexfbheld in another DSA. An example of this situation is de

e a nonSpecificKnowlédge attribute value may contain access points of several DSAs, it may therefore
eral non-specific subordinate references, at most one of category master and zero or more of category shad

gory shadow hold one or more replicated areas derived from the naming context(s) held by the DSA of

he DSE holding the non-specific subordinate reference is shadowed information, received from a shadow|

attribute.
d by the

ht several

shadow.

name of
eferenced

t several

DSE type

vhich are
picted in

ontains a

AS.

represent
ow. Each
DSAs of
category

supplier,

DSE type includes shadow.

The DSE includes shadow in the situation of a shadow DSA when the DSE corresponds to an entry for which the master
DSA has non-specific subordinate knowledge and for which only the nonSpecificKnowledge attribute for the non-specific
subordinate reference is shadowed.

The DSE includes cp and shadow in the situation of a shadow DSA whose replicated area does not include the context
prefix entry and the master DSA for the naming context has non-specific subordinate knowledge for the context prefix.

The DSE includes admPoint and shadow in the situation of a shadow DSA when the DSE corresponds to an
administrative point, the entry information for the administrative point is not shadowed, and the master DSA for the
naming context has non-specific subordinate knowledge for the administrative point.

When the administrative point coincides with a context prefix in the preceding two cases, the DSE may include
admPoint, cp and shadow.
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20.2.2.6 Cross Reference

A cross reference is represented by a DSE of type xr which contains a specificKnowledge attribute. The name of the DSE
holding the attribute corresponds to the context prefix of the naming context held by the referenced DSA.

Since a specificKnowledge attribute value may contain access points of several DSAs, it may therefore represent several
cross references, at most one of category master and zero or more of category shadow.

20.2.2.7 Supplier Reference

A supplier reference is represented by a DSE of type cp which contains a supplierKnowledge attribute. The name of the
DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a supplierKnowledge attribute may have several values, it may represent several supplier references. Each attribute
value repfesents one supplier reference.

20.2.2.8 | Consumer Reference

v

A consurper reference is represented by a DSE of type cp which contains a consumerKnowledge attribute, The namg of
the DSE holding the attribute corresponds to the context prefix of the shadowed naming context.

Since a {onsumerKnowledge attribute may have several values, it may represent several consumer references. Hach

attribute palue represents one consumer reference.

20.3 Representation of Names and Naming Contexts

20.3.1 |Names and Glue DSEs

As described in 19.3, the minimum information that a DSA may associate with’a name is the purpose for which it hplds
the namg, represented by a DSE holding a value of the attribute dseType. When a DSE contains only such a minjmal
information, its DSE type shall be glue. In this case the DSE shall not¢hold an entry or subentry (or a shadow-copy of an
entry or $ubentry) or a DSA-shared attribute.

Glue DSEs arise in the DSA information model to represent\names that are known by a DSA as a consequencg of
holding {nformation associated with other names. For example, consider the cross reference depicted in Figure 14. [The
DSA holding this cross reference also “knows” (in the sense described in 19.3) the names that are superior to the corjtext
prefix ndme associated with the cross reference. When.ne other information is associated with such superior names, they
are represented in the DSA information model by glue DSEs.

20.3.2 | Naming Contexts

A namirE context consists of a context-prefix, a subtree of zero or more entries subordinate to the context prefix [(the
root of the subtree), and, if there are,aming contexts subordinate to it, subordinate and/or non-specific subordihate
referencgs sufficient to constitutefull subordinate knowledge.

A context prefix is represented\by a DSE of type cp. If the context prefix corresponds to an entry, the DSE type inclydes
entry. If|it corresponds t0 af alias, the DSE type includes alias. If the context prefix corresponds to an administrgtive
point, th¢ DSE type inCludes admPoint.

The subfree of entries and subentries subordinate to the context prefix is represented by DSEs as described in P0.1
to 20.4.

The representation of the subordinate knowledge of the naming context is represented by DSEs as described in 20.2.2.

A replicated area (a shadow copy of all or part of a naming context) is represented as above except that the DSE type
includes shadow in each DSE for which user or operational attributes are received from the shadow supplier. In the case
of incomplete replicated areas, DSEs of type glue may occur to represent a bridge between the separate pieces of the
shadowed information. No user or operational attributes are associated with these (or any) glue DSEs.

20.3.3 Example

Figure 15 illustrates an example of the mapping of a portion of the DIT (that corresponding to a naming context) onto
the information tree of a DSA. In addition to the naming context information itself, the DSA’s root DSE containing its
superior reference (this is not the DSA information tree for a first level DSA), a glue DSE and a DSE representing a
reference (either a cross reference or an immediate superior reference) to an immediately superior naming context are
also depicted.
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xr (or immSupr)

SHCTION 10 — DSA OPERATIONAL FRAMEWORK

21

2141
21.1.1

] cp + entry

Entry l il II entry@ nssr

Other Entry Alias  subr
subordinates W Knowledge. attribute
- Object entry Object/alias entry

[ |
A s entry l:l DSE

DIT Subtree corresponding DSA Information Tree
to a Naming Context for the Naming Context
TISO3360-94/d15

Figure 15 — DSEs for-a'Naming Context

Overview

Definitions

directory operational framework: Provides the framework from which specific operationa

models

corjcerned.with particular aspects (e.g. shadowing or creating a naming context) of the operation of the comppnents of
the| Difectory (DSAs) may be derived by application of the framework. It factors out common elements
prepent’in all interactions between Directory components.

21.1.2

21.1.3

21.1.4
21.1.5
21.1.6
21.1.7

hich are

operational binding: A mutual understanding between two DSAs that, once established, expresses their
“agreement” subsequently to engage in some sort of interaction.

operational binding type: A particular type of operational binding specified for some distinct purpose, that
expresses the “agreement” of two DSAs to engage in specific types of interaction (e.g. shadowing).

operational binding instance: An operational binding of a specific type between two DSAs.
operational binding establishment: The process of establishing an operational binding instance.
operational binding modification: The process of modifying an operational binding instance.

operational binding termination: The process of terminating an operational binding instance.
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21.1.8 operational binding management: The process of establishing, terminating or modifying an instance of an
operational binding. This management may be achieved via information exchanges defined by Directory Specifications,

via exchanges defined in other Specifications, or by other means.

21.1.9  cooperative state: With respect to a second DSA, the state of a DSA for which an operational binding instance
has been established and has not been terminated.

21.1.10 non-cooperative state: With respect to a second DSA, the state of a DSA prior to the establishment or after
the termination of an operational binding instance.

21.2 Introduction

The Direftory Specifications define application protocol information exchanges and associated DSA procedures {hat
define th¢ distributed operation of the Directory. Clauses 21 through 24 define a DSA operational framework)which
models cértain common elements in these information exchanges and procedures.

Two DSAs interact in a cooperative manner because, in addition to their technical capacity to exchangelinformation and
perform procedures associated with these exchanges, each has been configured to accept certain interactions with [the

other.

These clduses are concerned with the expression of a common framework for the specification of the structure of [the
elements pf the cooperation between two DSAs.

One objegtive of this framework is that it be sufficiently general to account for all of'the forms of DSA cooperation tq be
defined in this and future editions of the Directory Specifications. The framework is used within the Directory
Specifications to define shadowing and hierarchical operational binding types:

22 Operational bindings

22.1 General

This clauke is concerned with the definition of a general framework, the DSA operational framework, within which|the
specificafion of the nature of the cooperative interactions of components of the Directory (DSAs) may be structureq in
order to gchieve a commonly agreed objective.

The genefal framework factors out common features which characterizes all interactions between DSAs. By applying|the
DSA oparational framework to specific_aspects of cooperative interaction between DSAs, the resulting specificatipns
will be bgth concise and consistent so-that the overall number of mechanisms a DSA must support will be reduced.

The mutpal understanding bétween two DSAs that, once established, expresses their “agreement” subsequently to
some sort of interaction is termed an operational binding. Two DSAs may share as many operational binding

operational framework provides a common approach to the definition of an operational binding type.|An
operationfal binding type is a particular type of operational binding specified for some distinct purpose, that expresses|the
“agreemdnt” of two DSAs to engage in specific types of interaction (e.g. shadowing). This interaction allows operatjons
to be invoked by one or the ather party to the agreement

Two particular DSAs that have reached such an “agreement” share an operational binding instance of a specific
operational binding type. They are said to be in the cooperative state of that instance of an operational binding type.

Prior to the establishment or after the termination of an operational binding instance, two DSAs are said to be in the non-
cooperative state.

Operational binding management is the process of establishing, terminating or modifying an instance of an operational
binding. This management may be achieved via information exchanges defined by Directory Specifications, via

exchanges defined in other Specifications, or by other means.

These general concepts are depicted in Figure 16.

84 ITU-T Rec. X.501 (1993 E)


https://standardsiso.com/api/?name=aa8e3c2f5bb538a5ee5933d67173ea87

ISO/IEC 9594-2 : 1995 (E)

= TISO3370-94/d16
= Agreement

Operational binding
Operations

— Initiation

Figure 16 — An operational binding

2202 Application of the operational framework

Th¢ application of the DSA operational framework to define an operational binding type is concerned with the following
bagic elements:

a) two DSAs;
b) an “agreement” of the service that one\PDSA will provide to another DSA;

¢) aset of one or more operations, together with the accompanying procedures a DSA shall follow, through
which the service can be realized;

d) aspecification of the DSA interactions needed to manage the agreement.

The¢ relationship of these basic-elements is expressed by an operational binding. An operational binding comprises the
set|of these basic elements_that‘are involved to represent the abstract agreement in technical terms. It repr¢sents the
enyironment, governed by-an*‘agreement”, in which one DSA provides a defined service to the other (and vice [versa).

22.2.1 Two DSASs

Th¢ DSA operational framework provides a structure within which the interaction of one DSA with anothgr and the
proceduressthey consequently execute may be specified.

Th¢ two DSAs may each play an identical role in the operational binding, in which case both DSAs may mpnage the
operational binding, botr DSAS may invoKe the Same operatons on each other, and both DSAS are constrained to follow
the same set of procedures. This is termed a symmetric operational binding.

Alternatively, each DSA may play a different role in the operational binding, so that different sets of operations and
procedures apply to each DSA. Either or both of the DSAs may be involved in managing the operational binding. This is
termed an asymmetric operational binding.

22.2.2 The agreement
An “agreement” is a mutual understanding reached between the administrative authorities of two DSAs about a service

that shall be provided by one DSA to the other (and/or vice versa). The “agreement” is initially negotiated by the
administrative authorities of the DSAs by means outside of the scope of the Directory Specifications.
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Parameters of this “agreement” can be formalized by the recording in a DSA of an ASN.1 data type for use in a protocol
exchange in the management of the operational binding. In this way both DSAs reach a mutual understanding of the
service that each is providing to the other.

22.2.3 Operations

Operations are the basic medium that DSAs use to interact. A pair of DSAs will pass on one or more operations between
themselves, in order to provide the agreed to service.

Whilst a DSA may be technically capable of supporting a large number of operations, it may only be willing to
cooperate with another DSA in the processing of a small number of these operations, or in the processing of operations
that only have particular values set for certain parameters.

The defipition of an operational binding type requires the enumeration of the operations that can be exchanged. It plso
allows reftrictions to be placed on the values of parameters defined within the operations.

22.2.4 |Management of the agreement

The framjework provides generic operations for managing an instance of an operational binding:-These operatjons
provide flor the establishment, modification and termination of an operational binding.

The appliication of the framework to the specification of a particular operational binding typ€, requires the initiator of
each of the three management operations to be specified and also requires the procedures to be defined for each of
establishment, modification and termination. Whenever a management operation is applied to an operational binding of
the specified type, the DSA shall follow the corresponding procedure.

22.3 States of cooperation

The gengric operational model defines two states of cooperation, as._governed by an instance of a particular operatipnal
binding {ype, between two DSAs as seen by one DSA with respeeto the other DSA and three transitions between these
states. Each identified instance of an operational binding type shared by two DSAs has its own states of cooperation. [The
states of fcooperation are:

a) Non-cooperative state — A particular identified instance of an operational binding type has not heen
established or has been terminated bétween the two DSAs. The interaction between the two DSAs (vith
respect to the identified instance of’an operational binding type) is not defined. A DSA contacted by
another with whom it is in a non-cooperative state may, for example, refuse to engage in any interadtion
at all, or it may be preparedito service the request.

b) Cooperative state — There'is an instance of an operational binding of the type in question between the|two
DSAs. Their cooperative behavior is governed by the definition of the operational binding type andl its
specific parameters-and associated procedures.

The trafsitions between{these two states of cooperation may be invoked in two ways: by standardized protpcol
interactipns or by othefuneans.

The intefactions-between two DSAs to manage an instance of an operational binding (e.g. to establish and termingte a
shadowihg agreement) are distinct from their potential interactions as governed by the binding (e.g. the interactign to
update afunit of replication).

The state transitions are as follows:

a) The establishment transition creates an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the non-cooperative to the cooperative state.

b) The termination transition destroys an instance of an operational binding of a particular type between two
DSAs, resulting in the movement from the cooperative to the non-cooperative state.

¢) The modification transition modifies the parameters of an instance of an operational binding between two
DSAs, resulting in the movement from the cooperative state to the cooperative state.

These generic states and transitions are illustrated in Figure 17.
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Figure 17 - States of cooperation

Operational binding specification and management

en applying the framework to define a specific type of operational binding, the following characteristics o

a) Symmetry
A specification of the respective(roles of the DSAs that are party to the operational binding.

Operational bindings may(be symmetric, in which case the role of one DSA is interchangeable
other and both DSAs exhibit the same external interactions. They may also be asymmetric, in wi
each DSA plays a diStinct role and both DSAs exhibit different external interactions. In this latte
Directory operational framework distinguishes the two abstract roles as “ROLE-A” and “ROLE-]

Each of the. ‘abstract roles “ROLE-A” and “ROLE-B” have to be associated with a concrete
defined semantics (e.g. “ROLE-A” as shadow supplier, “ROLE-B” as shadow consumer).

b) Agreement

parameterizes the specific instance of an operational binding between two DSAs.

c) Initiator

1995 (E)

F the type

with the
hich case
[ case the
B,

role with

A definition of the semantics and representation of the components of the “agreement”. This inflormation

A definition which of the two abstract roles “ROLE-A” and “ROLE-B” is allowed to initiate the

establishment, modification or termination of an operational binding of this type.

d) Management procedures

A set of procedures that a DSA shall follow when the operational binding of this type is established,

modified or terminated.

e) Type identification

This identifies the type of DSA interaction that is determined by the operational binding. These identifiers

are object identifier values.
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f)

Application-contexts, operations and procedures

This identifies the set of application-contexts whose operations (or a subset thereof) may be employed
during the co-operative phase of the operational binding.

For each operation referenced by the operational binding type a description of the procedures to be
followed by a DSA if the operation is invoked is required (this may be done by reference to another part

of these Directory Specifications).

For those operational bindings that are to be managed using the generic operational binding management operations
provided in this clause, the binding type shall be specified using the three information object classes OPERATIONAL-
BINDING, OP-BIND-COOP and OP-BIND-ROLE defined in this clause.

23.2

In generdl, the management of an operational binding requires initially the establishment of an operational binifng
instance. [This may optionally be followed by one or more modifications to some or all of the parameters of\the initial

agreeme
instance

the speci

. . . .
Operatiomal-bindingmanagement

, and finally may involve the termination of the operational binding instance. The precise details ‘of how
}ay be managed are defined during the definition of the operational binding type. This type definition requ
cation of:
a) the initiator of each of the management operations (this can be either, both, or neither of the two DSAs
b) the parameters for each of the management operations; and

c) the procedures that each DSA must follow for each of the management-operations.

an
res

During tHe establishment of an operational binding instance, an operational binding instance identifier (binding id) is

created.
binding,

establishment of the operational binding instance will use the binding id te)identify which operational binding instanc|
being moflified or terminated.

The initirtor of the establish operation always transfers the parameters of the “agreement” to the second DSA

addition
binding.

parametefs which are specific to its role. If the responding DSA is unwilling to enter into the operational binding, it s
return an| error, which may optionally contain an_agreement with a revised set of parameters. This is depicted

Figure 1

88

.

[his identifier, when combined with the distinguished names of the,two DSAs involved in the operatig
will form a unique identifier for the binding instance. All <management operations subsequent to

he initiator may also transfer some establishment parameters which are specific to its role in the operatig
f the responding DSA is willing to enter into the operational binding, it may return in the result establishm

8 in the case where role A and in Figure.19(in the case where role B is the initiator of the establish operation.

Result (pg _,, )

Establish (a, py g )

nal
the
e is

In
nal
ent
hall
in

Error (") TISO3390-94/d18

a  Agreement
p  Establishment parameter

Figure 18 — DSA with Role A initiating establishment
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For the definition of a specific type of operational binding the following three ASN.1 information object classg
d as templates. They allow those parts of the operational binding type that can be formalized to be specified by the
usel of ASN.1. Other aspects of the operational binding type,/such as the procedures a DSA has to follow
opdgrational binding is established or terminated have to be specified by some other means (this can be ]l

dcribed in

usé

maj

ITY-T Rec. X.518 | ISO/IEC 9594-4).

23.

OP]

WI

ISO/IEC 9594-2 : 1995 (E)

Result (py 5 )

Establish (a, p3 _,4 )

/\rmr @) TISO3400-94/d19

a  Agreement
p  Establishment parameter

Figure 19 — DSA with Role B initiating establishment

3  Operational binding specification templates

hner similar to the informal description of the DSA®procedures during the name resolution process de

B.1  Operational binding information object class

ERATIONAL-BINDING := CLASS {
&Agreement,
&Cooperation OP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
ITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
— I SYMMETRIC &botirt
[ ASYMMETRIC
[ ROLE-A &roleA ]
[ ROLE-B &roleB ]]
ID &id }

s may be

when an
one in a

The OPERATIONAL-BINDING information object class serves as a specification template for an operational binding
type. A variable notation is defined for this class to simplify its use as a template. The correspondence between the
definition of an operational binding type and the fields of the variable notation is as follows:

a) The ASN.1 type of the agreement parameter that is used for this type of operational binding is that

referenced by the “AGREEMENT” field.
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b) The application contexts and the operations of these application-contexts that are employed within the co-
operation phase of an operational binding instance of the defined type are those enumerated following the
“APPLICATION-CONTEXTS” field. All operations of a listed application-context are selected unless
the optional “APPLIES TO” field is present and followed by a list of references to operations that are
selected from the application context. This list is an object class set composed of instances of the
OPERATION information object class.

c) The class of the operational binding is defined by the “SYMMETRIC” or “ASYMMETRIC” fields. In the
case of a symmetric operational binding, the term “SYMMETRIC” is followed by a single information
object of class OP-BIND-ROLE that is valid for both roles of the operational binding. In the case of an
asymmetric operational binding, the term “ASYMMETRIC” is followed by two information objects of
class OP-BIND-ROLE, one referenced by the subfield “ROLE-A" and the other by “ROLE-B”.

d) The cbject identifier value that serves to identify this type of operational binding is defined by the “ID”
field.

Operational binding cooperation information object class

ING-COOP HES CLASS {
pplContext APPLICATION-CONTEXT,
perations OPERATION OPTIONAL }

PPLIES TO &Operations ]}

IND-COOP information object class serves as a specification template for.tlie identification of the operatjons
d application context, some aspect of which is determined by the operational binding. An instance of this ¢lass

ingful only within the context of a particular operational binding typ€, A variable notation is defined for|this
class to s
fields of

implify its use as a template. The correspondence between the defidition of an operational binding type and the
the variable notation is as follows:

a) The applContext field identifies an application context,’some or all of whose operations are in some way
determined by an operational binding.

b) The “APPLIES TO” field, if present, identifies the particular operations to which the operational bingling
applies. If the field is absent, the operational binding applies to all the operations of the applicdtion
context.

Operational binding role information object class

-ROLE ::= CLASS {
stablish BOOLEAN DEFAULT FALSE,
fstablishParam OPTIONAL,
odify BOOLEAN DEFAULT FALSE,
odifyParam OPTIONAL,
erminate BOOLEAN DEFAULT FALSE,
erminateParam OPTIONAL }
NTAX {

TABLISHMENT-INITIATOR &establish ]
TABLISHMENT-PARAMETER  &EstablishParam ]

ODIFICATION-INITIATOR &modify ]
ODIEKICATION-PARAMETER &ModifyParam ]

RMINATION-INITIATOR &terminate ]

n
17

The OP-BIND-ROLE information object class serves as a specification template for roles of an operational binding type.
An instance of this class is meaningful only within the context of a particular operational binding type. A variable

notation

is defined for this class to simplify its use as a template. The correspondence between the definition of an

operational binding role and the fields of the variable notation is as follows:

90

a) The “ESTABLISHMENT INITIATOR” field indicates whether the DSA assuming the defined role may
initiate the establishment of an operational binding of a particular type.

b) The “ESTABLISHMENT PARAMETER?” field defines the ASN.1 type exchanged by a DSA assuming
the defined role when an instance of the operational binding type is established.

c¢) The “MODIFICATION INITIATOR” field indicates whether the DSA assuming the defined role may
initiate the modification of an operational binding of a particular type.
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d) The “MODIFICATION PARAMETER” field defines the ASN.1 type exchanged by a DSA ass
defined role when an instance of the operational binding type is modified.

e) The “TERMINATION INITIATOR” field indicates whether the DSA assuming the defined
terminate the establishment of an operational binding of a particular type.

f)  The “TERMINATION PARAMETER” field defines the ASN.1 type exchanged by a DSA ass
defined role when an instance of the operational binding type is terminated.

Operations for operational binding management

uming the

role may

uming the

This clause defines a set of operations that can be used to establish, modify and terminate operational bindings of various
types. These operations are generic in the way that they can be used to manage operational bindings of any type. The

Spd

Cification oI these operations make use o the detinitions provided for a certain type of operational

application of the OPERATIONAL-BINDING information object class template.

NOTE - By using this facility, arbitrary types of operational bindings may be managed. These operations (together with
associated application-context) provide a means of extensibility concerning DSA interactions. New types 6f operationjal bindings

the]

maly be defined in the future which extend the functionality that is provided between DSAs.

241 Application-context definition

Th
in

e set of operations for managing operational binding instances can be used for the définition of an applicati
he following two ways:

1) An application-context may be constructed containing only “thé operations for operationa
management. An application context for generic operational binding management is defined
Rec. X.519 | ISO/IEC 9594-5.

The operations that may be exchanged during the co-perative phase of the operational binding
or more separate application contexts.

2) The set of operations can be imported into thezmodule used to define a specific application-co
operational binding management operations‘can then be used together with the operations
operative phase within a single application‘context.

NOTE - The first approach is usefulin the case where a specialized component of a DSA want

association solely for managing the set-of Operational bindings of that DSA, and it is not prepared to accep
operations defined for the co-operative phase (e.g. updateShadow).

24

The Establish Operational Binding-operation allows establishment of a operational binding instance of a p
tyge, between two DSAs. This\is achieved through the transfer of the establishment parameters and the

ag
In
op
In
op!

estj

2 Establish Operational Binding operation

eement which were defined\in the definition of the operational binding type.

the case of a symmetfical operational binding, either of the two DSAs may take the initiative to es
prational binding justance of the pre-defined type.

the case of an‘d@symmetrical operational binding, either the DSA assuming “ROLE-A” or “ROLE-B” estal
rational binding, depending on the specific definition of the operational binding type.

hblishOperationalBinding OPERATION := {
ARGUMENT EstablishOperationalBindingArgument

inding by

bn context

1 binding
in ITU-T

form one

htext. The
f the co-

to use an
any of the

e-defined
terms of

ablish an

lishes the

RESULT EstablishOperationalBindingResult

ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }

EstablishOperationalBindingArgument ::= SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),

bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, role A initiates, or role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam

({OpBindingSet}{ @bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet{ @bindingType}),
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roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{ @bindingType})} OPTIONAL,
agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{ @bindingType}),
valid [7] Validity DEFAULT { } }
OpBindingSet OPERATIONAL-BINDING := {

shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

OperationalBindingID  ::= SEQUENCE {
identifier INTEGER,
version INTEGER }

The component bindingType states which type of operational binding is to be established. Operational binding types
defined By the use of the OPERATIONAL-BINDING information object class template which assigns afi)ob
identifier|value to the operational binding type. The bindingType is taken from the “ID” field of one of the inStance
an  opdrational binding type referenced by OpBindingSet. This set is a  patameter
EstablishOperationalBindingArgument, a parameterized type.

The initigting DSA may assign an identification to the operational binding instance via the bindingID componeng.

initiator.

The component agreement contains the terms of agreement governing the operational binding instance. Its ac
content depends on the type of operational binding.to be established. The ASN.1 type for this parameter is defined
the “AGREEMENT” field of the OPERATIONAL-BINDING information object class template of the operatig
binding type.

The duration that the operational binding«nstance shall exist is defined in valid. The starting time of the existence of}
operationjal binding instance is specified in validFrom and the time that the operational binding instance is terminate
given in yalidUntil.

Validity = SEQUENCE {

validFrom [0] CHOICE {
now [0] NULL,
time [1] UTCTime } DEFAULT now : NULL,
valjdUntil [1] CHOICE {
explicitTérmination [0] NULL,
time [1] UTCTime } DEFAULT explicitTermination : NULL }

are
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If the Estpblish Operational Binding operation succeeds, the following result is returned:

EstablishOperationalBindingResult u= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,
-- symmetric, role A replies , or role B replies --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{ @bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet{ @bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam

({OpBindingSet}{ @bindingType})} OPTIONAL}
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The bindingType component is contained within the result to indicate the type of operational binding for use within the
CHOICE element. Its value is the same as that provided by the establishment initiator and is taken from the “ID” field
of one of the instances of an operational binding type referenced by OpBindingSet. This set is a parameter of
EstablishOperationalBindingResult, a parameterized type.

The identification of the established operational binding instance may be returned in bindingID. It shall be used to
identify this operational binding instance in any subsequent Modify or Terminate Operational Binding operation, and
may be used in any other operation that is executed within the co-operative phase of the established operational binding
instance.

NOTE - In the Terminate Operational Binding operation only the identifier component of OperationalBindingID is
present.

The component accessPoint specifies the access point of the responder for subsequent interactions.

Th¢ initiating DSA may assign an identification to the operational binding instance via the bindingID component. If
bindingID is absent within the operation argument, the responding DSA shall assign an ID to the operafion3l binding
insfance and return it in the bindingID component of the establishOperationalBindingResult.

Th¢ role that the DSA replying to the Establish Operational Binding operation assumes is indicated’by the CHOICE
typg with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined s part of
the| definition of the operational binding type. The ASN.1 type of the CHOICEVis determined by the
“E$TABLISHMENT PARAMETER” of the responder’s OP-BIND-ROLE information, object class template. The
CHOICE type is omitted if establishment of the operational binding type requires ng@stablishment parameteq from the
responder.

243 Modify Operational Binding operation

Th¢ Modify Operational Binding operation is used to modify an established operational binding. The right to modify is
indjcated by the “MODIFICATION INITIATOR” field(s) within the{efinition of the operational binding type|using the
OP-BIND-ROLE and OPERATIONAL-BINDING information ebject class templates.

Th¢ components of an operational binding that can be modified are the content of the agreement for the operational
binfling and its period of validity. Further, a modification parameter can be specified by the initiating role.

modifyOperationalBinding OPERATION := f
ARGUMENT ModifyOperationalBindingArgument
RESULT ModifyOperationalBindingResult
ERRORS { operationalBindingError | securityError }

CODE id-op-modifyOperationalBinding }
MoflifyOperationalBindingArgument = SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID 1] OperationalBindingID,
accessPoint [2] AccessPoint OPTIONAL,
-- symmetric, role A initiates, or role B initiates --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam
({OpBindingSet}{ @bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet{ @bindingType}),
roleB-initiates [5] OPERATIONAL-BINDING.&roleB.&ModifyParam
({OpBindingSet}{ @bindingType})} OPTIONAL,
newBindingID [6] OperationalBindingID,

—newAgreement—7——OPERATIONAL-BINDING-&Agreement
({OpBindingSet}{ @bindingType}),
valid [8] Validity OPTIONAL}

The component bindingType states which type of operational binding is to be modified. The bindingType is taken from
the “ID” field of one of the instances of an operational binding type referenced by OpBindingSet. This set is a
parameter of ModifyOperationalBindingArgument, a parameterized type.

The identification of the operational binding instance to be modified is given by bindingID. The revised identifier of the
operational binding instance is given by newBindingID. The version component of newBindingID must be greater than
that of bindingID.

The optional component accessPoint is present if the initiator’s access point for subsequent interactions is to be
changed.
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The role that the DSA issuing the Modify Operational Binding operation assumes is indicated by the CHOICE type
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part of the
definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the “MODIFICATION
PARAMETER?” of the initiator’s OP-BIND-ROLE information object class template. The CHOICE type is omitted if
modification of the operational binding type requires no modification parameter from the initiator.

The component newAgreement, if present, contains the modified terms of agreement governing the operational binding
instance. The ASN.1 type for this parameter is defined by the “AGREEMENT” field of the OPERATIONAL-
BINDING information object class template of the operational binding type. If newAgreement is not present, the
parameters of the agreement are not changed by the operation.

The optional valid component may be used to indicate a revised period of validity for the altered agreement. If the valid
component is absent, the validFrom component is presumed to have the value now and the valldUntll component is
assumed the
current ajgreement remains in effect until that time.

If the M¢dify Operational Binding operation succeeds, a NULL result is returned:
ModifyOperationalBindingResult ::= NULL
It is not |possible for the responding DSA to return the modification parameter defined for its role-to the modificgtion

initiator.

244 Terminate Operational Binding operation

The Terfninate Operational Binding operation is used to request the termination of. an established operational binfling
instance| The right to request termination is indicated by the “TERMINATION INITIATOR” field(s) within| the
definitioh of the operational binding type using the OP-BIND-ROLE and OPERATIONAL-BINDING information olpject
class tenjplates.

terminat¢OperationalBinding OPERATION := {
ARGUMENT TerminateOperationalBindingArgument
RESULT TerminateOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-terminateOperationalBinding }
TerminajeOperationalBindingArgument ::= SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bipdingID [1] OperationalBindingID,
-- symmetric, role A initiates, or role.B initiates --
inftiator CHOICE {
symmetric [2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet{ @bindingType}),
roleA-initiates [3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{ @bindingType}),
roleB-initiates [4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{ @bindingType})} OPTIONAL,
terminateAt [5] UTCTime OPTIONAL}
The component bindingType states which type of operatlonal bmdmg is to be terminated. The bindingType is taken

e referenced by OpBindingSet. This set
parameter of TerminateOperationalBindingArgument, a parameterized type.

is a

The identification of the operational binding instance to be terminated is given by bindingID. Only the identifier
component of the bindingID need be supplied by the initiator. If the version component is present in the bindingID, it
is ignored.

The role that the DSA issuing the Terminate Operational Binding operation assumes is indicated by the CHOICE type
with the options symmetric, roleA-initiates and roleB-initiates. The semantics of the roles are defined as part of the
definition of the operational binding type. The ASN.1 type of the CHOICE is determined by the “TERMINATION
PARAMETER?” of the initiator’s OP-BIND-ROLE information object class template. The CHOICE type is omitted if
termination of the operational binding type requires no termination parameter from the initiator.

If the operational binding is not to be terminated immediately, a delayed termination time can defined in terminateAt.
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If the Terminate Operational Binding operation succeeds, a NULL result is returned:

TerminateOperationalBindingResult u= NULL

It is not possible for the responding DSA to return the termination parameter defined for its role to the termination
initiator.

24.5 Operational Binding Error

An Operational Binding Error reports a problem related to the usage of operations for management of operational
bindings

operationalBindingError = ERROR u= {
PARAMETER OpBindingErrorParam
CODE id-err-operationalBindingError }
OpBindingErrorParam ::=  SEQUENCE {
problem [0] ENUMERATED {
invalidID 0),
duplicateID 1),
unsupportedBindingType 2),
notAllowedForRole A3),
parametersMissing @),
roleAssignment (5),
invalidStartTime 6),
invalidEndTime @,
invalidAgreement 3,
currentlyNotDecidable ),
modificationNotAllowed 10)},
bindingType [1] OPERATIONAL-BINDING.&id ({OpBindingSet}) OPTIONAL,

agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{ @bindingType}) OPTIONAL,
retryAt [31] UTCTime OPTIONAL }

The values of problem have the following meanings;
a) invalidID: The operational binding ID given in the request is not known by the receiving DSA.

b) duplicateID: The operational-\binding ID given in the establishment request already exi§ts at the
responder. This may be caused by a prior attempt to establish an operational binding instance|when the
result was lost and initiatorhas repeated the establishment request.

c) unsupportedBindingType: The requested operational binding type is not supported by the DSA,.

d) notAllowedForRole: A management operation on the operational binding instance has been |requested
which is not\allowed for the role that the requestor plays (e.g. a Terminate Operational Binding|operation
has been.issued by a DSA that takes a role which is not allowed to initiate the terminatipn of the
operational binding instance).

e) parametersMissing: Any required establishment or termination parameters that are defined fox the type
of operational binding are missing.

)\ roleAssignment: The requested role assignment for an asymmetric operational binding instan¢e has not
been accepted.

gr—invalidStartTime: The-speeified-starting-time-for-the-operationat- binding instance-has ot beemraccepted.
h) invalidEndTime: The specified termination time for the operational binding instance has not been
accepted.

i) invalidAgreement: The terms of agreement for the requested operational binding instance have not been
accepted. The terms of agreement that would be accepted by the responding DSA can be returned in
agreementProposal.

J)  currentlyNotDecidable: The DSA is not able to decide on-line about the establishment or modification of
the requested operational binding instance. A time when the request should be repeated can be given in
retryAt.

k) modificationNotAllowed: The Modify Operational Binding operation is rejected since modification is
not permitted for this binding instance.
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The bindingType component shall be the same as that transmitted by the invoker of the failed operational binding
management operation.

The agreementProposal component shall only be used in response to an EstablishOperationalBinding operation to
propose a revised set of agreement parameters as described in 23.2.

The retryAt component shall be used only in conjunction with the problem value currentlyNotDecidable to indicate a
time when the EstablishOperationalBinding or ModifyOperationalBinding operation should be retried.

24.6
The DS

Operational Binding Management Bind and Unbind

AOperationalBindingManagementBind and DSAOperationalBindingManagementUnBind operations,

defined in 24.6.1 and 24.6.2, are used by a DSA at the beginning and end of a particular period of operational binding

managenjent activity.

24.6.1
A dSAO

dSAOperEionalBindingManagementBind OPERATION ::= directoryBind

The com
ITU-T R

24.6.1.1

DSA Operational Binding Management Bind

perationalBindingManagementBind operation is used to begin a period of operational binding management.

onents of the dSAOperationalManagementBind are identical to their counterparts in directoryBind (see
ec. X.511 I ISO/IEC 9594-3) with the following differences.

Initiator Credentials

The Credentials of the DirectoryBindArgument allows information identifying the AE-Title of the initiating DSA to

be sent td

24.6.1.2

the responding DSA. The AE-title shall be in the form of a Directory Distinguished Name.

Responder Credentials

The Credentials of the DirectoryBindResult allows information identifying the AE-Title of the responding DSA t¢ be

sent to th|

24.6.2

A dSA(
manager

dSAOper;

There ard

e initiating DSA. The AE-title shall be in the form of a Distinguished Name.

DSA Operational Binding Management Unbind

pperationalManagementUnbind operation™is” used to end a period of providing operational binding
ent.

htionalBindingManagementUnbind QPERATION  ::= directoryUnbind

no arguments, results or errors:
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Object identifier usage
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(This annex forms an integral part of this Recommendation | International Standard)

This annex documents the upper reaches of the object identifier subtree in which all of the object identifiers assigned in
the Directory Specifications reside. It does so by providing an ASN.1 module called “UsefulDefinitions” in which all

non-leaf nodes in the subtree are assigned names.

UsefulDefinitions {joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2}

DEEINITIONS -+

BEGIN
-- KXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN,l ,modules
-- within the Directory Specifications, and for the use of other applications which willVuse them

rontained
0 access

-- Directory services. Other applications may use them for their own purposes, but'this will not |constrain
-- dxtensions and modifications needed to maintain or improve the Directory service.

ID 2=
ds ID :=

-- dategories of information object --

moflule
seryiceElement

p ID

rationalAttributeType
rationalBinding ID
maObjectClass

maOperational Attribute
inistrativeRolés
ssControlAttribute

accessControlSchemes

{joint-iso-ccitt ds(5)}

OBJECT IDENTIFIER

EEEECECEi B0 coEEi SE8EBiE8iEE

I
1]

{ds 3}

i;ls 6}

o oo )-ﬁq .o
s s es oe
n,nounu

R
II oo

{d 16}

i

{

AR A S I
| L | [ I [ 1

s 11}

s 19}

{ds 1}
{ds 2}

{ds 4}
{ds 5}

{ds'7}
{ds 8}
{ds 9}
{ds 10}

{ds 12}
{ds 13}
{ds 14}
{ds 15}

{ds 17}
{ds 18}

{ds 20}
{ds 21}
{ds 23}
{ds 24}
{ds 25}
{ds 26}
{ds 27}
{ds 28}

-- modules --

usefulDefinitions
informationFramework
directoryAbstractService
distributedOperations
protocolObjectIdentifiers
selected AttributeTypes
selectedObjectClasses
authenticationFramework
algorithmObjectIdentifiers ID
directoryObjectIdentifiers
upperBounds

dap

EEEiEEESE8EEE

seoddosroloooool
[ T 1 | A T | I T I [

{module usefulDefinitions(0) 2}

{module informationFramework(1) 2}
{module directoryAbstractService(2) 2}

{module distributedOperations(3) 2}

{module protocolObjectIdentifiers (4) 2}

{module selectedAttributeTypes(5) 2}
{module selectedObjectClasses(6) 2}

{module authenticationFramework(7) 2}
{module algorithmObjectIdentifiers(8) 2}
{module directoryObjectIdentifiers(9) 2}

{module upperBounds(10) 2}
{module dap(11) 2}

ITU-T Rec.

X.501 (1993 E) 97


https://standardsiso.com/api/?name=aa8e3c2f5bb538a5ee5933d67173ea87

ISO/IEC 9594-2 : 1995 (E)

dsp ID = {module dsp(12) 2}
distributedDirectoryOIDs ID = {module distributedDirectoryOIDs(13) 2}
directoryShadowOIDs ID = {module directoryShadowOIDs(14) 2}
directoryShadowAbstractService ID = {module directoryShadowAbstractService(15) 2}
disp ID = {module disp(16) 2}
dop ID = {module dop(17) 2}
opBindingManagement ID = {module opBindingManagement(18) 2}
opBindingOIDs ID = {module opBindingOIDs(19) 2}
hierarchicalOperationalBindings ID = {module hierarchicalOperationalBindings(20) 2}
dsaOperationalAttributeTypes ID = {module dsaOperationalAttributeTypes(22) 2}
schemaAdministration ID = {module schemaAdministration(23) 2}
basicAccessControl ID = {module basicAccessControl(24) 2}
directoryOperationalBindingTypes
ID :=  {module directoryOperationalBindingTypes(25) 2}

-- synonyms --
id-oc ID = objectClass
id-at ID = attributeType
id-as ID = abstractSyntax
id-mr ID = matchingRule
id-nf ID = nameForm
id-sc ID = subentry
id-oa ID = operationalAttributeType
id-ob D = operationalBinding
id-doa ID u= dsaOperatlonalAttrlbute
id-kmr ID = knowledgeMatchingRule
id-soc ID u= schemaObjectClass
id-soa ID u= schemaOperationalAttribute
id-ar ID = administrativeRoles
id-aca ID = accessControlAttribute
id-ac ID = applicationContext
id-rosObject ID u= rosObject
id-contraft ID = contract
id-package ID = package
id-acSch¢me ID = accessControlSchemes
-- obsolege module identifiers --
-- ugefulDefinitions ID = {module 0}
-- informationFramework ID = {module 1}
-- directoryAbstractService D = {module 2}
-- distributedOperations ID = {module 3}
-- protocolObjectIdentifiers ID = {module 4}
-- selectedAttributeTypes ID = {module 5}
- selectedObjectClasses ID = {module 6}

ID = {module 7}

ID = {module 8}

ID = {module 9}

ID = {module 10}

ID = {module 11}

ID = {module 12}

ID = {module 13}

1D = {module 14}
-- directoryShadowAbstractService ID = {module 15}
-- disp ID = {module 16}
- dop ID = {module 17}
- opBindingManagement ID = {module 18}
-- opBindingOIDs ID = {module 19}
- hierarchicalOperationalBindings ID = {module 20}
-- dsaOperationalAttributeTypes ID = {module 22}
-- schemaAdministration ID = {module 23}
-- basicAccessControl ID = {module 24}
- operationalBindingOIDs ID u= {module 25}
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Annex B

Information Framework in ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type, value and macro definitions contained in this Directory
Specification. The definitions form the ASN.1 module InformationFramework.

he types and values defined in this module are exported for use in the other ASN.1 modules |contained
ithin the Directory Specifications, and for the use of other applications which will>use them o access
irectory services. Other applications may use them for their own purposes, buf~tHis will not|constrain

LCES. Lrel riern net; RIPO3CS, DRifwiis Wiie nRO? Ohserleerv

xtensions and modifications needed to maintain or improve the Directory service.

ORTS

id-oc, id-at. id-mr, id-oa, id-sc, id-ar, selected A ttributeTvnes
TETOYTI TTT OTTTY SRS OSSSS 3 RS OVES) SRS M) ST SRy MMAVIIMASLaAw ARSI BRIV

FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1) usefulDefinitions(0)2}

commonName, generalizedTimeMatch, generalizedTimeOrderingMatch
FROM SelectedAttributeTypes selectedAttributeTypes

-- qttribute data types --

Atfribute HE SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),
values SET SIZE (1 .. MAX) OF ATTRIBUTE.&Type ({SupportedAttributes}{ @type})}
AtfributeType = ATTRIBUTE:&id
AtfributeValue = ATTRIBUTE.&Type
At{ributeTypeAndValue = SEQUENCE {
type ATTRIBUTE. &ld ({SupportedAttrlbutes}),
value ATTRIBUTE.&Type ({SupportédAttributes}{ @type})}
AtfributeValueAssertion = SEQUENCE {
type ATTRIBUTE.&id ({SupportedAttributes}),

assertion ATTRIBUTE &¢quality-match.&AssertionType ({SupportedAttributes}{ @type})}

-- Definition of the following information object set is deferred, perhaps to standardized
-- profiles or to protocol-implementation conformance statements. The set is required to
- specify a table constraint on the values component of Attribute, the value component
-- of AttributeTypeAndValue, and the assertion component of AttributeValueAssertion.

SupportedAttributes ATTRIBUTE ::=  { objectClass | aliasedEntryName, ... }

-- naming dato/types --

Napme = CHOICE { -- only one possibility for now --

rdnSequence RDNSequence }
RDNSequence = SEQUENCE OF RelativeDistinguishedName
DistinguishedName = RDNSequence
RelativeDistinguishedName u= SET SIZE (1 .. MAX) OF AttributeTypeAndValue

-- subtree data types --

SubtreeSpecification = SEQUENCE {
base [0] LocalName DEFAULT { },
COMPONENTS OF ChopSpecification,

specificationFilter [4] Refinement OPTIONAL }
-- empty set specifies whole administrative area

LocalName se= RDNSequence
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ChopSpecification ::= SEQUENCE {
specificExclusions [1] SET OF CHOICE {
chopBefore [0] LocalName,
chopAfter [1] LocalName } OPTIONAL,
minimum [2] BaseDistance DEFAULT 0,
maximum [3] BaseDistance OPTIONAL }
BaseDistance n= INTEGER (0 .. MAX)
Refinement u= CHOICE {
item [0] OBJECT-CLASS.&id,
and [1] SET OF Refinement ,
or [2] SET OF Refinement,

not [3] Refinement }

-- OBJE(T-CLASS informaftion object class specification --

OBJECT{CLASS =
&Superclasses

CLASS {

OBJECT-CLASS OPTIONAL,
ObjectClassKind DEFAULT structural,
ATTRIBUTE OPTIONAL,

OBJECT IDENTIFIER UNIQUE }

[ SUBCLASS OF &Superclasses ]
&Kkind]
UST CONTAIN &MandatoryAttributes ]
AY CONTAIN &OptionalAttributes ]
&id }
ObjectClassKind = ENUMERATED {
abstract 0),
structural a),
auyxiliary 2)}
-- object ¢lasses --
top CT-CLASS = {
abstract
ST CONTAIN { objectClass }
id-oc-top }
alias O CT-CLASS = {
SUBCLASS OF {top}
ST CONTAIN { aliasedEntryName }
id-oc-alias }

-- ATTRIBUTE information object class specification --

ATTRIBUTE CLASS{
&derivation
&Type
&efjuality-match
&ordering-match
&spbstringsmatch

ATTRIBUTE OPTIONAL,
OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,
MATCHING-RULE OPTIONAL,

-- either &Type or &derivation required --

&single-valued BOOLEAN DEFAULT FALSE,
&cpllective BOOLEAN DEFAULT FALSE,
-- Qperational extensions --
&no-user-modification BOOLEAN DEFAULT FALSE,
&usage AttributeUsage DEFAULT userApplications,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
[ SUBTYPE OF &derivation ]
[ WITH SYNTAX &Type ]
[ EQUALITY MATCHING RULE &equality-match ]

[ ORDERING MATCHING RULE

[ SUBSTRINGS MATCHING RULE
[ SINGLE VALUE

[ COLLECTIVE

[ NO USER MODIFICATION

[ USAGE

ID
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AttributeUsage = ENUMERATED {
userApplications 0),
directoryOperation (1),
distributedOperation ),
dSAOperation 3}
-- attributes --
objectClass ATTRIBUTE = {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE objectldentifierMatch
ID id-at-objectClass }
aliasedEntryName ATTRIBUTE := {
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
ID id-at-aliasedEntryName }

-- MATCHING-RULE information object class specification --

MATCHING-RULE = CLASS {

&AssertionType OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX  {

[ SYNTAX &AssertionType ]

ID &id}
-- matching rules --
ob_;[:tldentiﬁerMatch MATCHING-RULE = {

SYNTAX OBJECT IDENTIFIER

ID id-mr-objectIdentifierMatch }
distinguishedNameMatch MATCHING-RULE = {

SYNTAX DistinguishedName

ID id-mr-distinguishedNameMatch }
-- NAME-FORM information object class specification --
NAME-FORM u= CLASS {

&namedObjectClass OBJECT-CLASS,

&MandatoryAttributes ATTRIBUTE,

&OptionalAttributes ATTRIBUTE OPTIONAL,

&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {

NAMES &namedObjectClass

WITH ATTRIBUTES &MandatoryAttributes

[ AND OPTIONALLY &OptionalAttributes ]

ID &id }

-- YTRUCTURE-RULE class and DIT structure rule data types --
STRUCTURE-RULE ::= CLASS {

&nameForm NAME-FORM,
&SuperiorStructureRules STRUCTURE-RULE OPTIONAL,
&id RuleIdentifier UNIQUE }
WITH SYNTAX {
NAME FORM &nameForm
[ SUPERIOR RULES &SuperiorStructureRules ]
ID &id }
DITStructureRule ::= SEQUENCE {
ruleldentifier Ruleldentifier ,
-- must be unique within the scope of the subschema
nameForm NAME-FORM.&id,

superiorStructureRules SET OF Ruleldentifier OPTIONAL }
Ruleldentifier ::= INTEGER
-- CONTENT-RULE class and DIT content rule data types --
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CONTENT-RULE := CLASS({
&structuralClass OBJECT-CLASS.&id UNIQUE,
&Auxiliaries OBJECT-CLASS OPTIONAL,
&Mandatory ATTRIBUTE OPTIONAL,
&Optional ATTRIBUTE OPTIONAL,
&Precluded ATTRIBUTE OPTIONAL }
WITH SYNTAX {
STRUCTURAL OBJECT-CLASS &structuralClass
[ AUXILIARY OBJECT-CLASSES  &Auxiliaries ]
[ MUST CONTAIN &Mandatory ]
[ MAY CONTAIN &Optional ]
[ MUST-NOT CONTAIN &Precluded ] }
DITCon e = SEQUENCE{

strjucturalObjectClass

OBJECT-CLASS.&id,

aukiliaries

m

op

ndatory
ional

precluded

SET OF OBJECT-CLASS.&id OPTIONAL,
1] SET OF ATTRIBUTE.&id OPTIONAL,
[2] SET OF ATTRIBUTE.&id OPTIONAL,
[3] SET OF ATTRIBUTE.&id OPTIONAL }

-- system schema information objects --
-- object|classes --

subentry
SUBCLASS OF { top }

structural

MPUST CONTAIN

accessCoptrolSubentry
auxiliary

ttributeSubentry
auxiliary

-- attribytes --

createTimestamp ATTRIBUTE

H SYNTAX

UALITY MATCHING RULE
ORDERING MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

OBJECT-CLASS = |

{ commonName | subtreeSpecification }
id-sc-subentry }

OBJECT-CLASS ::={

id-sc-accessControlSubentry }

OBJECT-CLASS ::={

id-sc-collectiveAttributeSubentry }

3 {

GeneralizedTime

-- as per clause 34.3:b) and c) of CCITT Rec. X.208 | ISO/IEC 8824-1

generalizedTimeMatch
generalized TimeOrderingMatch
TRUE

TRUE

directoryOperation
id-oa-createTimestamp }

modifyTjmestamp ATTRIBUTE u= {
WITH SYNTAX GeneralizedTime
-- as per clause 34.3 b) and c) of CCITT Rec. X.208 | ISO/IEC 8§824-1
EQUALITY MATCHING RULE generalized TimeMatch
ORDERING MATCHING RULE generalizedTimeOrderingMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-modifyTimestamp }
creatorsName ATTRIBUTE = |
WITH SYNTAX DistinguishedName
EQUALITY MATCHING RULE distinguishedNameMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE directoryOperation
ID id-oa-creatorsName }
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modifiersName ATTRIBUTE
WITH SYNTAX

EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

ID

administrativeRole ATTRIBUTE ::=
WITH SYNTAX
EQUALITY MATCHING RULE
USAGE
ID

ISO/IEC 9594-2 : 1995 (E)

HE {
DistinguishedName
distinguishedNameMatch
TRUE

TRUE

irectoryOperation
id-oa-modifiersName }

{

OBJECT-CLASS.&id
objectIdentifierMatch
directoryOperation
id-oa-administrativeRole }

subtreeSpecification  ATTRIBUTE == {

WITH SYNTAX
SINGLE VALUE
USAGE

ID

collectiveExclusions ATTRIBUTE
WITH SYNTAX

EQUALITY MATCHING RULE
USAGE

ID
-- pbject identifier assignments --

-- bbject classes --

SubtreeSpecification
TRUE

directoryOperation
id-oa-subtreeSpecification }

HE {

OBJECT IDENTIFIER
objectldentifierMatch
directoryOperation
id-oa-collectiveExclusions }

id-pc-top OBJECT IDENTIFIER _&:= {id-oc 0}
id-oc-alias OBJECT IDENTIFIER = {id-oc 1}
-- qutributes --

id-pt-objectClass OBJECT IDENTIFIER = {id-at 0}
id-pt-aliasedEntryName OBJECT IDENTIFIER = {id-at 1}
-- Inatching rules --

id-mr-objectIdentifierMatch OBJECT IDENTIFIER ::= {id-mr 0}
id-mr-distinguishedNameMatch OBJECT IDENTIFIER ::= {id-mr 1}
-- pperational attributes --

id-pa-excludeAllCollectiveAttributes OBJECT IDENTIFIER = {id-oa 0}
id-pa-createTimestamp OBJECT IDENTIFIER := {id-oa 1}
id-pa-modifyTimestamp OBJECT IDENTIFIER := {id-0a 2}
id-pa-creatorsName OBJECT IDENTIFIER := {id-oa 3}
id-pa-modifiersName OBJECT IDENTIFIER = {id-oa 4}
id-pa-administrativeRole OBJECT IDENTIFIER ::= {id-oa 5}
id-pa-subtreeSpecification OBJECT IDENTIFIER := {id-oa 6}
id-pa-collectiveExclusions OBJECT IDENTIFIER ::= {id-oa 7}

-- fubentry ¢lasses --

id-p OBJECT IDENTIFIER ::= {id-sc 0}
id- OBJECT IDENTIFIER ::= {id-sc 1}
id-st=to TIDENTIFIER = fid=sT2}

-- administrative roles --

id-ar-autonomousArea OBJECT IDENTIFIER = {id-ar 1}
id-ar-accessControlSpecificArea OBJECT IDENTIFIER = {id-ar 2}
id-ar-accessControlInnerArea OBJECT IDENTIFIER  ::= {id-ar 3}
id-ar-subschemaAdminSpecificArea OBJECT IDENTIFIER ::= {id-ar 4}
id-ar-collectiveAttributeSpecificArea OBJECT IDENTIFIER ::= {id-ar 5}
id-ar-collectiveAttributeInnerArea OBJECT IDENTIFIER ::= {id-ar 6}

END
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Annex C

SubSchema Administration Schema in ASN.1
(This annex forms an integral part of this Recommendation | International Standard)

This annex contains the ASN.1 type, value and information object definitions for subschema administration in the form
of an ASN.1 module, SchemaAdministration.

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contaifed
-- within the Directory Specifications, and for the use of other applications which will use them to Gocess
-- Directqry services. Other applications may use them for their own purposes, but this will not constrain
-- extensipns and modifications needed to maintain or improve the Directory service.

IMPORTP
infoprmationFramework, selectedAttributeTypes, upperBounds, id-soc, id-soa
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2}

OBJECT-CLASS, ATTRIBUTE, MATCHING-RULE, DITStructureRule, DITContentRule,
ObjjectClassKind, AttributeUsage, NAME-FORM, objectIdentifierMatch
FROM InformationFramework informationFramework

DigectoryString {}, integerFirstComponentMatch, integerMatch,
ob]ectldentifierFirstComponentMatch
FROM SelectedAttributeTypes selectedAttributeTypes

ubischema
FROM UpperBounds upperBounds ;

-- types -
DITStructureRuleDescription = SEQUENCE {
COMPONENTS OF DITStructureRule,
nasll:e [11  SET OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
objolete BOOLEAN DEFAULT FALSE }
DITCont¢ntRuleDescription = SEQUENCE {
COQMPONENTS OF DITContentRule,
name [41 SET OF DirectoryString { ub-schema } OPTIONAL,
degcription DirectoryString { ub-schema }JOPTIONAL,
obgolete BOOLEAN DEFAULT FALSE}
MatchingRuleéDescription = SEQUENCE {
identifier MATCHING-RULE.&id,
name SET OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] DirectoryString { ub-schema } }
-- describes the ASN.1 syntax
AttributeTypeDescription u= SEQUENCE {
identifier ATTRIBUTE.&id,
name SET OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] AttributeTypeInformation }
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AttributeTypeInformation u= SEQUENCE {
derivation [0 ATTRIBUTE.&id OPTIONAL,
equalityMatch [1] MATCHING-RULE.&id OPTIONAL,
orderingMatch [2] MATCHING-RULE.&id OPTIONAL,
substringsMatch [31 MATCHING-RULE.&id OPTIONAL,
attributeSyntax [4] DirectoryString { ub-schema } OPTIONAL,
multi-valued [51 BOOLEAN DEFAULT TRUE,
collective [61 BOOLEAN DEFAULT FALSE,
userModifiable [71 BOOLEAN DEFAULT TRUE,
application AttributeUsage OPTIONAL }
ObjectClassDescription u= SEQUENCE {
identifier OBJECT-CLASS.&id,
name SET OF DirectoryString { ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] ObjectClassInformation }
ObjjectClassInformation == SEQUENCE {
subclassOf SET OF OBJECT-CLASS.&id OPTIONAL,
kind ObjectClassKind DEFAULT structural,
mandatories [3] SET OF ATTRIBUTE.&id OPTIONAL,
optionals [4] SET OF ATTRIBUTE.&id OPTIONAL }
NameFormDescription 2= SEQUENCE {
identifier NAME-FORM.&id,
name SET OF DirectoryString { ub-schema } OPTIONAL;
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEAN DEFAULT FALSE,
information [0] NameFormInformation }
NameFormInformation ::=  SEQUENCE {
subordinate OBJECT-CLASS.&id,
namingMandatories SET OF ATTRIBUTE.&id,
namingOptionals SET OF ATTRIBUTE.&id-OPTIONAL }
MgdtchingRuleUseDescription u= SEQUENCE({
identifier MATCHING-RULE.&id,
name SET OF DirectoryString'{ ub-schema } OPTIONAL,
description DirectoryString { ub-schema } OPTIONAL,
obsolete BOOLEANDEFAULT FALSE,
information [0 SET OF-ATTRIBUTE.&id }
-- ¢bject classes --
subschema OBJECT-CLASS u= {
KIND auxiliary
MAY CONTAIN {
dITStructureRules |
nameForms |
dITContentRules |
objectClasses |
attributeTypes |
matchingRules |
matchingRuleUse }
1b id-soe-subsehema}
J
-- attributes --
dITStructureRules ATTRIBUTE ::= {
WITH SYNTAX DITStructureRuleDescription
EQUALITY MATCHING RULE integerFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITStructureRule }
dITContentRules ATTRIBUTE ::= {
WITH SYNTAX DITContentRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-dITContentRules }
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matchingRules ATTRIBUTE ::= {
WITH SYNTAX MatchingRuleDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-matchingRules }
attributeTypes ATTRIBUTE ::= {
WITH SYNTAX AttributeTypeDescription
EQUALITY MATCHING RULE objectldentifierFirstComponentMatch
USAGE directoryOperation
ID id-soa-attributeTypes }
objectClasses ATTRIBUTE ::= {
WITH SYNTAX ObjectClassDescription
EQUALITY MATCHING RULE biectldentifierFirstC Matcl
USAGE directoryOperation
ID| id-soa-objectClasses }
nameForms ATTRIBUTE := {
WITH SYNTAX NameFormDescription
EQUALITY MATCHING RULE objectIdentifierFirstComponentMatch
USAGE directoryOperation
matchingRuleUse ATTRIBUTE := {

structural ObjectClass
WITH SYNTAX

UALITY MATCHING RULE

SINGLE VALUE

NO USER MODIFICATION

USAGE

governingStructureRule
WITH SYNTAX
EQUALITY MATCHING RULE
SINGLE VALUE

NO USER MODIFICATION
USAGE

-- objectlidentifier assignments --

id-soa-dII'StructureRule
id-soa-dIlT ContentRules
id-soa-matchingRules
id-soa-atfributeTypes
id-soa-ohj S

MatchingRuleUseDescription
objectIdentifierFirstComponentMatch
directoryOperation
id-soa-matchingRuleUse }

ATTRIBUTE ::= {

OBJECT IDENTIFIER
objectldentifierMatch

TRUE

TRUE

directoryOperation
id-soa-structuralObjectClass }

ATTRIBUTE ::= {

INTEGER

integerMatch

TRUE

TRUE

directoryOperation
id-soa-governingStructureRule }

id-soa-nameForms
id-soa-matchingRuleUse
id-soa-structuralObjectClass
id-soa-governingStructureRule

END

OBJECT IDENTIFIER := ({id-soc1}
operational attributes --
OBJECT IDENTIFIER ::= {id-soa 1}
OBJECT IDENTIFIER := {id-soa 2}
OBJECT IDENTIFIER := {id-soa 4}
OBJECT IDENTIFIER := {id-soa 5}
OBRJECT IDENTIFIER ;= {id-soa 6}
OBJECT IDENTIFIER ::= {id-soa 7}
OBJECT IDENTIFIER ::= {id-soa 8}
OBJECT IDENTIFIER := {id-soa 9}
OBJECT IDENTIFIER := ({id-soa 10}
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Annex D

Basic Access Control in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex provides a summary of all of the ASN.1 type and value definitions for Basic Access Control. The definitions
form the ASN.1 module BasicAccessControl.

BasicAccessControl {joint-iso-ccitt ds(5) module(1) basicAccessControl(24) 2}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contained
-- ithin the Directory Specifications, and for the use of other applications which will use them-10 access
-- Directory services. Other applications may use them for their own purposes, but this will ot constrain
-- extensions and modifications needed to maintain or improve the Directory service.

IMPORTS
id-aca, id-acScheme, informationFramework, upperBounds, selectedAttributeTypes
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2}

ATTRIBUTE, AttributeType, AttributeTypeAndValue, DistinguishedName, SubtreeSpecification,
MATCHING-RULE, objectIdentifierMatch
FROM InformationFramework informationFramework

ub-tag

FROM UpperBounds upperBounds
Uniqueldentifier, NameAndOptionalUID, directoryStringFirstComponentMatch,
DirectoryString

FROM SelectedAttributeTypes selectedAttributeTypes H

- ppes --

A(IItem u= SEQUENCE {
identificationTag  DirectoryString{ .ub-tag },
precedence Precedence,

authenticationLevel AuthenticationLevel,
itemOrUserFirst CHOIEE {
itemFirst [0] SEQUENCE {

protectedItems ProtectedItems,

itemPermissions SET OF ItemPermission },
userFirst (1] SEQUENCE {

userClasses UserClasses,

userPermissions SET OF UserPermission }}}

Precedence 3= INTEGER (0..255)
ProtectedItems u= SEQUENCE {

entry [0] NULL OPTIONAL,

allUserAttributeTypes [1] NULL OPTIONAL,

attributeType [2] SET OF AttributeType OPTIONAL,

allAttributeValues [3] SET OF AttributeType OPTIONAL,

allUserAttributeTypesAnd Values [4] NULL OPTIONAL,

attributeValue [5] SET OF AttributeTypeAndValue OPTIONAL,

selfValue [6] SET OF AttributeType OPTIONAL }
UserClasses ::= SEQUENCE {

allUsers [0] NULL OPTIONAL,
thisEntry (1] NULL OPTIONAL,
name [2] SET OF NameAndOptionalUID OPTIONAL,
userGroup [3] SET OF NameAndOptionalUID OPTIONAL,
-- dn component must be the name of an
-- entry of GroupOfUniqueNames
subtree [4] SET OF SubtreeSpecification OPTIONAL}

ITU-T Rec. X.501 (1993 E) 107


https://standardsiso.com/api/?name=aa8e3c2f5bb538a5ee5933d67173ea87

ISO/IEC 9594-2 : 1995 (E)

ItemPermission u= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in AClltem --
userClasses UserClasses,
grantsAndDenials GrantsAndDenials }
UserPermission u= SEQUENCE {
precedence Precedence OPTIONAL,
-- defaults to precedence in ACIItem
protectedItems ProtectedItems,

grantsAndDenials GrantsAndDenials }

AuthenticationLevel = CHOICE {
basicLevels SEQUENCE {
ENUMERATED { none (0) simple (1) strong (2) }

localQualifier INTEGER OPTIONALY},
other EXTERNAL }

Denials u= BIT STRING {
ermissions that may be used in conjunction
ith any component of Protectedltems

grapntAdd ),
denyAdd ),
grantDiscloseOnError 2),

yDiscloseOnError A3),
tRead 4),
yRead 5,
tRemove 6),
yRemove @,
ermissions that may be used only in conjunction
ith the entry component
tBrowse (8),
yBrowse ),
tExport (10),
yExport 11),
tImport 12),

denyImport a13),
graptModify 14),
denyModify 5s),

tReturnDN (18),

yReturnDN 19),

ermissions that may be used i conjunction

ith any component, except entry, of Protectedltems
tCompare (20),

yCompare (21),

grantFilterMatch (22),
derlyFilterMatch 23)}
-- attribules --
accessControlSchéme ATTRIBUTE := {
WITH SYNTAX OBJECT IDENTIFIER
EQUALITY MATCHING RULE  objectIdentifierMatch
SI BE
USAGE directoryOperation
ID id-aca-accessControlScheme }
prescriptiveACI ATTRIBUTE := {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-prescriptiveACI }
entryACI ATTRIBUTE := {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE  directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-entryACI }
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subentryACI ATTRIBUTE := {
WITH SYNTAX ACIItem
EQUALITY MATCHING RULE  directoryStringFirstComponentMatch
USAGE directoryOperation
ID id-aca-subentryACI }

-- object identifier assignments --

-- attributes --

id-aca-accessControlScheme OBJECT IDENTIFIER ::= {id-acal}
id-aca-prescriptiveACI OBJECT IDENTIFIER ::= {id-acad}
id-aca-entryACI OBJECT IDENTIFIER ::= {id-aca5}
id-aca-subentryACI OBJECT IDENTIFIER := {id-aca 6}

-- dccess control schemes --

basjcAccessControlScheme OBJECT IDENTIFIER ::= {id-acScheme 1}
simplified A ccessControlScheme OBJECT IDENTIFIER ::= {id-acScheme 2}
EN|
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Annex E

DSA Operational Attribute Types in ASN.1

(This annex forms an integral part of this Recommendation | International Standard)

This annex includes all of the ASN.1 type and value definitions contained in clauses 10 through 20 in the form of an
ASN.1 module, DSAOperationalAttributeTypes.

-- EXPORTS All --

--The types and values defined in this module are exported for use in the other ASN.1 modules contajned
-- within| the Directory Specifications, and for the use of other applications which will use” them to adcess
-- Directpry services. Other applications may use them for their own purposes, but this’ will not constrain
-- extensjons and modifications needed to maintain or improve the Directory service.

IMPORTS
id{doa, id-kmr, informationFramework, distributedOperations, opBindingManagemetiit,
selectedAttributeTypes

FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2 }

ATTRIBUTE, MATCHING-RULE, Name
FROM InformationFramework informationFramework

OperationalBindingID
FROM OperationalBindingManagement opBindingManagement

AdcessPoint, MasterAndShadowA ccessPoints
FROM DistributedOperations distributedOperations

bifStringMatch
FROM SelectedAttributeTypes selected AttributeTypes ;

-- data types --
DSETyp¢ ::= BIT STRING {
ropt 0), --rgot) DSE --
glye @), -<_represents knowledge of a name only --
cp ), }- context prefix --
enfry A3), -- object entry --
alias @), -- alias entry --

supr (OF -- subordinate reference --

ns$r ©); -- non-specific subordinate reference --
supr ), -- superior reference --

Xr 8), -- cross reference --

a ), -- administrative point --

su % —subentry—==

shadow (11), -- shadow copy --

immSupr (13), -- immediate superior reference --

rhob 14), -- rhob information --

sa (15)} -- subordinate reference to alias entry --
SupplierOrConsumer = SET {

COMPONENTS OF AccessPoint, -- supplier or consumer --

agreementID [31 OperationalBindingID }
SupplierInformation = SET {

COMPONENTS OF SupplierOrConsumer, -- supplier --

supplier-is-master [4] BOOLEAN DEFAULT TRUE,

non-supplying-master [5] AccessPoint OPTIONAL }

110 ITU-T Rec. X.501 (1993 E)


https://standardsiso.com/api/?name=aa8e3c2f5bb538a5ee5933d67173ea87

ISO/TEC 9594-2 : 1995 (E)

ConsumerInformation = SupplierOrConsumer -- consumer --
SupplierAndConsumers = SET {
COMPONENTS OF AccessPoint, -- supplier --
consumers [3] SET OF AccessPoint }
-- attribute types --
dseType ATTRIBUTE := {
WITH SYNTAX DSEType
EQUALITY MATCHING RULE  bitStringMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-dseType }
myA ccessPoint ATTRIBUTE := {
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE  accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-myAccessPoint }
superiorKnowledge ATTRIBUTE ::= {
WITH SYNTAX AccessPoint
EQUALITY MATCHING RULE  accessPointMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-superiorKnowledge }
spgcificKknowledge ATTRIBUTE ::= {
WITH SYNTAX MasterAndShadowA ceessPoints
EQUALITY MATCHING RULE  masterAndShadowA ccessPointsMatch
SINGLE VALUE TRUE
NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-spe¢ificKnowledge }
nohSpecificKnowledge ATTRIBUTE := {
WITH SYNTAX MasterAndShadowA ccessPoints
EQUALITY MATCHING RULE master AndShadowA ccessPointsMatch
NO USER MODIFICATION TRUE
USAGE distributedOperation
ID id-doa-nonSpecificKnowledge }
supplierKnowledge ATTRIBUTE ::= {
WITH SYNTAX SupplierInformation
EQUALITY MATCHING RULE  supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-supplierKnowledge }
consumerKnowledge ATTRIBUTE := {
WITH SYNTAX ConsumerInformation
EQUALITY MATCHING RULE  supplierOrConsumerInformationMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-consumerKnowledge }
secondaryShadows ATTRIBUTE ::= {
WITH SYNTAX SupplierAndConsumers
EQUALITY MATCHING RULE  supplierAndConsumersMatch
NO USER MODIFICATION TRUE
USAGE dSAOperation
ID id-doa-secondaryShadows }
-- matching rules --
accessPointMatch MATCHING-RULE = {
SYNTAX Name
ID id-kmr-accessPointMatch }
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masterAndShadowA ccessPointsMatch MATCHING-RULE = {

SYNTAX SET OF Name

ID id-kmr-masterShadowMatch }
supplierOrConsumerInformationMatch MATCHING-RULE = {

SYNTAX SET({

ae-title [0] Name,
agreement-identifier [2] INTEGER }

ID id-kmr-supplierConsumerMatch }
supplierAnd ConsumersMatch MATCHING-RULE = {

SYNTAX Name

ID id-kmr-supplierConsumersMatch }
-- object identifier assignments --
-- dsa opérational attributes --
id-doa-ds¢Type OBJECT IDENTIFIER := {id-doa 0}
id-doa-myAccessPoint OBJECT IDENTIFIER := {id-doa 1}
id-doa-superiorKnowledge OBJECT IDENTIFIER ::= {id-doa 2}
id-doa-specificKnowledge OBJECT IDENTIFIER ::= {id-doa 3}
id-doa-nopSpecificKnowledge OBJECT IDENTIFIER := {id-doa 4}
id-doa-supplierKnowledge OBJECT IDENTIFIER ::= {id-doa 5}
id-doa-consumerKnowledge OBJECT IDENTIFIER ::= {id-doa 6}
id-doa-se¢ondaryShadows OBJECT IDENTIFIER ::= {id-doa 7}
-- knowledge matching rules --
id-kmr-adcessPointMatch OBJECT IDENTIFIER ::= {id-kmr 0}
id-kmr-masterShadowMatch OBJECT IDENTIFIER ::= {id-kmr 1}
id-kmr-supplierConsumerMatch OBJECT IDENTIFIER := {idskmr 2}
id-kmr-supplierConsumersMatch OBJECT IDENTIFIER ::= {id-kmr 3}
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Annex F

Operational Binding Management in ASN.1

(This annex forms an integral part of the Recommendation | International Standard)

This annex includes all of the ASN.1 type, value and information object class definitions regarding Operational Bindings
relevant to this Directory Specification in the form of the ASN.1 module OperationalBindingManagement.

OperationalBindingManagement {joint-iso-ccitt ds(5) module(1) opBindingManagement(18) 2}
DEFINITIONS ::=
BEGIN

-- EXPORTS All --

-- The types and values defined in this module are exported for use in the other ASN.1 modules contdined
-- within the Directory Specifications, and for the use of other applications which will use theni-to-access
-- Directory services. Other applications may use them for their own purposes, but this will not constrain
-- dxtensions and modifications needed to maintain or improve the Directory service.

IMPORTS
directoryShadowAbstractService, hierarchicalOperationalBindings,
dop, directoryAbstractService, distributedOperations
FROM UsefulDefinitions {joint-iso-ccitt ds(5) module(1) usefulDefinitions(0) 2}

shadowOperationalBinding
FROM DirectoryShadowAbstractService directoryShadowAbstractService

hierarchicalOperationalBinding, nonSpecificHierarchicalOperationalBinding
FROM HierarchicalOperationalBindings hierarchicalOperationalBindings

OPERATION, ERROR
FROM Remote-Operations-Information-Objects
{joint-iso-ccitt remote-operations(4) informationObjects(5) version1(0)}

APPLICATION-CONTEXT
FROM Remote-Operations-Information-Objects-extensions {joint-iso-ccitt
remote-operations(4) informationObjects-extensions(8) version1(0)}

id-op-establishOperationalBinding, id-op-modifyOperationalBinding,
id-op-terminateOperationalBinding, id-err-operationalBindingError
FROM DirectoryOperationalBindingManagementProtocol dop

directoryBind, directorylUnbind, securityError
FROM DirectoryAbstractService directoryAbstractService

AccessPoint
FROM DistributedOperations distributedOperations H
-- Bind and unbind --
dSAOpérationalBindingManagementBind OPERATION ::= directoryBind
dSAG ionalRindineM. Unhind OPERATION _::= i Unhind

-- operations, arguments, and results --

establishOperationalBinding OPERATION := {
ARGUMENT EstablishOperationalBindingArgument
RESULT EstablishOperationalBindingResult
ERRORS {operationalBindingError | securityError}
CODE id-op-establishOperationalBinding }

EstablishOperationalBindingArgument se= SEQUENCE {

bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
accessPoint [2] AccessPoint,

-- symmetric, role A initiates, or role B initiates --
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initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{ @bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{ @bindingType}),
roleB-initiates [S] OPERATIONAL-BINDING. &roleB.&EstablishParam
({OpBindingSet}{ @bindingType})} OPTIONAL,

agreement [6] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{ @bindingType}),
valid [7] Validity DEFAULT { } }
OperationalBindingID = SEQUENCE {
identifier INTEGER,
version INTEGER}
Validity u= SEQUENCE {
validFrom [0] CHOICE {
now [0] NULL,
time [1] UTCTime } DEFAULT now : NULL,
validUntil [11 CHOICE {
explicitTermination [0] NULL,
time [1] UTCTime } DEFAULT explicitTermination : NULL,}
EstablishDperationalBindingResult = SEQUENCE {
bi:[()iingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
bindingID [1] OperationalBindingID OPTIONAL,
ac¢essPoint [2] AccessPoint,
-- fymmetric, role A replies , or role B replies --
initiator CHOICE {
symmetric [3] OPERATIONAL-BINDING.&both.&EstablishParam
({OpBindingSet}{ @bindingType}),
roleA-replies [4] OPERATIONAL-BINDING.&roleA.&EstablishParam
({OpBindingSet}{ @bindingType}),
roleB-replies [5] OPERATIONAL-BINDING.&roleB.&EstablishParam
({OpBindingSet}{ @bindingType})} OPTIONAL}
modifyOperationalBinding OPERATION := {
ARGUMENT ModifyOperationalBindingArgument
HESULT ModifyOperationalBindingResult
ERRORS { operationalBindingError+'securityError }
COQDE id-op-modifyOperationalBinding }
ModifyOperationalBindingArgument HE SEQUENCE {
bindingType [0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
indingID [1] OperationalBindingID,
acgessPoint 2] AccessPoint OPTIONAL,
-- symmetric, role A initiates, or role B initiates --
initiator CHOICE({
symmetric [3] OPERATIONAL-BINDING.&both.&ModifyParam

({OpBindingSet}{ @bindingType}),
roleA-initiates [4] OPERATIONAL-BINDING.&roleA.&ModifyParam
({OpBindingSet}{ @bindingType}),

—TrolteB-inittates— 51— OPERATIONAL-BINDING &roleB-&MouodifyParam
({OpBindingSet}{ @bindingType})} OPTIONAL,

newBindingID [6] OperationalBindingID,
newAgreement [7] OPERATIONAL-BINDING.&Agreement
({OpBindingSet}{ @bindingType}),

valid [8] Validity OPTIONAL}
ModifyOperationalBindingResult  ::= NULL
terminateOperationalBinding OPERATION ::= {

ARGUMENT TerminateOperationalBindingArgument

RESULT TerminateOperationalBindingResult

ERRORS {operationalBindingError | securityError}

CODE id-op-terminateOperationalBinding }
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TerminateOperationalBindingArgument e SEQUENCE {

bindingType
bindingID

[0] OPERATIONAL-BINDING.&id ({OpBindingSet}),
[1] OperationalBindingID,

-- symmetric, role A initiates, or role B initiates --

initiator CHOICE {
symmetric

roleA-initiates
roleB-initiates

terminateAt

[2] OPERATIONAL-BINDING.&both.&TerminateParam
({OpBindingSet}{ @bindingType}),
[3] OPERATIONAL-BINDING.&roleA.&TerminateParam
({OpBindingSet}{ @bindingType}),
[4] OPERATIONAL-BINDING.&roleB.&TerminateParam
({OpBindingSet}{ @bindingType})} OPTIONAL,
[5] UTCTime OPTIONAL}

TerminateOperationalBindingResult u= NULL

op

Op

Prrors andparameters --

erationalBindingError  ERROR u= {
PARAMETER OpBindingErrorParam
CODE id-err-operationalBindingError }
BindingErrorParam = SEQUENCE {
problem [0] ENUMERATED {
invalidID (0,
duplicateID 1),
unsupportedBindingType ),
notAllowedForRole 3),
parametersMissing @),
roleAssignment 5,
invalidStartTime 6),
invalidEndTime @,
invalidAgreement 8,
currentlyNotDecidable ),
modificationNotAllowed 10)},
bindingType 1] OPERATIONAL-BINDING:&id ({OpBindingSet}) OPTIONAL,
agreementProposal [2] OPERATIONAL-BINDING.&Agreement
({OpBindingSetH{ @bindingType}) OPTIONAL,
retryAt [3] UTCTime OPTIONAL }

nformation object classes --

ORERATIONAL-BINDING ::= CLASS {
&Agreement,
&Cooperation QP-BINDING-COOP,
&both OP-BIND-ROLE OPTIONAL,
&roleA OP-BIND-ROLE OPTIONAL,
&roleB OP-BIND-ROLE OPTIONAL,
&id OBJECT IDENTIFIER UNIQUE }
WITH SYNTAX {
AGREEMENT &Agreement
APPLICATION CONTEXTS &Cooperation
[ SYMMETRIC &both ]
[ ASYMMETRIC
FROLE-A &roleA ]
[ ROLE-B &roleB ]]
ID &id}
OP-BINDING-COOP ::= CLASS {
&applContext APPLICATION-CONTEXT,
&Operations OPERATION OPTIONAL }
WITH SYNTAX {
&applContext
[ APPLIES TO &Operations ]}
OP-BIND-ROLE ;= CLASS {
&establish BOOLEAN DEFAULT FALSE,
&EstablishParam OPTIONAL,
&modify BOOLEAN DEFAULT FALSE,
&ModifyParam OPTIONAL,
&terminate BOOLEAN DEFAULT FALSE,
&TerminateParam OPTIONAL }
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WITH SYNTAX {
[ ESTABLISHMENT-INITIATOR  &establish ]
[ ESTABLISHMENT-PARAMETER &EstablishParam ]
[ MODIFICATION-INITIATOR &modify ]
[ MODIFICATION-PARAMETER  &ModifyParam ]
[ TERMINATION-INITIATOR &terminate ]
[ TERMINATION-PARAMETER &TerminateParam ]}

OpBindingSet OPERATIONAL-BINDING := {
shadowOperationalBinding |
hierarchicalOperationalBinding |
nonSpecificHierarchicalOperationalBinding }

END
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Annex G

The Mathematics of Trees

(This annex does not form an integral part of this Recommendation | International Standard)
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ree is a set of points, called vertices, and a set of directed lines, called arcs; each“arc a leads from a verfex V to a

vetex V’. For example, the tree in the figure has seven vertices; labelled ¥ -through V7, and six arcq, labelled
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vertex, but not the same final vertex. For example, arcs a! and a3 have the same initial vertex, V1, but no two
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undlerstood to denote an oriented path from the root to a vertex.

hrough af.

and V3 are the initial and final vertices, respectively, of arc a%/Séveral different arcs may have the s

ire have the same final vertex.

h “leaf”” of the tree graph. For example, vertices V3, V6, and V7 are leaves.

oriented path from a vertex V to.a vertex V’ is a set of arcs (al, a2, ..., a") (n 2 1) such that V is the initial
al, V’ is the final vertex of are-a™ and the final vertex of arc aK is also the initial vertex of arc ak+! for 1 <
imple, the oriented path fromvertex V! to vertex VO is the set of arcs (a3, a4, a3). The term “path”

Two vertices V and V’ are said to be the initial and final vertices, respectively, of an arc a from V to V. Foz:lxample,

e initial
ircs in the

e vertex that is not the final vertex of any arc is often\referred to as the root vertex, or even more informally as the
rdot” of the tree. For example, in the figure, V1 is the@oot.

ertex that is not the initial vertex of any arc is"often referred to informally as a leaf vertex, or even more informally,

vertex of
k < n. For
should be

ITU-T Rec. X.501 (1993 E)

117


https://standardsiso.com/api/?name=aa8e3c2f5bb538a5ee5933d67173ea87

ISO/IEC 9594-2 : (1995) (E)

Annex H

Name Design Criteria
(This annex does not form an integral part of this Recommendation | International Standard)

The information framework is very general, and allows for arbitrary variety of entries and attributes within the DIT.
Since, as defined there, names are closely related to paths through the DIT, this means that arbitrary variety in names is

possible.
the desig
suggeste
name for

Presently

The rem;

Names W

, only one criterion is addressed; that of user-friendliness.

NOTE - Not all names need to be user-friendly.

vinder of this annex discusses the concept of user friendliness applied to names.

Thisanmmex SUZECSES CTiteria to-be comsidered i tie dcaigu of mamres—The ayplupliaw criterfatrave-beemrusad in
n of the recommended name forms which are to be found in ITU-T Rec. X.521 | ISO/IEC 9594-701t is
1 that the criteria also be used, where appropriate, in designing the names for objects to which the recommended
ms do not apply.

ith which human beings must deal directly should be user-friendly. A user-friendly name is one that takeq the

human user’s point of view, not the computer’s. It is one that is easy for people to deduce, remember, and understhnd,

rather th

The goal

The foll

118

a)

b)

<)

in one that is easy for computers to interpret.

of user-friendliness can be stated somewhat more precisely in term$of the following two principles:

wing subgoals follow from the goal of user-friendliness:

A human being usually should be able to correctly guess.an object’s user-friendly name on the basjs of
information about the object that he naturally possesses. For example, one should be able to guess a
business person’s name given only the information~about her casually acquired through normal bus:ﬁess
association.

When a object’s name is ambiguously specified, the Directory should recognize that fact rather fhan
conclude that the name identifies one particular object. For example, where two people have the samq last
name, the last name alone should be considered inadequate identification of either party.

Names should not artificially remove natural ambiguities. For example, if two people share the last name
“Jones”, neither should-be‘required to answer to “WJones” or “Jones2”. Instead, the naming convertion
should provide a user-friendly means of discriminating between the entities. For example, it might redquire
first name and middle-initial in addition to last name.

Names should ‘admit common abbreviations and common variations in spelling. For example, if ope is
employeddy, the Conway Steel Corporation and the name of one’s employer figures in one’s name,| any
of the fames “Conway Steel Corporation”, “Conway Steel Corp.”, “Conway Steel”, and “CSC” shpuld
suffieeto identify the organization in question.

In\certain cases, alias names can be used: to direct the search for a particular entry, in order to be more
user-friendly, or to reduce the scope of a search. The following example demonstrates the use of an plias
name for such a purpose: As shown in Figure H.1, the branch office in Osaka can also be identified with

d)

e)

the name { C = Japan, L = Osaka, O = ABC, OU = Osaka-branch }.

If names are multi-part, both the number of mandatory parts and the number of optional parts should be
relatively small and thus easy to remember.

If names are multi-part, the precise order in which those parts appear should generally be immaterial.

User-friendly names should not involve computer addresses.
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OU = Osaka-branch

Ll

TIS03420-94/d21

Figure H.1 - Aliasing Example
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Annex 1

Examples of various aspects of schema

(This annex does not form an integral part of this Recommendation | International Standard)

L1 Example of an Attribute Hierarchy

Figure 1.1 shows a simple hierarchy of values of a generic telephoneNumber attribute, values of which are represented as
contained in the outer set. Two specific attribute types are derived from the generic type, workTelephoneNumber and
homeTelephoneNumber. Values of these types are represented as contained in the inner sets.

A value ¢f type homeTelephoneNumber is contained in both the inner set representing homeTelephoneNumber and the
outer set fepresenting telephoneNumber, but not the inner set representing workTelephoneNumber values.

A DIT sTucture rule could be defined which permits entries to contain values of all three types shown(in Figure [I.1.
Another fule could be defined permitting entries to contain only values of type telephoneNumber.

TISO3430-94/d22
T A value having telephoneNumberSyntax

homeTelephoneNumber

workTelephoneNumber

@2
O TelephoneNumber

Figure 1.1 - Hierarchy of Telephone Number Attribute Values

1.2 Example of’a'Subtree Specification

The follgwing {s~an example illustrating the specification of subtrees. Consider the portion of the DIT represented in
Figure 1.2.

Subtree 1 and subtree 2 are specified with respect to the administrative point having name a. The identifiers bl, c2, d3,
etc. represent local name values with respect to the administrative point a.

Subtree 1 may be specified as:

subtreel SubtreeSpecification ::= {
specificExclusions { chopBefore b1 } }

Subtree 2 may be specified as:

subtree2 SubtreeSpecification HEM
base b1 }
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Suppose that the entries identified in the figure with local names el, €2, etc., represent organizational person entries. A
subtree refinement could be specified to include all of these entries in the administrative area as:

subtree-refinement1 SubtreeSpecification ::= {
specificationFilter
item id-oc-organizationalPerson }

This could be further refined to include only the organizational persons in subtree 2 as:

subtree2-refinement SubtreeSpecification = |
base bl,
specificationFilter
item id-oc-organizationalPerson }

TISO3440-94/d23

Subtree refinement 1

Figure 1.2 — Subtree Specification Example

L3 Schema Specification

L.3]1 Object ‘Classes and Name Forms

The following.object classes, defined in ITU-T Rec. X.521 | ISO/IEC 9594-7, are used within a particular sybschema
administrative area:

—  organization;

—  organizationalUnit;

—  organizationalPerson.

A name form is not required for the administrative entry, which will be the only entry in the subschema of object class
organization. The following name forms, defined in ITU-T Rec. X.521 | ISO/IEC 9594-7, are used to include entries of
class organizationalUnit and organizationalPerson:

— orgNameForm,;
— orgUnitNameForm;

—  orgPersonNameForm.
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1.3.2 DIT Structure Rules

The following structure rules are defined to specify a tree structure as shown in Figure 1.3. Figure 1.3 illustrates which
rule may be used to add entries at the various points in the DIT.

rule-0 STRUCTURE-RULE::= {

NAME FORM orgNameForm
ID 0}

rule-1 STRUCTURE-RULE::= {
NAME FORM orgUnitNameForm
SUPERIOR RULES { rule-0 }
ID 1}

rule-2 STRUCTURE-RULE::= {
NAME FORM orgUniNameForm
SUPERIOR RULES { rule-1}
ID 2}

rule-3 STRUCTURE-RULE::= {
NAME FORM orgUniNameForm
SUPERIOR RULES { rule-2 }
ID 3}

rule-4 STRUCTURE-RULE::= {
NAME FORM orgPersonNameForm
SUPERIOR RULES { rule-1, rule-2, rule-3 }
ID 4}

Organization

Rule # 1

Organizational
Unit

Rule # 4 Rule # 2
Organizational Organizational
Person Unit
Rule # 3
Organizational Organizational
Person Unit

Rule # 4

Organizational
Person

TISO3450-94/d24

Figure 1.13 — Example Subschema

1.4 DIT content rules

The subschema administrator has the following two requirements to add supplemental information to entries in the
subschema administrative area:

—  all organizationalPerson and organizationalUnit entries should have the organizationalTelephoneNumber
attribute. This attribute should be returned when the Directory is queried for telephoneNumbers;

—  all organizationalPerson entries will have the new attribute manager.
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The following attribute types are defined to meet these requirements:

manager ATTRIBUTE ::= {

WITH SYNTAX BOOLEAN

EQUALITY MATCHING RULE booleanMatch

SINGLE VALUE TRUE

ID id-ex-managerAttribute }
organizationalTelephoneNumber ATTRIBUTE ::= {

SUBTYPE OF telephoneNumber

COLLECTIVE TRUE

ID id-ex-organizationalTelephoneNumber }

The following DIT content rules are defined to meet these requirements:

ISO/IEC 9594-2 : (1995) (E)

organizationRule CONTENT-RULE ::={
STRUCTURAL OBJECT CLASS organization }

orgpnizationalUnitRule CONTENT-RULE ::= {
STRUCTURAL OBJECT CLASS organizationalUnit
MAY CONTAIN { organizationalTelephoneNumber } }

orgpnizationalPersonRule CONTENT-RULE ::= {

STRUCTURAL OBJECT CLASS organizationalPerson

MUST CONTAIN { manager }

MAY CONTAIN { organizationalTelephoneNumber } }
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