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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards
bodies (ISO member bodies). The work of preparing International Standards is normally carried out
through ISO technical committees. Each member body interested in a subject for which a technical
committee has been established has the right to be represented on that committee. International
organizations, governmental and non-governmental, in liaison with ISO, also take part in the work.

ifferent types of ISO documents should be noted. This document was drafted in accordance with the
pditorial rules of the ISO/IEC Directives, Part 2 (see www.iso.org/directives or www.iec,ch/mlembers

experts/refdocs).

Attention is drawn to the possibility that some of the elements of this documentymay be the supbject of
patent rights. ISO shall not be held responsible for identifying any or all suchCpatent rights. Dgtails of
hny patent rights identified during the development of the document will be.in the Introductign and/
pr on the ISO list of patent declarations received (see www.iso.org/patents) or the IEClist of patent
declarations received (see http://patents.iec.ch).

Any trade name used in this document is information given for thiesconvenience of users and does not
constitute an endorsement.

For an explanation of the voluntary nature of standards,"the meaning of ISO specific terms and
pxpressions related to conformity assessment, as well{as“information about ISO's adherencg to the
World Trade Organization (WTO) principles in the Technical Barriers to Trade (TBT) see www.iso.org/
so/foreword.html. In the IEC, see www.iec.ch/understanding-standards.

This document was prepared by Joint Technical Committee ISO/IEC JTC 1, Information technology,
Subcommittee SC 7, Software and systems engineering.

This document cancels and replaces ISOAEC 15504-5:2012, which has been technically revised.
Che main changes compared to ISOAEC 15504-5:2012 are as follows:

— all processes and their base practices are changed to reflect the ISO/IEC/IEEE 12207 processes;
— all process related process outputs and their descriptions are revised;

— this process assessnient model includes a process quality attribute of process performance and can
be used with other models of process quality, for instance capability as described in ISO/IE(Q 33020.

Any feedback er'questions on this document should be directed to the user’s national standards|body. A
romplete listing of these bodies can be found at www.iso.org/members.html and www.iec.ch/rjational
rcommittees.
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Introduction

The set of International Standards ISO/IEC 33001 to ISO/IEC 33099, termed the ISO/IEC 330xx family,

defines

the requirements and resources needed for process assessment. The overall architecture

and content of the ISO/IEC 330xx family is described in ISO/IEC 33001. Several standards in the
ISO/IEC 330xx family for process assessment are intended to replace and extend parts of the
ISO/IEC 15504 series. Abstracts and previews of the ISO/IEC 330xx family of standards can be found on

the ISO

website.
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cument defines a process assessment model for software life cycle processes, conformant with
hirements of ISO/IEC 33004, for use in performing a conformant assessment in accordancewith
hirements of ISO/IEC 33002.

ss assessment model is related to one or more process reference models. The procéssreferencs
Hefined in ISO/IEC/IEEE 12207 is used as the basis for the process assessment.miodel in this
ent.

pss assessment model incorporates a process measurement framework({conformant with the
ments of ISO/IEC 33003 and is expressed as a process quality charactéxistic with a defined sef
bss attributes.

ss assessment model includes a set of assessment indicators. Process performance indicators
the process purpose and outcomes of each process in the process assessment model. Process
indicators demonstrate the achievement of the process attributes in the process measurement
ork. These indicators may also provide a reference sourcé of practices when implementing 3
improvement program.

essment indicators are used as a basis for collecting objective evidence to support an assessor’s

ators defined in this document are not intended to be an all-inclusive set and applicable in
ety. Subsets appropriate to the context and scope of the assessment should be selected, and
plly augmented with additional indicators.

bss assessment is conducted according to a documented assessment process. A documented
nent process identifies the rating method to be used in rating process attributes and identifies
es the aggregation method to be used in determining ratings.

33020 provides a process measurement framework for the assessment of process
ty which may be incorporated as a process measurement framework in this document
33020:2019, Annex'B/includes a set of process quality indicators for each process attribute in
cess measurementframework.

Vi
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Information technology — Process assessment — Process

assessment model for software life cycle processes

1 Scope

the requirements of ISO/IEC 33004, for use in performing a conformant assessment in accordan
the requirements of ISO/IEC 33002.

2 Normative references

Che following documents are referred to in the text in such a way that some or all of their
ronstitutes requirements of this document. For dated references, only the edition cited appl
indated references, the latest edition of the referenced document (includifng any amendments)

SO/IEC/IEEE 12207:2017, Systems and software engineering — Software life cycle processes
SO/IEC 33001, Information technology — Process assessment—-.Loncepts and terminology

SO/IEC 33003:2015, Information technology — Process/assessment — Requirements for
Imeasurement frameworks

SO/IEC 33004:2015, Information technology — Progess assessment — Requirements for process re
brocess assessment and maturity models

3 Terms and definitions
For the purposes of this document, the-terms and definitions given in ISO/IEC 33001 apply.

SO and IEC maintain terminological databases for use in standardization at the following addre

— ISO Online browsing platform: available at https://www.iso.org/obp

— [EC Electropedia:-available at http://www.electropedia.org/

4 The progess assessment model

1.1 General

This 'document provides a basis for a process assessment model that is two-dimensional.
ditnension, the process dimension, the processes are defined and classified into process

This document defines a process assessment model for software life cycle processes, conformalnt with

ce with

content
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on, the

quality dimension, for each process attribute in the process measurement framework a set of process

quality indicators is defined for the selected process quality characteristic.

This document applies the software system concepts as defined in ISO/IEC/IEEE 12207. These concepts

include software systems, software system architecture and enabling systems.

NOTE1 The software systems considered in this document are human-made, created and utilized to
products or services in defined environments for the benefit of users and other stakeholders. These s

provide
oftware

systems can include the following system elements: hardware, software, data, humans, processes (e.g. processes

for providing service to users), procedures (e.g. operator instructions), facilities, services, materials and n
occurring entities. As viewed by the user, they are thought of as products or services. (ISO/IEC/IEEE 122

© ISO/IEC 2021 - All rights reserved
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NOTE 2  This document applies to systems for which software is of primary importance to the stakeholders.
It is based upon the general principles of systems engineering and software engineering. It is a fundamental
premise of this document that software always exists in the context of a system. Since software does not
operate without hardware, the processor upon which the software is executed can be considered as part of
the system. Alternatively, hardware or services hosting the software system and handling communications
with other systems can also be viewed as enabling systems or external systems in the operating environment.
The perception and definition of a particular software system, its architecture, and its elements depend on a
stakeholder’s interests and responsibilities. One stakeholder’s system-of-interest can be viewed as a system
element in another stakeholder’s system-of-interest. Furthermore, a system-of-interest can be viewed as being
part of the environment for another stakeholder’s system-of-interest. (ISO/IEC/IEEE 12207)

NOTE 3| The life cycle processes in this document are described in relation to a software system that is
composgd of interacting system elements (including software elements), each of which can be implemented tg
fulfil ity respective specified requirements. Responsibility for the implementation of any system element may
therefoile be delegated to another party through an agreement. (ISO/IEC/IEEE 12207)

NOTE 4| Throughout the life cycle of a system-of-interest, essential services are required from’systems that
are not flirectly a part of the operational environment of the system-of-interest, e.g. modellifig System, training
system,|maintenance system. Each of these systems enables a part, e.g. a stage of the lifée‘cycle of the system;
of-inter¢st to be conducted. Termed "enabling systems"”, they facilitate progression of the system-of-interest
throughlits life cycle. (ISO/IEC/IEEE 12207)

QUALITY
dimgnsion
Process
measurement
o framework
£ 9
=g (e.g. ISO/IEC 33020)
=P
)
ag. g ISO/IEC/IEEE 12207
Software life cycle
processes

N

PROCESS
dimension

Process reference model

Figure 1 — Structure of the process assessment model

Figure [I"Shows the process assessment model as a two-dimensional model, the process dimension
with its relationship to ISO/IEC/IEEE 12207 software life cycle processes, and the quality dimension in
relationship to a process measurement framework.

Users of this document may freely reproduce the detailed descriptions contained in the assessment
model as part of any tool or other material to support the performance of process assessments, so that
it can be used for its intended purpose.
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4.2 Structure of the process assessment model

4.2.1 General

This subclause describes the detailed structure of the process assessment model and
components.

The process dimension comprises the set of processes defined with process purpose and
outcomes together with a set of assessment indicators of process performance.

021(E)

its key

process

SO/IEC 33004 requirements for process descriptions, process purposes and outcomes,

which can be incorporated into this document. ISO/IEC 33020 also includes a set of process quality indic
pach process attribute in the process measurement framework.

#.2.2 Processes

SO/IEC/IEEE 12207. The process reference model drawn’from ISO/IEC/IEEE 12207 consist

the goals of the performance of each process.

n this document, ISO/IEC/IEEE 12207 serves as-the process reference model for process asses
hny other use of the processes shall adhere tg-the requirements of ISO/IEC/IEEE 12207.
process assessment model and shows, their classification into process groups.

The process groups and their assSociated processes are described in Clause 5. The description

model, each process belonging to a group is identified with a process identifier (ID) consistin
broup abbreviated name-and the sequential number of the process in that group.

Processes included in a process reference model shall be in accordance with ISO/IEC 330042015, 5.4.

The processes in this document are derived directly from ISO/IEC/IEEE 12207 .and mget the

Che quality dimension comprising a set of process attributes for a selected processyquality charadteristic
s incorporated as a process measurement framework together with a set of procéss quality indjcators.

NOTE ISO/IEC 33020 provides a process measurement framework for the assessment of process cdpability

hitors for

The process assessment model is based upon the software life cycle processes defined in

$ of the

process purpose and outcomes defined in that standatd: The purpose and outcomes are a statement of

bments;

Figure 2 lists the processes from ISO/IEG/IEEE 12207 that are included in the process dimensiopn of the

of each

process group includes a characterization of the processes it contains. In this process assgssment

b of the

© ISO/IEC 2021 - All rights reserved
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Software life cycle processes

Agreement processes (AGR) Technical processes (TEC)
AGR.1 Acquisition TEC.1 Business or mission analysis
AGR.2 Supply TEC.2 Stakeholder needs and requirements definition

TEC.3 System/software requirements definition

Organizational project-enabling processes (ORG)

TEC.4 Architecture definition

ORG.1 Life cycle model management TEC.5 Design defl;ngon
ORG2Infrastructure management TEC.6 System analysis
OR(.3 Portfolio management JECT lmplemgntatlon \|
OR({.4 Human resource management TEC.8 Integration
TEC.9 Verification

OR(.5 Quality management
OR({.6 Knowledge management

TEC.10 Transition
TEC.11 Validation

Technical management processes (MAN) TEC.13 Maintenance

MAN.1 Project planning TEC.14 Disposal

MAIN.2 Project assessment and control N
MAN.3 Decision management C)
MAIN.4 Risk management \Q/
MAN.5 Configuration management O\
MAI.6 Information management %

MAN.7 Measurement g\\
MAIN.8 Quality assurance

TEC.12 Operation

4.2.3

Each p

the sequential number of the process in that«group. Each process is described by its name, purpose
outcomes, base practices, and process outptits.

Each p
functio
process
positive

4.2.4

For thd

implemlented process achieves its process purpose and the expected outcomes are observable.

Process
measut]

Figure 2 — Process groups

Process dimension

Focess has a process identifier (ID) consisting of the process group abbreviated name and

rocess is described in terms of-a purpose statement. These statements contain the unique
hal objectives of the processswhen performed in a particular environment. A list of specifid
outcomes is associated (wjth each of the process purpose statements, as a list of expected
e results of the process performance.

Quality dimension

quality dimension, the minimum requirement is that the process is performed, i.e. the

attributes are features of a process that can be evaluated on a scale of achievement, providing 3
e ofthe quality of the process and are applicable to all processes.

4.3 Assessment indicators

A process assessment model is based on the principle that the quality of a process can be assessed by
demonstrating the achievement of process attributes on the basis of evidences related to assessment
indicators.

There are two types of assessment indicators: process performance indicators and process quality
indicators. Process performance indicators address the process purpose and outcomes of each process
in the process dimension. Process quality indicators demonstrate the achievement of the process
attributes in the quality dimension.

© ISO/IEC 2021 - All rights reserved
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The process performance indicators are:
— base practice (BP);

— process output (PO).

The performance of base practices (BPs) provides an indication of the extent of achievement of the

process purpose and process outcomes. The base practices correspond to ISO/IEC/IEEE

12207

activities and tasks. Process outputs (POs) are either used or produced (or both), when performing the

ndicators.

putputs are identified by categories. The process outputs are indicated by the process IDs.

Process quality indicators depend on the process quality characteristic of intérest. The m

process purpose and process outcomes for the process; this is termed the process performance af
[see ISO/IEC 33003:2015, 4.2.1). Other process quality attributes can be defined as needed.

The process performance and process quality indicators represent types of objective evidence t

QUALITY

dimension

4 Process
Process quality assessment

attributes relevant to Progess quality

process quality qQessment
characteristic based on process
quality indicators

N~

Indicators for assessment of
process performance:

— BP : Base practice

— PO : Process output

PROCESS
dimension

Software life cycle processes

rocess. Information items that are the key outputs of the process, are primarily used as performance

Annex A provides the list of process outputs associated with the processes in Clause 5y'Fhe process

nimum

requirement is that at least one of the process attributes shall comprise the achievement of the defined

tribute

hat can

be found in an instantiation of a process and therefore can be ugsed-to judge achievement of uality.
Figure 3 shows how the assessment indicators are related to process performance and process quality.

Figure 3 — Assessment indicators

5 The process dimension

5.1 General

The process dimension comprises the set of processes defined with process purpose and process

outcomes together with a set of assessment indicators of process performance.

The individual processes each have a process identifier (ID) consisting of the process group abbreviated
name and the sequential number of the process in that group and are described in terms of process

© ISO/IEC 2021 - All rights reserved
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name, process purpose, and process outcomes as defined in ISO/IEC/IEEE 12207. The process group
descriptions are compiled from ISO/IEC/IEEE 12207.

In addition, the process dimension of the process assessment model provides information in the form of
a set of:

a) base practices for the process providing a definition of the tasks and activities needed to accomplish
the process purpose and fulfil the process outcomes; each base practice is associated to one or
more process outcomes;

b) prqcess outputs that are related to one or more process outcomes;

The prcess purposes, outcomes, base practices and process outputs associated with the processes
are included in this clause. The base practices and process outputs constitute the set of indicators of
procesg performance.

A documented assessment process and assessor judgment is needed to ensure that process context
(application domain, business purpose, development methodology, size of the organization, etc.) if
explicitlly considered when using this information.

5.2 Agreement processes (AGR)

5.2.1 |General

Organitations are producers and users of software systems. Oné.gorganization (acting as an acquirer)
can tagk another (acting as a supplier) for products or servicés. This is achieved using agreements
Agreements allow both acquirers and suppliers to realize .value and support business strategies for
their orjganizations.

The agreement processes are organizational processes that apply outside of the span of a project’s life
as well|as for a project’s lifespan. Generally, organizations act simultaneously or successively as both
acquirdgrs and suppliers of software systems. Thé-agreement processes can be used with less formality
when the acquirer and the supplier are in the Same organization. Similarly, they can be used within the
organigation to agree on the respective responsibilities of organization, project and technical functions

This subclause specifies the requirements for the establishment of agreements with organizationa
entitieq external and internal to the‘organization.

The agifeement processes consist of the following:
a) acquisition process - used by organizations for acquiring products or services;
b) supply process - 45ed by organizations for supplying products or services.

These processes.define the activities necessary to establish an agreement between two organizations
If the dcquisitien/process is invoked, it provides the means for conducting business with a supplier
This mpy include products that are supplied for use as an operational software system, services in
supporf of Operational activities, software elements of a system, or elements of a software system being

providf d hy a cnpp]ipr Ifthe cnpp]y process is invnl(r:-d, it prnvir‘]pc the meansforan agreement inwhic

the result is a product or service that is provided to the acquirer.

NOTE Security is an increasing concern in systems and software engineering. See ISO/IEC 27036 (all parts)
for requirements and guidance for suppliers and acquirers on how to secure information in supplier relationships.
Specific aspects of information security supplier relationships are addressed in ISO/IEC 27036-3:2013 and
ISO/IEC 27036-4. (ISO/IEC/IEEE 12207)

5.2.2 Acquisition process

Process ID|AGR.1
Process name|Acquisition process

6 © ISO/IEC 2021 - All rights reserved
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Process purpose

The purpose of the acquisition process is to obtain a product or service in ac-
cordance with the acquirer's requirements.

NOTE As part of this process, the agreement is modified when a change request
is agreed to by both the acquirer and supplier.

Process outcomes

As aresult of the successful implementation of the acquisition process:
a) A request for supply is prepared.

b) One or more suppliers are selected.

c) An agreement is established between the acquirer and supplier.
d) A product or service complying with the agreement is acceptegh

e) Acquirer obligations defined in the agreement are satisfied:

Base practices

AGR.1.BP1: Prepare for the acquisition. [Outcome: a]
1) Define a strategy for how the acquisition will be conducted.

2) Prepare a request for the supply of a product,er service that includes the
requirements.

AGR.1.BP2: Advertise the acquisition and select the supplier. [Outcome: b]

1) Communicate the request for the supply.of a product or service to pdtential
suppliers.

2) Select one or more suppliers.

AGR.1.BP3: Establish and maintain an agreement. [Outcome: c, d]
1) Develop an agreement with the supplier that includes acceptance critgeria.
2) Identify necessary changes to the agreement.

3) Evaluate impact-of changes on the agreement.

4) Negotiate thecagreement with the supplier.

5) Update thetagreement with the supplier, as necessary.
AGR.1.BP4: Monitor the agreement. [Outcome: d, €]

1) AssSess the execution of the agreement.

2)Provide data needed by the supplier and resolve issues in a timely manner.
AGR.1.BP5: Accept the product or service. [Outcome: d, €]
1) Confirm that the delivered product or service complies with the agre¢ment.
2) Provide payment or other agreed consideration.

3) Accept the product or service from the supplier, or other party, as directed
by the agreement.

4) Close the agreement.

cardcition annraa o h IOutecamar 11

TYC STt ro oot ottcoie—
1 PF L 1

Request for supply [Outcome: a]

Acquisition agreement [Outcome: c]

Acquisition agreement change request [Outcome: c]

Accepted system or system element (e.g. software) [Outcome: d]
Acquisition report [Outcome: e]

Acquisition record [Outcome: €]
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5.2.3 Supply process

Process ID

AGR.2

Process name

Supply process

Process purpose

The purpose of the Supply process is to provide an acquirer with a product or
service that meets agreed requirements.

Process outcomes

As aresult of the successful implementation of the Supply process:

a) An nt‘qnirnr fora prnr]nt‘f orservice is identified

b) A response to the acquirer's request is produced.

c) An agreement is established between the acquirer and supplier.
d) A product or service is provided.

e) Supplier obligations defined in the agreement are satisfied.

f) Responsibility for the acquired product or service, as dirécted by the agree-
ment, is transferred.

Base practices

AGR.2.BP1: Prepare for the supply. [Outcome: a]

1) Determine the existence and identity of an agquirer who has a need for a
product or service.

2) Define a supply strategy.

AGR.2.BP2: Respond to a request for supply of products or services. [Out-
come: b]

1) Evaluate a request for the supply of a product or service to determine feasi-
bility and how to respond.

2) Prepare a response that satisfies the solicitation.

AGR.2.BP3: Establish and maintain an agreement. [Outcome: c]

1) Negotiate an agreement with the acquirer that includes acceptance criteria.
2) Identify necessary changes to the agreement.

3) Evaluate impact of changes on the agreement.

4) Negotiate'the agreement with the acquirer, as necessary.

5) Update the agreement with the acquirer, as necessary.

AGR’.2.BP4: Execute the agreement. [Outcome: d, €]

1) Execute the agreement according to the established project plans.

2) Assess the execution of the agreement.

AGR.2.BP5: Deliver and support the product or service. [Outcome: d, e, f]

1) Deliver the product or service in accordance with the agreement criteria.

e - . } . . Fthedett i 1 _

vice, per the agreement.
3) Accept and acknowledge payment or other agreed consideration.

4) Transfer the product or service to the acquirer, or other party, as directed by
the agreement.

5) Close the agreement.
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Process outputs|Supply approach [Outcome: a]

Request for supply response [Outcome: b]
Supply agreement [Outcome: c]

Supply agreement change request [Outcome: c]
Supplied system [Outcome: d]

Supply report [Outcome: e, f]

Supply record [Outcome: e, f]

hgreement is agreed to by both the acquirer and supplier. (ISO/IEC/IEEE 12207)
5.3 Organizational project-enabling processes (ORG)

5.3.1 General

Che organizational project-enabling processes are concerned with prewiding the resources to
the project to meet the needs and expectations of the organization’s stakeholders. The organiz
project-enabling processes are typically concerned at a strategic level with the managems¢

Fesources and assets, and with its management of risks in_competitive or uncertain situatio|
brganizational project-enabling processes apply outside the)span of a project’s life, as well as d
project’s lifespan.

Che organizational project-enabling processes establish the environment in which proje

establishes, redirects, or cancels projects; proyvides resources required, including human and fii
hnd sets and monitors the quality measur@s for software systems and other deliverables t
Heveloped by projects for internal and external customers.

The organizational project-enabling'processes create a strong business image for many organi
hnd imply commercial and profit-making motives. Nevertheless, the organizational project-¢
processes are equally relevant-to non-profit organizations, since they are also account
stakeholders, are responsiblefor resources, and encounter risk in their undertakings. This do
Can be applied to non-profitjorganizations as well as to profit-making organizations.

The organizational project-enabling processes help ensure the organization’s capability to acqy
supply products of-services through the initiation, support and control of projects. These pr
provide resourcés)and infrastructure necessary to support projects and help ensure the satisfa
brganizationalobjectives and established agreements. They are not intended to be a comprehen|
bf businessprocesses that enable strategic management of the organization’s business.

5.3.2-Life cycle model management process

NOTE As part of this process, the agreement is modified when a change request affecting the terms of the

enable
ational
ent and

mprovement of the organization’s business or undertaking, mxith the provision and deploylﬁent of

s. The
uring a

cts are

ronducted. The organization establishes the precesses and life cycle models to be used by pfojects;

hancial;
hat are

zations
nabling
nble to
cument

ire and
bcesses
ction of
sive set

ProcessID . ORG.1

Process name |Life cycle model management process

Process purpose

The purpose of the life cycle model management process is to define, maintain,
and assure availability of policies, life cycle processes, life cycle models, and pro-
cedures for use by the organization with respect to the scope of this document.

This process provides life cycle policies, processes, models, and procedures that
are consistent with the organization's objectives, that are defined, adapted, im-
proved and maintained to support individual project needs within the context
of the organization, and that are capable of being applied using effective, proven
methods and tools.
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Process outcomes

As aresult of the successful implementation of the life cycle model management
process:

a) Organizational policies and procedures for the management and deployment
of life cycle models and processes are established.

b) Responsibility, accountability, and authority within life cycle policies, processes,
models, and procedures are defined.

c) Life cycle models and processes for use by the organization are assessed.

d) Prioritized process, model, and procedure improvements are implemented,

Base practices

ORG.1.BP1: Establish the process. [Outcome: a, b]

1) Establish policies and procedures for process management and deployment
that are consistent with organizational strategies.

2) Establish the processes that implement the requirements of(this document
and that are consistent with organizational strategies.

3) Define the roles, responsibilities, accountabilities, and authorities to facilitate
implementation of processes and the strategic management of life cycles.

4) Define business criteria that control progression through the life cycle.

5) Establish standard life cycle models for the organization that are comprised
of stages, and define the purpose and outcomes-for each stage.

ORG.1.BP2: Assess the process. [Outcome; (]

1) Monitor process execution across the.organization.

2) Conduct periodic reviews of thelife cycle models used by the projects.
3) Identify improvement opportunities from assessment results.
ORG.1.BP3: Improve the process. [Outcome: d]

1) Prioritize and plan improvement opportunities.

2) Implement imprevement opportunities and inform relevant stakeholders.

P

‘ocess outputs

Life cycle model management strategy [Outcome: a, c, d]
Organizatien'policy [Outcome: a, b]

Organization procedure [Outcome: a, b]

Life cycle models [Outcome: a, b]

Organizational measurement needs [Outcome: c, d]
Organizational performance data [Outcome: c, d]

Life cycle model management report [Outcome: c, d]

Life cycle model management record [Outcome: c, d]

5.3.3 Unfrastructure-managementproecess
Process ID|ORG.2
Process name |Infrastructure management process
Process purpose|The purpose of the infrastructure management process is to provide the infra-

structure and services to projects to support organization and project objectives
throughout the life cycle.
This process defines, provides and maintains the facilities, tools, and communi-
cations and information technology assets needed for the organization’s business
with respect to the scope of this document.
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Process outcomes

As aresult of the successful implementation of the infrastructure management
process:

a) The requirements for infrastructure are defined.
b) The infrastructure elements are identified and specified.
¢) Infrastructure elements are developed or acquired.

d) The infrastructure is available.

Base prarﬁrpc

ORG.2.BP1: Establish the infrastructure [ﬂnf(‘nmp- a b c d]
1) Define project infrastructure requirements.

2) Identify, obtain and provide infrastructure resources and services that are
needed to implement and support projects.

ORG.2.BP2: Maintain the infrastructure. [Outcome: a, b{e,-d]

1) Evaluate the degree to which delivered infrastructutre resources satisfy pro-
ject needs.

2) Identify and provide improvements or changesto.the infrastructure reqources
as the project

requirements change.

Process outputs

Infrastructure management strategy,[Qutcome: b, c]
Infrastructure requirements [Outeonie: a]
Organization infrastructure [Qutcome: b, c, d]
Infrastructure change requests [Outcome: b, c]

Infrastructure management report [Outcome: d]

Infrastructure management record [Outcome: d]

5.3.4 Portfolio management process

Process ID

ORG.3

Process name

Portfelio management process

Process purpose

The)purpose of the portfolio management process is to initiate and sustdin nec-
essary, sufficient and suitable projects in order to meet the strategic objectives
of the organization.

This process commits the investment of adequate organization fundipng and
resources, and sanctions the authorities needed to establish selected pfojects.
It performs continued assessment of projects to confirm they justify, or|can be
redirected to justify, continued investment.

Process outcomes

As aresult of the successful implementation of the portfolio management pjrocess:

a) Business venture opportunities, investments or necessities are qualified and

prioritized:

b) Projects are identified.

c) Resources and budgets for each project are allocated.
d) Project management responsibilities, accountability, and authorities are defined.
e) Projects meeting agreement and stakeholder requirements are sustained.

f) Projects not meeting agreement or satisfying stakeholder requirements are
redirected or terminated.

g) Projects that have completed agreements and satisfied stakeholder require-
ments are closed.
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Base practices

ORG.3.BP1: Define and authorize projects. [Outcome: a, b, c, d]
1) Identify potential new or modified capabilities or missions.

2) Prioritize, select and establish new business opportunities, ventures or un-
dertakings.

3) Define projects, accountabilities and authorities.

4) Identify the expected goals, objectives, and outcomes of each project.

CY Idantify and 11 o e for tha
=4 ¥ ¥

acn aco cac Achinunaant ~F
Jrathtyahtanotate e soufreesortneacHevement o+

jectives.

6) Identify multi-project interfaces and dependencies to be managed or supported
by each project.

7) Specify the project reporting requirements and review milestoneg:that govern
the execution of

each project.

8) Authorize each project to commence execution of proejeet plans.
ORG.3.BP2: Evaluate the portfolio of projects. [Outcome: e, f]
1) Evaluate projects to confirm ongoing viability.

2) Act to continue or redirect projects that are satisfactorily progressing or can
be expected to progress satisfactorily by appropriate redirection.

ORG.3.BP3: Terminate projects. [Outcome: f, g]

1) Where agreements permit, act to cancel or suspend projects whose disadvan-
tages or risks to the organization.eutweigh the benefits of continued investments.

2) After completion of the agreement for products and services, act to close the
projects.

Process outputs

Portfolio management.strategy [Outcome: a, b, ¢, d, ¢, f, g]
Project portfolio [Oufcome: a, b]

Project authorization [Outcome: c, d]

Project direction [Outcome: €, f, g]

Organization lessons learned [Outcome: e, f, g]

Portfolio management report [Outcome: e, f, g|

Portfolio management record [Outcome: e, f, g]

NOTE
line (po

of proje

5.3.5

For softwatée systems, portfolio management also commonly refers to the management of a product
‘tfolio of asséts, products, and enabling systems, or service catalogue) to meet organizational or customer
needs and objeetives and support changes in technology. Management of assets is achieved through management
'ts. (ISO/IEC/IEEE 12207)

nuitidi resource mdidgeIncent process

Process ID

ORG.4

Process name

Human resource management process

Process purpose

The purpose of the human resource management process is to provide the or-
ganization with necessary human resources and to maintain their competencies,
consistent with business needs.

This process provides a supply of skilled and experienced personnel qualified
to perform life cycle processes to achieve organization, project, and stakeholder
objectives.

12
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Process outcomes

As aresult of the successful implementation of the human resource management
process:

a) Skills required by projects are identified.
b) Necessary human resources are provided to projects.
¢) Skills of personnel are developed, maintained or enhanced.

d) Conflicts in multi-project resource demands are resolved.

Base prarﬁrpc

ORG.4.BP1: ldpnﬁfy skills [ﬂn‘rr‘nmp- a r‘]

1) Identify skill needs based on current and expected projects.
2) Identify and record skills of personnel.

ORG.4.BP2: Develop skills. [Outcome: a, c]

1) Establish skills development strategy.

2) Obtain or develop training, education or mentoring Fesources.
3) Provide planned skill development.

4) Maintain records of skill development.

ORG.4.BP3: Acquire and provide skills.({@utcome: b, c, d]

1) Obtain qualified personnel when skill'deficits are identified.

2) Maintain and manage the pool of skilled personnel necessary to staff ongoing
projects.

3) Make project assignmentsbased on project and staff-development nepds.
4) Motivate personnel, e.g{through career development and reward mechgnisms.

5) Control multi-project management interfaces to resolve personnel conflicts.

Process outputs

Human resource mahagement strategy [Outcome: a, b, c, d]
Human resource requirements [Outcome: a]
Qualified-personnel [Outcome: b, c, d]

Human resource management report [Outcome: c, d]

Human resource management record [Outcome: ¢, d]

5.3.6 Quality management process

Process ID

ORG.5

Proecéess name

Quality management process

Progess purpose

The purpose of the quality management process is to assure that products, services
and implementations of the quality management process meet organizptional
and project quality objectives and achieve customer satisfaction.

D 4=
I'IUCTOSS UULLVUIIITS

A A N il . 1 At Ll 1o b .
A5 dTTSUILUTUIT SULLTSSTUT HTITPICTIHIITIILAUIUIT UT UHHTE YU alIt y HdITd gsTIHICIHIU D ocess:

a) Organizational quality management policies, objectives, and procedures are
defined and implemented.

b) Quality evaluation criteria and methods are established.

¢) Resources and information are provided to projects to support the operation
and monitoring of project quality assurance activities.

d) Quality assurance evaluation results are gathered and analysed.

e) Quality management policies and procedures are improved based upon project
and organizational results.
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Base practices|ORG.5.BP1: Plan quality management. [Outcome: a, b, c]

1) Establish quality management policies, objectives, and procedures.

2) Define responsibilities and authority for implementation of quality management.
3) Define quality evaluation criteria and methods.

4) Provide resources and information for quality management.

ORG.5.BP2: Evaluate quality management. [Outcome: b, d]

1) Gather and analyse quality assurance evaluation results, in accordance with
the defined criteria.

2) Assess customer satisfaction.

3) Conduct periodic reviews of project quality assurance activities for-cémpliance
with the quality management policies, objectives, and procedures.

4) Monitor the status of quality improvements on processes, produots, and services.
ORG.5.BP3: Perform corrective and preventive action. [Outcome: d, €]
1) Plan corrective actions when quality management objectives are not achieved.

2) Plan preventive actions when there is a sufficient®isk that quality management
objectives will not be achieved.

3) Monitor corrective and preventive action§to completion and inform relevant
stakeholders.

Process outputs|Quality management strategy [Outcome: a, b]

Quality management criteria and methods [Outcome: b]
Quality management system [Outcome: a, b, c, d, €]
Quality management corrective action [Outcome: c, e]
Quality management report [Outcome: d, €]

Quality managementtevaluation report [Outcome: d]

Quality management record [Outcome: d, €]

NOTE Refer to ISO 9001 for information and requirements to establish a quality management system
(ISO/IEC/IEEE 12207)

5.3.7 [Knowledge management process

ProcessAD/ORG.6
Process name|Knowledge management process

Priocess purpose|The purpose of the knowledge management process is to create the capability
and assets that enable the organization to exploit opportunities to re-apply
existing knowledge.

This encompasses knowledge, skills, and knowledge assets, including system
elements.

Process outcomes|As aresult of the successful implementation of the knowledge management process:
a) A taxonomy for the application of knowledge assets is identified.

b) The organizational knowledge, skills, and knowledge assets are developed
or acquired.

c) The organizational knowledge, skills, and knowledge assets are available.

d) Knowledge management usage data is gathered and analysed.
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Base practices | ORG.6.BP1: Plan knowledge management. [Outcome: a, b]
1) Define the knowledge management strategy.
2) Identify the knowledge, skills, and knowledge assets to be managed.

3) Identify projects that can benefit from the application of the knowledge, skills,
and knowledge assets.

ORG.6.BP2: Share knowledge and skills throughout the organization. [Out-
come: b, c]

1) Establish and maintain a classification for capturing and sharing knewledge
and skills across the organization.

2) Capture or acquire knowledge and skills.

3) Share knowledge and skills across the organization.
ORG.6.BP3: Share knowledge assets throughout the organization. [Outcoine: b, c]
1) Establish a taxonomy to organize knowledge assets:
2) Develop or acquire knowledge assets.

3) Share knowledge assets across the organization.
ORG.6.BP4: Manage knowledge, skills, and'’knowledge assets. [Outcomej b, c, d]
1) Maintain knowledge, skills, and knowledge assets.
2) Monitor and record the reuse ©f Knowledge, skills, and knowledge asgets.

3) Periodically reassess theurrency of technology and market needs ffor the
knowledge assets.

Process outputs |Knowledge managementstrategy [Outcome: a]
Knowledge managerient system [Outcome: b, c]

Knowledge asset{Outcome: b]

Knowledge management report [Outcome: d]

NOTE The re-application of existing knowledge is known as knowledge reuse and includes the feuse of
knowledge about or from software elements. (ISO/IEC/IEEE 12207)

5.4 Technical management processes (MAN)

5.4.1 General

The technjical~management processes are concerned with managing the resources and| assets
hllocated by organization management and with applying them to fulfil the agreements into which the
prganization or organizations enter. The technical management processes relate to the technical effort
pf projects, in particular to planning in terms of cost, timescales and achievements, to the che¢king of
hctions to help ensure that they comply with plans and performance criteria and to the identification
i i i i i . These
processes are used to establish and perform technical plans for the project, manage information across
the technical team, assess technical progress against the plans for the software system, products, or
services, control technical tasks through to completion, and aid in decision-making.

Typically, several projects co-exist in one organization. The technical management processes can be
employed at a corporate level to meet internal needs.

The technical management processes are used to establish and evolve plans, to execute the plans,
to assess actual achievement and progress against the plans, and to control execution through to
fulfilment. Individual technical management processes may be invoked at any time in the life cycle
and at any level in a hierarchy of projects, as required by plans or unforeseen events. The technical
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management processes are applied with a level of rigor and formality that depends on the risk and
complexity of the project.

The scope of a technical management process is the technical management of a project or its products,
to include the software product or system-of-interest.

Project planning and project assessment and control processes are key to all management practices.
These processes establish the general approach for managing a project or a process. The other processes
in this group pr0v1de a specific focused set of tasks for ach1ev1ng a specialized management ob]ectlve.

0 le hfe cycle process and 1ts tasks In thlS document the prOJect has been chosen as the context
ribing processes. The same processes can also be applied in the performance of services.

Project planning process

Process ID

MAN.1

Process name

Project planning process

Pri

ocess purpose

The purpose of the project planning process is to produge‘and coordinate effec-
tive and workable plans.

This process determines the scope of the project-management and technical
activities, identifies process outputs, tasks and deliverables, establishes sched-
ules for task conduct, including achievementrcriteria, and required resources to
accomplish tasks. This is an on-going processthat continues throughout a project,
with regular revisions to plans.

Progess outcomes

As aresult of the successful implementation of the project planning process:
a) Objectives and plans are defined-
b) Roles, responsibilities, accountabilities, authorities are defined.

c) Resources and servicesinecessary to achieve the objectives are formally re-
quested and committed.

d) Plans for the execution of the project are activated.

16
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Base practices MAN.1.BP1: Define the project. [Outcome: a, b]
1) Identify the project objectives and constraints.
2) Define the project scope as established in the agreement.
3) Define and maintain a life cycle model that is comprised of stages using the
defined life cycle models of the organization.
4) Establish a work breakdown structure (WBS) based on the deliverable prod-
ucts or the evolving architecture of the software system.
5) Define and maintain the processes that will be applied on the project
MAN.1.BP2: Plan project and technical management. [Outcome:b, c|
1) Define and maintain a project schedule based on management and te¢hnical
objectives and work estimates.
2) Define achievement criteria for the life cycle stage-decision gates, delivery
dates and major dependencies on external inputs or-6utputs.
3) Define the costs and plan a budget.
4) Define roles, responsibilities, accountabilities, and authorities.
5) Define the infrastructure and services required.
6) Plan the acquisition of materials and ‘enabling systems and services sypplied
from outside the project.
7) Generate and communicate a.plan for project and technical management and
execution, including reviews:
MAN.1.BP3: Activate theproject. [Outcome: c, d]
1) Obtain approval forithe project.
2) Submit requests-and obtain commitments for necessary resources to perform
the project.
3) Implemerntproject plans.
Process outputs|Project objectives [Outcome: a]

Project constraints [Outcome: a]
Project plan (e.g. software development plan) [Outcome: a]
Project budget [Outcome: b, ]
Work breakdown structure [Outcome: b, c]
Project schedule [Outcome: b, c]
Project infrastructure needs [Outcome: ]
Project human resources needs [Outcome: c]
Acquisition need [Outcome: c]
Project planning record [Outcome: d]

NOTE The strategies defined in each of the other processes provide inputs and are integrated in the project

planning process. The project assessment and control process is used to assess whether the plans are integrated,
aligned, and feasible. (ISO/IEC/IEEE 12207)

5.4.3 Project assessment and control process

Process ID

MAN.2

Process name

Project assessment and control process

© ISO/IEC 2021 - All rights reserved
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Pr

ocess purpose

The purpose of the project assessment and control process is to assess if the
plans are aligned and feasible; determine the status of the project, technical
and process performance; and direct execution to help ensure that the perfor-
mance is according to plans and schedules, within projected budgets, to satisfy
technical objectives.

This process evaluates, periodically and at major events, the progress and achieve-
ments against requirements, plans and overall business objectives. Information
is provided for management action when significant variances are detected. This

L e

processatsoincludesredirecting theprojectactivitiesand-tasks;asappropriate;
to correctidentified deviations and variations from other technical management
or technical processes. Redirection may include re-planning as appropriafe:

Pro

cess outcomes

As aresult of the successful implementation of the project assessment/and con-
trol process:

a) Performance measures or assessment results are available.

b) Adequacy of roles, responsibilities, accountabilities, and authorities is assessed.
c) Adequacy of resources is assessed.

d) Technical progress reviews are performed.

e) Deviations in project performance from plans are’investigated and analysed.
f) Affected stakeholders are informed of project'status.

g) Corrective action is defined and direeted, when project achievement is not
meeting targets.

h) Project replanning is initiated, as'necessary.

i) Project action to progress (ornot) from one scheduled milestone or event to
the next is authorized.

j) Project objectives are achieved.

18
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Base practices

MAN.2.BP1: Plan for project assessment and control. [Outcome: a]

1) Define the project assessment and control strategy.

MAN.2.BP2: Assess the project. [Outcome: b, c, d, e, f]

1) Assess alignment of project objectives and plans with the project context.

2) Assess management and technical plans against objectives to determine ad-
equacy and feasibility.

2) Acconcg nrninat and +nchinal cbadiie agatnct o ik o e 0 dAt “rmine
I 1YSSESSProjectantatteeHCar StatasSagatStappropriacepranS+toatte

actual and projected cost, schedule, and performance variances.
4) Assess the adequacy of roles, responsibilities, accountabilities, and-authprities.
5) Assess the adequacy and availability of resources.
6) Assess progress using measured achievement and milg$tone complet{on.

7) Conduct required management and technical reviews; audits and inspgctions.
8) Monitor critical processes and new technologies.

9) Analyse measurement results and make recommendations.

10) Record and provide status and findings-from assessment tasks.
11) Monitor process execution within the'project.

MAN.2.BP3: Control the project.fQutcome: g, h, i, j]

1) Initiate necessary actions needed to address identified issues.

2) Initiate necessary project teplanning.

3) Initiate change actions.when there is a contractual change to cost, fime or
quality due to the impact of an acquirer or supplier request.

4) Authorize the project to proceed toward the next milestone or event, if julstified.

Process outputs

Project assessment and control approach [Outcome: a]
Project measurement needs [Outcome: a]

Project performance data [Outcome: a]

Preject status report [Outcome: a, b, ¢, d, €, f]

Project review result [Outcome d]

Project control request [Outcome: g, h]

Project change request [Outcome: g, h]

Project authorization to proceed request [Outcome: i]

Project lessons learned [Outcome: j]

Project assessment and control record [Outcome: j]

5.4.4 Decision management process

Process ID

MAN.3

Process name

Decision management process

Process purpose

The purpose of the decision management process is to provide a structured,
analytical framework for objectively identifying, characterizing and evaluating
a set of alternatives for a decision at any pointin the life cycle and select the most
beneficial course of action.
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Process outcomes

As aresult of the successful implementation of the decision management process:
a) Decisions requiring alternative analysis are identified.

b) Alternative courses of action are identified and evaluated.

c) A preferred course of action is selected.

d) The resolution, decision rationale and assumptions are identified.

Base practices

MAN.3.BP1: Prepare for decisions. [Outcome: a]

Ty Define a decision management strategy.
2) Identify the circumstances and need for a decision.

3) Involve relevant stakeholders in the decision-making in order to ,draw on
experience and knowledge.

MAN.3.BP2: Analyse the decision information. [Outcome: b, d}

1) Select and declare the decision management strategy for.éach decision.
2) Determine desired outcomes and measurable selection. criteria.

3) Identify the trade space and alternatives.

4) Evaluate each alternative, against the criteria.

MAN.3.BP3: Make and manage decisions. [Outcome: c, d]

1) Determine preferred alternative for each)decision.

2) Record the resolution, decision rationale, and assumptions.

3) Record, track, evaluate and repoprt'decisions.

Process outputs

Decision management approach.JOutcome: a]
Decision register [Outcomera;'c, d]
Decision management report [Outcome: b, c, d]

Decision managementrecord [Outcome: d]

NOTE 1| This process is used to resolve.technical or project issues and respond to requests for decisions
encountlered during the software life gycle, in order to identify the alternative(s) that provides the preferred
outcomgs for the situation. The metheds most frequently used for decision management are the trade study and
engineefing analysis. Each of the alternatives is assessed against the decision criteria (e.g. cost impact, schedule
impact, | programmatic constraints, regulatory implications, technical performance characteristics, critica
quality ¢haracteristics, and gisk)/Results of these comparisons are ranked, via a suitable selection model, and are
then usg¢d to decide on an eptimal solution. Key study data (e.g. assumptions and decision rationale) are typically
maintaiped to inform detision-makers, and support future decision-making. (ISO/IEC/IEEE 12207)

NOTE 2| When it\{s~necessary to perform a detailed assessment of a parameter for one of the criteria, the
system gnalysis process is employed to perform the assessment. (ISO/IEC/IEEE 12207)

5.4.5 [Risk management process

Process ID

MAN.4

Process name

Risk management process

Process purpose

The purpose of the risk management process is to identify, analyse, treat and
monitor the risks continually.

The risk management process is a continual process for systematically addressing
risk throughout the life cycle of a system product or service. It can be applied to
risks related to the acquisition, development, maintenance or operation of a system.

20
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Process outcomes|As a result of the successful implementation of the risk management process:
a) Risks are identified.

b) Risks are analysed.

c) Risk treatment options are identified, prioritized, and selected.

d) Appropriate treatment is implemented.

e) Risks are evaluated to assess changes in status and progress in treatment.

Base practices MAN.Z.BPT: Plan risk management. [OUtcome: a, b, c]

1) Define the risk management strategy.

2) Define and record the context of the risk management process.
MAN.4.BP2: Manage the risk profile. [Outcome: a, b]

1) Define and record the risk thresholds and conditions under which a level of
risk may be accepted.

2) Establish and maintain a risk profile.

3) Periodically provide the relevant risk prefile to stakeholders basefl upon
their needs.

MAN.4.BP3: Analyse risks. [Outcome: a,b, c, €]
1) Identify risks in the categories des¢ribed in the risk management congext.

2) Estimate the likelihood of occurtence and consequences of each identified risk.
3) Evaluate each risk against«ts risk thresholds.

4) For each risk that doesthot meet its risk threshold, define and record fecom-
mended treatment strategies and measures.

MAN.4.BP4: Treatrisks. [Outcome: c, d, €]
1) Identify recommended alternatives for risk treatment.

2) Implementrisk treatment alternatives for which the stakeholders detgrmine
that actienss should be taken to make a risk acceptable.

3) When the stakeholders accept arisk that does not meet its threshold, cgnsider
it @ high priority and monitor it continually to determine if future risk treptment
actions are necessary or if its priority has changed.

4) Once arisk treatment is selected, coordinate management action.
MAN.4.BP5: Monitor risks. [Outcome: 3, c, €]

1) Continually monitor risks and the risk management context for changes and
evaluate the risks when their state has changed.

2) Implement and monitor measures to evaluate the effectiveness of risk treafments.

3) Continually monitor for the emergence of new risks and sources throjighout
the Iife cycle.

Process outputs|Risk management approach [Outcome: a, b, ¢, d, €]
Risk register [Outcome: a, b, ¢, d, €]

Risk management report [Outcome: e]

Risk management record [Outcome: €]

NOTE Risk is defined in ISO Guide 73 as "The effect of uncertainty on objectives". This has an attached Note
1, "An effect is a deviation from the expected — positive and/or negative." A positive risk is sometimes commonly
known as an opportunity and addressed within the risk management process. (ISO/IEC/IEEE 12207)
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5.4.6 Configuration management process

Process ID

MAN.5

Process name

Configuration management process

Process purpose

The purpose of configuration management is to manage and control system el-
ements and configurations over the life cycle. configuration management (CM)
also manages consistency between a product and its associated configuration
definition.

Pro

cess outcomes

As a result of the successful implementation of the configuration management
process:

a) Items requiring configuration management are identified and managed:
b) Configuration baselines are established.

c) Changes to items under configuration management are contréted.

d) Configuration status information is available.

e) Required configuration audits are completed.

f) System releases and deliveries are controlled andapproved.
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Base practices

MAN.5.BP1: Plan configuration management. [Outcome: a, b]

1) Define a configuration management strategy.

2) Define the storage, archive and retrieval procedures for configuration items,

CM artefacts, and records.

MAN.5.BP2: Perform configuration identification. [Outcome: a, b]

1) Select the software system elements to be uniquely identified as configuration

items subject to configuration control.

2) Identify the attributes of configuration items.

3) Define baselines through the life cycle.

4) Obtain acquirer and supplier agreement to establish a baseline.
MAN.5.BP3: Perform configuration change management.[Outcome:
1) Identify and record requests for change and requestsfor variance.

2) Coordinate, evaluate, and disposition requestsfor change and reque
variance.

3) Track and manage approved changes to the baseline, requests for charn
requests for variance.

MAN.5.BP4: Perform release control.-JOutcome: f]

1) Identify and record release requests, identifying the software system el
in a release.

2) Approve software system releases and deliveries.

3) Track and manage distribution of software system releases to specifie
ronments or softwaredeliveries.

MAN.5.BP5: Perform configuration status accounting. [Outcome: d, ¢

1) Develop and maintain the CM status information, for software system elg
baselines, and releases.

2) Capture, store and report configuration management data.
MAN.5.BP5: Perform configuration evaluation. [Outcome: c, d, e)]
1))Identify the need for CM audits and schedule the events.

2) Verify the product configuration meets the configuration requireme
comparing requirements, constraints, and waivers (variances) with res
formal verification activities, which can involve sampling methods.

3) Monitor the incorporation of approved configuration changes.

4) Assess whether the software system meets the functional and perfor
capabilities identified for the baseline.
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5) Assess whether the operational software system elements conform| to the
approved configuration information.
6) Record the CM audit results and disposition action items.
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Process outputs

Configuration management approach [Outcome: a]
Configuration management system [Outcome: a, b, c, d, e, f]
Configuration baseline [Outcome: b]

Configuration management change request [Outcome c]
Configuration management variance request [Outcome c, f]

Configuration audit result [Outcome e]

Configuration management report [Outcome: a, b, c, d, e, f]
Configuration evaluation report [Outcome: d]

Configuration management record [Outcome: a, b, c, d, e, f]

NOTE 1

The pu

interfac

NOTE 2

of a relg
purposs

5.4.7

Software configuration management (SCM) applies to both the software system and}its interfaces
pose of interface management is to agree with interface partners on the exchange of data through
commuipications among software systems and services. ISO/IEC/IEEE 12207:2017, E.5 provid€s an example of an
e management process view. (ISO/IEC/IEEE 12207)

Software configurations are changed through the controlled release of a\itew version. The purposs

ase is to authorize and effect the availability of a software feature, functipn, or system for a specifig
, with or without restrictions to a subset of users. (ISO/IEC/IEEE 12207}

Information management process

Process ID

MAN.6

Process name

Information management process

Process purpose

The purpose of the informationmanagement process is to generate, obtain,
confirm, transform, retain, retrieve, disseminate and dispose of information, to
designated stakeholders.

Information managementplans, executes, and controls the provision of information
to designated stakeholdéers that is unambiguous, complete, verifiable, consistent,
modifiable, traceahle, and presentable. Information includes technical, project,
organizational, ‘agreement and user information. Information is often derived
from data records of the organization, system, process, or project.

Pro

cess outcomes

As a result)of the successful implementation of the information management
process:

a) Ihformation to be managed is identified.
by Information representations are defined.

c) Information is obtained, developed, transformed, stored, validated, presented,
and disposed of.

d) The status of information is identified.

e) Information is available to designated stakeholders.
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Base practices

MAN.6.BP1: Prepare for information management. [Outcome: a, b]
1) Define the strategy for information management.

2) Define the items of information that will be managed.

3) Designate authorities and responsibilities for information management.

4) Define the content, formats and structure of information items.

5) Define information maintenance actions.

MAN.6.BP2: Perform information management. [Outcome: c, d, €]
1) Obtain, develop, or transform the identified items of informatiomn:

2) Maintain information items and their storage records and record the
of information.

3) Publish, distribute or provide access to information and-information ifems to

designated stakeholders.
4) Archive designated information.

5) Dispose of unwanted, invalid or unvalidated information.

status

Process outputs

Information management approach [Outcome:"a, b]
Information register [Outcome: a, b, c, dyg]
Information management report [Outcome: e]

Information management recordfOutcome: ]

5.4.8 Measurement process

NOTE Managed information has these quality characteristics: unambiguous, complete, verifiable, copsistent,
modifiable, traceable, and presentable. (ISO/IEC/IEEE~12207)

Process ID

MAN.7

Process name

Measuremernt process

Process purpose

The purpose of the measurement process is to collect, analyse, and repprt ob-
jective.data and information to support effective management and demonstrate

thie guality of the products, services, and processes.

Process outcomes

As a result of the successful implementation of the measurement proces

a) Information needs are identified.

b) An appropriate set of measures, based on the information needs, is idgntified

or developed.
c) Required data is collected, verified, and stored.

d) The data is analysed and the results interpreted.

e) Information items provide objective information that supports decisip

12]

ns.
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Base practices| MAN.7.BP1: Prepare for measurement. [Outcome: a, b]
1) Define the measurement strategy.

2) Describe the characteristics of the organization that are relevant to measure-
ment, such as business and technical objectives.

3) Identify and prioritize the information needs.

4) Select and specify measures that satisfy the information needs.

6) Define criteria for evaluating the information items and the Measureniént
process.

7) Identify and plan for the necessary enabling systems or services tg-be used.
MAN.7.BP2: Perform measurement. [Outcome: c, d, e]

1) Integrate manual or automated procedures for data genetation, collection,
analysis and reporting into the relevant processes.

2) Collect, store, and verify data.
3) Analyse data and develop information items.

4) Record results and inform the measurement users.

Process outputs|Measurement approach [Outcome: a, b]
Measurement register [Outcome: a, b, c,d) e]

Measurement report [Outcome: d, e]

Measurement record [Outcome: c]

NOTE Measures have these quality characteristics:\verifiable, meaningful, actionable, timely, and cost;
effectiv¢. (ISO/IEC/IEEE 12207)

5.4.9 |Quality assurance process

Process ID MAN.8
Process name|Quality assurance process

Priocess purpose | The purpese of the quality assurance process is to help ensure the effective
applieation of the organization’s quality management process to the project.

Quality assurance (QA) focuses on providing confidence that quality requirements
will be fulfilled. Proactive analysis of the projectlife cycle processes and outputs
is performed to assure that the product being produced will be of the desired
quality and that organization and project policies and procedures are followed.

Profess outcomes|As a result of the successful implementation of the quality assurance process:

a) Project quality assurance procedures are defined and implemented.

L) Coais H | o do £ 1t 1 43 dafs |
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c)Evaluations of the project’s products, services, and processes are performed,
consistent with quality management policies, procedures, and requirements.

d) Results of evaluations are provided to relevant stakeholders.

e) Incidents are resolved.

f) Prioritized problems are treated.
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Base practices

MAN.8.BP1: Prepare for quality assurance. [Outcome: a, b]

1) Define a quality assurance strategy.

2)Establish independence of quality assurance from other life cycle processes.
MAN.8.BP2: Perform product or service evaluations. [Outcome: b, c]

1)Evaluate products and services for conformance to established criteria, con-
tracts, standards, and regulations.

NMManitarthat unpifinatingn and i dbin AFtbhn Ab b AFEb A 1060 Ay r\]npvncesses
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are performed to determine conformance to specified requirements.
MAN.8.BP3: Perform process evaluations. [Outcome: ]
1)Evaluate project life cycle processes for conformance.

2)Evaluate tools and environments that support or autpniate the prodess for
conformance.

3)Evaluate supplier processes for conformance to process requirements
MAN.8.BP4: Manage QA records and reports.{Outcome: d]

1)Create records and reports related to quality assurance activities.
2)Maintain, store, and distribute record$and reports.

3)Identify incidents and problems asSociated with product, service, and process
evaluations.

MAN.8.BP5: Treat incidents and problems. [Outcome: d, e, f]
1) Record, analyse and classify incidents.

2) Identify selected incidents to associate with known errors or problenys.
3) Record, analyse alid classify problems.

4) Identify root.€auses and treatment of problems where feasible.

5) Prioritize treatment of problems (problem resolution) and track corfective
actions.

6) Analyse trends in incidents and problems.

7)ldentify improvements in processes and products that may prevent|future
incidents and problems.

8) Inform designated stakeholders of the status of incidents and problems.

9) Track incidents and problems to closure.

Process.outputs

Quality assurance approach [Outcome: a, b]
Quality assurance criteria and methods [Outcome: b]

Quality assurance system [Outcome: a, b, ¢, d, €]

an]ifv assurance corrective action [ﬂllfrnmp- e F]
Quality assurance report [Outcome: d, e]

Quality assurance evaluation report [Outcome: c, d]

Quality assurance record [Outcome: ¢, d, €, f]

NOTE1 Outcomes a) through d) align with the outcomes of the quality management process activities and
tasks. (ISO/IEC/IEEE 12207)

NOTE 2 IEEE 730-2014 provides additional detail. (ISO/IEC/IEEE 12207)
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5.5 Technical processes (TEC)

5.5.1 General

The technical processes are concerned with technical actions throughout the life cycle. Technical
processes transform the needs of stakeholders into a product or service. By applying that product or
operating that service, technical processes, provide sustainable performance, when and where needed
in order to meet the stakeholder requirements and achieve customer satisfaction. The technical
processes are applied in order to create and use a software system, whether it is in the form of a model
or is alp operational product. The technical processes apply at any level in a hierarchy of software
system|structure and at any stage in the life cycle.

The te¢hnical processes are used to define the requirements for a software system, to tranSform
the requirements into an effective product, to permit consistent reproduction of the predtict wherg
necessgry, to use the product to provide the required services, to sustain the provision of these services
and to dlispose of the product when it is retired from service.

The tedhnical processes define the activities that enable organization and projectfunctions to optimize
the benefits and reduce the risks that arise from technical decisions and actjons. These activities
enable [software systems and services to possess the timeliness and availability, cost effectiveness
functiopality, reliability, maintainability, producibility, usability, and ©ther qualities required by
acquiripg and supplying organizations. They also enable products andservices to conform to the
expectations or legislated requirements of society, including health, safety, security, and environmenta
factors

NOTE 1| For software systems, these processes can be recursively applied at more inclusive or more detailed
levels for software system definition and realization. (ISO/IEC/IEEE 12207)

NOTE 2| For software systems, these processes are oftéfn“performed concurrently, iterating between one
another|to establish a solution that has satisfactory trade-effs with respect to requirements, critical performance
measurgs, and critical quality characteristics. At any-lével of abstraction, requirements and models are made
consistgnt via iterations of applicable technical proeesses. When requirements and models are not directly
capablejof being implemented, the technical processes are applied recursively at a more detailed level or through
differenft system views. (ISO/IEC/IEEE 12207)

NOTE 3| The concept of life cycle stages'and the application of these processes in any stage are described in
detail ir] ISO/IEC/IEEE 24748-1. It has a.complete set of example stages and stage outcomes for the enactment o
technicgl processes within a softwareilife cycle. (ISO/IEC/IEEE 12207)

NOTE 4| Interface management.is a set of activities that cut across software engineering processes. These
cross-cytting activities of the technical and technical management processes apply and track as a specific
view ofthe processes and software system. See ISO/IEC/IEEE 12207:2017, E.5 for an example of an interfacd
management process view (ISO/IEC/IEEE 12207)

NOTE 5| ISO/IEC 27002 and ISO/IEC 27034 provide guidance for applying security concerns in the technica
processgs for soffware systems. See ISO/IEC/IEEE 12207:2017, E.6 for a sample software assurance procesq
view. (I$§0/IECAEEE 12207)

5.5.2 |Business or mission analysis process

Process ID|TEC.1
Process name [Business or mission analysis process

Process purpose | The purpose of the business or mission analysis process is to define the business
or mission problem or opportunity, characterize the solution space, and deter-
mine potential solution class(es) that can address a problem or take advantage
of an opportunity.
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Process outcomes

As aresult of the successful implementation of the business or mission analysis

process:
a) The problem or opportunity space is defined.
b) The solution space is characterized.

c) Preliminary operational concepts and other concepts in the life cycle
are defined.

d) Candidate alternative solution classes are identified and analysed.

stages

e) The preferred candidate alternative solution class(es) are selected.

f) Any enabling systems or services needed for business or mission ‘analy
available.

g) Traceability of business or mission problems and opporgtunities and t
ferred alternative solution classes is established.

sis are

he pre-

Base practices

TEC.1.BP1: Prepare for business or mission analysis: [Outcome: a, f]

1) Review identified problems and opportunities‘in' the organization st
with respect to desired organization goals or objectives.

2) Define the business or mission analysis strategy.

3) Identify and plan for the necessary eftabling systems or services nee
support business or mission analysis.

4) Obtain or acquire access to the enabling systems or services to be usg
TEC.1.BP2: Define the problém or opportunity space. [Outcome: b, ]

1) Analyse the problems andopportunities in the context of relevant tradg
factors.

2) Define the missipfybusiness, or operational problem or opportunity.
TEC.1.BP3: Characterize the solution space. [Outcome: b, c, d]
1) Define preliminary operational concepts and other concepts in life cycle

2) Identify candidate alternative solution classes that span the potenti
tion space.

TEC.1.BP4: Evaluate alternative solution classes. [Outcome: d, e]
1) Assess each alternative solution class.

2) Select the preferred alternative solution class(es).

TEC.1.BP5: Manage the business or mission analysis. [Outcome: g]
1) Maintain traceability of business or mission analysis.

2) Provide key artefacts and information items that have been selected for ba

rategy

ded to

-space

stages.

] solu-

selines.
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Process outputs|Business or mission analysis approach [Outcome: a, b, ]

Problem or opportunity statement [Outcome: a]
Life cycle concepts [Outcome: ]

Validation criteria [Outcome: b]

Alternative solution classes [Outcome: b, d, e]

Requirements imposed on enabling systems [Outcome f]

Traceability mapping [Outcome: g]

Business or mission analysis record [Outcome: a, b, ¢, d, e, f, g]

NOTE 1
the actiy
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5.5.3

Business and mission analysis is related to the organization encompassing stakeholders cencerned by
rities of the software life cycle. This process interacts with the organization’s strategy, which\is generally
the scope of ISO/IEC/IEEE 12207. The results of the organization’s strategic analysis include thg
htional concept of operations, strategic goals and plans, new market or mission elements; and identified
s and opportunities. The organization's strategy establishes the context within whieh the business of
analysis is performed. The organizational concept of operations relates to the leadership’s intended way
ting the organization. It describes the organization’s assumptions and how<t intends to use, acquire
y the system to be developed, existing systems, and possible future systems in support of an overal
n or series of operations of the business. In the case that the organization-is the system-of-interest, theg
htion’s strategy is part of the system definition. (ISO/IEC/IEEE 12207)

This process has application through the life of the software System solution and can be revisited i
e changes in the environment, needs, or other drivers. (ISO/IEC/IEEE 12207)

In some domains, business or mission analysis relates.to the concept of identifying and analysing
Lies that are needed or desired by the organization. This\process focuses on the necessary capabilitieg
bracts with the portfolio management process for.idéntifying the trade space that can address the
Ly. The identified problems or opportunities are ofteh translated into target capabilities. As applicablg
given domain, the problem or opportunity spacesincludes the target capabilities. (ISO/IEC/IEEE 12207)

Stakeholder needs and requirements. definition process

Process ID | TEC.2

Process name |Stakeholder needs and requirements definition process

Pr

ocess purpose | The purpose of the stakeholder needs and requirements definition process is to
define the stakeholder requirements for a system that can provide the capabilities
needéd by users and other stakeholders in a defined environment.

It\udentifies stakeholders, or stakeholder classes, involved with the system
throughout its life cycle, and their needs. It analyses and transforms these needs
into a common set of stakeholder requirements that express the intended inter-
action the system will have with its operational environment and that are the
reference against which each resulting operational capability is validated. The
stakeholder requirements are defined considering the context of the system of
interest with the interoperating systems and enabling systems.
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Process outcomes

As a result of the successful implementation of the stakeholder needs and re-

quirements Definition process:

a) Stakeholders of the system are identified.

b) Required characteristics and context of use of capabilities and concepts in the

life cycle stages, including operational concepts, are defined.
c) Constraints on a system are identified.

d) Stakeholder needs are defined.

e) Stakeholder needs are prioritized and transformed into clearly defined stake-
holder requirements.
f) Critical performance measures are defined.
g) Stakeholder agreement that their needs and expectations.are reflect¢d ade-
quately in the requirements is achieved.
h) Any enabling systems or services needed for stakeholder needs and r¢quire-
ments are available.
i) Traceability of stakeholder requirements to‘stakeholders and their ngeds is
established.
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Base practices

TEC.2.BP1: Prepare for stakeholder needs and requirements definition.
[Outcome: a, d, h]

1) Identify the stakeholders who have an interest in the software system through-
out its life cycle.

2) Define the stakeholder needs and requirements definition strategy.

3) Identify and plan for the necessary enabling systems or services needed to
support stakeholder needs and requirements definition.

4) Obtain or acquire access to the enabling systems or services to be used.
TEC.2.BP2: Define stakeholder needs. [Outcome: b, d, €]

1) Define context of use within the concept of operations and the preliminary
life cycle concepts.

2) Identify stakeholder needs.
3) Prioritize and down-select needs.
4) Define the stakeholder needs and rationale.

TEC.2.BP3: Develop the operational concept and/other life cycle concepts.
[Outcome: b, d]

1) Define a representative set of scenarios to identify required capabilities that
correspond to anticipated operational and.other life cycle concepts.

2) Identify the factors affecting interactiens between users and the system.

TEC.2.BP4: Transform stakeholder needs into stakeholder requirements.
[Outcome: ¢, d, €]

1) Identify the constraints on_a system solution.

2)Identify the stakeholderféquirements and functions that relate to critical
quality characteristics, such as assurance, safety, security, environment, or health.

3) Define stakeholderirequirements, consistent with life cycle concepts, scenarios,
interactions, constrdints, and critical quality characteristics.

TEC.2.BP5: Analyse stakeholder requirements. [Outcome: e, f, g]
1) Analysethe complete set of stakeholder requirements.

2) Define'critical performance measures that enable the assessment of technical
achievement.

3) Feed back the analysed requirements to applicable stakeholders to validate
that their needs and expectations have been adequately captured and expressed.

4) Resolve stakeholder requirements issues.

TEC.2.BP6: Manage the stakeholder needs and requirements definition.
[Outcome: g, i]

AN O ledeas 1 e 4o adel | H R | g | 1 1l 4] don] 1 1.l
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requirements

2) Maintain traceability of stakeholder needs and requirements.

3) Provide key artefacts and information items that have been selected for baselines.
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Process outputs|Stakeholder needs and requirements definition approach [Outcome: a, b
Stakeholder identification [Outcome: a]

Life cycle concepts [Outcome: b]

Stakeholder requirements [Outcome: e, g]

Validation criteria [Outcome: e, g]

Critical performance measurement needs [Outcome: f]

,C, d]

Critical performance data [Outcome: f]
Requirements imposed on enabling systems [Outcome h]

Traceability mapping [Outcome: i]

performance requirements the system is to possess, in order to satisfy
holder requirements. As far as constraints permit, the requirements sho
imply any specific implementation.

the supplier’s perspective, what characteristics, attributes, and functiopal and

Stakeholder needs and requirements definition record [Outcome: a, b, ¢, d, e, f,
g h, i
NOTE The SWEBOK, Guide to the Software Engineering Body of Knowledge, Software Requifements
knowledge area discusses software requirements fundamentals (e.g. definition, types, properties,| quality
Characteristics) and other topics, such as stakeholders, requirements elicitatiofiyanalysis, and management that
provide additional guidance for software systems. (ISO/IEC/IEEE 12207)
5.5.4 System/software requirements definition process
Process ID|TEC.3
Process name |System/software requirements definition process
Process purpose | The purpose of the system/software requirements definition processis tq trans-
form the stakeholder, user-oriented view of desired capabilities into a te¢hnical
view of a solution that.meets the operational needs of the user.
This process createsa’ set of measurable system requirements that specifly, from

stake-
uld not

Process outcomes|Asaresult of the successful implementation of the system/software requir
definition process:

a) The system or element description, including interfaces, functions and
aries, for a system solution is defined.

b) System/software requirements (functional, performance, process, no
tional, and interface) and design constraints are defined.

c) Critical performance measures are defined.

d) The system/software requirements are analysed.

Pments

bound-

h-func-

bments

e) Any enabling systems or services needed for system/software requirt

1O 111
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is developed.

f) Traceability of system/software requirements to stakeholder requirements
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Base practices|TEC.3.BP1: Prepare for system/software requirements definition. [Outcome:
a, b, e]

1) Define the functional boundary of the software system or element in terms of
the behaviour and properties provided.

2) Define the system/software requirements definition strategy.

3) Identify and plan for the necessary enabling systems or services needed to
support system/software requirements definition.

4) Obtain or acquire access to the enabling systems or services to be used.
TEC.3.BP2: Define system/software requirements. [Outcome: b, d]

1) Define each function that the software system or element is required to/perform.
2) Identify required states or modes of operation of the software system.

3) Define necessary implementation constraints.

4) Identify requirements that relate to risks, criticality of the'software system,
or critical quality characteristics.

5) Define system/software requirements and requirements attributes.
TEC.3.BP3: Analyse system/software requirements. [Outcome: c, d]
1) Analyse the complete set of system/software’requirements.

2) Define critical performance measuresthat enable the assessment of technical
achievement.

3) Feed back the analysed requirements to applicable stakeholders for review.

4) Identify and resolve issues, deficiencies, conflicts, and weaknesses within the
complete set of requirements;

TEC.3.BP4: Manage system/software requirements. [Outcome: d, f]
1) Obtain explicit agreement on the system/software requirements.
2) Maintain traceability of the system/software requirements.

3) Provide key artefacts and information items that have been selected for baselines.

Process outputs|System/software requirements definition approach [Outcome: a, b, c]
System‘function model [Outcome: a]

System/software requirements [Outcome: a, b, d]

Verification criteria [Outcome: a, b, d]

Critical performance measurement needs [Outcome: c]

Critical performance data [Outcome: c]

Requirements imposed on enabling systems [Outcome €]

Trnr‘pnhi]i’ry mapping [ﬂn’rrnmp- f]

System/software requirements definition record [Outcome: a, b, c, d, e, f]

NOTE1 From a high-level view of the software system, this process can be used to define the overall
requirements of the system. As the software system is decomposed into elements, each element, in turn, is
treated as a system, function, or set of functions and this process can be used to further specify requirements.
Requirements analyses and tools support traceability of requirements between the software system and its
elements. (ISO/IEC/IEEE 12207)

NOTE2 The SWEBOK, Guide to the Software Engineering Body of Knowledge, Software Requirements

knowledge area discusses software requirements definition, analysis, modelling, specification, validation,
management and other topics that provide additional guidance for software systems. (ISO/IEC/IEEE 12207)
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NOTE3 The wording of the outcomes of the system/software requirements definition process differs
slightly from the outcomes in the system requirements definition process of ISO/IEC/IEEE 15288. Use of the
wording “system/software requirements” emphasize the applicability of this document to software systems,
having software requirements and systems requirements. This is intended to assist users who define systems
requirements and software requirements hierarchically or in different stages. (ISO/IEC/IEEE 12207)

5.5.5 Architecture definition process

Process ID

TEC.4

Process name

Architecture definition process

Process purpose

The purpose of the architecture definition process is to generate systemyarchifecture
alternatives, to select one or more alternative(s) that frame stakeholder cqncerns
and meet system requirements, and to express this in a set of consistentviews.

Iteration of the architecture definition process with the business or missign anal-
ocess,
ployed
so that there is a negotiated understanding of thé problem to be solved and a
satisfactory solution is identified. The results of.tlie architecture definitipn pro-
cess are widely used across the life cycle progesses. Architecture definitipn may
be applied at many levels of abstraction, highlighting the relevant detailfthat is

ysis process, system requirements definition process, design definitionnpf
and stakeholder needs and requirements definition/process is often e

necessary for the decisions at that level,

Process outcomes

As aresult of the successful implementation of the architecture definition pjrocess:

a) Identified stakeholder concerns'are addressed by the architecture.

b) Architecture viewpoints aré)developed.

c) Context, boundaries, andééxternal interfaces of the system are defined.

d) Architecture viewsand models of the system are developed.

e) Concepts, propekties, characteristics, behaviours, functions, or consfraints
that are significant to architecture decisions of the system are allocatedl to ar-

chitectural entities.
f) System elements and their interfaces are identified.

g) Architecture candidates are assessed.

h)\An architectural basis for processes throughout the life cycle is achieyed.

i) Alignment of the architecture with requirements and design charactgristics

is achieved.

j) Any enabling systems or services needed for architecture definition are avpilable.

k) Traceability of architecture elements to stakeholder and system/software

requirements is developed.
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Base practices

TEC.4.BP1: Prepare for architecture definition. [Outcome: a, b, ¢, h, j]

1) Review pertinent information and identify key drivers of the architecture.
2) Identify stakeholder concerns.

3) Define the architecture definition roadmap, approach, and strategy.

4) Define architecture evaluation criteria based on stakeholder concerns and
key requirements

CYTdapntif; S d o Lo tbn nncnccary anabling coc
Ottty ahtprat o et ReeesSSaty ehaoi g SyS

support the architecture definition process.
6) Obtain or acquire access to the enabling systems or services to be used.
TEC.4.BP2: Develop architecture viewpoints. [Outcome: b, c, d, €]

1) Select, adapt, or develop viewpoints and model kinds based gh’stakeholder
concerns.

2) Establish or identify potential architecture framework(s) to be used in devel-
oping models and views.

3) Capture rationale for selection of framework(s), viewpoints and model types.

4) Select or develop supporting modelling techniques and tools.
TEC.4.BP3: Develop models and views of candidate architectures. [Outcome:
b,c,d, e, f h]

1) Define the software system contextand boundaries in terms of interfaces and
interactions with external entities.

2) Identify architectural entities.and relationships between entities that address
key stakeholder concerns and critical software system requirements.

3) Allocate concepts, propefties, characteristics, behaviours, functions, or con-
straints that are significant to architecture decisions of the software system to
architectural entities.

4) Select, adapt,.er.develop models of the candidate architectures of the soft-
ware system.

5) Compose-views from the models in accordance with identified viewpoints to
express-how the architecture addresses stakeholder concerns and meets stake-
holder and system/software requirements.

6)Harmonize the architecture models and views with each other.

TEC.4.BP4: Relate the architecture to design. [Outcome: ¢, f, i, h]

1) Identify software system elements that relate to architectural entities and
the nature of these relationships.

2) Define the interfaces and interactions among the software system elements
and external entities.

3J Partition, align and allocate requirements to architectural entities and system
elements.

4) Map software system elements and architectural entities to design charac-
teristics.

5) Define principles for the software system design and evolution.
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TEC.4.BP5: Assess architecture candidates. [Outcome: g, h, i]
1) Assess each candidate architecture against constraints and requirements.

2) Assess each candidate architecture against stakeholder concerns using eval-
uation criteria.

3) Select the preferred architecture(s) and capture key decisions and rationale.

4) Establish the architecture baseline of the selected architecture.
TEC.4. BP6: Manage the selected architecture. [Qutcome: h i k]

1) Formalize the architecture governance approach and specify governance
related roles and responsibilities, accountabilities, and authorities)related to
design, quality, security, safety.

2) Obtain explicit acceptance of the architecture by stakeholders.

3) Maintain concordance and completeness of the architectural entities and their
architectural characteristics.

4) Organize, assess and control evolution of the architecture models and views
to help ensure that the architectural intent is mét’and the architectural vision
and key concepts are correctly implementedt

5) Maintain the architecture definition and-evaluation strategy.
6) Maintain traceability of the architecture.

7) Provide key artefacts and inforniation items that have been selected for bafelines.

Process outputs|Architecture definition approach [Outcome: a, h]

System/software architectire model [Outcome: b, ¢, d, e, f, g, h, i]
System/software architecture rationale [Outcome: b, ¢, d, e, f, g, h, i]
System/software interface definition [OQutcome: c, f]

Critical performahce measurement needs [Outcome: g]

Critical performance data [Outcome: g]

System/software architecture assessment report [Outcome: g]
Requirements imposed on enabling systems [Outcome j]

Traceability mapping [Outcome: k]

Architecture definition record [Outcome: h]

NOTE1  Systémarchitecture deals with fundamental principles, concepts, properties, and characterigtics and
[heir incorpofation into the system-of-interest. Architecture definition has more uses than as merely a driver or
part of design: Refer to ISO/IEC/IEEE 42010 for more information about architecture description and the uses
hnd nature.of architecture. (ISO/IEC/IEEE 12207)

NOTE 2  The architecture definition process supports identification of stakeholders and their concerns. As
[he_process unfolds, insights are gained into the relation between the requirements specified for the software
system and the emergent properties and behaviours of the system that arise from the interactions and relations
between the system elements. An effective architecture is as design-agnostic as possible to allow for maximum
flexibility in the design trade space. Even for a single-product software system, the design of the product will
likely change over time while the architecture remains constant. An effective architecture also highlights and
supports trade-offs for the design definition process and possibly other processes, such as portfolio management,
project planning, system/software requirements definition, and verification. (ISO/IEC/IEEE 12207)

NOTE 3  Architecture definition can apply to a product line rather than a single software system. A product
line architecture describes the structural properties for building a group of related systems with common
components and interrelationships. In product line architectures, the architecture necessarily spans several
designs. The architecture serves to make the product line cohesive and helps ensure compatibility and
interoperability across the product line. ISO/IEC 26550 describes establishing a domain architecture for a
product line. (ISO/IEC/IEEE 12207)

© ISO/IEC 2021 - All rights reserved 37


https://standardsiso.com/api/?name=4b10a0b4781789d3ed5fe8cd51879fd2

ISO/IEC TS 33061:2021(E)

NOTE4 The SWEBOK, Guide to the Software Engineering Body of Knowledge, Software Requirements,
Software Design and Software Engineering Models and Methods knowledge areas discuss key aspects of software
architecture in relationship to the system, as well as with respect to iteration with design. (ISO/IEC/IEEE 12207)

5.5.6 Design definition process

Process ID | TEC.5
Process name |Design definition process

Process purpose The purpose ofthe C‘lcaigu definition process tsto 328 ovidesuffictentdetaiteddata
and information about the system and its elements to enable the implementa-
tion consistent with architectural entities as defined in models and views.efithe
system architecture.

Profcess outcomes |As a result of the successful implementation of the design definition-process:
a) Design characteristics of each system element are defined.

b) System/software requirements are allocated to system elements.

c) Design enablers necessary for design definition are selected or defined.

d) Interfaces between system elements composing/the system are defined or
refined.

e) Design alternatives for system elements are@ssessed.
f) Design artefacts are developed.
g) Any enabling systems or services needed for design definition are available.

h) Traceability of the design characteristics to the architectural entities of the
system architecture is established!
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Base practices| TEC.5.BP1: Prepare for software system design definition. [Outcome: a, c, g]

1) Define the design definition strategy, consistent with the selected life cycle
model and anticipated design artefacts.

2) Select and prioritize design principles and design characteristics.

3) Identify and plan for the necessary enabling systems or services needed to
support design definition.

4) Obtain or acquire access to the enabling systems or services to be used.

TEC.5.BP2: Establish designs related to each software system el¢ment.
[Outcome: b, ¢, d, €, f]

1) Transform architectural and design characteristics into the desigh of software
system elements.

2) Define and prepare or obtain the necessary design enablers.
3) Examine design alternatives and feasibility of implementation.

4) Refine or define the interfaces among the software system elements and with
external entities.

5) Establish the design artefacts.

TEC.5.BP3 Assess alternatives for obtaining software system elenents.
[Outcome: b, c, €, ]

1) Determine technologies requiredforeach element composing the software $ystem.
2) Identify candidate alternatives for the software system elements.

3) Assess each candidate alternative against criteria developed from expected
design characteristics and element requirements to determine suitability for
the intended application.

4) Choose the preferred alternatives among candidate design solutions [for the
software system-elements.

TEC.5.BP4.Manage the design. [Outcome: a, b, h]
1) Capture'the design and rationale.

2), Establish traceability between the detailed design elements, the system/
software requirements, and the architectural entities of the software $ystem
architecture.

3) Determine the status of the software system and element design.

4) Provide key artefacts and information items that have been selected for bagelines.
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Process outputs|Design definition approach [Outcome: a, b, ]

System/software design model [Outcome: 3, c, d, f]
System/software design rationale [Outcome: a, c, d, f]
System/software interface definition [Outcome: d]

System element (e.g. software) description [Outcome: a, b, d, e, f]

Critical performance measurement needs [Outcome: €]

Critical performance data [Outcome: €]
System design assessment report [Outcome: e]
Requirements imposed on enabling systems [Outcome g]

Traceability mapping [Outcome: h]

Design definition record [Outcome: f]

NOTE 1
require

incrementally to develop a detailed design, including software elements, interfacés, databases, and user
documeptation. Software design is usually concurrent with software implementation, integration, verification
and valifation. ISO/IEC/IEEE 12207:2017, Annex H discusses software design using agile methods. During design
and implementation, further process application refines allocation of evolyihg requirements among software
elements. (ISO/IEC/IEEE 12207)

NOTE 2

and mote detailed analyses of feasibility. Architecture focuses on suitability, viability, and desirability, whereaf

design
and intd
the desi

NOTE 3
allocati

NOTE 4

Design provides the ‘implement-to’ level of the'definition, such as drawings, state diagrams, stories, and detailed

design
verified
in a for
plannin

NOTE 5
softwar

For software systems, design activities typically iterate with activities,K in system/softwarg
ents definition and architecture definition. Design definition is typically, applied iteratively and

The design definition process is driven by requirements thathave been vetted through the architecturg

cuses on compatibility with technologies and other design elements and feasibility of implementation
gration. An effective architecture is as design-agnosti¢’as possible to allow for maximum flexibility in
bn trade space. (ISO/IEC/IEEE 12207)

This process provides feedback to the software system architecture to consolidate or confirm the
n, partitioning and alignment of architectural entities. (ISO/IEC/IEEE 12207)

Design definition considers applicable technologies and their contribution to the system solution

escriptions. For software elements;this process can result in a detailed design description that can be
against requirements and the Software architecture. Even if the software design is not fully specified
mal description, it is sufficiently detailed to permit software implementation (construction) and test
b. (ISO/IEC/IEEE 12207)

The SWEBOK, Guide-to the Software Engineering Body of Knowledge, provides detailed discussion on
e design. This knowlédge area addresses fundamentals, key issues, design strategies and methods, and

design rjotations. (ISO/YEC/1EEE 12207)
5.5.7 |System@analysis process
Process ID | TEC.6
Process name chtpm analysis pl‘ﬂ(‘PQQ
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Process purpose

The purpose of the system analysis process is to provide a rigorous basis of data
and information for technical understanding to aid decision-making across the
life cycle.

The system analysis process applies to the development of inputs needed for
any technical assessment. It can provide confidence in the utility and integrity
of system requirements, architecture, and design. System analysis covers a wide
range of differing analytic functions, levels of complexity, and levels of rigor. It
includes mathematical analysis, modelling, simulation, experimentation, and

othertechmiques toamatysetechmicat performance; systemrbehaviour feasibility,
affordability, critical quality characteristics, technical risks, life cyclecodts, and
to perform sensitivity analysis of the potential range of values for\parameters
across all life cycle stages. It is used for a wide range of analytical needls con-
cerning operational concepts, determination of requirement ¥7alues, resplution
of requirements conflicts, assessment of alternative architectures or $ystem
elements, and evaluation of engineering strategies (integration, verification,
validation, and maintenance). Formality and rigor of thednalysis will degend on
the criticality of the information need or work product supported, the ampunt of
information/data available, the size of the projectiand the schedule for the fesults.

Process outcomes

As a result of the successful implementation ofjthe system analysis procgss:
a) System analyses needed are identified,

b) System analysis assumptions and results are validated.
c) System analysis results are provided for decisions.

d) Any enabling systems or services needed for system analysis are avaiflable.

e) Traceability of the system,analysis results is established.

Base practices

TEC.6.BP1: Define the system analysis strategy and prepare for §ystem
analysis. [Outcome:d;c, d]

1) Identify the problem or question that requires analysis.

2) Identify thé.stakeholders of the analysis.

3) Definethe scope, objectives, and level of fidelity of the analysis.
4) Select the methods to support the analysis.

5)Identify and plan for the necessary enabling systems or services negded to
support the analysis.

6) Obtain or acquire access to the enabling systems or services to be usgd.
7) Collect the data and inputs needed for the analysis.
TEC.6.BP2: Perform system analysis. [Outcome: b, ]
1) Identify and validate contexts and assumptions.

2) Apply the selected analysis methods to perform the required analysig.

'2) Review the ana]ycic results for qna]ify and va]iﬂify

4) Establish conclusions and recommendations.

5) Record the results of the system analysis.
TEC.6.BP3: Manage the system analysis. [Outcome: €]
1) Maintain traceability of the analysis results.

2) Provide key artefacts and information items that have been selected for baselines.
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Process outputs

System analysis approach [Outcome a, b]

Requirements imposed on enabling systems [Outcome d]
Traceability mapping [Outcome: €]

System analysis report [Outcome ]

System analysis record [Outcome c, €]

NOTE The system analysis process can be employed for the entire software system or any element. This

processjis orten used 1n conjunction with the decision management process. (ISU/IELV/IEEE 12207)

5.5.8 |Implementation process

Process ID

TEC.7

Process name

Implementation process

Process purpose

The purpose of the implementation process is to realize a specified-system element.

This process transforms requirements, architecture, design)including interface,
into actions that create a system element according to the.practices of the selected
implementation technology, using appropriate technical specialties or disciplines.
This process results in a system element that satisfies specified system require-
ments (including allocated and derived requirements), architecture, and design.

Profcess outcomes

As aresult of the successful implementation©f the implementation process:

a) Implementation constraints that influence the requirements, architecture, or
design are identified.

b) A system element is realized.
c) A system element is packaged or stored.
d) Any enabling systems ot~services needed for implementation are available.

e) Traceability is established.
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Base practices| TEC.7.BP1: Prepare for implementation. [Outcome: a, d]
1) Define an implementation strategy:.

2) Identify constraints from the implementation strategy and implementation
technology on the system/software requirements, architecture characteristics,
design characteristics, or implementation techniques.

3) Identify and plan for the necessary and distinct software environments, in-
cluding enabling systems or services needed to support implementation.

4) Obtain or acquire access to the software environments and other,efnabling
systems or services.

TEC.7.BP2: Perform implementation. [Outcome: b, c]

1) Realize or adapt software elements, according to the strategy, constraints,
and defined implementation procedures.

2) Realize or adapt hardware elements of software systems.
3) Realize or adapt service elements of software systems.

4) Evaluate software unit and affiliated data or'ether information accorfling to
the implementation strategy and criteria.

5) Package and store the software system element.
6) Record objective evidence that the software system element meets requir¢ments.
TEC.7.BP3: Manage results of ilmplementation. [Outcome: €]
1) Record implementation results and anomalies encountered.
2) Maintain traceability of-the implemented software system elements.

3) Provide key artefactsiand information items that have been selected for bapelines.

Process outputs|Implementation approach [Outcome a, b, ¢, d, €]
Constraints on’solution [Outcome a]

System element (e.g. software) [Outcome b, c]

System element (e.g. software) description [Outcome b, c]
Requiirements imposed on enabling systems [Outcome d]
Traceability mapping [Outcome: €]

Implementation report [Outcome a, b, ¢, d, €]

Implementation record [Outcome a, b, ¢, d, €]

NOTE1 _For'software systems, the purpose of the implementation process is to realize a softwareg system
blement.Software system elements can include hardware, software, and services. For software implemgntation,
[his process transforms specified designs, behaviour, interfaces and implementation constraints into| actions
fhat'crieate a software system element implemented as a software product or service, also known as a “software
tem”. Software implementation results in a software element that satisfies specified requirements through
veriiication and stakeholder requirements through validation. soltware implementation 1ncludes various
combinations of construction (coding of newly built software elements), acquisition of new software packages
(e.g. from open source or a commercial or organizational source) or re-use of existing elements (with or without
modification). (ISO/IEC/IEEE 12207)

NOTE 2  Software implementation commonly involves use of the agreement processes to obtain non-
developmental items (NDI), such as hardware and operating systems (the platform) or enabling systems and
services. Software implementation is usually performed concurrently with software integration. Implementation
is typically performed along with all of the technical management processes and many of the technical processes,
especially:

a) the verification process, which provides objective evidence that the software implementation fulfils
its specified requirements and identifies anomalies (errors, defects, faults) in implementation-related
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information items, (e.g. system/software requirements, architecture, design, or other descriptions),
processes, software elements, items, units;

b) the validation process, which confirms that the implementation fulfils requirements for a specific intended
use of a software work product. (ISO/IEC/IEEE 12207)
5.5.9 Integration process
Process ID| TEC.8
Process name |Integration process
Prjocess purpose|The purpose of the integration process is to synthesize a set of system elements
into a realized system (product or service) that satisfies system/softwate re-
quirements, architecture, and design.
This process assembles the implemented system elements. Interfaces-are identi-
fied and activated to enable interoperation of the system elements as intended.
This process integrates the enabling systems with the system-of-interest to
facilitate interoperation.
Profcess outcomes |As a result of the successful implementation of the integtation process:

a) Integration constraints that influence system reguirements, architecture, or
design, including interfaces, are identified.
b) Approach and checkpoints for the correct eperation of the assembled interfaces
and system functions are defined.
c) Any enabling systems or services needed for integration are available.
d) A system composed of implemented system elements is integrated.
e) The interfaces between the implemented system elements that compose the
system are checked.
f) The interfaces betweenthe system and the external environment are checked.
g) Integration results and anomalies are identified.
h) Traceability of the integrated system elements is established.
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Base practices

TEC.8.BP1: Prepare for integration. [Outcome: a, b, c]
1) Define the integration strategy.

2) Identify and define criteria for integration and points at which the correct
operation and integrity of the interfaces and the selected software system func-

tions will be verified.

3) Identify and plan for the necessary enabling systems or services needed to

support integration.

4) Obtain or acquire access to the enabling systems or services to be usg

5) Identify constraints for integration to be incorporated in the systém/so
requirements, architecture or design.

TEC.8.BP2: Perform integration. Successively integrate software syst
ment configurations until the complete system is synthesized. [Outcome

1) Obtain implemented software system elements in ‘@0cordance with
schedules.

2) Integrate the implemented elements.

3) Check that the integrated software interfaces or functions run from in
to an expected termination within an expected range of data values.

TEC.8.BP3: Manage results of integration. [Outcome: g, h]
1) Record integration results and-anomalies encountered.
2) Maintain traceability of the integrated software system elements.

3) Provide key artefacts and information items that have been selected for ba

d.

ftware

bm ele-
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hgreed

tiation

selines.

Process outputs

Integration approach [Qutcome b]

Constraints on solution [Outcome a]

Integrated system or system element (e.g. software) [Outcome d]
System/software interface definition [Outcome: e, f]
Requirements imposed on enabling systems [Outcome c]
Traceability mapping [Outcome: g]

Integration report [Outcome g]

Integration record [Outcome a, b, ¢, d, e, f, g, h]

NOTE 1  Software’ system integration iteratively combines implemented software system elements
romplete or partial system configurations in order to build a product or service. Software integration is t
performed daily or continuously during development and maintenance stages, using automated tools. Cor
ntegratidn Jinvolves frequent inclusion or replacement and archiving of items in software libraries under CM
controlS(1SO/IEC/IEEE 12207)

NOTE 2  Interfaces are defined by the architecture definition and design definition processes. The int

to form

ypically
tinuous

pgration
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integrated, are adequate and that they take into account the integration needs. (ISO/IEC/IEEE 12207)

5.5.10 Verification process

ted and

Process ID

TEC.9

Process name

Verification process
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Process purpose

The purpose of the verification process is to provide objective evidence that a
system or system element fulfils its specified requirements and characteristics.

The verification process identifies the anomalies (errors, defects, or faults) in any
information item (e.g. system/software requirements or architecture descrip-
tion), implemented system elements, or life cycle processes using appropriate
methods, techniques, standards or rules. This process provides the necessary
information to determine resolution of identified anomalies.

Process outcomes

As aresult of the successful implementation of the verification process:

a) Constraints of verification that influence the requirements, architecture, ot
design are identified.

b) Any enabling systems or services needed for verification are available.
c) The system or system element is verified.
d) Data providing information for corrective actions is reported.

e) Objective evidence that the realized system fulfils the requirements, archi-
tecture and design is provided.

f) Verification results and anomalies are identified.

g) Traceability of the verified system elements is‘established.

Base practices

TEC.9.BP1: Prepare for verification. [Outcome: a, b]
1) Define the verification strategy.

2) Identify constraints from the verification strategy to be incorporated in the
system/software requirements, architecture, or design.

3) Define the purpose, conditignis-and conformance criteria for each verifica-
tion action.

4) Select appropriate verification methods or techniques and associated criteria
for verification actions,such as inspection, analysis, demonstration, or testing.

5) Identify and planfor the necessary enabling systems or services needed to
support verification.

6) Obtain omacquire access to the enabling systems or services to be used to
support vetification.

TEC.9.BP2: Perform verification. [Outcome: c, ¢, f]

1) Define the verification procedures, each supporting one or a set of verification
aetions.

2) Perform the verification procedures.
TEC.9.BP3: Manage results of verification. [Outcome: q, €, f, g]

1) Review verification results and anomalies encountered and identify follow-up
actions.

4) Record 1ncidents and problems during verirication and track their resolution.

3) Obtain stakeholder agreement that the software system or element meets the
specified requirements.

4) Maintain traceability of the verified software system elements.

5) Provide key artefacts and information items that have been selected for baselines.
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Process outputs|Verification approach [Outcome a, b, ¢, d, ¢, f, g]
Constraints on solution [Outcome a]

Verification criteria [Outcome: €]

Verified system/software [Outcome c]

Requirements imposed on enabling systems [Outcome b]

Traceability mapping [Outcome: g]

Verification report [Outcome d, e, f]

Verification record [Outcome a, b, c, d, e, f, g]

NOTE 1  Verification can be performed across all technical processes. The verification process is t
ised at key points in a software system’s life cycle to demonstrate that the requirements((including fu
hnd non-functional requirements) have been met, or that process outcomes have beenJachieved or
hctivities have been performed. Different domains and engineering or development communities can ide
hnilestones, verification strategies and criteria differently. (ISO/IEC/IEEE 12207)

NOTE 2 For software systems, the verification process is typically instantiatedtor the following purp

h) to confirm that a software work product or service properly reflects’ the specified requirement
called software verification);

b) to confirm that the integrated software product meets its/defined requirements (often called g
qualification testing);

) to confirm that the implementation of each system/software requirement is tested for compliance
the software system is ready for delivery (often calléd.system qualification testing). (ISO/IEC/IEEE

NOTE3  The verification process determines that the “product is built right”. The validation
Hetermines that the “right product is built”. (ISO/IEC/IEEE 12207)

NOTE 4  ISO/IEC/IEEE 29119 provides detailéd processes and techniques for verification performed
festing. [EEE 1012-2012 provides additional.details about these processes for systems, software, hardw
nterfaces being developed, maintained;ér reused. (ISO/IEC/IEEE 12207)

NOTES5  The SWEBOK, Guide to'the Software Engineering Body of Knowledge, provides detailed di
bn software testing. This knowledge area addresses fundamentals, terminology, issues, techniques, app
process planning, measures,-tools, practical considerations, and references. The guide also discusses g
verification and validation \in/ terms of software quality management processes, and identifies meth
fechniques that support beth verification and validation. The SWEBOK also addresses topics such as g
construction for verification and software engineering models and methods support. (ISO/IEC/IEEE 122

5.5.11 Transition process
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Process ID | TEC.10

Process name | Transition process

Process purpose|The purpose of the transition process is to establish a capability for a
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environment.

This process moves the system in an orderly, planned manner into the oper

enabling systems.

status, such that the system is functional, operable and compatible with other
operational systems. Itinstalls a verified system, together with relevant enabling
systems, e.g. planning system, support system, operator training system, user
training system, as defined in agreements. This process is used at each level in
the system structure and in each stage to complete the criteria established for
exiting the stage. It includes preparing applicable storage, handling, and shipping

htional

ational
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Process outcomes

As a result of the successful implementation of the transition process:

a) Transition constraints that influence system/software requirements, archi-
tecture, or design are identified.

b) Any enabling systems or services needed for transition are available.
c) The site is prepared.

d) The system, as installed in its operational location, is capable of delivering its
specified functions.

e) Operators, users and other stakeholders necessary to the system utilization
and support are trained.

f) Transition results and anomalies are identified.
g) The installed system is activated and ready for operation.

h) Traceability of the transitioned elements is established.

Base practices

TEC.10.BP1: Prepare for software system transition. [Outcome: a, b, c]

1) Define a strategy for managing software releases and.other software system
transitions.

2) Identify and define facility, site, communications-network, or target environ-
ment changes needed for software system installation or transition.

3) Identify information needs and arrange£otr user documentation and training
of operators, users, and other stakehold€rsnecessary for system utilization and
support.

4) Prepare detailed transition infermation, such as plans, schedules, and pro-
cedures.

5) Identify system constraintsfrom transition to be incorporated in the software
system requirements, architecture or design.

6) Identify and plan forthe necessary enabling systems or services needed to
support transition.

7) Obtain or acquire access to the enabling systems or services to be used.
TEC.10.BP2: Perform the transition. [Outcome: c, d, e, g]

1) Prepane the site of operation or virtual environment in accordance with in-
stallation requirements.

2)Deliver the software system or element for installation at the correctlocation
and time.

3) Install the productin its physical or virtual operational location and interface
to its environment.

4) Provide user documentation and training for the operators, users, and other
stakeholders necessary for product utilization and support.

5) Perform activation and check-out.

TEC.10.BP3: Manage results of transition. [Outcome: f, h]

1) Record transition results and anomalies encountered.

2) Record transition incidents and problems and track their resolution.

3) Maintain traceability of the transitioned software system elements.

4) Provide key artefacts and information items that have been selected for baselines.
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Process outputs|Transition approach [Outcome a]

Constraints on solution [Outcome a]

Installed system/software [Outcome c, d, g]
Requirements imposed on enabling systems [Outcome b]
Traceability mapping [Outcome: h]

Transition report [Outcome f]

Transition record [Outcome a, b, ¢, d, e, f, g, h]

NOTE1  For software systems, the purpose of the transition process is to establish a capability for 4

system

fo provide services in a different environment. The transition process is often used for recurring déploy

pf cloud services). Transitions to backup or contingent sites are typically planned and’sehearsed for

continuity and disaster recovery. Transition for software systems can involve &he physical reloc
hardware, the installation and activation or deactivation of physical or virtual“infrastructure or §
cystems in different locations, or no change to the physical infrastructure. Transition can involve ch3
[he data sources, data structure, or updates or upgrades of functional softwate€. Transition includes rg
scheduled or emergency patches and fixes for security and other concérms. Transition can involve

between organizations and also encompasses the addition of a large grgup of new users to an existing s
system or service. Transition to a new system often is performed coricurrently with retirement and dig
hn existing system, entailing data migration from the old system to its’replacement. (ISO/IEC/IEEE 1220

NOTE 2 Transition can involve knowledge transfer susing the knowledge management
[[SO/IEC/IEEE 12207)

5.5.12 Validation process
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Process ID|TEC.11

Process name|Validation process

Process purpose|The purpose.of the validation process is to provide objective evidence t
system, whén'in use, fulfils its business or mission objectives and stake

The.objective of validating a system or system element is to acquire con
in(its ability to achieve its intended mission, or use, under specific oper
conditions. Validation is ratified by stakeholders. This process provides the
sary information so that identified anomalies can be resolved by the appr
technical process where the anomaly was created.

requirements, achieving its intended use in its intended operational environment.

hat the
holder

idence
htional
neces-
bpriate

Process outcomes|As a result of the successful implementation of the validation process:
a) Validation criteria for stakeholder requirements are defined.
b) The availability of services required by stakeholders is confirmed.

c) Constraints of validation that influence the requirements, architect

ure, or

design are identified.

d) The system or system element is validated.
e) Any enabling systems or services needed for validation are available.

f) Validation results and anomalies are identified.

holder needs is provided.

h) Traceability of the validated system elements is established.

g) Objective evidence that the realized system or system element satisfies stake-
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Base practices

TEC.11.BP1: Prepare for validation. [Outcome: a, b, c, €]
1) Define the validation strategy.

2) Identify system constraints from the validation strategy to be incorporated
in the stakeholder requirements.

3) Define the purpose, conditions and conformance criteria for each validation action.

4) Select appropriate validation methods or techniques and associated criteria
for each validation action.

5) Identify and plan for the necessary enabling systems or services needed, te
support validation.

6) Obtain or acquire access to the enabling systems or services to béwused to
support validation.

TEC.11.BP2: Perform validation. [Outcome: b, d, f]

1) Define the validation procedures, each supporting one or\a-set of validation
actions.

2) Perform the validation procedures in the defined ehwifonment.
TEC.11.BP3: Manage results of validation. [Outcome: f, g, h]

1) Review validation results and anomalies en¢ountered and identify follow-up
actions.

2) Record incidents and problems during/validation and track their resolution.

3) Obtain stakeholder agreement that'the system or system element meets the
stakeholder needs.

4) Maintain traceability of thewalidated system elements.

5) Provide key artefacts andinformation items that have been selected for baselines.

Process outputs

Validation approach [Qdtcome a, c]

Constraints on solution [Outcome c]

Validation critekrid [Outcome: a]

Validated system/software [Outcome b, d]
Requiréments imposed on enabling systems [Outcome €]
Traceability mapping [Outcome: h]

Validation report [Outcome f, g]

Validation record [Outcome a, b, e, f, g]

NOTE 1| The validation process is typically used at key points in a product’s life cycle to demonstrate that the
product(s requirements for stakeholder intended operational use have been met. Validation is also applicable tg
the softvare engineering artefacts (viewed as software system elements). Different domains and engineering o
developpent communities can identify the milestones, validation strategies and criteria differently. For software

systems, highly iterative life cycle models often feature frequent involvement by the acquirer, user representative,
or other stakeholders to validate, e.g. the priority of requirements for inclusion in an iteration, the usability of the
software interface through prototypes, and the suitability of the software for performing business tasks and
fulfilling the operational concept. (ISO/IEC/IEEE 12207)

NOTE 2  For software systems, the following are purposes of the validation process:

a) to confirm that the requirements for a specific intended use of the software work product are fulfilled (often
called software validation);

b) toachieve confidence (especially with an acquirer or customer) that the delivered product meets stakeholder
requirements and is fit for use (often called software acceptance testing). (ISO/IEC/IEEE 12207)
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NOTE3 The validation process determines that the “right product is built”. The verification process
determines that the “product is built right”. (ISO/IEC/IEEE 12207)

NOTE 4  Acceptance criteria, as used for acceptance testing, include criteria to determine whether the
delivered product is fit to use or not. Acceptance criteria for acceptance can be specified and agreed between two
parties, i.e., an acquirer and a supplier, and included in the stakeholder requirements. (ISO/IEC/IEEE 12207)

NOTES5 IEEE 1012-2012 provides detailed requirements. The SWEBOK, Guide to the Software Engineering
Body of Knowledge, discusses software verification and validation in terms of software quality management
processes, and contains methods and techniques that support both verification and validation. The SWEBOK also
RAdTESSes topics such as requirements and model validation. (1SO/1EC/TEEE 12207)

5.5.13 Operation process

Process ID | TEC.12
Process name|Operation process

Process purpose|The purpose of the operation process is to use the system to deliver its sgrvices.

This process establishes requirements for and assigns personnel to operjte the
system, and monitors the services and operator:system performance. In order
to sustain services, it identifies and analyses.operational anomalies in relation
to agreements, stakeholder requirements'and organizational constraints.

Process outcomes|As a result of the successful implementation of the operation process:

a) Operation constraints that infldence system/software requirements| archi-
tecture, or design are identified.

b) Any enabling systems, services, and material needed for operation are avpilable.
¢) Trained, qualified operators are available.
d) System product services that meet stakeholder requirements are delivered.

e) System productperformance during operation is monitored.

f) Support to.thé customer is provided.
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Base practices

TEC.12.BP1: Prepare for operation. [Outcome: a, b, c]
1) Define an operation strategy.

2) Identify system constraints from operation to be incorporated in changes to
the system/software requirements, architecture, design, implementation, or
transition.

3) Identify and plan for the necessary enabling systems or services needed to
support operation.

4) Obtain or acquire access to the enabling systems or services to be used.

5) Identify or define training and qualification requirements for personnel néedéd
for software system operation.

6) Depending on the need for human intervention and control ofcepeérations,
assign trained, qualified personnel to be operators.

TEC.12.BP2: Perform operation. [Outcome: d, e, f]
1) Use the software system in its intended operational environment.

2) Apply materials and other resources, as required,\to“operate the software
system and sustain its services.

3) Monitor software system operation.

4) Consistent with the operational strategy, develop and, where feasible, automate
operational procedures to minimize theisk of operational anomalies.

5) Consistent with the operational strategy, analyse measurements to confirm
that service performance is within aeceptable parameters.

6) Perform contingency operations, if necessary.

TEC.12.BP3: Manage results of operation. [Outcome: €]

1) Record results of operation and anomalies encountered.

2) Record operational-incidents and problems and track their resolution.

3) Maintain traceability of the operational services and configuration items.

4) Provide keyrartefacts and information items that have been selected for baselines.
TEC.12:BP4: Support the customer. [Outcome: d, e, f]

1) Proyide assistance and consultation to the customers and users to resolve
ceniplaints, incidents, problems, and service requests.

2) Record and monitor requests and subsequent actions for support.

3) Determine the degree to which delivered software system or services satisfy
the needs of the customers and users.
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Process outputs|Operation approach [Outcome a]

Constraints on solution [Outcome a]

Trained operator [Outcome c]

Operational system/software [Outcome d, f]
Requirements imposed on enabling systems [Outcome b]

Traceability mapping [Outcome: e]

Operation report [Outcome e]

Operation record [Outcome a, b, ¢, d, €, f]

NOTE1  The operation process typically aims to control or reduce the cost of operations while susta
hcceptable or improved level of service. Software systems can have dedicated infrastructuxe; but are
bperated in distributed environments where other software systems and services (e.g-the internet) ar
Che security, availability, and operational performance of the software system-of;interest are thus g
pbf concern within a larger system of systems. It can include coordination with‘pré-existing, concu
continuing services delivered by other systems that provide identical or similar sexvices. (ISO/IEC/IEEE

NOTE 2 ISO/IEC 20000-1 is a service management system standard that specifies requirements for thg

[ransition, delivery and improvement of managed operational services,and supports the operation pr
hchieve its purpose. (ISO/IEC/IEEE 12207)

5.5.14 Maintenance process
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Process ID|TEC.13

Process name | Maintenance process

Process purpose|The purpose of the maintenance process is to sustain the capability of the
to provide a service.

This process moniters the system’s capability to deliver services, records in

confirms restéred capability.

for analysis, takes corrective, adaptive, perfective and preventive actiogns and

system

cidents

Process outcomes|As a resylt of the successful implementation of the maintenance process:

a) Maintenance constraints that influence system requirements, architect
desigii are identified.

c) Replacement, repaired, or revised system elements are made available,

d) The need for changes to address corrective, perfective, or adaptive maint
is reported.

e) Failure and lifetime data, including associated costs, is determined.

b)Any enabling systems or services needed for maintenance are availablg.

ure, or

enance
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Base practices

TEC.13.BP1: Prepare for maintenance. [Outcome: a, b]
1) Define a maintenance strategy.

2) For non-software elements, define a logistics strategy throughout the life cycle,
including acquisition and operational considerations: the number and type of
replacement elements to be stored, their storage locations and conditions, their
anticipated replacement rate, and their storage life and renewal frequency.

3) Identify constraints from maintenance to be incorporated in the system/soft-

ware requirements,architecture, or design.

4) Identify trades such that the system and associated maintenance and logistics
actions results in a solution thatis affordable, operable, supportable, and sustainable.

5) Identify and plan for the necessary enabling systems or servicesmeeded to
support maintenance.

6) Obtain or acquire access to the enabling systems or services to bé used.
TEC.13.BP2: Perform maintenance. [Outcome: c, d, €]

1) Review stakeholder requirements, complaints, events, incident and problem re-
ports to identify corrective, adaptive, perfective and preventive maintenance needs.

2) Analyse the impact of maintenance changes on datastructures, data, and related
software functions, user documentation, and intérfaces.

3) Upon encountering unexpected faults that cause a software system failure,
restore the system to operational status.

4) Implement the procedures for correction of flaws (defects) and errors, or for
replacement or upgrade of system elements.

5) Perform preventive maintenarice by replacing, patching, augmenting, or upgrad-
ing software system elements,to improve the performance of a software system
that is projected to reach unacceptable service levels, e.g. lack of capacity due to
increases in demand or; stored data, or to avoid unacceptable operating conditions,
e.g. running with outdated security software.

6) Identify when-adaptive or perfective maintenance is required.
TEC.13.BP3: Perform logistics support. [Outcome: b, c]

1) Obtain(resources to support the software system through its life cycle or the
projectls Jife (acquisition logistics).

2)Menitor the quality and availability of replacement elements and enabling
systems, their delivery mechanisms and their continued integrity during storage.

3) Implement mechanisms for software system or element distribution, including
packaging, handling, storage and communications or transportation needed for
items during the life cycle.

4) Confirm thatlogistics actions to fulfil software system or element supportabil-
ity requirements or achieve operational readiness are planned and implemented.

TEC.13.BP4: Manage results of maintenance and logistics. [Outcome: d, €]

1) Record incidents and problems, including their resolutions, and significant
maintenance and logistics results.

2) Identify and record trends of incidents, problems, and maintenance and logistics
actions.

3) Maintain traceability of the system elements being maintained.

4) Provide key artefacts and information items that have been selected for baselines.

5) Monitor and measure customer satisfaction with system and maintenance support.
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Process outputs|Maintenance approach [Outcome a]

Constraints on solution [Outcome a]

Trained maintainer [Outcome b]

Maintained system/software [Outcome c]

Requirements imposed on enabling systems [Outcome b]

Traceability mapping [Outcome: d]

Maintenance report [Outcome d, €]

Maintenance record [Outcome a, b, ¢, d, €]

Che need for software system maintenance can arise from multiple causes other than’latent system
such as changes to interfaced systems or infrastructure, evolving security threats, and technical obso
pf system elements and enabling systems over the system life cycle. Often the extension of capability,

Ket of processes within an appropriate life cycle. If so, the portfolio managemerit process is the starting

bther technical processes. (ISO/IEC/IEEE 12207)

5.5.15 Disposal process

NOTE 1  For software systems, the maintenance process makes corrections, changes, and"improverhents to
Heployed software systems and elements. The software systems maintenance approach différs for systéms that
hre freely available, in wide commercial distribution, or operating in a small number of controlled environments.

defects,
escence
mid-life

lipgrade, or evolution of legacy systems becomes a new software system developmient project that will apply the

point to

nitiate the work. In other cases, software system maintenance is performed/as a continuing series of prioritized
iwvork items, possibly on a level of effort basis. Maintenance of software.system elements can include hardware,
coftware, and services, such as communication or web services. Maintenance is closely connected with the
ronfiguration management process and software asset managetent and is performed concurrently yith the

NOTE 2  ISO/IEC/IEEE 14764 and ISO/IEC 16350 provideadditional detail. The SWEBOK, Guide to the Spftware
Engineering Body of Knowledge, Software Maintenance’ knowledge area discusses software maintenance
fundamentals, key issues, measurement, techniques, niaintenance process and support activities, and tdols. The
buide also discusses models, techniques and measures that support software reliability. (ISO/IEC/IEEE 12207)

Process ID | TEC.14

Process name|Disposal process

orsystem for a specified intended use, appropriately handle replaced or
elements, and to properly attend to identified critical disposal needs (e.g
agreement, per organizational policy, or for environmental, legal, safety, s
aspects).

This process deactivates, disassembles and removes the system or any of

acceptable condition. The waste products can be in-process resulting dur

stores or reclaims system elements and waste products in an environm

Process purpose | The purpose of the disposal process is to end the existence of a system element

tem elements from the specific use. It addresses any waste products, congigning
them to a final condition and returning the environment to its original or an

life cycle stage, e.g. waste materials during fabrication. This process destroys,

retired
per an
pcurity

its sys-

ngany

entally
al con-
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ensure the proper handling of the portion being retired.

straints and stakeholder requirements. Disposal includes preventing expired,
non-reusable, or inadequate elements from getting back into the supply chain.
Where required, it maintains records in order that the health of operators and
users, and the safety of the environment, can be monitored. When part of the
system will continue to be in use in a modified form, the disposal process helps
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Process outcomes

As a result of the successful implementation of the disposal process:

a) Disposal constraints are provided as inputs to requirements, architecture,
design, and implementation.

b) Any enabling systems or services needed for disposal are available.

c) The system elements or waste products are destroyed, stored, reclaimed or
recycled in accordance with requirements, e.g. safety and security requirements.

d) The environment is returned to its original or an agreed state.

e) Records of disposal actions and analysis are available.

Base practices

TEC.14.BP1: Prepare for disposal. [Outcome: a, b]

1) Define a disposal strategy for the software system, to include each'system
element and to identify and address critical disposal needs.

2) Identify constraints on disposal for the system/software requirements, archi-
tecture and design characteristics, or implementation techniques.

3) Identify and plan for the necessary enabling systems or'services needed to
support disposal.

4) Obtain or acquire access to the enabling systems-or services to be used.

5) Specify containment facilities, storage locationsyinspection criteria and storage
periods, if the software system or data is todbe stored, consistent with security
and environmental considerations.

6) Define preventive methods to preclude disposed elements and materials that
should notbe repurposed, reclaimederreused from re-entering the supply chain.

TEC.14.BP2: Perform disposal:\[Outcome: c]
1) Deactivate the software system or element to prepare it for removal.

2) Remove the software system, its elements, its data, and non-reusable material
from use or production-for appropriate disposition and action.

3) Withdraw impagcted operating staff from the software system or system ele-
ment and recordrelevant operating knowledge.

4) Reuse, reeyele, recondition, overhaul, archive, or destroy designated software
system elements.

5) Ceniduct destruction of the system elements, as necessary, to reduce the amount
of waste treatment or to make the waste easier to handle.

‘FEC.14.BP3: Finalize the disposal. [Outcome: d, €]

1) Confirm that detrimental health, safety, security, and environmental conditions
following disposal have been identified and treated.

2) Return the environment to its original state or to a state that specified by
agreement.

3) Archive information gathered through the lifetime of the product to permit
audits and reviews in the event of long-term hazards to health, safety, security
and the environment, and to permit future software system creators and users
to build a knowledge base from experience.
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Process outputs|Disposal approach [Outcome a]

Constraints on solution [Outcome a]

Disposed system/software [Outcome c, d]

Requirements imposed on enabling systems [Outcome b]
Traceability mapping [Outcome: c]

Disposal report [Outcome a, |

Disposal record [Outcome e]

NOTE1 Disposal of software systems encompasses the termination of services and disposal)of g
blements, stored data, media and firmware, information items, and associated hardware elements that
be reused or transitioned to another system. The disposal process is intended to be applicabte in any sf
software systems life cycle. For software, the disposal process applies throughout the life:cycle to sou
br executable copies of the software, personally identifiable or controlled data used‘inthe software
hnd associated information items, retained under centralized configuration controler distributed for
Hisposing of prototypes in early life cycle stages, and decommissioning elements replaced from modif
Huring utilization/deployment and support stages. When the system-of-interest is being modified for ted
br capability upgrades, only the impacted elements are deactivated and remevéd: (ISO/IEC/IEEE 12207)

NOTE 2 The business or mission analysis process and decisioi~ihanagement process are t
hpplied to address the impact on stakeholders of system disposal and potential new system cap
[[SO/IEC/IEEE 12207)

b The quality dimension

A process assessment model shall incorporate a process measurement framework conformant v
requirements of ISO/IEC 33003 and is expressedias a process quality characteristic with a defing
process attributes. At minimum, a process measurement framework includes a process quality af
bf process performance, which is needed tg-démonstrate that the process achieves its expected

putcomes. Other process quality attributes may be added over the process performance attribu

NOTE1  ISO/IEC 33020 provides a.process measurement framework for the assessment of process cg
iwhich can be incorporated into thisdocument. ISO/IEC 33020 also includes a set of process quality indic
bach process attribute in the process’'measurement framework.

The assessment indicators are used as a basis for collecting objective evidence to support an as
udgement in assigning ratings of the performance and quality of an implemented process.

pf indicators defined inr this document are not intended to be an all-inclusive set and applig
ts entirety. SubsetsJappropriate to the context and scope of the assessment should be select]
potentially augmented with additional indicators.

A process assessment is conducted according to a documented assessment process. A docu

br defifies the aggregation method to be used in determining ratings.

NOTE 2  ISO/IEC 33020 includes a process attribute rating scale, process attribute rating meth
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Annex A
(informative)

Process outputs

A1l P

rocess output descriptions

The prpcess outputs associated with the processes in Clause 5 are described in Table,A.¥ The
descriptions are exemplary. The process outputs are identified by categories which are defined in A.2
The cofresponding processes of the process outputs are indicated by the process IDs.

NOTE

items (documentation).

Table A.1 — Process output descriptions

For further guidance, ISO/IEC/IEEE 15289 addresses the content for life cycle process information

tion record

knowledge related to architecture definition. [INCOSE
SE Handbook 2015]

Procesp output Process output description Category Output of
Acceptpd system or |System element or system is transferred from supplier{product AGR.1
system|element (e.g.|to acquirer and the product or service is available'to
software) the project. [INCOSE SE Handbook 2015]
Acquisition agreement | The formal agreement between an acquiter and a|agreement |AGR.1
supplier. Informally, commitments or agreéments may
be specified between an acquirer and asupplier of the
same organization (sometimes called“@¥memorandum
of understanding). [Adapted from ISQ/IEC/IEEE 15289]
Acquisition agreement|Requests from an acquirer to.change an agreement|request AGR.1
change|request with a supplier.
Acquisition approach |Specific approach to acquiring products and services|plan AGR.1
that is based on congsiderations of supply sources, ac-
quisition methods, requirements specification types,
contract or agreement types, and related acquisition
risks. [ISO/IEE/IEEE 24765]
Acquisition need The identification of a need that cannot be met within [specification [ MAN.1
the orgdnization encountering the need or a need that
can be‘met in a more economical way by a supplier.
[INGOSE SE Handbook 2015]
Acquisition record (Permanent, readable form of data, information, or knowl- | record AGR.1
edge related to acquisition. [[INCOSE SE Handbook 2015]
Acquisition report/ |An account prepared for interested parties in order |report AGR.1
to communicate the status, results, and outcomes of
the acquisition activities. [[INCOSE SE Handbook 2015]
Alternative-selutionrdentifiesand-deseribes-the-classesef selutionsthatrdeseription—TEGE
classes may address the problem or opportunity. [INCOSE SE
Handbook 2015]
Architecture defini- | Approaches, schedules, resources, and specific consider- | plan TEC.4
tion approach ations required to define the selected system/software
architecture that satisfies the requirements. [Adapted
from INCOSE SE Handbook 2015]
Architecture defini-|Permanent, readable form of data, information, or|record TEC.4

58

© ISO/IEC 2021 - All rights reserved


https://standardsiso.com/api/?name=4b10a0b4781789d3ed5fe8cd51879fd2

Table A.1 (continued)
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data

(including software as a system) measurement needs.
[Adapted from INCOSE SE Handbook 2015]

Process output Process output description Category Output of
Business or mission|Approaches, schedules, resources, and specific con-|plan TEC.1
analysis approach siderations required to conduct business or mission

analysis and ensure business needs are elaborated

and formalized into business requirements. [INCOSE

SE Handbook 2015]

Business or mission|Permanent, readable form of data, information, or|record TEC.1

amatysisTecord kmmowtedge Tetatedto busimess or missiom amatysis:
[INCOSE SE Handbook 2015]

Configuration audit|Artefacts thatare expected through conduct of config- |record MANAS

result uration audit and that can be considered elements of
exit criteria [Adapted from IEEE 15288.2-2014]

Configuration baseline | Configuration information formally designated at|record MAN.5
a specific time during the life of a product, product
component, service, or service component. [I[SO/IEC/

IEEE 24765]

Configuration evalu-|Provides results of configuration management evalu- [feport MAN.5

ation report ations. It includes evaluation criteria. [Adapted from
ISO/IEC/IEEE 15289]

Configuration man-|Describes the responsible organization for authdrizing | plan MAN.5

agement approach |and performing configuration managementactivities,
and their relationship with other organizatiohs: [Adapted
from ISO/IEC/IEEE 15289]

Configuration manage- | Identifies a problem, maintenance ne€d, or desired im- |request MAN.5

ment change request | provement and requests modifications. The requested
change may affect a contract, cotfiguration item, sys-
tem, service, hardware, software, interface, asset, or
documentation. [Adaptedfrom ISO/IEC/IEEE 15289]

Configuration man-|Permanent, readable form of data, information, or|record MAN.5

agement record knowledge relatedté configuration management.
[INCOSE SE Handbeok 2015]

Configuration man-|Provides the'status of controlled configuration items, report MAN.5

agement report including baselines, release identifiers, and location of
the configuration item master version. For deactivat-
ed systems/software, it contains information about
system/software disposal to trace potential future
enyvironmental, safety, or security impacts. [Adapted
from ISO/IEC/IEEE 15289]

Configuration mran-|System used to support and enable configuration |product MAN.5

agement system management.

Configuratiopmanage- | Request to accept a configuration item or other desig- |[request MAN.5

mentvariance request|nated item which, during production or after having
been submitted for inspection, is found to depart from
specified requirements, but is nevertheless considered
suitable for use as is or after rework by an approved
method. [Adapted from ISO/IEC/IEEE 24765]

Constraints on solution | Externally imposed limitation on system requirements, | specification | TEC.7, TEC.8, TEC.9,
design, or implementation or on the process used to TEC.10, TEC.11,
develop or modify a system/software. [Adapted from TEC.12, TEC.13,
ISO/IEC/IEEE 29148] TEC.14

Critical performance |Data provided for the identified system of interest|data TEC.2, TEC.3, TEC.4,

TEC.5
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