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Foreword

ISO (the International Organization for Standardization) is a worldwide federation of national standards bodies
(ISO member bodies). The work of preparing International Standards is normally carried out through ISO
technical committees. Each member body interested in a subject for which a technical committee has been
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al Standards are drafted in accordance with the rules given in the ISO/IEC Directives, Rart 2.
task of technical committees is to prepare International Standards. Draft International Standa

y the technical committees are circulated to the member bodies for voting. Publication as
al Standard requires approval by at least 75 % of the member bodies casting.a-vote.
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Introduction

The threat to patient safety

In the past, health-related software was primarily applied to relatively non-critical administrative functions

w

ere the potential for harm to the patient, as distinct from disruption to the organization, was |

w. Clinical

%
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tems were generally unsophisticated often with a large administrative, rather than clinical, conte
he way of decision support. Even clinical decision support systems tended to be “light touch’

siniple and understandable in their logic and used as a background adjunct to decisions, rather th

infl
thg

Th
an
Su
de
ing
he

PN

Ch

Th
co
of

Th
ha
dis|
diag
ign

uence on which to rely routinely. This has changed and will continue to change substantially. Th
se changes will increase the potential for risks to patients.

bre have been some high profile adverse incidents related to clinical softwarese.g” in the area of
j patient call and/or recall where software malfunctions have resulted in failure to “call” “
ch incidents have not only caused anguish for the patients concerned but'may also have led to
hths. The trust of the general public has been severely affected. The(seope for screening for ¢
reasing significantly and it is in such applications involving large fiumbers of subjects that th
hvy reliance on software, administratively and clinically, to detect normals and abnormals and
bcess” those deemed to be at-risk. Such software needs to bessafe for its purpose.

ef Executives and others responsible for healthcare organizations need to recognise that:

health software products have the potential to harm.patients;

this potential is growing as the complexity of implementations grows;

healthcare organizations are increasingly.reliant on health software products.
s means that, unless these risks.;are recognised and controlled, harm to patients may
nsequent damage to the reputation.of a health organization and substantial financial consequenc
egal damages.
bre is mounting concern around the world about the substantial number of avoidable clinical ing
e an adverse effect on.patients of which a significant proportion result in avoidable death
ability. See Bibliography [1] [2] [3] [4] [5] [6]. A number of such avoidable incidents involved poor

gnoses or othercdecisions. A contributing factor is often missing or incomplete information
orance, e.g. of clinical options in difficult circumstances or cross-reaction of treatments.

s increasingly claimed that information systems such as decision support, protocols, guid
hways could markedly reduce such adverse effects. If for no other reasons — and there are ot

at-risk”
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output" Indeed as such systems become mtegrated W|th medlcal care, any fallure to use standard support
facilities may be criticised on legal grounds.

Increased decision support can be anticipated not only in clinical treatment but also in areas, just as important
to patient safety, such as referral decision-making, where failure to make a “correct” referral or to make one “in
time” can have serious consequences.

Economic pressures are also leading to more decision support systems. The area of generic and/or economic
prescribing is the most obvious, but economy in number and costs of clinical investigative tests is another.
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Systems such as those for decision support have considerable potential for reducing clinical errors and
improving clinical practice. For example, a large body of published evidence gives testimony to the reduction
in errors and adverse incidents resulting from the deployment of electronic prescribing. However, all such
systems also carry the potential for harm. Harm can of course result from unquestioning and/or non-
professional use albeit that designers and suppliers can mitigate such circumstances through, for example,
instructions for use, training and on-screen presentation techniques, guidance or instruction. The potential for
harm may equally lie in the system design such as:

— poor evidence base for design;

acliantntantiona:

fallur m-dacia acteto-nrapnarbhrane antd H 1 1
— ST O CoIgTrTogric o properry TCPTre STt O STy T tCT oSy

— failurg in logic to represent good practice or evidence in the design phase;
— poor gr confusing presentation of information or poor search facilities;
— failurd to update in line with current knowledge.

Some of these system deficiencies are insidious and may be invisible to the user.

Failures and deficiencies in health software products can, of course, have adverse-impacts other than causjng
harm to patients. They may, for example, create administrative inconvenience,'or even administrative chapos,
with a range of impacts on the organization including financial loss. Harm to a patient may also have a
consequent impact on the organization, such as financial loss resultingfrem litigation. Whereas these advefse
organizatignal impacts will be significant to an organization, they are net the subject of this document unl¢ss
they resulf in harm to a patient. For example, the failure of a hospital's central patient administration system
will certainly cause substantial administrative inconvenience but-that adverse impact is not in itself within the
scope of this document unless it has the potential to causeharm to a patient (which is possible). It is the
potential harm to the patient that is the subject of this document.

Controlling the risks

The safety of medicines and of medical devices-is"ensured in many countries through a variety of legal gnd
administrative measures. These measures are.often backed by a range of safety-related standards from a
number of sources, both national and “international, including the International Organization |for
Standardigation (1SO), the International. Electrotechnical Committee (IEC) and the European Committee [for
Standardigation (CEN). Some softwafe)such as that necessary for the proper application or functioning df a
medical dgvice is often encompassed by these legislative controls. However, other software applied to health
of a stand{alone nature is not usually covered or is encompassed in a less than clear manner. This documgnt
is concerngd with software applied to health excluding that which is encompassed by medical device contrgls.

A necessary precursor~for’ determining and implementing appropriate design and production controls| to
minimize r|sks to patients from product malfunction or inadequate performance, is a clear understanding of the
hazards which a préduct might present to patients if malfunction or an unintended event should occur, and the
likelihood of such“@ malfunction or event causing harm to the patient. Additionally, if guidance is to be given to
designers pnd{producers of health software products as to design and production control (and correspondjng
standards pfoduced) then it will need to be recognised that the controls necessary for products presenting low
risks will not be the same as Tor those presenting high risks. Conirols need to match the level of risk which a
product might present to a patient. For these purposes many standards, legislation and specifications dealing
with control of risks in design and production, group products into a limited number of classes or types
according to the risk they might present. Controls are then tailored to the class or type. This document follows
that philosophy.

There is a wide range of controls which might be exerted on the design, development, production, distribution,
installation, up-grading/version control/up-dating of a health software product, etc. This document starts with
considering how those controls are applied to medical devices and offers practical solutions how to adapt
them to health software products.
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Health informatics — Measures for ensuring patient safety of
health software
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Scope

s Technical Report considers the control measures required to ensure patient safety in‘resped

necessary for the proper application of a medical device or
an accessory to a medical device or
a medical device in its own right.
s Technical Report is aimed at identifying what standards might best'be used or created, and th
ealth software products were to be regulated or controlled in_Some other formal or informal o

nner whether national, regional or local. However, it is not/the purpose of this Technical
ommend whether or not health software products should be fegulated.

s Technical Report applies to any health software preduct whether or not it is placed on the 1
ether or not it is for sale or free of charge. It is addressed to manufacturers of health software pro

TE The scope is intended to cover health software products which are not, in practice, covered by me
ulations. Annex A considers this matter in detail. Fhis Technical Report acknowledges that, on the bounda

t some definitions of medical devices may appear to cover health software products in general but in practic

Terms and definitions

- the purposes of this document, the following terms and definitions apply.

'm
hth, physical injury and/or damage to health or well being of a patient

zard

po

ential source of harm

t to health

eir nature,
r voluntary
Report to

harket and
ducts.

dical device
y, there are
others and
e do not.

[ISO/IEC Guide 51:1999] I/]

23
health software product
software product for use in the health sector for health related purposes but excluding software which is:

necessary for the proper application of a medical device or
an accessory to a medical device or

a medical device in its own right.

NOTE For the purposes of this document software includes firmware.
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2.4

manufacturer
natural or legal person with responsibility for the design, manufacture, packaging or labelling of a health
software product, assembling a system, or adapting a health software product before it is placed on the
market and/or put into service, regardless of whether these operations are carried out by that person himself
or on his behalf by a third party

2.5

medical device
any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or calibrator, software,
material or-ather similar or related article:

a) intend
the sp

— d

I
o N

|
n O

b) which
immu

NOTE
coverage O
in Annex A.

2.6
patient

bd by the manufacturer to be used, alone or in combination, for human beings for one ormore
ecific purpose(s) of:

agnosis, prevention, monitoring, treatment or alleviation of disease;

agnosis, monitoring, treatment, alleviation of or compensation for an injury;

vestigation, replacement, modification, or support of the anatomy or of a physiological process;
Ipporting or sustaining life;

bntrol of conception;

sinfection of medical devices;

roviding information for medical or diagnostic purposes by means of in vitro examination
becimens derived from the human body;

does not achieve its primary intended action in or on the human body by pharmacologi
nological or metabolic means, but which may be assisted in its intended function by such means

This definition is drawn from the Global\Harmonization Task Force (GHTF) [8]. However, with regard to
software, there are some differences in definition in different countries which this Technical Report addres

any persom who is subject to a‘health software product

NOTE
accessing 3

2.7

In this document,that shall be taken to include healthy persons where applicable (e.g. a healthy per,
knowledge data base to obtain health-related information).

product

entire entit|y ofysoftware proffered to a user including instructions for use and, where applicable, training

of

of

cal,

the
5es

2.8
risk

combination of the probability of occurrence of harm and the severity of that harm

[ISO/IEC Guide 51:1999, definition 3.2] [7]

29
safety

freedom from unacceptable risk

[ISO/IEC Guide 51:1999, definition 3.1] []
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3 Abbreviated terms

— CDRH: Center for Devices and Radiological Health (of the FDA)
— EU: European Union

— FDA: USA Food and Drug Administration

— GHTF: Global Harmonization Task Force

—| TS: Technical Specification

4 | Outline of the issues

If, |ps it appears, the risk to patients from health software products is current and may increase
(sge Introduction) then the question arises as to how to minimize those risks.

Control over risks can be exerted in many different ways and at different levels: Locally this might b
thrpugh requirements laid down at the time of purchase, e.g. through‘ténder documentation. R
nafional controls might be imposed through codes of practice or _formal guidance. Nationally
nationally, e.g. across the EU, controls might be implemented through’a legislative structure. This

over time

e achieved
egional or
or trans-
Technical

Report does not assume any particular means of control, but* recognises that, whatever the means,

requirements will need to be backed by standards. It is those Standards which are the focus of this

Rigks from medical devices are minimized in many countries through legislature controls aimed
su¢h as design, production, distribution and other elements of a device's life-cycle. These contrg

Rigks from software covered by medical device controls can be considered as already cont

Technical

at matters
Is and the
to country
the proper
cal device
in its own
n another.
rolled and

passed by
r systems,

J| to identify

N systems,
eport. It is
around the
or more of

could be applied to software WhICh is not controlled in this way ThIS is partlcularly the case because of a

range of software which lies on the boundary (see Clause 6). It makes little sense to have healt

h software

controlled in a number of different ways if some harmonization is practicable. This Technical Report examines

that possibility.

The controls exerted in the context of medical devices mainly depend on the potential risk, which a device is
perceived to present to a patient or on the clinical experience already available with this product. In that

respect devices are classified, and controls vary according to the class into which a device falls.

Clearly, it

would be unreasonable to apply the same controls, with the same rigour, to all devices when some devices
could present little, if any, risk to a patient and others could present a very serious risk including death.
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If the same philosophy is to be applied to health software products then it would be necessary to classify them
according to the risk they might present to a patient. Clause 7 considers how best to classify health software
products including consideration of medical device classification procedures to assess whether they would be
suitable.

There is a variety of control measures that are applied to medical devices according to their class such as
various registration requirements, quality systems, design control and risk management. Clause 8 examines
these in the context of health software and considers what standards might underpin them for health software.

Finally, there will be a continuing need to develop standards relevant to specific risks (see Clause 9).

5 Gengral position on medical device controls

Software fhat is necessary for the proper application of a medical device or that is an( accessory| is
encompasged by medical device controls in a number of countries. Indeed in some defined/circumstanceg in
some coufptries software may be considered a medical device in its own right. Although such softwarg is
outside thg scope of this document, it is useful to review the nature of controls over-medical deviceqd in
different cpuntries, with a particular eye on software aspects. The purpose is to assess whether the controls
exerted ol medical devices in general, and software in particular, can be suitablyapplied also to that software
not encompassed by such medical device controls, i.e. to health software products:-

demonstrates that the EU, Australia, Canada and the GHTF have adopted, to a large degree, the same
legislative [approach to, and controls on, medical devices. In pragctical terms so has the USA. Whergas
software aspects are in practice encompassed in similar ways thereare differences. Thus software which is
necessary(for the proper application of a medical device is covered by controls in all of these countries but the
extent to which other health-related software is encompassedis-different. Whereas the USA has guidance|on
software which is “contained” in a medical device including\‘off the shelf’ software used in medical devices,
there is little other documentation specific to software.

Annex A |considers the position in the EU, Australia, Canada, the USA and the GHTF. The aan

However, whatever the definitional niceties, it is clear that a great deal of software in the context of health
software pfoducts is not, in practice, encompassgd-by controls albeit that some consideration is being given to
changing this. There are nevertheless some preblems on the boundaries between medical devices and health
software pfoducts.

6 The border between health software products and medical devices
Software that is necessary for-the proper application of a medical device, or an accessory of it, is clearly

regarded g@s encompassed-by medical device regulatory controls in the EU, Australia, Canada, the USA and
the GHTF | Some software-will be a medical device in its own right.

Software ¢an be_an.essential integral part of a medical device (for example part of a pathology analygser
providing gqutomation of the analytical process) or an accessory providing additional functions (for example|an
extra softﬂ?re module, supplied separately, which increases the testing ability or range) or it can process dpta
tly’of the medical device

independ

Software in a laboratory information system can allow data from the analyser to be stored and transmitted to
other remote workstations. If it processes the data so as to yield information that would not otherwise be
available, and thus it provides or assists with the diagnosis, monitoring, prevention or treatment of a medical
condition, it is likely to count as an accessory to a medical device. If on the other hand it is not required by the
analyser for normal function, and only stores or transmits data that could be obtained from the analyser(s)
directly, without using the software, it is likely to fall outside the regulatory framework for medical devices. In
each case, however, the regulatory status could differ between one country and another, or could change with
time as new or revised regulations are introduced.

4 © 1SO 2007 — All rights reserved
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What items of software are medical devices in their own right does not appear clear from the definitions of a
medical device used in different countries. Even where, as in GHTF, the medical device definition explicitly
includes software, its scope is restricted by the defined functions (see Annex A.3).

Thus, there is health software which may or may not be covered by medical device regulations depending on
definitional aspects in different countries. This boundary will shift over time.

What is clear is that a great deal of software (health software products in the context of his document) is not
covered by medical device regulations either by design or by practice.

7.1
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colintries and other options and its conclusions follow.
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plied to software which is not regulated.

Classifying health software products

Options

resented by the class the more comprehensive and rigorous are the-controls for that class.

neasures to ensure patient safety of health software products dre also to be proportionate to th
jht present to a patient, then health software products will:also need to be classified according to

b first obvious question is whether health software/¢products can be classified according to
ssification rules as for medical devices. Annex B considers classification of medical devices
e EU, Australian, Canadian, USA and GHTF classification systems for medical devices are not

blth software products.

e FDA CDRH classification of (‘software in medical devices”, Bibliography[9], and “off
liography [10], software could be applied to health software products.

wever, ISO/TS 25238:2007- W describes the most suitable classification system, subject to vali

classes in its Table-4.-1t is consistent with the USA, FDA, CDRH approach to “software
ices” and “off the shelf*software.

) Conclusions

5 sense to
r, could be

b controls exerted on medical devices depend on the risk they are seento present to patient gafety. The
proach taken for medical devices is to assign every device to one @f several classes. The higtjer the risk

e risk they
risk.

the same
n different
suitable for

the shelf”,

ation of its
n medical

ontrols afe)to be proportionate to the risk that a product might present to a patient, then heal

h software

ducts_wilt need to be classified according to those risks. Medical device classification systems are not
tablé for health software products. The ISO Technical Specification “Classification of safety |risks from
hith-software” [11] is deemed the most appropriate, subject to validation of its risk classes in its Taple 4.

8

Options for control measures for health software products

8.1 Overview

8.1.

1 General

Once health software products have been assigned to a class according to the risk they might present to a
patient, the next step is to consider what controls, if any, should be assigned to those classes/risks.
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For medical devices the control measures utilized are generally the same in nature in different countries but
with differences in naming and detailed content. The following list has been compiled from control measures
adopted for medical devices in the EU, Australia, Canada, GHTF and USA and comprises a useful list of
options that might also be applied to health software products:

—  pre-m

— establ

arket notification with or without pre-market approval;

ishment registration;

— product listing;

— clinica
— labelli
— report]

— quality

— design control;

— risk m

However,

It is also pot the purpose of this Technical Report to recommend:whether or not health software produ

should be
created, a
informal o
standards

Thus, wh
necessary
If they we
and would

8.1.2 Co

If pre-marl
standards

8.2 Labglling and documentation

8.21 Ge

Labelling
pamphlets|

| evidence requirements;
Ng requirements;
ng of incidents that may have caused or contributed to death or serious injury;

system or good manufacturing practice requirements with or without inspection;

anagement.
t is not the purpose of this Technical Report to examine in detail regulations and control measurn
regulated. This Technical Report is aimed at identifying  what standards might be best used

voluntary manner. The control measures are listed therefore solely to allow discussion of thg
Wwhich might underpin them if such controls were-fo be put in place.

bther pre-market notification, establishment registration or product listing would be deen
for controlling the safety of health software products, is a matter for those responsible for contr

re deemed necessary, the content.of the documentation/standards would appear straightforw,
not require standards development.

hclusions

et notification, organijzation and product registration are required, they do not appear to requ

development.

neral

an cover not just matters on the immediate container of any product but also to “posters, ta

es.
cts
or

nd their nature, if health software products were to beltegulated or controlled in some other fornpal,

Se

ed
ls.
ard

ire

gs,

circulars, booklets, instruction books, direction sheets”, etc. It may also cover advertising

Labelling requirements for health software products will have much in common with medical devices, and the
standard EN 1041 [13] for medical devices should be reviewed to see if it is fully applicable. However, there
may be requirements which would be characteristic of health software products, e.g. hardware and interface
requirements. In a world where interoperability and interworking of health software products is of increasing
importance and where interoperability failures could have serious consequences, a full and accurate
statement on the characteristics of a health software product will be important. Such a statement could be said
to fall within the broad definition of labelling. It should be recognised that system characteristics,
documentation about the product and instructions for use may all be provided on line and not delivered direct
to the user as with paper.
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8.2.2 Conclusions

A standard on the minimum information required for documentation of the characteristics of healt

h software

products could be advantageous particularly regarding those characteristics that are significant for
interworking and interoperability. The standard for medical devices EN1041 [13] should be reviewed to assess

whether there is a need for a standard on general labelling of health software products.
8.3 Clinical evidence

8.3.1 General

Pre-market approval is predominantly aimed at high risk medical devices and may include the. sul]
clinical data to support claims made for the device. In Australia, regulations require a medical de
s to have clinical evidence that is appropriate to its use and classification.

ould be a matter of debate whether controls on classes of health software jroducts repreg
hest risks should include submission of clinical data. Of significance in such~consideration wo
thq safety of, for example, clinical decision support products (some of which would be in classes re
thg highest risk), will depend on the soundness and currency of the clinical evidence which

foyndation of decision support algorithms and pathways. Regarding the-latter, clinical eviden
redgarded in two contexts:

evidence of the validity of the clinical data supporting decision‘support and the way the softw
that evidence;

clinical evidence drawn from use of the product in the field, e.g. in limited controlled applications

mission of
ice of any

enting the
ld be that
presenting
ies at the
Ce can be

are utilizes

D.

14155 [14] on clinical investigation of medical devices for human subjects could have application here.

If the submission of clinical evidence forms part of the controls over safety of health software groducts, a
stgndard in the form of guidelines would appear to be warranted, tailored to the characteristic§ of health
software products such as decision support. Such a standard should cover both clinical evidencq regarding
thqg validity of data underpinning‘decision support and its use by the software plus clinical evidence drawn
from use of the product. In thatcontext, ISO 14155 [14] should be reviewed for its applicability.
8.4 Incident reporting
8.41 General
A fequirement for medical devices is the reporting of incidents that may have caused or contributgd to death
or gerious.injury to a patient.
nticipated.

AThere are
— ISO/TS 19218:2005 [15];
— the GHTF for medical devices [16l;
— FDA MedWatch;
— the general reporting requirements of the UK National Patient Safety Agency [17];
© 1SO 2007 — All rights reserved 7
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— the work in ISO TC 215 Pharmacy and Medication Business Working Group (WG 6) which is drafting a
standard on the electronic reporting of adverse drug reactions (Bibliography [18]) which itself is based on
national and international documentation.

8.4.2 Conclusions

A standard for electronic reporting of adverse incidents involving health software products should be
considered.

8.5 Quality systems

8.5.1 Geheral

At the heaft of any controls on health software products, particularly those in classes representing-highest risk,
will be a r¢quirement for quality systems. Whereas a standard on quality systems (such as IS©9000 serigs)
may encompass design control and risk management, they are unlikely to cover these aspects in the detail
required. Thus, in the medical device field there are separate standards for quality systems, design control
and risk mpnagement. The same would probably apply to health software products.

Quality sy$tems can be very effective in ensuring that final products are consistent in their quality but if fhe
original dekign is poor the danger is that, whilst all the final products will be consistently the same, they wil all
be consistently poor. Thus, essential features of good quality systems are/design control which is considefed
in 8.6 and the requirement for risk analyses and risk management or mitigation which is considered in 8.7.
Whereas quality systems for health software products will share -many of the characteristics of those |for
medical dgvices (and products in general), there are existing standards applicable to software which might|be
more suitgble as a baseline. The following considers a number-6f those of significance. In general they coyer
matters such as:

— planning product realization such as software life\Cycle, quality planning, customer-related processgs,
design control and risk management;

— docunmentation such as quality manual and:control of documents and records;

— management responsibility including'management commitment, customer focus, quality policy and qudlity
management system planning;

— allocation of responsibilities @nd authority;
— communication;
— resoufce management including competence, awareness and training and the work environment;

— managementreviews.

8.5.2 Quiality system standards specific to medical devices

Many manufacturers of medical devices have implemented a quality system as a way of satisfying legislative
controls.

In most European countries, manufacturers of medical devices have implemented a quality system as a way
of satisfying an EU medical devices directive (Bibliography [19]). However, in line with the EU's stance on
New Approach Directives (Bibliography [20]), it refers to an assumption of conformity if the manufacturer's
quality system complies with “harmonized standards” but does not name them. However, in a listing of
guidance on medical device directives (Bibliography [21]), the entry relating to quality systems refers to
documents from GHTF.
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GHTF guidance was, until June 2005, contained in the document “Guidance on Quality Systems for the
Design and Manufacture of Medical Device” [22]. This was in turn based on ISO 9001 (1994 version) [23]. In
2005 this guidance was withdrawn in favour of ISO/TR 14969:2004 [24] in the drafting of which GHTF
participated. This Technical Report is, in itself, again firmly based on ISO 9001.

In the USA, Good Manufacturing Practice requirements are set out in the Quality Systems (QS)
Regulations [29]. The preamble describes the public comments received and the FDA responses. Within the
latter it is made clear that the requirements are substantially based on ISO 9001:1994 [23] and were drawn up
in close collaboration with the GHTF. The FDA Medical Devices Quality System Manual for Small Entities
Chapter 2 “Quality Systems”[26] similarly states that the GMP requirements “are harmonized with
ISQ 9001:1994 and 1SO 13485 [27) (which in itself is based on ISO 9001)

The situation in Australia and Canada is similar. Their QS requirements for medical devices are.als¢ based on
thg ISO 9000 series.

Clearly, if health software products were to be subject to controls regarding quality mapagement systems, any
stgndard should be based on ISO 9001:2000 [28]. The question that arises is whether there alrdady exists
su¢h a standard which might be directly applied.

The standards applicable to medical devices are obvious candidates. As already noted, the standard referred
to {n the context of the EU Medical Devices Directive is the GHTF Guidange'on Quality Systems [22} which has
been withdrawn in favour of ISO/TR 14969:2004 “Guidance on the ‘application Of ISO 13485[2003” [24],
ISQ 13485:2003 [27] (“Quality management systems — Requirements for regulatory purposes”) is| as its title
mgkes clear, specifically written for “regulatory purposes” and is dédicated to medical devices. It would not be
suitable for health software products for two reasons:

—| although its definition of a “medical device” is that of they\GHTF and thereby includes “softwaref (see A.3)
it is clearly not written with health software products in mind;

—| it is written for “regulatory” purposes, and this Technical Report is not based on the premise that controls
will necessarily be regulatory; some -@f, the emissions and amendments to ISQ 9001 in
ISO/TR 14969:2004 [24] and ISO 13485:2008 1271 may not be warranted in a non-regulatory enviironment.

Nevertheless, the basic content and reguirements would appear to be as applicable to health software
prqducts as they are to medical devices.

=

8.9.3 Quality systems standards specific to software

Anpther possible approach ¢ojya standard for health software products based on ISO 9001 is to examine the
ISQ 9001-based existing™ standards that apply to software generally. The obvious candidate is
ISQ/IEC 90003:2004 “Guidelines for the application of ISO 9001:2000 to computer software” 2],

The latter in turn.fefers to a number of ISO/IEC standards, particularly ISO/IEC 12207:1995 [30] or| “Software
life cycle processes”, its 2002 Amendment [31] and its application guide ISO/IEC TR 15271 [32],

ISQ/IEC 9003:2004 could be directly applied to health software products and could therefore be the existing
stgndardof choice. Its possible disadvantages would be in a lack of reference to the ISO 9001-based
stdndards for medical devices.

8.5.4 Conclusions

If one of the controls for ensuring the safety of health software products is the requirement for a quality
management system, any necessary standards should be based on ISO 9001:2000 [28],

If it is considered that a new standard specific to health software products is required, it should be based upon
examination of ISO/IEC 90003:2004 [29]:

— as a possible candidate without amendment or

— as the baseline with possible amendments specific to health software products (taking into account the
requirements for medical devices in 1ISO 13485:2003 [27] and its associated guide ISO/TR 14969:2004 [24],
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8.6 Design control

8.6.1 General
Design control is a feature of most legislative approaches.

Insofar as the EU has recommendations on design control it defers to GHTF documents. GHTF guidance was,
until June 2005, contained in the document “Design Control Guidance for Medical Device Manufacturers” [331,

In 2005, this guidance was withdrawn in favour of ISO/TR 14969:2004 [24] “Quality systems management
systems — Guidance on the application of ISO 13485:2003” This essentially replaced 44 pages of guidance
with 8 paggs in ISO/TR 14969:2004, Clause 7. This has resulted in some loss of advice detail.

Australia gnd Canada have the same approach as GHTF.
In the USA, the FDA has issued “Design Control Guidance for Medical Device Manufacturers’d34), It relateg to
the FDA Regulations 820.30 on “Design Controls” and 4.4 of 1ISO 9001:1994. It covers the 'same ground|as
the GHTF guidance namely:

— design and development planning;
— design input;

— design review;

— design verification;

— design validation;

— design transfer;

— design changes;

— design history file.

Even though produced for a regulatory \environment (which this Technical Report does not assume), the
substance|of these requirements wouldyapply just as well to health software products as to medical devices.
Neverthelgss, they are not altogether suitable because:
— the edamples and text are medical device-orientated and therefore not suited to health software produdts;

— some [of the requirements could usefully be tailored to software;

— more fetail relevant to health software products particularly, for example, decision support systems, could
be wafranted-(see below).

Design of| decision support systems and later design changes will include underlying decision supgort
algorithms and clinical data. Thus, an e-prescribing system will, for example, provide for alerts on contra-
indications for medication for young children or pregnant women and for cross reaction between medications.
Such features will be heavily dependent on clinical evidence which will change with time. Deficiencies and
failure to keep up to date could have serious and even fatal consequences. Here, strong control over initial
design and design change, e.g. updates, will be of paramount importance for safety. Any standard on design
control for health software products should therefore deal with these types of feature, e.g. possible
requirements for peer review of clinical evidence. Existing standards are inadequate in these respects.
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8.6.2 Conclusions

If design control is to be part of the requirements for ensuring the safety of health software products, then a
standard specific to health software products should be considered. Whereas such a standard should draw
upon the basic requirements of design control standards for medical devices, see Bibliography [24] [33] [34],
these should be tailored to health software products and tackle specific needs such as control of algorithms
and use of clinical evidence in products like decision support systems.

8.7 Risk management

8.

.1 General

There are many standards relating to risk management which could be candidates for applieatio

SO
to:

9.1

pa
an

tware products. Annex C reviews a number of the most significant in the context of thaSe -which

“enterprise risk management” processes;
healthcare products, particularly medical devices;

other areas such as information security management.

.1.2 Conclusions

sk management is to be part of the requirements for ensuring the safety of health software produ
a new standard, consistent at a high level with(the results of the 1ISO/TMB WG [33], ISO

should embody the concepts in GHTF/SG3/NI5R8 [39] and build on the experience of t
CRAMM [40] with ISO/IEC 17799 [65].

The new standard should be backed-by-an implementation guide specific to health software prg

Standards relevant to.risks of a particular nature

General
particular health software product, or health software products in general, may be subject to
ticular nature,.Examples which would apply to most health software products and for which the
j/or CEN standards specific to health software products are:

securitysin the context of protection of personal information;

h to health
are related

cts then:

14971 [36],

IEC 61508-3 [37] and IEC 61508-5 [38] is required Specifically for health software products. That standard

he use of

ducts.

risks of a
re are ISO

authentication of healthcare professionals;

the correct unambiguous identification of patients.

9.2 Conclusions

Wherever risks of a particular nature are addressed by standards, products should be designed to comply
with them.
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10 Observation on safety and risks in the user domain

10.1 General

This Technical Report is limited to ensuring the safety of health software products in the manufacturing
domain (which includes design and development). However even if safety has been ensured in manufacture it
is recognised that, when health software is implemented and used in the user domain, e.g. in a hospital or
with a general practitioner, new risks can emerge. This is particularly so where health software from different
suppliers is expected to interoperate and interconnect, whether directly connected or networked, and to do so
with interfaces with medical devices that embody software. This aspect of safety will need to be addressed.

10.2 Cc

Standards

11 Taxag

pbnclusions

for ensuring the safety of health software in the user environment should be addressed-

nomies

11.1 General

What comprises a health software product lacks clarity and this needs, to_be addressed by a taxono

(structure
be benefi

— health

— proce

1 list) of health software. Similarly, for reporting of adverse events an underpinning taxonomy wo
ial, e.g.:

software product (e.g. medication decision support);

5ses (medication dispensing);

— outcofnes (allergic reaction or severe harm).

11.2 Cc

A taxonom
produced.

bnclusions

y of health software products and-a taxonomy to underpin reporting of adverse events should

12 Summary of conclusions

If health s¢ftware products—are to be regulated or controlled formally or informally at national, regional or Io

level, the
needed an

1)

f
s

controls will heed to be founded on standards. This Technical Report considers the standa
d their naturé: The conclusions are as follows.

my
uld

be

cal
rds

controls are to be proportionate to the risk that a product might present to a patient, then he

S

of safety risks from health software’

ftware pr ts. The | Technical ification “Cl ifi

risk classes in its Table 4.

"[11] is deemed the most appropriate, subject to validation of its

2) If pre-market notification, organization and product registration are required, they do not appear to
require standards development (see 8.1).

3) A standard on the minimum information required for documentation of the characteristics of health
software products could be advantageous particularly regarding those characteristics that are
significant for interworking and interoperability. The standard for medical devices EN1041 [3] should
be reviewed to assess whether there is a need for a standard on general labelling of health software
products (see 8.2).

12

© 1SO 2007 — All rights reserved


https://standardsiso.com/api/?name=0f313b4c6322f18f6659970c04023300

Th

ISO/TR 27809:2007(E)

4) The submission of clinical evidence might be required for some health software products,
of highest risk of the nature of decision support. If so, a standard in the form of guidelines

e.g. those
specific to

health software products, would be desirable. Such a standard should cover both clinical evidence
regarding the validity of data underpinning decision support and its use by the software plus clinical
evidence drawn from use of the product. In that context, ISO 14155 [14] should be reviewed for its

applicability (see 8.3).

5) Incident reporting may be regarded as necessary, in which case a standard on electronic reporting of

adverse incidents involving health software products should be considered (see 8.4).

R) If one of the cantrols for nncnring the enfnfy of health software prnr’lnr\fe is the rnqnirn

ment for a

quality management system (see 8.5), any necessary standards should b€
ISO 9001:2000 [28]_ If it is concluded that a new standard specific to health software
required, it should be based upon examination of ISO/IEC 90003:2004 [29]:

— as a possible candidate without amendment or

— as the baseline with possible amendments specific to health software products (
account the requirements for medical devices in 1ISO 13485:2008 [27] and its associ
ISO/TR 14969:2004 [24],

then a standard specific to health software products should.be considered (see Clause 10
such a standard should draw upon the basic requirements of design control standards fi
devices, see Bibliography [24] [33] [34], these should be tailored to health software prq
tackle specific needs such as control of algorithms*and use of clinical evidence in pr
decision support systems.

8) If risk management is to be part of the requirements for ensuring the safety of healt
products then:

— a new standard, consistent.@t a high level with the results of the ISO/TMEH

products; that standard _shodld embody the concepts in GHTF/SG3/NI5R8 [39] and b
experience of the use of. CGRAMM [40] with ISO/IEC 17799 [65];

— the new standardyshould be backed by an implementation guide specific to healt
products.

9) Wherever risks~of a particular nature are addressed by standards, products should be d
comply with-them.

10) Standards for ensuring the safety of health software in the user environment should be add

11) Actaxonomy of health software products and a taxonomy to underpin reporting of adve]
should be produced.

based on
roducts is

laking into
ated guide

7) If design control is to be part of the requirements for ensuring-the safety of health softwarg products,

. Whereas
or medical
ducts and
bducts like

h software

B WG [39],

ISO 14971 [36] |[EC 61508-3.1371 and IEC 61538-5 [38] s required specifically for heal{h software

Lild on the

n software

esigned to

ressed.

rse events

ese conclusions poIint 1o a portrolio or Standards necessary 10 ensure the safety Of health sortwar

products.

However, it may not be necessary for there to be one standard for each conclusion. Thus, the requirements
for design control and risk management might be part of a standard on quality systems. What will be
necessary is a strategic approach to the whole.
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NOTE

Annex A
(informative)

Position regarding medical devices in different countries

This review is only for the purpose of this document and seeks to highlight and summarise only those aspects
of significance to this document. It should not be used as a definitive guide in any respect or for any purpose (the original

documenta

A.1 The

lon and the competent national authorities should be reterred 10).

EU, Australia and Canada

A.1.1 General

The EU, A
on, medicd

A.1.2 Th

| devices and are therefore considered under the same heading.

e EU

In the EU medical devices are controlled through three directives, namely:

— 90/38
— 93/42
— 98/79

The “activ
body, e.g.

The direct
ranging frg

The direct]

h/EEC of 20 June 1990 [41] concerning active implantable.medical devices;
EEC of 14 June 1993 ['9 concerning medical devices;
EC of 27 October 1998 [42] on in vitro diagnastic' medical devices.

p implantable medical device” directive rrefers to all powered or partial implants that are left in
heart pacemakers.

ve “concerning medical devices”-covers most other medical devices (not just medical electrig
m, for example, first aid bandages, hip prostheses, X-ray equipment, ECGs, heart valves.

ve “on in vitro diagnostic medical devices” covers any medical device that is a reagent, reag

product, calibrator, control material, kit, instrument, apparatus, equipment or system intended for use in v

for the ex
Examples

For the pu

amination of specimens, including blood and tissue donations, derived from the human bo
are blood grougingreagents, test kits for pregnancy or for hepatitis B.

poses of thg directives, a medical device is defined as:

including the-software necessary for its proper application, intended by the manufacturer to be used on hun

ustralia and Canada have, to a large extent, adopted the same legislative approach to, and controls

the

al)

ent
jtro

dy.

pon,
an

“any instnEment, apparatus, appliance material or other article, whether used alone or in combinati

beings for

hanurnosa-of-
tHE-PHHPOSE-O+

— diagnosis, prevention, monitoring, treatment or alleviation of disease;

— diagnosis, monitoring, treatment, or alleviation of or compensation for an injury or handicap;

— investigation, replacement or modification of the anatomy or of a physiological process;

— control of conception

and which does not achieve its principal intended action in or on the human body by pharmacological,
immunological or metabolic means, but which may be assisted in its function by such means”.

14
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This definition encompasses only software “necessary for the proper application” of a medical device but the
definition is likely to change in the near future to recognise some software as a medical device in its own right.

The Medical Devices and the Vitro Diagnostic Medical Devices Directive includes a system of classification
whereby the level of regulatory control applied to a device is related to the perceived degree of risk associated
with the device.

The controls exerted on a medical device cover matters such as registration of manufacturers and products,
requirements regarding design and production, and inspection to ensure requirements are met.

Auptralia adopted a new regulatory system for medical devices on 4 October 2002, see Biblioghaphly [43] [44],
based on the international regulatory model developed by the Global Harmonization Task Force |(see [55]).
The latter and the Australian system itself have many similarities with the EU Regulatory Systems. The
differences between Australia and the EU, see Bibliography [45] [46], are not significant in the context of this
dogument. Thus the definition of a medical device, the classification systems, the requirements for fegistration
angd the control measures are essentially the same as the EU.

Aslin the EU, software is encompassed only if it is software necessary for,the*proper application” of a medical
deyice. Australia has an Australian Register of Therapeutic Goods (ARTG). A word search for “soffware” and
cdmputer” has revealed only software systems necessary for the properapplication of medical dev|ces but no
software systems of the nature of health software products in the‘context of this document (the nearest was
Pigture Archiving and Communication systems — PACS software). Similarly in the Australian classification
sygtem the only software classified was “software for image processing”.

A.1.4 Canada

In £anada medical devices are controlled through the Medical Devices Regulations [47] and the sections of the
Fopd and Drugs Act applicable to medical devices. Health Canada is responsible for managing national
compliance and enforcement, see Bibliography, [48].

Although the definition of a medical .device does not include mention of software, the Medical Devices
Regulations include the requirement that:

“If a medical device consists of or contains software, the software shall be designed to perform as
intended by the manufacturers, and the software shall be validated”.

Mgdical devices and in-vitro diagnostic devices are classified through rules developed so that they are
“hgrmonized” with ¢the"EU device classification rules and the device classifications of the [USA, see
Bihliography [49] {50]. Classification for medical devices is substantially the same as Australia and the EU.
Software is not‘explicitly mentioned except software that is associated with or dedicated to certa|n devices,
e.d. active therapeutic and diagnostic devices, those emitting radiation, drug delivery and gnaesthetic
eqlipment.:Software is also mentioned in the context of that which is intended to be used wjth in vitro
diggnostie-devices.

Th in verifying
the class of medlcal devices, see Blbllography [51] AIthough thls mcludes a category “computer” the
descriptions of systems are all associated with particular types of medical devices. Therefore no software is
encompassed by controls, which is of the nature of health software products in the context of this document.

A.2 USA

In the USA medical devices are controlled by the Food and Drug Administration (FDA) and its Center for
Devices and Radiological Health (CDRH).

© 1SO 2007 — All rights reserved 15


https://standardsiso.com/api/?name=0f313b4c6322f18f6659970c04023300

ISO/TR 27809:2007(E)

As defined by the Federal Food Drug and Cosmetic Act a medical device is:

“an instrument, apparatus, implement, machine, contrivance, implant, in vitro reagent, or other similar or
related article, including a component part, or accessory which is:

— recognized in the official National Formulary, or the United States Pharmacopoeia, or any supplement to
them, intended for use in the diagnosis of disease or other conditions, or in the cure, mitigation, treatment,
or prevention of disease, in man or other animals, or intended to affect the structure or any function of the
body of man or other animals, and which does not achieve any of its primary intended purposes through
chemical action within or on the body of man or other animals and which is not dependent upon being

metatr\“—lnﬂ fortha achievemant of anv of ite nrimary intandad niirnncac ”
£ e—+etHeacrHeVeeRt-oiahy-o+-h{SpHAaH - eRaeapuUp 0

Software which is “contained” in a medical device including “off the shelf’ software used in medical devices is
encompasped by these controls, see Bibliography [52] [53]. Guidance on General Principles of |Software
Validation [24] applies to:

— softwgre used as a component, part, or accessory of a medical device;
— softwgre that is itself a medical device (e.g. blood establishment software);

— softwgre used in the production of a device (e.g. programmable logic“centrollers in manufacturing
equipment);

— softwgre used in implementation of the device manufacturer's quality’system (e.g. software that records
and naintains the device history record).

It can thergby be taken that medical device controls apply to software as defined above.

An uncertgin point is what software constitutes a medical device in itself. Software that is encompassed by the
definition pf a medical device clearly would be. However, health software products in the context of this
document [could not in essence be described as “an instrument, apparatus, implement, machine, contrivance,
implant, in| vitro reagent, or other similar or related "article including part, or accessory”. On the other handg, it
might have one of the functions in the definition ef'a medical device such as “intended for use in the diagndsis
of disease|or other conditions”. Examination of the FDA/CHRA Product Codes and the scope of “Classificafjon
Device Papels” does not resolve the matter. Whether or not software in the sense of health software products
could be described as a medical device,\in practice very few health software products in the context of this
document seem to be regulated software:

However, whether or not this is the case, the purpose of examining the medical device regulations ig| to
determine (whether any software in relation to medical devices is controlled and subject to guidance, efc.,
which cou|d be applicable-to)software which is not controlled, i.e. to health software products. In the USA
there is such guidance and.controls which could be considered (e.g. see B.3).

The USA s$ystem for,_classifying medical devices, although different in some respects, is essentially the same
as that in the EU ~Australia, Canada and the GHTF, at least in the context of this document. However, FDA
guidelines|relating to software contained in medical devices (see Bibliography [52]) includes a system [for
classifying[such software according to risk or “level of concern”. This classification is considered further in B.3
in relation to health software products.

A.3 The Global Harmonization Task Force (GHTF)

The GHTF is a voluntary group of representatives from national medical device regulatory authorities and
regulated industry. Its purpose is to encourage convergence in regulatory practices related to ensuring the
safety/effectiveness/performance and quality of medical devices. Through its five study groups it publishes
guidance, some of which is relevant to this document.
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The GHTF “harmonized” definition of a medical device, see Bibliography [8], is as follows:

“Medical device means any instrument, apparatus, implement, machine, appliance, implant, in vitro reagent or
calibrator, software, material or other similar or related article:

a)

intended by the manufacturer to be used, alone or in combination, for human beings for one or more of

the specific purpose(s) of:

— diagnosis, prevention, monitoring, treatment or alleviation of disease;

b)

Th
ex
ac
ma
Ho

Th
fod

‘Wi

software falls within the seope’ of the definition for a ‘medical device’, it should be classified as follow

Ho

i d;dyl IUD;D, 1TTUl I;tUI ;I Y, tl Uatl 11Tl It, a“cviati\.u I Uf Ul CUTTTPTI IDGt;UI 1 fUI all il Ijul Yy
— investigation, replacement, modification, or support of the anatomy or of a physiologi€alprd
— supporting or sustaining life;

— control of conception;

— disinfection of medical devices;

— providing information for medical or diagnostic purposes by means of in vitro;
— examination of specimens derived from the human body;

which does not achieve its primary intended action in.or on the human body by pharm
immunological or metabolic means, but which may be‘assisted in its intended function by such

s differs significantly from the definitions in the "EU, Australia, Canada and USA in that “s
plicitly defined as a medical device rather than_bging encompassed as necessary for the applic
cessory to, a medical device. However, the software covered is restricted by the bulleted functio
ny health software products would not be embraced by these functions and thereby would be ou
wever, some would be covered, e.g. “software for the specific purpose of diagnosis of disease”.

b GHTF has proposed a document)on the “Principles of Medical Devices Classification” [99]. |
r classes. The only explicit reference to software is as follows:

hile most software is incorperated into the medical device itself, some is not. Provided such s
where it drives corhinfluences the use of a separate medical device, it will have the same cl
device itself;

where itis’ independent of any other medical device, it is classified in its own right using t
Clause8”

wever, the sixteen rules in Clause 8 make no further mention of software in the rules themse

CesS,;

acological,
means”.

bftware” is
qtion of, or

ns. Clearly
t of scope.

proposes
tand-alone
S:

ass as the

he rules in

ves or the

ex
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nt, the risk

is not defined in terms of consequence; e.g. injury but non-stated, implied seriousness of consequence based,
for example, on whether a device is invasive or not. In that sense it is essentially the same as the

cla

ssification systems in the EU, Australia, Canada and the USA.
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NOTE

Annex B
(informative)

Analysis of classification procedures

This review is only for the purpose of this document and seeks to highlight and summarise only those aspects
of significance to this document. It should not be used as a definitive guide in any respect or for any purpose (the original

documenta

B.1 EU,

Whereas

Canada are, for the purposes of this document, essentially the same. As an illustration the following provig

the essend
The EU ru
vast rangs
Devices cq
— Class
— Class
— Class
— Class
The differg
The annex
ambiguitie
than oner

The rules
etc., rathe

There are
— Rules

— Rules

lon and the competent national authorities should be reterred 10).

Australian, Canadian and GHTF medical device classification
here are some differences, the system of classifying medical devices in the EU,” Australia 3
e of classifying a medical device in the EU. It draws on a UK MDA Bulletin No<10 [56],

les are set out in Annex IX of the medical devices directive 93/42/EECAI. The directive cover|
vered by the directive are grouped into four classes as follows:

| - generally described as low risk;

lla - generally described as medium risk;

IIb - generally described as medium risk;

Il - generally described as high risk.

nce between each class rests in the chaice of conformity assessment procedures available.
opens with a series of definitions\(invasive, active, long-term, etc.) so as to minimize any possi
5. There follows a series of implementing rules which lay down the basic principles, such as “If m

Ile applies to a device, the highest classification stands”.

Are a set of broad statements relating to situations, functions, parts of the body treated, properti
than a list of products, Which would require constant updating.

1 groups within‘the rules as follows:
1-4 non-invasive devices;

5-8 invasive devices;

nd
les

5 a

of products from first-aid bandages and walking frames to CT scanners and non-active implants.

ble
bre

— Rules

— Rules

9-12  additional rules applicable to active devices;

13-18 miscellaneous rules for products which merit a higher classification than they might

otherwise be assigned.

Whereas it is not the purpose of this Technical Report to examine all these rules in detail, they are clearly not
meant for health software products and would not be suitable for them. If they were to be applied, all health

software p

roducts would be deemed Class | “low risk”. This is clearly not a suitable process.

The Australian (Bibliography [57]) and Canadian (Bibliography [49]) classification processes would be

unsuitable

18

for the same reasons as would those of the GHTF (Bibliography [55]).
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B.2 USA medical device classification

The classification process in the USA, has a somewhat more extensive definition of risk than “low”, “medium”,
“high”, e.g. Class lll devices are those that “support or sustain life, are of substantial importance in preventing
impairment of human health, or which present a potential, unreasonable risk of iliness or injury”. Nevertheless,
the classification process, including USA Classification Device Panels, does not appear suitable for health
software products for the same reasons as for Australia, Canada and the EU.

B.3 USA FDA guidance related to software classification

The USA FDA has issued guidance on software encompassed by medical device controls. It contains material
of gignificance for this Technical Report.

The “Guidance for the Content of Premarket Submissions for Software contained dn-Medical Pevices” [°]
prqvides a classification of such software based on the “level of concern” it represents, to the safety|of patients
or pperators. The nature and extent of documentation required for a premarket submission is ther] related to
thq level of concern. The level of concern “refers to an estimate of the severity<of injury that a dgvice could
permit or inflict, either directly or indirectly, on a patient or operator as a result'of device failures, design flaws,
or [simply by virtue of employing the device for its intended use”. The guidance recognises threg levels of
concern:

—| maijor: if a failure or latent flaw could directly result in death or-Serious injury to the patient or operator; the
level of concern is also major if a failure or latent flaw could“indirectly result in death or serioyis injury of
the patient or operator through incorrect or delayed information or through the action of a care provider;
—| moderate: if a failure or latent design flaw could dirfectly result in minor injury to the patient or operator;
the level of concern is also moderate if a failure or'latent flaw could indirectly result in minor injury to the
patient or operator through incorrect or delayediinformation or through the action of a care provjder;

—| minor: if failures or latent design flaws are~unlikely to cause any injury to the patient or operator
Sefious injury is defined as an injury orllness that:

—1| is life threatening;

—| results in permanent impairment of a body function or permanent damage to a body structure;

—| necessitates medical or surgical intervention to preclude permanent impairment of a body function or
permanent damage to a body structure.

“‘Permanent” is.defined as “irreversible impairment or damage to a body structure or function exclyding trivial
impairment ordamage”.

A mhingr injury is one which does not meet the definition of serious.

Of ‘particutar-significance isthe recommendation that thetevetof toncermisassessed“before mitigating any
hazard”, i.e. the software device should be assessed as though hazard mitigations had not been implemented.

This recommendation is in essence reflected in FDA guidance on Off-the-Shelf Software Use in Medical
Devices [10] which contains the following FDA CDRH view.

“Because the risk estimates for hazards related to software cannot easily be estimated based on software
failure rates, CDRH has concluded that engineering risk management for medical device software should
focus on the severity of the harm that could result from the software failure. Hazard analysis is defined as the
identification of hazards and their initiating causes (IEC 60601-1-4 [67]). Based on the definition of risk analysis
in 1ISO 14971 [36] and EN 1441 [68] hazard analysis is actually a subset of risk analysis; because risk analysis
for software cannot be based on probability of occurrence, the actual function of risk analysis for software can
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then be reduced to a hazard analysis function. Technically speaking, the use of either term risk or hazard
analysis is appropriate. However, CDRH has chosen to use the term hazard analysis to reinforce the concept
that calculating risk based on software failure rates is generally not justified, and that it is more appropriate to
manage software safety risk based on the severity of harm rather than the software failure rates.”

The off-the shelf software guidance also proposes a classification based on “level of concern” with definitions
which are substantially the same.

These FDA guidance documents point the way to possible approaches for health software products, although
it should be noted that the guidance on software in medical devices clearly states that the guidance on “level
. o i . s . )

B.4 ISO|CEN classification of health software products
ISO and CEN, through their health informatics technical committees ISO/TC 215 and CEN/TC 251, have
published [ identical Technical Specifications on classification of safety risks from health softwgre,
see Bibliography [11] [12]. These Technical Specifications provide the means for broad screening of heglth
software pfoducts so as to classify them according to the risk they might present-te_patients. One anticipaled
applicatior| of the classification is as a precursor to assigning design and produgction controls appropriatd to
risk.
The Techrjical Specifications propose five “risk classes” based on the “Consequences” to a patient if a heglth
software groduct were “to malfunction or be the cause of an adverse event’ and the “likelihood” that the
“consequence” would be realised in “reasonably foreseeable circumstances”.
Consequepces are categorized as:

— catasfrophic;

— major
— considerable;
— significant;
— minor

The meaning of these categeories is tabulated in Table B.1.
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Table B.1
Interpretation
Category Conseauence Number of patients
q affected
Deaths Multiple
Catastrophic |Permanent life-changing incapacity and any condition for which the Multiple
prognosis is death or permanent life-changing incapacity; severe injury or
severe incapacity from which recovery is not expected in the short term.
Death Sihgle
Permanent life-changing incapacity and any condition for which the Single
prognosis is death or permanent life-changing incapacity; severe injury or
Major severe incapacity from which recovery is not expected in the short term.
Severe injury or severe incapacity from which recovery is expected in the Multiple
short term.
Severe psychological trauma Multiple
Severe injury or severe incapacity from which recovery is expected in the Singl¢
short term.
Considerable | Severe psychological trauma Single
Minor injury or injuries from which recovery is not expe¢ted in the short term. Multiple
Significant psychological trauma Multiple
Minor injury or injuries from which recovery is not expected in the short term. Single
o Significant psychological trauma Single
bignificant
Minor injury from which recovery is expécted in the short term. Multiple
Minor psychological upset; inconvenience Multiple
Minor Minor injury from which recovery is expected in the short term; minor Singlé
psychological upset; inconvenience; any negligible consequence.
The likelihood of a consequence)being realised in practice are categorized as:
—| very high;
—| high;
—| medium;
—| low;
—| «ery low.

The categories are to be interpreted as:

Likelihood Scope
Very high Certain or almost certain; highly likely to occur
High Not certain but very possible; reasonably expected to occur in the majority of cases
Medium Possible; not unlikely to occur
Low Could occur but in the great majority of occasions will not
Very low Negligible or nearly negligible possibility of occurring
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Finally the “risk class” into which a product falls is determined by the following matrix.
Likelihood Consequence
Catastrophic Major Considerable Significant Minor
Very high A A B B c
High A B B c c
Medium B B C D D
Low B C D D E
Very|low C C D E E
Class A represents the highest potential risk and Class E the lowest.

Of significance is the following requirement.

“In identify,
shall not b
circumstar
The poten
and contrg

In identifyi
be the cal
arise, no §

other events external to the product. This aspect is addreSsed by the assignment of likelihood to

consequer
Also the fo

“In assess
the produd
likelihood
consequel

However i
Thus if, fo
consequer

— of the

— of the
place

ng the hazards which a health software product or product type may presént-to a patient, a haz
e dismissed simply because it is believed that the design of the product_is such that there are
ces in which the hazard would arise because of the particular product-or general design featun
ial for harm (hazards) that the product could present shall be determined as if such design featu
Is were not present or malfunctioned.

ng the hazards which a health software product may presentto a patient, if it were to malfunctiorn
se of an unintended event shall also not be dismissed siniply because, even if the hazard werg
dverse consequences to a patient would occur because, for example, of vigilance of the user
ce occurring.”
llowing:

ng likelihood, the likelihood of a consequence shall not be diminished in relation to any featurg
t itself (including associated instruetions for use). Likelihood in the context of this section is not

bf the product malfunctioning or.being responsible for an adverse event. It is the likelihood of
ces of that malfunction or adyerse event actually being realized in practice.

I example, the identified, consequence of a hazardous event could be injury, the likelihood of t
ce resulting in actualinjury to a patient may take account of matters such as the possibility:

Py

ard
no

[es

or
to
or
he

of
the
the

is permissible to take account of reasonably foreseeable circumstances external to the prodyct.

hat

hazardous evént being noticed by a user with appropriate qualifications before the consequence
occurs;

consequence being avoided because the number of events over a period of time which would take
befarethe consequence would result, would enhance the possibility of the hazard being identified;

— thata

patientwoutd-beseen by a heatthcare professionat-before—any tarmoccurredand- i sufficient t

for effective treatment or therapy to be delivered.”

The Technical Specifications provide advice on how to apply these requirements to health software products.

The Technical Specifications' approach to classifying health software products is consistent with the FDA
approach to classifying “software in medical devices” (Bibliography[9]) and “off-the-shelf software”
(Bibliography [10]) (see B.3).

The three FDA “levels of concern” could readily be aligned with the Technical Specifications' five
“consequence” categories. However, the FDA “level of concern” is not explicit in respect to likelihood of a
consequence, e.g. death or injury, actually occurring in practice. It also applies to the safety of the “operator”

as well as

22

to patients rather than solely to the patient per se.

© 1SO 2007 — All rights reserved


https://standardsiso.com/api/?name=0f313b4c6322f18f6659970c04023300

ISO/TR 27809:2007(E)

B.5 Conclusions

The EU, Australian, Canadian, USA and GHTF classification systems for medical devices are not suitable for
health software products.

The FDA CDRH classification of “software in medical devices” and “off-the-shelf’ software could be applied to
health software products.

However, ISO/TS 25238:2007 ['1] describes the most suitable classification system, subject to validation of its
risk classes in its Table 4. It is consistent with the USA FDA CDRH approach to “software in medical devices”
ang~off-the=steifsoftware:
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CA1 Ge

If risk mamagement is to be a control measure then there will be a need for underpinning standards. T|
annex con

NOTE
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documentat
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C.3 Min

Annex C
(informative)

Risk management

eral

siders the suitability of standards that are currently available.

This review is only for the purpose of this document and seeks to highlight and summarise ,anly-those aspsd
ce to this document. It should not be used as a definitive guide in any respect or for anypurpose (the orig
ion and the competent national authorities should be referred to).

butes necessary for successful uptake of risk management processes

asim
extern

capture of all the key components of risk;

capac
histori

flexibi
the he

the ah
the he

suppag
knowl

le-to-understand underlying process, including logic of calculated results, not mandating the uss
al personnel and other specialists;

ty to measure and weigh elements in a healthcare language and in a context of far-from-compl
c event and incident data that would allow.a’quantitative approach;

ity in terms of analysis detail and controls recommendations, commensurate with the complexity
alth software product, the calculated levels of risk and the stage of the product’s development;

ility to iterate and expand_the)risk assessment and management capabilities as the developmen
alth software product proceeds;

rt for the component-processes, and the complex nature of health software products, in the form
bdge bases, to support use by the “non-expert”.

butes have been used to evaluate the various candidate standards.

his

cts
nal

nagement to be successfully applied to health software products, key attributes need to exist within
the standard(s), guidance and tool(s) adopted. These are:

of

pte

of

of

of

mum components for an effective risk management process

Many areas complementary to health software product development, such as information security, have
adopted risk management processes with considerable effect. Whilst these are considered in C.6, the
identified components of general risk management good practice, also provide useful indicators of an
acceptable process for health software product development:

24

identification of the health software product's component assets and the threats to, and vulnerabilities of,

those

assets;

impact assessment (to the producer, user and patient recipient of the health software product);

threat

likelihood and vulnerability assessment;
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determination of risk levels (as a compound outcome of impact, threat and vulnerability levels);
identification of recommended (i.e. justified and appropriate) controls;
comparison with existing controls, to identify areas of remedial risk;

options for risk treatment, including direct management, risk acceptance, avoidance,
transference, etc.;

risk treatment planning (i.e. of control implementation).

managed

C.

C.4.1 General

A “Enterprise risk management” processes

na

C.4.2 PD 6668:2000 — “Managing risk for corporate.governance”

Th
an

“ETterprise risk management” is an emerging term that is being used to place gréater emphasis on

ure of the process and thus its applicability across the totality of an organization and its operatior

such these standards can be expected to be high level documents, laying out a general framey
n a detailed process model with the associated expertise/knowledge bases to support risk analys
nagement of health software products.

the holistic
S.

vork rather
is and risk

e “published document” PD 6668:2000 [°8] essentially’forms a management primer on risk management

i covers:
a background to the drivers for risk management;
an outline of the broader considerations of corporate governance;
a description of a framework for fisk'management;
a practical guide to delivering business requirements for strategic risk management;

a benchmarking questionnaire for organizations' risk management frameworks.

D

framework encampasses:
the classie,, management systems approach of plan, do, check and act (PDCA);

risk_management activity at three levels (strategic, management, operational);

threat identification;

risk assessment;

deciding on how risks are to be managed;
identifying resources;

planning the management of individual risks;
communications;

monitoring and measuring.
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However, the process model is only given in outline although the concept of “likelihoods” is explicitly
acknowledged. In contrast, there is confusion between threats and countermeasures, e.g. “(failure to
establish) effective contingency arrangements” is quoted as an example of the former rather than as an
example of the latter.

Furthermore, the matrices used are all predicated on “low”, “medium” and “high” type assessments, that do
not therefore lend themselves to any more than 3 classes/measures of risk and thus would deliver
insufficiently customized frameworks of controls.

Finally, and of fundamental importance to this Technical Report, the guidance document gives almost no
guidance on r\nllnfnrmnnellrne, and the lists of other r\nmpr\nnnfc, such as +hrngfc, are prn\lidnr‘l ‘as-examples
only”. As [a high level document, therefore, it is not sufficiently comprehensive nor customized to, the
healthcare| sector to provide a mechanism for ensuring patient safety in respect of health software products

C.4.3 Australia and New Zealand — AS/NZS 4360:2004

The Austrglia and New Zealand standard AS/NZS 4360:2004 [59] has been adopted, at hational level, by a
variety of |healthcare organizations for the purposes of corporate governance, including the UK Natiohal
Health Sefvice. Concepts within it, such as that of “risk treatment”, have also been, taken up in other risk-
based staphdards, such as BS 7799-2:2002 (see C.6.1). It is another high level-description of the requifed
process alpeit with an associated risk management guidelines document. The lattef is more of a compendiim
of possiblg processes rather than a recommended approach.

It sets out a classic/generic “process” for management of risk, independent of a particular industry| or
economic gector, whilst accepting the need for flexibility in implementation.

It notes that the establishment of probability of occurrence and the possible consequences needs to be, and
can be, qalitative, semi-qualitative or quantitative depending.en whether incident statistics exist. Howevef, it
expands gn this with a list of pertinent information sources and techniques that can be employed. The
guidelines|provide more guidance on:

— the cHoice of analysis method (that will need to'be sensitive to the situation);
— workaple consequence and likelihood scales;

— the types of risk measurement scales\that can be applied;

— differgnt techniques for the meaningful expression of risk levels.

In the arex of risk treatment; AS/NZS 4360 again provides significant details on options for the treatment of
risks with megative outcomés-(i.e. as is the case with patient safety risks), with the content addressing:

— avoidihg the risk-by deciding not to start or continue with an activity;

— adoption of measures that will change the likelihood of negative outcomes;

d t £ 4l ot HII | 4l 4 pu | $lo ry 4 £ 1 o
— a Op T UTTITCasSuiTSUiat Wil Uliial T|gyT TS LUTTSTYUTTILTS U TTUULT  UTC TATTTIT UTTTUSSTS = SUUIT as

insurance and contingency planning;
— sharing of risk via contracts, etc., to transfer liability;
— retention/acceptance of risk.
Furthermore, and crucially, it also sets out guidance on designing risk treatment plans that suitably trade off
treatment costs versus benefits to allow objective risk acceptance. In contrast and conflict with this however, it

also focuses strongly upon reducing risk to a level as low as reasonably practical (ALARP). Practice too often
shows this principle is then adulterated into an unsustainable and inappropriate “risk avoidance” mentality.
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As a generic guide, it can be appreciated that this standard is well developed. However, its incomplete
expertise content and lack of healthcare informatics product specifics makes it unsuitable, as it stands, for the
purposes of this Technical Report.

C.4.4 ISO/IEC WG on risk management

The ISO/IEC (Technical Management Board's) Joint Working Group on Risk Management [3%] was formed in
the middle of 2005. The working group’s intention is to create an International Standard based upon
enhancements to an existing national standard where needed. A working draft has been published for
comment. This draft is intended to be:

a

applications...” and “...delivers concepts and frameworks that are independent of legislative_and
conmstraints.” but which are

pra

The document has been structured around:

Dif
an
do
ap
thg

As
de

...applied with minimal modification...” as “...a focus of~evéryday

“

ctice...”.

a set of principles of good risk management practice;
an organizational context for risk management;

a risk management framework, made up of:

— communication and consultation;

— establishing the (business) context;

— risk identification;

— risk evaluation;

— risk treatment;

— monitoring and review.

ferently to its peer standards, this framework includes the evaluation of existing controls as part
ng so is unclear. . Fhe draft is written primarily in terms of risks to an organization, rathe
plication of risk analysis and risk management to the safety of a product. Thus, it would be inag

latter in the context of ensuring the safety of health software products.

with the{other “high level” standards, this working draft contains lists of examples but does
initivelyspecified process with supporting expertise.

C.4.5'Conclusions regarding “enterprise” risk management standards

top-level, generic, guidance document” that “...provides support to existing standards for, specific risk

regulatory
business

of the risk

blysis, thereby not identifying the “underlying” risk and placing the focus on the “net risk”. It's re@soning for

r than the
equate for

not offer a

Not being targeted at healthcare, none of the standards reviewed in this section provides a sufficiently clear or
definitive process model for adoption for the purposes of this Technical Report. However, there is a general
level of commonality between their proposed processes. Various components from each of the documents,
especially those of AS/NZS 4360, would be candidates for adoption for health software products.
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C.5 “Healthcare related” risk management standards

C.5.1 ISO 14971:2007 — Application of risk management to medical devices
ISO 14971:2007 [38] is the recognised International Standard for the application of risk management to
medical devices. The medical devices quality system standard, ISO 13485:2003 [27] refers specifically to

ISO 14971 for risk management. The (FDA) also recognised I1SO 14971 in 2001 as the primary risk
management standard for medical devices.

The final Tmﬂ.oﬂhﬂ&mhﬁlaﬂaﬂsﬁmpmam_wmmw&mﬂﬂmm]
January 2006 (recommendation 4):

“noted therecent efforts by the ISO Technical Management Board (TMB) task force to develop a more glopal
risk management standard. WSC should ensure that development of a more general risk-fmanagement
standard does not pre-empt, change, or interfere with the existing ISO 14971, an International Standgard
commonlylin use by the medical device community.”

ISO 14971 presents an overview of the risk management process that is intended to_be used as part df a
quality system. Conformance to the International Standard requires the following actions:

— establjsh a risk management process;

— establjsh a policy on acceptable risk;

— hire apd train qualified personnel;

— risk analysis;

— risk eyaluation;

— risk cgntrol;

— conduct of a final risk benefit analysis and provision of information on residual risk;
— post groduction information.

The follow|ng risk analysis techniques’are included in ISO 14971:2007:
— Failurg Mode and Effect-Analysis (FMEA);

— Fault Tree Analysis((FTA);

— Hazad and Operability Study (HAZOP).

No impactl assessment tools or techniques are provided and that International Standard blurs together the
concepts of impact assessment,threat and vulnerability assessment and controls. Furthermore it suggests
that the process of making decisions on the acceptability of the identified risks, while taking into account the
mitigations implemented in the design process, is a risk evaluation activity. This is contrary to the consensus
of the other standards reviewed in this Technical Report. A useful risk controls table is, however, included.

C.5.2 GHTF/SG3/NI5R8 — Risk management principles and quality management systems

GHTF/SG3/NI5RS [39] |ooks at the implementation of risk management principles and activities within a quality
management system. It asserts that medical device manufacturers are generally required (e.g. by regulatory
or legislative requirements) to have a quality management system in place as well as processes for
addressing device-related risks.
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Whilst the processes for managing risk can evolve into a stand-alone management system, medical device
manufacturers are recommended to integrate them to reduce costs, eliminate redundancies, and lead to a
more effective management system. The document is intended to assist medical device manufacturers with
the integration of a risk management system or risk management principles and activities, into their existing
quality management system. It does this by way of worked examples.

Annex A of ISO 15941:2007 depicts a matrix of severity of harm versus probability of occurrence (more
accurately likelihood) although the results are suggested as simply “low, medium and high” with red, amber
and green colours assigned to the intersection cells. It also provides a useful, but high level, depiction of a
flow process for risk management within design and development. The importance of considering and
agreeing upon the level of risk that is acceptable is also emphasised as an early step in the process.

ever it does not address the risk management principles within its title in any detail and it(is u
thg document would be immediately usable by other than an expert.

hlikely that

C.p.3 ISO/IEC 62304 — Medical device software lifecycle processes

ISQ/IEC 62304 [61] has been prepared by a joint ISO/IEC working group;ymade up of members of
Supcommittee 62A: Common aspects of electrical equipment used in medical practice, of IEG technical
committee 62: Electrical equipment in medical practice, and finally members 6f'ISO Technical Committee 210,
Quality Management and Corresponding General Aspects for Medical DeVices.

It gombines the requirements for a software life cycle model, as-described in ISO 12207:1995
Amendment 31 with a risk based approach according to <ISO 14971 [36]. |SO 12207 appli
deyelopment and maintenance of medical device software when ‘software is itself a medical devig
software is an embedded or integral part of the final medical device. That International Standar
coyer validation and final release of the medical device, even when the medical device consists
software.

It g
me

rovides a framework of processes, activities and tasks necessary for the safe design and main
dical devices. That International Standard covers controls only in outline.

C.5.4 FDA — Design control guidance for medical device manufacturers
Th
as
to
gu

e FDA document, Design Control-Guidance for Medical Device Manufacturers [34] is written
bistance to device manufacturers in understanding quality system design control requirements 3
the design of medical devices as well as the design of the associated manufacturing proce
dance discusses subjects in“the order in which they appear in the FDA Quality System regula
unlikely to be suited (directly) to all other users. It provides a definition of what design controls ar
thdy are important. However, whilst reference is made that risk management is a process tha
integrated across the,'whole design process, only limited guidance is provided on its content

301 and its
es to the
e or when
i does not
entirely of

tenance of

to provide
nd applies
sses. The

fion that is

e and why
t is to be
within the

segtions.

C.5.5 Australia and Canada

The Ausfralian, Medical Device Guidelines — Conformity Assessment Procedures (621 and the| Canadian
Mddical Device COMPLIANCE and Enforcement Directive [63] both deal with conformity assessment

procedures but neither provides structured discussion of risk management other than by implications.

C.5.6 Conclusions regarding health related risk management standards

The healthcare related standards above routinely use phrases and terms such as “risk analysis”, “risk
assessment” and “risk management”. Most use the terms to reference the classification that a medical device
has been given. However, as has been shown, these classes (whilst they may be the result of a historic formal
assessment) essentially relate to the safety impact that could occur and the levels of threat and vulnerability
(i.e. combined as likelihood) have not been considered adequately, if at all. Indeed, most of these standards
and guidance documents have made extensive use of phrases such as “for example” and “including”, such
that they also do not provide a process that can just be adopted. Instead, some considerable assembly of
knowledge is required to make them effective.
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In contrast, the guidance and standards documents do contain enough content to strongly suggest that
medical devices and health software products are not synonymous.

Furthermore, whilst many of the suggested controls for medical devices would be applicable to health
software products, the nature of these products may require different controls to be applied. Some of the
controls in the above standards are mandated more by legislative objectives than by the defined/identified risk
and this Technical Report makes no assumption about legislative measures.

In developing a standard for ensuring patient safety of health software products, ISO 14971 and
GHTF/SG3/NI5R8 will be the most relevant, although useful components can be obtained from most of the
documents—reviewed

Taken toglther, the above standards and guidelines deliver a useful reminder of the need for risk analysis and
management to cover both the “design and develop” process and, critically, to operate as a|basis| of
“monitoring and maintaining compliance”, i.e. as a “lifecycle” process. This is especially important'as hegilth
software groducts are typically more regularly re-released in new, subtly changed, versiohs rather than
medical dgvices which are more often substituted by materially new products.

C.6 Related risk management standards

C.6.1 B§ 7799-2:2002/ISO/IEC 17799:2005/ISO/IEC 27001:2005

The rangd of documents BS 7799-2:2002/ISO/IEC 17799:2005 [65/ISO/IEC 27001:2005 [64] addresses best
practices in the field of information security management, i.e. the domain within which any health software
product will be operated. BS 7799 was originally developed in 1995.and has since been regularly updated and
increasingly “internationalized”. Inasmuch as its definition . of<information security covers confidentiality,
integrity amd availability, it can be said to already address many of the aspects of safety criticality, especially
when patignt safety is employed as a qualitative impact valuation topic.

The Britisi Standard was made up of two parts.

— Part 1| provides a set of commonly applicable control objectives arranged into sub-groups and mgjor
objectjves.

— Part 2 defines the concept of an-nformation Security Management (Lifecycle) System, consistent with
those|in respect of safety criticality, quality, IT operations and environmental protection. The informatjon
security management systemris. Similarly predicated upon the plan, do, check and act (PDCA) model.

The contrgl objectives are very-relevant to, and could be easily translated into, patient safety risk assessmgnt
concerns. [They cover:

— security policy;

— organ|zationand management of security;

— asset classification and contror;

— personnel security;

— physical and environmental security;

— communications and operations management;
— access control;

— systems development and maintenance;
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