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Historically, Original Equipment Manufacturers (OEMs) had their own communication transceiver gualification requirements
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1. SCOPE

This document covers the requirements for transceiver qualification. Requirements stated in this document will provide a
minimum standard level of performance for the CAN transceiver in the IC to which all compatible transceivers shall be
designed. No other features in the IC are tested or qualified as part of this recommended practice. This will assure robust
serial data communication among all connected devices, regardless of supplier.

The goal of SAE J2962-2 is to commonize approval processes of CAN transceivers across OEMs.

The intended audience includes, but is not limited to, CAN transceiver suppliers, component release engineers, and vehicle
system engineers.

2. REFERENCES

2.1 Applicable Dpcuments

The following publications form a part of this specification to the extent specified herein. Unless othefwise indicated, the
latest issue of SAE|publications shall apply.

2.1.1  SAE Publigations

Available from SAH International, 400 Commonwealth Drive, Warrendale, PA 15096-0001, Tel: 877-606-7323 (inside USA
and Canada) or +1|724-776-4970 (outside USA), www.sae.org.

SAE J2284-1 H

igh-Speed CAN (HSC) for Vehicle Applications at 125.kbps

SAE J2284-2 H

igh-Speed CAN (HSC) for Vehicle Applications at'250 kbps

SAE J2284-3 H

igh-Speed CAN (HSC) for Vehicle Applications at 500 kbps
2.1.2 1SO Publicgtions

Copies of these doguments are available online at.https://webstore.ansi.org/.

ISO 7498 Daltta Processing Systems - Opén Systems Interconnection Standard Reference Model
ISO 7637-1 d Vehicles - Electrical' Disturbances from Conduction and Coupling - Part 1: Definitions and General
siderations

R

C

ISO 7637-2 Road Vehicles - Electrical Disturbances from Conduction and Coupling - Part 2: Electrical Transient
Conduction Along Supply Lines Only
R

ISO 7637-3 d Vehicles - Electrical Disturbances from Conduction and Coupling - Part 3: [Electrical Transient

Trgnsmission by Capacitive And Inductive Coupling via Lines other Than Supply Lines

ISO 10605 Road Vehicles - Test Methods for Electrical Disturbances from Electrostatic Discharge

ISO 11452-4 Road Vehicles - Component Test Methods for Electrical Disturbances from Narrowband Radiated
Electromagnetic Energy - Part 4: Harness Excitation Methods

ISO 11898-1  Road Vehicles - Controller Area Network (CAN) - Part 1: Data Link Layer and Physical Signaling

ISO 11898-2 Road Vehicles - Controller Area Network (CAN) - Part 2: High-Speed Medium Access Unit
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213

Available from
Tel: +41 22 919 02

IEC 62228-1

IEC 62228-3

IEC Central

IEC Publications

Office, 3,
11, www.iec.ch.

rue de Varembe, P.O. Box 131,

General Part and Conditions

Integrated Circuits - EMC Evaluation of CAN Transceivers

2.1.4  Other Publications

Bosch CAN Specification 2.0, Parts A and B

CH-1211 Geneva 20, Switzerland,

CISPR 25
Us

3. DEFINITIONS

The definitions prg

LirJ1its and Methods of Measurement of Radio Disturbance Characteristics for the Prot

£d On-Board Vehicles

vided in SAE J1213-1 apply to this document. Additional or modified definitio

abbreviations inclugled in this document, or relevant to the communication of informatiéh’in a vehicle, ar

section.

3.1 BUSOFF

This is the state tha

such that the bus r¢mains in the recessive state until the CAN controller has been reset by application s

3.2 CAN_H

The CAN_H bus w
during the dominan

3.3 CAN L

The CAN_L bus wi
during the dominan

3.4 CAN-FD ME

Bus message accq
different bit rates in

3.5 DATABITTI

t the CAN controller reaches after a number of errors‘have been detected on the link.

re is fixed to a mean voltage level during the recessive state and is driven in a positi
t bit state.

e is fixed to a mean voltage level during the recessive state and is driven in a negati
t bit state.

5SAGE

rding to 1S@)11898-1:2015(E) where the FDF bit is recessive. A CAN-FD messag
the data field and in the arbitration field.

ME

bction of Receivers

ns, acronyms, and
e catalogued in this

The state is latched

oftware.

ve voltage direction

ve voltage direction

e typically employs

Length of a single

Itin those parts of CAN-FD messages where a dedicated separately contigurable d

ta bit time is used.

The data bit time is not used anywhere in classical CAN messages and is not used in those CAN-FD messages where the

BRS bit is dominant.

3.6 DATA LINK LAYER

Provides the reliable transfer of information across the physical layer. This includes message qualification and error control.
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3.7

DATA SAMPLE POINT (tsampLe)

The sample point is the time within the bit period at which the single data sample captures the state of the bus. The
programmable sample point is located between tsec1 and tsec2. Equation 1 shows the relationship of tsavpLe to tsec2:

tsampLE = tBIT - tsEG2

3.8 DIAGNOSTIC LINK CONNECTOR

(Ea. 1)

Provides the electrical connection between off-board and on-board ECUs. For some vehicles, the diagnostic link connector

is the SAE J1962 ¢

3.9 DISABLING

onnector.

When this functionality is supported and active, then the bus transceiver will not compare messagé,datg

values as to wheth
requests.

3.10 DOMINANT

The dominant stat¢ is represented by a differential voltage greater than a minimum threshold betwe)

CAN_H bus wires.
3.11 ELECTRONI
An on- or off-vehicl
3.12 MUST

The word “must” is
of this specification

3.13 PROTOCOL

Formal set of con

)
administration, fra

3.14 RADIATED H

Radiated emissiong
measure of radiate

3.15 RADIATED |

br or not they match to configured DLC values when scanning messages for.presen

STATE

The dominant state overwrites the recessive state and represents a logic “0” bit valu
C CONTROL UNIT (ECU)

e electronic assembly from which CAN SAE J2284-4 messages may be sent and/or

used to indicate that a binding requirement exists on components or devices that ar

ntions or rules for the exchange of information between ECUs. This includes the sp
e transfer, and physical layer.

MISSIONS

consist of eénergy that emanates from the CAN bus wires. Electric field strength ind
] emissions)

MMUNITY

length code (DLC)
ce of valid wake-up

en the CAN_L and

e.

received.

b outside the scope

ecification of frame

BuV/m is the typical

A property that ensures that the CAN bus wires will not suffer degraded functional operation within its intended
electromagnetic environment.

3.16 RECESSIVE

STATE

The recessive state is represented by an inactive state differential voltage that is approximately 0.0 V. The recessive state

represents a logic “

1” bit value.
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3.17 SHALL
The word “shall” is to be used in the following ways:

a. To state a binding requirement on the CAN interfaces that comprise the ECU, which is verifiable by external
manipulation and/or observation of an input or output.

b. To state a binding requirement upon an ECU that is verifiable through a review of the document.
3.18 SHOULD

The word “should” is used to denote a preference or desired conformance.

3.19 WILL
The word “will” is uged to state an immutable law of physics.

4. ACRONYMS

ALSE Absdrber-Lined Shielded Enclosure
AM Amplitude Modulation

BCI Bulk [Current Injection Testing

CAN Controller Area Network

CAN-FD CAN]|with Flexible Data Rate

CBCI Common Mode BCI

Cw Contjnuous Wave Modulation

DBCI Diffefential Mode BCI

DCC Diregt Capacitor Coupling

DLC Data|Length Code

DUT Devige Under Test

EMC Electromagnetic Compatibility

ESD Elecfrostatic Discharge

FD Flexible Data Rate (Message Format)
FDF Flexible Data Rate Format

INH Inhibit State Output Signal

ISO International Standardization Organization
kbps Kilobits per Second

LED Light Emitting Diode (Indicator)

Mbps Megabits per Second
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MCU

PK

QP

RE

RF

RXD

TVS

TXD

Vbatt

5.

5.1

5.1.1

5.1.2

5.1.3

Microprocessor Control Unit

Peak Limit

Quasi-Peak Limit

Radiated Emissions Testing

Radio Frequency

Tran

Receive Data Signal Line

Tran

REQUIRED TE
Primary Devi

Microcontr

Primary DUT responds to traffic from the monitoring DUT.

Total bus band

If the monitorin
test.

If the monitorin
of the bus traffi

The primary DU
to be indicated
prevent the CA
Square W4

Primary DUT tr
Frequency of 0

Poweér Supply for the ECUs Present in a Communication Network (12 V nominal)

ciant \/altaae - Sunnrassion
PHOH—Y-Orta g8 uppressSton

smit Data Signal Line

ST CIRCUIT
ce Under Test (DUT)

ller-Based Primary DUT Behavior

width shall be a minimum of 90%.

g DUT and the primary DUT contain thesame transceiver, the traffic shall be sym

g DUT does not have the same transceiver as the primary DUT, the primary DUT s
C on average.

are: microprocessor econtrol unit (MCU) reset, loss of power, watchdog timeout, or an
N controller from operating correctly.
ve-Based Primary DUT Behavior

hffic generated from a square wave connected to the transmit data signal line (TXD) v
peration determined by each test setup.

Total bus band

metrical during the

hall contribute 80%

T shall indicate the state.of-health of the mother board (e.g., LED, fault output). Somé¢ examples of faults

ything else that can

ith 50% duty cycle.

idth shall be 100%

Primary DUT Application Circuit

The primary DUT is configured as a non-terminated node (termination is provided in load simulator circuit).
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| +Vbatt |
1 D1
l -[ i Vs
|
| | CANH . .
| JR
! AT~
| C1 C2 i CANL N _
|
i i
i = = i Cc3 , +—~ .4 D2 D3
Sharedwith-the
rest of the ECU — — — ==
Figure 1 - Primary DUT with battery supply
Table 1 - Battery supply components
Componént
Name Label Parameter Min Max Unit
. 4.7% = 10% 22% + 10%
Capacitor C1 50V 50 V uF
. 100% '+ 10%
Capacitor C2 50 V nF
Forward Voltage Drop 1 Volts
Diode D1 Reverse Breakdown 100 Volts
Voltage
Current 100 mA
| +Vdd 3
| |
i T i Vs
| I | CANH *
| PR N
| N |
! €1 C2 | CANL N .
| |
| |
* 1 1
i — = | c3 , +—~ .4 D2 D3
Shared with the
rest or the £ECU = —— = —
Figure 2 - Primary DUT with Vdd supply
Table 2 - Vdd supply components
Component
Name Label Parameter Min Max Unit
Capacitor C1 Follow Vreg manufacturer’s
P recommendations
. 100% = 10%
Capacitor C2 35\ nF
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5.2

Electrostatic Discharge (ESD) Protection Options

Table 3A - Parameters for TVS component performance

IEC 6100Q-4-2 contact

Option A Option B
<
Cuax (pF) 20 pF <50 pF
>20V >20V
Ve 0 0
. 224V =24 V
Vgr Min
. . Bi-directional Bi-directional
Directionatity
TLP
Vo @16 A <80V <40 V.
ESDwmax >15 kV 215-kV

Example
(but not lin

Parts
nited to these)

NXP PESD1CAN (SOT23),

ST ESDCANO04-2BLY (SOT23),
ST ESDCANO04-2BWY (SOT323),
ST ESDCANO03-2BWY (SOT323)

On Semi MMBZ27x (SOT?
SOT323);
ST ESDCANO1-2BLY (SO]

3or

[23)

The ESD protectior

The specific transcgiver circuit allows for a few options as recommended'by the chipset supplier. At least
pwn in Table 3B shall be tested.

three options as sh

components shall be selected for performance according to Table 3A.

Table 3B - ESD protection components

Component
Option No. Name Label Maximum Value
. 100 pF £ 5%(123)
. Capacitor C3,C4 100 V
Zeéner, TVS D2, D3 Not populated
o/ (1,2,3)
Capacitor C3,C4 82 pF £ 5%
100 V
2 Option A
Zener, TVS D2, D3 (see Table 3A)
0/ (1,2,3)
Capacitor C3,C4 47 pF £ 5%
100V
3 Option B
Zener D2, D3 (see Table 3A)

() Qver entire voltage and temperature operating range.

one of the following

) According to SAE J2284-1, 6.3, the total ECU capacitance (Cecu) must be
lower than 130 pF:

130 pF = Cecu = Crransceiver + CESD_protection + (C3 or C4)
The values for C3 or C4 shall be selected to respect maximum Cecu
capacitance.

®)The values for C3 and C4 shall be greater than or equal to 47 pF. This
minimum value may cause some transceivers with high input capacitance
to be incompatible with external TVS selections (Options A and B).

NOTE: If any other protection components are required, the test setup has to be approved directly with the OEM.
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5.3 Monitoring D

5.3.1  Microcontr

Monitoring DU
Total bus band

If the monitorin
test.

If the monitorin
of the bus traffi

The monitoring
symbol error o(

DUt
expected
to pass with
option 1

DUT
passes with
option 1

Run ESDtests with
option 1

Run Transient test.
See below

DUT Passes
Transient Test

.

Run ESDtests with
option 2

put
expected

to pass with

option 2

put
passes with
option 2

DUT Passes
Transient Test

Run Transient test.
See below

.

DUT Passed ESD
tests with
options 1, 2and 3

DUT Passed ESD
tests with
options 2 and 3

Yes—p|

DUt
passes with
option 3

Run ESDtests with
option 3

Run Transient test.
See below

DUT Passes,

»-

DUT not approved

@_T

Figure 3 - ESD protection selection flowchart

UT
bller-Based Monitoring DUT Behavior
[ initiates traffic and indefinitely reattempts communication.

width shall be a minimum of 90%-

g DUT does not have the same transceiver as the primary DUT, the primary DUT s
C on average:

DUT shall-have the capability to indicate a communication fault (e.g., LED, fault out
curs:

o The errors

monitored by the monitoring DUT shall include:

TN\ ransient Tést
No—9

g DUT and the primary DUT contain the same transceiver, the traffic shall be sym

DUT Passed ESD

ves tests with option 3

metrical during the

hall contribute 80%

but) when an active

BUSOFF condition from the microprocessor CAN module.

After logging the fault, the BUSOFF error will cause an immediate re-initialization of the CAN controller in

the microcontroller clearing the BUSOFF condition. Some transceivers may need clearing of the BUSOFF
condition as well.

The monitoring DUT receives less than 80% of expected responses from the primary DUT.

Unexpected RESET or status information.

Incorrect CAN ID information, incorrect DLC, or incorrect data within the received message.
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o The fault indication shall remain ON while the fault is present and shall flash five times at 1 Hz when the fault is

removed.

e The monitoring DUT shall indicate the state of health of the mother board (LED, fault output). Some examples of faults
to be indicated are: MCU reset, loss of power, watchdog timeout, or anything else that can prevent the CAN controller

from operating

correctly.

e How the errors shall be indicated shall be defined in the individual test plans.

5.3.2

Load-Only Monitoring DUT Behavior

The load-only monitoring DUT has no behavior requirements. The load monitoring DUT shall consist of R1, R2, and C5, as

defined in 5.3.3.

The load-only moni
emissions (RE), ev

The load-only mon
5.3.3 Monitoring

The monitor DUT is

,,,,,,,

oring DUT shall not count as a second transceiver under test for bulk current injectior

en if it includes the transceiver since the load is not actively participating.

toring DUT shall only be used with a square wave-based primary DUT-

DUT Application Circuit

configured as a termination node (with split R1/R2 termination).

For D1, C1, and C4

|

1

D1 !
NN |
LA }
1

TN N }
c1| 2 |
|

|

|

|

|

|

|

Shared with the
rest of the ECU

Vs

CANH

CANL

(BCI) and radiated

D2

values, please see Table 1.

D3

Figure 4 - Monitoring DUT with battery supply
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F————————————

CANH *

Vs RI
C3 , — D2

—C5

\
el

7777777777777777777777 | CANL I

Strared-withthe — T
rest of the ECU T4 f&:’

For C1 and C2 valyes, please see Table 2.

Figure 5 - Monitoring DUT with Vdd supply

Table 4 - Termination components

Component
Name Label Typical Tolerance Unit
Capacitor C5 4.7 +10% nF
Resistor R1, R2 604 1% Q

Hor the rest of the components’ values, see 521.3.

5.4 Layout Best Practices

The following layoyt practices have shown to help"DUTs improve test performance:
e Decoupling capacitor shall be as close\to the transceiver as possible.

e CAN_H and CAN_L tracks shouldbe routed adjacent to each other.

e Outside guard fracks for CAN- H and CAN_L.

e Outside guard fracks for receive data signal line (RXD) and TXD tracks from MCU to transceiver.

e Ground plane under transceiver

e The CAH_H and CAN_L traces should be as short as possible, and avoid routing other signal traces between
transceiver and edge connector.

e Transceiver should be located as close to edge connector as possible, and avoid placing other ICs between transceiver
and edge connector.
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5.5 Network Load Simulation Test Circuit

The network load simulation circuit emulates the maximum vehicle bus loading with a network cable.

The network load simulation circuit is specified in each test. See the text and diagrams in each section.

The load simulation box is different for CAN 500 kbps versus CAN-FD 2 Mb data rate. Instead of requiring the testing to be
performed with an actual 40 m cable length, a load simulation circuit would electrically perform the same as the cable but

would be easier to handle (than a long cable) for consistent tests.

The network load simulation box may be implemented external to the monitoring DUT. See Table 5 for component values.

Lead-SirtHation-ESD LDCC
e>HRHHHeR +

(500kbps CAN)
CANH -
. cLl
Primary o3 Monitor
Side Side

CANL -

Figure 6A - Load simulation for 500-kbps CAN networks
Load Simulation
(2Mbps CANFD)

CANH

L2 L2 L2 L2 L2 L2 L2 L2
R1.
Primary Monitor

c2 c2 Cc2 C2 Cc2 Cc2 Cc2 Cc2 [¢7]

. R2 c )
Side L2 12 l2 L2 12 L2 L2 12 Side
CANL

Figure-6B - Load simulation for 2 Mbps CAN-FD networks

\\H

Load Simulation Basic Termination
(2Mbps & 500kbps CAN/CANFD)

CANH

Primary Monror
Side *R3 Side
CANL

* R3 Termination can be included inside of
the Monitor ECU during RE or BCl testing

Figure 6C - Terminating load for testing
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Table 5 - ESD and direct capacitor coupling (DCC) network load simulation box components

Component | Label | Typical | Tolerance | Unit Notes

Capacitor CL 2000 +10% pF
- Shielded inductor with equivalent series resistance of <0.5 Q.

Inductor L2 16 +10% uH | Self-resonant frequency >150 MI—!z; currer)t ratmg'2200lmA.
- The component value can be achieved using multiple discrete

devices in parallel.

Capacitor C2 220 +5% pF

Resistor R3 121 +1% 0 Proyldes primary side termination during measurements and
testing.

Resistor E 12 See Table 4.

Capacitor ¢5 See Table 4.

5.6  Preferred Orgler for Testing Execution

ESD tests - both unpowered and powered (see 6.1 and 6.2) - and DCC (see Section Z)3shall be performed prior to any other

testing. The remainling tests for RE and BCI (see Sections 8 and 9) may be performéd in any order.

All DUT test samplgs shall each pass all EMC tests using the same default configuration settings; it is not allowed to change

settings for any tes.

6. ELECTROSTATIC DISCHARGE TESTING

ESD testing shall be performed before the rest of the tests with the Handling test performed first. See gluidance in 5.6.

The same hardwarg configuration shall be used for all tests:

Two transceivers must pass all tests with the same) external components for ESD protection with

configuration.

6.1 ESD Handling (Unpowered)

6.1.1  Requirements

the primary DUT

The component shall be immune _to. ESD events that occur during normal handling and assembly. These requirements are

listed in Table 6.

Table 6 - ESD handling requirements

Minimum Number of
Discharge Test Voltage | Discharges at Each
Sequence Type of Discharge Level Polarity Plots
0 None Pre-test N/A Before Test Required
1 Contact discharge +4 kV 3 After Test Optional
2 C =150 pF,R=2kQ -4 kV 3 After Test Required

6.1.2

Two transceivers must pass all tests with the same external components for ESD protection with the primary DUT

configuration.

Testing shall be performed in accordance with ISO 10605, except where noted in this specification. The test facility shall be

ESD Handling Test Setup

maintained at an ambient temperature of 23 °C + 5 °C, and a relative humidity from 0 to 40%.
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6.1.3 The standard test setup for handling tests is illustrated in Figure 7. The primary DUT shall be placed directly on a
dissipative mat and unpowered.

6.1.4 For sequences 1 and 2 from Table 6, apply discharges to the primary DUT connector pins, where all primary DUT
power return terminals shall be connected to the ground plane via a grounding strap or wire with a maximum length
of 200 mm.

6.1.5 All discharge points shall be specified in the EMC test plan.

6.1.6  Network load simulator is only used when reading waveforms during the pre- and post-tests; the load simulator is
not used when applying the test pulses.

2
10 7
-
~—
1. Primary DUT 3. Ground plane 5. Ground plane 7. Floor test facility 9. Qissipative mat
connection
2. ESD simulator 4. Wooden table 6.%TFest facility ground 8. ~1 MQ bleed-off L. Ground wire length
connection resistor <P00 mm

Figure 7 - ESD handling test setup
6.1.7 ESD Test Procedure

Between individual| discharges, the.remaining charge shall be bled off using the bleed-off resistor (approximately 1 MQ
resistance) by touching the disCharge point and the ground plane.

6.1.8 ESD Pass/Fail Criteria

Before- and after-testiscope plots must be provided with test results per setup in Figure 8. Set the scope to 1 ps/div
horizontal and 0.5 V/div vertical.

The plots must contain at least one dominant-to-recessive edge and one recessive-to-dominant edge as transmitted by the
primary DUT. The waveform plot edge-to-edge timing shall show arbitration bit waveforms at 500 kbps. For example, the
captured waveforms edges shall show a 50% duty cycle square wave with a frequency of 250 kHz.

All after-test plots shall be compared with the plot taken before the test.

The overlay of the before- and after-test plots shall not deviate by more than £10% of the nominal recessive voltage, as
shown in Figure 9.
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For Network Load
Simulation Box components
refer to Section 5.5
(dependent on network bus

For termination ‘

Hecessive

nonjinal voltage

Hsignal

L Signal

\
Perform pre and transmission speed) | components refer ‘

777777777777777 post test waveform | toSection5.3 | [———— ===

CANH ‘r ; measurements here | ; : —+ | CANH
| ! |
‘ | | o L |
| ! \ \
| ! i I !
1 1 i o !
| . .
! i Twisted Pair ‘ sl |
=7 | = R L T

I —

CANL —— 1 ‘ = 1 !
! For ESD protection ! l i —— CANL
} Componentsrefer | | (|| 777777 | |
} to Section 5.2 } <«—— harness —»>| e | o . For ESD protection |
7777777777 P LIVUTI EUGY i Componerts refer |

Primary DU Simulation Box ,tojec,t'cisf O
Monitoring[DUT

Figure 8 - ESD handling measurement circuit with load simulator diagram

}+,r’—10% of recessive nominal voltage

— CAN Signal

Allowed envelope of after
plots

age

}—d-l[}% of recessive nominal vol

&
T

Figure 9 - Pass/fail criteria for after plots
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6.2 ESD-Powered
6.2.1 ESD Requirements
Table 7 - ESD-powered requirements
Minimum Number
Discharge Test Voltage of Discharges at
Sequence Type of Discharge Level Each Polarity Plots

0 None Pre-test N/A Before Test - Required
1 Air discharge +4 kV 3 After Test - Optional
2 C =330 pF, R=2kQ -4 kV 3 After Test - Optional
3 Contactdischarge HHM 3 AfterFesty Optional
4 C =330 pF, R=2kQ -4 kV 3 After Test 4 Optional
5 Air discharge +6 kV 3 After Test { Optional
6 C =330 pF, R=2kQ -6 kV 3 AfterTest { Optional
7 Contact discharge +6 kV 3 After Test { Optional
8 C =330 pF, R=2kQ -6 kV 3 After Test { Optional
9 Air discharge +8 kV 3 After Test { Optional
10 C =330 pF,R=2kQ -8 kV 3 After Test { Optional
11 Contact discharge +8 kV 3 After Test { Optional
12 C =330 pF,R=2kQ -8 kV 3 After Test { Optional
13 Air discharge +15 kV 3 After Test { Optional
14 C =330 pF, R=2kQ -15 kV 3 After Test - Required

6.2.2 ESD-Powered Test Setup

Two transceivers must pass all tests with the same external ‘components for ESD protection with the primary DUT

configuration.

Testing shall be pefformed in accordance with ISO 10605, except where noted in this specification. The|test facility shall be
maintained at an afnbient temperature of 23 °C + 5 °€-and a relative humidity from 0 to 40%.

6.2.3 Figure 10 illustrates the standard setup used when the primary DUT is powered and functioning.

6.2.4 The primany DUT and any electronic hardware in the monitor DUT shall be powered from an|automotive battery
125t013.p V.

6.2.5 The battery negative terminal shall be connected to the ground plane bench. The battery may be located on, or
under, the fest bench.

6.2.6 The primany DUT-and its attached test harness shall be placed on a clean dielectric support that is 50 mm thick.
The insulator.lies-directly on the ground plane.

6.2.7 The test harness connecting the primary DUT and the monitor DUT shall be 1700 mm (+300 mm/-0 mm) in length.

6.2.8 The monitoring DUT shall be placed on the ground plane and electrically connected to the ground plane during the
test.

6.2.9  Wiring for communication bus circuits shall be configured such that the wiring is routed and connected directly to

the primary DUT.
During powered ESD testing the load termination circuit, Figure 6C shall be used.

Injection pulses shall be injected at end of harness stub as shown in Figures 10 and 11.
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| R 12
1
</ | o .
5 a\
' — —
/S |
7 // 11
2
e
12

1. Primary DUT

2. ESD pimulator

3. Moniforing DUT

4. Autorpotive battery

5. Discharge point

CANH

6. Ground plane

7. Wooden bench

8. Harness insulater.support

9. DUT insulator support

10.Test facility ground

Figure-10-- Powered ESD test setup
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For Network Load Simulation
Box components refer to
Section 5.5
(independent of network

11. Ground plane reference
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primary DUT table corner)

12. Ground plane connection;
refer to ISO 10605

13. ~1 MQ bleed-off fesistor

r For termination |

components refer |

For ESD protection
Components refer
to Section 5.2

I
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I

I

I

I

I
T
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CANL ——

I
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i

Primary DUT

<¢————— harness ————»

Network Load
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\
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[l VVVVVVVVYVVVVV.VVVVV\— ! ‘ ‘ ‘
| Twisted Pair \ o | 1 \
1 i \ B \

\

3 " I =]
; ! = 1 B !
L ‘ } T —— CANL
e e \
|
|

For ESD protection |
Components refer |
to Section 5.2 |

Monitoring DUT

Figure 11 - Powered ESD testing circuit
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6.2.10 ESD-Powered Test Procedure

Between individual discharges, the remaining charge shall be bled off using the bleed-off resistor (approximately 1 MQ
resistance) by touching the discharge point and the ground plane.

Primary DUT and monitoring DUT shall be continuously powered and functional throughout the complete test sequence
and pass/fail verification. Bus functionality is expected to be disrupted during the ESD discharges. Communication shall
recover without power cycling or resetting the DUTs once the ESD discharges are completed.

6.2.11 ESD-Powered Pass/Fail Criteria

See Figure 12; dependent on CAN transmit speed (500 kbps or 2 Mbps), the appropriate network load simulation box from
Figure B6A or 6B shallLbe used for all measurements

Before- and after-tgst scope plots, with the bus speed at 500 kbps or 2 Mbps, must be provided with-tegt results according
to Table 7.

The plots must contain at least one dominant-to-recessive edge and one recessive-to-dominant edge during arbitration
phase as transmitt¢d by the primary DUT. The oscilloscope trace shall include 500 kbps’arbitration bits as transmitted by
the primary DUT plotted with 1 ys/div horizontal and 0.5 V/div vertical. A digital scope that can decode specific CAN IDs
could be used to trigger the readings.

All after-test plots shall be compared with the plot taken before the test. The-overlay of the before- and after-test plots shall
not deviate by mor¢ than £10% of the nominal recessive voltage as showmin Figure 9.

For Network Load Simulation
Box componepts, refe ito
Section’5,5
(dependent o netwbrk bus r——— = — —
transmissfod speed) | For termination |
Perform pre and components refer I
I post test waveform | toSection5.3 | (—m |
CANH t— y measurements here ; ; : —+—| CANH
| | ‘ ‘
| | ‘
| | | R L) L |
1 | L ! I \
i | L{HE | I |
| | A g
| | Twisted Pair ‘ s | [
T | ! L) \
| — ! | R2; | | 1 |
CANL 3 1 | L | | = |
!
i |For ESD protection i- Network Load A B ’ ; CANL
|
| |Componentsrefer | Simulati B |
. > ulation Box .
| tosections2 | harness | For ESD protection] |
o I | Components refer] |
. to Section 5.2
Primarly DUT Lo oerenss |
Monitoring DUT

Eigure 12 - Powered ESD measurement circuit with load simulator

7. COUPLED TRANSIENTS TESTING

The same hardware configuration shall be used for all tests.

The purpose of this test is to ensure that the primary DUT will not be damaged as a result of excessive transients that may
occur as a result of unique inductive wiring harness crosstalk.

7.1 Slow Transient Coupling (DCC) Requirements

The component shall not be damaged when exposed to DCC per ISO 7637-3 for the “Slow Transient Pulse,” with an
amplitude of £30 V (e.g., Us = £30 V). Coupling capacitors shall be 100 nF.

The primary DUT shall withstand 10 pulses with a minimum of 2 seconds between pulses (e.g., t1 = 2 seconds) on both
CAN_H and CAN_L simultaneously.

NOTE: Bus functionality is expected to be disrupted when using a 100 nF coupling capacitor during injection.
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7.2 DCC Test Setup
Test Point: Inject Pulses Here,
For Network Load Simulation
Box components refer to For termination
Section 5.5 components refer
J (independent of network to Section 5.3 ]
CANH :777777777777777} bus transmission speed) p CANH
L i& | R 1
| | o
| gL } Twisted Pair i ': jcs {
[p— 1 "R3L 1
| = | R2 Al
CANL —— 1 J % ; % g T
| For ESIp protection i : CANL
| Compgnents refer }
! to Sgction 5.2 I €4—— harness ——p For ESD pr¢tection
”””””””” Network Load Compongnts refer
Primary DU Simulation Box to Sectign 5.2
*_ RZj’» Termin_atio_n can be Monitoring DUT
inside Monitoring DUT
Figure 13 - DCC test circuit setup
7.21 See Figure 13.
7.2.2 Two transgeivers must pass all tests with the same external.components for ESD protection with the primary DUT
configuration.
7.2.3 The test sgtup shall comply with ISO 7637-3 for the definition of “Slow Transient Pulse.”
7.2.4 The total harness length shall be 1700 mm (+300/-0 mm).
7.2.5 The primary DUT and the test harness shall'be placed on an insulated support 50 mm above the ground plane.
7.2.6 The primary DUT shall be isolated from ground.
7.2.7 The monitgring DUT shall be_placed on the ground plane and electrically connected to the ground plane during the
test.
7.2.8 The primany DUT and.any electronic hardware in the monitor DUT shall be powered from an|automotive battery
12510 13.p V.
7.2.9 The battery negative terminal shall be connected to the ground plane bench. The battery may be located on, or
under, the test’‘bench.
7.2.10 If the monitor DUT does not have secondary termination, then the network shall be terminated with the load
termination box (see Figure 6C) during the DCC test.
7.2.11 If the monitor DUT contains secondary termination, then neither the load simulation nor the load termination boxes

will be connected during the DCC test.
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7.3 DCC Test Procedure

Pulse injected directly on both harness
communications lines simultaneously

Coupling Network

(DCC Capacitor)

within 50mm of the connector |

Transi
Generator

ent

Ground Plane

F

Primary DUT and fnonitoring DUT shall be continuously powered and functional throughout the comy

and pass/fail verif]

jgure 14 - DCC injection detail: load simulator is not used during pulse injectig
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cation. Bus functionality is expected to be disrupted when using a 100 nF

n

lete test sequence
coupling capacitor.

Communication shall recover without power cycling or resetting the DUTs once the DCC probes are refoved.

7.4 Fast Transie

If test results are a
package. In this ca
741 The purpog
outputs (/G
ignition, or
to the pow

t Coupling (CCC or DEC) to I/0 (Excludes Nominal 12-V Lines)

ready available accerding to IEC 62228-3, then those results shall be provided with
5e, it will not bevnecessary to perform the following test described in 7.4.1.

e of this est is to ensure that transients that can be inductively or capacitively co
) of thesBUT do not disturb any functionality and/or memory functions. Specifically e

the documentation

ipled to inputs and
cluded are battery,

accessory inputs that provide the operating currents for the DUT and possibly its loads and are subject

eriine transients. The typical sources of such transients include the high-frequency

(fast) relay contact

arcing evel
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The test equipment shall comply with ISO 7637-1 and I1ISO 7637-3.
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7412

Fast Transient Coupling Procedure

Use test methods according to the relevant sections of ISO 7637-3 with the following specification:

e Useonlytestp

ulse 3a and 3b.

Each twisted pair shall be tested individually (a single twisted pair being the only lines in the coupling clamp).

NOTE: Consistent with ISO 7637-3, coupling clamp (CCC) method, DUT battery (B+) and switched battery lines along with
DUT supply return (B-) line(s) shall be routed outside the clamp, unless otherwise stated in the test plan.

Table 8 - Requirements of CCC and (Optional) DCC

(Optional) DCC
Pulse Numper | Level (Vpeak)!" | Application Time | Time Between Bursts | Coupling Capacitance
3a -200
10 minutes 90 ms 220 pF
3b +200
(1) Test level egtablished across a 50 Q load terminating the clamp (no harness cables'routed through the clamp).

7.5 DCC Pass/F

See Figure 15; dep
Figures 6A or 6B s

The 100 nF couplin

Before- and after-tdg

il Criteria

The plots must co

All after-test plots
not deviate by mor

g capacitor shall be removed for all measurements of the waveforms post-test.

endent on CAN transmit speed (500 kbps or 2 Mbps); the appropriate network load $imulation box from
nall be used for all measurements.

st scope plots, with the bus speed at 500-kbps or 2 Mbps, must be provided with test results.

tain at least one dominant-to-recessive edge and one recessive-to-dominant edgg during arbitration
phase as transmitt¢d by the primary DUT. The oscilloscope trace shall include 500 kbps arbitration bits as transmitted by
the primary DUT plotted with 1 ps/div horizontal @and 0.5 V/div vertical. A digital scope that can decode specific CAN IDs
could be used to trigger the readings.

all be compared with.the plot taken before the test. The overlay of the before- and

than £10% of the hominal recessive voltage as shown in Figure 9.

For Network Load
Simulation Box components
refer to Section 5.5

pfter-test plots shall

For termination ‘

[
J Perform pre and | components refer [
[ —~ post test waveform (de"t:::;‘ls‘:;:es‘:;‘;:‘)bus |  toSection5.3 1 I e
CANH ‘ " | Measurements here | | — ——— CANH
i L ;T? 1 - 1 RL | 1 |
| | 5 - ‘ ‘ |
} * } v A 1l " | | |
|
v } Twisted Pair | sl |
| = | ‘ R2 I 1 |
CANL ——— 1 ‘ = 1 N \
|
| For ESD protection | L i —— CANL
} Componentsrefer | | (|| 77777 | |
! to Table5.3 } <—— harness —————» For ESD protection ‘
B J Network Load ‘ Components refer |
i i i to Section 5.2
Primary DUT Simulation Box _toSection52 |

Monitoring DUT

Figure 15 - DCC test measurement circuit setup with load simulator
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For Fast Transient tests, the DUT functions may only deviate at peak levels greater than those shown in Table 8. During
testing, it is allowed to have a momentary, self-recoverable deviation during the test at levels at or below those shown in
Table 8. Before- and after-test scope plots, with the bus speed at 500 kbps or 2 Mbps, must be provided with test results.

All after-test plots shall be compared with the plot taken before the test. The overlay of the before- and after-test plots shall
not deviate by more than £10% of the nominal recessive voltage as shown in Figure 9.

8. RADIATED EMISSIONS (RE)
Two transceivers must pass the test.

One test may prove both transceivers if the same transceiver is used in primary DUT and microcontroller-based monitoring
DUT. A |oad-on|y onitor DUT shall not be used to prove out a second-transceiver

8.1 RE Requirements
The field strength l¢vel of the RE shall not exceed the levels of Table 9.

Table 9 - RE level requirements

Requirement
ID RF Seryice Frequency Limit Scanning Receiver
No. | (User Band) | Range (MHz) (dBuV/m) Parameters Antenna Notes
. RBW 9 kHz PK/AVG p
2 V'\\/"ed'; | 05310171 23;10AF\)/KG Max Step Size &5 kHz | Monopole Merf.‘sulr .
ave Time/Step >4:second vertical drientation only.
20 PK and RBW 9 kHz PK/AVG
5 FM| 75.2 10 90.9 12 AVG Max Step’Size < 5 kHz .
24 QP Time/Step 2 1 second Measurement in
Biconical | horizontgl and vertical
20 PK and RBW 120 kHz QP orientatigns.
6 FM (I 86.6 to 109.1 12 AVG Max Step Size < 60 kHz
24 QP Time/step = 1 second

Note 1: For specjrum parameters, refer to CISPR 25'- 5th Edition.
Note 2: Table 9 dnly applies to transceiver qualifisation. Individual OEM requirements could list more bands that an ECU must
not excegd in order to pass overall emissions levels at the module level.

8.2 RE Test Setyp

For Network Load Simulation ( |
Box components refer to | For termination j‘
Table 5.5 | components refer |
| to Table 5.4 | 1T~ ] L
[ T | . . . . _
CANH r | Slmulat})r;lrcult Details T ‘ T — CANH
} } are in Figure 5.6¢ |
| i I R1 | ‘
| | ‘ ‘
| ‘ A I | T ‘
| | JI- p |
! : I
! ! Twisted Pair | | | ‘
! ! *R3 I || |
i = i ‘ R2 | 1 |
CANL 1 | (independent of network I | = ‘
| I bus transmission speed) | — L
| ForESD protection i [ | ’ T CANL
} Components refer } | ) |
| to Table 5.3 | <«—— harness ————» For ESD protection |
fffffffffffffff i Network Load } Components refer |
Primary DUT Simulation Box | toTables3
* R3 Termination can be N
Monitoring DUT
inside Monitoring DUT g

Figure 16 - RE test setup

The requirements of CISPR 25 - 5th Edition, ALSE method, shall be used for verification of the primary DUT performance,
except where noted in this specification.
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Co-location of multiple receiving antennas in the same test chamber to support automated testing for reduced test
times is not permitted.

The primary DUT and any electronic hardware shall be powered from an automotive battery 12.5 to 13.5 V
connected through an Atrtificial Network. The battery negative lead shall be connected to the ground plane bench.
The battery may be located on, or under, the test bench.

The total harness length shall be 1700 mm (+300/-0 mm). The harness shall lie on an insulated support 50 mm
above the ground plane.

The monitoring DUT shall be placed closer to the power supply.

The primarll DIUT shall be plsmnri on-an-insulated support 50 mm above the grmmd Ir_\l:m::\ The primary DUT shall

Square wave a 250 kHz. This will provide the highest radiated emissions.

Square wave af 1 MHz. This will proyide the highest radiated emissions.

If the prim3

If the voltage regulatoriis-a switching regulator, all frequencies of operation desired to be appro

If the mon
termination

from ground.

ring DUT shall be placed on the ground plane and electrically connected to-the grou

DUTSs, deviations from the standard test setup may be necessaryto-facilitate testi
bre required, the test setup has to be approved directly with applicable OEMs.

Kimum baud rate configuration is 500 kbps or less, only one of the following two meth

essages shall be sent at 500 kbps.

to qualify for CAN-FD data rates of 2 Mbps“(the RE test and limits are the sam
to test this. Only one of the three methods shall be tested:

00 kbps arbitration rate and 2 Mbps-data rate with a minimum of 8 data bytes per
bm. If it is fixed, $AA or $55 should.be used.

essages at 2 Mbps.

ry DUT has an embedded voltage regulator, the regulator shall be operating during

tor DUT. does not have secondary termination, then the network shall be termin
box(see Figure 6C) during RE testing.

nd plane during the

ng. If testing setup

ods shall be tested:

p), below are three

message. The data

all tests.
ved shall be tested.

ated with the load

If the monitor DUT contains secondary termination, then neither the load simulation nor the load termination boxes
will be connected during RE testing.

8.3 RE Test Procedure

8.3.1

8.3.2

One primary DUT orientation is required for all frequencies.

Measurement of primary DUT radiated emissions shall be performed over all frequency bands listed in Table 9.
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8.4 RE Pass/Fail Criteria

Any emissions above the specified limit lines will not be accepted as long as at least one transceiver from any supplier is
able to pass. Plots showing peak and/or average emissions as required for all frequency ranges and all antenna orientations
shall be included in the report. Plots shall include limit lines as defined in Table 9.

9. BULK CURRENT INJECTION (BCI)

Two transceivers must pass the test.

One test may prove both transceivers if the same transceiver is used in primary DUT and monitoring DUT.

9.1 BCI Require

ents

Component functig
using the step size

Table 10A - RF immunity test frequency steps

Frequency Range Frequency Step-Size
(MHz) (MHz)
110 30 05
30 to 200 2
200 to 400 5

Table 10B - BCl immunity testinglimits and modulation

nal performance shall meet the acceptance criteria delineated in Table 10B ((illus{rated in Figure 17)
5 defined in Table 10A.

Calibration Current (dBpA)

Frequency Immunity Level
Range (MHz) Requirement (dBuA) Modulation
1to 2 90
2to 15 90 to 106
15 to 60 106 CW and AM 80%
60 to 400 106 to 100
10
Note: ‘f’is Frequency in MHz
106
10
05 \ 6< 7-28.[
og(f/GO)
W
00 [T $N0°0
27
Q)(
95 ©
90
90 1
DBCI (150mm, 450mm) >
85
| CBCI (450mm,750mm) >
80

S 6 7 89 15 20 30
10

Frequency (MHz)

40 50 60 70 80 90, 200

100

Figure 17 - BCl immunity testing limits

300

400
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Figure 18 - BClI test circuit setup

ponent performance shall be in accordance with the BCI (substitution method) p

devices, except where delineated in this specification.

y DUT and any electronic hardware in the monitoring’DUT shall be powered from an
b V. The battery positive and negative connections shall be routed through the artifi

ar the monitor/load box DUT. The battery may beJdocated on, or under, the test ben

positive and negative connections shall berrouted through artificial networks to th

d box DUT. The battery positive line is then routed with the harness from the monitog
h probe to the primary DUT. The artificial network chassis are tied to the ground plane.

ench shall include a sufficiently, large ground plane, such that the test harness lig

tween the edge of the ground,plane and the test harness, primary DUT, monitori
ISO 11452-4.

arness length shall be:1700 mm (+300/-0 mm). The harness shall lie on an insula
jround plane.

y DUT housifig-shall be placed on an insulated support 50 mm above the ground f
nd return shall be connected as described in 9.2.8 and 9.2.9.

ring BUT housing shall be placed on the ground plane and any enclosure electrica

ne-during the test. Monitor DUT ground return shall be connected to the ground plan

er ISO 11452-4 for

automotive battery
Cial networks to the
h.

e harness near the

r/load DUT through

s in a straight line.
ng DUT, etc., shall

ted support 50 mm

lane. Primary DUT

ly connected to the
e.

9.2.1  The primar
12.5to 13.
harness ne

9.2.2 The battery
monitor/log
the injectio

9.23 Thetestb
Spacing bg
conform to

9.24 The total h
above the

9.2.5 The priman
signal grou

9.2.6 The monitd
ground pla

9.2.7
enclosure),

9.2.8 Differential

with the exception of the ground plane, shall be 500 mm.

Mode BCI (DBCI)

The distance between the test setup and all other conductive structures (such as the walls of the shielded

In the frequency range from 1 to 60 MHz, the power return ground wire of the primary DUT wiring harness shall be
terminated directly to the ground plane (DBCI) as illustrated in Figure 19A. The length of the wiring shall be 200 mm 50 mm.
No power return ground wiring shall be routed around the BCI injection probe.
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	10.2.2.3 Qualification is valid for a family of transceiver devices if all are produced at the same wafer fabrication facility. If transceiver devices are produced in more than one wafer fabrication facility, then qualification test data from three lo...

	10.2.3 Requirements for choosing the family member for the family qualification:
	10.2.3.1 The highest content part shall be used for the primary DUT.
	10.2.3.2 The lowest voltage interface and/or supply voltage part shall be used to qualify the family of parts.
	10.2.3.3 Different packages (type and material) may require additional devices to be tested. This requirement shall be discussed with the OEM before testing of the DUTs.

	10.2.4 Requirements for testing the chosen family member:
	10.2.4.1 All communication channels shall transmit at the same time for RE tests. If there are failures in a device with multiple protocols, the different protocols should be tested separately.
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