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1 Scope

This Standard covers vehicle lidar and lidar systems rated 12 Vdc and 24 Vdc. The lidar and lidar systems’
ability to safely withstand simulated abuse conditions will be evaluated based upon the manufacturer’s
specified parameters of use. The non-safety performance of these devices will not be evaluated.

This Standard includes requirements for the evaluation of lidar and lidar systems concerning mechanical
safety, electrical safety, optical radiation safety, cybersecurity, and functional safety.

This Standard does not cover host equipment or actions or operations of a host equipment platform
employing lidar or lidar systems.

NOTE: Lidar and lidar systems of other voltages will be considered in the future.
2 Ndrmative References

The fgllowing documents are referred to in the text in such a way |that some or|all of their content
constifutes requirements of this document. For dated references; only the edition cited applies. For
undated references, the latest edition of the referenced document (including any amendments) applies.

FDA/GDRH Code of Federal Regulations 21 CFR, Part 1040

IEC 60529, Degrees of protection provided by enclosure\(IP Code)
IEC 60825-1, Safety of laser products — Part 1: Equipment classification and requireménts

IEC 60825-2, Safety of laser products — Part’2: Safety of optical fibre communication systems (OFCSs)
IEC 62471:2006, Photobiological safety of lamps and systems

ISO 6722-1, Road Vehicles — 60V and 600 V singlecore cables — Part 1: Dimensions, test methods and
requirgments for copper conductor cables

ISO 7000, Graphic symbols for use on equipment — Registered symbols

ISO 7637-2, Road vehicles — Electrical disturbances from conduction and coupling|— Part 2: Electrical
transient conduction along supply lines only

ISO 16%750-2, Road vehicles — Environmental conditions and testing for electfical and electronic
equipment — Part 2: Electrical loads

ISO 16750-3, Road vehicles — Environmental conditions and testing for electrical and electronic
equipment — Part 3: Mechanical loads

ISO 16750-4, Road vehicles - Environmental conditions and testing for electrical and electronic equipment
— Part 4: Climatic loads

ISO 21448, Road vehicles — Safety of the intended functionality
ISO 26262, Road vehicles — Functional safety (All Parts)

SAE J1127, Low Voltage Battery Cable


https://ulnorm.com/api/?name=UL 4740 2024.pdf

UL 4740

SEPTEMBER 19, 2024

SAE J1128, Low Voltage Primary Cable

SAE USCAR 2, Performance Specification for Automotive Electrical Connector Systems

UL 13,

Power-Limited Circuit Cables

UL 444, Communication Cables

UL 1581, Electrical Wires, Cables, and Flexible Cords

UL 2556, Wire and Cable Test Methods

UL 62
Requin

3 Terms and Definitions

For thd purposes of this document, the following terms and definitionsyapply.

ISO an

—IECH

-1SO ¢

3.1 Abbreviations

Abbre\

B68-1, Audio/Video, Information and Communication Technology Equipmen
bments

d IEC maintain terminological databases for use in standardization at the followi
Flectropedia: available at http://www.electropedia:org/

Dnline browsing platform: available at http://Www.iso.org/obp

iations are summarized alphabetically in Table 1.

Table 1
Abbreviations

{ — Part 1. Safety

ng addresses:

ASIL Automotive Safety Integrity Level

CDRH Center for Devices and Radiological Health
FDA Food and Drug Administration

FOV Field of View

HARA Hazard Analysis and Risk Assessment

P Ingress Protection

LED Light-Emitting Diode

NEMA National Electrical Manufacturers Association
PSD Power Spectral Density

SEooC Safety Element out of Context

SOTIF Safety of the Intended Functionality

uv Ultraviolet
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3.2 Terms

3.2.1

automotive safety integrity level (ASIL)

One of four levels to specify the item’s or element’s necessary ISO 26262 requirements and safety
measures to apply for avoiding an unreasonable risk, with “D” representing the most stringent and “A” the
least stringent level.

[©ISO. This material is reproduced from ISO 26262-1:2018 with permission of the American National Standards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights reserved.]

3.2.2
belt line
The imaginary line on a vehicle body below the windows.

3.2.3
element
System, components (hardware or software), hardware parts, or software*units.

NOTE: TThere are intentional overlaps in the definitions of item, element, and S€ooC; an element is an itgm if it fully implements a
known flinction at the vehicle level, an element of an item implements part of,a known function at the vehiclg level, or an element is a
SEooC |f the item in which the element will be used is not known.

[©1SO. This material is reproduced from ISO 26262-1:2018 with permission of the American National Stangdards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights'yeserved.]

3.24
exterior of a vehicle
All aregs of a vehicle that are not the interiot“of a vehicle.

3.25
functipnal status
The slatus of a device under test's functionality after preconditioning or testing|with respect to its
unconglitioned, untested intended functional specifications.

3.2.6
hazard analysis and risk assessment (HARA)
Method to identify-and categorize hazardous events of items and to specify safety goals and ASIL related
to the prevention or mitigation of the associated hazards in order to avoid unreasonablg risk.

[©1SO. This material is reproduced from ISO 26262-1:2018 with permission of the American National Stangdards Institute (ANSI) on
behalf of thetmtermatiorat Orgamization for StandardizationAttrights Teserved

3.2.7

human access

The capacity to intercept laser and/or incoherent broadband radiation by any part of the human body. For
laser products that contain Class 3B or 4 levels of laser radiation, ‘human access’ also means access to
laser radiation that can be reflected directly by any single introduced flat surface from the interior of the
product through any opening in the protective housing of the product.

3.2.8
ingress protection (IP)
Protection of an enclosure against the ingress of solid objects or water.
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3.2.9

interconnecting wire and cable
Wire and cable outside of a lidar or lidar system enclosure.

3.2.10
interio
The pa

3.2.11
item

r of a vehicle
ssenger or operator’s cabin, or storage compartments for baggage.

System, or combination of systems, to which ISO 26262 is applied, that implements a function or part of

the fun

ction at the vehicle level

[©ISO. T|
behalf off

3.212
lidar
A sens

3.2.13
lidar s
A systd
and on

3.2.14
point
A locus

3.2.15
polluti
Numer

3.2.16

safe sﬂate

Opera

3.217
safety
Safety

his material is reproduced from ISO 26262-1:2018 with permission of the American NationakStand
the International Organization for Standardization. All rights reserved.]

br using light detection and ranging technology.

ystem
em of multiple elements that includes one or morelidar, interconnecting electrig
e or more central or distributed data processing, units providing sensing data to t

loud
of data points in 3D space.

pn degree
bl characterizing the expected pollution of the micro-environment.

ng mode, in tase of a failure, of an item without an unreasonable level of risk.

element out of context (SEooC)
related element which is not developed in the context of a specific item.

ards Institute (ANSI) on

al or optical cables
he host vehicle.

[©ISO. This material is reproduced from ISO 26262-1:2018 with permission of the American National Standards Institute (ANSI) on

behalf of

3.2.18
safety

the International Organization for Standardization. All rights reserved.]

goal

Top-level safety requirement as a result of the HARA assessment at the vehicle level.

[©ISO. This material is reproduced from ISO 26262-1:2018 with permission of the American National Standards Institute (ANSI) on

behalf of

3.2.19

the International Organization for Standardization. All rights reserved.]

sprung mass
The portion of a vehicle that is supported by a vehicle’s suspension (springs and shock absorbing
components).
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3.2.20

vehicle

Any land-based, self-propelling motorized conveyance including cars, vans, trucks, construction
machinery, earth-moving equipment, and agricultural equipment.

[©ISO. This material is modified from ISO 18495-1:2016 with permission of the American National Standards Institute (ANSI) on
behalf of the International Organization for Standardization. All rights reserved.]

4 Protection Against Fire, Electric Shock and Mechanical Hazards

4.1 General

Lidar and lidar systems shall comply with the requirements of UL 62368-1. Where theg requirements in UL
623681 conflict with the requirements in this Standard, this Standard shall take precedence.

4.2 Components

Compepnents shall:

— Conform to appropriate UL standards where they exist;
— Be spitable for the intended use; and

— Be dperated within their specified ratings.

4.3 Enclosures

4.3.1 | Ingress protection

IP shall be evaluated using IEC 60529. NEMA enclosure types are not required.

NOTE: NEMA enclosure types are‘required by UL 62368-1 to support installations in accordance with NFPA 70 (US National
Electricgl Code). Vehicles do not.fallunder the scope of NFPA 70.

4.3.2 | Corrosion resistance

Enclogures made of the following materials shall be considered to comply with the|indoor and outdoor
corrosjon reguirements:

- COp Cr, a=un|i||iun|, O1 ata;n:cac atch O1
— Bronze or brass containing at least 80 % copper.
4.3.3 Pollution degree

Pollution degree 3 is considered to exist everywhere in the interior of a vehicle.

NOTE: Pollution degree is discussed in IEC 60664-1.

Pollution degree 4 is considered to exist on the exterior of a vehicle. Lidar or lidar systems mounted on a
exterior of a vehicle shall meet the following IP ratings in IEC 60529:

— |P66 when mounted above the belt line; and
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— IP67 when mounted below the belt line.

The interior of an enclosure meeting IP66 or IP67 in IEC 60529 is considered pollution degree 1, when
mounted in accordance with this Subclause.

The interior of an enclosure meeting IP54 in IEC 60529 when treated as a category 1 enclosure is
considered pollution degree 2 when mounted in the interior of a vehicle.

Lidar and other parts of a lidar system may be intended for mounting in differing locations on a vehicle.
Each part of a lidar system may have differing IP ratings suitable for each intended application and
mounting location.

If intenfed for installation only on the interior of a vehicle or above the belt line on the*gxterior of a vehicle,
the instructions for lidar or lidar system shall include the information in Clause. 1\ *The IP rating shall be
marked on the lidar and all components of the lidar system, except for cables,-aslindicated in Clause 10.

4.4

nterconnecting wire and cable
441 |General

Interconnecting wire and cable shall be suitably rated for the~application, including volfage (12 V or 24 V),
current, and temperature.

Wire and cable shall have temperature ratings as follows:

— Wire|and cable for use on the interior of a vehicle shall be rated for -40 °C (-40 °F) (or lower) to 100 °C
(212 °H) (or higher); and/or

— Wire|and cable for use on the exterior of a vehicle shall be rated for -40 °C (-40 °F) {or lower) to 125 °C
(257 °H) (or higher).

NOTE 1 The ambient temperatures above are aligned with the Class B and Class C temperature classes defined in ISO 6722-1, and
the T2 afd T3 temperature classes\in SAE USCAR 2, respectively.

Wire apd cable used or'the exterior of a vehicle shall have a jacket with a minimum ayerage thickness of
0.76 mm (30 mils)and a minimum thickness of 0.5 mm (24 mils) at any point. Wire and cable used on the
interior| of a vehicle shall have a jacket with a minimum average jacket thickness of 0.38 mm (15 mils) and
a minimum thickness of 0.3 mm (12 mils) at any point.

ere a hd 2ahlac chall ha tarminAatad intn ~ArnnAantAre S
o-caotes-SHoroeter ot ToO-CoRectors S

protection to the core conductors.

h4-6-and-are-previded with mechanical

NOTE 2: Examples include jacket extending to the connector body, overmold, etc.
Interconnecting wire and cable shall be subjected to the tests as specified in 4.4.2 through 4.4.6.
4.4.2 Tests for all wire and cable

All wiring shall comply with the following tests:

—1S0 6722-1, Low Temperature Winding Test; and

— SAE J1127, Temperature and Humidity Cycling Test:
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— The diameter of the mandrel used shall be less than or equal to five times the outer diameter of
the wire/cable; and

— UL 1581:

— Durability of Indelible-Ink Printing;
— Either FT1 Flame Test or VW-1 Flame Test;

— Ultimate Elongation and Tensile Strength, meeting the requirements in the applicable Physical
Properties table in the Specific Materials clause; and

—DC Resistance Test.

4.4.3 | Tests for wire and cable on the exterior of a vehicle
If wiring can be installed on the exterior of a vehicle, the wiring shall comply'with the following tests:
— UL 13, Long Term Insulation-Resistance Test in Water;

— UL 444, Cold Impact Test;

— UL 1581, Sunlight Resistance, after 720 h of xenon-arc exposure; and
— UL 2556:

— Capacitance and Relative Permittiyity:

— Tap water shall be 50°C 1 °C (122 °F 2 °F) for thermoset insulation or 60 °C 1 °C
(140 °F £2 °F) for thermoplastic insulation. After 14 days of immersipn, the capacitance
shall be less than:dpequal to 10 % greater than the capacitance measured after the first
day, and less thanjor equal to 3 % greater than the capacitance measur¢d after 7 days; and

— Stability Factor:

— Tap water shall be 50 °C +1 °C (122 °F +2 °F) for thermoset insulation or 60 °C 1 °C
(140:3F £2 °F) for thermoplastic insulation. Either the stability factor after 14 days shall be
less than or equal to 1.0, or the difference between stability factor megsurements after the
first day and after 14 days shall be within £0.5.

4.4.4 LFluid compatibility test

A 25 mm (1 inch) section of insulation or jacket shall be removed from each end of 1000 mm (40 inch)
specimens of the finished cable. A separate specimen shall be used for each fluid. The smallest conductor
size shall be tested.

Wire/cable shall be subjected to fluids chosen from Table 2. Fluids tested shall have their respective
marking codes applied to the wire/cable. For fluids not tested, the installation instructions shall explicitly
state that the cable shall be routed so that it cannot be exposed to that fluid (see 11.4.1).

The outside diameter of the specimen shall be determined by measuring the maximum and minimum
diameter at three points spaced no less than 50 mm (2 inches) apart along the axis of the specimen and
recorded. The average diameter shall be calculated.
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The specimen shall be formed into a loose loop and the center 800 mm (32 inch) shall be immersed in the
fluid shown in Table 2 for a period of 20 — 21 hours.

Table 2
Fluid Compatibility

Test Fluid Outside wire/cable
B diameter maximum
Name Fluid Test Temperature change
°C (°F) % Marking code

Engine oil ASTM D471, IRM-902 50 +3 (122 +5.4) +15 o}
Gasoline ASTHW 3471, Ref+uetc 23+5 (73 ;GC) +45 G
Ethano| blend CE85a 235 (73 £9.0) +16 E
Diesel {uel 90 % ASTM D471, IRM-903 + 10 % 2315 (73 £9.0) 15 D

p-xylene
Power steering fluid ASTM D471, IRM-903 50 3 (122 +5.4) +30
Auto trgnsmission fluid | Dexron IV, SAE J311 50 +3 (122 £5.4) +25 T
Engine|coolant 50 % Distilled Water + 50 % ethylene 50 +3 (122 £5%4) +15

glycol
Battery|acid H,SO, Specific gravity = 1.260 +.005 23 £5473 £9.0) +5
Brake fluid DOT3 2345173 £9.0) +15 B
NOTES:
1 Solutjons are determined by percent of volume.
2 Cons|deration of road salt or other substances is to be considered at a later date.

After removal from the fluid, remove excess fluid from the specimen and condition

hours
measu
averag

The sp
outsids
the out
reteste
ensure

bt room temperature. After conditioning, the outside diameter of the specin
red. The average of the djiameter readings taken after conditioning shall b
e of the original diameter\teadings. The maximum diameter change shall be
Table 4.

ecimen shall theh be wound in a U-bend around a mandrel which is betweer
diameter of the_specimen as measured before immersion. When a mandrel s
side diameter.of the specimen is used, in the event of non-compliant results, thé specimen shall be
d using,a.mandrel which is 5 times the outside diameter of the specimen. Ca
that there is continuous contact between the specimen and the mandrel.

the specimen for 4
hen shall again be
b compared to the
in accordance with

4 and 5 times the
maller than 5 times

e shall be taken to

The specimen shall be visually examined without the use of magnification aother than the examiner’s

normal corrective lenses.

If no exposed conductor is visible, the specimen shall be secured so that it remains in the U-bend shape
and shall be slid off the mandrel. The specimen shall be immersed in water and a dielectric potential as
specified in the Voltage Withstand Test as described in 6.4 shall be applied between the conductor and the
water. There shall be no evidence of dielectric breakdown.

4.4.5 Flexibility test

All wire/cable shall be subjected to the Flexing of Shielded Cables Test in UL 2556, unless the installation
instructions explicitly state that the wire/cable shall be routed so that it is not flexed in its intended
application (see 11.4.2). The cable is not considered acceptable if any conductor or fiber-optic member
opens in fewer than 15,000 cycles in any of the six specimens. Compliance of a fiber-optic member shall
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be determined through the use of an Optical Time Domain Reflectometer. The measured length of the
cable shall not change after the test.

NOTE: The flexibility test is to be conducted on any cable that could be flexed in its intended application, regardless of whether the
cable is shielded or unshielded.

4.4.6 Tests for specific constructions or locations
4.4.6.1 Thermoplastics

If the interconnecting wire and cable, excluding connectors, contains thermoplastics, the insulation and
jacket shall comply with the following tests:

— UL 2556:

— Heat Shock Test:
— The wire/cable complies if no cracks are present; and
— Deformation Test:
— The wire/cable complies if:
— There is no splitting, cracking through, or conductor exposure; gnd

— The decrease in thickness (s, less than or equal to 50 %.
4.4.6.2 Uncoated copper conductors

If powgr conductors of interconnecting wire and cable contain uncoated copper conductors that are not
coated with a tin, silver, or nickel ceating, it shall comply with the Copper Corrosion Test of UL 2556. The
wire/cable complies if there is no.evidence of corrosion of the copper.

4.4.6.3 Locations exposed to exhaust gases

If the ipterconnecting'wire and cable will be installed in a location where they could be|lexposed to exhaust
gases| it shall comply with the Ozone Resistance Test of UL 2556. Compliancg is determined by
examiping the-eutérmost layer, which shall show no cracking or surface checking at the bent portion of the
specimen.

4.4.6.4 _Jacketed wire and cable

If the interconnecting wire and cable is provided with a jacket, it shall comply with the Jacket Peel Test of
UL 444,

4.4.6.5 Thermoset insulation and/or jacket

If the interconnecting wire and cable contains a thermoset insulation and/or jacket, the thermoset
insulation and/or jacket shall comply with the Hot Creep Elongation and Hot Creep Set Tests of UL 2556.
Hot creep elongation and hot creep set shall be less than or equal to 50 % and 5 %, respectively, after
conditioning at 150 °C +2 °C (302.0 °F £3.6 °F) for 15 minutes in an air oven.
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4.4.6.6 Locations susceptible to pinching

If the interconnecting wire and cable will be installed in a location susceptible to pinching (e.g., in a
construction or agriculture vehicle, tractor trailer, etc.), it shall comply with the Resistance to Pinch Test in
SAE J1128.

4.4.7 Manufacturing and production tests

All interconnecting wire and cable shall comply with the following tests during manufacturing and
production:

—UL 18

— Continuity Test of Conductors and Shields; and

— Spark Test after Insulating for Class 3 and Type PLTC Cables.
4.5 Eixternal terminations

In addition to conforming to the requirements in UL 62368-1, terminations external to lidar or lidar system
enclosiires and interconnecting cable terminations used inlidar and lidar systems shall comply with SAE
USCAR 2, with classifications specified in 4.5.1 through 4¢5.3
4.5.1 |Temperature classification

External terminations shall have ambient temperature ratings as follows:

— External terminations for use on the interior of a vehicle shall be rated for -40 °C tp 100 °C (-40 °F to
212 °F) or higher; and/or

— External terminations for use{on the exterior of a vehicle shall be rated for -40 °C tp 125 °C (-40 °F to
257 °F) or higher.

NOTE: Tlhe ambient temperatures above are aligned with the Class B and Class C temperature classes defined in ISO 6722-1, and
the T2 afd T3 temperature classes in SAE USCAR 2, respectively.

4.5.2 |Sealingclassification

Externfl terminations shall be classified as one of the following in SAE USCAR 2:

— S2 — sealed — shall be used in the interior of a vehicle; and/or
— S3 — sealed against high pressure spray — shall be used in the exterior of a vehicle.
4.5.3 Vibration classification

External terminations shall comply with the Vibration Test sequence of Table 5.9.6 in SAE USCAR 2, using
vibration classification V1.

NOTE: A termination tested to vibration classification V2, V3, V4, or V5 in SAE USCAR 2 is considered to meet the requirements of
V1.
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5 Environmental and Electromagnetic Compatibility

5.1 Electric transient test

5.11

Supply line conducted immunity

Test pulse 1, 2a, 2b, 3a and 3b shall be applied to all supply conductors simultaneously of the lidar or lidar
system according to ISO 7637-2, as follows:

— Test

pulse severity level llI;

— Test

— Test
NOTE 1

NOTE 4
voltage

The lid

For pu
compl
when
manuf

NOTE 3
Levels f
anticipa

NOTE 4
0 V. The
to initial

For pU
specifi

5.1.2

puises 1, Za, ana Zb shall be applied TU limes each, and

pulses 3a and 3b shall be applied 20 minutes each.

1 ISO 7367-2 assumes either a 12 Vdc or a 24 Vdc (or both) rating applies\to the lidar or lidar
rated power systems are not presently considered.

ar or lidar system shall be allowed to initialize before eath Pulse Test begins.

Ises 1 and 2b, the lidar or lidar system shall be allowed to initialize between suc
btion of each series of pulses, the lidar or lidar’system must initialize without

acturers specification.

ed that the lidar or lidar system may needto initialize between pulses.

lidar or lidar system is expected to also be OFF at the end of each pulse, therefore, the lidar or lida|
ze before each pulse is applied.

cations during'and after the test.

Electrical load

The fi

In\uing tests shall he porfnrmnr‘l inaccordancewith 1ISO 16750-2:

: The Pulse Tests are based on power system wide events. These events are describedin ISO 7637-2, Annex E.

bystem. Testing for other

essive pulses. After
manual intervention

rated operating voltage is applied and all functions of the lidar or lidar system ghall perform per the

: Pulse 1 includes durations where the applied voltage is intentionally 0 V. ISO 7637-2, Examplgs of Test Pulse Severity
or Nominal 12 V System and Suggested~Jest Pulse Severity Levels for Nominal 24 V System, foptnotes indicate that it is

: Pulse 2b simulates an ignition key being moved to the OFF position and concludes with power to the lidar or lidar system at

I system shall be allowed

Ises 2a, 3a and.3b, all functions of the lidar or lidar system shall perform per the manufacturers

Testing shall be performed based on the lidar or lidar system voltage ratings.

NOTE 1: ISO 16750-2 assumes either a 12 Vdc or a 24 Vdc (or both) rating applies to the lidar or lidar system. Testing for other

voltage

rated power systems are not presently considered.

Discontinuities in supply voltage as follows:

— Momentary drop in supply voltage: test conditions 1 and 2 apply.

1) Where the lidar or lidar system is rated for operation at both 12 Vdc

and 24 Vdc without

changing a setting, the 12 V test is considered representative of the 24 Vdc test.
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2) Where the lidar or lidar system is rated for operation at both 12 V

dc and 24 Vdc but

requires changing a setting to operate at 12 Vdc or 24 Vdc, both the 12 V and the 24 V tests
shall be performed using the appropriate lidar or lidar system setting for each test.

— Starting profile: test conditions 3, 4 and 5 apply.

3) Where the lidar or lidar system is rated for operation at 12 Vdc only,
Table 3, using voltage system levels for Code A in Table 1.

4) Where the lidar or lidar system is rated for operation at 24 Vdc
systems, severity level IV in Table 3, using voltage system levels for Cod

5) Where the lidar or lidar system is rated for operation at both 12 Vdc a

severity level IV in

rated lidar or lidar
e E in Table 2.

d the 24 Vdc, both

— Load dump: test conditions 6 and 7 apply.

the 12 V and the 24 V tests shall be performed using the test conditions
operation at 12 Vdc or 24 Vdc requires changing, the appropriate/li
setting shall be used for each test.

Unless the instructions state that the lidar or lidar system is for use o
centralized load dump suppression, Test A shall be performed. When T
Test B is not required.

The value of Ug for Test A or the value of\Ug* for Test B used duri
identified in the instructions, as described:in Clause 11.

6) Where the lidar or lidar system is¢rated for operation at both 12 Vdc
changing a setting, the 24 V test is considered representative of the 12 \/

7) Where the lidar or lidar syStem is rated for operation at both 12 V|
requires changing a settingto operate at 12 Vdc or 24 Vdc, both the 12
shall be performed usirig-the appropriate values for Ug or Ug* and us
lidar or lidar system setting for each test.

NOTE 2: Ug is the peak voltage of the applied waveshape in a vehicle without centralized
and is used for Test*A. Ug* is the suppressed voltage in a vehicle with centralized load d
used in Test B,

5 in 3 and 4. Where
dar or lidar system

nly in vehicles with
est A is performed,

ng testing shall be

and 24 Vdc without
dc test.

dc and 24 Vdc but
and the 24 V tests
ing the appropriate

load dump suppression
ump suppression and is

Reverded voltage: Test case 2 shall be performed. Test conditions in 8 and 9 apply.

8) Whetrethe lidar or lidar system is rated for operation at both 12 Vdc and 24 Vdc without changing
a setting, the 24 V test is considered representative of the 12 Vdc test.

9) Where-thetidar-ortidar system israted-for upclatiun at-both—2-Vde—and-24 Vdc but requires
changing a setting to operate at 12 Vdc or 24 Vdc, both the 12 V and the 24 V tests shall be
performed using the appropriate lidar or lidar system setting for each test.

The required functional status shall be as specified in ISO 16750-2.

6 Mechanical Safety

6.1 Thermal shock test

Lidar and portions of lidar systems mounted on the exterior of a vehicle and intended for mounting below
the belt line shall be operated normally and subjected to the Splash Water Test in ISO 16750-4.

NOTE 1: The Submersion Test is considered to be an acceptable substitute for the Splash Water Test in ISO 16750-4.
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NOTE 2: Thermal shock testing is not required for cables, except for where they are integral to environmental sealing at the interface
to the other elements of the lidar or lidar system.

Lidar or lidar systems shall not exhibit mechanical cracking of materials or seal failures that allow intrusion
of water into the lidar or lidar system and shall not present a risk of electric shock.

Compl

iance is determined by inspection and application of the Voltage Withstand Test.

6.2 Vibration safety

6.2.1

Vibration endurance test

Lidar
locatig

—For s

—For

— For decoupled cabs on commercial vehicles: Test VIII.

Testin
systen

If the
each 1
the ins

The lid

— Ope
testing

— Upo

application of fault conditions; and

—Upo

NOTE:

hnd lidar systems shall be subjected to testing in ISO 16750-3 based on.the
n per the following:

prung masses on passenger cars (vehicle body): Test IV;

prung masses on commercial vehicles: Test VII; and/or

) shall be performed at an ambient temperature of 25 °C 5 °C (77 °F 19 °F) |
N operating.

hounting location shall be performed. Eorlidar or lidar systems that do not pe
tructions shall indicate the intended. njounting locations that were tested.
ar or lidar system shall:

rate continuously throughout the application of the selected vibration testing ar
is completed;

h completion oftesting, the lidar or lidar system shall meet the requirements

n completion of testing, the lidar or lidar system shall be subjected to the Voltage

combinée-e

intended mounting

vith the lidar or lidar

idar or lidar system is intended for mounting’in more than one location per the above, the test for

form all three tests,

d after the vibration

in Clause 7 without

Withstand Test.

n of the manufacturer, a

f.all\vibration tests are performed independently, the total test time is 216 hours. At the discretig

6.3 Mechanical shock test

Lidar and portions of lidar systems shall be subjected to the applicable Mechanical Shock Test(s) specified
in ISO 16750-3. The manufacturer shall specify mounting locations in the installation instructions, see
Clause 11.

The lidar or lidar system shall:

— Operate continuously throughout the application of the Mechanical Shock Test and after testing is
completed; and

— Upon completion of testing, the lidar or lidar system shall:
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— Meet the requirements in Clause 7 without application of fault conditions; and

— Comply with the Voltage Withstand Test.

6.4 Voltage withstand test

Either the Dielectric Voltage Withstand Test in 6.4.1 or the Insulation Resistance Test in 6.4.2 shall be
performed. Voltage surge protective devices connected between input or output circuits and accessible
metal parts may be removed prior to performing the testin 6.4.1 or 6.4.2.

6.4.1 Dielectric voltage withstand test

For lidar or lidar systems, a voltage of 500 Vdc shall be applied between:
— Inputjand output circuits connected together; and

— Accepsible metal parts.

There shall be no evidence of dielectric breakdown.

6.4.2 |Insulation resistance

For lidar or lidar systems, a voltage of 500 Vdc shall be-applied for 120 seconds betwegn:
— Input/and output circuits connected together; and
— Accepsible metal parts.

The ingulation resistance shall be 100 KQ or greater.
7 Optical Radiation Safety

7.1 Lpser radiation

The maximum allowable laser class of radiation emitted from the lidar shall be Class || (U.S. regulatory —
see 7.1.1) or Class™ (Non-U.S. regulatory — see 7.1.2), except as noted in 7.1.3.

7.1.1 [USregulatory based requirements

Lidar and lidar systems containing laser(s) shall comply with FDA/CDRH Code of Federal Regulations 21
CFR, Part 1040.

NOTE 1: The use of all CDRH Laser Notices is permitted, including those that allow use of the IEC 60825-1 standard. If IEC 60825-1
is used for testing and classification by a Laser Notice, see 7.1.2 for the maximum allowable laser class of radiation emitted from the
equipment.

NOTE 2: Variances approved by the FDA/CDRH per the requirements of FDA/CDRH Code of Federal Regulations 21 CFR Part
1010.4 can be considered as needed.
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7.1.2 Non-US regulatory requirements

Lidar and lidar systems containing laser(s) shall comply with IEC 60825-1 including published
Interpretation Sheets. If the lidar or lidar system contains an optical fiber communication system, the
optical fiber communication portion of the lidar and lidar system shall comply with IEC 60825-2.

NOTE: There are other regional standards that might also need to be considered, such as the following (this list is not all inclusive):
EN 60825-1 in Europe, GB 7247.1 in China, and JIS C6802 in Japan.

7.1.3 Applications where direct viewing of radiation is not reasonably foreseeable

For lidar and lidar systems with dedicated purposes installed in a location where direct viewing of radiation
is not feasonably foreseeable, the maximum allowable laser class of radiation from the equipment may be
up to Class llla (U.S. regulatory) or Class 3R (non-U.S. regulatory).

NOTE 1: Examples of such applications may include lidar or lidar systems installed on the bottom of a vghicle for monitoring road
conditiops or inspection purposes on rolling stock.

NOTE Z: See 7.1.1 NOTE 1 for U.S. regulatory allowances regarding use of laser Classes from IEC 60825-1.
For applications where 7.1.3 applies, see11.6 for installation instrdction requirements.

7.2

hcoherent broadband radiation

Lidar gnd lidar systems containing incoherent broadband sources of optical radiation, jncluding LEDs, that
allow |human access to the emitted radiation{ shall comply with IEC 62471:2006, unless the LED
application is included in the scope of the JEC 60825 series (e.g., optical fiber communication). The
maximum risk group of incoherent radiation€mitted from the product shall be risk group 2.

NOTE: Bee 4.1 for references to UL 62368-1,"in-particular UL 62368-1 Radiation Energy Source Classifigations. To determine the
risk groyip, abnormal operating conditions ,and-single fault conditions are taken into account. Refer to UL|62368-1 for instructional
safeguard requirements.

Classification according to IEC 62471:2006 (all parts) is not required for:
— Indigating lights;

— Infrared deyices for data transmission such as used between computers and cdmputer peripherals,
except for optical fiber communication applications covered by IEC 60825-2;

— Optoceuplersor

— UV radiation from general purpose incandescent and fluorescent lamps, with ordinary glass envelopes.

If optical radiation is broadband visible and IR-A radiation and the luminance of the source does not
exceed 10* cd/m? (64.51 cd/in?) it is expected that the radiation does not exceed the exposure limits given
in IEC 62471:2006.

For UV-C limits (wavelengths between 180 nm and 200 nm), the value of IEC 62471:2006 for 200 nm is
used.
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7.3 Additive effects of optical radiation

For lidar and lidar systems containing both lasers and incoherent broadband radiation sources that allow
human access to the emitted radiation, the combined additive effects of both types of radiation sources
shall be assessed for impact on the potential radiation hazard, including considerations for multiple
wavelengths.

NOTE 1: IEC 60825-1 and associated Interpretation Sheets contain assessment criteria for considering these additive effects from
the equipment.

NOTE 2: When final installed, there can be other radiation sources present on the vehicle. Optical radiation hazards during final
installations are not covered by this Standard.

7.4 thical radiation safety after impact testing

Performance of the Enclosure Impact Test and Glass Impact Test in UL 62368-1, as appropriate, shall not
result ih human access to laser radiation exceeding the laser class limits described in 7.1 or the risk group
limit dgscribed in 7.2.

If the laser class or incoherent broadband risk group is determined in a worst-case cpnfiguration without
the englosure or window blocking or attenuating the radiation, the-Enclosure Impact Test and Glass Impact
Test effects on the enclosure or window as it relates to the optical radiation hazard is ngt required.

8 Functional Safety
8.1 General

The lidar or lidar system shall be fully defittéd in accordance with the requirements pf ISO 26262-3, as
either gn item, element(s) of an item (i.e~, application-specific), or as SEooC.

NOTE: The requirements in this Clause assume that the lidar or lidar system is safety-related and intendgd for use in automotive
applicatipns within the scope of ISO 26262. Risk assessment and functional safety requirements for other applications may be found
in the following standards:

— IEC 61496 (parts 1,and\3);
— IEC 61508;

— |IEC 62061;and

— 1ISO"13849-1.

8.2 Safetygoals

A HARA shall be conducted in accordance with ISO 26262-3 resulting in one or more safety goal(s), if the
lidar or lidar system is considered an item or element(s) of an item.

If the lidar or lidar system is considered an SEooC, i.e., the environment in which the lidar or lidar system
will be operating is not fully known, the HARA process is not required, in which case safety goals and/or
requirements shall be formulated from assumptions that have been identified and validated in ISO 26262-
3.

NOTE: For lidar or lidar systems that incorporate sensor fusion, object classification, or other aspects to satisfy a safety function at
the item level, see Clause 9.

The electrical and/or electronic system(s) employed by the lidar or lidar system shall comply with 1ISO
26262 (all parts) according to the safety goal(s).
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For guidance on the application of ISO 26262 to lidar and lidar systems, see Annex C.

The safety goal(s), including achieved ASIL, shall be documented in the Instructions for use. See Clause
1.

8.3 Cybersecurity assessment

A cybersecurity threat assessment shall be conducted. If the cybersecurity assessment has identified
threats that could lead to safety risk(s), cybersecurity measures shall be provided to prevent unauthorized
access to the lidar or lidar systems, its hardware, software, configuration data, and the application
program. If the lidar or lidar system supports software updates remotely, the updates shall be conducted in

a way hat does not vialate safetv aoalls) See Annex A for mare details
PR \~7

NOTE: Defining a complete approach to security is out of the scope of this Standard. However, secdrity/is @ significant concern with
regards|to safety. These requirements are intended to assist with selecting an adequate security approach t¢ reduce safety risk.

9 Safety of the intended functionality

When |relied upon for detection functionality associated with Levehl,Level 2, Level 3| Level 4, or Level 5
vehicl¢ autonomy as defined in SAE J3016, lidar and lidar~systems are anticipated to experience
conditjons (triggering events) that can lead to a hazardous cendition. Triggering events are predetermined
conditjons that evoke a response from the lidar or lidar-systems. Predetermined condition detection is
considered the intended function.

Factors are anticipated to exist that can limit the ability of the lidar or lidar system to pgrform their intended
functign.

ISO 2[1448 shall be used to evaluate SQTIF for triggering conditions associated with Level 1, Level 2,
Level B, Level 4, or Level 5 vehicle autanomy.

Limitafions for the sensor shall be considered where they are within the scope of contrpl of the lidar or lidar
system. If the vehicle is required to mitigate a known limitation of the lidar or lidar|system, then these
limitations shall be includedhin the instructions for use. See Clause 11.

Guidanpce on intended functions and limiting factors is provided in Annex D.
NOTE 1f: Level 0 is.odtside the scope of this Standard.

NOTE Z: Lidar and lidar systems may be developed as a SEooC, in which case the autonomy level may npt be known. In this case
instructipns may be needed to communicate limitations. See Clause 11.

10 Markings
10.1 General

Except as identified elsewhere in this Standard, UL 62368-1 shall be used for markings. Where the
requirements in UL 62368-1 conflict with the requirements in this Standard, this Standard shall take
precedence.

10.2 Electrical ratings
Marked electrical ratings shall include the rated:

— Voltage(s) or voltage range; and
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— Current in amps or milliamps, or power in watts.
10.3 Optical safety

Optical safety markings shall be in accordance with IEC 60825-1, IEC 60825-2, and FDA/CDRH Code of
Federal Regulations 21 CFR, Part 1040, as appropriate. Additionally, incoherent broadband markings
shall be in accordance with UL 62368-1.

For lidar where 7.1.3 applies, the lidar shall be marked with the appropriate symbol from ISO 7000:

— Symbol 0434a A\ ;

— Symthol 0434b A\ ; or

_ Symtpol 1641[ 11
See 11]3.3.
10.4 [nterconnecting wires and cables

Interconnecting wires and cables shall be marked with manufacturer identification, model number, rated
voltagg (12 V or 24 V), rated temperature, and fluid compatibility marking codes (see Tgble 2).

11 Ingtructions
11.1 General

Exceptl as identified elsewhere in this Standard, UL 62368-1 shall be used for installation, maintenance,
and service instructions. Where the requirements in UL 62368-1 conflict with the requirements in this
Standdrd, this Standard shall take precedence.

11.2 Bymbols used for-markings in lieu of text

Where| symbols are‘used in lieu of text for required markings, the symbol shall he recreated in the
instructions along/with a description of the meaning of the symbol.

1.3 Tllounting location

11.3.1 Ingress protection

Where 4.3.3 indicates that the IP rating of a lidar or portions of lidar systems limits acceptable mounting
locations, the acceptable mounting locations shall be identified in the instructions for the lidar and relevant
portions of the lidar system.

11.3.2 Mechanical

Where the testing in 6.2 limits acceptable mounting locations of a lidar or portions of a lidar system, the
acceptable mounting locations shall be identified in the instructions for the lidar and relevant portions of
lidar systems.

Where the testing in 6.3 limits mounting locations of a lidar or portions of a lidar system, the acceptable
mounting locations shall be identified in the instructions.
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11.3.3 Optical safety

Where 7.1.3 applies to a lidar, the acceptable installation locations and manner of mounting such that
potential viewing of radiation is not reasonably foreseeable, including the intended applications, shall be

identifi

11.4

11.4.1

ed in the instructions.
Interconnecting wires and cables

Fluid compatibility

Where not all of the fluid compatibility tests have been performed, the instructions shall state which fluids

were

NOTE:
cable ur

11.4.2

Whereg
state t

NOTE:
sectiong
semi tra)

11.4.3

Whereg

Fary toal <l laall taot £ laial I H lal la el + 1
Ul iCoiCuUu ariu siiair stailS drcads UT'a VOTITUIC WITCTT a WITT UT LaVUIT STTUUTU TIUT VT

uted through.

An example would be when brake fluid is not tested. The instructional safeguard shall advise ‘agginst installing the wire or

der or near vehicle components carrying, containing, or using brake fluids.

Cable flexibility

the wire or cable has not been subjected to the Flexibility, Testing of UL 2556, {
hat the wire or cable is not suitable for applications where the wire or cable is sul

A nonexhaustive list of examples of wire or cable subject to flexing include cables between cars
of an articulated bus, between the operator’s cabin of heavy equipment and a trailed section of th
ctor and its trailer, or mounted to a door or other hinged vehiele'member.

Exhaust gases

the wire or cable has not been subjected to the Ozone Resistance Test of UL 2

shall state that the wire or cable shall not be routed where the wire or cable is expose]

gases
11.4.4
Whereg
instrud

subjed

11.4.5

Pinching

the wire or cable'has not been subjected to the Resistance to Pinch Test
tions shall state that the wire or cable is not suitable for applications where
ted to pinching, (e.g., in certain areas of construction or agricultural vehicle, tract

Markings or color coding

he instructions shall
ject to flexing.

in rolling stock, between
e equipment, between a

556, the instructions
d to vehicle exhaust

of SAE J1128, the
the wire or cable is
pr trailer, etc.).

Meani

hgs’of any other markings or color-coding of wires/cables (e.g., to assist in

identification during

service and assembly) shall be indicated.

11.4.6

Other wire or cable installation restrictions

Any other wire or cable installation restrictions relevant for the application shall be indicated.

11.5

11.5.1

Electrical environment

Operating voltage setting

For multiple voltage rated lidar or lidar system or portions thereof, if operation of a mechanical switch or a
setting in software is needed for operation on a 12 V or 24 V power system, instructions shall be provided
on how to accomplish the setting.
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11.5.2 Load dump

Where the lidar or lidar system is for use only in vehicles with centralized load dump suppression and the
testing in 5.1.2 includes Test B only, the value of the Suppressed Voltage Test parameter Ug* shall be
clearly identified.

11.6 Optical safety

Optical safety instructions shall be in accordance with IEC 60825-1, IEC 60825-2 and FDA/CDRH Code of
Federal Regulations 21 CFR, Part 1040, as appropriate. Additionally, incoherent broadband instructions
shall be in accordance with UL 62368-1.

For applications where 7.1.3 applies, the installation instructions shall indicate the fellowing:

— The l|dar or lidar system shall be installed in a location where direct viewing-ef radiation is not reasonably
foresegable;

— Wheh the lidar or lidar system is installed onto the vehicle, all laser related labellirjg required per IEC
6082511 and/or FDA/CDRH Code of Federal Regulations 21 CFR, Part 1040 shall be|visible, as required
by thoge standards;

— If the lidar or lidar system might be installed onto alyehicle in a manner that blocks, obscures, or
obstrugts the required IEC 60825-1 and/or FDA/CDRHK\€ode of Federal Regulations 21 CFR, Part 1040
labelling, the manufacturer shall make available duplicate labelling and instructiops for the labelling
applicdtion so that the labelling will be visible after-installation; and

— Spegial care should be taken for scenarioeswhere the labelling might be obstructed unintentionally by dirt
or othef debris.

NOTE: These user information requirements‘are in addition to what is already required in IEC 60825-1 gnd FDA/CDRH Code of
Federal Regulations 21 CFR, Part 1040.

11.7 Functional safety

Any information required by ISO 26262-7 shall be included in the instructions.
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Annex A
(informative)

Cybersecurity Assurance
A1 Cybersecurity Assurance

Cybersecurity assurance is an umbrella term for several processes aimed at ensuring individual system
components can adequately protect themselves from attacks. Doing so requires not just a one-time effort
but spans the complete system lifecycle. What is considered an acceptable posture may change over time
depending on, but not limited to the following:

— Newly emerging threats or changes to how the system itself is ufilized;
— External interface protection, monitoring, and encryption;

— In-vehicle network protection, monitoring, and encryption; and

— Ovel-the-Air Software Update: faster development and implementation of security pgtches.
A2 HKey Processes
To summarize the key processes that should be part of every security assurance progream as follows:
— Sectrrity strengthening;

— Weakness management;

— Security testing; and

— Vulngrability management.

A3 Hxamples of General Cybersecurity Standards and Regulations
For general cybersecurity’ requirements:

— ISO/SAE 21432~ Road vehicles — Cybersecurity engineering;

— UL 2900-1Software Cybersecurity for Network-Connectable Products, Part 1: Gemneral Requirements;
and

— UN Regulation No. 155 — Cyber security and cyber security management systems.
For over-the-air/remote software updates:

—1S0 24089 — Road vehicles — Software update engineering;

— UL 5500, Remote Software Updates; and

— UN Regulation No. 156 — Software update and software update management system.
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Annex B
(informative)

Alternative Vibration Test Profiles
B1 General

ISO 16750-3 contains vibration profiles for many common applications of components mounted to
vehicles. In this Standard, three tests are selected to represent the most probable mounting locations of
lidar and lidar equipment,

— For sprung masses on passenger cars (vehicle body): Test IV;

— For sprung masses on commercial vehicles: Test VII; and
— For decoupled cabs on commercial vehicles: Test VIII.

Testing each vibration profile separately can take 216 hours. Testing against a supefset profile that can
addresk all three mounting locations can save a significant amount of time. At the manufacturer’s
discretfon, one of the following two profiles may be used, depending on the natural fiequency (fn) of the
lidar orflidar system.

For lidar systems where individual pieces of equipment have“different natural frequendies, the appropriate
profile may be chosen for the individual pieces of equipment, or the worst-case profile inay be used for the
entire l|dar system.

Table B.1
For fn = 30 HZ, rms acceleration: 57.9 m/s?
PSD [(m/s?)?/Hz]
rrequency (Hz) Z-Axis Y-Axis X-Axis

10 50 18 18

13 20 3 10

19 20 10 10

20 36 36 36

30 36 36 36

50 20 20 20

100 1 1 1

180 4 4 1

400 1 1 1

500 1 1 1
2,000 1 1 1
Test Duration (hrs) 32 32 32
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